TexHu4eck1e MmeToAbl 4
3ALLUMTE MHADOpMALLKMK nM“TP““
CKNAPOB

MpakT4eckas
Kpuntorpadbhma OH NOKA3AN
HE3®®EKTUMBHOCTb
ANNApPATHBLIE KAKHM 3ALNTEI
NPOTHE NMPATCTEA SNEKTPOHHBIX
KHHMI ADOBE
MpMBA3KA K HOCUTEAAM v
MHCDOPAALLAM
Ob6ecneyeHue

CEKPETHOCTH ACHHBE

YnpasaeHue '
LD pOBbIMM R

HMHCTpYME
UCCASAOBATE

NCKYGCTBO
JALIMTDI
NB3
Mo

AlLAN



OMUTPUIA
CKNAPOB

NCKYGCTBO
SALIMTbI

W B3JIOMA
MHOOPMALLA

CaHkr-letepbypr
«bXB-lNeTepbypr»
2004



YIK 681.3.06

BBK 32.973.26-018.2
C43
Cxkugpos JI. B.
C43 HckycerBo 3ammthl 1 B3ioma uHpopmauuu. — CI16.: BXB-IletepOypr,
2004. — 288 c.: un.
ISBN 5-94157-331-6
3amuTta nHGOPMalIMA — OYEHb CIIOXKHAs HayKa, HO HAauMHATh €€ U3y4eHHe MOXHO
¢ MpoCThIX Bellei. MMEeHHO Tak M 3aJymaHa 3Ta KHUTra. Yurarenato mpeacTOMT Y3HaTh,
yeM 3aHUMaeTcsi MHGOPMalMOHHAs 0e30MacHOCTh U KaKWe METOAbl OHA MCIIOJb3YET
U perieHust cBomx 3amad. Ocoboe BHUMaHUE yAeseTcsl Kpunrtorpadhun — TMoXayid,
caMOMY MOIIIHOMY WHCTPYMEHTY 3aiuuThl. [1oapoOHO paccMaTpuBaroTCsl BOTIPOCHI 3a-
LIUATHI MPOrpaMM OT HECAaHKUMOHMPOBAHHOTO THUPAXUPOBAHUS, a TaKXe pa3IuyHbIe
acreKkThl obecrieueHus 0e30MacHOCTU MAHHBIX, BKJIIOYAsl yHpaBieHUe LU(GPOBBIMU
nmpaBaMu W TpUMeHeHue cTeraHorpaduu. M3moxeHne MaTepuana COIPOBOXIAETCS
MpUMEPaMU HEYOAYHBIX CPEACTB 3alIUTHl U OObSICHEHHWEM MPUYUH UX TOSIBICHMUS.
Paccka3zbiBaeTcst Takke 00 aHaIM3e CPEACTB 3allUTHI, 1IEJISIX, KOTOPBIE CTaBSITCS TPU
MPOBEICHUN aHAM3a, 1 UHCTPYMEHTAX, TPUMEHSIEMbIX TIPU UCCIEIOBAHUU.
s wupokoeo kpyea noavzogamenell,
UHMEPECYIOWUXC BONPOCAMU 3aUUMbl UHPOPMAUUU
YK 681.3.06
BbK 32.973.26-018.2
pr]]l'la NOATOTOBKHA U3JAHUA:
['maBHBIN penakTop Examepuna Kondykoea
3aB. pegakuuei Ipueopuii lobun
PenakTop Huna Cedoix
KomrmbroTepHast BepcTka Hamanvu Kapaeaesoii
KoppexkTop Buxmopus Iuomposckas
JIn3aiftH 00JIOXKHN Huna Tayuna
3aB. MPOU3BOJICTBOM Huxkoanaii Teepckux
Jlnuenaus U Ne 02429 ot 24.07.00. NognucaHo B nevatb 26.12.03.
®opmat 70x100"/16. Meuats odceTHas. Yon. neu. n. 23,2.
Tupax 3 000 3k3. 3aka3 Ne
"BXB-MeTepbypr", 190005, CaHkT-lNeTepbypr, N3amaiinosckuii np., 29.
['MrueHnyeckoe 3aknioyeHune Ha npogykuumio, Tosap Ne 77.99.02.953..001537.03.02
ot 13.03.2002 r. BoigaHo Aenaptamentom FTCOH MuHspgpasa Poccum.
OTneyaTaHo C rotoBbIX Anano3nTneoB
B Akagemuyeckoin Tunorpacpunm "Hayka" PAH
199034, Cankr-MeTepbypr, 9 nuHua, 12.
ISBN 5-94157-331-6 © Cxaspos 1. B., 2004

© Odopmienue, uznarensctso "BXB-IletepOypr”, 2004



CopepxaHue

TLOCBAMIACTC o eeueeneeneenernernernereeraeeeeeencaeescrscrscsscssssscsssssssasssssescsscsssssssnsnssnssns 1
3311001 (2 £ 1 (R 3
YACTD 1. KOMY HYXKHA 3AIIIHTA?.....cceeterieiienreeeenetncencencencescencencsnnces 5
I'maBa 1. O0mue cBeAeHAS O 3AMMATE HHPOPMAIAH ......cccueevenereeneernnerenneccennassnns 7
1.1. UTO M OT YETO BALLIMIILIATD. .. ccenneeeeeeeeeeeeeeeeeeeee e e e e e e e e e e e e e e e e e e e e e e e eaaeeeeannns 7

1.1.1. XapakTepuCTUKN MHPOPMALIMI .........uvvvveeeeeeeeeeeiieeeeeeeeeeeeeaaeeeeeaaeeeeeeannenss 7

1.1.2. YTPO3BI OC30TTACHOCTI .......uvvveeeeeeeeeeeieieeeeeeeeeee e e e e e e e e eeeaeeeeeesesees 10

1.1.3. TToTEeHIMATBHBINA TPOTUBHUK ........eeuvveeeeeeeeeeeeeieeeeeeeeeeeeeeaeeeeeaeeeeeenaneees 11
1.2. 3amaun THQOPMAITMOHHON OE30TTACHOCTMH ........eevvveeeeeeeeeeeieeeeeeeeeeeeeiaeeeeaenns 13
I'nasa 2. OcHOBHBIE CIIOCOOLI 00CCIICUCHMS 3ALMMTDI . o.eueeenrenenreneneenrseenesesncansnes 17
2.1. OOIIAT KITACCUMUKALIMIS ....ovvvvvveeeeeeeeeneiiirreeeeeeeeeiiiireeeaeeeeeseaassseeeeeeeessennnsseeaaeess 17

2.2. TEXHUUECKNE METOLBI BALIIMTDI «...eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeaeeeeaaaeeeees 19

2.3. Meronnl pelmieHus 3a1a4 MHPOPMAIMOHHON OE30IACHOCTH ..............c..uu.... 20
I'maBa 3. Koraa 3alIMThI CMIIKOM MHOTO.......ccueeeeeeeeeeeeecscencsncsscsscsscssssassnssanes 29
3.1. HeymoOCTBA JUISI TIOJTB3OBATEIS .......uvvveeeeeereeeeeieeeeenareeeesareesessreeseeasseseeannsenes 30
3.2. CHUXEHUE TTPOUBBOIUTEITBHOCTH ... .vveeeeeeeieeeaieeeeeaareeeeeearseeesnrseseeeanseseannnsenes 31
3.3. COOM B CHCTEME BALLIMTDL ...evvneeeeeeeeeeeeeeeeeeeeeeeeeeeeee e e e e eeeeeeee e e e e e eeaaeaaaeeeeeenes 32
3.4. MaTtepuaJibHbI€ 3aTPAThI TTOJB30BATEIIEM .....ccevevvviiiirreeeeeeiiiiiieeeeeeeeeeinreeenaeenss 35

3.5, BHPABBIM CMBICTT ..c.uvvvieeeiieeeeeeiiieeeeeteeeeeeaeeeeeeaaeeeeeaseeeesaseeeesasseseeeanseeeeeasneeas 35



v CopepxaHue

I'naBa 4. Meroapl OneHKH 3 (EKTHBHOCTH 3AIMMTB....c..ceueeeneeeneeenerencennernncennnns 39
4.1. OLIEHKA OOBIUHBIX TTPOTPAMM ......uviieeiurrieeeaerreeenarreeeensreseaasseseesssesesasesessesnnnes 39
4.1.1. KQUECTBO TPOTPAMM .....eeeuiiieirieanirreairieaeeeesseesseeanaseasseeansseeaseesnsseasseeanes 39
4.1.2. HameKHOCTD ITIPOTPAMM .....cceoeevvriirreeeeaeaeenrrreeeeeeeaassnssssreeesesssesssssseeseeesnnns 40
4.1.3. BDxoHoMMYecKasd 3(PGHEKTUBHOCTD IPOTPAMM ......vereeeuereeeeanerieeeenreeeeeannnens 40
4.2. OLEHKA CPEACTB BALMITDL ... ..uvvvrereeeeeiaerrrrreeeeeeaaieraseeeaeseessssenssereeesessssnsssseeeeens 41
4.2.1. KQUECTBO BALIMTBL. ¢ .uevveeeeuereeeeainteeeanteeeeanneeesannseeeesannseeeeannseeesannseeeeannseens 41
4.2.2. HATEKHOCTD BALIIHATDI «...evvneeeeneeeeeeeeeeeeeeeeeeeeeeeeaeeeeeaaeeeeaaaeeeeeaaeeeeaaaeeees 43
4.2.3. DxoHoMMYecKasd 3(DGHEKTUBHOCTD BAIUTBL.........veeeeeeerreeeeeirreeeeereeeeeennnesns 44
YACTD 1I1I. HECKOJIBKO CJIOB O KPUIITOJIOTHUMN .............ccenevenevannnnnnne. 47
I'1aBa 5. DAB0OBBIE MOHATHS ..cuuvuuiinniinneinnernsernsssnsssnsssnsssnsssssssssssssssssssssssssssssns 49
5.1. TTpOUCXOKIEHNIE HABBAHII ......cceeeuvrvriieeeeeeeeeiiiieeeeeeeeeeeiieeeeeeeeeeeeianeeeaeaeeeaans 49
5.2. KPUIITOTPADHIST M HAYKA. ....vvvveeiieeeeiieiiiiieeeeeee e e e e e e e e e e 50
BTN TR0 S 03 Y070 (031 (o) 1 £ (USSP RURR 50
5.3.1. VUACTHUKU B3AUMOLETCTBHIS . ... eeeeeeeeeeee et eeeeeee e e eeeee e e e e e e eeaaeaees 50
5.3.2. OOBEKTBI M OTIEPALIMII ......evvvvveeeeeeeeeeeeeeeeeeeeeeeeeeaaaeeeeaaeeeeeesaeeeeeeeeeeeeenenenens 51
5.4. Kpunrorpa@mueCKMe TPUMUTHBEL .........cccceeeeeeeuieeeeeeeeeeeeeeieeeeeeeeeeeeeesaeeeeaaenns 52
5.4.1. ANTOPUTMBI TTUMPPOBAHMST ....c.evvvreeeneriieeeirieeeeetreeeeesaeeeenesseeesasseeeeasseeeenns 52
5.4.2. KpunrorpadndeckKmne XoII-OYHKITNI ..........cceeeeeuueeeeeeeeeeeeeeieeeeeaeeeeeeenneness 53
5.4.3. KpunTorpaduueckue reHepaTopbl MCeBAOCTYYANHBIX YUCET .................. 54
5.5. Monen OCHOBHBIX KPUIITOAHATUTHYECKUX ATAK .....cceeuvrveeeeeeeeeeeenrreeeeeeeaennns 55
5.5.1. ATaka Ha OCHOBE TOJBKO ITUMPTEKCTA ....vvvrreeeerrereeerreeeeienreeeenerrereennnnenaens 55
5.5.2. ATaKa HA OCHOBE OTKPBITOTO TEKCTA .....veeeuererureaaereennreeanseeennseeeaseeanseeanes 55
5.5.3. Araka Ha OCHOBE MOJOOPAHHOTO OTKPBITOTO TEKCTA.......uvvereeerrereeeerennn. 56
5.5.4. Ataka Ha ocHOBE aalITUBHO MOJOOPAHHOIO OTKPBITOIO TEKCTA ............. 56
5.6. AHAJIM3 CTOMKOCTH KPUITOIPA(PUIECKUX TIPUMUTUBOB .......cvveeeeveeenreeannennns. 57
I'naBa 6. Kpunrorpadus /i HEMATEMATHKOB.......cvvverrrererrensrrrassreasssessssssasssenns 61
6.1. OTKpBITast KpUNTOTPADUA B POCCHM .....ovviiiviiiiiicieceeceeeeeeeeee 61
6.2. JIUTEPATYPA IO KPUIITOOTHI «....veeveeveeenreeeeeeeeeeeeeeneeeaeeeeeeeeaeeesesenesaneseneeeeseeans 63
6.3. YTo HYXKHO 3HATDH TTPOTPAMMICTY «....ovveereeeieeeeereseeeeeeeseeeeeeeeiseeseseeeesesenneeans 66

6.3.1. BITOUHBIC IIHIMDPB ......eveeeneiieeiiieeiieeeeiee et et et eae et e e eaee e e e e ees 66



CopepxaHue v

6.3.2. TTOTOKOBBIE IIIMPB ....cceveeeeeeieeeteeeeeeeeeeeeeeeeee et eeae e e e e e e eeaeeeenaeeeeneee e 68
6.3.3. AJITOPUTMBIL C OTKPBITBIM KITHOUOM .......vvienviereeaneeanreenreaseeesesesesenneenseeeseeans 69
6.3.4. XOII-DYHKIIMT ......ooeeeeieeeeeeeeeeeeeeeeeeeeeeeeee e et e eeaeeeeaeeeeaeeeeaeeeeaeeeenseseeaeeeanns 70
6.3.5. ['eHEPATOPBI CIIYUAMHBIX UMCEIL ....vvevveeereeereeereeaseeesreesseeseeeseeeseseseeeseeeseeans 71
6.3.6. KpunTorpauueCKme MPOTOKOIBL ..........cecveeereeereeerreaneeaseeeseeeseeeseeeneeseenns 72
6.4. Pa3zpaboTka cOOCTBEHHBIX KPUMTOTPAPUUECKUX ANTOPUTMOB ........ccvvevenennsan. 72
I'maBa 7. HacKoJbKO HAJEKHbBI AJATOPHTMBI H MPOTOKOMDBL....ceueeuereereerecraasansnnsnnns 75
7.1. CHA0OCTU B QIITOPUTMAX ....vvvreeuereeeeieureeeeeitreeeeeeseeeeeeseeeeeeseeeeeeseeeeeeseeeeanaseens 75
7.2. OmKOKY B KOTUPOBAHMU ATMTOPUTMOB .....ceeeeeeeeiiiirieeeeeeeeeiiirrereeeeeeeennrsseeeaenns 77
7.3. MHOrokpaTHOe MCIIOJIb30BaHME KJII0Ua IMTIOTOKOBOIO IMUMPA.........ccevvenenee.... 80
7.4. OmnbKy B reHepaTopax MCEBAOCTYYAMHBIX YMCOIL ...ooeeeeeeneerrireeeeeeeeeienreeeensns 81
7.5. BioyHbIi TGP B PEXKUME ITPOCTOM 3AMEHDI .......vvvveeeeeeeeeiirireeeeeeeeeeeaneeeennss 85
7.6. Ucrionb30BaHrE OOPATUMBIX XOII-(PDYHKIIAM ......veeeveeeeeeeeeeeeeeeeeeeieeeeeeeeeaeeeans 86
7.7. To4HOE CIIEHOBAHUE TTIPOTOKOIAM .......uvvvvreeeeeeeeeaerereeeeeeeeeaesasreeeeeeeeeeenrseeeeaens 86
I'naBa 8. PekoMeHIAM MO BHIOOPY ANTOPHTMOB ...ccevvrenrerrnnesrressrsnssssnssossassssnne 89
8.1. KoHKypCHhI 110 BBIOOPY CTAHAAPTOB HITUMPOBAHMST ....c.evvveeereeaniieeaiiieeireeeereeanns 89
8.1.1. CranmapT WKGPoBaHUST CIHIA........coeoiiiiiiieie e 89
8.1.2. EBponeiickue KPUITOTPAPUUECKHME CXEMBI ......cvvvvrereeeeeeeienrrrreeeeeeeannnnnenss 92
8.1.3. CraHmapT ISO/TEC 18033 ......oiiiiiieieeeee ettt 93
8.1.4. CtanpapT MU GPOBAHUST ATMOHMU. ......ovvvviiiieieiiiiiiiiieeeeeeeieeee e 93
8.2. IlpakTnyeckue peKOMEeHAAUNN U3BECTHBIX CIIELMATUCTOB. .........ccevuvrrenennn... 94
8.3. ITaTeHThI HA AITOPUTMBI U IIPOTOKOIDBL ......evevvvvrreeeeeeeeieiireeeeeeeeeeeinrreeeaaeeennns 95
YACTD I1I. KAK HE HAJIO 3AIIIUILATD ITPOTPAMMBI..........ccccovuverennnes 97
I'naBa 9. AKTyajibHbIe 3229 3AMMTHI MPOTPAMM ...ceeurerereeereeereecrnocsssssnsosnsosnsons 99
9.1. Mogaenu pacnpocTpaHeHUs MPOTrPAMMHOIO OOECTIEUCHUS . ....ccevvrreeeanereeaannnse. 99
9.1.1. becrutatHbie porpaMMbl (Freeware) .........coooecvveieeciiiiieiiie e 99
9.1.2. TTouTH GECTIIATHBIE TTPOTPAMMBI .....evvieeeeerieeeaerreeeeerreeeaaerreeeeassreeesannseess 100
9.1.3. TIporpamMmbl, ToKa3bIBaOIIMe peKaaMy (Adware) .........cccccceeeeeveeeeennnnen. 101
9.1.4. Kommepueckue mporpaMmbl (Commercial) .......c.ceeeeevereeeeiiieennnieeeeenen. 101
9.1.5. TTouTu pabOTOCTIOCOOHBIE TTPOTPAMMBI ......eeeeeeerereeenerreeeeerreeeenerreeeenenneess 102

9.1.6. YciioBHO OecIiaTHbIE TPOAYKTHI (Shareware) ...........cccoeeevveeeveeecueeeennen.. 103



Vi CopepxaHue

9.2. OT Yero 3aIULIAIOT TTPOTPAMMBI ...cceuuvrireeeirireeeairreeearreeesaereeeeanreeeeaenseeaeannes 104
9.3. OcHoBHbIE (HOPMATHI UCTIOTHSIEMBIX (PAMTIOB ... .evvieeeeiiieeeeiiieeeeiiieeeeiieeeeenens 105
9.4. OcobeHHOCTU BHYTPEHHETO YCTPOMCTBA UCMOMHIEMbIX (DailioB
B 32-OMTOBBIX BEPCHSIX WINAOWS.......oooiiiiiiiiiiiiiiie e 106
I'nasa 10. PerncTpanuoHHbie KOABI IS MPOTPAMM ..ceuvvurrrunrrnsorasssasssnsssnsssassses 109
10.1. TpeOoBaHUS M KITACCUMDUKALMSI.......vvereeeereeeeeireeeeeereeeeeeareeeeeereeeeeeseeeeenenes 110
10.2. MeToabl MPOBEPKU PETUCTPALUOHHBIX KOJOB........uvvveeeeurieeeeeirieeeeenreeeeennnes 110
10.2.1. "HEPHBIIM SIIHK .......uvveieieiiieeeeiieee e et e e et e et e e e e e eaae e e e eareeeeeans 111
10.2.2. CIoXHAST MATEMATUIECKAST 3ATMAUA ...oevveeenereeenrreeereenreeenereenseeeeseensseens 111
10.2.3. TAOHMUHBIE METOIBL........uvveeeeeereeeeeeaereeeeeteeeeeeiareeeeeesseseeeesseeeeaesseeeeeeanes 113
10.3. KQKOM METO BBIOPATD .......cceeeuviieeetiieeeeiieeeeeeteee e e et e e e et e e e eereeeeeeaeaeeeans 115
I'nasa 11. IIpuBA3Ka K HOCHTENAM HHOPMALMM ......cc.eeeueeeneeneeenaeenaennsennseanaees 117
11.1. KITIOUEBBIE JIMCKETDI .....eeeuvveeeureeaereennrraenreessseeaeseesnseesanseesnseeasseesnseeansseesnsens 117
11.2. TIpUBSI3KA K KOMITAKT-TIHCKAM .....eeerurreaeriernreeaereennseeaanseesseessseesnseeansseesnsens 119
11.2.1. TTPOCTEMIIME BALIMTDL. ......uveieeeeereeeeeereeeeeerreeeeeaseeeeeaseeeeeareeeesaeseeeeannes 120
11.2.2. JINCKY OOJIBIIOM EMKOCTH ....evvvvvvererrrereeereressresesesssssssssssssssssssssnsssssnsnsnnes 121
11.2.3. OTK/IOHEHHUE OT CTAHAAPTA 3AIMUCHU HA TUCK ......evvvvrrreeeeeeeiinirieeeaaeeannns 121
11.2.4. ®U3NYECKHNE OLIMOKM HA JIHCKE ......uvvveeeeerreeeeeireeeeeiereeeeeireeeeeeareeeeenns 121
11.3. Cuctema 3amuthl StarForce Professional............ccocoevviiiiiiiiiiiiciiieieee. 122
11.3.1. O01Ias XapAKTEPUCTUKA BALIMTBI ......ovevvvvvereeeeeeeeiiiireeeeeeeeeeanrneeeeaeeeennns 124
11.3.2. Mogensp 3aaepXeK MNpu YTeHUU UH(opMaLuu
C KOMIAKT~TIHCKA. ....evvvvveereeeeeeeenssreeeeeeeeasnassseeeeeeesaaeansssesseesessannsssneaseens 125
11.3.3. Kak StarForce mMpOBEPSIET HUCK ......cccocuvvvveeeeeeeeeeiiiieeeeeeeeeeiiieeeeeee e 128
11.3.4. CIIOCO0 OOXOMA BALLIMTDL ... .eeeeneeeeeneeeeeeeee e e e e eeeeeeaeeeeeeeeeeeeaeeeeannns 130
11.3.5. Pe3rome 110 3amuTe StarForce..........ooooovvvvviiiiiiiii e, 130
I'naBa 12. AInapaTHbIE KIIOUH 3AMMTDBI ..c.vueeerreereerenrensanssssassssssosssssessessnssnnsas 133
12.1. KNacCUMUKALMST KITEOUCH . .....vvverireeeeeiiiiriirreeeeeeeienrrereeaeeeeasesssereeaseessssnssseees 133
12.2. MonuduKaus KOAA U OMYJIISIIIHST ....oeeeeenrrieeeeiieeeeeeiieeeeeeireeeeeeareeeeseeseeeeenenes 134
12.3. KITIOUM C TAMSITBIO ....eeeeeeeiiiiiiiiieeeeeeeeeiitieeeeeeeeeeeaessseseaaseesasnnssseseeaeeessnnssseees 135
12.4. K104 ¢ HEU3BECTHBIM QAITOPUTMOM ....oeereeeeeeerrrrrrereeeaaienrrreeeseeeesnnnrsseeenss 135
12.5. ATPUOYTBI QJITOPHUTMOB.......uuvvviirieeeeeeiieiireeeeeeeeeeeitsrereaeseeeasesnseresaeeeeaensnneees 136

12.6. KITIOUH € TAMMEPOM .....ooonveiieiie e et eae e et e e ennens 137



CopepxaHue Vil

12.7. K109 ¢ U3BECTHBIM QITOPUTMOM ....oovvvveeeeeeeeeeieiirereeeeeeeaeeeanereeaeeeeseensnnness 138
12.8. Kitloun ¢ MpOrpaMMUPYEMBIM QAJITOPUTMOM ....cvvrreeeurrrreraiieresanreeesanreeeennnes 139
12.9. UTO MPOUCXOTUT HA TIPAKTHKE. ..eeeeenerrreeaerieeeaeireeeanreeaeaanseeeeasnreeeeannseeeeannnes 140
12.10. BeIBOABI O TTONE3HOCTH AMIMAPATHBIX KITHOUCH ...vvvvveeeeeeeeeiiiieeeeeeeeeeeieee 140
I'nasa 13. Mcnoab30BAHME HABECHBIX BALMMT ..cuuovvrrrenoresosasssssosasssssssssssnsssssoses 143
13.1. Kaky1o 3a11uTy 00eCIeUMBAIOT MPOTEKTOPDI ....vvvvvrrreeeeeeeeiiirereeeeeesennreeeeenss 143
13.2. KaK pabOTAIOT IIPOTEKTOPDBI «....evreeeeeeuerrrrereeeeeeeiieirrereeeseeeasessreresaeeessnensnseees 144
13.3. CLEHAPHI QTAKK ....vveeeeeeeeeeeeiiieeeeeeeaeeietaeeeeaaeeeeeeessseseeeeeeaasssssesesaeeessssnsnseees 145
13.4. bopb0a TEXHOJOTUM 3ALIUTBI U B3TIOMA .....eeeeeaurreeeeaeereeeaeeeeesanreeeeaneeeeeannes 149
13.5. HecKoIbKO MHTEPECHBIX TPOTEKTOPOB......ceeeeeeeeeirrereeeeeeeeiieirrereeeeeeeaenennness 153
13.5.1. ASPIOTECT ..ttt et et e e e eeneas 153
13.5.2. Armadillo.......oovviiieiiieiiieciie e e 153
13.5.3. PACE INterLoK ......ccooviiiiiiiiiiieieeeiee e 154
13.5.4. HASP ENVEIOPE ...ovvveeeiieeeeeeeeeeeee e 154
13.5.5. StATFOTCE ....eiiiiiiiiee ettt e e e e ebeee e 155
13.6. UTO IMJIOXOTO B IMPOTEKTOPAX .....veeuveereeereeereeenreeeseeeseeaseeaseeaseaseenseeeseeaseesseeas 156
13.6.1. PACXOM TIAMSITH ... 156
13.6.2. BEBOIMACHOCTD .....cuveeveeeieeeee et eee et etee et e eee e eaeeeree s 157
13.6.3. HECTAGUIBHOCTD .....ceveevieeeeeeee ettt eae e ere e 158
I'nasa 14. Ilpuembl, 00J€r4a0Mue PAOOTY MPOTHBHIKA ......ceeueennernneenneenneennnns 161
14.1. OCMBICTEHHBIC UMEHA (DYHKIIMI .....ovvvvveeeeeeeeeiiiiiieeeeeeeeeeiiineeeeeeeeeeeaannneeenns 161
14.2. TPAHCHUPYEMBIE SIBBIKI .....vvvvvveeeeeeeeieiereeeeeeeeeeeassseeeaeeeaeeeassseeeseeeeeennsnnneeess 162
14.3. YcinoBHO GecIiaTHBIE 1 DEMO-BEPCHM.........cceenviiiiieieeeeeeiiiieeeee e 165
14.3.1. OrpaHnueHre PYHKIIMOHATBHOCTH  ......veeevveeenrereereeareeennseenseeesseeneneens 166
14.3.2. OrpaHu4YeHUE MEPUOIA UCTIOTBIOBAHMST «..vvveeenerrreeenrrreeeanereeeeanreeeeanenes 166
14.3.3. TIporpaMMbI ¢ BO3MOXKHOCTBIO PETUCTPALIMU .......vvveeeeeeeeeenirereeeeaaeaeannns 168
14.4. PacnipeaeeHHDBIC TTPOBEPKM . .....ueeeeeeirreeaurieeeaaereeeeaareeeeannseeeeaanseeaeansseeesannnes 169
14.5. THCTANIATOPBI € BALMTOM ..eeeuevireeeeriieeesiieeeeaiieeeeetreeeeasreeesanreeeeansaeeennnns 170
14.5.1. ZIP-apXUBBI € TIAPOJIEM ...cuvvvreeeerieeeeaerieeeeaerreeeeasseeeesesseeesanseeeesssseeaenns 171
14.5.2. Norton Secret Stuff..........oooiiiiiiiii e 171

14.5.3. Package For The Web ..o 172



Vil CopepxaHue

YACTD IV. OCHOBHBIE ACITEKTbI

SAIIIUATBI JAHHDBIX......c.ccovuviiiiiiiiniriiiiiininininieeereassesenee 175

I'maBa 15. O0eCHEYEHHE CEKPETHOCTH ... ccueeeurrenereneeaneranaraeransennasansennssnsssnnanes 177
15.1. ApXUBAIUSL C IIAQMPOBAHMEM ....eeeeeeeeueeiriirreeeeeeaerrrereeeeeeaasisssereeaeeeessssssseees 178
L5110 ZIP oottt e b e e nreas 178
I5.1.2. AR oo e naeas 178
I5.1.3. RAR Lo 179
15.2. CekpeTHOCTb B peaqu3aliui MiCroSOft .........ccccouvvviiiiiiiiiiiiiiiiecceeeeieeee. 180
15.2.1. Microsoft Word B EXCel.........ccoovviiiiiiiiiiiiiiieiieeeee e 180
15.2.2. MICTOSOt ACCESS ..ueeiiieeeiiiee ettt e ettt e et e et e e e e e e 181
15.2.3. MICTOSOft IMOMNEY ......oiiiiiiiiiiiiiiieee e 182
15.2.4. Encrypted File SyStem ........cccvvvviiiiiiiiiiiiiiieeee e 183
15.3. IIIMMPOBAHME HUCKOB .......euvvvevieeeeeeeeeiiiieeeeeeeeeeeeeiaaeeeeeeeeeeeaaareeeeaeeeesensnnees 184
15.3. 1. StACKET .. ei ittt e 184
15.3.2. DHSKICOT ...ttt ettt 184
15.3.3. BOOELOCK.....ciiiiiiiiieiiiee ettt e e e 185
15.4. JORYMEHTBI PDF ... .o 186
15.4.1. Password Security (Standard Security Handler)............cccceeeeienennne.. 187
15.4.2. Ipyrue Moayiu 3alIUTBI OT AdODE ........oooevviiiiiiiiiieeiiieeeiee e 188
15.4.3. SoftLock (SLCK_SOftLoCK) ......coouiiiiiiiiiiieeieeeee e, 189
15.4.4. NewsStand Crypto (NWST _Crypto) ...ccccuvereeieiireeeiiieeeiiee e 189
15.4.5. Panasonic Crypto (PSDS_Crypto) ....ccoocoviieoiiiiieeiiiie e 190
15.4.6. KEY-LOK Rot13 (BPTE 10t13) ..ccoooiiiiiiiieieeeeeeeeeeeeee e 190
I5.4.7. INOTINICX ..evviiieiiiiie et ettt e ettt e e ettt e e ettt e e e tbe e e eenebeeeeentseeeeensseeeeenreeas 190
15.4.8. Liebherr (LEXC_Liebherr Security) ........ccccoeeeieeriiieiiieeieeeiie e 191
15.4.9. DOCURIGILS. ...ueiiiiiiieiiieee e 191
15.4.10. FileOpen Publisher (FOPN_fLoCK)........cccuveieiiiiiiiiiieieeeieeeee, 191
15.4.11. FileOpen WebPublisher (FOPN_foweb) ..........ccccoeveiiiiiiiiiiiieiieee. 192
15.4.12. IpDYTUE€ MOLYIIH BALLHTDL ......eeeureeemireeneieeeireenreeeareenineeeineenreeennneennees 193
15.5. YHUUTOXEHUE MHMOPMALIMY ...cnvveemereeneiieamirieniieeeireenreeeireenineeeineeseneeennnee 194
I'maBa 16. Ocodennoctn peamm3amml DRM .........cccciiveiiinniiiiniiiiecieencennnnenns 197
16.1. UTo TaKOE DRM.....oooiiiiiiiiieeeceeee e 197
16.2. BosHUKHOBEHNE DRM........oooiiiiiiiiiiiiiiieccee e 198

16.3. OUEBUIHOE TPETISITCTBIIE ......vvveeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeaeeeeeeeeeeeeeaeeeeeenns 199



CopepxaHue IX

16.4. 3a1IMTA DIEKTPOHHBIX KHUT .......vveeeereeeeeeeeeeeeeeeeeaeaeeeeseeeeseseeaeeeaeseeeeaeeeannens 200
16.4.1. Adobe PDF Merchant (Adobe.WebBuy).........c.cccoovevvieviieieiiicieen 200
16.4.2. Adobe DRM (EBX_HANDLER) ......ccooiiiiiiiiiieeeeeeee e 201
16.4.3. O61ag nmpobiaema ¢ DRM mnst PDF ... 202
16.4.4. MicroSoft LIT.......cccooiiiiiiie e 204
16.4.5. TeHAEHLINH PBIHKA BJIEKTPOHHBIX KHHUT .......oeevveeeeeeereereeereeeseeaseeaneannens 206

16.5. Digital Property Protection ............ccoovioiiiiiiiiiee e 206

I'naa 17. Creranorpadmyeckas 3alHTA JAHHBIX ...ocuuerererasorasorsosssosssosssosasoses 209

17.1. 3amuTa TporpaMM B UCXOIHBIX TEKCTAX .....cceveuvrvrrreeeeeeeeanirreeeeeeeenannrneeenns 210

17.2. 3ammuTa oT yTeYEK MHMOPMALIMI .......ovvvvvereeeeeeeeiiiriereeeeeeeeeeinrereeaeeeeaennnneess 211

17.3. AnbprepHaTBa DRM ..o 212

I'nasa 18. IIpuunHbI 0CAA0TEHHSA CPEACTB 3AMIMTDL. ..cu.eeuerenereneeeneeenceanaennaeananes 215

18.1. HEMPOMECCHOHAMMBM .......ooiiiiiiiiieiiiieeeeiiieeeeiiee e e et e e et e e eireee e eeeaeeeeenenis 215
18.1.1. VINITIOBHS TIPOCTOTDBL......ccuvviieeiuerieeeeereeeeearseseeeeaseseeeareeeeaaseseeanereeeesenes 215
18.1.2. VIBIIUIITHEE YCEPIME ... eeee et eeeee e e eeaee e e e eeaeeeenreean 216

18.2. BAUAHUE 3aKOHOMATEITBCTBA «..eevveeeeeeneeeeeeeeeeeeeeeeeeaeeeeaaeeeeeeaaaeeeeeaeeeenaaeeees 217

18.3. TIPETEH3UM HA YHUBEPCATBHOCTD ....evveeeeniiieeeiiieeeeaneeeeesaeeeeesaneeeesaaneneesanes 219

18.4. TIOTOHST 3@ TIPHOBIIIBIO ... ...uuvvviiirieeeeeeiiiiieieeeeeeeeeeiirreeeaeeeeeasenrsereeaeeessnnnnseens 220

18.5. TeXHOMOTUUECKIUE TIPUUMHDL ........cceeeirrrrrereeeeeeeaeairrereeeeeeeasennrereeaeeesssensnsees 220
18.5.1. DO GHEKTUBHOCTD PABPABOTKH .....eoeeevvveeeenerreeeeenireeeeeiireeeeeeaaeeeeeeareeeeeanes 220
18.5.2. TIPEEMCTBEHHOCTD. .......ccceeeeuurrrreeeeeeeieenirereeeeeeeeeeaarereeeeeeeeeaasreeeeaeeaaannes 221

18.6. OTCYTCTBHE OTBETCTBEHHOCT ... ...cccuveeeeeeeeneeeeeneeeaeaeeeeseeeeseeeeaeeeeeseeeeneeennens 222

18.7. CHOXHOCTD KOHTPOIS ....uvvvvvveeeeeeeeeeiiisreeeeeeeeeeaassseseaeeeaeeanssseseseeesseansnseeeess 222

YACTD V. 3BAMETKH Ob UCCIIEJOBAHUAX

CPEJCTB 3AIIINTDI .......cceeiiiniiinniiinniiiniiinninieesneassssansssnanes 223

I'naBa 19. KOMY 3TO HYIKHO.....ciuuiiuniiuniiuiiusiuieiaisiasrasssssssasssssssssssssssassssssses 225
19.1. BPEMST COBAABATD BALIMTY -..ceeeeuvrrreeanereeeaneeeeeaneeeesaaneeeeeaaneeeeeaaneeeeesanseeesannnee 225
19.2. BpeMsl UCCIEMOBATD BAIIUTY ....vvveeeerurreeeraueieeeeanireeesanereeesaseeeesaneeeesanneeeesannes 226
19.2.1. BITACTD M IEHBIT ..ot e 226

19.2.2. CAMOBALIIMITA .....eeeveeeeieeeeeeeeeeeeeeeeeeeeee e enenennen 227



X CopepxaHue

19.2.3. CIABA ..ottt ettt ettt ettt e et e e eabeeenaeas 229
19.2.4. VIHOBOIIBCTBHE ..o e 230
19.2.5. CIIPABEIIIABOCTD .....eeeeeeeeeeeiiiieeeeeeeeeeeeateeeeeaeeeeeeeaaaeeeeeeeeeeeeaaaneeeeaeeaeanans 231
19.3. CHHTE3 M QHAIHB ... ceveeeeeieiieeeeiiieeeeeieeeeeeteeeeenteeesanseeeeansseeeeanseaasensseeasannses 232
I'naBa 20. HTEepHET — KIaJ€3b HHPOPMAIMM .....c.ceurenrerenrencencrncrncrensansasnnnes 235
20.1. UTo MCKATb B MTHTEPHETE .....ccuvviiiiiiiiiic et 235
20.2. KAK V THE MICKATD «..ceeeeeeeeeeeeee e 236
20.2.1. GOOGLE ... 236
20.2.2. GOOZIE SIOUPS ...eeeeeeriiieeeiiieieeeeeee e eeete e e et e et e e e et e e e ere e e e eareeeeeeareeas 237
20.2.3. Babel FiSh ...cccuiiiiiiiiiiieiic e 237
20.2.4. The Wayback Machine ..............cccooouviiiiiiiiiiiiiee e 237
20.2.5. FTP S@arChH ....oooiiiiiiiiieiie et e 238
20.2.6. Peer-to-Peer NetWOIKS .......c..cocvevuiiiiiiciiciiceeece e 238
20.2.7. PACTIPOMAKIL ......uvvveeieeeeeeeiiiieeee e et e e e e e e e e e e e e e e eaaaees 239
20.3. CaMOpa3BUTHE U UHTETIEKTYATBHBIE UTPDBI ..uevvvreeeerireeeaiieeeeaireeeeaereeaeannns 239
I'maBa 21. MHCTPYMEHTAPHIA HCCIHCHOBATEII M cuuruurenrenrenrenceesencsncsecsonsensassnssnnsas 243
21.1. KnaccupUKALMS MHCTPYMEHTOB. .......uuuvvvirieeeeeeiiiiiirreeaeeeeasennsereeaaeessssnnsenes 243
21.2. AHAJINU3 KOMA TIPOTPAMM ....ovvvvvvrreeeeeeainenrrereeseeeeaaennsseeeeseeessessseseeaseesssssssseees 244
21.3. PABOTA C PECYPCAMUE .....cceeeneeiiiiiiieeeeeeiiiiieeeeeeeeeeeeiaaeeeeeeeeeeneaareaeeeaeeeeeennsees 247
21.4. JHOCTYIT K (PARTIAM M PEECTPY -.vvvveeeenrrereeeureeeeeetreeeeeeaeeeeeeaeeeeeeareeeeeeseeeeeeans 247
21.5. ComepXrMoe OMEPATUBHOM TTAMSITH .......vvveeeeeeeenenirereeeeeeeaiennreeeeeaeeeeennnnenss 248
21.6. YCTPOMCTBA BBOIA M BBIBOIA. ......vveeeuveeeereeeneeeaeaeeeeaeeeeaseeeseeeeseeeaseseesseeenens 248
21.7. COOOLLIEHMT WINAOWS ...ttt aees 248
21.8. CETEBOM OOMEH ....ccecuveieeeeiireeeiiiieeeaiteeeeatteeesateeeeeansaeeeeaseeeesasseeesasseeesanes 249
21.9. BBI30BbI OMOIMOTEUHBIX (PYHKIIMI ...veeeeeneiieeeeiiieeeeiiieeeeiiieeeeieieeeeeeeeeeeneees 250
I'naBa 22. PekoHCcTpyKims KpHOTOrpaGuuecKHX MPOTOKOMOB. ......cceueeeeeeeneeannnes 251
22.1. OOJACTD TIPUMEHEHUS ....ceeevvviirieeeeeesnirrrieeeaeeeaesennsreeeaaseessssssssseeseessssssssees 251
22.2. UpeHTudukanus KpUnTorpapuieckoit OUOTUOTEKM. ..........cccuvveeeeeereeennne. 252
22.3. NpeHTudukanus KpUnTorpapuuecKux MPUMUTUBOB ..........cccveeeeeerreeeennnne. 253
22.3.1. UpenTndukauus GyHKIUR MO MIAOTOHAM .......oeeeevveeeeeireeeeeireeeeeensn 253
22.3.2. KOHCTAHTBI B QJITOPUTMAX ....eeeeeeeeeeenrrrrreeseeeaniennrerereeeeeansnnssseseseessnnnnnnns 254

22.3.3. TIpUHIIUTT JTOKATBHOCT M ....vvvvveeeeeeeieiiireeeeeeeeeeaaraseeeeeeeaesnnnssesaaeeessnnnnneens 256



CopepxaHue Xl

22.4. TIPOTOKOTIHMPOBAHIE .......eeevvveeeeeeeeeaaiiiireeeeeeeeeeeaaeeeeseeeeeeessaseeeeeeeeesennnnsees 257
22.5. BHECEHUE UCKAKEHMM ... evvereeeiiiiieeeiiieeeeiiieeeeiieeeeeiieeeeeiveeeeennreeessnraeeeennns 259
I'maBa 23. Yero 0KHAATD B OYAYIIEM .....cc.ceuurrenereneenereceaneraasanasansennssnnssnnanes 261
23.1. KOHUEITIINU OE30TTACHOCTH ... eeeveeeeeneeeeeeeeeeeeeeeeeeeeeeeeeaeeeeeaaeeeeeaeeeenaaaaees 261
23.2. TlepcreKTUBBI PA3BUTUS KPUTITOTPADUL .......eevvereeenerieeeeiiieeeeireeeeeireeeeenenes 262

23.2.1. [ToTpeOHOCTh B HOBBIX KPUINITOTPAPUUECKUX TPUMUTUBAX .................. 262

23.2.2. HagexxHbie, HO He Bceraa pabOTAOIIUE IIPOTOKOIBI .........vvvveeeeeerennnnns 263
23.3. BAIIUTA TIPOTPAMM......uverieueeeeteeeeeeeeeeteeeeseeeeseeeesseeeeaeeeeseeaeseeeeseeeaeseseeseeenens 265
234, BALIUTA JAHHDBIX ...eeeeeeeeeee e 267
23.5. MeTonbl QHATM3A TIPOTPAMM ....cceeeeerunnrrrereeeeeeeenersreeeeeeeaeeeanrsreeeeeeeasennrseeeeess 268
BIIATOMAPHOCTH .....c..oeeieeiieniieeieereereeereeenesrenseensranseensrnnsensssnnsssssennsennssnnsens 271

CIHCOK MCHOJIb30BAHHBIX HCTOUHHKOB ....cvuenenrnrnrecncscssenensesscscsssssssssssssssncsans 273



NocBAwaeTcs

Okcane, Eropy u ITonune

Camre KaranoBy

Jlene ITaBnosckoit u Cepexe OCOKUHY
Maie Pyuke u Uropio bazasipeBy

Mapune IloptHoBo# U JIeoHUay ATpaHOHUKY
Ixexy IMannanuno (Jack Palladino)

BumyHay XuHuy (Edmund Hintz)

IMony Xonemany (Paul Holman)

M mHOTUM Opyrum,
YbsT TIOMIEPXKKA W TTOMOIITh

IIOMOTJIA BbIKWUTH W TIOOEIUTD.



BBepeHune

BosblIMHCTBO KHUT MO 3alUTe WH(pOpMAIMU COAEPXUT B cede CTpOoiHbIA Habop
MpaBu, OECIPEKOCIOBHOE BHITTOJTHEHUE KOTOPBIX, MO MAee, MOJKHO OOEeCIeunTh
HEeOOXOMMMBI YpoBeHb 3amuThl. OmHAKO, KaK IOKa3bIBAeT IPAKTHKA, TOYHOE
cjenoBaHue MpaBWIaM Aajleko He Bceraa MPUBOAUT K XKeJaeMOMY pe3ysbTary.
DTOMY ecTh HECKOJIbKO TIPHYHH.

Bo-TrepBBIX, Bce MaTeMaTHMYeCKH CTPOTHE MOKA3aTeIbCTBA CTPOSATCS HAa MOIEISIX,
KOTOpbIe TPYIHO MPUMEHUMbI Ha MPAKTUKE U3-32 YPE3MEPHOU KECTKOCTH Hakja-
IbIBAGMBIX OTrpaHmdYeHmil. Tak, Hampumep, JIeTKO IOKa3aTh, YTO OIHOPA30BHII
OJIOKHOT SIBJISIETCSI A0CONMIOTHO CTOWKMM IIMGPOM, HO TMPU €ro MCIOJb30BAHUU
pasMep KJII0Ya JOJDKeH OBITh He MEHBIIEe pasMepa IMHGPYEeMbIX TaHHBIX W KITIOY
He MOJIKeH HCIOJIb30BaThcsl MBAXIbl. Ha momoOHBIe ycloBHs coriacsTcs pasBe
YTO IUTIJIOMATHI, BOGHHBIC WM CIEICITYXOBI, a IUIST MacCOBOTO MCITOJNIB30BAHUS
TaKOW aJITOPUTM He MPUTOACH.

Bo-BTOphIX, peanbHBIi MHpP TOpa3go pasHooOpasHeil, YeM ero OIHCHIBAIOT
B KHUTAX, M BCErJa MOXeT BOZHUKHYTh CHUTYaIlHsI, KOTopas He TOJBKO HUKOMY He
BCTpeyasach Ha TPaKTUKe, HO W Iaxe He MpuUXomwia B rojoBy. CiaemoBaTenbHO,
He MOXeT OBITb U TIONTHBIX (DOPMAJTBHBIX TIPABWIT TTOBEIEHUS B TAKON CUTYAIIVN.

A B-TpeTbUX, JIIOISIM CBOMCTBEHHO olIMGaThesl. M mporpaMMUCT, peaTu3yroIuii
nmpaBuja 0e30IMaCHOCTH, TOXE He 3acTpaxoBaH OT OmIMOOK. IS OOBIYHBIX IIPO-
rpaMM pPaboOTOCTIOCOGHOCTh OOBIYHO MOATBEPXKIAETCS TYTEM BEBITIONTHEHUS CEepUU
TECTOB, MPOBEPSIOLINX BCe OCHOBHBIE pexXuMbl. Ho ecnu mporpamma MMeeT Jeio
¢ 0e30macHOCThIO, Bce OOCTOMT MHavye. AleKBaTHoe (oOecreynBarolliee AOKHBIN
YPOBEHb 3alIUTHI) MTOBEACHUE MPOTPAaMMBI Ha BCEX TECTaX He rapaHTUPYET OTCYT-
cTBUS "IBIpBI" B OMHOM U3 PEXUMOB, KOTOPBI He ObLI MpoTecTHpoBaH. st mo-
JIy4eHUsT TTOMOOHBIX TapaHTUil TpebyeTcs BHIMTOTHUTH TECTHPOBAHUE BO BCEX BO3-
MOXHBIX peXHMMaX, UTO MPAKTUYECKN HepeaausyeMo.

B sroii KHUrEe Her YHHUBEPCAJIbHbBIX peKOMCHﬂ,aLlI/IfI IO IOCTPOCHUIO HaACXKHBIX
CpEACTB 3alllUTHI, KaK HET U HOILpO6HOI‘O OIIMCAaHUS TEXHUK, IMMPUMCHIACMBIX IS



4 Beepenue

B3a0oMa. BHMMaHMe yuTaTels HAMpaBIseTCs HAa TO, KAaKue OILIMOKHM 4allle BCEro
JOITyCKAloTCs B Tpoliecce pa3pabOTKU CPEACTB 3alUThl, U MPUBOIATCS IPUMEpPHI
peaibHbIX CHUCTEM, KOTOPbIE ObLUIM B3JIOMAHbI M3-3a TAKUX OLIMOOK.

ITepBas, BBomHAS YacTh KHWTW TpU3BaHA AATh YMTATeII0 oOllee MOHUMAaHHUE 3a-
Ja4 MHGOPMALIMOHHON 0e30MacHOCTH U MpoOJieM, BOZHUKAIOIIMX MPU pelIeHUr
9TUX 3a1ad.

Bropast 9acth, B OCHOBHOM, TIOCBSIIIIeHa KPUTITOTpahnu, T. K. KpUNTOTpadust sB-
JIIeTCs OYeHb MOIIHBIM MHCTPYMEHTOM, 0e3 KOTOPOro MOCTpOoeHue OONbIIMHCTBA
CHCTeM 3aIIUTHI OBLTO GBI TTPOCTO HEBO3MOXKHO.

B TpeTbeit yacTu paccMaTpuBalOTCSl BOMPOCH! 3alIUTHI MPOTPAMM OT HECaHKIHO-
HMpPOBAaHHOTO THUpaxupoBaHus. I[lpuBomarcsa omnucaHus Hamboiee pacrpo-
CTpaHEHHBIX IPHEMOB 3AIlMTHI, U OOBSICHSETCS, TTOYeMy 3TU IpHEeMbI He BCeTaa
paboTaior.

qCTBCpTaH YacTb pAacCKa3bIBACT O 3alIUTE AJAaHHDbIX. B uncie IIpoYux paccMarpu-
BalOTCA BOIIPOCHI pe€aiu3alliii CUCTEM YIIPABJICHUS HI/I(i)pOBbIMI/I IIpaBaMHu. HaeTCH
dHaJIn3 OCHOBHLIX IIPUYHMH, HNPHUBOIAIINX K IIOABJICHUIO HEHAICXKHBIX CPEACTB
3allUTHI.

B ngToii, 3akmounTebHON YacTu cobpaHa MH@opMalus o TOM, KaK U ISl Yyero
MTPOBOIATCS UCCIEMOBAHUS TIPOTPAMMHEBIX CPEACTB 3AIIMTH MH(popManun. Paspa-
0OTYMKAM 3allMT I0JIe3HO 3HaTh, KAKUe CPENCTBA €CTh B PACIIOPSIKEHUU TPOTUB-
HMKa, YTOOBI MAKCHMAaJIbHO OCJIOXHUTD €To padoTy.
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KOMY HY)XXHA 3ALLUTA?

MnaBa 1. O6Lwme cBefaeHNs o 3awmTe nHpopmauun
FnaBa 2. OcHOBHble cnocobbl ob6ecneveHns 3aLWnThbl
Mnaea 3. Koraa 3awmTbl CANLWLKOM MHOrO

naBa 4. MeTopbl oueHKN 3cpPeKTUBHOCTHN 3aLUNTbI



6 Yacrtb I. Komy HyxHa 3awyuta

Ota 4vactb BBomHASA. Bpsim nu oHa OymeT o4YeHb MHTEpecHa IpodeccroHanaM
B o0Ojactd 3amuThl WHMOpMalMU, T.K. TMPHU3BaAHA JOHECTH [0 YMTaTess
OCHOBHbIE TOHATUSI M TEPMUHOJOTUIO TPEAMETHON objacTu, a Takxe oblee
MpeAcTaBlieHne O TOM, YTO MOXeT M 4Yero He MOXeT WHdopMalMoHHas
6esomacHocTh. OMHAKO, HaBepHsSKA, IaXe XOpOIIO 3HAKOMBEIE ¢ JAaHHOW TeMOU
JIIOIM CMOTYT HAUTU 1Sl ceOsl B 3TOM YacTH YTO-TO HOBOE.



NnaBa 1

O6wune cBepeHunsa
O 3awuTe uHcpopmMauun

Ilepen Tem Kak HAYMHATH PACCMOTPEHME BOIPOCOB 3AILUTHI MHGOPMALMU, CTOUT
Oosiee WM MeHee (POPMAJIbHO OMPENEINTh, YTO CKPHIBAETCS 3a TepMUHAMU "HH-
dbopmanmonHast 6e3onacHocth” M "zamura wHpopmauuu”. Ilpexne Bcero, oba
STUX CJIOBOCOYETAHMUSI SIBIISIIOTCSI IIEPEBOMIOM HA PYCCKMIii SI3BIK aHIJIMHACKOIO Tep-
MuHa "information security”. CroBocoderaHue "MH@OpMaIMoOHHasT 6€30MacHOCTh"
MMEET CKopee Hay4YHBIN, TEOpeTUYECKUii oKpac, a "3aliura uH(opManuu" oObIY-
HO HCIIONB3YeTCsl IPU OMMCAHMM MPAKTUYECKMX Mepompustuit. OgHako, B 1e-
JIOM, OHU SIBIISIIOTCS CHHOHMMaMU, W B KHUTE€ MEXIy HUMU He OymeT mernarbes
KaKWX-JTU00 pa3Imduii.

Mg OGyneM omnepupoBaTh TeEpMHHOM "MHGpopMalusl’ B MaKCMMAaJIbHO IIMPOKOM €ro
MOHUMaHUU. HHpopmayuerl SIBISIOTCS J00ble TaHHbBIE, HAXOMIIIMECS B MAMSITH BbI-
YHUCIUTEJIbHON CHCTEMBI, JI000€ COOOIleHUe, TepechulaeMoe IO CeTH, U JIo0oi
(haiin, xpansmiicss Ha KakoM-Tnbo Hocutene. MHbopMalueit sapisieTcs J1toboii pe-
3yJIbTaT PabOThl YEJIOBEYECKOTOo pasyMa: Wjesl, TEXHOJOTHs, MporpaMMa, pasIndHble
JaHHble (MEIMIIMHCKHE, CTAaTUCTUYeCKUe, (PMHAHCOBBIE), HE3aBUCUMO OT (hOPMBI MX
npeacTaBieHus. Bee, uto He sBiisgercs (uU3MUYECKUM TIPEIMETOM M MOXKeT OBITb MC-
TTOJTb30BAHO YeJIOBEKOM, OIMCHIBAETCSI OMHUM CJIOBOM — MHGMOpMAIIUS.

1.1. 410 N OT Yero sawmuiaTh

Jlo Havaja paccCMOTPEHUST pasIUYHBIX acIeKTOB 3alIUThl WHMOpPMAIMA HEeoOXo-
IVMO BBISICHUTB, YTO M OT KOTO TIpenrojiaraercs 3aliuinarb. be3 aroro paccyx-
JaTh O TIPEMMYIIECTBaX M HEJOCTATKaX CHUCTeM WHGOPMAIMOHHON 6e30ImacHOCTH
MPOCTO GECCMBICTIEHHO.

1.1.1. XapakTepuctnkun nHcoopmaumn

IIpexne Bcero, y Kaxkmoi "emMHULBI" 3alIMIaeMOil WHGOPMALUKM €CTh HECKOJIb-
KO TIapaMeTpoB, KOTOPble HEOOXOOUMO YYUTHIBATE!

O cTaTM4YHOCTB;

O pasMep U TUI JOCTYIIA;
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BpEMs KU3HU,

CTOMMOCTDb CO3OaHMUA,

CTOMMOCTD IIOTEPU KOH(I)I/I,E[CHL[I/IHIIBHOCTI/I;
CTOMMOCTD CKPBITOIroO HapylI€HUA LIEJIOCTHOCTH,

aaaaoaa

CTOMMOCTD yTpaThl.

Cmamuynocmy OTIpefesIsieT, MOXET JIM 3aluiiaeMas WHGOPMAIUs H3MEHSIThCS
B Ipoliecce HOPMAIBHOTO WCIOJb30BaHUA. Tak, Hampumep, IepegaBaeMoe I10
CeTH 3almdpoBaHHOE COOOIICHNWE W MOKYMEHT ¢ LMGbPOBON IMOAMUCHI0 M3Me-
HSTbCS HE NOJXKHBI, a TaHHBIe Ha 3alM(POBAHHOM IUCKE, HAXOMIIIEMCS B MC-
MTOJIb30BAaHWH, M3MEHSIOTCS ITOCTOSHHO. Takke M3MEHSIETCST COmepXKMMoe Oasbl
TAHHBIX TIPU JOOABIEHUM HOBBIX WJIM MOAMGMUKALIUK CYLIECTBYIONIUX 3aIHCEe.

Paszmep enuHuLbl 3allMiaeMoii MHGOPMAIMU MOXKET HAaKJIaablBaTh IOIOJHM-
TeIbHbIE OTpaHWYEHMS Ha VMCIOJb3yeMble CPelICTBA 3aIIUTHL. Tak OJIOYHEIE alro-
PUTMBI 1IMGPOBAHUS B HEKOTOPHIX PEXUMAaX OMNEPUPYIOT MOPLUSIMU HaHHBIX
(bmkcMpoBaHHON ITMHBI, @ KCTIOJB30BaHNE ACHMMETPUYHBIX KPUITOrpaduIecKmx
AJITOPUTMOB IMPUBOAUT K YBEJIMUYCHUIO pasMepa OAHHBIX IMpU 3alupoBaHUU
(em. ea. 5). Tun docmyna (mociegoBaTeNbHBIN WM MPOU3BOJBHbBIN) TaKKe HaKJIa-
IbIBACT OTpaHMUYEHMST HA CPEICTBA 3allUTHl — WMCITOIB30BAHNE TTOTOKOBOTO aJITO-
puT™Ma udpoBaHUs IIs OOJNBLINX 00bEMOB TAHHBIX C MPOU3BOJIBHBIM JOCTYIIOM
TpeOyeT pa3ouMeHNs TaHHBIX Ha OJIOKW U TeHepalliM YHUKAJIBHOTO KITfoua TS Ka-
KIIOTO U3 HUX.

Bpemsa ocuznu MHGOpPMALIMM — OYeHb BAXHBIN IapameTp, ONpeAessIolmnil, Ha-
CKOJIBKO [TOJTO MHMOpMAIUs IOJKHA OCTaBaThes 3alluieHHoi. CylecTByer
nHbOpMAIISI, BpeMsl XKU3HM KOTOPOH COCTaBJIsIET MUHYTHI, HallpuMep OTHAHHBIN
MpUKa3 o0 Hayaje aTaku WU OTCTYIUIEHMS] BO BpeMs BeleHMS OOEBBIX NEHCTBUIA.
CopnepxuMoe TIpuKasa u 6e3 pacimm@poBKU COOOIIEHUS CTaHeT SCHO IMPOTUBHU-
Ky TI0 KOCBEHHBIM TpM3HaKaMm. BpeMsl Xu3HuW OoJbllell 4acTW TepCOHATbHOMN
nHpopMauy (0AHKOBCKOM, MEIUIIMHCKON U T. I1.) COOTBETCTBYET BPEMEHM KW3-
HM BIaejblla — IIOCJIe ero CMEpPTH pasmallleHre TakKoi WHGOpMAIuU yXe HH-
KOMY He TpWHeceT HM Bpena, HW BBITOIBI. JIJIsT KaXkIoro rocymapcTBEHHOTO CeK-
peTa, Kak MpaBujio, TOXe ompelesieH Mepuol, B TeUyeHWe KOTOporo MHdbopMaius
He JOJIKHA cTaTh MyoanyHoi. OJHAKO ¢ HEKOTOPbIX JOKYMEHTOB TpU(bl HE CHU-
MalOTCSl HUKOIIA — 3TO CjIydail, Korja BpeMsl XU3HU MHGOPMALUKU HE OTpaHU-
yeHo. Hukorma He goikHa pasriaiiaTbhesi MH(opMalus U o Kiouyax ndppoBa-
HMSI, BBIIIEAIIUX U3 YyNOTpeOJNieHUs, T. K. y TPOTUBHUKA MOIYT HMEThCS
B HAJIMYMU BCe CTapble 3alliM(poBaHHbIC COOOIIEHUS U, TIOJYYUB KIIOU, OH CMO-
XeT 00ecITeYnTh cebe TOCTYN K TeKCTy COOOIIEeHUIA.

Cmoumocmbs co30anus SIBJISIETCS] YUCIEHHBIM BBIPAXKEHHEM COBOKYITHOCTH pecyp-
coB ((PbMHAHCOBBIX, YEJOBEUECKUX, BPEMEHHb/X), 3aTpayeHHbIX Ha CO3JaHUE WH-
dbopmanuu. DakTuuecku, 310 ee ce6eCTOMMOCTb.

Cmoumocmo nomepu KOquu()eHuua/leocmu BbIPpAXKAET MNOTCHUMAJTbHBIC Y6I)ITKI/I,
KOTOpPbI€ NMOHECET BJIAACICL] I/IH(bOpMa]_[I/II/I, €CIU K Hel 1oJIy4yaT HEaBTOPHU30OBAH-
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HBIIL JOCTYIT cTopoHHMe nuia. Kak mpaBuio, cTOMMOCTb TTOTepH KOHMUMIEHIIN-
QIBPHOCTH MHOTOKPAaTHO TIpeBBIIIAET cebecrommMocTh MHbopMmanuu. 1o mcreue-
HWM BpeMEeHU XKU3HU WHOOPMAIIMA CTOMMOCTh TOTEPH €€ KOH(PUIECHITNATBHOCTH
CTAaHOBUTCS paBHOU HYITIO.

Cmoumocmbs CKpbimoeo HapyuleHus yeio0cmHOCmU BbIpaKaeT YObITKU, KOTOpbIe MO-
I'YyT BO3HUKHYTH BCJICICTBUE BHECCHUs M3MEHEHWI B WHMOpPMAIUIO, ecin ¢akT
MonuduKauyu He OblT oOHapyxXeH. HapylieHus 11eJJo0cTHOCTH MOTYT HOCUTD pas-
JUYHEIN XapakTep. OHU MOTYT OBITh KaK CIIyYalfHBIMU, TaK M MpeaHaAMepEeHHBIMMU.
Monudukanuu MoXeT MOIBEepraTbcsl He TOJIbKO HEMOCPEACTBEHHO TEKCT CO00-
IIEHUs] WX TOKYMEHTa, HO TaKKe JaTa OTIPaBKU IIM WMsI aBTOpa.

Cmoumocmb ympams: ONUCHIBAET yUIepd OT MOJHOI0 WM YAaCTUYHOIO paspylie-
HUs1 uHpopmauuu. [Ipyu obHapyKeHUU HAPYLIEHUS LETOCTHOCTU U HEBO3MOXHO-
CTU TIOJYYUTH Ty XKe MH(OpMaIMIO U3 IPYroro UCTOYHUKA MHOpMALIUS CUUTAET-
Csl YTPAuyeHHOM.

qCTprC PA3JIMYHBbIX CTOMMOCTHU, NMEPECUYMCICHHDBIC BBIIIE, MOI'YT OYE€HDb ITO-pasHOMY
COOTHOCHUTLCA APYT C APYIOM. PaCCMOTpI/IM ABa IpuMepa.

IIpeacraBum crienylolnyio cutyanuio. YegoBek Mpu MOMOIIU CIEMATU3UPOBAH-
HOU TIpOTpaMMBI 3aHOCUT WH(MOpPMAINI0 000 BCeX CBOMX cUeTax M (MHAHCOBBIX
omnepanusax B 6azy AaHHbIX. BeiencTBue ocobeHHOCTEl HaTOTOBOM CUCTEMBI IO-
JNoOHas1 TpakTUKa sIBIsIeTCS OOBIYHOW [JIs1 XMUTejeld HekoTopbix cTpaH. Crou-
MOCTh CO3IAHUS TOMOOHOM 0a3bl JAHHBIX CKJIAAbIBAETCS MPEUMYILIECTBEHHO M3
BpeMeHH, MMOTPAYeHHOTO Ha ee 3alloJTHEeHHe aKTyalbHBIMU HaHHBIMH. PDUHAHCO-
Basg MH(poOpMalLYs, 10 OOJIbILIOMY CUeTy, SIB/ISeTcsl KOH(pUAeHInaaIbHoi. sl Toro
YTOOBI 3alUTUTH 3Ty MH(POPMALMIO OT MOTEHIMAIbHBIX MOXUTUTENEH, MMOYTU BCe
MporpaMMbl BeIeHUs JIMYHON (DMHAHCOBOM MCTOpUU, Takue Kak Microsoft Money
unu Intuit Quicken, mosBossitoT 3aindpoBarth 0a3y AAHHBIX W 3alUTUTH €€ Ma-
poneM. YTeuka mHpoOpMalMKM KpaifHe HeXeaTedbHa, HO OJHO3HAYHO OIICHUTHh
BEJIMYMHY BO3MOXKHOIO ylep0da ITOBOJLHO TsiKeao. JIJisi KOoro-to motepsi KoHpU-
JIEeHIIMATbHOCTH (WHAHCOBON WHGOpPMAMKM TIpOoUAeT OecclaemHo, IS KOTOo-TO
co3facT 3HauuTeNbHble TpyAHocTU. Eciu B 6a3zy OyayT BHECEHbI CKPBITbIE U3Me-
HEHUSI, 3TO MOXeT IPUBECTH K OIMMOKAaM B HAJOTOBOWM OTYETHOCTH, a 3TO,
B CBOIO oYepe/lb, YPEBATO CEPbE3HBIMM MOCIEACTBUSIMU, BIUIOTH JO YTOJIOBHOTO
npecienoBaHus. Yiepo oT yTpaTbl coAepXHMMOro 3amndpoBaHHON 0a3bl 3avac-
TYIO0 OKasbIBaeTcsl OoJibllie ylepda oT HapyllleHUs] KOHGUISHINATbHOCTH BCel-
CTBUE MoMajaHus 6a3bl B Uyxkue pykud. B Takom ciiyyae mpu yTepe mapojisi K 6ase
BJanesel] MOXeT OOpaTUThCSI B KOMITAHUIO, OKa3bIBAIOIIYIO YCIYTH MO BOCCTAHOB-
JIEHUIO 3a0BbITHIX MapoJei.

B xauecTBe BTOpOro IMpuMepa Bo3bMeM CMapT-KapTy, B MaMSATH KOTOPO XpaHUT-
CS CEKPETHBIN KITI0Y KPUMTOCHUCTEMBI C OTKPBITHIM KITIOUOM, MCIOJIB3YEMBIil Kak
JUTS TIUPOBaHUS, TaK W IS TTOANMUCU coobmieHnit. CTOMMOCTb CO3TaHUs TaKoi
KapThl CPaBHUTENbHO Maja. B ciayvyae morepn KoHUIEHIIMANIBHOCTH (€Cu Ipo-
TUBHUKY YIACTCSI M3BJI€Ub CEKPETHBIN KITI0OY, TIOJYYNTh HEOTPAHWYEHHBIN JOCTYII
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K caMoii KapTe WM CO3/aTh €€ TOYHYI0 KOIIMIO) MOTYT HACTYIUTh BeChMa TSIKeE-
JIble TTOCJIEACTBUS: IMMPOTUBHMK ITOJyYaeT BO3MOXHOCTb YMTaTh Bce 3aludpoBaH-
HBIE COOOINEHWST W TIOANMMCHIBATG COOOIIEHWST OT WMEHHW BIafeiblia KapThl.
CKpbITOoe HapyllleHHe IIeIOCTHOCTH B JaHHOM CJIydyae ITOYTH He MMeeT CMBICIA.
Jaxe eciIy MPOTUBHMUKY YAACTCS IMOAMEHUTDb B KapTe CEKPETHBIN KITI0Y, BIAmeel]
KapThl HE CMOXET He 3aMETUTh, YTO HEe B COCTOSHHUU pacliudpoBarh cTapblie CO-
oOlLIeHNsI, a co3lAaBacMas IMOMANUCh HE OIMO3HAETCS KakK IpHHAMIEXAINas eMmy,
T. K. ONYOJMKOBAaHHBIN OTKPHITHIA K04 HE COOTBETCTBYET HOBOMY CEKPETHOMY
kimouy. To Xe camoe TIPOM30MIET W MpM yTpaTe KapThl WM Kiroda. Kak BHIHO,
B 9TOM CJIyyae, HeCMOTpPsI Ha HEBO3MOXHOCTh IIOBTOPHOTO CO3NAHUST KApThI C TeM XKe
CaMBIM CEKPETHBIM KITIOYOM, YTpaTa KapThl MPEAIoUTUTENIbHEe TIOTepH KOHMHUAECHIIN-
ampHOCTH. IMEHHO MOSTOMY COBpEMEHHbBIE CMapT-KapThl HE ITO3BOJISIOT MPOYUTATh
CEKPETHBIN KITI0Y CTAHIAPTHBIMU CPENCTBAMM, a IPH TTOMBITKE (PH3NIECKOTO BMeEIIIa-
TEeJILCTBA BO "BHYTPEHHOCTU" KapThl, JAHHBIE MIPOCTO YHUYTOXKAIOTCSI.

1.1.2. Yrpo3bl 6e3onacHocTu

IIpu paccMoTpeHNH BOTIPOCOB 06€30MacHOCTH WHMOPMAIIMOHHBIX CUCTEM TPAKTH-
YeCKM BCE aBTOPBI BHIICIISIOT TP BUAA YIPo3 OE30ITacHOCTH:

O yrposbl KOHOUIEHINATBPHOCTH MH(MOPMAIINH;
O yrposbl LIeJOCTHOCTU UHMOpMALINH;

O yrpo3bl oTKa3a B 00CIYKMBAaHUU.
PaccMmotpuM ux moapobGHee.

Hapywenue xonguoenyuasshocmu BO3HMKAET TOTNA, KOTAA K Kakoi-1mbo uHbop-
MaliM ToJTydaeT JOCTYIT JUII0, He MMelolllee Ha 3TO MpaBa. DTOT BUI yrpo3, To-
Xajyii, Hambojiee YyacTto BCTpevaeTcsl B pealbHoM Mupe. UMeHHO Wi yMeHBIIeHUS
MTONOOHBIX yIPo3 peKOMeHIyeTcsl XpaHUTh B celihax JOKYMEHTHI, colepsKallue CeK-
peTHBbIE CBeIEeHMUs, a TIpH paboTe ¢ TAKUMM TOKYMEHTAMH BBOIMTH CITEIIATbHBIE 3a-
IIUTHEIE MPOLEAYPHI (TOMYCKH, XXyPHAIBI PETUCTPALIAN U T. 11.).

Hapywenue yeaocmuocmu TIPOMCXOOUT TIPY BHECEHWHM YMBIIIJICHHBIX WU He-
YMBIIIJIEHHBIX U3MEHEeHUI B MH(opmaluio. B peabHOM Mupe MpuUMepoM Hapy-
LIEHUSI LIEJIOCTHOCTU MOXET SIBJISITbCS, HAlIpUMep, MoJIeaKa JOKYMEHTOB. UToOb!
M30eXaTh 3TOTO, WMCIONB3YIOTCS CHelManbHas OyMmara (Cc BOOSHBIMU 3HaKaMMU,
rojorpaMMaMy U T. 1.), Tle4aTd ¥ noanucu. [ 3aBepKu MOIJIMHHOCTH IOKY-
MEHTOB CYIIECTBYIOT HOTApHATbHBIE CITYXOBI.

Omka3z 6 obcayycueanuu yrpoxaeT He caMoil MHGpOpMalM, a aBTOMAaTU3MPOBaH-
HOIl cucTreMe, B KOTOpol aTa mHgopMaius obpabaTsiBaeTcs. [Ipu BOZHMKHOBE-
HWM OTKa3a B OOCTYXWBAaHWM YIIOJTHOMOYEHHBIC TOJTb30BAaTEIM CUCTEMBI HE MO-
I'yT TOJYYUTb CBOEBPEMEHHBI JOCTYN K HeoOXxomuMmol WHdopMaImu, XOTs
MMeEIOT Ha 3TO IOJIHOE TIPaBo.
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1.1.3. lNoTeHUnanbHbI NPOTUBHUK

Temepb, Koraa MBI pacCMOTPENIN CBOMCTBA MHGOPMAIINU M YTPO3HI e¢ 6e30MmacHoO-
CTH, OCTAJIOCh OIPENeINTh, KTO MOXET MOMbITAThCS PeaTU30BaTh 3TU YTPO3bI.

O4YeBUIHO, YTO OTCYTCTBHE KJII0YA B 3aMKe 3aKUTAHUsS W 3amepras IBepb He Ja-
IOyT YTHaTh aBTOMOOWJIbL IIEpBOMY IIOIMABIIEMYycs IpoxoxkeMmy. Ho B3momImk
¢ HaOOPOM MHCTPYMEHTOB M COOTBETCTBYIOLIMMU HABBIKAMM JIETKO OTKPOET ABEPH
M 3aBefeT ABUTareb. OT TAKOTO B3JOMIIMKA MOXET CIHACTH TPOTHBOYTOHHAST
crcTeMa, KyIJleHHas 32 HECKOJIbKO coTeH moiaapoB. Ho u oHa, ¢ Gonblioil Bepo-
SITHOCTBIO, OKAaXeTCs OeCcCUIIbHON TTPOTUB MpodeccHoHala, NCIONb3YIONIero 000-
PYIOBaHME CTOMMOCTBIO B IECATKHU THICSY IOJIJIAPOB M COOMpAIOIIErocs yTHATh He
TTEPBYIO TIOTIABIIYIOCST, @ COBEPIIEHHO OMpeIeIEHHYIO MAIIMHY.

To ke camoe MpoucXOoAUT U Tpu 3aiiuTe MHPopMauuu. HekoTopble MeTombl
CIMOCOOHBI 00ecneyuTh 3allUTy OT PSIOBOrO MOJb30BaTelisd, HO OKa3bIBAOTCS
OeccUJIbHbBI, €CIM aTaKy BBIMOJHSET MpodeccuoHald. A Te cpelcTBa 3alllUuThbl, KO-
TOpbIe CIOCOOHBI OCTAaHOBUTH TpodeccuoHana, He 00s3aTebHO SBISIOTCS
HEINPEONOJUMBIM TIPENSITCTBUEM I TIPABUTEIBCTBEHHOIO areHTCTBA KPYITHOM
MUPOBOM JEPXKABBI.

C mpaBUTEIbCTBEHHBIMU areHTCTBAMM CBSI3aH €lle OAWH HI0aHC. 3aKOHOIATENb-
CTBO MHOI'MX CTPaH COAEPXMT CTaTbU, PEryJUpYIOLIHe HCIOJb30BAHUE CPEACTB
nHGOPMAIIMOHHOM 0€30ITaCHOCTH M, B YaCTHOCTH, KpunTorpadgun. Tak B TeueHue
MHOTMX JIET CYIIECTBOBAJIM M TMOBCEMECTHO MPUMEHSUIMCh 3KCIOPTHbIE OrpaHu-
yeHus1 npaButeibcTBa CIIIA, HampaBieHHble Ha 3ampeT MPoJaXu 3a TpaHUILy
MPOrpaAMMHOTO 00ECIEeUEHHUsI, HUCIONb3YIOLIEro CTOWKHWE KpunTorpaduieckue
anropuTMbl. PaspellieHHast 1jvMHa Kitouya cocTasisuia 40 OUT, YTO HA MOMEHT BBe-
JEHUS] OrPAaHUYEHUI NO3BOJSUIO 3ALUMILATE MHQPOPMALMIO OT MPOTUBHUKA-
OIMHOYKH, T. K. nepedop 240 KoMOMHAIMII HA MEPCOHATLHOM KOMIIBIOTEPE Tpe-
00OBaJl HECKOJIBKMX JECSITKOB, €CIM HE COTEH JIeT HelpepbIiBHON paboThl Ipoliec-
copa. A AreHtctBo HauumonanbHoit besomacHoctu CIIHA (National Security
Agency, NSA) Moo, UCMONb3YSI UMEIOUIUIACS B HAJMYUU MAPK BBIYUCIUTENb-
HbIX cucTeM, B3ioMaTh 40-OUTOBBIN 1IM(pp B TeUEeHHE HECKOJbKUX AHEH, a TO U
yacoB. CyMMapHasi BBIUMCIUTENbHAS MOIITHOCTh, JHOCTyIHas AreHTcTBY Hammo-
HanbHO# BesomacHoctu (AHB), BoamoxxHO, camast 6onbiuast B mupe. [lo HekoTo-
pbIM maHHBIM, uHaHcupoBaHue AHDB mpesbiaer cymmapHoe pMHAHCHPOBAaHUE
LPY u ®BP. U npu atom mpo camo AHB m3BecTHO KpaifHe Majo, gaxke CyIIEcT-
ByeT IONyIIyTIMBasi paciuugpoBka adopeBuarypsl NSA: No Such Agency (Her
Takoro AreHTCTBa).

C pocToM NpPOU3BOAUTEIBHOCTH BBIUMCIMTENBbHBIX cucTeM 40-OMTOBBIN KITIOY
CTaj] SIBHO HEJOCTATOYHBIM, M IIPOU3BOAUTEISIM IIPOTPAMMHOIO OOECIIeUeHMUS
MPUIIIOCH MMyCKaThCsl HA pasiuvHble yxullpeHus. Tak, Hanmpumep, B Lotus Notes
JUT IIA(POBAHKUS OTCBHIJIAEMBIX COOOIIEHUI MCIONB30BAICS 64-OGUTOBBIN KIIIOY,
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YTO 00ECTIeUNBAIO BBHICOKHI YPOBEHBb CTOMKOCTHU, XOTSI M HE SBJISIOCH aOCOIIOT-
Hoii 3amuToii. Ho nHTepHaluoHanbHas (3kcnoptHast) Bepcusi Lotus Notes mochi-
Jlajja BMECTE ¢ KaXIbIM cooOlleHueM 24 0uTa u3 Kioya, TeM CaMbiM yMeHbIlas
a¢dekTuBHYI0 IMHY Kiatoya g0 40 our. Dtu 24 6urta 3aiu@poBBIBAINCH C HUC-
MTOJIb30BAaHWEM OTKPHITOTO Kifoua, mpuHamiexaiiero AHB, 1 moMmemanice B Tak
HasbiBaeMoe none cokpauerus nepebopa (Work factor Reduction Field, WRF).
g pacimdpoBKH TIepeXBAUeHHOTO COOOIIEHMS MOTEHIIMATLHOMY TTPOTUBHUKY
HEeoOXOIMMO ObUIO BHIMOJHUTHL Mepedop 204 BO3ZMOXHBIX KJIIOUei, B TO BpeMsl Kak
AHB Mor0 ¢ MoMOIIbI0 NU3BECTHOTO TOJBKO €My CEeKpPEeTHOTO KITfoua pacinugpo-
BaThb 24 OuTa, nepeaaHHble B MoJje cokpaileHus mnepedopa. ITocne stroro AHB
ocTaBajioch nepedparb Tonbko 240 BapMaHTOB Kiioua, yTo B 16 MUJIIMOHOB pa3s
MeHBIIIe TIOJTHOTO TMepedopa.

IIpu olieHKe BO3MOXHOCTEN IMOTEHIIMAIBLHOIO IMPOTUBHUKA HE CTOUT YITyCKaTh U3
BUIY U TOT (aKT, YTO TEXHUYECKHUI MPOorpecc He CTOUT Ha MeCTe W KaXKIblid JeHb
MOSIBJISIIOTCS 0ojiee MOIIHBIE KOMIBIOTEPHI, Oojiee 3¢pPeKTUBHBbIE TEXHOJIOTUMH,
a MHOINA W NIPUHIMIIMAJIBbHO HOBBIE METOABI aTaku. Bce 370 HEOOXOAUMO YYUTHI-
BaTh IIPU BLIOOPE CPEACTB 3AIMUTHI IJIT MHOOPMALMU C OTHOCUTEIHLHO OONBIINM
CPOKOM KU3HH.

Ecnu 5 ner Hazanm mosiHBIN Mepebop BceX BO3MOXHBIX KoMOuHauuii 40-6UToBOrO
KiTfoya M poBaHUS HA OMHOM KOMIThIOTepE CUMTANICS IMPAKTUIECKU HEITOCUITb-
HoIt 3agaueii, To ceituac (B 2004 romy) mokymeHT B ¢opmaTte Microsoft Word unu
PDF, zamuiieHHbII KIIOUYOM TaKOW IJIMHBI, MOXET OBITh paciin@poBaH MEHBIIE
yeM 3a Hememo. B KauecTBe HauOONbBIIEro MOCTHXXKEHMS, IEMOHCTPHUPYIOIIEro
BO3MOXXHOCTH COBPEMEHHBIX paclpele/IeHHBIX BHIUMCIUTEIBHBIX CHCTEM, MOXHO
Ha3BaTh OTBHICKAHME IOJHBIM IepebopoM 64-6utoBoro kitoda amroputma RC3,
3aHsBiuee 1757 nHeit (moutu 5 net!) u 3akoHyeHHoe 14 urons 2002 rona.

Euie onHoit xopollieil nutocTpalueid mporpecca TeXHUUECKUX CPENCTB SIBISIOTCS
OLIEHKM CTOMMOCTH B3loMa anroputMa Iuudpoanus DES (Data Encryption
Standard). DES mnpeacrasnsier coboit mogudukauuio mudpa Lucifer, pazpado-
TaHHOTO KoMItaHueir IBM m mpencraBieHHOTO Ha paccCMOTpEeHHUE IPaBUTEIbCTBA
CIIA B 1975 rony. BHecennnle B Lucifer nameHeHusI, mpexnae Bcero, KOCHYJINCH
JUIMHBI KJTIoya: oHa Oblma cokpaiieHa co 112 mo 56 our mno pemennio AHB.
23 HostOpst 1976 roma DES ObuT yTBepXXIeH B KadecTBe ¢helepalbHOTO CTaHIapTa
mndpoanusa CIIIA u paspeliieH K MCIIOJb30BAHUIO BO BCEX HECEKPETHBIX IIpa-
BUTEJbCTBEHHBIX KaHamax cBsi3u. A 15 ssHBapsi 1977 roma ObL1O OMyOIMKOBAHO
obuLMaTbHOE ONUCAHUE CTAHIAPTA, BCTYIUBIIETO B CUIIYy 6 MECSILEB CIIYCTI.

B crarbe, omybnmkoBaHHoil B 1977 romy, M3BECTHBIE CIEIMAINCTHI B 0O0JIACTHU
kpunrorpapuu Yurdpuna duddu (Whitfield Diffie) 1 Maptun Xemnman (Martin
Hellman) onumcamu mpoeKT cCHEUMATM3MPOBAHHON BBIUMCIUTEIBHON MAIIUHBI
st B3noma DES. TTo ux oueHkam, oHa oboiuiach 06l B 20 MUIIJIMOHOB JOJIJIaPOB
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U ObUTa OBl CIIOCOOHA HAWTM HYXHBIM KI0U4 MakcuMyM 3a 20 4acoB pabOThI.
B 1981 romy dudpdu u3MeHW cBOM OLIEHKM, YBEIMYUB CTOMMOCTb m0 50 Mu-
JIMOHOB JOJUIAPOB, a BpeMs BCKPHITHS — 0 ABYX cyToK. B 1993 rony Maiikn Bunep
(Michael Wiener) crpoekTHpoBaj MalllMHY CTOMMOCTBbIO 1 MUWJIMOH HOJIJIApoB,
KOTOpasl JOJKHA ObUIa HAXOOMTH KITI0YW MaKCMMyM 3a 7 4JacoB. BecHoit 1998 roma
obmectBeHHas opranu3auus Electronic Frontier Foundation (EFF) nmponemonct-
pUpoBajia CTIEHUATN3UPOBAHHBIA KOMITBIOTEP CTOMMOCTBHIO 250 THICSY IOJIApOB,
KOTODBIii 32 56 yacoB pactmmdposan cooduieHue, 3aimudposanHoe DES. B auBa-
pe 1999 roga DES Obu1 B3oMaH 3a 22 yaca MyTeM COBMECTHOTO MCMOJb30BAHMS
100 ThICSITY MepCOHANIBHBIX KOMIIbIOTEpOB M MallnHbI, moctpoeHHoit EFF. Ceiiuac
MTPON3BOANTEILHOCTh TPOIIECCOPOB BHIPOC/IA B HECKOJNBKO pa3 IO CpaBHEHUIO
¢ 1999 romom, u croumocth B3oMa DES coxparunach ele cuibHee. XOTs
o mojHoM mnepedope 256 BozmoxHBIX Kioueil DES Ha oIHOM MepcoHaTbHOM
KOMIIBIOTEPE TOBOPUTH ITOKA HE TIPUXOMUTCS.

1.2. 3agaun nicpopmaunoHHoi 6e3onacHocTn

Tak ¢ uyem ke umeer Aeno mHGOpMaIMOHHAs Oe3omacHoCcTh? Jlanee ciaemyeT CIm-
COK OCHOBHBIX IieJieil M 3amay, pellleHHe KOTOPbhIX OHA JOJKHA OOEeCHeuyMTb
CKOOKax MPUBEACHBI aHTJINMCKIE SKBUBATCHTHI):

cekpeTHocTh (privacy, confidentiality, secrecy);
HejgocTHOCTh (data integrity);

ugeHtudukanus (identification);
ayreHTuduKanus (data origin, authentication);
ynoiHoMouuBaHue (authorization);

KOHTpPOJIb TocTyma (access control);

npaBo cobcTBeHHOCTU (ownership);
ceptudukanus (certification);

MoAnuch (signature);

HeoTKazyeMocTh (non-repudiation);
JaTupoBaHue (time stamping);

pacImcka B IojiydyeHuu (receipt);
aHHyJIupoBaHue (annul);

AHOHUMHOCTH (anonymity);
CBUJIETEILCTBOBAHME (Witnessing);

noaTeepxaeHue (confirmation);

uauouuoadaoaguououoaaoaaguouow

patudukanus (validation).



14 Yacte |. Komy HyxHa 3awymta?

PaccMmoTprM Kaxmyio W3 mepedncIeHHbIX 3amad moapooHee.

CexpemHocms — OIHA W3 CaMBIX BOCTPeOOBAHHBIX 3amad 3aIIuThL. [lpakTmyecku
y KQXJIOTo YesloBeKa WM OpraHu3aluy HaiayTcsl TOKYMEHThI, KOTOpPble HU B KOEM
ciIydae He JOJIKHBI CTaTh BCEOOIIUM ITOCTOSHUEM, OyIb TO JUIHBIC MEIUIIMHCKIE
JaHHble, WHbopMaIUs o GMHAHCOBBIX ONepalysIX WIM rocygapcTBEeHHas TaifHa.
IToka mnst XpaHeHUsT UCTIONMB3YIOTCS HERIEKTPOHHBIE cpecTBa (Oymara, (oTorieH-
Ka), CeKpeTHOCTb obecreuMBaeTcs aIMUHUCTPATMBHBIMU MeTomaMU (XpaHeHue
B celihax, TpaHCIIOPTHPOBKA B COMPOBOXICHUM OXpaHHI M T. 1.). Ho xorma mH-
dbopmaiuss obpabaTeiBaeTCsl HA KOMITBIOTEpaX M MepeaaeTcsl Mo OTKPBITHIM KaHa-
JlaM CBSI3M, aIMUHUCTPATUBHBIE METOIBI OKA3bIBAIOTCS OECCHIIBHBI M Ha ITOMOIIb
MPUXOOAT MeToInbl MHGOPMAIIMOHHON Oe3omacHOCTH. 3amavya obecreuyeHMsT ceK-
peTHOCTH, (baKTHUECKHU, CBOAMTCS K TOMY, YTOOBI CIeNaTh BOSMOXHBIM XpaHEHHE
¥ Tiepenady AaHHBIX B TAKOM BHUIE, YTOOBI MPOTUBHUK, OaXe IOTYYMB IOCTYII
K HOCUTEJIIO WM cpefie Tiepeladyr, He CMOT TTOJTYYHTh CaMU 3allHIeHHBIe TaHHBIE.

Ileaocmnocms — enie omHa oyeHb BaxkHas 3amada. B mpoiecce oOpaboOTKM M Iie-
pefaun Mo KaHajaM CBSI3U JaHHBIE MOTYT ObITh MCKaXeHBI, KaK CIy4ailHO, TaK U
npeaHaMepeHHo. Takke MH(popMalUs MOXeT ObITh U3MEHEHa TMPSMO Ha HOCUTe-
ne, rae oHa xpaHuTtcd. [IpoBepka 1eIOCTHOCTH MPOCTO HEOOXOAMMA B CUTYALIUSIX,
KOT/Ia MHTepIpeTalusl HeMPaBUJIbHBIX JaHHBIX MOXET MPUBECTU K OUYEHb Cepbe3-
HBIM TIOCTIEACTBUSM, HallpyMep MPU BO3HMKHOBEHUM OIIMOKU B cymMMe OaHKOB-
CKOro TepeBofia WM 3HAUYEHUM CKOPOCTU caMmojieTa, 3aXOIsllero Ha IOCalKy.
OOGecneueHne 1ETOCTHOCTH (KOHTPOJb IIEJIOCTHOCTH) 3aKJIIOYAETCsS] B TOM, YTOOBI
MO3BOJIUTH JIMOO YTBEPXXAAaTh, UYTO JAHHbIE He ObLUIM MOAU(ULIMPOBAHBI MPU Xpa-
HEHUHU U Tepenade, TUO0 ompedeauTh (pakT MCKakeHUs TaHHBIX. 1O ecTh HHMKa-
Koe MU3MEHEeHUe JAaHHBIX He JOJIKHO IMPONTU He3aMeUeHHbBIM.

Hoenmugpuxayus HeobXoguMa UISI TOTO, YTOOBI OTOXIECTBUTH ITOJb30BATEsI
C HEKOTOPBIM YHUKAJILHBIM MaeHTH(UKaTopoM. Tlocae 3Toro oTBETCTBEHHOCTh 3a
BCE IEWCTBUS, TIPYU BBIMOJTHEHUM KOTOPBIX MPEIbIBISICS JAaHHBINA UAEHTU(HUKATOD,
BO3JIaTaeTcsd Ha IOJIb30BAaTeNIs, 32 KOTOPBIM 3TOT UAEHTU(HUKATOP 3aKpeIyIeH.

Aymenmugurayus SIBISIETCST HEOOXOOWMBIM JIOTTOJIHEHWEM K WASHTU(OWKALIT
Y TIpemHa3HayeHa IS TOATBEPXKIEHUS MCTMHHOCTH (ayTEeHTUIHOCTH) ITOJIh30Ba-
TeNsl, TpeIbIBUBINEro WAeHTH(GHUKAaTop. HeaHOHMMHEBIN TONBb30BaTelb IOJDKEH
MTOJIYYNTH BO3MOKXHOCTh PabOTaTh TOJNBKO ITOCHE YCIENTHON ayTeHTU(hUKAIIUH.

Ynoanomoyueanue cBOIUTCS K TOMY, YTO HU OOWH IOJNIB30BATEIb HE IOJIKEH IIO-
JYYUTh JOCTYIl K cUCTeMe 0e3 YCIEIIHOIO BBIMOJHEHUS! WACHTUdUKALMU U TO-
cilenyiomieit ayTeHTUGUKAINNT W HU OIWH ITIONB30BATEIb HE ITOJKEH IOJYIHTh
JOCTYTI K pecypcaM, €cjii OH He yIMOJHOMOYEH Ha Takue ACMCTBUS CrelraTbHbIM
pasperieHueM.

KOHmpO/lb docmyna — KOMIIIEKCHOEC ITIOHATHUE, 0603Haqa101uee COBOKYITHOCTb M€-
TOOOB M CPEACTB, NMPEAHASHAYCHHLIX [ OIrpaHMYCHUA OOCTyIIa K pecypcam.
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I[OCTYH OOJLKHBI HMMETH TOJIBKO YIIOJTHOMOYCHHBIE ITIOJIB30BATCIIM, W ITOIILITKU
JOCTyIa JOJIKHBI IPOTOKOJIMUPOBATHCS.

Ilpaso cobcmeennocmu Wcnofb3yercs Ui TOTO, YTOObI MPEAOCTABUTh MOJb30BaTe-
JII0 3aKOHHOE TIPaBO Ha MCIOJNIb30BAHME HEKOTOPOTO pecypca M, TpH XKeJaHUH,
BO3MOXHOCTb Mepefayn 3TOro pecypca B COOCTBEHHOCTb APYTOMY IOJb30BATEINIO.
IIpaBo coOGCTBEHHOCTH OOBIYHO SIBJISIETCSI COCTABHOM YaCTBIO CHCTEMBI KOHTDPOJS
JOCTYyTIA.

Cepmughukayus — mpolecc MOATBEPXKIEHUSI HEKOTOporo ¢dakTa CTOPOHOM, KOTO-
poii Tonb3oBareNTh HoBepsier. Yaime Bcero cepTudUKaINs UCIONb3YeTCs IS YIO-
CTOBEPEHMSI TPUHAMIEXKHOCTH OTKPBITOTO KIII0Ya KOHKPETHOMY ITOJh30BaTENIO
WM KOMIIaHMH, T. K. 3G dEeKTUBHOE HMCIOIb30BaHNe WHGPACTPYKTYPHl OTKPBITBIX
KJII0Ye#l BO3MOKHO JIMIIb IMPH HATMUUM CUCTeMBbl cepTHuduKanun. OpraHn3ammu,
3aHUMAaOIIKeCs BbIIayell cepTU(dUKATOB, HA3BIBAIOTCS YIOCTOBEPSIONIUMHU IICH-
Tpamu.

Ilodnuce TMO3BOJNISIET TIONMydYaTeN0 MOKYMEHTa IOOKa3aThb, YTO NAHHBIA JOKYMEHT
ObLT MOAMMCAaH UMEHHO oTmpaBuTeneM. [Ipu aToM moamuch HE MOXeT ObIThb Ie-
peHeceHa Ha IPYyroil JOKYMEHT, OTIPABHUTEIb HE MOXET OTKAa3aThCsI OT CBOCH
MoAnucH, Joboe MU3MEHeHUE NOKyMEHTa MpHUBeAeT K HapyUIeHUIO IMOAMUCH, U
T000# TOTb30BaTeNb, TIPU XKEIAHUN, MOXET CAMOCTOSTENTEHO YOeTUThCS B ITOJ-
JVHHOCTH TTOAMUCH.

Heomka3zyemocms — CBONCTBO cXeMbl MH(MOPMAIIMOHHOTO OOMeHa, MPU KOTOPOM
CYIIECTBYET TOKA3aTeIbCTBO, KOTOPOE TONydYaTeIb COOOIIEHHNS CIIOCOOEH TPeIbsi-
BUTb TPETheil CTOpOHE, YTOOBI Ta CMOIJIA HE3aBUCUMO MPOBEPUTH, KTO SIBSETCS
OTIIpaBUTENIeM coobIeHns. To eCTh OTIHpaBUTENb COOOIIEHUS HE MMEET BO3MOXK-
HOCTH OTKAa3aThCsl OT aBTOPCTBA, T. K. CYIIECTBYIOT MaTeMaTHYecKre MoKa3aTesb-
CTBa TOTO, YTO HUKTO KPOME HEro He CITOCOOEH CO3IaTh TaKoe COOOIIeHNE.

Pacnucka 6 noay4eHuu TepeaacTcd OT Iojayyaresisd K OTHPaBUTEIIO U MOXET BIIO-
CJIECACTBUHA OBITH MCIIOJIb30BaHA OTIIPABUTEIIEM JIA JOKA3aTCJIbCTBA TOTO, YTO II€-
peoaHHast I/IH(i)OpMaHI/IH ObLIa OOCTaBJICHA ITIOJIYYATEJII0 HE IT032KE OIPEACTICHHOIO
MOMEHTA, YKA3aHHOT'O B PACIIMCKE.

Jlamupoeanue 9acto TPUMEHSIETCSI COBMECTHO C TIONIMCHIO W TO3BOJSAET 3apuK-
CHpOBaTh MOMEHT TOIIMCAHUST JTOKyMeHTa. DTO MOXeT OBITh ITOJEe3HO, HaIpH-
Mep, Ul JOKa3aTelbCcTBa MEPBEHCTBA, €CIM ONWH TOKYMEHT ObUI TONIMCAH He-
CKOJIbKUMU TIOJIb30BATEISIMU, KAXKABIA U3 KOTOPBIX YTBEPXKIAET, YTO UMEHHO OH
SBJISIETCS aBTOPOM JTOKyMeHTa. KpoMme aToro marmpoBaHMe MIMPOKO MCIOIb3YeTCs
B cepTuduKarax, KOTopble UMEIOT OrpaHUYeHHBIN cpok neicTBus. Ecnu aeiictBu-
TENBHBIA cepTU(UKAT OBUT MCIONB30BAH IS TOMMHUCH, a 3aTeM COOTBETCTBYIO-
e ciayxx00i cepTU@UIUPYIONIEro IeHTpa Obla IMpocTaBlieHa MeTKa BpPeMeHH,
TO Takas MOIINCH JOJKHA TIPU3HABAThCS MPABUJIBHON U TIOCTIe BBIXOAA CepTUdU-
Kata u3 ymoTpebneHus. Eciaum ke oTMeTka BpeMeHM OTCYTCTBYET, TO IIOCie
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HWCTEeUEHUs] cpokKa AeCTBUSI cepTuduKara MOANUCh HEe MOXET ObITh MpH3HAHA
KOPPEKTHOM.

AnHYaupoeanue WVCTIONb3YyeTcs IS OTMEHBI NENHCTBUS cepTU(dUKATOB, MOJTHOMO-
yuii unM noanuceil. Eciu kakoil-mubo ydyacTHUK HMH(POPMAIlMOHHOTO OOMeHa
WM TIpUHAIeXaliue eMy KIIoYd M cepTU(UKAThl 0Ka3aIUCh CKOMIIPOMETUPO-
BaHbI, HEOOXOIMMO TMPENOTBPaTUTh MOCTYN 3TOrO MOJb3oBaTeNlsl K pecypcam U
OTKa3aTh B JIOBEPUU COOTBETCTBYIOIIMM cepTUduKaraMm, T. K. UMU MOIJIM BOC-
MOJIb30BaThCsl 3OYMBILUIEHHUKU. Takke Tmpolieaypa aHHYJIMPOBAHMUST MOXET
OBITH MCIOJIb30BaHA B OTHOIIIEHUHU YIOCTOBEPSIIOIIETO IIEHTpA.

Ceudemenvcmeosanue — ynocToBepeHue (MOATBEpXIeHNE) haKTa CO3MAHUS WIN
cylllecTBOBaHMSI MH(poOpMalMeil HEKOTOPOl CTOPOHO, He sIBJsIolIeiics co3na-
TEJIEM.

AHoHUMHOCMb® — TOBOJBLHO peIKo BcroMuHaeMas 3amada. CHIbHBIM MHpPA CEero —
MPaBUTENTBCTBAM M KOPIOpAlUsIM — He BBITOAHO, YTOOBI IOJb30BaTelb MOT OC-
TaTbCsl AHOHMMHBIM TIPU COBEPIIEHUM KaKUX-TUOO0 AeicTBUil B MHMOPMAIIMOH-
HOM TIpocTpaHcTBe. BO3MOXHO, MO 3TOil MpUYMHE TPOEKTHI MO 06GecTeYeHUIo
QHOHMMHOCTH HOCST eIMHWYHBIN XapakTep M, KaK IPABWIO, IOJTO HE XHUBYT.
Ha u cpencTtBa KOMMYHMKAILIMU, B MOAABJISIONIEM OOJBIIMHCTBE, IMO3BOJISIIOT OIl-
pemeTuTh MapIIPYT Tepelayrl TOTO WJIM WHOTO COOOIIEHMS, a 3HAYUT, BEIUYUCIUTD
OTIMPABUTES.

Bce mepeunciienHble 3agaun chopMyJMpPOBAHbI, UCXOAS U3 MOTPEeOHOCTeH cyle-
CTByIOIIETO MHGOPMAIIMOHHOTO MUpa. Bo3aMoXHO, co BpeMeHeM JacThb 3amad Io-
TEpSIeT CBOIO aKTyaJbHOCTh, HO OoJiee BEpOsITHO, YTO TOSIBSATCS HOBBIE 3amau,
HyXIalolIrecs] B pelIeHNH.
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HapepHoe, moTpeGHOCTh B 3amuTe WHGOPMAIMKM TOSBUIACH OTHOBPEMEHHO
¢ camoil mHbpopmMaumeit. Y Bo3MOXHBIE MeTONbI 3alIUThl MHGOPMAIIUU TTOYTH
Bcerga ornpeaessuiuch GopMoil ee TIpeNCTaBIeHUST U MpeArojaracMbIMU CIiocoba-
MU UCITOJIB30BAHUSI.

2.1. O6wan knaccucnkaums

B II€PpBOM HpI/I6I[I/I)KeHI/II/I BC€ METOJbI 3alllUThI I/IH(l)OpMaHI/II/I MOXHO pasaciuTb
Ha TpHM Kiacca:

(J 3akoHoAaTeJbHbIE;
O anMUHUCTPATUBHEIE;
O TexHUYecKUe.

3aKoHodamenbHble METOIbI OINPENeNsoT, KTO U B Kakoi (opme TOJKEH HMETh
JIOCTYII K 3alllMIaeMoii nHdOpMAaIluu, U YCTAaHABIMBAIOT OTBETCTBEHHOCTD 32 Ha-
pylLIeHUs] ycTaHOBJeHHOro mnopsjaka. Hanpumep, B I1peBHEM MUpe Y MHOTHUX Ha-
LM ObUIM TaiiHble KyJbThl, Ha3biBaeMble MuctepusiMu. K yyactuio B Muctepusix
JIONyCKaJMCh TOJBKO TMOCBSIIEHHbIE MyTeM ocoObiXx obOpsimoB nuna. ComepxkaHue
MUCTEpUI TOJDKHO OBLIO COXpaHSIThCS B TaliHe. A 3a pasmiallieHue CEKPeTOB MUC-
TEepUii TOCBSIIEHHOTO XIAJ0 MpeciiefoBaHKMe, BILUIOTh J0 CMepTU. Takxke cMmep-
THIO KApaJloCh HEIO3BOJICHHOE Y4YacCTUE€ B MUCTEPWUSIX, NAXE IMPOUBOLIEIIIEE IO
ciyyailHocT. B coBpeMeHHOM MHUpe CYLIECTBYIOT 3aKOHBI O 3alIUTE [OCyaapcT-
BEHHOI TailHbI, aBTOPCKUX MpaB, MOJOXEHUSA O IpPaBE HA TAWHY JIMYHOW Mepe-
MUCKU U MHOTUeE Ipyrue. Takue 3aKOHbI OMUCBIBAIOT, KTO U MPU KAKUX YCITOBUSIX
MMeeT, a KTO He MMeeT MpaBo JIOCTyIa K oMpeaeneHHoi nHpopmauuu. OaHaKo
3aKOHOMATEbHBIE METOJBI HE CIOCOOHBI TAPAaHTUPOBATH BBIMTOJIHEHUE YCTAHOB-
JIEHHBIX TPABWI, OHU JIMIIb AEKJIAPUPYIOT 3TU MPaBUIa BMECTE C MEPOIl OTBETCT-
BEHHOCTH 32 UX HApYIIEHUE.

AdmunucmpamueHsie MeTONBl 3aKIIOYAIOTCS B ONpeAeSeHMH IPOIenyp HOCTyIa
K 3alIuiraeMoii WHGOPMAIM W CTPOTOM WX BBIMOJTHeHHH. KOHTpomb Ham co-
OMI0eHNEM YCTAaHOBJIEHHOTO IOpPSIIKA BO3jIAaraercs Ha CIHEelUaTbHO OOyYeHHBIN
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MepcoHal. AIMUHUCTPATUBHBIE METOIbI IPUMEHSIIMCh MHOTHE BeKa M JIMKTOBA-
JIMCh 37paBbIM cMbICJIOM. UTOOBI CilydyallHBIN YeJoBEK He MPOYUTAT BaKHBIA JO-
KYMEHT, TaKON TOKYMEHT HYXHO IepXXaTb B OXpaHSIEMOM TOoMeIlleHWH. YToOBI
nepenaTb CeKpeTHoe COOOIIeHUEe, €ro HYXHO IMOChUIaTh C KypbepoM, KOTOPbIi
TOTOB IIEHOM COOCTBEHHOM XKM3HU 3allMIIATh JOBEPEHHYIO eMy TaiftHy. YToOH m3
OMOIMOTeKM He TMpomanaivi B HEM3BECTHOM HAIpaBIeHUM KHUTH, HEOOXOIUMO
BECTH YYeT JOCTymna K OMOIMoTedHBIM pecypcaM. CoBpeMeHHBIE aiMIUHUCTPATHB-
Hble METOIbI 3allMThl MHMOpPMAIMK BecbMa pasHooOpasHbl. Hampumep, mpu pa-
60oTe ¢ MOKyMEHTaMHM, CONEPXKAIIUMU TOCYTapCTBEHHYIO TaifHy, cHayaja HeobOXo-
IUMO 0OPMUTH TOMYCK K CEKPeTHBIM HoKyMeHTaM. [Ipu mojydeHNu HOKyMeHTa
M BO3BpaTe €ro B XpPAaHWIHIIE B XypHAJT PETUCTPALIMU 3aHOCATCS COOTBETCTBYIO-
e 3anucu. Pabota ¢ moKyMeHTaMu paspelaercsl TOJbKO B CIEIIMAIbHO 000py-
JIOBAaHHOM ¥ CepTH(UIIMPOBAHHOM TToMellieHnn. Ha mo6oM 3Tame M3BECTHO JIH-
110, Hecylllee OTBETCTBEHHOCTh 3a IIEJIOCTHOCTb M CEKPETHOCTh OXPaHSIeMOTO
JokyMmeHTa. CXoxXue TpoLEeAyphl JOCTyma K WHGOPMALMKM CYIIECTBYIOT M B pas-
JUYHBIX OpTaHM3alMsIX, THe OHU OIPEeNesIIOTCS KOPIIOPATMBHON IOJUTUKOMN
6esonacHocTu. Hampumep, 371eMeHTOM MOJUTUKU 0e30MaCHOCTH MOXKET SIBJISIThCS
KOHTPOJIb BHOCA M BBIHOCA C TEPPUTOPUU OPTaHU3AMMU HOCUTeNlel WHMOpMAIun
(OyMaXXHBIX, MATHUTHBIX, OMTUYECKUX U Ap.). ATMUHUCTPATUBHBIE METOMbI 3alllM-
THI 3a9aCTYI0 COBMEIIAIOTCS C 3aKOHOMATeTbHBIMA M MOTYT YCTaHABIMBATH OTBET-
CTBEHHOCTb 3a IMOMbBITKA HapYIIEHUsT YCTAHOBJIEHHBIX MPOLIEAYp AOCTyTa.

Texnuveckue MeTONbl 3alIMTHI, B OTAWYME OT 3aKOHOMATEIbHBIX M aIMUHHCTpA-
TUBHBIX, TTPU3BAaHbI MaKCUMAaJIbHO M30aBUTBCS OT UelloBedecKoro (akropa. [eii-
CTBUTENIbHO, COOJIONEHME 3aKOHONATEeJbHBIX Mep O0OyCIaBIMBAaeTCs TOJIbKO
JOOPOITOPSTIOYHOCTRIO M CTPAaxoM Tiepel HaKazaHneM. 3a coOMoIeHueM aIMUHU-
CTPAaTUBHBIX MEP CIEIT JIOAH, KOTOPBIX MOXHO OOMaHYTbh, IMTOAKYITUTH WM 3aITy-
ratb. TakuM 00pa3oM, MOXHO M36eXaTh TOUYHOTO WCIOJHEHUS YCTaHOBJIECHHBIX
MpaBuiI. A B ciiydyae IpUMEHEHHMS] TEXHUYECKUX CPEICTB 3aIUTHI Tepe TMOTEeHIIN-
AJbHBIM TIPOTUBHUKOM CTAaBHTCS HEKOTOpasl TeXHWYecKas (MareMarmyeckas, dui-
3UJeckast) 3amadya, KOTopylo eMy HEOOXOMMMO PEIlUTh TS TONyYeHUs TOCTyma K
nHpopmaruu. B To ke BpeMs JETMTUMHOMY TTOTh30BATENIO JOKEH OBITH JOCTY-
MmeH Oojiee TPOCTOM TyTh, MO3BOJSIONINI paboTaTh ¢ TPEMOCTaBIEHHOW B €ro
pacniopsbkeHre MHbopMaleil 6e3 peleHUs CIOXHBIX 3amad. K TeXHu4ecKum
MeTOoIaM 3aIIUThl MOXHO OTHECTH KAaK 3aMOK Ha CYHIyKe, B KOTOPOM XPaHSITCSI
KHUTH, TaK U HOCUTEIU MHGbOPMALIMU, CAMOYHUYTOXAIOIIMECS TIPU TOMBITKE He-
MMpaBOMEPHOTO MCIOb30BaHMA. [IpaBma, Takme HOCHTEIW TOpasmo dYallle BCTpe-
YaloTcs B MPUKIIOUEHYECKUX PUIbMaX, YeM B PEaTbHOCTH.

CamoyHu4dtoxarwmeca DVD-guckn

Komnanust Walt Disney o6bsiBMna o Bbixoae Ha pbiHOK B aBrycte 2003 roga npo6Hom
napTum camoyHunuToxawwmxca DVD-guckos. Takue guckm MoxHO ByaeT ucnonb3o-
BaTb TOMbKO B TeyeHue 48 yacoB NOCre BCKPbITUA YNakoBKW. 3aTeM MOBEPXHOCTb
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AMcKa JOImKHa MOYEpHETb, YTO cAenaeT HEBO3MOXHBLIM MPOXOXAEHWE a3epHoro
nyya DVD-npowrpbiBaTens.

TexHu4ecKre METOMbI, MOXalyii, UMEIOT HauboJbllee pasHOoOOpasue cpeau BcexX
METOIOB 3alUUThl, ¥ T4 KHHUIA IOCBSILEHA B OCHOBHOM PAaCCMOTPEHHMIO MMEHHO
TEeXHUYECKMX METONOB 3allMThl MHMOpMAlMK, IPeNcTaBIeHHO B 11MbPOBOi

dopme.

2.2. TexHNnYecKne MetoAabl 3aLLnTbI

TexHuueckue MeTOmBl 3AIIUTHI MH(GOPMAlUKM Havyadu pa3pabaThIBaThCS OYEHb
naBHo. Tak, Hampumep, eiie B V—IV BB. 10 H. 3. B 'petuun npumeHsuinuch mud-
pytomme ycrpoiictBa. Ilo omucanmio apeBHerpedeckoro uctopuka I[lmyrapxa,
mudpylolllee ycTpoRCTBO COCTOSUIO U3 ABYX MaJlOK OAMHAKOBOW TOJIIMHBI, Ha3bl-
BaeMbIX CIIUTAJIAMH, KOTOpPble HAXOIWINCh y ABYX aOOHEHTOB, KeJAIOLINX OoOMe-
HMBATbCSl CEKPETHBIMM cooOlleHusIMU. Ha cuurany mo cnvpaium HamartbiBajach 0e3
3a30pOB Y3Kasl TOJIOCKA TIAMMMpPYCa, U B TAKOM COCTOSSHUM HAHOCWIMCH 3amuch. Ilo-
TOM TMOJIOCKY TMamupyca CHUMAIU M OTHPABISUIM APYroMy aOOHEHTY, KOTOPbIi
HaMaThIBaJl €¢ Ha CBOIO CIUTAIY W IOJyYaJl BO3MOXHOCTBL IIPOYECTh COOOIIEHME.
DneMeHTOM, o0ecreynBaIoIIMM CEeKPETHOCTh B TAKOM 1K QPYIOIIEM YCTPOHCTBE,
SIBJISUICS TUAMETP CITUTAIIBIL.

BMmecTe ¢ TeXHMYeCKMMHM METOIAMU 3AIMTH pa3pabaThIBaJIMCh M METONBI 00Xoma
(B3noMa) 3amuThl. Tak apeBHerpeueckuil dpuiiocod ApucToTeab MPeIIoXUil Uc-
MTOJIB30BATh [UTMHHBIA KOHYC, Ha KOTOPHII HaMaTBIBAIACh JIEHTA C 3amn¢dpoBaH-
HbIM cooOlleHreM. B KakoM-To MecTe HAUMHAIM MPOCMAaTPUBAThCS KYCKH CO00-
MIEHUsI, YTO ITO3BOJISIO OMPEACTUTh MUAMETp CUUTAIBl M paclimdpoBaTh Bce
COOOIIEHHE.

IMpumeHuTenbHO K MHGMOPMAIIMOHHON O€30MacHOCTH, TEXHMUYECKUE METOIbI 3a-
IIUTHL TTPU3BAHBI 00ECTIEUNTh pellleHre BceX 3amad, MepedyrciIeHHBIX B pasd. 1.2.
YcaoBHO MeTONbI pelieHrs] 3TUX 3a1a4 MOXHO pas3aeuTh Ha Te, KOTOPbIe UMEIOT
MaTeMaTHJecKoe OOOCHOBAaHWE CTOMKOCTM K B3JIOMy, W Te, KOTOpBIE TaKOTO
000CHOBaHMS HE MMEIOT.

MeTompl, He UMeIoINe MaTeMaTHYecKoro 000CHOBAHUS CTOMKOCTH, TPOIIE BCETO
paccMaTpuBaTh KaK "4epHBI SIIMK' — HEKOTOPOE YCTPOMCTBO, KOTOPOMY Ha
BXOJIl TIOHAIOTCS MaHHBIE, a HA BBIXOoJAe CHMMaeTcs pe3yinbrar. [Ipoliecchl, mpouc-
XOISIIe BHYTPU "depHOTO SIIMKA", TPEIIToNaraloTcsl HEM3BECTHBIMU W HETOMI-
BJTACTHBIMM HW TIOJTb30BaTe0, HU MOTEHIIMAIBHOMY IPOTHUBHHUKY. COOCTBEHHO,
CTOMKOCTb TaKMX METOIOB OCHOBBIBAaeTCS WMEHHO Ha TPENNOJOXEHUH, YTO
"qIMK" HUKOTAA He OyIeT BCKPBIT U €r0 BHYTpEeHHee YCTPOMCTBO He OyIeT Ipo-
aHanu3upoBaHo. OAHAKO B pealbHOM XKM3HU clydaeTcss BCSIKOEe, M MHOTIa WU
BO3HUKAET CUTYaIlUs, TIPX KOTOPOM pacKphIBaeTCsl YCTPONCTBO "depHOTO SIIIHKA",
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WU YIIOPHOMY HCCIIEIOBaTeNI0 ymHaeTcsl pasragarh aJlTOPUTMBI, OIpenesaionIue
(pyHKLIMOHUpOBaHUE 3alIUTHI, 0e3 BCKpbITUSL camoro "suiuka". Ilpu 3Tom croii-
KOCTb CHCTEMBI 3aIllUThI CTAHOBUTCSI paBHA HyJI0. MeTombl 3aIMTHI, (PYHKIINO-
HUpYIOLIKE MO MPUHIUIY "depHoro siuka", HasbiBaloT Security Through Ob-
scurity (0e30ITacHOCTh Yepe3 HesSICHOCTh, He3HAHUE).

OcobeHHOCTh METOMIOB 3allUThl, UMEIOIIUX MaTeMaTuyeckoe 0OOCHOBAHUE CTOM-
KOCTH, 3aKJTI0YAeTCs] B TOM, UYTO MX HAJEXHOCTh OILIEHHWBAETCSI, MCXOMAS M3 Tpem-
MOJIOXXEHUSI OTKPBITOCTU BHYTpeHHeW CTPyKTyphl. To ecThb mpenrnojaraercs, 4To
MOTeHIMATbHOMY TPOTUBHUKY M3BECTHBI B HETAISIX BCE AJITOPUTMBI M IPOTOKO-
JIbl, UCIOJIB3YIoLIMecs Uisl obecreueHus: 3aiuThl. Y, TeM He MeHee, TPOTUBHUK
JIOIKeH OBITb HE B COCTOSTHMM OOOWTHM CpeAcTBa 3allUThI, T. K. UISI 3TOTO €My
Halo pelIUTh HEKOTOPYI MaTeMaTMYecKyl MpodyieMy, KOTopasi HA MOMEHT pas-
paboTKM 3aIIUThI He nMmena 3¢p¢GeKTUBHOro pelreHusi. OMHAaKO CYIIECTBYET BEpo-
SITHOCTb TOT'O, YTO Yepe3 HeKOoTopoe BpeMmsl OyneT pas3padoTaH 3(pdeKTUBHBINA all-
TOPUTM peIlleHWs] MaTeMaTH4YecKoi TIpoOJieMbl, JieXalleili B OCHOBE MeTona
3alIUTHI, & 3TO HEMUHYEMO TpPUBEAET K CHUXKEHUIO €€ CTOMKOCTH. BOoJbIIMHCTBO
METONIOB, MMEIOIINX MaTeMaTHYecKoe 00OCHOBAHME CTOMKOCTH, OTHOCATCST K METO-
Jam Kpunrorpaduu (cm. es. 5). U umMeHHo Kpunrorpapuyeckue MeToabl B OCHOB-
HOM II03BOJISIIOT 3(P(EKTUBHO pellaTh 3agadynd MHOOPMAIMOHHON 0e30MacHOCTH.

Tenepb paccMOTpUM, KakKue METOIbl 3ALUUTHI MPUMEHSIIOTCS MPU PELIECHUU OC-
HOBHBIX 3314 MH(GOPMAIIMOHHOM 6€301acHOCTH.

2.3. Metopbl pelueHna 3apad
nHdopMaLnoHHON 6e3onacHoOCTU

Ins1 obecrieyeHUs1 CEKPEeTHOCTU B TONABJSIONIEM OOJNBIIMHCTBE CIy4YaeB MCMHOJb-
3yloTcsl Meronbl Kpuntorpadpuu. CoBpeMeHHble ITOPUTMbI HIM(PPOBAHUS MPU
YCIIOBUU O0ecTieueHNsI CEKPETHOCTU KITI0Ya TPEJOCTaBISIOT BO3MOXKHOCTD 3allly-
THl JaXe OT TaKUX IMPOTUBHUKOB, KaK IPaBUTEIbCTBEHHBIE areHTcTBa. OmHAaKO
CYIIECTBYIOT CUTyallMM, KOTJa CEKPETHOCTh OOHMUX M TeX Xe HAHHBIX JOJIKHA
o0ecIeuynBaThCsl TOJNBKO TPU TIONMBITKE BBIMOJTHEHUS 3aNpellleHHbIX AeHCTBUM,
a B OCTAJIbHBIX CIIyYasx JOCTYI K JAHHBIM TOJIKEH ObITh CBOOOIHBIM.

3awura cogepxumoro DVD-guckos

DVD-gucku ¢ KuHodmnbmMamm MoryT BbiTb 3anvcaHbl Ansi KaKoro-To onpeaeneHHoro
pernoHa (CeBepHass AMepuka, EBpona u 1. 4.) u gomkHbl 6e3 npobnem BoCcNponsBo-
ONTbCS Ha NpourpbiBaTensx aToro pernoHa. Ho auck, kynnexHein B CLUA, He gomxeH
Bocnpoussoautbca Ha DVD-npowurpbiBatene, kynneHHom B EBpone. Takke He
OOIMKHO BblTb BO3MOXHbBIM U3BMEYEHNE COAEPXKUMOro AMCKa Ha NepcoHanbHOM KOM-
netotepe. OgHaKo WHTYUTMBHO MOHATHO, YTO ecnu AaHHble Ha DVD-gucke 3awmd-
poBaHbl 1 kakon-to DVD-npowurpbiBaTens MOXET WX BOCMNPOU3BECTU, 3HAYUT, AUCK
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BMECTe C NpourpbiBaTenemM coaepxat OCTaTOMHO uHdopmauum Ans pacumdpoBku
copepxumoro aucka. OTcloga cnegyeT BbiBOA, YTO KN4 WNGPOBaHUSA NPUCYTCTBY-
€T B CUCTEME, a 3HauuT, BbINOMHWB Te Xe AEeWCTBUs, 4TO BblinonHseT DVD-
npouvrpbiBaTen, MOXHO pacwmdpoBaTb cogepxumoe aucka. [lonyyaetcsa, 4To
KpunTorpadus He cnocobHa 0becnevnTb CEKPETHOCTb B TAKMUX CIOXHbIX YCMOBUSIX, U
3alnTy NPUXOAUTCS OCHOBbIBaTb Ha 3anyThiBaHUW NpoLecca U3BMNeYeHns coaepxu-
Moro aucka. Ctout 3ameTnTtb, YTo ans DVD-guckoB 3agaya 3awmTtbl Noka Tak U He
Obina pelleHa apHeKTUBHO.

C HempegHaMepeHHBIMU HapYIIEHUSIMHU IIJIOCTHOCTH, BO3HUKAIOIIMMU U3-3a
OIMOOK TPH Tepeaade TaHHBIX IO KaHajJaM CBSA3H WM cOOeB MPU YTEHHW HOCH-
Teneil mHGpopMalM, MOXHO OOpOTbCs TMyTeM Mo0aBlIeHUsT M30BITOYHOCTH K 3a-
IIUIaeMoil MHGOPMAaIIMK, YTO TTO3BOJINT OOHAPYKUTh M WHOTIA JaXe WCIPABHUTh
CIIyJyaiflHO BOZHHMKAIOIINE OIMIMOKHU. JIIT 3TOTO CYIIECTBYeT Iieasi Teopusl IIOMeXo-
YCTOMYMBOrO KOOWMpOBaHWS. B OONBIIMHCTBE COBpPEMEHHBIX apXWBaTOpoB (TIpoO-
rpamMM JJIST CKaTHSl TaHHBIX) IUTST KOHTPOJIST LIETOCTHOCTH paciiakoBaHHOTO aiira
ucnonb3yercsa aaroput™ CRC32 (Cyclic Redundant Code, 32-pa3psiqHblii HMKIH-
YyecKUit n36LITOUHBIN Kom). [lepen ynakoBKoil haiiia it Hero BBIUMUCIISICTCS 3HA-
yeHne CRC32, koTopoe coxpaHsieTcsl BMECTE €O CXKaTbIMU JAHHBIMU B apXuBe.
ITocne pacnakoBku cHoBa BeiuucisieTcsi CRC32, u eciin BbIUMCIIEHHOE 3HAYEHUE
He COBIAJIO C COXpAaHEHHBIM B apxuBe, (aii Mpu3HaeTcsl NoBpexkIeHHbIM. OnHa-
KO JUTSI 3alIMTHI OT YMBIIIJIEHHOTO BHECEHUST M3MEHEHWI TaHHBIM MeTOom He TOoM-
XOIMT — MPOTUBHMKY HE COCTABUT OOJIBIIOrO TPyAa MOIKOPPEKTUPOBATh TaHHBIE,
BbIYMCcIUTh oT HUX CRC32 u coxpaHuTh McIpaBieHHble Bepcuu B apxuBe. Jlaxe
€CJIM TIPOTUBHUK HEe MMeEEeT BO3MOXHOCTU MCHPABISITh KOHTPOJBHYIO CYMMY, MC-
nojib3oBath CRC32 st 3alUTHl HE CTOMT, T. K. OTOT AJITOPUTM SBJsIeTcsl oopa-
TUMBIM — U3MEHEHHEeM BCero 4eTbipex OaiT B (aitie MOXHO HOOUThCS JII0OOOTO
HyxXHoro 3HaueHus1 CRC32. [ToatoMy ais 3alliuThl OT HapylleHUM LIeJTOCTHOCTU
Lejiecoodpa3Ho UCIOIb30BaTh CTOMKUE Kpunrorpadguyeckue xam-pyHkuuu (hash
function), TpemoTBpalIaiole BHeCEHWE W3MEHEHW B 3allWIIaeMble JaHHBIE,
BMECTE C IIM(POBAHUEM, MPEMSATCTBYIOIUIUM MOIMEHE 3HAYEHUS X3LI-(DYHKUUU.
LI 9THX TIeJieil MOXHO WMCITONIb30BaTh IIM(pPOBaHNE KaK ¢ CEKPETHBIM, TaK M C
OTKPBITBIM KJIIOUOM.

IMpu mpoenTMdMKAIMK, KaK TPaBWIO, HE BO3HHMKAET OCOOEHHBIX CIIOXKHOCTE:
MTOJIB30BATE b TIPEIbIBISACT CBOW WAEHTH(HHUKATOP, a CHCTeMa IMPUHUMAET ero.
NneHtndukaTropoM MOXET SIBISIThCS BBOIMMOE C KJIaBUATYPBI MMST TTOJIB30BATEINS,
nHbopMaIus, colepXamiasicss Ha MarHUTHOM II0Joce IUIACTUKOBOW KapThl WMJIU
B IMaMSITH CMapT-KapThl, WM KaKOoW-TM060 OMOMEeTpUUYeCKHil TToKa3aTeab (oTrmeva-
TOK Majbla, ¢opMa PyKH, rojioc, pUCYHOK pamykKHOl OOOJOYKM IJaza U T. I.).
Ho moutn Bcerma cpasdy 3a mueHTHGUKAIMEH ciemayeT ayTeHTHdHUKaAIMs, T. K. KOp-
PEKTHOCTb UIeHTHU(dMKATOpa, 32 MCKIIOYEHWEM OMOMETPUYECKOro, He rapaHTHpYeT,
YTO OH TIPEIBSIBIICH BIANEbIIeM, a He HEKUM ITOCTOPOHHHUM JIUIIOM.
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AyTeHTU(dUKALMSI 3aKJII0YAETCSI B TOM, YTO I10JIb30BATElb, IIPEIbIBUBLIUN UICHTHU -
(bukarop, BBOIUT HEKOTOPYIO, M3BECTHYIO TOJIBKO €My, CEKPEeTHYI0 MH(OpMAIIUIO,
KoTopasl Tocjie HEKOTOpPOTO TpeoOpa3oBaHMS TiepemaeTcs IMPOBEPSIONIeii CTOpoHe.
D10 MoxeT ObITh Tapojb, PIN-kon (Personal Identification Number, nepcoHab-
HBIl MICHTU(PUKALMOHHBIA HOMep) M T. 1. [IpoBepsiollasi CTOpOHa Ha OCHOBE
uMerolleiics y Hee nHbopMaly (X31a maposs, 3aimdpoBaHHoro 3HayeHuss PIN-
Kofa) MMpUHUMAET pellieHre 00 ayTeHTUIHOCTH (TTOTMHHOCTH) TTOJTE30BaTEsl.

IIpaBunbHOE pelleHne 3agad MACHTUGUKALIMYA U TTOCTEAYIOLIEeH ayTeHTUdDUKAIT
BKJIIOUAET B ce0sl pellleHue HEeCKOIbKUX oa3a1ay.

O OOGecneuynTb HEBO3ZMOXHOCTb YCIEITHOTO TMOBTOPEHMS MIEHTU(PUKAIIMUA U ay-
TeHTU(UKAIMKU TIyTEM IepexBara ceTeBoro Tpacduka U MOBTOPHOW OTCBUIKU
MPaBUJILHBIX OTBETOB. JIJII 3TOro WCIONB3yeTcsl cxXema 3ampoc/oTBeT
(challenge/response), korma MpPOBEPSIONIAsi CTOPOHA TPUCHUIAET HEKOTOPBIN
cayvaitHblii 3ampoc (challenge), KOTopblif MCITONB3yeTCd NIPU ayTeHTU(UKAILIUN
JUIs1 TpeoOpa3oBaHUsl BBEJAEHHBIX MOJb30BaTeIeM JAHHbBIX Mepe OTIPaBKOU MX
nposepsiionieir croporHe. Ilpu TakoMm noaxome mnepexBar ceTeBoro Tpaduka
OKa3blBaeTcsl Oecrosie3HbIM — TMPOBepsIolas CTOPOHA KaXIbli pa3 Mpuchlia-
€T HOBBIM 3aIpOC, HA KOTOPBIN CYIIECTBYET €IMHCTBEHHBINW IPaBUJIbHBIM OT-
BET, KOTOPbIi HEBO3MOXHO OBICTPO BBIUMCIUThL, HE 3HAsI CEKpPeTHOU MHbOp-
Mauuu (rmaposist uiu PIN-kona).

AyTeHTupukaymnsa ceteBbiX NofKloYeHUN

B Windows 95/98

5 anBapsa 1999 roga komnanus LOpht onybnukoBana craTbio 0 HaNAEHHOW YA3BUMO-
CTM B peanusauum CxeMbl 3anpoc/OTBET MPW MNOAKIIOYEHUU CETEBbLIX PECYPCOB
Windows 95/98. Kak okasanocb, npu nonbitTkax nogkrntodeHns Windows 95/98 nocebl-
naeT oAVH U TOT Xe 3anpoc B Te4YeHWe NpuMepHo 15 MUHYT, n 3a 3TO BpemMs npo-
TUBHUK MOXET MOAKMIOYNTLCA K CETEBOMY pecypcy OT MMEHM TOro norb3oBaTens,
Yblo MOMbITKY ayTEHTUMKALMM yaanocb nepexsatuTb.

O OOGecneuynTh HEBO3MOXHOCTh 3(P(PEKTUBHOIO IMOIYYeHUS CEKpETHOM HHdOp-
MallMy, BBOAMMOM TMojib3oBaTesieM Npu ayTeHTUdUKALUKMKU, B clydyae B3JoMa
MpoBepsiolleld cTopoHbl. 7151 3TOTO MpoBepsolas CTOpOoHa AOMXKHA XPAHUTD
He KOIMUIO CeKpeTHO MHdopMalluu, BBOAMMON IOJb30BaTejeM, a pe3yabTar
MPpUMEHEHUs K Hell CTOMKOM KpHUITOrpauyecKoi Xa1I-(yHKIINN.

Xoswn naponeii agna LANMAN-ayTteHTughukaymm

B Takmx onepauuoHHbix cuctemax, kak Windows NT/2000, moryT xpaHWTbCs ABe
Bepcun xawen napons. OgHa Bepcus ucnonb3yeTcs cob6CTBEHHBbIMM CpeacTBaMu
6esonacHoctn Windows NT, a apyrasi HyxHa ans obecneyeHnss COBMECTUMOCTU C Mpo-
Tokorom ayteHTucpukaumm LANMAN, npumeHsiembiM, B YactHocTu, B Windows 95/98.
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Cob6cTBeHHbIN xaw Windows NT JoCTaTOYHO CTOMKMIA, U MO 3HAYEHUIO X3LUa NpaKTyK-
YeCcKn HEBO3MOXHO HaWTW Naposb, UCMONb3yOWMIA LUMdpbl, BykBbI B pasHbIX perucT-
pax 1 3HaKu NpenuHaHus 1 nMetoLwmn anuHy 6onee 8 cumsonos. OgHako npoueay-
pa BbluucneHns xswa LANMAN umeeT Heckonbko OCOGEHHOCTEN, KOTOpble
3HauMTENbHO OCNabnsioT ypoBeHb 3aLUThI.

Mpw BbluucneHnn xawa LANMAN-naponb, AnvHa KOTOPOro He AOSKHA npeBbiwaTh
14 cumBonoB, pa3buBaeTcs Ha 2 4acTu No 7 CUMBOJIOB, M X3l AN KAXA0N YacTu
BblUMCIISIeTCA OTAEnbHO. TakuMm obpasom, npu nogbope napons MakcumarnbHas
ANnHa NpoBepsieMbIX CNOB COCTaBMsAET BCEro 7 CUMBOIIOB, YTO AenaeT BO3MOXHbIM
Jaxe nomnHeli nepebop BCex BapuaHToOB Naponsi.

Ecnu naponb He AnvHHEE 7 CUMBOSIOB, TO BTOpasi YaCTb OCTAETCH MYCTOW W NMOPOX-
OaeT Bcerja o4HO M TO Xe 3HayeHue xalwa. OTOo NOo3BONSEeT Mo BTOPOW MONoBuHE
X3lla cpasy onpeaenuTb Naponu, KOTopble kKopoye 8 CUMBOIIOB.

Tak kak 06e YacTu napons o6paGaTbiBaloTca HE3AaBUCUMMO, NS Naponei ANMHON OT
8 [0 12 cMMBONOB BTOpasi YacTb MOXET ObiTb HaliieHa MakcuMym nepeGopom Bcex
NATUCUMBOMbHBIX KOMGUHALMIA, YTO He 3alMeT O4eHb MHOrO BpemeHu. VHoraa 3Ha-
HUE OKOHYaHMs Napons No3BonseT yraaTh BCe CMOBO.

Mepepn BbluMCEHNEM X3LLa Bce BykBbl MAPONs NEPEBOASTCS B 3arfnaBHble, YTO Npu-
MepHO B 9,4 pasa cokpallaeT KONMYeCcTBO BO3MOXHbLIX KOMBMHaLMIA (Mpy UCMornb30-
BaHuu Bcex cumsonoB ASCII).

OyHkumsa BblumcneHma xawa LANMAN He wcnonb3yeT noamewuunBaHue “"conu"
(salt) — cnyyaiiHOW HeceKpeTHOW BenuYuHbI, AenalroLlen 3HaYeHne Xalla yHUKanb-
HbIM AN KaX40ro nonb3oBaTens, Aaxe ecrnyu naponu coenagarT. OTa 0COOEeHHOCTb
no3BonsieT TpaTuTb Ha nNoadop napons ansa noboro yicna nonb3oBaTenen npakTn-
YeCKN OOUHAKOBOE BPEMS, T. K. HA KaX4oro AOMNOMHWUTENbHOrO nonb3oBaTens Oo-
DOaBnsieTcs NyWb ogHa onepaunsi CpaBHEHUS, KOTOpPas BbIMOMHAETCA B ThiCAYMN pas3
ObICTpee, YeM BblUMCIIEHME X3LLA.

Mocne Toro kak no xawy LANMAN nopgobpaH naponb, MOXHO 3a KOPOTKOE BpPEMS
nogobpatb 1 naponb NT, ecnu ero gnuHa He npesbiwaeT 14 cumBornos. Ha aT1o no-
TpebyeTca He Gonee 2™ Bapuauuin NponuCHbIX U CTPOYHbIX OYyKB, T. €. He Gonee
16 384 kKomMOMHaLUUNA.

O MuHUMH3UPOBATh BEPOSITHOCTH OIIMOOK TepBOro poma (0TKa3 B MOCTYIIE JIe-
TMTUMHOMY TIOJTh30BaTe/i0) M BTOPOTro poma (IIpedocTaBlIeHUe MOCTYIIA IMOJb-
30BaTeNo, He MMeIleMy Ha 3To Ipasa). [IpM MCIoab30BaHUU OMOMETPUKHI
UTST MACHTUGWKAINY W/WIH ayTeHTU(PUKAIINN OIIMOKNA TIepBOTO M BTOPOTO
pola UrparoT 3HAYUTENIBHYIO POJb, T. K. OMOMETpHMKA IpU OlEHKE CTeleHU
COBIAIICHNST M3MEPEeHHON OModM3NMIecKoil XapaKTepUCTUKU W paHee coxpa-
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HEHHOTO e¢ 3HAYCHWUsS OIMpaeTcs Ha cTaTHCTHYeckue Merombl. Ecmm mpu Ha-
CTpoliKe BeprdUKaTOpa OCIA0UTh TpeOOBAaHUS K TOYHOCTH COBIANCHWI, Hele-
raJJbHOMY TIOJIB30BATENIO OyIeT Jierde CydaifHO TPOHUKHYTH B cucTeMy. Eciam
Xe TpeOOBaHUS K TOYHOCTU COBITAICHUS TOBBICUTD, JIeTAIBHBIC IOTb30BaTEIN
JIOCTaTOYHO YacTo OYOyT IMOJydYaTh OTKAa3 B HOCTyIe. XOpOIIOo HACTpOeHHAsI
crcTeMa MIeHTU(UKAIIMK IO OTITeYaTKaM TaiblieB HEOOOCHOBAaHHO OTKAa3bIBa-
eT B JOCTyIle TIPUMEpPHO B OMHOM ciiydae M3 50 M oIIMOGOYHO MPOIyCcKaeT Of-
HOTO HeJleraJIbHOTO IOTb30BaTeNIsT N3 MUJUTHAPAA.

Mniocbl 1 MUHYCBI

6nomMeTpnYecKux cucteM ngeHTupuKaynmn

B kayecTBe LOCTOVMHCTB GMOMETPUYECKMX CUCTEM HasbiBaloT, Npexae BCero, To, YTo
TONbKO BUOMETpuKa ayTEHTUULMPYET MMEHHO YerloBeka, a He Naporb UMK YCTPoWi-
CTBO Bpoae cmapT-kapTbl. [py aTOM GMOMETPUYECKU NOEHTUMMKATOP HUYEro He
CTOUT MONb30BaTenN!o, U ero Hesb3s 3abbiTb, NOTEPATL UMK NepeaaTb APYroMy Nuuy.

I'IpaBp.a, camMmun 6v|omeTpv|quK|/|e CUCTEMbI MOKa A0BOJSIbHO Aoporn, U UX TOYHOCTb
MOXET 3aBUCETb OT I'ICI/IXOdJI/ISI/Il-IECKOFO COCTOAHNA YenoBeka (BJ'Ia)KHOCTb KOXWU, OX-
PUMLLNIA TONOC, HEYCTOWUMBLIN MOYEPK M3-3a TpaBMbl Pyku U T. 4.). Ho cywecteyeT
elle OAMH acnekT UCMONb30BaHNSA OMOMETPUKN, KOTOPbIN sABNSeTCst 0OpaTHOM CTO-
POHOI HEBO3MOXHOCTU MOTEPSATE OUOMETPUUECKMIA MAEHTUDUKATOP U O KOTOPOM
yacto 3abbiBaT. Ecnu ydyeTHas 3anucb HEKOTOPOro MONb3oBaTens okasanacb
CcKOMnpomeTupoBaHa (Hanpumep K Hel nogobpany naposnb), CMEHUTb Maponb WUnn
co3faTb HOBYIO YYETHYIO 3anucb He cocTaBuT Bonblioro Tpyaa. Ecnv xe no kakum-
TO MpUYMHAM OKasarcsi CKOMMPOMEeTMPOoBaH BromeTpuyeckuin naeHTudmkaTop (Ha-
NpUMeEp KTO-TO Hayuuncs noaAaenbiBaTh ronoc Uim oTrevaTku nanbues), y Bnagenb-
Lia 3Toro naeHTudmKaTopa HET HUKAKOW BO3SMOXHOCTM €r0 CMEHUTL.

BrvomeTpuka mMoxeT npuMeHaTbCs nNMbo ANA naeHTUrKauuM COBMELLEHHOW C ayTeH-
Tucukaumenn, nnbo Tonbko ANS ayTeHTudwukaumm. lNpu nepsom nogxoAde cHATas
BuomeTpnyeckumMn MeTogamMmn XapakTepucTvka CpaBHMBAETCHA C YYETHbIMU 3anucs-
MU BCEX MNornb3oBaTenen, 3aperncTpupoBaHHbIX B CUCTEME, U €CNN TOYHOCTb COBMa-
OEHUSA NPEeBbILLIAET YCTaHOBIEHHOE 3HAYeHWe, NoNnb3oBaTeNnb CYNTaeTCs naeHTMdu-
LMpOBaHHbIM 1 ayTeHTudunuMpoBaHHbIM. BTopon noaxon TpebyeT npesoctasneHns
naeHTndukaTopa (MMeHn nonb3oBaTens, NNacTMKOBOW KapTbl), a BuomeTpunyeckue
MEeTOAbl NULb NOATBEPXKAAIOT €ro ayTeHTUYHOCTb. JTOT CMocob XOTb U ABMAETCS
MeHee yAoOHbIM Ansl Nonb3oBaTeNnen, UMeeT HECKONBbKO NpenMyLLecTB. Bo-nepBbix,
TpebyeTCcsa CPaBHUTL CHATYIO XapaKTePUCTUKY TOMbKO C OAHUM COXPaHEHHbIM 3HaYe-
HVMeM, a He CO BCeMU. DTO MOXET OKasaTbCs OYeHb CyLLECTBEHHbIM, KOrAa 4MCro
3aperncTpupoBaHHbIX Mofb3oBaTenen nsmepsieTcs TbicAyamu. A BO-BTOPbIX, Mpw
Hanuunm TPagULMOHHOIO naeHTudunkaTopa ropasgo npole npecekatb MHOroKpar-
Hble MOMbITKM BXOAA B CUCTEMY HeneranbHOro nosib3oBaTens — AOCTaTOYHO BBECTU
OrpaHMyYeHne Ha MakcumanbHOe KONMYeCcTBO MOMbITOK BXO4a OAHOro nonb3oBaTens
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3a PMKCMPOBAHHLIN Nepuoa BpemeHun (Hanpumep 3 pasa B TeveHune 5 MuHyT). Ecnin
Xe SIBHO BbIpaXEHHbIN NAEHTUDUKATOP OTCYTCTBYET, MOXHO OrpaHuM4MBaTh TOMbKO
WHTEHCUBHOCTb MOMbITOK MAeHTUdMNKaUMN Ha OAHOM paboyeM MecTe, HO B HEKOTO-
pbIx cnyyasx (Hanpumep Ha NPoxoAHoN BoMbLUIOro 3aBoAa) 3To HeLlenecoobpasHo.

Ilpu pemennu Takux 3agad WHGOPMAIIMOHHON 0€30MacHOCTH, KaK YITOJHOMOYM-
BaHMe, KOHTPOJb JOCTyIa M obeclieueHne TpaBa COOCTBEHHOCTH, He TpeOyercs
yTO-MMOO0 3amminark. [lpaBa mocTyma K pasIuYHBIM OOBEKTAM OIPEHCIISTIOTCS
(opManbHBIMY TTpaBUJIAMU B COOTBETCTBUU C WCIOJIB3YeMOM MOIENbIO yIIpaBiie-
HUS JOCTYITOM.

CYLLICCTBYCT IB€ OCHOBHbIX MOICIN pa3rpaHUYCHUA OOCTYyIla: MaHAaTHad U JUC-
KpE€lMoHHasd.

Manoammnoe pasrpaHWUYeHNWe OOCTYIIA 3aKI0YaeTcsl B TOM, YTO KOMIThIOTepHEIE
pecypchl pasmesIsioTesT Ha TPYIIBI B COOTBETCTBUM C YPOBHIMU UX KOHMUIEHIIN-
anmpHOCTH. KaxmoMy pecypcy mpucBawBaeTcs KiaccHMbUKAIMOHHAS MeTKa, 3a-
Jaronas Ha3HAYeHHBI eMy ypoBeHb. [1oTHOMOYMS TTOTh30BaTeNsl 3a0aloTcI MaK-
CUMAaJILHBIM YPOBHEM KOH(DUACHIMATHLHOCTH WH(OPMAIUK, OOCTYII K KOTOPOW
eMy paspelieH. B cooTBeTCTBMM ¢ 3TUM paspeliaercst TOCTYH TOJBKO K JAaHHBIM,
YPOBEHBb CEKPETHOCTH KOTOPHIX He BHIIIIe YPOBHS IMOJTHOMOUMIA TTOH30BATES.

Juckpeyuonnoe yripaBIeHUE JIOCTYIIOM — 3TO METON OTPAaHWUYECHUS TOCTYIIa
K KOMITBIOTEPHBIM pecypcaM, OCHOBAHHBI Ha ydeTe IIpaB IOJB30BATENS WU
TPYIIITBI, B KOTOPYIO 3TOT MOJB30BaTeNlb BXOAWT. Mcronb3oBaHue TaHHOW MOmean
MTO3BOJISIET UISI KaXKIOTO TTONIB30BATENS VUIH JJIST KaKIOW TPYIIIBI IOJIb30BaTenei
SIBHO 3a7aTh ITOJITHOMOYHSI, YKa3aB CITMCOK pPecypcoB (JIOTMYECKHNE TWCKU, 3JIe-
MEHTHI (haiiJIoBOM CTPYKTYpPHI, TTOPTH BBOAA-BHIBOJA M T. I.), K KOTOPHIM paspe-
IIeH JOCTYII, @ TakKe IMpaBa JOCTyIa K oTUM pecypcaM. OOuH W3 BUIOB IOJTHO-
MOYMI1 IaeT TIOJb30BaTeNII0 BO3MOXHOCTBL TIepedarTh IIpaBa IOOCTyIa JIOOOMY
JIPYTOMY TTOJIB30BATEIIO MU TPYIITIE.

Cy1iecTByIOT M MHBIE BUABI pasrpaHUYeHUs] OOCTYIa, HE IMOMagaloline HU IOJ
MaHIATHYIO, HU TION IOWCKpelMoHHyl0 Monenb. Ho mompoGHoe paccMmoTpeHue
CHCTEM pa3TpaHUYEeHUS TOCTYIA BBIXOMUT 32 PAMKHU KHMTU.

3amaun cepTU(UKAIIMM B HACTOSIIEE BPEMsI BCTPEUAIOTCS TTOBCEMECTHO, W IS
pelIeHns 3TUX 3amad MCIONb3yeTcsl KpHNTorpadust ¢ OTKPHITHIM KimodoM. [lpwm
BBITa4Ye cepTU(HUKATa yIOCTOBEPSIONIAs CTOPOHA TapaHTUPYET, YTO COAEPKHUMOE
cepTudUKaTa ABIAETCS TOMTUHHBIM M MOXET OBITh MCITOJNB30BAHO TPH BBIMOJ-
HEHUU YCIIOBUSI TPaBWIBHOCTH cepTu(duKkara. Yame Bcero cepTUdUKATH BbIOA-
IOTCST HA OTKPBITHIE KJTIOYM U UCITOHSIEMEBIe (hailibl.

[Ipu ncnonb3oBaHUM KPUNTOTpaduu ¢ OTKPBITHIM KITIOYOM OOJIBIION TpobaeMoit
SIBIISIETCS] TOBepre K TMOMUIMHHOCTU OTKPBITOro Kifodya ampecara. CaM OTKPBITBIHA
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KJII0Y MOXET OBITh CO3MaH JIFOOBIM YeJTOBEKOM, M €CJIM OH IOJyYeH He M3 CTO-
MPOIIEHTHO 6€30MaCHOr0 UCTOYHMKA (HAampuMep JUYHO U3 PYK aapecara), Helb3sl
OBITH TTOJTHOCTBIO YBEpEHHBIM B TOM, UTO 3TO He TOIIETKA, BBITTOJHEHHAS IIPO-
TUBHUKOM. Kcronb3oBaHue cepTU(UKATOB OTKPBITHIX KIIOYEH IO3BOJISIET pe-
IIUTH 3Ty TpobieMy. JJocTaTouHO MMETh OOWH MJIUM HECKOJIbKO TaK HA3bIBAeMBIX
KOpHegblx cepmu@uxamos — cepTUDUKATOB OTKPBITHIX KIIOYel, MpUHaLIe)auX
6a30BBIM YIOCTOBEPSIONINM IIEHTPaM ¥ TOITMHHOCTh KOTOPBIX MOXET OBITh IPO-
BepeHa MHOXecTBOM crocoboB. KopHeBoil cepTuduKaT MOXET OBbITb MCIONb30-
BaH JIs YOOCTOBEPEHUS! MOMIMHHOCTU JPYroro OTKPHITOrO KJO4a, OOBepue
K KOTOpOMY OyIeT OCHOBBIBATbCSI HAa JOBEpUM K 0A30BOMY YIOCTOBEPSIOILIEMY
IIEHTPY, a He K WCTOYHMKY MojydeHusT kmoda. Ceprudukanms TakKe MOXKET
OBITH BBITIOJTHEHA IIETIOYKOM YIOCTOBEPSIOUINX LIEHTPOB, YTO HE CHIDKAET MOBE-
pUsT K cepTUPULIUPYEMOMY OTKPBITOMY KITFOUY, €CJIV, KOHEYHO, HH OIWH U3 IIeH-
TPOB cepTU(UKALNU, YIACTBOBABIINX B IIETIOUKE, HE ObLT CKOMIIPOMETHUPOBAH.

Ceprudukauusi UCHOIHIEMBIX (haiIOB MO3BOJSIET IMOATBEPAUTh, YTO (aill ObLI
co3laH MMEHHO pa3paboTUYMKOM, KOTOPOMY MPWHAMIEKHUT CEepTUDOUIIVPYIONINIA
KITI04Y. DTO SIBIIsSIeTCs] CBOeOOpa3Hoi rapaHTHeil 6€301TacHOCTHU: €CIIU TIPU MUCIIONb-
30BAHUU CePTUDUIIMPOBAHHOIO MCIONHIeMOro daiiga BO3HMKAIOT IMPOOIeMbl,
BCeraa MOXHO HaMTH, K KOMY OOpallaThCcs ¢ BOIpocaM. A B HEKOTOPHIX CIIydastx
paspelieHo UCIMOJb30BAaHUE WCKIIOYUTENbHO CepTUMUIIMPOBAHHBIX MOIYJE.
Tak, Hampumep, awboil kpunromnposaiigep (Cryptographic Service Provider,
CSP — mopayib, oTBevamwllnii 3a MOAAEPKKY KpUNTorpachuiecKux (pyHKIUNA ye-
pe3 cTaHOApTHHIN TPOTPaMMHBIN WHTepdelic), MCIONb3yeMblii B COBPEMEHHBIX
Bepcusix Windows, mojkeH ObITh MpeaBapUTEIbHO cepTUGMUIIMPOBAH KOMITAHUEN
Microsoft.

Knioun RSA B 6ubnnoreke ADVAPI32.DLL

B sHBape 2003 roga B koHdepeHuun fido7.ru.crypt nosBunock coobuieHne, Ka-
carouieecs npoueaypbl nognucanuns kpuntonposangepos B Windows. B coobueHnn
yTBEPXKOANoCb, YTO OTCYTCTBUE XEernaHus Kaxabll pa3 obpawateca B Microsoft
M TpaTUTb HECKOMbKO AHEN Ha nognucaHue paspabaTbiBaemMoro Moayns NOATONKHY-
no Kk noucky 6onee adhpeKTMBHOrO pelueHns. 3TO peLlueHne 3akn4anochb B gakTo-
pusaumm (pasnoXeHun Ha MpoCcTble COMHOXWTENu) moayns 512-6utoBoro kniwoya
RSA, wncnonb3yemoro npu npoBepke NOAMMCM W XpaHswerocs B Oubnunoteke
ADVAPI32.DLL. Mo yTBepxaeHuto aBTopa cooblieHns ansa dakropusaumm notpe-
©oBanock 4yTb 6onblue ABYX MecsUeB. BbluMcneHns BbINOMHANUCH Ha Knactepe 13
10 mawwmH c¢ npoueccopamu Pentium-Ill, pabotalowmmm Ha vactotax ot 500 Ao
1200 MINy. OgHako CTpOrnx AoKasaTeNbCTB BbIMOSTHEHHON haKTopusaumm, Noxoxe,
onybnnkoBaHo He 6bino.

Ha camom pene, B 6ubnuoteke ADVAPI32.DLL onepaLluoHHbIX cUCTEM ceMelcTBa
NT (Windows NT, 2000 n XP) HaxoauTcsa He oauH, a uenbix Tpu RSA-kntova, 3amac-
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KMPOBaHHbIX OAMHAKOBbLIM 06pa3oM. [1Ba M3 HuUX umetoT anuHy 1024 6uta, a oguH
AencTeuTensHo 512 6ur.

KctaTtn, B 1999 rogy oauH us paspabotymkoB komnaHum Cryptonym, aHanusupys oT-
nagouHyo uHgopmauuo n3 Service Pack 5 ana Microsoft Windows NT 4, o6Hapy-
XWUN CUMBOIbHblE MeTKU Ans AByx kntoven. OaHa u3 mMeTok HasbiBanacb "KEY",
a ppyragd — "NSAKEY", 4To HeaBYCMbICNIEHHO AaeT MOHATb, KTO sIBNSETCS Bna-
JenbLemM BTOPOro Knoya.

IMoamuck, Kak M cepTudUKAILNS, peaTn3yeTcs CpeAcTBaMKu KpHUITOrpaduu ¢ oT-
KPBITBIM KI104oM. OOBIYHO TONMMCAHUIO TOABEPTAIOTCS TOKYMEHTHI, HO TTONIM-
CHIBaTh MOXHO YTO YTOAHO, B TOM YWCIIe WM WCIONHSIeMBle (aiiibl. OTIndre oT
cepTudUKalUKA 30eCh B TOM, YTO TPU TOANKMCH TOATBEPXKIEHUE TMOITUHHOCTU
GepeT Ha cebsT caM aBTOp, a MpH cepTUGUKAIUKA TapaHTUU U OTBETCTBEHHOCTH
JIOXXAaTCs Ha TIeYr Oojiee BHICOKON MHCTAHIIMM.

MNMognuncaHune Mopynei pacwnpeHns

Ana nporpamm cemevictea Adobe Acrobat

Mporpammbl cemenctea Adobe Acrobat meroT BO3MOXHOCTbL NoAkmo4aTe MOAYMM
pacwmpeHns (plug-ins), npegHasHavyeHHble Ana yBenuyeHus (YHKLMOHANbHOCTH.
YT0o6bl MOAYNb paclumpeHuss mor ObiTb 3arpyxeH B nporpammy Adobe Acrobat
Reader, oH gomxeH ObITb nognucaH pa3paboTynkoMm. A B HEKOTOPLIX pPexXunmax, Co-
npsbkeHHbIX ¢ nogaepxkon DRM (Digital Rights Management, ynpasnexue undpo-
BbIMW NpaBamMu), paspeluaeTcs 3arpyska TOMbKO MOAynen, cepTUnLMPOBaHHBLIX 1
nognucaHHbIX komnaHuen Adobe.

OpHako uccrnegoBartensamu koMmnanun ElcomSoft Gbino yctaHoBneHo, 4To npu npo-
Bepke cepTudukaTa Moaynsi pacLUMPEHUs y4acTBYIOT TONbKO HEKOTOpbIe MOoSs 3aro-
noBKka MEepPeHOCMMOro WCMonHAeMoro d¢aina, 4Yto AaeT BO3MOXHOCTb BHOCUTb
B haiin M3MEHEeHUs, He HapyluawLme LEeNOCTHOCTb cepTudukaTa. To NPUBOAUT
K BO3MOXHOCTU KOPPEKLMW WCTONHSAEMOro koja Takum obpasom, 4ToObl MoZynb
pacLUMpeHns Ha4yan BbINOMHATL NioGble AeNCTBUA, BKNoUYas onacHble.

OnucaHue pgaHHon ysaAsBumocTu 6bino onybnmkoBaHo CERT (Computer Emergency
Response Team, 6puraga HeOTNOXHOW KOMNbIOTEPHON NomoLum), n Adobe obewana
yCTpaHuTb AedekT B eLle He Bbileglen Ha ToT MOMeHT Bepcuu Acrobat Reader 6.
Ho Acrobat Reader 6 yxe Bbiwen, n oH NpogosmkaeT 3arpyatb MOAYNM pacluupe-
HWSA, NoANucaHHble pa3paboTyMkamy CTapbiM yS3BUMbIM COCOBOM.

Pemenue takmx 3a1a4, KaK HEOTKAa3yEeMOCTb, paCIIiCKa B IIOJIYYCHHUHN, CBUICTCIIb-
CTBOBAHUE U JATUPOBAHME, TECHO CBA3aHO C PCUICHUEM 3aaay CCpTI/I(l)I/IKaL[I/II/I "
MOAMNKUCH U TOXe 00eCIeYnBaETCs METOIAMU aCI/IMMeTpI/I‘{HOfI KpI/IHTOI‘pa(bI/II/I.
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AHHYJIMPOBaHKE 3aKJII0YACTCS B OOHOBIEHMHM CITMCKOB OTO3BAHHBIX cepTUdUKA-
toB (Certificate Revocation List, CRL) u cnuckoB OTMEHBI YAOCTOBEPSIIOIIUX
neHTpoB (Authority Revocation List, ARL). CaMbIM CJIOXHBIM 31eCh SIBISIETCS
HEOOXOIMMOCTb OOECIeUUTh PETYJISIPHYI0O U CBOEBPEMEHHYIO JOCTABKY CIMCKOB
OTMEHBI JI0 TOTO, KAK CKOMIIPOMETHPOBAHHBIN KITI0Y OyIeT MPUMEHEH CO 3JIBIM
YMBICJIOM.

Komnpomerayunsa ceptrucpukaroB Microsoft Corporation

30 n 31 sHBaps 2001 roga yAoCTOBEPSIIOLLMIA LIeHTp KomnaHum VeriSign Bbigan asa
undpoBbIX cepTudukata nuuy, Bbiaaswemy cebss nytem obmaHa 3a paboTHuka
koMmnaHuu Microsoft. 3T cepTudmkaTtsl MOryT ObITb MCMONB30BaHbI AN NOANMCaHNSA
komnoHeHToB ActiveX, makpocoB Microsoft Office n gpyrux ncnonHsembix Mmogynen.
VeriSign po6aBun atn ceptudmkaTbl B CBOW CMUCOK OTO3BaHHbIX CepTudMKaToB
cpasy xe nocne obHapyxeHusi obmaHa. Ho cepTudukaTtsl, Bbinyckaemble VeriSign
ONs noAnvMcaHnst UCTIOMHSAEMOro KoAa, He cofepXaT ykasaHuWsl Ha LEeHTp pacnpo-
ctpaHeHus cnuckoB oTmeHbl (CRL Distribution Point, CDP). 13-3a aToro nporpamm-
Hoe obecneyeHne Windows He cnocoGHO aBTOMaTUYECKM MONy4MTb MHOopMaLMIO
0 TOM, 4YTO cepTudumkaTt Obin 0To3BaH, noka Microsoft BbInycTuT, a nonb3oBaTtens He
YCTaHOBUT COOTBETCTBYIOLLIEE UCMPaBMEHME.

Hnst obecrneyeHUss aHOHMMHOCTU pa3paboTaHbl CleliMalbHble KpumnTorpadpuye-
cKue MpoTokojbl. OHU TO3BOJISIIOT BBIMOJHATH TaKWe OMNepaluu, Kak TaiHoe
KOMITbIOTEPU3UPOBAHHOE TOJIOCOBAHME M AaHOHMMHbBIE HE OTCJIeXUBaeMble NeHbIU
JUISI OTLIAThI TOBAPOB M yCIyT uepe3 MHTepHeT.



Nnasa 3

Korga 3awuTbl o
CNMULLUKOM MHOTIO

OnnH W3 BaXHBIX BOIMPOCOB, HYXIAIOIIUXCI B PACCMOTPEHUM, 3aKITIOYAETCST
B TOM, CTOWT JIM YCWJINBATh 3aIlIUTY, €CJIW IUIS 3TOTO e€CTh XOTh KaKas-TO BO3-
MOXHOCTb, WJIM MOXET BO3HHUKHYTHb CHUTyallls, B KOTOPOI YCUJIEHWE 3alUTHI
MOlIeT He Ha TONIb3Y, a BO Bpen?

o oTBeTa Ha 3TOT BOMPOC CTOUT OTMETUTD, YTO CYIIECTBYIOT ABE MPWHIUITHATb-
HO pPa3HBIX KaTeTOpHM ITPOMYKTOB, MCIOJB3YIOIINX CPEACTBA 3alIUTHl WHMOpMaA-
nun. K rmepBoil KaTeropmu OTHOCATCS TaKWe MPOMYKTHI, IUISI KOTOPHIX obecrieye-
HHe WHGOPMAITMOHHON Oe30IMacHOCTH — TiepBoodepenHas 3amaya. Bo BTopyio
KaTeTropuIio TOMANAoT MPUKIATHBIE TPOAYKTH M3 JIOOBIX IPYTHUX, IBHO HE CBS-
3aHHBIX C obecredeHneM 0e30IMacHOCTH 00JacTeil, HO 10 TeM WJIM WHBIM TPUIH-
HaM HYXIAIOIIWecs B CPEACTBAX 3alUTHI.

Ilpu paspaboTke pelieHuid, OTHOCSIIUMXCS K IepBOH KaTeropuu, Bce MOJKHO
ObITh HAlleJIeHO MMEHHO Ha obecreyeHue MaKCMMaTbHON CTeNeHM 3alllUThl,
MycTh JaXe B YyIIepO OpyruM XapakTepucTukaM. Takue mapameTphl, Kak yaIoOCTBO
WICTIOIb30BAaHMS M OBICTPOACICTBUE, SBIASIOTCS HECYIIECTBEHHBIMHU, eCclv 3amaya
obecriedyeHrsT OE30MMaCHOCTM HE pellleHa TMOJHOCTBI0O M TpocTopa sl KOMIIPO-
MHCCOB 371ech HeT. HeHamexxHoe ¢ TOUKM 3peHMsl 0e30IacHOCTH pellleHhe He
JIOJKHO MCITOJIb30BaThes, Aaxe eciau oHo B 10 pa3 ynooHee u B 100 pa3 GbicTpee,
yeM J100ast TOCTyImHas albTepHATHBA.

C mpoaykTamMu, OTHOCSIIUMHUCS KO BTOPOW KaTeropuu, Bce obcTouT mHaue. s
HUX obecreyeHUe Oe30MacHOCTU He sIBJIsieTcsl OCHOBHOW 3amaueii. Hampumep,
Microsoft Word moaaepxuBaeT Bo3MOXHOCTh LIM(PPOBAHUSI JOKYMEHTOB, HO MPU
atoM Word — TeKCTOBBI pemakTop, a He CPEeICTBO UTS 3alIUThI (ailioB ¢ TOo-
Molblo Kpunrorpagpuu. IToaToMy K Hemy MNpeabsBISIOTCSI UHbIE TPeOOBAHUS,
yeM K crcTeMaM obecTiedeHUsT 6e30IMacHOCTH.

IIpexne Bcero, obecreyeHUe 3aAIIUTHI HE MOJDKHO CO3/IaBaTh 3HAUYMTEIBHBIX HE-
ymooctB. Ecniu Ha nBepb KBapTUPHI YCTAaHOBUTH 12 3aMKOB, 3JIOYMBIIIJIEHHUKY,
HaBepHOe, OymeT TpyaHee IMPOHUKHYTh BHYTpb. OMHAKO YETOBEKY, XUBYIIEMY
B BTOW KBapTHUpe, MPUIETCS CIUIIKOM MHOTO BpPEeMEHM TpaTUThb Ha OTIMHUpAHUE
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U 3aliMpaHue BCeX 3aMKOB, YTO C OONBIINON BEPOSITHOCTHIO TIPUBEAET K HEIOBOJIb-
CTBY CYIIECTBYIOIINM TTOJIOXKEHNEM BeIlei.

Kpome Toro, B mpoiiecce aKcriayaTaluy U3AEIUsT MOTYT Cy4aTbcsl HEMpeaBUaeH-
Hble WIM He3alJaHUpoBaHHbIE cOou. JI1000il 3aMOK B KaKOW-TO MOMEHT MOXKET
nepectatb paborath. IIpMUMHBI MOIYT OBITH COBEPIIEHHO pa3Hblie: 3aBOACKOMN
Opak, OTCYTCTBME CMa3KM WJIU pXKaBUMHA, CTOUMBILMICS WIM MOTHYTBIA KITIOY U
JaXe TPOCTO TMPOXONSAIIMI MHUMO IIKOJbHUK, pamyd pasBiedyeHUs 3acyHyBIIMI
CIIMYKY B MexaHU3M 3amKa. Ho pesynbrar OymeT omMH — 3aMOK He yaacTcs oTre-
peTh, U YeJIOBEK HE CMOXET IOINAacTh B CBOIO KBAapTHUPY, XOTS MMEET Ha 3TO Toj-
HOE€ MpaBo W Jaxe He Tepsul KiIouu. MHTYUTHBHO MOHSATHO, YTO 4eM OoJblie
3aMKOB (WJIM YpOBHEN 3aIlMThI) MCIOAb3YyeTCs, TeM OOJbIlIe BEpOSTHOCTh OTKAa3a
XOTs1 Obl omHOro M3 HUX. Ho oTkaza moboro saeMeHTa CUCTeMBI ITOCTATOYHO,
YTOOBI BCS cHcTeMa Tepectana (GpyHKIIMOHUPOBATD.

Eme oguH acnekt — addekT "ciaboro 3BeHa". OOIIas creneHb 3allUIIEHHOCTH
CHUCTEMBI OIpEeIeNsIeTcs] YpOBHEM 0€30IMaCHOCTHU, KOTOPBI obecreyrBaeT caMblil
c1a0bIii y3e1 3al[UThl. MOXHO YCTAHABIMBATH CKOJIBKO YTOTHO JOIMOJHUTETBHBIX
3aMKOB B JIEPEBSIHHYIO IBEPb, HO CTENEHb 3alUTHl BCe PaBHO OYIET ONpEeaeIsATh-
cs1 IPOYHOCTHIO IBEPU — CAMOTO CJIab0Oro 3jeMeHTA.

3aMKu Bcero JIMIIb IMpUMep M3 pearbHoro mupa. Ho mpocTtpaHcTBo mHboOpMaIm-
OHHBIX TEXHOJIOTHI TOMYMHSETCS TeM X€ CAaMbIM MPUHIIUIIAM, U HAWTH CXOXUeE
MIPUMEPBI COBCEM HECJIOKHO.

3.1. Heygo6cTBa ang nonb3oBaTens

OnvH U3 pacnpoCTPAHEHHBIX CIOCOOOB 3AIUUTHI IIPOrPAMM OT HECAHKLMOHUPO-
BaHHOTO KOIMHMPOBAaHMS (TUPAKUPOBAHUS) CBSI3aH C HMCIOJB30BAHMEM perucrpa-
LIMOHHOTO KONA, KOTOPBIA ITOJIB30BATEIb MOJKEH BBECTM B OKHE pErucTpaluu
IUTST TIONTyYeHUsT paboTOCIIOCOOHOM BepCcHUM MpOrpaMMbl. PerncTpalimoHHbIN KO,
KaK TIPAaBUJIO, BBIYMCISIETCS aBTOpPOM (BIAmesIblieM IpaB) WM PacIpoOCTpaHUTE-
neM (TPOJaBIIOM) TPOTPaMMHOTO TPONYKTAa HA OCHOBAHUU TIPEHOCTABIEHHOMN
nmosib3oBareeM WHdopManmu (HampuMep ero MMEeHW M Ha3BaHMS KOMITaHWH,
B KOTOpoil OH paboraer). Ilpomenypa BBIYMCICHUS MOXKET OBITb OCHOBaHAa Ha
HEKOTOPOM CEKPETHOM aJITrOpUTMeE, pa3paboTaHHOM aBTOPOM, WJIM HAa KPHUIITO-
rpadum ¢ OTKPHITHIM KITI0YoM. B 0bomx ciydasx B Imporpamme TOJDKEH IPUCYTCT-
BOBaTh OOPATHBIN AJITOPUTM, TTO3BOJISIOIINI MPOBEPUTDH MPABUIILHOCTh PETHCTPa-
mroHHoro Koma. Ho B cimyyae mpuMeHeHUsT KpUNITOrpadu ¢ OTKPBITHIM KITIOUOM,
3HAsT AJITOPUTM TPOBEPKU, MATEMATHUYECKN CIOXHO TIOJTHOCTBIO BOCCO3MATh ajIro-
PUTM BBIYUCIICHUS PETUCTPALIMOHHOTO Koma. A TIpM HCIIOJB30BAHUU CEKPETHOTO
aJITOpMUTMA Yallle BCero obOpallleHhe aJITOpHUTMa IPOBEPKH IOCHE €ro M3BIeYCHUS
M3 TPOTPaMMBI He SIBJISIETCS] MaTeMaTUIeCKH CIIOXKHOM 3amaveid.
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I[J'IH obecreyeHnsI 3agaHHOIO YPOBHA CTOMKOCTH HEOOXOIMMO HCIIOJIb30BaTh
KJIIOYM HE KOpode OHpeZ[eIICHHOfI nauHbl. Ho mcnonb3oBaHue AMMHHBIX KITIOUEi
MOXET co3aaBaTb HCYZ[O6CTB8. IIOJIB30BATECIIO.

HAnunHHble perucTpaynoHHble Klo4n

B cnyyae npumeHeHus kpuntorpadum C OTKPbLITLIM KIOYOM CyLLECTBYET MUHMMArb-
Hbll pasmep 6roka, KOTOPbIA MOfy4YaeTca B pesynbTaTe BblYMCMEHUS 3Ha4YeHus
kpuntorpaduyeckon cyHkumn. [Ona anroputma RSA-1024 (c knoyoMm AnMHON
1024 6uta) pasmep 3sawmcpoBaHHoro 6noka coctaengaet Takke 1024 6uta wnnm
128 6anT. Tak Kak c knasuaTypbl, B obLiem crnyvyae, MOXHO BBECTU HE BCEBO3MOX-
Hble CUMBOfbI, TO ABOWYHbIE AaHHble, MOMyYeHHble B pesynbTaTe LMdpoBaHus,
npeobpasyloT B TEKCT, Hanpumep ¢ nomollbio anroputMa MIMEG4. MNpn aToM Kax-
Able 6 BxogHbIX 6uT npeobpasytotcsa B 8, T. e. pa3mep 6rnoka AaHHbIX yBENUMYnBaeT-
Csl Ha OZHy TpeTb n npeBpallaetca u3 128 B 171 cumeon. [axe ecnu MakCumarnbHO
ucnone3oBaTte Bce 95 cumeonoB ASCIl, BBoguMbIX CO CTaHAAPTHOW KrNaBuaTypbl,
NPON3BOMbHOE ABOUYHOE CcooOLWleHne anuHon 128 Gant ypactcs 3akoaupoBaTtb
Toneko B 156 cumBonos.

Takum obpasom, nonb3oBaTtenb, He MMelLWMA JgocTyna Kk VMIHTepHeTy, MOXeT oka-
3aTbCs nepen HeobXo0AMMOCTbIO BBECTU C KNaBuaTypbl NPUCNaHHYyl0 eMy no dakcy
unn BymaxHon noyTow CTpPoKy AnuHon 6onee 150 cumsonos. Bonee Toro, ctpoka
OyaeT cocToATb He M3 NPOCTbIX ANA BOCMPUSATAA CrOB, a U3 6eCCMbICIEHHON cMecu
BCEBO3MOXHbIX NMeYaTHbIX 3HAKOB, B KOTOPbIX O4YEHb Nerko owmbnuTecs. A ecnv nosnb-
30BaTernb, HaxoAsALWMNCA BAanyM oT hakCUMUIbLHOro annapara, 3axo4eT, YTobbl emy
NPOAVKTOBaNN €ro perncTpauuoHHbIi kKoh no TenedoHy? Bpsag nu yenosek, npo-
Lweawmnn Yepes noaobHylo npoueaypy, nopekoMeHayeT Komy-Hubyab 13 cBoux Apy-
3eli Np1oBpecTn NULIEH3NIO Ha Takyto Nporpammy.

3.2. CHNXXeHune npon3BoanTeNIbHOCTH

[Mpon3BoaNTENEHOCTL (CKOPOCTh BBITTOTHEHHUSI) TOXe MOBOJBLHO YacTO CTpamaer,
€CJIM 3alllMIIaeMasl IporpaMma 3J0yHnoTpedsseT GyHKIIMIMHI 3aITUTHL.

YpeamepHoe noTpebseHne npoLeccopHOro BpeMeH#!

B oaHon n3 nporpamm, urpatowwmx B Gomoku (no-gpyromy TicTacToe — KpecTuku-
HONMWKN Ha BonblIOM none), ANs 3aWwnTbl OT UCCNEA0BaHUS NPUMEHSNCA crieayto-
wmin nogxogd. MNporpamma Gbina ynakoBaHa v 3awwmdpoBaHa, 1 npu 3arpyske B na-
MSATb cama cebs paclumdpoBbiBana u nogrotaesnueana k pabote. Mpu aTom BMecTo
NpsMbIX BbI30BOB DyHKUMIA M3 6ubnuotek Windows, Takmx kak kernel32.dll, us-
er32.dll unu gdi32.dll, BeinonHsnuch BbI3oBbI HebomnbLIMX Npoueayp. Kaxaas ns atux
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npoueayp BblYMCNANA KOHTPOMbHYIO CyMMY OMNpeAerieHHoro parMeHTa nporpaMmei
B NaMsTV U HA OCHOBaHUM MOMyYEHHOro 3HAYeHUs BbluMCnANa afpec GuGnMoTeyHow
dyHKLMM, KOTOpOK HeoBXoauMO nepeaaTsb ynpasneHnue. Ecnu B nporpamme npowuc-
XOAUNU Marneiilune USMEHEHWS, Hanpyumep B OTNaAyvke 3ajlaBanach TOYka OCTaHo-
Ba NyTeM U3MEHeHUsi ogHoro GainTa, KOHTPONbHasi CyMMa OKasblBanach WHOW U ne-
pexoZ OCyLLECTBMSAMNCS N0 HEBEPHOMY afpecy.

OpfHOKpaTHOE BbINOSIHEHWE MoAcYeTa KOHTPONMbHOM CyMMbl HE 3aHUMAaeT CIMLUKOM
MHOro BpemeHu. OfHaKo npu oTOOpaXXeHUn 3NIeMEHTOB UHTepdeiica 0GbIYHO BbI3bI-
BaeTCs MHOro GMONMoTeYHbIX yHKUMIA noapsig. Bce aTo mpuBoammno kK Tomy, 4To
nporpamMmMa BblBOAMNA AaHHble HA 3KpaH C BUAMMbLIMW HEBOOPYXXEHHbIM rMasoM 3a-
AepxKamu.

CTouT OTMETUTL, YTO anropuTM MpocYeTa ONTUMANbLHOro XoAa B urpe He Tpebyet
obpaweHus k Win32 API, a 3HaunT, NpUMEHEHNE TakoW 3almuTbl HE CKasblBAeTCs Ha
BpeMeHn, HeobxoaMMOM KOMMbIOTEPY ANS BblibOpa nyywiero BapnaHta. B npotnsHom
crnyyae nporpaMmon ¢ nogo6bHoM 3awmTomn 6biro 6bl HEBO3MOXKHO MONb30BATbLCS.

Takxe 3amepXKu B Ipoliecce BBIMOJTHEHMS] YacTO CBOWMCTBEHHBI CHUCTeMaM, HC-
MTOJIB3YIOLIMM aIlllapaTHbIe KITIOYM U 3alIUTHI OT HECAHKIIMOHWPOBAHHOTO TH-
paxupoBaHus. Jleso B TOM, 4TO pa3spabOTUYMKM KIIOUYEH 3aLIUThI JIIOOST BBOAUTH
3aIepXKKy B almapaTHyIO 4acTb KJloya JUisl TOro, YTOObl CHU3UTh CKOPOCTh U 3(-
(exTuBHOCTH aTaku MeTofoM mepebopa. Takke pa3pabOTYMKU pPEKOMEHAYIOT
BBIMOJIHSTh CllydaiiHble, (DUKTUBHbIE OOpallleHUsl K KJIOUy ¢ LeJbl0 3aTpYAHUTD
MOCTPOEHNE KOMITAKTHON TAOJMIIBI IS SMYJISILUKM OTBeToB Kimtovya. Eciu mpo-
rpaMma Mpu MpoBepKe KOPPEKTHOCTU 3ALLMUTHI JejaeT OOJbLIOe YKUCIO MOCIeno-
BaTeJIbHBIX OOpallleHWil K KoYy, CyMMapHOe BpeMs 3alepXKH OKa3bIBaeTcs
BechbMa OILIYTUMBIM, U B HEKOTOPBIX "0Cc000 BbIIAOIIMXCS" MporpaMmax Mojb30-
BaTells 3aCTaBJISIOT XIaTh HECKOJBKO CEKYHI, IOKa He 3aBepIlarcsl BCe 3alpoChl
K kitouy. Eciu xe ucrnosb3yeTcsl K04, YCTAHOBJEHHBIA He Ha JIOKaJIbHOM KOM-
MploTEpe, a THe-TO B CETH, KO BPEMEHM OXHMIAHMS OTBEeTa OT KIfoya Io0aBisIeTcs
BpeMsI, 3aTpauMBaeMoe Ha IMOMCK cepBepa, OOCIyXXMBAWOIIEro K4, U OOMeH
¢ HUM 3ampocaMud U orBeTamu. K cyacTbio, OONbIIOE KOMMYECTBO oOpalleHui
K KJII0Uy OOBIYHO BBIMOJIHSIETCS TOJIBKO TMpPHU 3amycke MporpamMMmbl, a B Ipolecce
paboThl MPOU3BOASITCS TOJIBKO OTIEIbHbIE 0OpallleHusl, HO JAaXe eAMHUYHOEe JJIU-
TeJbHOE OXUAAHUE MPHU 3aIlycKe MPOorpaMMbl SIBHO He JOCTaBJsIeT MOJb30BaTENI0
0co00I1 pamocTH.

3.3. C6ou B cucteme 3awymTbl

VBenuueHue CIOKHOCTH 3alIMTHOTO MEXaHM3Ma, BO3MOXKHO, CIIOCOOHO ITOBBICUTD
YPOBE€HDb 3alIMIIEHHOCTH W CHU3UTHb BEPOATHOCTb HECAHKIMOHHWPOBAHHOI'O JOC-
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Tyla 10 TpeHeOpeXrMo Majloil BeMmduHBL. Ho Tpm 3TOM pe3ko Bo3pacTeT Bepo-
SITHOCTb OTKa3a B JAOCTYIIE JIETUTUMHOMY IOJIb30BATENIO.

B UntepHere B dopyMax, MOCBIIIEHHBIX 3allMTe MHOOPMALMU, NHOTAA MOSIBIISI-
IOTCST JIIOAM, CYMTAMOIINE, YTO UM YHAIOCh MPUAYMAaTh HOBBIN, OYeHb XOPOIIWIA
croco0 3alUThl OT HECAHKIIMOHUPOBAHHOIO PACIIPOCTPAHEHMSI M MCIIOJb30BAHUS
MMPOTPAMMHBIX TPOAYKTOB. ['pybo METOm OIMMCHIBACTCA TMPUMEPHO CIECAYIOIINMU
e CTBUSIMU:

O mpu ycTaHOBKE MporpaMMbl HEoOXOOMMO coOpaTh KakK MOXHO OoJibllie WH-
dopmanun o cpene GyHKIMOHMpPOBAaHMS (MOIENb M YacToTa IIpolieccopa,
VMsI TIPOM3BOAMTENSI MaTEPUHCKOM TIIAThl, CEPUAHBI HOMEp XKeCTKOro aucKa
UT. 1.);

O B pasnuuHble obnactu daitnoBoit cucteMbl (INI-¢aitnbl, karagor Windows,
clyvyailHO BbIOpaHHbBIE KaTajJord Ha JAUCKE) U CUCTeMHbIe 00JacTU Olepalu-
OHHOI1 cuctembl (peectp Windows) 3aHOCSTCSI 3aIUCU-METKM, TMO3BOJISIIOLINE
KOHTPOJIMPOBaTh HEU3MEHHOCTb cpelbl (PYHKIIMOHMPOBAHUSI U 1IEJIOCTHOCTD
JIPYTUX METOK;

O mpu KaxmoM 3amycKe IporpaMMbl BCTPOCHHAs CHCTeMa 3alllUTHl ITPOM3BOJIb-
HBIM 00pa3oM BBHIOMpAEeT aITOPUTM IPOBEPKM KOPPEKTHOCTU OTHOW WJIH
HECKOJIBKUX METOK, T. €. IPOBEpsIeTCSI IEeTOCTHOCTh METKH M COOTBETCTBHUE
TEKYIINX ITapaMeTpoB cpeabl (GYHKIMOHMPOBAHMS COXPAaHEHHBIM B MeETKE
3HAYCHUSIM;

O ecnu OTKJIOHEHME OT Maeana (COCTOSIHUSI, B KOTOPOM ObLIa cucTeMa cpasy Io-
cJie YCTaHOBKM) TPEBBIIIAeT HEKOTOPBIM MTOMYCTUMBIN Tpenes, TO BKIIoYaeTcs
oTBeTHast (pyHKUMs 3amuThl. [IpuyeM coBeplilieHO He 00s13aTeNbHO MOJIb30Ba-
TeNo OyIeT COOOIIEHO O HApYIIEHWH 3allMThl — IMPOTrpaMMa MOXET Ka3aThCs
BIIOJTHE PabOTOCIIOCOOHOM, HO HEKOTOphIE OIepaluyu OyayT BBIOJHITHCS
HeamekBaTHO, HAaMpUMep Ha 3KpaHe OymaeT BBIBOOUTHLCS HE BCe, UTO MOJIKHO,
a MpHU TeYaT Hao0OPOT MOABITCS JTULTHUE OOBEKTHI.

Bce atn MEPBI MPpUHUMAIOTCA OJI TOTO, YTOOBI MAaKCUMAaJIBHO YCIIOXKHUTDL ITOTEH-
HHUaJbHOMY B3JIOMIIUKY XKMW3Hb. Oco0o0li M3IOMMHKOM CUMTAeTCS TOCJICAHAA
YacThb. BGI[I) BITIOJIHE JIOTMYHO, YTO B3JIOMAHHAasd IIporpamMma HE obs13aHa p3.6OTaTI)
IpaBUJIbHO.

ITo OonblIOMY cyeTy, Ha CXOXUX MPUHUMUIAX PAOOTAET MOYTHU J00ask 3aliuTa OT
HECaHKLIMOHUPOBAHHOTO TUPAXUPOBAHUSI, UCTIOb3YIOIIAS MPUBSI3KY K KOMIIbIO-
Tepy. Bcs pasHHMIIA TOJTBKO B KOJIMYECTBE MPUMEHEHHBIX NMPUEMOB, 3aTPYIHSIO-
IIMX JEaKTUBALIMIO 3ALIUTHBIX MEXaHU3MOB.

JloxHoe cpabarbiBaHne 3aLynTbl

COBpeMeHHbIe BbIHNCNUTENbHbIE CUCTEMbI CTalniM HACTOJIbKO CIIOXHbl U pa3H006-
Pas3Hbl, YTO rapaHTMpoBaThb 06€e30LMBOYHOCTb BbIMOMHEHNSI B HUX AaXe caMmbiX npo-
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CTbIX NpOrpaMM HEBO3MOXHO. OCHOBbIBAsICb HA 3TOM YTBEPXAEHUN MOXHO Npezno-
NOXUTb, YTO MPU BbINONHEHUM NOOOK NporpamMmbl paHo UMW MO3HO NPOM3oNaEeT
Kakon-HMbyap cboit. N yem cnoxHee nporpamma (Mnu ee 3awimTa), Tem GonbLue Be-
POSITHOCTb BO3HUKHOBEHUS OLLNOKM.

Kpome Toro, Ha komnbloTepe, rae yHKUMOHUPYET 3alueHHas nporpamma, MoXeT
ObITb YCTAHOBIEHO MHOXECTBO ApPYrux NporpamMM, U ux nosegeHune B obwem criyyae
noytn 6e3onacHoO, HO COBEPLUEHHO HenpeackalyeMo — TONbKO aBTOpbl 3TUX Npo-
rpaMM MOTyT AorafblBaTbCs, YTO U KakK AOJHPKHO MPOWCXOAUTb NPV BbINOMHEHUN UX
Koga. A KOMMblOTEP, 3apaXeHHbIi BUPYCOM, MOXET COBeplUaTb W AeCTPYKTUBHbIE
LOEencTBus.

M HakoHel, 3a KOMMbIOTEPOM CUAMT MOMb3oBaTeNlb — YErOBEK, KOTOPbIA MMeeT
npaBo OWMBAaTbCH, MOXET CO3HATENbHO UMW CNy4YarlHO YTO-HMOYAb U3MEHWUTb B OK-
py>XeHun 3aluLeHHOn nporpammel 1 BoobLe He 0653aH ObITb 9KCNEPTOM B BblYMC-
NNTENBLHOW TEXHUKE.

Bce npuBepeHHble Bblille ocobeHHoCTU cpenbl (*)YHKU,I/IOHI/IPOBaHI/Iﬂ 3aLUNLLEHHON
nporpamMmmbl MOXHO CBE€CTU K OQHOMY YTBEPXAEHUIO: AaXe KOPPEKTHO YyCTaHOB-
NeHHaA u nnuueH3npoBaHHaa nporpamMmMa no MHOrMM nNpu4nHam MoXeT paGOTaTb
He TakK, KaK npeanonaratT pa3pa60Tqv|KV|. To xe camoe OTHOCUTCA M K 3aLUTHbIM
MexaHu3MaMm, XOTsS eCTb W Hebonbloe oTnuumne. Ecnn He pa60TaeT Kakada-To
(byHKLI,VIFl B CaMoW nporpamme, BCe ocTalnbHble (*)yHKLI,VIVI OCTalTCA OO0CTYNHbLIMWU.
Ecnun e nponcxoauT noxHoe Cpa6aTbIBaHI/|e MEXaHU3MOB 3aLlinTbl N NneranbHOMY
nonb3oBaTento OTKasbliBakOT B O0CTyNe, pa60TaTb C I'IpOFpaMMOVI CTaHOBUTCA He-
BO3MOXHO B nNpuHUune.

Korga nonb3oBaTtenb 3amevaeT, YTo nporpaMma BefeT cebs He Tak, Kak oXugaeTt-
cs, oH obpawaeTtca B cnyx0y TexHu4eckon nogaepxkn. N B 3agadvy aton cnyxosl,
KaK npaBuso, BXOAUT ONpPeaennTb, AeNCTBUTENbHO NN NMPU BbIMOSTHEHUM MPOUCXO-
OuT owmnbKka unu nonb3oBaTernb NPOCTO Yero-To He NoHsAN. Ecnu xe dakT BO3HMK-
HOBEHUS OWNOKM NoATBEPXKAEH, HEOBXOAMMO HaWTU U YCTpaHWUTL NOpoXaalowue
€€ NPUYUHBI.

N TyT cnyxba TexHn4yeckon noadepxKkuM okasblBaeTCs nepepn CrioxHoW 3agadven —
Kak Mo nony4yeHHou OT Nonb3oBaTens (M NOYTWM BCEraa HenoriHowm) nHgopmaumm on-
pefenuTb, YTO Xe CMy4Ynnocb Ha camom aene? Ecnu HapylleHue 3alnTbl NposiBNS-
eTCHA KaKk HeajekBaTHOe MoBeAeHMe NporpamMmbl, TO C YEM CTONKHYNCSA Nonb3oBa-
Tenb: C peakuuen 3awuTbl UKW AENCTBUTENBHO C owunbkon B nporpamme? [daxe
€crnun nonb3oBaTenb NonyvyaeT HeABYCMbICNEHHOE COOBLLeHMe O HapyLUeHUn 3awm-
Thbl, HO Cama 3aluTa OYeHb pasBETBMEHHAsA N MHOTOYPOBHEBAS, KaK BbIABUTb UCTUH-
Hyl0 Npu4ynHy cbos, ecnn y Apyrux niogei Bce paboTtaeT, a y Hero — HeTt?
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3.4. MaTepuanbHble 3aTpartbl NoJsib3oBareneit

Korma gemoBek mprobpeTraeT MporpaMMHBIA TIPOAYKT, 3alIUIEHHBIA OT HeCaHK-
LIMOHUPOBAHHOTO TUPAXKUPOBAHMS, OH XOUET KYMUTh TOJBKO caM MPOAYKT, a 3a-
IIUTY eMy HaBS3LIBAIOT. boilee Toro, oH 3a 3Ty 3alIMTy ellle W BBIHYXIEH ITIa-
TUTb — alMapaTHbI KJIIOY, WAYIIMA B KOMIUIEKTE C MPOrpaMMOI, CTOUT aaxe
B HEOOJBIINX MAPTUSIX HECKOJIBKO MECATKOB Ho/UTapoB. Pasymeercs, pa3paboTank
B KaXIyl0 MpOAaBaeMyl0 KOIMIO 3aKJIaablBaeT CTOMMOCTh Kioua. Eciau 3ammra
He WCITONb3yeT almapaTHBIX 3JIEMEHTOB, BCe paBHO Ha ee pa3paboTKy WM TIpH-
oOpeTeHHe ObLIM 3aTpayeHbl MaTepUabHbIE PECYpChl, M 3TU 3aTPaThl HEOOXOMM-
MO OKymuTb. CliemoBaTeIbHO, CTOUMOCTD TPOAYKTA UISI KOHEYHOTO ITOTh30BaTE]IsT
BCE paBHO TTOBBIIIAETCS.

3akoH Poccuiickoii Pegepayumn
"O 3awunte npaB notpebutenen”

BTopoii nyHkT 16 cTatbm 3akoHa PP "O 3awute npaB notpebuteneir” rnacut:

"3anpelyaetca obycnoenmeatb npuobpeTeHne ogHuMx ToBapoB (paboT, ycnyr) obs-
3atenbHbIM npuobpeTeHnem uHbIX ToBapoB (paboT, ycnyr). YObITkM, NPpUYNHEHHbIE
notpebuTenio BCNeACTBME HapyLUEHWst ero npasa Ha cBoOOAHLIM BbIGOp TOBapoOB
(pabort, ycnyr), BO3mMeLLaloTCA NpoAaBLoOM (MCNONHUTENEM) B NOMHOM obbeme".

He sBnsisick lopucTom, TPYAHO AaTb TOUHYIO NPaBOBYIO OLIEHKY CUTyaLun, HO C TOYKK
3peHVs 34paBOro CMbICMa annapaTHbIi KoY 3alnTbl SBMSETCA HE YeM UHbIM, Kak
HaBsA3aHHbIM AOMNOMHUTENbBHBIM TOBapOM. YTBEPXKAEHWUE, UYTO K4 — HEOTbeMIe-
Masi 4acTb NPOrpamMMHOr0 NPOAYyKTa, KaXeTCs HEeCOCTOSITENbHbIM, T. K. NErko JokKa-
3aTb, YTO paspaboTumkamy Obiny 3aTpayeHbl cneunanbHble YCunus Ansi co3aaHus
3aBNCMMOCTU paboTOCNOCOBHOCTM MpPOorpaMMbl OT HANMUYKA KIova, a cam KoY Hu-
Kak He ynyJwiaeT noTpedbutenbckme kayecTsa NpoayKTa.

HecmoTps Ha To, 4TO AaHHasa cTaTbs NPUCYyTCTBYET B 3akoHe AaBHO U1 nporpamMmbil,
3auluLieHHble annapaTHbIMU Kno4aMy, NnpoaarTcd He O4QWH roa, O npeueaneHTax no-
Ka He U3BEeCTHO.

3.5. 3apasblii cMmbichn

Ecmu, mpuobperas 3alIUIeHHYIO IIpOrpaMMy, IOJb30BaTeNlb OKAa3bIBACTCS TIEpe
HEOOXOAMMOCTbIO TPATUTh YCUJIMSI HA CO3[aHUe YCIOBMI, B KOTOPBIX MOACUCTEMA
3allIUTHl corjlacuTcsl paboTaTh, IIEHHOCTh MPOrPaMMBbI JJIsi HETO pe3KO CHUXKAETCSI.
Benb neHbrM IulaTWIMCh pamyd aBTOMAaTM3allMM HEKOTOPOro Ipoliecca, a He Ui
"pasBiieyeHU" B BUIE MOTEPSIHHOTO BPEMEHM.
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BronHe pasyMHBIM KaXeTcsI CACAYIOIINI ITOAXOM; JIy4Yllle OCIa0UTh 3aIIUTy U J0-
MyCTUTh BO3MOXHOCTh CYIIECTBOBAaHUSI HeJIerajbHbIX IOJIb30BaTeeil, yeM co3aa-
BaTh Heygo0CTBa YECTHHIM MOTPEOUTENSIM W3-3a CIUIIKOM CTPOTOM 3alllMTHI.
OauH JerajbHbIi TMOJb30BaTelb, OOMXKEHHBIM HeyJayHO peaJu30BaHHON 3alllu-
TOM, CITOCOOEH CO3MaTh MPOAYKTY U3PSIAHYIO AaHTUPEKIIAMY.

PasymeeTtcs, cymiecTByOT McKiIIoUeHUs. Hampumep, ecim mporpaMMHBIN TTPOIYKT
He MMeeT peaJIbHbIX KOHKYPEHTOB (B CHJIy CBOEM YHUKAJIBHOCTU WJIM CHJIBHO 3a-
HIDKEHHOM 10 CpaBHEHWIO ¢ IPYTUMH IIEHBI), TTOJb30BaTellb, KOTOPOMY 3TOT IIPO-
IOYKT HYX€H Ul paboThbl, BCE paBHO COITTACUTCS Ha JIIOOble THCKPUMUHUPYIOIINE
YCIIOBUSI.

OpHako B OONBITMHCTBE cJIy4yacB pa3pa60T‘mKaM paHO WM MO3AHO NPUXOAUTCS
CYUTATbCA C MHEHUEM HOHb3OBaTCHCﬁ, YTOOBI UX HE NOTEPATD.

AKTUBaLna NnporpaMMHbIX NPOJYKTOB

Komnanus Intuit Inc., cneunanusunpytowascs Ha pa3paboTke nporpaMmmHoro obecne-
UYeHusl Ans ydeta (OMHAHCOB, B YMCME Npo4ux BbinyckaeT n TurboTax — nporpammy
Ona NoAroToBKM Hanorosow oTyeTHocTu. B Bepcum TurboTax ang 2002 HanoroBoro
roga Intuit, onpaBgbiBas cBou aeicTeust 6opbbOI C UCNONb30BaHNEM HENULIEH3NOH-
HbiX Bepcuin TurboTax, peanusoBana cucTtemy akTuBauuu, NoA0OHY0 TOMW, YTO MC-
nonb3yeTcs cenvac BO MHOrux npoayktax kopnopauuu Microsoft. Mo rpybbim oueH-
kam ans 98 % nonb3oBaTtenen akTueaumus Yepes VIHTepHET He co3gana npakTUYeCcKu
Hukakoro Heynobctea. Ho y 2 % BO3HUKNM cnoxHocTu. U k ToMy ke akTuBauus no-
3BOMfAna MOMHOLUEHHO uCNonb3oBaTb TurboTax TONbKO Ha OAHOM KOMMbIOTEpPE.
B pesynbTaTte MHOrMe nonb3oBaTenu oTkasanucb OT uMcnonb3oBaHua TurboTax
B NOMNb3y €ro AaBHEro KOHKYpeHTa — nporpammHoro npogykra TaxCut, Beinyckaemo-
ro komnaHuen H&R Block Inc. A kak MMHUMYM OAMH M3 Nonb3oBaTenen nogan cy-
AebHbIN nck NpoTme kKoMmnaHuu Intuit B 3awmTy npae Bcex nonb3oaTenen TurboTax
ansa 2002 HanoroBoro roga. Mick ocHoBbIBanNcsa Ha yTeBepxaeHuu, yuTo Intuit 3aHuma-
€TCA HeYeCTHbIM BU3HECOM, HEAOCTATOYHO MOJSTHO UHMPOPMMPYS O MexaHu3Max ak-
TMBaUMM U NOCNEACTBUSIX UX UCMOMNb30BaHUA KIMMEHTOB A0 TOro, Kak OHU NpuobpeTyT
NPOrpaMMHbI NPOAYKT.

HeratuBHas peakuus nonb3oBartenen 3actaeuna Intuit 3aseutb B Mae 2003 roga o6
UCKMIOYEHNM Npoueaypbl aktuBauum us 6yaywmx sepcuii TurboTax. Kctatu, komna-
Hus H&R Block, koTopasi cHadana cama nnaHupoBana BBECTU Npoueaypy akTvuBa-
UM Ans CBOMX NPOAYKTOB, nocne Heyaauu Intuit oTkazanack oT 3TMx nnaHoB. bonee
Toro, hakT oTcyTCTBUS akTuBauum B TaxCut ucnonb3oBancs B crioraHe peknamHou
KaMnaHuu Kak oyeBUaHOE NPEMMYLLECTBO.

Kopnopaums Microsoft Hawna komnpomuccHoe pelueHune ansa aktnsauun. OCHOBHON
mMacce nonb3oBaTenen Npu ycTaHOBKE, Hampumep, Nioboii COBpPEMEHHON Bepcun
onepauuoHHol cuctembl Windows HeobxoAMMO NpoxoAuTb NPoUeaypy akTMBaLuWW.
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B TO Xe Bpems cyLlecTBYIOT Tak HasblBaeMble KOpnopaTuMBHbIE NULEH3UU, NO3BO-
nswowme 6bicTpo yctaHoBuTb Windows Ha GonbLuoe YMCno KOMMNbITEPOB, HE 3aTpa-
yuBas Bpems Ha aktuBaumio. Microsoft npegnouna npefocTaBUTb CBOUM KPYMHbIM
KINMeHTaM Takyto BO3MOXHOCTb, XOTs1 ObINO 04EBUAHO, YTO YTEYKa PErMCTPaLMOHHOro
HOMepa BCEero OAHOW KOPMOpaTUBHON NULUEH3UUN NPUBEAET K NOABIEHUIO OFPOMHOro
yncna HeneranbHbIX, HO MOMHOCTbIO paboTocnocobHbix konui Windows (4T0 Ha
npaktuke n cnyyunock ¢ Windows XP, npuuem nupatckme Bepcun XP ¢ peructpa-
LMOHHbIM HOMEPOM OT KOPMOpaTUBHOW NUUEH3UU nosiBunuck B UHTepHeTe paHee
yeM 3a Mecsy Ao omumanbHOro Hadana npoga 3Ton onepaumoHHON CUCTEMBI).

IToabiTOXMBAsT Bce BBILIEU3TOXEHHOE, MOXXHO CKas3aThb, YTO KOTAa 3allliTa He SIB-
JIsieTCsI OCHOBHOM 3amaveii, pellaeMoili KakKoi-IM0o MporpaMmoii, HeoOXoauMo
HCKaTh ONTHUMAJIbHBIN cOallaHCHPOBAHHBIN BapUaHT, MPU KOTOpoM OyneT obecrie-
YUBATbCS YIOBJIETBOPUTEIbHBIN YPOBEHD 3aLUTHl U HE MOCTPANAET MOJIb30BATENb.



naBa 4

MeToAbl oLleHKUN o
3 heKTUBHOCTUN 3aLUUTDI

Tak Kak IMOYTH Bcerga MOXHO HalTH Oojiee OTHOTO criocoba pelreHusT TOH YIIH
WHOM 3ama4yu, XeJaTeJbHO MMEeTh HEKOTOPhble KPHUTEPHUH, TO3BOJISIOIMINE OLEHM-
BaThb U CPAaBHUBATH MEXIY cO0Oi pa3Hble BADUAHTHI PEIIEHUIA.

4.1. OyeHKa o6bIYHbIX NporpamMm

Koraa peub MaeT o MPUKIAAHBIX TPOrpaMMax, JOBOJBHO JIErKO HMPUMEHSITh TaKKe
MOHSITHUSI, KAK KAYeCTBO, HalEXHOCTb U 3(deKTUBHOCTh. Bce aTu Kareropuu He-
CYT B cebe Moo CyObeKTUBU3MA, HO, BHISICHUB MHEHHE HEeCKOJbKUX COTEH IOJIb-
30BaTejieil, HA OCHOBAaHMM COOPAHHBIX CTATUCTMYECKMX NAHHBIX MOXHO COCTa-
BUTH BITOJIHE PEAIUCTUYHYIO KapTHUHY.

4.1.1. KayecTBO NporpamMmm

Ecmu pesymbraT paboThl TPOTpaMMBI COOTBETCTBYET OXHMIAHUSIM ITOJNb30BaTeIei
WM Jaxe TMPEeBOCXOAUT UX, TO MPOTpaMMy CUYMTAIOT KauyecTBeHHou. Kpurepmit
KayecTBa TIpUMeHsIeTCs [UTSI CpaBHEHUSI pe3yJbTaTOB MPOIECCOB, KOTOPBbIE MOXHO
BBITIOJIHUTH 00Jiee YeM OMHMM cIocoboM. Tak Mpu YMHOXEHHHU IBYX YUCET MO-
KET TTOJIYYUTHCSI TOJBKO ONWH BO3MOXHBINM pe3yibTaT, M €Clii B KaKOW-TO TIPO-
rpaMMe IMOJIy4YyaeTcsl NPYroe 3HAYEHUE, TO MPaBWIbHO OyleT oXapaKTepu30BaTh
MporpaMMy He KaK HHM3KOKAYeCTBEHHYIO, a KaK HEBEpPHO BBHITTONHSIONIYIO pacue-
Tol. Ho, Hampumep, npu pereHnn auddepeHInaTbHbIX YpaBHEHUIT MOXHO WC-
MTOJIB30BaTh Pa3INYHbIe YMCJIEHHBIE METONBI WHTETPHUPOBAHNS, U 32 OOJIbIlee WU
MeHBIIIee BpeMs TTONYINTh OTAWYAIOIINECS TT0 3HAYSHUIM pe3yabTatel. [1pu aToM
HEeCOBIIaZicHUe pe3yJbTaToB (KaK MO 3HAYEHHUIO, TaK W MO 3aTpayeHHOMY Bpeme-
HM) OOYCJIOBJIEHO He OIMMOKAMHM B TIporpaMMe, a CBOMCTBAMH TOTO WJIM WHOTO
METOJa MHTerPUPOBAHMS U BHIOpAaHHBIM 3HAYeHHUEM 1iara (YBeJIMYeHHe 1ara, Kak
MPaBUJIO, TIPUBOIUT K YMEHBIIICHNIO BPEeMEHN BBIYMCICHUI, HO CHIDKEHHUIO TOY-
HocTtn). KayecTBeHHOI OyneT cuMTaThes Ta Mporpamma, KoTopasl B MOAABJISIONEM
OOJBIIMHCTBE CJIyYaeB YIOBIETBOPSIET BCeM TpeOOBAaHUSIM, TIPETbIBISIEMBIM
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nonb3oBateneM. M, pasymeercs, ¢ IOSIBI€HHMEM HOBBIX TEXHOJIOIMIl MM KOHKY-
PUPYIOLIUX MPOIYKTOB KPUTEPUU KauyecTBa MOTYT CTAHOBHUTBCS XXecTdye, M IIpO-
rpamMma, CUMTABILIASICS KAYECTBEHHOI HA MPOTSDKEHMH MHOTUX JIET, MOXET Iepe-
CTaTh OBITH TAKOBOM, XOTS ee (PYHKIIMOHAIBHOCTh HUKAK He M3MEHMJIACH.

4.1.2. HapeXHocTb NnporpamMmm

HanexHocTh TIporpaMMEI TPOIIE BCETo OMPEACIUTh KaK e YCTOMUYMBOCTL B pabo-
Te. M3-3a 04eHb BBICOKOI CIIOXXHOCTU COBPEMEHHBIX MPOTPaMM HajleKo He Bce U3
HMX paboraioT 6e3omnboyHo. ToyHee TOBOPS, peAKO B KaKOH MporpaMme He 00-
HapyXMBAJIHUCh OIIMOKM TOCJIE YCIEITHOTO MPOXOXIEHMS OTIaAKK U TeCTUpPOBa-
Hus. M Bo MHOTMX TporpaMMax OOHapyXeHHBIE B IIpoliecce SKCIUTyaTalluu
OIIMOKM Iaxe He MCIPABISIOTCS — WX IPOCTO MEPEBOIAT B Pa3psii TOKYMEHTH-
POBAHHBIX OCOOEHHOCTEH, M TIOB30BaTENISIM TIpeyIaraeTcsl MCIONb30BaTh 00XOMI-
HOW TyTh, MPUBOMIIINIA K XETaeMOMY Pe3yIbTaTy M He BBI3BIBAIOLIMMA OIIMOKU.
HexkoTopble oIMOKN MPOSBISIOTCS OYeHb PeIKO W ITOYTH CIIyY4allHBIM 00pasoM,
YTO AeaeT MX JIOKAIW3AIMI0 W WMCIpaBJIeHWE Ype3BBHIYAifHO TPYMHON 3amadveif.
Tak, HanpuMep, MoUTH J000I Nonb3oBarenb Microsoft Office crankuBaincs ¢ cu-
Tyaueil, korga Word 3akpbIBajiicsl ¢ cooOlneHneM o0 OIIMOKe U pe3ysbTaThl pa-
0OTbI, BBIIIOJHEHHOH C MOMEHTa IOCJEAHEro COXpaHeHus (WM aBTOCOXpaHe-
HUsI), OKa3bIBAIUCh IMoTepssHHBIMU. Ho ycimoBust, nmpu xoropeix Word maer cb6oii,
y KaXxJOoro MoJjib3oBaTeliss MOTYT ObITb MHIMBUIYaIbHBIMU. Bojee Toro, ommbka
BIIOJTHE MOIJIA TIPOM3OMTH HE B caMoil IIporpaMMe TEeKCTOBOTO pEemIaKTopa,
a B oJHOM U3 obux komrnoHeHToB Microsoft Office unu Windows, ucrnomibsye-
MbIX pegakTopoMm Word.

MoxHo CKaszarb, YTO HAACKHOCTb IPOTrpaMMBbl XapaKTECpU3YET 0Ee30TKA3HOCTh e
pa6OTbl BO BCEX HCO6XOH,I/IMbIX ITOJB30BATEC/II0 PEXKHUMAX, U YEM BBLILIEC YHUCIO 00-
HapyXKE€HHBIX OTKa30B 3a OHpCHCHCHHLIﬁ nepnoa SKCIuTyaraun, TEM HMKE Ha-
JEXHOCTb ITPOrpaMMBblI.

4.1.3. 3KoHOMUNYecKasa achheKTMBHOCTb NporpamMm

IMon 3¢ deKTHBHOCTHIO MTPOTPAMMHOTO MPOAYKTA MpeaiaraeTcsl TOHUMAaTh He ObI-
CTpOIECTBHE, KOTOpOE JIydllle Ha3bIBaTh IPOU3BOMUTEIBHOCTBIO M paccMaTpH-
BaTh Hapsily C OPYTMMU KAuyeCTBEHHBIMU XapaKTEPUCTHMKAMM, 2 SKOHOMHUYECKYIO
mosie3HocTh. HaBepHoe, GONBIIMHCTBO pa3pabaThIBAeMOTO B MUpPE TTPOTrPaMMHOTO
obecrieyeHrs] IBISETCS KOMMepdYecKMM. PasymeeTcs, CYIIECTBYIOT MPOTPaMMBI
IUTSL TIPOBENEHUST HAyYHBIX PACUETOB MJIM aBTOMATH3alMM AESITeTbHOCTH OpTaHMU-
3anuii, paspabaTbiBaeMble He I MPOJAXU, & MCKIIOYMTENbHO UISl pelieHuUs
BHyTpeHHNX 3amad. CylmecTByeT W OecIUIaTHOE IIporpaMMHOE oOecIieueHue.
Ho ocHoBHasg macca mporpamm paspabaTbiBaeTcsl ¢ LENbl0 peaM3alud MX Ha
pHIHKE U TIonydeHus mMpuobiin. M skoHoMHudecKas 3¢ deKTHBHOCTD TTPOrpaMMHO-
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ro IPOAYKTa MOXET OBbITh OIMCaHA COOTHOLIEHHMEM IIOJyYE€HHOM BBHITOAbI U 3a-
TpaYeHHBIX PECYPCOB.

4.2. OyeHKa cpeacTB 3alUTbI

Tenepb pacCMOTpUM, YTO U3MCHUTCA IPU UCIIOJb30BAHUN TaAKHUX KPHUTECPUEB, KAK
Ka4yeCTBO, HAOCXKHOCTb 1 3(1)(1)CKTI/IBHOCTI) B IIPUJIOKEHUU K CpEACTBAM 3alllUThI.

4.2.1. KayecTBO 3aLl4unThi

IIpoGiema olleHKM KayecTBa 3allUTHI 3aKJII0YAETCS B TOM, YTO OTIIMYUTH KayecT-
BEHHYIO 3allUTy OT HEKa4eCTBEHHOW odYeHb TpyaHo. YeM MOXeET PyKOBOICTBO-
BaThCsl TMOTEHIUATLHBIN TMOTPEeOUTENb TPU BHIOOpPE HEOOXOMUMBIX €My CpEICTB
3ammTel? HampuMmep pekimaMHBIMU MaTepHajiaMi, HCXOOAIIUMH OT pa3paboTynKa
i mponasiia. Ho MOXHO TpenronxoXuTh, 4To, Kenas MpoaaTh IporpaMMy, pas-
paboTYMK OydeT BCAYECKW pPACXBAIMBaTh IPEUMYIIECTBA CBOETO IPOOYKTA W HHU
CJIOBOM HE OOMOJIBUTCSI O clabbIX cTopoHax. [IpmyeM oImMchIBaeMBble JOCTOMHCTBA
MOTYT OBITh W BBIIYMAaHHBIMH, & O HEKOTOPBIX HEJOCTaTKaX pa3paboTYMK He Bcerna
3HAeT B CHJIY 3a0Jy>KIeHUI WM 3JIeMEHTapHON TeXHUIeCKOi O0e3rpaMOTHOCTH.

YauButenbHasa nporpamma eBook Pro

Paspabotunku nporpammbl eBook Pro Bo BClo peknamupyloT cBoe AeTulle Kak
"eAVHCTBEHHbIV NPOrpaMMHbIN NPOAYKT BO BCENMEHHON, cnocobHbi obecneunTts Ba-
wen nHdopmauun npaktudeckn 100 % sawmTy oT B3noma". [loBepuTb pekname,
KoTopas obeLlaeT UMEHHO TO, YTO XOYETCHA NoNy4nTb, O4eHb nerko. [paeaa, Bckope
HEMUHYEMO BbIICHUTCS, YTO, HaxaB kKombuHaumio knasuw <Ctrl>+<A>, MOXHO Bbl-
OenuTb BeCb BUAUMBIA TEKCT, a 3aTeM cKonupoBaTb ero B Bydep obmeHa. Kpome
TOro, HesawmieHHble konum HTML-cTpaHuL 1 KapTUHOK OCTalTCA Nocne NpocMoT-
pa B AMPEKTOpWM, XpaHsALen KalumpoBaHHble dannel Internet Explorer. I HakoHeL,
BbINOMHMB aHanu3 paboTkl NporpaMmmel, MOXHO ByAeT y3HaTb, YTO 3aluMTa 3akno4ya-
€TCA B HanoXXeHuu npy NOMoLLM onepaumm XOR Ha Kaxabin 6anT 3awmaemMbIx gaH-
HbIX nocrepoBaTenbHO Bcex 6anToB cTpokm "encrypted” (3alumcpoBaHo), YTO 3KBU-
BaneHTHO HanoXeHulo OAHOGaNWTOBOW KOHCTaHTbl. [Mpn aTOoM He obecneuuBaeTcs
HMKaKOW CEeKpPEeTHOCTU W peanbHOW 3aluThl, T. K. OCTAaeTCA BO3MOXHOCTb M3BIeYe-
HVS 3alumLLieHHON NHdopMaumn 6e3 nogbopa Krya Unu MHbIX ANUMTEnNbHBIX onepa-
umin. Ckopee Bcero paspaboTyMku NporpamMmel MPOCTO HE 3HanW, 4To nioboe yucno
nocnegoBaTenbHbIX BbIMUCIEHUIA XOR C KOHCTAHTON MOXET ObITb CBEAEHO K OAHOMY
BbIYUCMEHMIO XOR.

JoTIOTHUTETbHYI0O WH(GOPMAIIMI0 O CBOWCTBAX TPOAYKTa MOXHO TONYIUTH OT
JIPYTUX MOJb30BaTeNiell WM CaMOCTOSITEIbHO pa3dupasich B 0COOEHHOCTSX (yHK-
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IMOHMPOBAaHMSI MHTepecylolell mporpaMMbl. Ho Tipm olleHKe KadecTBa pabOTHI
CPENCTB 3alIUThl JAJeKO He Bce acleKThl MOXHO YBUAETb HEBOOPYXKEHHBIM TIJia-
3oM. Tak, Hampumep, B ciayyae ¢ mporpammori eBook Pro oOHapyXuTh HeKoOTO-
pble HeIOCTaTKM BHYTPEHHEIro YCTPOMCTBA, TakKue KaK BO3MOXHOCTb BbIAEJICHUS
TEKCTa M KOMUPOBAaHUS ero B Oydep obOMeHa, a TakKe He3allWIeHHBbIC KOIMUH
MPOCMOTPEHHBIX CTPAHMI] HA JUCKE, MOXET Jo0oi mosb3oBarenb. Ho masa Toro
YTOOBI Pa300paThcsl HEMOCPEICTBEHHO B (DYHKIMOHMPOBAHWM 3alIUTHI (UTO 3a
ITOPUTMBI TPUMEHSIIOTCS U KaK MMEHHO), Y OOBIYHOTO IMOJIb30BaTeNsI HE XBATHUT
3HaHuit. [TpocTo B3MISIHYB Ha 3alMILEHHbIM JOKYMEHT M padoTalollyld ¢ HUM
MporpaMMy, IMOYTH HUKOTHA HeNb3sl ¢ YBEPeHHOCTbIO CKa3aTh, HACKOJBKO Ipa-
BWJIBHO C TOYKM 3peHMSI 0e30MacHOCTU OpraHM30BaHA 3aliuTa. EAMHCTBEHHBIH
croco0 TONYYUTh DOCTOBEPHYIO MHGMOPMAIIMIO O KAyecTBe 3AIIUTHBIX MeXaHW3-
MOB — 3aKa3aThb M OIUIaTUTh MpPOBEeAeHHWE He3aBUCUMOW 3KcrmepTusbl. OmHAKO
CTOMMOCTD BKCITEPTHBIX YCIYT C OOJBIION BEPOSTHOCTHIO OKaXeTCs OYeHb BBICO-
KO 10 CpaBHEHHUIO CO CTOMMOCTBIO IMPOTrPpaMMHOIO MPOAYKTa, U PEIKO Kakoi
MOJIB30BATEIb CTAaHEeT TPaTUTh CPENCTBAa Ha 3KcIepTudy. B pesynbrare, omeHKa
KavecTBa CpeACTB 3alUThl MTOYTHU BCErla OCHOBBIBAETCS HA CpaBHEHUU 3asiBJIEH-
HBIX pa3pabOTYNKOM XapaKTEepUCTUK M WHTepdeiica, XOTI HM TO HU JIpyroe He
OTpaxkaeT peajbHbIX CBONCTB 3aILUThI.

Pe3ynbrartel opuymnasbHoro rectupoBaHus kaio4veit HASP

AnnapartHble KMouu Ans 3aWuTbl NPOrpaMMHOro obecnevyeHnss o1 HeCaHKLMOHMPO-
BaHHOro TupaxupoBaHua HASP (Hardware Against Software Piracy), npoussoau-
Mble komnanuen Aladdin Knowledge Systems, Ltd., HaBepHoe, siBnsoTcs Haubonee
pacrnpocTpaHeHHbIMU Kkntodamu B Poccum. Mo pesynbTatam TeCTUpOBaHMWS, NpoBe-
aeHHoro HaumonansHon TectoBon Jlabopatopuen CLUA (National Software Testing
Labs, NSTL), kntoun HASP 6binu HasBaHbl nydwmmun 2 pasa nogpsg. CornacHo ot-
yety NSTL, patmpoBaHHOoMy siHBapem 1999 roga, cpaBHWTENbHOE TECTUpPOBaHuUe
Knto4yen pasHbiX Npor3BoAnTENel Benocb No NATU kateropusm: 6€3o0nacHoOCTb, Npo-
CTOTa UCMONb30BaHNs, COBMECTMMOCTb, BO3MOXHOCTU CETEBbIX KIHOYEN U YHUBEpP-
canbHocTb. Kntoun HASP okasanucek nuaepamu Bo BCEX NSATU KaTEropusix 1, crneno-
BaTenbHO, cTany 6e3ycrnoBHbIMU NobeanTensimMu.

Kasanocb 6bl, Takon cepbe3Hon opraHusaumm, kak NSTL, moxHO goBepsaTb. Ho ecTb
HECKOJ1bKO HIOaHCOB, CTaBALMX No4 COMHEHUE UCTUHHOCTb BepAUKTa, BbIHECEHHOIo
NSTL.

Mpexae Bcero, Npy TECTUPOBAHUW CPaBHMBANMUChb KIIOYM TOMbKO ABYX CEMENCTB:
HASP ot komnaHum Aladdin n Sentinel ot komnanun Rainbow Technologies Inc. He
UCKNIoYeHo, 4To knioun Rainbow Sentinel aBnsoTcs Hanbonee 3HaYMMbIM KOHKYpPEH-
Tom ans Aladdin HASP, HO Ha MOMEHT TeCTMPOBaHNA Ha pbiHke ObiNK NpeacTasne-
Hbl KMOYM 1 ApYruxX NPou3BOAUTENEN, CPaBHEHNE C KOTOPbLIMU HE NPOBOAUMOCH.
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Ho, camoe rmaBHOe, Ha MOMeHT onybnukoBaHus otyeta NSTL B VIHTEpHETE MOXHO
ObINO HaWTK [OCTAaTOYHOE KONMMYECTBO CTaTel, PYKOBOACTB M AaXe WCXOOHbIX Tek-
CTOB Mporpamm, B AeTansx OnuCbIBaloLLMX BHYTPEHHEE YCTpoicTBO knioden HASP,
BKIlOYAs anropuTM BbIYMCIIEHUSI CEKPETHOWN (PYHKUMN HaspCode M BbICTPOro novcka
naponsa Ans AocTtyna K kniody. pybo roBops, CyLiecTBoBasn XOpoLo AOKYMEHTMPO-
BaHHbIN WMHCTPYMEHTapWi, MO3BOMSAOWMA NPU Hanmmuum U3NYECKOro AocTyna
K kmtovy HASP 3a napy MUHYT nony4mTb BClo MHpopmaumio, Heobxoanmyo ANs no-
CTPOEHUS MOMHOro amMynsaTopa, cnocobHoro Ha Mobon KOPPEKTHBIA 3anpoc K Koy
BbIYUCMUTL OTBET, COBMaAaloLLni C OTBETOM pearnbHOro Knioya.

Omynauum nogaalnTcs 1M gpyrue Knoyu, HO, Hanpumep, y knoden SentinelSuperPro
cekpeTtHaa dyHkuma RNBOsproQuery moxeT amynupoBaTbCA TONbKO TabrnuyHo
(cm. en. 9), a camasa TpygHaa Ana amynauum vactb knoven HASP — cekpeTHas
yHKUMS HaspCode — oOkasarnacb ckoMmnpomMeTupoBaHa. [1o ogHon Bepcun packpbl-
Tne amnroputma HaspCode ObINO npou3BedeHO uccnegosaTenem nporpamm, nu-
CaBLUMM CTaTby MOA NCeBAOHUMOM "bajunny”, No Apyron — MpousoLLa yTeyka cek-
peTHon nHpopmaumm n3 komnaHun Aladdin.

Knioun HASP moXHO 6bIN0O mpusHaTb CKOMb YrogHO MPOCTbIMU M yAOOHBIMU B UC-
Monb30BaHWM, YHUBEPCANbHLIMA U COBMECTUMbIMM C CyLLECTByOLIMM obopynoBa-
HMem. Ho BO3MOXHOCTb NOCTPOEHMUSI NOMHOro 3MyrsiTopa CHUXaeT ypoBeHb obecne-
ynBaemol 6e30MacHOCTU MpaKTUYECKU OO0 HYMs, U TakMe KI4YM MOXHO cuuTaTb
AyYWMMK 4N Yero YrogHo, HO TONbKO He Ans 3aluTbl Nporpamm.

CTonT OTMETUTB, YTO C NosiBNeHneM krioden cemencrea HASP4 B apceHan paspabotum-
Ka pobaBnnuch ABe CeKpeTHbIX (PyHKUMKU: HaspEncodeData M HaspDecodeData. OTO
NPVBENO K HEBO3MOXHOCTM MONHOW aMynauun knodenn HASP4.

4.2.2. HapeXXHOCTb 3aLnTbl

IIpy olleHKe HAMEXHOCTU CPENCTB 3AIIUTHI TaKXKe MMEIOTCS OTIMYMS OT OOBIY-
HBIX TIporpamM. [leixo B ToM, 4TO OOBIYHAS MPOTrpaMMa MOXKET CUMTAThCS HameX-
HOW, eclIi OHa YCTOMYMBO paboTaeT BO BCeX HEOOXOMMMBIX TTOJIb30BATENIO PEXM-
Max. WM Tmonp3oBareb, KaK INPaBHIO, He CTAaBUT cebe ILEIbl0 HAWTH OIIMOKY
B TIporpaMMe — 3TO He COOTBETCTBYET ero MoTpeOHocTIM. B ciydae cpenct 3arm-
THI KpOMe TTOJIB30BaTeN T BOSHUKAET ellle OMHO JEHCTBYIOIIee JTUI0 — IMPOTUBHHUK.

IIpotuBHUK OymeT cTapaTbcsl HAWTU KakKol-HUOYAb HeJAo4YeT B IporpaMme,
MMO3BOJISIIONINI €My IIPOJIOMUTH 3amuTry. M ecim Iojb3oBareiiss OOBIYHOM IIPO-
rpaMMbl MOXHO MOIPOCHUTH BBIMIOJHSATH OINEepallii OOXOMHBIM ITyTeM, YTOOBI W3-
0eXxaTb BO3HMKHOBEHMSI OIIMOKM, TO OT IIPOTMBHMKA BCIO HMH(pOpMaLuio o0
OIIMOKAX HAMO TUIATEIbHO CKPBIBATh, MHAY€ OH BOCIOJBL3YETCS €10 ISl TOCTHXKe-
HUS CBOUX LIEJEH.
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B pesynbrare mo-HacTosIeMy HameXXHBIMH MOTYT CUMTAThCS TOJBKO T€ CpPEeICTBa
3alIUThI, KOTOPbIE BO BCEX BO3MOXHBIX (a4 HE TOJBKO YAacTO MCMOJb3yeMbIX) pe-
KMMax He OCTaBJISAIOT TMPOTHBHUKY IMaHca 3¢h@eKTUBHO pealn3oBaTh OIHY W3
yIpo3 6e30MacHOCTH (HAPYIIUTh KOHMUAESHIIMATIBHOCTD, LIEOCTHOCTh MU YCTPO-
UTb OTKAa3 B OOCITYKMBAaHMH) HA MPOTSLDKEHNM BCETO CPOKA KM3HM 3alIMINAaeMOM
nHbopmauu. UHTYUTUBHO MOHSTHO, YTO CTOJIb XECTKHUE TpeOOBaHMUS MpaKTUye-
CKM HEBO3MOXHO YIOBJIETBOPHUTh. TOMY €CTh HECKOIBKO TIPWUMH.

Bo-TrepBBIX, CTOMKOCTh TaKMX 3JIEMEHTOB 3aIllUTHI, KaK IMMGpoBaHUEe, B IOIAB-
JII0IIeM OOJBIIMHCTBE CAYyYaeB MOXHO OLIEHUTh MCKITIOUMTEIHLHO SKCIEePTHBIMU
MeTogamMu. Ho monmoxurenpHas olleHKa, TOJyYeHHasT B pe3yjIbTaTe SKCIIEPTHU3HI,
O3HAYaeT TOJBKO TO, YTO HA OIpeNeIeHHBI MOMEHT CIelIMaJucTaM, IPOBOIAMB-
IIUM 3KCIIepTU3y, He YAaToCh OTBICKaTh 3(GeKTUBHBIN MeTon B3joma. OmHAKO
HMKTO HE OACT TapaHTUH, YTo IMdpoBaHHE AOCONIOTHO HANEXHO U 3(DGhEKTUB-
HBIII METOJ B3JIoMa He CYIIeCTByeT WJIM HUKOINA He OymeT HaiileH.

Bo-BTOpEIX, TPOBEpHUTh 6e30IMO0YHYI0 PAGOTOCTIOCOGHOCTh PeaTbHOM Iporpam-
MBI BO BCEX BO3MOXHBIX peXKUMax MPaKTUIeCKH HEBO3MOXHO — KOJUYECTBO pas-
JIMYHBIX COCTOSIHUI, HYXXNAIOLIMUXCSI B TECTUPOBAHWU, OKA3bIBAETCSl HACTOJIBKO
BEJIMKO, YTO TIOJTHAs IPOBEPKA MOXET 3aHSATH MHOTO JieT. TakuM obpa3oM, OoTCyT-
CTBUE OIIMOOK TMOYTU HUKOTIA HE MOXET OBbITb MOATBEPXKIEHO HMCUEPIBIBAIOIIM-
MU TIPAKTUIECKIUMU WCITBITAHUSMH.

M HakoHel, CyIIecTBYIOT 3aJayd 3allIHMTHI, B KOTOPBIX IPUXOMHUTCA TpHOErathb
K MCITOJIb30BAHUIO METOMIOB, HE MMEIOIIMX MaTeMaTUYeckKoro o0OCHOBAHUS CTOM-
KOCTH. A 3HAUYWUT, CIIOXKHOCTH B3JIOMa 3AIIUTHI OMPEAEISETCS CIIOXKHOCTHIO aHaIM-
3a BHYTPEHHEro ycTpoiicTBa "dyepHoro simuka". Eciau "dyepHblil amuk" peaan3oBaH
YUCTO MPOTPAMMHBIMU CPEICTBAMU, TO HUKAKUX TEXHUUYECKUX TPETSATCTBUI aHa-
nu3y He cyuiecTByeT. M B 3Tol cUTyallMu KakK HeJIb3s JIydllle MOAXOauT dpasa u3
kuHopwmipMa "@opMyia o6 "Exenn oOWH UYeIOBEeK IMOCTPOWI, APYroM 3a-
Bcerga pasobparb MoxeT". I MpOTUBHUKY IS B3JIOMA 3alUTHl (GaKTUYECKH IOC-
TATOYHO Pa3oOpaThCcs B TOM, YTO TIPUAYMATIN pa3pabOTIMKU. DTO He BCeTma JIETKO
JOCTHXKMMO, HO B OOJIBIIMHCTBE CIIy4aeB BCe-TaKU Peau3yeMo.

4.2.3. 3KoHOMMNYecKasa 3achPeKTUBHOCTb 3aLLUThI

OG6iee TpaBMIIO TpU OlleHKe 3((MEKTUBHOCTA CPEICTB 3aIIUTH MOXHO OIpeme-
JIUTh TIPUMEPHO CJIEMYIOIIUM 00pa3oM: 3aluTa sBiseTcs 3h¢beKTMBHON Torna,
KOTrma B3JIOM MW OOXON 3allUTHI TMepecTaeT OBITh CaMbIM JEIIeBBIM CIIOCOOOM
MTOJIy4eHHS JOCTYIIA K 3alnIaeMoil mHMOpMAaIInH.

OpnHako He CTOUT 3a0bIBaTh, YTO HAa CaMU CPEACTBA 3AILUTHI TAKKEe HEOOXOMM-
MO 3aTpaTuTh pecypchbl. M ecim cToMMoCTh 3aniuiinaeMoii nHbopMaluu oKasbiBa-
€TCsl HUXE CTOMMOCTH CPEACTB 3alluThl, 9P @HEKTUBHON TaKyl0 3allUTy HA3BaTh
TSDKEJIO.
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Takke MHOrOKpaTHOE MCIIOJb30BAHUE CPEACTB 3aLUUTHI CIIOCOOHO IOBBICUTH BhI-
romIHOCTh B3yioMa. Yem Ooiblile pasHOOOPa3HO MHMOPMALMM 3alIMINAETCS OJ-
HHUM U Te€M Xe CIIOCOOOM, TeM OOJIbIIYIO BBITOAY YAACTCS M3BJIeYb IMPOTHUBHUKY,
Halias ySI3BUMOCTh B CPENCTBAX 3allUTHL. M MoOXeT HAcTymUTh MOMEHT, Korma
3aTparbl HAa B3JIOM C JIMXBOW OKYIITCS, OdaXXe €CIM CTOMMOCTh B3joMa Oymer
Ype3BbIYAiHO BBICOKA.

Ecnu p€ub UACT O 3alIMTE IMPOIrpaMMHOI0 IMPOAYKTAa OT HECAHKIMOHUPOBAHHOI'O
KOITMPOBAaHUS (TI/Ipa)KI/IPOBaHI/IH), TO OCHOBHAasA LEJb 3allUThbl HE CICIaTb HEBO3-
MO2KHBIM HEJIETAJIbHOC MCITI0Jb30BAHUEC IIPOIrpaMMHOIO O6CCHC‘{CHI/I$I, a ITOBBICUTDH
HpI/I6LIJ'II/I OT IIpOoJaXK 3aLUILIAEMOM IIporpaMMmal. CJ'IGI[OBHTCI[I)HO, CJIOKHOCTb M
B3JIOMOCTOMKOCTb TAKOM 3aLIUTHI HE 00sI3aTeIbHO JOJIKHbBI OBITb BHICOKMMU.

WinZip

OpHUM 13 cambix NONynsipHbIX hOpMaTOB CXaTusi AaHHbIX CPeau Morb3oBaTenen
onepaunoHHbix cuctem cemenctea Windows 6bin 1 octaetcs ZIP, paspaboTaHHbIN
komnanuen PKWARE, Inc. CTtonb wimnpokoe pacnpocTpaHeHue 3ToT opmMaT nony-
YU COBCEM He M3-3a TEXHUYECKMX OCODEHHOCTEN, TakMX Kak OueHb ObICTpoe cxaTtue
UNN BbICOKas CTENEHb YNaKOBKM, CYLLECTBYIOT apXxuBHble dopmaTtbl U NOAAEPXKU-
BaloLlue Ux nporpammebl, npesocxogsiume ZIP npaktnyeckn no BCEM XapakTepucTu-
kam. Ckopee Bcero, ZIP 06si3aH cBoel nonynsipHOCTbIO YCNOBHO GecnnaTtHon npo-
rpamme WinZip. CornacHo npecc-penusy ot 21 Hosi6ps 2000 roga, Ha TOT MOMEHT
TONbKO C WHTepHeT-caTta Download.com, npuHagnexawero komnaHum CNET
Networks, Inc., WinZip ckadanun 6onee 27 munnuoHoB pa3s, a uone 2003 roga uncrno
CkayaHHbIX konuii npesbicuno 100 MUNnNnoHos.

WinZip siBnsieTca ycnosHo 6ecnnaTtHbiM (shareware) npogyktom. Jliobol nonb3osa-
Tenb MMmeeT npaBo yctaHoButb WinZip cebe Ha KOMMbIOTEP M UCMONb30BaTh €ro
OecnnatHo B TeyeHne 30 gHel C TECTOBbIMW M O3HAKOMUTENbHbIMK Lenamu. Mpu
3TOM nporpaMMa SIBNSIETCA MOJIHOCTbIO (PYHKLMOHAmNbHOW, HO MHOTrAa MOSBSETCA
OKHO-HanoMuHaHue ¢ npeanoxeHnem kynutb WinZip. o ucrteyeHnn tectosoro ne-
puoaa Heobxogumo nubo npuobpecTn nuueH3nto Ha ucnonb3osaHue WinZip, nubo
yAanuTbe nporpamMmy C komnbtoTepa. ocne onnaTtel CTOUMOCTM NULEH3UN MOMb30-
BaTenb Mony4YyaeT PEerncTpauuoHHbIA KoA, COOTBETCTBYHOLIMA ero mmeHu. ocne
BBOJa NPaBWUbHOrO Koaa B cooTBeTcTBylowem okHe WinZip nporpamma cuntaeTcs
3aperncTpupoBaHHoOi M nepectaeT 6ecrnokouTb Mosib3oBaTens NpeasiokeHNneM co-
BEPLUMTb MOKYMKY.

AnropuTtm, ncrnonedyembin B WinZip ans npoBepku COOTBETCTBUSA PErncTpauyoHHO-
ro Koga UMeHU Nonb3oBaTens, MHOTO NeT Hasag Obin packpbIT, U B UHTepHeTe MOX-
HO 6e3 Tpyga HalTM WCXOAHbIE TEKCTbl U TOTOBblE NPOrpaMmbl, MO3BOMSIOLME
BbIYMCIUTb MPaBUIIbHBIA PErMCTPaLMOHHBIN ko4 AN NPOM3BONbHOro umexu. Mano-
BepOSATHO, 4YTo B WinZip Computing He 3HalOT O CyLLEeCTBOBaHWUM reHEPaTOPOB KOAOB
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K UX nporpaMmMme, HO Ha MPOTSXXEHUU MHOTMX BEPCUN CXEMa perncrpaumm He MeHs-
nacb U, Noxoxe, MeHATbLCS He ByaeT. HecMoTps Ha cpaBHUTENbHYK NPOCTOTY MONY-
YeHMs1 NonHocTbI0 paboTtocnocobHow konun WinZip 6e3 onnatbl CTOMMOCTY NULIEH-
31K, YXECTOYEHWEe CXeMbl perucTpauum Bpsg N BbI3OBET pPe3Koe yBenuyeHue
o6bemMoB npopax. A BOT 3aTpaTtbl Ha OOHOBMEHWE PEerncTpauuoHHbIX HOMEPOB
y BCEX CyLLEeCTBYIOLUX NeranbHbiX Nonb3oBaTene MOryT oka3aTbCA COBCEM HE Ma-
NEHbKUMMN.

IIpuMep co3HATENIbHOTO MCIOJB30BAHUSI CJIA0BIX MEXAaHU3MOB 3aIUThI MPOTrPaMM
MOXHO YCMOTpPEThb B AeMCTBUSAX KoMnaHuu Microsoft.

Peruncrpayuna npogykros Microsoft

Honrve roabl npoayktbl komnanun Microsoft (onepaunoHHble cucTembl, oUCHbIE
NPOAYKTbl) HE UCMOMNb30Banu CKONbKO-HUOYAb CTOMKOW 3aLLnTbl OT HECAHKLMOHUPO-
BaHHOIO TUpaxunpoBaHus. Mimes opurmHanbHbIA AUCTPUBYTMB, MOXHO ObINo Npu xe-
naHunM yCTaHOBUTb €ro Ha noboe 4mcrno komnbioTepoB. N He cuutanock GonbLIMM
NpecTynrneHneM, XOTa U ABMANOCh HapyLUEHUEM NULEH3NUN, KOrAa KynneHHbI Kakom-
HUOYAb KOMNAHWEN NPOrpamMMHbBIA NPOAYKT yCTaHaBNMBancs paboTHUKOM HE TONbKO
Ha OPUCHBLIN, HO 1 Ha AOMALLHWUIA KOMMbIOTEP, YTOObI UMETb BOMbLLE BO3MOXHOCTEN
ONS M3y4eHUs U OCBOEHMS HOBbIX PyHKUMNA. [Moxoxe, Takaa cuTyauus BMOSHe YCT-
pavBana Microsoft — nonynsipusaumsi cobCTBEHHOro nporpammHoro obecneyeHus
SIBHO LUNa Ha nomnb3y KoMnaHun. A korga nonb3oBaTenb NPUHMMan peLleHue o no-
Kyrnke nporpaMmmHoOro obecneyeHus Ans JOMaLLHEro KoMnbloTepa, Bblbop vale na-
gan Ha npoaykTel Microsoft, Begb ¢ HUMK OH yxxe Gbin XOPOLLO 3HAKOM.

Korga Ha pblHKe onepauMOoHHbIX CUCTEM ANsi NMEePCOHarbHbLIX KOMMbIOTEPOB C NPO-
Leccopamu cemeincTtea x86 komnaHua Microsoft ctana 6e3ycnoBHbIM NMAEPOM, OHa
npuHsana peleHne o6 M3MEeHeHMM NpaBuIl Urpbl U BBENa akTUBALMIO NPOrpamMMHbIX
npoaykToB. Tenepb ycTaHaBNMBaTh AOMONHUTENbHBLIE KONUK CTano AO0BOMbHO TpyA-
Ho. Ho ecnu 6bl akTnBaums 6bina 3anoxeHa B npoaykTel Microsoft ¢ camoro Havana,
He M3BECTHO, kak cnoxunack 6bl cyabba Microsoft.

Ecmu xe obecriedyeHue 3alIUTHI SBISIETCS OCHOBHOHN (DYHKIIMEH KOMMEpPYecKOro
MMPOTPAMMHOTO TIPOAYKTA, 3KOHOMHYecKast 3¢ (PpeKTUBHOCTh MOXET OIeHWBAThHCS
TaK e, KaK M JUISI OOBIYHBIX MPOTrpamMM: 4eM OOJIbllie MPUOBIIA TPUHOCST TIPO-
JaXH TPOTrpaMMBbI, TeM BbIle 3ddeKTHBHOCTh. HO, K coXajleHno, O4eHb 4acTo
B TTOTOHE 32 MPHOBUTBIO IMPOM3BOIUTENN He 00paIafoT JOCTaTOYHO BHUMAHMSI HA
obecrieyeHre KayecTBa M HANEXHOCTU CPEeACTB 3alIUThl. Beab clioxuBliasics
MpakTHKa TPOAAX IPOrpaMMHOTO obecIiedeHHs IMOYTH BCerga CHUMAeT C paspa-
0OTYMKA OTBETCTBEHHOCTH 3a yIlepO, MOHEeCeHHbIN MoTpeduTeeM MPU UCIONb30-
BaHWH IIPOTPAMMEI.
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OTa YyacTb MOMOXET UYUTATENsIM TMOOJMXEe MO3HAKOMUThCA ¢ KpunTorpaduein —
HayKoOM, IpeIoCTABUBIIEN MHCTPYMEHTAPUM IS 3ALLUTHI COXpAaHIEMOW M Iepe-
JlaBaeMoil MH¢opMaluKu OT J000ro MpoTUBHUKA. B ciemymomniux yeTbipex riiaBax
o Kpunrtorpaduu pacckasbiBaeTcss 0e3 MCIOJb30BaHUSI CIOXHOTO MaTeMmaruhye-
CKOro $3blKa, M TIpM BTOM IOAPOOHO paccMaTpMBAIOTCS pacnpocTpaHEeHHbIe
OIIMOKM, JOMNYCKAaeMble TMpPU PEAIU3AlMUA CPEACTB 3alUUTHI, HCIOJb3YIOIINX
Kpurnrorpaduio.



NnaBa b5

ba3oBble NOHATUA .\

[IpakTryecku HM OHA COBpEeMEHHAs KHWTa, MOCBAIIeHHAas WHGOPMAIIMOHHON
6e30macHOCT, He 00XomuTcs Oe3 yImoMHHaHUS o Kpunrtorpadun. M Ha 310 ecTh
Cepbe3Hble MPUYMHBL: KpUITOrpaduss — OOWH M3 OCHOBHBIX MHCTPYMEHTOB, MC-
MTOJIB3YIOLINXCS TIPU 3aIUTe WHOOPMAIINH.

5.1. NMpouncxoxpeHne Ha3BaHWi

TepmuH wugp (cipher) mpoucxomut oT apabckoro ciosa "mndpa” — apadbl mep-
BBIMM CTAJIM 3alMIIATh TEKCT, 3aMeHsIs OYKBbI LIMPpamu.

Kpunmoepagus (cryptography) HOCTOBHO TepeBOAUTCS KaK "TalfHOMUCH', UCKYyC-
CTBO TailHOTO MKUCbMA (OT IPEeYECKUX CJIOB kryptos — TailHbIN U grapho — muiy).
[Totpe6HOCTh B KpumnrTorpacdbuu BO3HMKAIA, KOraa TpeboBajloch MepenaBaTh CO-
00I1IeHNs TaKUM o0pa3oM, YTOObl MX HE MOTI IIPOYUTATh NPOTUBHUK. B mcropuio
BOIIJIO MHOXECTBO IIM(PPOB, M300peTEHHBIX U MPUMEHSBIIMXCS B pa3Hble Beka,
B TOM YHMCJIe U IO HAlllel 3pBHI.

IMapannenbHo ¢ Merogamu IKMGPOBAHUSI pa3padaTbIBAIMCh WM METONbI B3JIOMa
mrdpoB. UcciaenoBaHneM Kpuntorpaduiyeckux aJropuTMOB C 1EJIbI0 OLEHKHU UX
CTOMKOCTM M TIoMcKa caabblx MecT 3aHuMaeTrcsl kpunmoaraius (cryptanalysis).
TpaauuroHHO KPUINTOAHAIU3 MPUMEHSIJICS IJIs UTEHUST MepeXBaueHHbBIX COOOIIe-
HUI 6e3 3HAHUS KJIoYa UK Aaxe Metona mudpoaHus. Kpunrorpadus u kpur-
TOAHAJIU3 SIBIISIIOTCS IBYMSI 0A30BbIMU COCTABIISIIOLIMMU OJAHON HAyKU — KpuUnmo-
noeuu (cryptology).

CyliecTByeT Takxke pasmen MHOOPMAMOHHON 0e30IMacHOCTH, 10 HAMMEHOBAaHUIO
CO3BYYHBIIl ¢ Kpunrorpapueil — cmeeanoepagus (steganography). Ero HassaHue
MTPOUCXOIUT OT IPevecKX CJIOB Stege — Kphia 1 grapho — muiry. CteraHorpadus
3aHMMAEeTCSl BOIIPOCaMU CKPBITHOM Tepenadn MH(pOopMAIMK, KOTIA CTaBUTCS 3amada
MPEIOTBPATUTh PACKPHITHE TTPOTUBHUKOM HE TOJBKO CONEPKMMOTO COOOIIeHUS, HO
Jaxe 1 caMmoro pakra, 4yTo cooOleHue ObuTo oTipapieHo. CreraHorpadus MoxeT
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HCIIOJIb30BATh 3JICMEHTDBI KpI/IHTOI‘pa(bI/H/I, HO ABJIFAETCA COBEPIICHHO OTACIbHBIM
OT KPHUIITOJIOTMU HAIIPpaBJICHUEM W B NAHHOW YacTh KHUTHU HOI[pO6HO HE pac-
CMATpUBACTCA.

5.2. Kpuntorpadomsa n Hayka

Honroe BpeMs kpunrorpagus Obla GoJbllle UCKYCCTBOM, 4eM Haykoii. Co3mare-
T UdpoB, TPUAYMBIBas aITOPUTMBI TIpeoOpa3oBaHus, NeiCTBOBAIM BO MHOTOM
"Ha ygauy"', T. K. B MX PacHOpsDKEHUM He ObLIO MOOXOASIIEH MareMaTUyecKoi
TEOPUH, CIIOCOOHO (hopMaTn30BaTh KpUNITOrpahuyecKre onepalnl U TTepeBeCTH
WX Ha SI3BIK HAYKH.

IlepBoii paboToii, paguKaabHO M3MEHUBIIEN TaKOe IOJIOXEHUE Belllell, IPUHSITO
CYMTATh CTaTbl0 aMEpPUKAHCKOTOo WHXeHepa W MareMatuka Kioma IllenHoHa
(Claud Shannon) "Teopus cBsisu B cekpeTHbIX cuctemax’ ("The Communication
Theory of Secrecy Systems"), omybiaukoBaHHyio B 1949 romy B kypHane Bell
System Technical Journal. CogepXuMoe 3TOil CTaTbM OCHOBAHO Ha CEKPETHOM
Jokiage "MatemaTudeckasi Teopusi Kpunrtorpaduu", maTUpoBaHHOM 1 ceHTsIOps
1945 roga. Pasymeercs, crtarbsi Obula oIyOJIMKOBaHa TOJbKO IOCE TOro, Kak
JOKJIa[l OKa3aJcsl pacCeKpeyeH.

Crarbs IlleHHOHA cpa3y mepeBena KpunTorpaduio B paspsii TOYHBIX Hayk, (ak-
TUYECKH CHeIaB ee pas3lelloM MaTeMaTHKW. A 3Talm pa3BUTHS KpHNTOrpaduu u
KpunToaHaausa 10 1949 rona tenepb MHOIIA HA3BIBAIOT TOHAYYHOU KPUITOJIOTUEN.

Kcraru, mpumeuarenbHO, 4YTO TepBasl MporpaMMupyemasl BbIUYKCIUTENbHAS Ma-
mmHa, HocuBias ums "Colossus”, 6buta co3gana B AHruu B 1943 romy. Paspa-
6otunkaMu MamuHbI ObTM Makc Heiomen (Max Newman) u Tommu ®uayspc
(Tommy Flowers). B paboTax akTUBHOe yyacThe MPUHUMAJ aHTJIMICKUIA MaTeMa-
TuK AnaH Teiopunr (Alan Turing). BeluucnurenbHas mMaliMHa IpelHa3HAYaIach
st B3noma 1mgpa "Enigma”, nucnonb3osabiierocs: I'epMaHueii Bo BpeMsi BTOpOi
MHUPOBOI BOIHBI. TakuM 00pazoM, MOXHO CUMTATh, YTO MH(MOPMATUKA U BBHIYKC-
JIATENTbHAS TeXHWKA TOSBUINCH Oaromaps MoTpeGHOCTIM KPUTITOAHAIH3A.

5.3. TepmuHonorusa

5.3.1. YyacTHuKN B3anmopencrTeus

Ilpu noboM uHpOpMALMOHHOM OOMEHE CYLIECTBYET O0mHpagument COOOLLEHUS
(sender) u ero noayuamens (recipient). YacTHBIM cliydyaeM 3TOU CXEMBbI SIBJSETCS
CUTYallusl, KOTJA OTIPAaBUTENb W Tojyyarejlb — OIHO U TO Xe JIMIo, a cooOlle-
HHe TiepemaeTcsl He B MPOCTPAHCTBE, a BO BpeMeHH. MIMeHHO TaK MOXeT OBITh
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OIIMCAaH IIpoLECC XpaHCHUA I/IH(l)OpMaL[I/II/I Ha BHEIIHEM HOCHUTEIIC MJINW B IIaMATU
KOMIIBIOTEpPA.

3ayactyio OTHpaBUTEb XeaaeT, yToObl Ha BceM MYTHM CIIEAOBAaHUSI COAEPXKUMOE
COODILIEHUsI COXpaHSJIOCh B TaiiHe, T. €. UTOObl 310ymuiuitennuk (intruder), mepe-
XBAaTUBILIUI cOOOIIIEeHHE, HE CMOT MOHSATh €ro cMbICI. Takke B HEKOTOPBIX CIyya-
SIX Y 3JIOyMbIIIJIEHHWKA €CTh BO3MOXHOCTh BO3AEHCTBOBAaTh HA COMAEPXUMOE CO-
oOIIIeHN# (M3MEHSITh, YOAIITh, CO3AaBaTh HOBbIe coolleHus ). [logpazymeBaetcs,
YTO B PACIOPSDKEHMU 3JIOYMbIIIJIEHHUKA HAXOMASITCS BCE CYLIECTBYIOIIME HA Ha-
CTOSIIIIMAT MOMEHT TeXHWYECKHE CPEeNCTBA, KOTOpble MOIYT IMOMOYb B pellleHUU
€ro 3am;ady.

5.3.2. O6beKkTbl M onepayun

Hcxomnoe, HesammdpoBaHHOE COOOIIEHNE HA3BIBACTCS OMKPbIMbIM  MeKCHOM
(plain text). 3aindpoBaHHOEe cooOlIeHUEe Ha3bIBaeTcsl uugpmexcmom (ciphertext).

IMponecc mpeobpa3oBaHUsST OTKPBITOTO TEKCTAa B IIMMPTEKCT HA3BIBACTCS 3autug-
posaruem (enciphering), a obparHbIil Tiporiecc — pacuiugposanuem (deciphering).
TepMuH wughposanue (6e3 MPUCTABOK) B PYCCKOS3BIYHON JIMTEpaType OOBIYHO
o0o3HavaeT u 3ammndpoBaHue, U paciInppoBaHUE.

3ammdpoBaHne u paciindpoBaHNE BBITTOIHIIOTCS B COOTBETCTBUU C KPUnmozpa-
guueckum areopummom (cryptographic algorithm). Kak npasuio, kpunrorpapuue-
CKUI aJITOPUTM COIEPKUT CMEHHBIA 3JIEMEHT — Kpunmozpapuueckutl ka4 (Cryp-
tographic key), Mo3BoJSIIOLIMI BBIOpaTh OJHO KOHKPETHOE IpeoOpasoBaHUE U3
MHOXECTBA TIpeoOpa3oBaHNA, peaTn3yeMbIX TaHHBIM aJITOPUTMOM.

CylecTByeT Ba OCHOBHBIX THUIA KPUNTOrpapuyecKrX ajJrOpuTMOB: CUMMeEmput-
Hble, U1 KOTOPBIX KIIIOY pacluincpoBaHUSI COBIIANAET C KIIOYOM 3allnpOoBaHUS
WM MOXET OBbITh JIETKO M3 Hero MojiyyeH, U acummempuyHsie, UCTIONb3YIOIIUE 151
3amn¢poBaHusl U paclingpoBaHMS IBa pasHBIX KJIO4Ya. ACUMMETPUYHBIE ajro-
PUTMBI TaK:Ke HA3BIBAIOT aJITOPUTMAMM C OTKPBHITHIM KJTIOYOM, M MX MCTOPHS Ha-
ypHaeTcs ¢ 1975 roga, B To BpeMsl KaK CUMMETPUYHBIE aJITOPUTMBI MCIOIb30Ba-
JINCh MHOTHE THICSYETIETHSI.

CuMMeTpUYHbIE AITOPUTMbBI MOXHO pasfefuTh Ha ABe Kareropuu. K mepBoit ka-
TETOPUU OTHOCSITCSI AJITOPUTMBI, KOTOpbie 00padaThIBAIOT IMHUQpPyEeMble TaHHBIE
MOOUTOBO (MM TIOCMMBOJBHO), W TaKWe AJITOPUTMBI HA3BIBAIOT HOMOKOBbIMU
wugpamu. Ko BTOpOi KaTeropuu OTHOCAT aJTOPUTMBI, IPOU3BOSIINE OMEPALIUH
Haj rpynmnaMu 0utoB. Takue rpynnsl OUTOB HA3bIBAIOT 040KaAMU, A AITOPUTMBI —
0404HBIMU WUGpaMU.

ITonyyeHne OTKpHITOro TeKcTa M3 IIMdpTekcTa 0e3 3HAHMS MPaBUJIBHOIO KIII04a
W/WIIK Bcex JAeTajieil aliropuTMa SIBISICTCSI OCHOBHOM 3amadyeil kpunmoanaiusa 1
HasbIBaeTcs dewugposarnuem. TlonbiTKa KpUITOAHATIN3a HA3bIBAETCST AmMAaKoll.
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PackpeiTie ximoua mmdpoBaHug 6e3 MPUBIEUESHUST METOIOB KPUNTOAHAIM3A Ha-
3bIBACTCST KOMNPOMemayuell.

K xpuntorpadpuyeckum yHKIIUSM, KpoMe alropuTMOB 3alliMdpoBaHUsS U pac-
1 poBaHKS, OTHOCIT U HEKOTOpble Apyrue omnepaunu. Tak, Hanpumep, kpun-
moepaghuueckue xsui-gpynkyuu (cryptographic hash-functions) npumeHsitores st
BBRIYMCIIEHNST 3HaYeHUs xawa (hash value), HassIBaeMoro elie datidycecmom cood-
meHust (message digest). Takke CylIECTBYIOT Kpunmoepaguueckue eeHepamopbl
ncesdocayuatinvix 4uces (random number generator).

5.4. KpunTtorpacuveckne npumMnTUBLI

5.4.1. Anroputmbl wuncppoBaHua

OcHoOBHag 3amavya Kpumrorpadun — obeclieyeHHe CEKPeTHOCTU — pean3yeTcst
MPY TIOMOIIM AJITOPUTMOB IMH(PPOBAHUSA. DTH AITOPUTMBI, IO OIpeIeIEHNIO, SIB-
JITIOTCST OOPaTUMBIMHU, T. K. B IIPOTMBHOM CJIydae BOCCTAHOBHTH 3alll(hpOBAHHEIE
JaHHBIE OyIeT He BCeraa BO3MOXKHO.

JTo0oi1 anroput™m mKMMpPOBAHMS, HA3bIBAEMBIM TakXke IIM(GPOM, IIPEACTaBIISIET
c000i1 1B CBSI3aHHBIX MaTeMaTUUYECKUX (PYHKIIMK, UCTIONb3yeMbIX ISl MPSIMOTO U
obparHoro rnpeodpazoBaHusi UHGopmMaluu (3amrdpoBaHusl U paclivbpoBaHMST).
B HexoTopbIx anroputMax 3aivdpoBaHue U pacuinGpoBaHUE MOTYT BBITTOJHSITh-
csl OJHOU M TOM Xe (pyHKIUE.

Panbiie 3amura, obecneunBaemasi mudpoM, YaCTO OCHOBBIBATACh HA CEKPETHO-
CTU caMoro anroputma InudpoBaHus. Kpunrorpadbuueckue ajiropuTmbl, Tpe-
Oyrole CcoXpaHeHUs B TaliHe TOCJeIOBaTeIbHOCTU IMpeodpa3soBaHMs JaHHBIX,
HA3BIBAIOTCS 02PAHUYEHHbIMU W B HACTOSILEE BPEMSI MPAKTUYECKU HE HAXOHAT
MPUMEHEeHUST — WCIIOIb30BAHUE TAKOTO AJITOPUTMA OOJBIIMM KOJIMYECTBOM yya-
CTHHUKOB MH(MOPMAIIMOHHOTO OOMEeHAa 3aTpyaHseT oOecleyeHue ero CeKPeTHOCTH.
A ecny OmMH W3 WIEHOB pabouell TPpYIIbI, 3allMINaBIIEl BHYTPEHHIOW WHGOpP-
MallMI0 OTPaHWYEHHBIM AJITOPUTMOM, pelllaeT IMOKWHYTh TPYIITy, TO BCEM OCTaB-
IIMMCS Y9aCTHUKAM TpUOETCs, BO M30eXkaHnue BO3MOXHOM YTeUKr MHGMOPMAIIVH,
MePEXOIUTh HA UCITOIb30BAHUE IPYTOTO AJITOPHUTMA.

Eme omHa mpobGnema, cBsi3aHHasi ¢ MPUMEHEHUEM OTpPaHUUYEHHBIX ATOPUTMOB,
3aKJ04yaeTcs B TOM, UTO Kaxasi TpyIra nojb3oBareieil ToJKHA NPUMEHSITh CBOIA
YHUKQJIbHBIA, HUKOMY OoJibllle He W3BECTHBIN anroputMm. CrenoBarenibHO, alro-
PUTM JOJDKEH OBITh pa3paboTaH BHYTPU 3TOM TpyIIbl. A IS pa3pabOTKU XOpo-
1Iero aroput™Ma IudpoBaHUs HEOOXOAUMbI BecbMa ITyOOKHe MO3HAHUS B KpUII-
Torpacuu, KOTOpble eCcTh JaJIeKO He Y KaXAOro yeloBeka.

B coBpeMeHHBIX mMdpax MPUMEHSIOT IPYTroil MOIXOM, OIpeaesieMBlil TTPUHIIN-
noMm Kepkxoddca (Kerckhoffs). CormacHo sTomMy NpUHUUMNY B KPHUIITOCHUCTEME
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WCIIOJTb3YeTCSI CMEHHBIN 3JIEMEHT, Ha3bIBaeMBIN KITIOYOM, M CEKPEeTHOCTh Iudpa
obecreynBaeTcsl CEKpeTHOCThIO Kiovya IUppPOBaHUs, a HE CEKPETHOCTbIO ajro-
putMa. TakuM o6pa3oM, OTKPBITOE OIyOJIMKOBAaHME BCEX meTallell peann3alliu
KpUnTOorpauyeckoro ajroputMa He JOJKHO CHUXATh HaleXXHOCTh 1udpa, ecau
KITfou 1M poBaHUS COXpaHsSIeTcs B ceKpeTe. Kpome Toro, cMeHa Kiroda BBITIOJ-
HSIeTcsl TOpa3mo Mpolle, YeM CMeHa aJIropuTMa, OCOOEHHO eciu InudpoBaHue
pearn30BaHoO aIapaTHoO.

Xopommit anropuT™M IMHUGPOBAHUS WMEeT CICAYIONINe CTaTUCTUIECKHe XapaKTe-
PUCTUKMU:

O oTcyTcTBUE CTaTMCTUYECKOM 3aBUCHMOCTU MEXIY OTKPBHITHIM TEKCTOM M IIUdp-
TEKCTOM;

O wKdpTEeKCT MO CTATUCTUYECKUM XapaKTEPUCTUKAM HE OTIMYUM OT HCTMHHO
CJIyYailHOM TIOCJIeNOBATENIBHOCTH

O usmeHeHme Joboro O6MTa B KiIode MUGPOBAHUSI IMPU HEM3MEHHOM OTKPBITOM
TEKCTe MPUBOOUT K M3MeHeHu1o mpuMepHo 50% Out immdbprekcra (AIs1 CHUM-
METPHYHBIX aJITOPUTMOB);

O usMeHeHMe J000ro 6MTa B OJIOKE OTKPBITOTO TEKCTa MPU HEM3MEHHOM KITIoUYe
M (ppoBaHKs MMPUBOANT K M3MeHeHUIo puMepHo 50% 6uT mmdpprekcra (s
OJIOYHBIX AJITOPUTMOB).

5.4.2. Kpuntorpacpunveckne xaw-cpyHKL NN

Kpuntorpadpuueckue xoui-GyHKIIMU MPU3BaHbI Mpeodpa3oBaTh BXOAHYIO MOCe-
JOBATETLHOCTh MTPOM3BOJILHOTO pa3Mepa B BBIXOMHOE 3HAUYeHHMe (PUKCHMPOBAHHOM
JuHbL. TepMUH "XoLI-QYHKLMS" MCIONb3yeTcs Takke st o0o3HaYeHUs! (PyHK-
AW OTOOpaKeHUs TIPM HOCTYIe K XOII-TabMWIIaM — CTPYKTypaM JaHHBIX, WC-
MOJIb3YEMbIX BO MHOTMX QJITOPUTMAaX. Y TakuX (GyHKIMI MHOTO CBOMCTB, Ieiaro-
IIUX WX CXOXHUMH C KPUNTOrpaduIecKUMH X3II-(GYHKIMSIMU, HO 3TO pasHBIe
BelllM, U HM B KOEM cJydyae He CTOUT IMyTaThb XAII-(PYHKIUU IS X3II-TAOUII
¢ KpurrorpadpuIecKUMI X3II-QYHKIUAMA. B 3Toif KHHUTE paccKasbIBaeTcs TOJb-
KO O KpunTorpapuuecKux Xa1-GyHKIIUIX.

Kpunrorpadguueckue xsmi-pyHKIIMA TPUMEHSIOTCS B Kpuntorpaduu moBceMecT-
HO: B MPOTOKOJIAaX ayTeHTU(hUKAIIMU, LUGPPOBOI MOAMNUCH, B TeHepaTopax ICeB-
JIOCITYJAiTHBIX TTOCIeIOBATEILHOCTEH 1 T. II.

Xoporrast X3mI-QyHKIUS paBHOMEPHO M CIYJaifHO OTOOpaxkaeT MHOXECTBO BCEX
BO3MOXHBIX BXOIHBIX COOOILIEHU BO MHOXECTBO PEe3yJIbTUPYIOIIMX XIIIEH.

Kpuntorpadpuueckas xa1ui-@yHKIMS JO0KHBI ObITh OMHOHANpaBieHHoH. To ecTb,
3HAsT 3HAYEHMS X3IlIa, 3JIOYMBIIUIEHHWK He IODKeH MMeTh 3(¢GeKTHBHON BO3-
MOXHOCTH HaiTH MCXOmHoe coobiieHue. bojiee Toro, He MOKHO OBITH 3Pdek-
TUBHOTO cItocoba HaiTH J000e cooOIeHNe, BEIYUCICHNE X3I-(PYHKINH OT KO-
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TOPOTrO JAacT TpeOyemMoe 3HAueHHE XdIIa (XOTS TaKUX COOOIIeHMId OeCKOHEYHO
MHOTO, T. K. KOJMYECTBO Pa3HbIX BBIXOAHBIX 3HAYEHUII OMpenensieTcsl pasMepoM
X311, 3 MHOXECTBO BXOIHBIX COOOIIEHNI Oe3rpaHUYHO).

Taxke xopolasg KpunTorpadudeckast XaII-(pyHKIUS He MOJIKHA IO3BOJISATH 3JI0-
YMBIIIUIEHHUKY MOI00paTh ABA COOOILIEHMS, A1 KOTOPBIX 3HAYEHUS XdIIel OyayT
COBITA/IATh.

5.4.3. Kpuntorpacuveckune reHepartopbl
nceBpoOCNy4YaiHbIX Yncen

CryyaiiHple 4Mciaa TpeOyroTcss B Kpumnrorpadbuu ovyeHb yacto. CUMMETpUYHBIN
K104 1MU(poBaHUs NOKEH BhIOMpaThbcs ciaydaiiHbIM oOpasoM. IIpu reHepauuu
KJIIOYei 1T acMMMETPUYHON KPUIITOCUCTEMBbl HEOOXOAMMO HMETh ITOCTATOYHO
00JIbIION 00BEM CIYYaHBIX HaHHBIX. KoppeKkTHas peanns3aius acuMMEeTPUIHBIX
KpUNOTOAITOpUTMOB, HampuMep RSA, tpeOyer mo0aBisATh K KaXOOW MOPLUUHU OT-
KPBITOTO TEKCTa HECKOJIBKO CITyJallHBIX OaliT.

OpHako B KOMIIblOTepe, B 0O0IlleM cllyyae, HeT XOpollero MCTOYHMUKA CIy4yaiHO-
CTH, CITOCOOHOTO BbIIABaTh 3HAYUTEbHbIE OObEMbl UCTUHHO CIIyYalHBIX TAHHBIX.
[Toatomy B Kpunrorpacduu HaxomsdT IIMPOKOE MPUMEHEHUE TeHepaTophl MceBIO-
CJIyYalHBIX YUCEJI.

IlceBnocnyyaiiHble TaHHBIE COBCEM HE TO e caMoe, YTO MCTMHHO ClydyaifHbIE.
I'eHeparop mceBmoCIyYaliHbIX YKMCENl UCIONb3YeT NETEPMUHUPOBAHHBIN aIrOpUTM
Y BbIJAeT MocjeaoBaTeIbHOCTh 3HAYEHU I, 3aBUCSIYI0O OT HAayaJbHOTO 3HAYEHMSI
(seed value), 3arpykeHHOro B reHeparop. 3Has HayajlbHOe 3HAaueHUe, JIeTKO IO-
BTOPUTH MOCIEA0BATeIbHOCTD, BbIAABAEMYIO T€HEPATOPOM.

BonbIIMHCTBO S3BIKOB MPOrpaMMUPOBAHUS CoOmepXXaT (PYHKIWU IUIST TeHepaluu
nceBnocayvaitHeix yucen. Ho st dyHKumMu B monamisioleM OONbLIMHCTBE HE
VIOBIETBOPSIIOT KECTKUM TPEOOBAHMSIM, KOTOpbIE MPEmbsBISET KpUITOTpadus
K TeHepaTopaM IICeBIOCTyYailHbIX YHCeT:

a IOCJIEAOBATCIIBHOCTD, BblAaBaA€Mas aJTrOpUTMOM I€HEpalnuun HCCBI[OCJ'[Y‘IH.PTHI)IX
YHUCeI, JOJI’KHAa UMETh KaK MO2KHO OOJTBIINIA TIepuon;

O 3Hag m060i GparMeHT MOCIeI0BATEIbHOCTH, BHIIABAEMOI TeHepaTopoM, 3J10-
YMBIIIUIEHHUK HE MOJDKeH MMeTh 3(DGEKTUBHON BO3MOXHOCTH HAWTH HAYaIb-
HOe 3Ha4YeHWe, 3arpy’KeHHOe B TeHepaTop;

O 3Hag M060ii (hparMeHT MOCAe0BATEIbHOCTHU, BbIIaBAEMOIl TeHEpaTopoM, 3710~
YMBILUIEHHUK He IOJDKeH MMETh BO3MOXHOCTH ITOJYYUTh TOCTOBEpHYIO MHGbOP-
MAIIMIO O MPEIBIIYIIMX MM TMOCIeAYIONIMX 3JIeMEHTaX IOC/Ie0BaTeIbHOCTH.

Takmne GyHKIWM TeHepalluy TICeBOOCTYJIAHBIX Yuces, KaK, HalpuMep, rand U3
CTaHmapTHOM O6ubIMOTeKN sI3piKa C, He YIOBIETBOPSIOT HM OTHOMY M3 TIepedrC-
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JIEHHBIX TpeboBaHUii. [103TOMy He CTOMT IOJB30BaThCS ST 3AIMMTH WHGpOpPMAa-
MM TeHEPATOPaMM, BCTPOCHHBIMU B SI3BIKH ITPOTPAMMUPOBAHUS, €CIIU TOCTOBEP-
HO HE M3BECTHA MX KpUNTOorpadpmiaeckass CTOUKOCTb.

5.5. Mogenun oCHOBHbIX
KpuntoaHanuTuyecKux atak

Ilpu mowucke Kkioua, HEOOXOAUMOrO JUIsl pacliudpoOBKU TMEpexXBaYeHHOTO CO00-
IIEHUsI, B PACTIOPSLKEHUM KPMITOAHAJIUTUKA BCErna HAXOAMTCS METOJ IOJHOTO
nepebopa KJIueBOro mpoctpaHcTBa. [losToMy 00beM KITIOUEBOTO MPOCTPAHCTBA,
WCIIOTb3yEMOI0 B KPMUITOCHUCTEME, MOJKeH OBITh HACTONBKO BEJIUK, YTOOBI
B OimkaiiieM (MM OTAAJIeHHOM, B 3aBUCUMOCTHU OT LIEHHOCTH 3alluppoOBaHHOMN
MHpopManuu) OyayieM IMOJIHBINA Mepebop He ycrea Obl 3aBepIINUTHCS.

Xopouinii aaropuT™M MMu@poBaHUs TOJDKHO OBITh HEBO3MOXHO BCKPBITH Oojiee
5((peKTUBHBIM METOAOM, YeM TOJIHBIN nepedop KIYeBOro MpocTpaHCTRA.

HpI/I OLICHKE CTOMKOCTU TOTO WJIM WHOTO aJiropurMa HII/I(i)pOBaHI/IH paccMarpuBaroT
HECKOJIEKO HambOoJiee PacIpoCTpaHEHHBIX MoJesen KPUIITOAHATUTUYCCKHUX aTak.

5.5.1. AtaKka Ha OCHOBe TOJIbKO LUNhpTEKCTa

Ilpu BBITOJIHEHMM 3TOM aTaKW KPUITOAHAIUTUKY JOCTYITHO HEKOTOpOe KoJuye-
CTBO IMGPTEKCTOB, SABISIONINXCS PE3yJIbTaTOM IPUMEHEHUs] OTHOTO aJrOpUTMa
Kb poBaHUSI.

3amaya KpUNTOAHAIMTHKA 3aKITI0YaeTCs B TOM, YTOObI HANTH KaK MOXHO OoJblile
OTKPBITHIX TEKCTOB, COOTBETCTBYIOIIMX MMEIOIIMMCS IMMppTEKCTaM, a elle JIyd-
1Ie — ONpPeneNUTh K04, UCTIOJb30BAaHHBIM MPHU 3alIu(ppoBaHUH.

BxomHple maHHBIE UISI aTaKu Ha OCHOBE TOJBKO IIM(pPTEKCTa MOTYT OBITH IMOJY-
YeHBI TIPOCTHIM TEPeXBaTOM 3alIM(pPOBAHHBIX COOOIICHUIA, YTO MPH Tepeaade 1o
OTKPBITBIM KaHAJIaM CBSI3U CPaBHUTEIBHO JIETKO pean3yeMo.

JaHHas ataka gBjsieTcsl caMoii ¢1aboit 1 HeymoOHOM IJIsT KpUIITOAHAIUTHKA.

5.5.2. Ataka Ha OCHOBE OTKpPbITOro TeKcTa

HpI/I BBIIIOJIHEHUM STOM aTaku KPUIITOAHAIUTUK HNMEET OOCTYII HE TOJbBKO
K ]J.II/I(i)pTeKCTaM, HO M K COOTBETCTBYIOIIMM MM OTKPBITBIM TEKCTaM.

3amaya KpUITOAHAIMTHKA CBOAMTCS K HaXOXIEHUIO KiItoYa IudpoBaHMS, UC-
MOJIb30BAHHOIO [JIsI MMEIOLIMXCS Iap TEKCTOB, MM IIOCTPOECHHUIO aJrOPHT-
Ma, IMO3BOJISTIONIEro paciiudpoBbIBaTh JIIOObIe cOodIeH s, 3amudpoBaHHbIe Ha
3TOM KJIIOYE.
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OTKpBITbIE TEKCThbI, HECOOXOAMMEBIE [AJISl JAHHOM aTaKu, MOIYT OBITh ITONyYEeHbl U3
pasHbBIX MCTOYHUKOB. Hampumep, eciu uM3BeCTHO, 4YTO IepeaaeTcs 3aiudpoBaH-
HBII (baiiyl ¢ OMpefeeHHbIM UMEHEM, TO 10 PACIIUPEHUIO YACTO MOXKHO CIE/IaTh
MIPEIIOJIOKEeHNE O CONEPXUMOM OIpelielieHHbIX (parMeHToB (daiija, Hampumep
3aroJIoBKa.

,Z[aHHaSI aTaKka CHUJIbHEE, YEM aTaka Ha OCHOBE TOJIbBKO ]J.II/I(preKCTa.

5.5.3. Ataka Ha ocHoBe nogob6paHHoro
OTKpPbITOro TeKcTa

B JaHHOM CJIyda€ B paCHOPAXKCHUN KPUIITOAHAIMTHKA TaKXE €CTb HEKOTOPOE
YHUCJIO H_II/ICpreKCTOB N COOTBETCTBYIOIIMX MM OTKPBITHIX TEKCTOB. HO, KpOoM€ TO-
ro, KpHUINTOAHAJIUTUK HNMEET BO3MOXHOCTb BbI6paTb HECKOJILKO ITPOM3BOJIbHBIX
OTKPBITBIX TEKCTOB N MOJTYYUTb COOTBETCTBYIOIINE UM H_II/ICI)pTCKCTI)I.

3agaya KpUNTOAHATMTUKA TOYHO TaKas e, YTO M MPU aTake Ha OCHOBE OTKPHITO-
r0 TEKCTa: ONpeNeSUTh UCIONb30BAHHBINA KIIOY NIMGPOBAHUS WU HAWUTU WHOI
croco6 pacimdpoBbIBaTh COOOILICHMS, 3aTM(bpPOBaHHBIE HA TOM e KITIoUe.

IMonyunth MUOPTEKCT, COOTBETCTBYIONIMI 3aIaHHOMY OTKPBHITOMY TEKCTY, MHO-
r1a MOXKHO, HampUMeEp, CO3IaB IMOAAEIbHOE He3alIM(ppPOBaHHOE COOOILEHUE OT
MMEHU OJHOTO U3 TI0jIb30BaTeNiell, OOBIYHO HCIIONB3YIINUX IudpoBaHue. [Ipu
COBMAJEHNU HEKOTOPBIX (PAKTOPOB HA TAKOE COOOLLIEHUE MOXKET OBITh CO3/IaH 3a-
UIMGPOBAHHBIN OTBET, LIUTUPYIOIIVI HCXOTHOE COODIIEHNE.

Y KpunroaHaqUTHKA MPU peaTu3aluy aTaku Ha OCHOBE MOTOOPAHHOTO OTKPHITOTO
TEKCTa TIOSIBIIIETCS BO3ZMOXHOCTH BEIOMPATh OIOKM OTKPBITOTO TEKCTA, YTO MOXET,
B CBOIO OuYepelb, 1aTh TOMOJTHUTEIBHYIO MHGOPMAIINIO O KITloYe IH(pPOBAHUS.

5.5.4. Ataka Ha OCHOBe aganTMBHO nogo6paHHoOro
OTKpPbITOro TeKcTa

DTOT BapWaHT SABJISETCS pacIIMpeHHeM aTakW Ha OCHOBE MOJOOPAHHOTO OTKPHI-
Toro tekcra. OTauyme 3aKa0YaeTcss B TOM, YTO, TTOJNYIUB IU(PPTEKCT, COOTBETCT-
BYIOIINI BEIOPAHHOMY OTKPBITOMY TEKCTY, KPUIITOAHATIUTHK MOXKET MPHHSTH pe-
IIeHNe, KAaKOW OTKPBITBIA TEKCT OH XOUeT 3aln¢poBaTh B CIACAYIONINNA pas.

ATaka Ha OCHOBE amalTUBHO TMOMOOPAHHOTO OTKPHITOTO TEKCTa MOXET IpHUMe-
HSTbCS, KOTJA Y KPUMNTOAHATUTUKA €CTh MOCTYN K IIMOPYIOLIEMY YCTPOMCTBY
(HampuMep K CMapT-KapTe), pealu3yolleMy OIpPEACIeHHbIA aIropuT™M Udpo-
BaHMS MO KJIIOUY, HEMOCTYITHOMY JUTSI CYMTHIBAHMUSI.

AnmanTuBHOCTH (0OpaTHasl CBSI3b) NAHHOI aTaKu JaeT MPeMMYLIECTBO Iepes Ipo-
CTOM aTakoil Ha OCHOBE IOJOOPAaHHOIO OTKPBITOTO TEKCTA, IN€ BCE OTKPBIThIE
TEKCThl BHIOMPAIKMCh 10 HAayajla aTakM.
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5.6. AHanNn3 CTONKOCTM
Kpuntorpadgpunyecknx npuMmnTUBOB

HecmoTpst Ha MHOTOBEKOBYIO MCTOPUIO KpUNTOrpaduu U KPUNTOAHAIN3A, A0 CUX
MOp He CyIIeCTBYeT MaTeMaTMyeckoro armrapara, MO3BOJISIONIEro 10Ka3aTh, 4YTO
KoY 1HGPOBAHUS OMpPEIeIeHHOTO aJrOpUTMa HEBO3MOXHO HaiTu Oojee a¢d-
(bexTBHO, YeM TMOJHBIM MepedopoM KiItouyeBoro mpoctpaHcTBa. Ckopee Bcero,
TaKko MareMaTU4yecKMil ammapar He OyaeT pa3paboTaH U B 0003pUMOM OymylIeM.
OpHako Mpexie 4yeM HCIOoJIb30BaTh JII000i KpunrtorpadudeckKuii airoputM, He-
00XOIMMO TOJYYUTh MOATBEPKACHUE €ro HANEXKHOCTH.

AJTOPUTMBI MIN(PPOBAHUS C OTKPHITHIM KITIOYOM, KaK MPaBWIO, TTO3BOJISIOT CBe-
CTU 3aJauyy B3joma Iudpa K XOpOULIO M3BECTHOW MaTeMaTU4ecKoil mpobieme,
TaKOW KakK pa3jokeHWe OONBIIOro YKciia Ha MPOCThle COMHOXMUTENN WIIM BBIYUC-
JIeHue IMCKpeTHoro jorapudma B KoHeuHoM Tmone. [Toka Maremaruueckasi mpo-
onema He nMeeT 3(P(EKTUBHOIO PEIIeHMS, AITOPUTM OYIeT OCTaBaThCsSl CTOMKMM.
Kak toibko addekTuBHOE pellieHue OyaeT HalIeHO, CTONKOCTh BCEX KPUIMTO-
rpaduIecKuX ajrOPpUTMOB M TIPOTOKOJIOB, MCITONB3YIONINX TaHHYI0 MaTeMaThye-
CKYI0O MpobjeMy, pe3Ko CHU3MTcS. Tak 4YTo pa3paboTyvMkaM M I0Jb30BaTessIM
KPUIITOCHCTEM, OCHOBAHHBIX Ha MareMaruyeckoil mpobjemMe, ocTtaercs JUIIb Ha-
JesIThCS, UYTO 2(DGPEKTUBHOE pellieHre He CyIllecTBYeT MM HUKOIAAa He OyleT Haii-
neHo. K Mx cyacTblo, 3HAUUTENbHBIX MPEANOCHIOK K OJIM3KOMY MPOPBIBY B 3TUX
o0J1acTsSIX MaTeMaTHKM MoKa Her.

s cuMMeTpuYHON KpunTorpaduu aBTop alropuTMa MOXET NMPUBECTH COoOpa-
KeHHSI, KOTOPHIMU OH PYKOBOICTBOBAJICS TIpU pa3paboTKe IIndpa, HO 3TOTO SBHO
HefgoctaToyHo. TpeOyeTcs Hekas Tpolieaypa, €CiId He TapaHTHpyIollas CToi-
KOCTb, TO XOTsI OBI Jarolllasl BHICOKYIO CTeNeHb YBEPEHHOCTH, YTO AJTOPUTM He
OyIeT B3JIOMaH 3JI0YMBIITUIEHHUKOM.

Ha nacTosmmii MOMEHT OCHOBHBIM METOOOM IIPOBEPKH KpHITOrpaduieckoit
CTOMKOCTH aJTOPUTMOB SIBIIIETCS dKCIEepTHas olleHKa. HOBEIN alropHTM OTKpHI-
TO TYOJUKYETCS, W BCe KeJalollre IOIyYaloT BO3MOXHOCTb MONBITAThCS HANTH
B HeM cllabble Mecta. Ecii KOMy-TO M3 KPUNITOAHAJTUTUKOB yIAeTcs OOHAPYXKHUTh
cephe3Hble HEIOCTAaTKM, AJITOPUTM OTIIPABIISIETCS] B MyCOPHYIO Kop3uHy. Eciam xe
Ha MPOTSXKeHUU 3HAYMTESbHOTOo Iepuona BpeMeHU (OOBIYHO HECKOJbKHUX JeT)
HUKOMY He yIaJoCh OTBICKATh YS3BUMOCTH B QJTOPUTME, TO OH MOXET 3aHSTh
[MOYETHOE MECTO CPEIU APYTrMX aJITOPUTMOB, PEKOMEHIYEMBIX K IIPUMEHEHUIO HA
nmpakTuke. MMeHHO Tak MPOBOASITCS ceffyac KOHKYPCHI Ha BBIOOp aITOpHUTMA IS
HalIMOHAJILHOTO cTaHaapTa Kb pPOBAHUS.

IIpoBepuTh HameXHOCTh HOBOTO ajlropuTMa 0Oe3 MpHUBJIeYEeHMS] KpuITorpacduye-
CKOH OOIIEeCTBEHHOCTU IO CHUJY pa3Be UTO TakuM opraHuzamnusm, kak AHB.
A m10001i apyroil pazpaboTuyuK, XeJalollii COXPAHUTh AJITOPUTM B TailHE, MOXKET
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O0Ka3aThCd B CHUTYaAllMM, KOTJIA Yepe3 HEKOTOPOe BpeMsT MCITONb3yeMBIN arOpUTM
nepecTaeT ObITh CEKPeTHbIM M BcKope TMosiBsieTcs] 3(PpdeKTUBHbIA METOH ero
BCKPBITHSA. UMEHHO TTIO3TOMY cOBpeMeHHasi Kpurrorpadusi, B GOIBITMHCTBE CITy-
yaeB, SIBJISIETCSI OTKPBITONM — BEPOSITHOCTH B3JIOMA XOPOILIO MCCIIEJOBAHHOIO aj-
TOpUTMAa 3HAYUTEJIBLHO HUXe, 4YeM ajJrOpHTMa, IepXKaBIIErocs HOJIToe BpeMs
B CeKpeTe.

Anroputm wngppoBaHua A5

B kauyecTBe HarnmsigHOro Npumepa onacHOCTU, CBSI3aHHOW C 3acekpednBaHMeM aeTa-
nen peanusauum anroputMoB LUMGPPOBAHNS, MOXHO NPUBECTU UCTOPUIO MOTOYHOIO
wudpa A5, npumeHsemoro Ans WNGPOBaHUA CeaHCOB TenegOoHHOW CBA3N Mexay
Tpybkon aboHeHTa u 6a30BoOW CTaHUMEN B €BPOMNENCKOWM CUCTEME MOOUNBHOW Und-
pooii cesizan GSM (Group Special Mobile).

LLndp A5 6bin paspabotaH B 1989 rogy u cywectsyeT B AByx Bepcusx: A5/1 —
"cunbHas" Bepcus wndpa, paspeLlleHHas K NPUMEHEHNIO TOMNbKO B HEKOTOPbIX CTpa-
Hax, n A5/2 — "ocnabneHHas" Bepcusi, paspelueHHass K cBOBOAHOMY NMPUMEHEHMIO.
B 1989 rogy wwupokas nybnukaums anroputMOB He Obinia pacnpoCTpaHEHHbIM NOA-
X040M, 1 geTtanu noctpoenns A5 okazanucb 3acekpeyeHsbi.

Ho kak Obl CTPOro HM KOHTPONMMPOBANUCb KOMMEPYECKME CeKpeTbl, LUMPOKOe pac-
NpOoCTPaHeHne NPoAyKUMW paHO UMM MO3AHO MPUBOAMUT K yTeykam WHdopmaumu.
B cnyyae ¢ GSM yteukn Havanuch B Havane 90-x rogos. bputaHckas TenedoHHas
KOMnaHusa nepefana BCIO AOKyMeHTauuo Bpagdopackomy yHuBepcuTeTy, He no-
TpeboBaB OT Hero nognucaTb CornalleHne O HepasrnaweHun. Yacte nHdopmaumum
nonana B VHTepHeT, a k 1994 rogy ocHOBHble AeTanu anroputma A5 ctanu obule-
[OCTyMHbI. B KOHUE KoHUOoB, kemBpumkckme ydeHble Mank Poa (Mike Roe) n Pocc AH-
aepcoH (Ross Anderson) onybnukosanu B IHTepHeTE NpMMEpHYIO Cxemy anroputma.

B Hauyane 1999 roga B accoumauun paspabotunkoB cmapT-kapT (Smart-Card Developer
Association, SDA) 6biInn NONHOCTbLIO BOCCTAHOBMEHLI M NPOBEPEHbI Ha pearnbHbIX
TEeCTOBbIX BeKTOpax cxembl anroputmoB A5/1 n A5/2. Moutu cpasy nocne atoro Obl-
na npeanoxeHa artaka, nosponstouwas BcKpbiBaTb wudp A5/2 Ha nepcoHanbHOM
KoMnbloTepe Bcero 3a 15 munnucekyHa.

B nekabpe 1999 roga m3panneckumm matematmkamm Agn WWammpom (Adi Shamir) u
Anekcom BuptokoBbiM (Alex Biryukov) Gbina onybnukoBaHa ewe ogHa paboTa, B KO-
TOPOW OMMCaH HETPUBMANbHBINA, HO NO TEOPETUYECKMM pacyeTaMm OYeHb 3heKTMB-
HbI MeToZA BCKpbITMA anroputma A5/1. 31oT meTog Tpebyet 2% npeABapuTenbHbIX
BbIYMCNEHUI U NO3BOMSIET HAXOAUTb KMtoY 3@ 1 CeKyHAy Ha NepcoHanbHOM KOMMbHO-
Tepe, umetowem 128 Mbaint onepatuBHo namsitu u 150 [Gant anckoBoro npo-
CTpaHCTBa, MyTEM aHanu3a BbixoAa anroputMa B TeYEeHME NEPBbIX ABYX MUHYT Te-
nedpoHHOro pasroeopa.
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OmHako WHTYUTHBHO IIOHSITHO, YTO OTCYTCTBUE YCIEIIHBIX pPe3yJAbTaTOB KpPHII-
TOaHAIN3a KOHKPETHOTO aJITOPUTMA eIlle He TapaHTUPYeT, YTO OTH Pe3yIbTaThl He
TTOSIBITCS B OymyrieM. PaGoTHI IO yCOBEpIIIEHCTBOBAHNIO METOIOB KPUIITOAHATIN3A
BeIyTCsA TIOCTOSTHHO, W HET HWKAKOW TapaHTHM, YTO He ymacTcs HailTh sddek-
TUBHBIE METOMBI B3JIOMa CYIIECTBYIOIINX MIN(POB.

OKcnepTHas OlIeHKAa NPUMEHSIETCS aHaJIOTMYHBIM 00pa3oM W il NPOBEPKU
KpuITorpapuueckoil CTOMKOCTU X31LI-(PYHKLIUI U TeHepaTOpOB MCEeBAOCTyYaiHbIX
quces.



naBa 6

Kpunrtorpadwus o
Ang HemaTtemMaTuKoB

MHorve JIomu, THITAIOIINECS 3aHAThCS TIIYOOKUM W3yYeHHWEeM KpHIITorpaduu,
MOTYT CTOJKHYTBCSI C TeM, YTO 3Ta 3aaya UM He TOJ CUJIY. YK CIMIIKOM Cepb-
€3Has MaTeMaTuJecKas MOATOTOBKA TpeOyeTcsT ISl TOTO, YTOOBI NeTaTbHO ITOHM-
MaTh, KaK CTPOUTH HAAeXHBIE AJTOPUTMBI U KaK BBITOJHSATH MX KPUIITOAHAIM3.
Ho paspaborumKy mporpamM, CBSI3aHHBIX C 3alllUTOl WHMOpMaIuM, He 00s3a-
TENBHO 3HATh BCE O CaMUX AJITOPUTMAaxX — MOCTATOYHO YMETh MX IPABWIBHO TIPH-
MEHSITh, HE OCTaBJISISI MPOTUBHUKY BO3MOXKHOCTH IJIsI aTaKH.

6.1. OTkpbiTaa Kpuntorpacpusa B Poccun

Kakux-uubynpb 15 net Hazan kpunrorpadus B Poccuu (torma eme Coroze CoBer-
ckux Couuanuctudyeckux PecnyOink) Obula yemM-TO BpOJE TEXHOJOTMHU IPOU3-
BOJICTBA OPYKHUSI — CYILIECTBOBAHME KpUNTOrpaduu He SBISUIOCh TAHOM, U MOY-
TH B J1OO0OM KMHOMUIbME MPO Pa3BeIYUMKOB (MW IIMUOHOB, eciu (uibM ObuI
MHOCTPAHHOTO TPOM3BOACTBA) (DUTYpUPOBAT YeToBeK, 3alTU(pPOBLIBAIOIINN WU
pacimdpoBLIBAIOIINI CeKpeTHBIe coobleHns. Ho Bce, 4To OBIIO CBA3aHO C pe-
aIbHOM Kpumnrorpadueil, HaXOAUIOCh B OOJACTH NEWCTBUS BOCHHBIX WIM CIIell-
CIIyX0, T. €. TIoI KOHTpoJieM TocymapcTtBa. CiieqoBareIbHO, B KHIDKHBIX Marasu-
Hax HeJIb3sl ObLIO HANTH TOIMYJSIPHBIX U3MAHWI 1O KpUNTOrpaduu, a B OTKPBITHIX
6ubIMoTEeKaX He OBLTO COOTBETCTBYIOIINX HAYYHEIX paboT — KpunTorpadust Osuta
3aKPBITOM.

IlpaBna, 2 wutoHa 1989 roma IlocraHoBneHuem I'ocymapcTBeHHOro KoMHMTETa
CCCP no cranmaptam Ne 1409 Obln yTBepxXaeH U BBeAeH B AciicTBue (¢ 1 vions
1990 roma) T'OCT 28147-89 "CucreMbl 00paboTKi MHGbOpMAMKU. 3alIUTa KPHII-
Torpaduyeckasi. AITOpUTM KpUnTorpachpuueckoro npeodpasoBaHus’.

O6uwee onucaHne rOCT 28147-89

HacTosmin cTaHaapT ycTaHaBnMBaeT eauHbliA anropuTM Kpuntorpadmyeckoro npeobpa-
30BaHUA ANl cucTeM 00paboTkU MHGOpMaLMK B CETSX ANEKTPOHHBIX BbIMUCTIUTENBHBIX
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MawwwmH (3BM), oTaenbHbIX BbMUCHUTENbHBLIX Komnrekcax n OBM, koTopblii onpeaensiet
npasuna WmpoBaHUs AaHHbIX U BbIPAOOTKM MMUTOBCTaBKU.

Anroputm KpunTorpadudeckoro npeobpasoBaHusi NpegHasHavyeH Ans annapaTHOW
UNN NPOrpaMMHON peanusauun, yaoBneTBopseT Kpuntorpaduyeckum TpeboBaHnam
1 MO CBOMM BO3MOXHOCTSIM HE HakragblBaeT OrpaHUYEHUN Ha CTeNneHb CEKPETHOCTU
3awuuiaemMon nHgopmMaumn.

CraHpapT obsAsaTeneH Ana opraHu3auuini, NPpeanpuaTUn U yupexaeHuii, NpuMeHsio-
LWMX Kpuntorpacpmyeckyo 3alnTy AaHHbIX, XpaHUMbIX U NepegaBaeMbiX B CETAX
OBM, B oTAENbHbIX BbIMMCNUTENBHBLIX KOMMNekcax unu 3BM.

Crout HanmoMHuUTh, uyTo B CIIIA mepBbiit ctanaapt mudpoBanust DES Obi1 ony6-
JIMUKOBaH W BcTynua B cuity B 1977 rony, Ha 13 net panbiie, yueM T'OCT 28147-89.

TpymHo ckasaThb TOYHO, B KaKOW MMEHHO MOMEHT B KPUITOTrpadHM IPOU3OIIET
nHpopMalMoHHbIN mpopblB. CKopee Bcero, korna B Poccuu mocryn B MHTEpHeT
MTOSIBIJICS Y 3HAYUTENBHOTO YMCIa OOBIMHBIX ITOJTh30BaTeNel, T. €. B TIEPBOM TO-
nosuHe 90-x TomoB XX Beka. B MHTepHeTe 0OHApYXXMINCH pecypchl, comepa-
e OTpOMHBIE 00BeMBI MHMOPMAIIMU IO KPHWITOJIOTHU: OITMCAHUS KPUIITOTpa-
(pmIeckrx ajTOpUTMOB M TIPOTOKOJIOB, CTATBU 110 KPHUIITOAHAIM3Y, MCXOMHBIC
TEKCTH M T. I. B Takmx ycrmoBusx Kpumrorpadus Kak HayKa He Moria OoJjbIle
OCTaBaThCsI CEKPETHOM, K TOMY e pa3BUTHE CPEeICTB KOMMYHHMKamuu B Poccun
BBISIBUJIO TOTPEOHOCTh B KpUITOrpauu He TOJAbKO ISl CHEelcayxk0, HO W IS
KOMMEpPYECKHUX CTPYKTYD.

TlocymapcTBo He ocrtajoch 6e3y4acTHBIM K BO3HUKIIEH OTKPBITOCTH KPUIITOIpa-
duu, n 3 anpena 1995 roga mox masineHueM PAIICHU (PenepanbHOro areHTCTBA
MPpaBUTENBbCTBEHHOM cBs13u M nHdopmauuu npu [pesunente Poccuiickoit Mene-
pauun) nosBuiica Ykas Ilpesummenta Poccuiickoit Menepauum Ne 334 "O mepax
0 COOJIIOAEHNIO 3aKOHHOCTH B 00JIACTH pa3paboTKH, MPOU3BOACTBA, peaan3alun
M 9KCIUTyaTauuy IHGPOBAIBHBIX CPEICTB, a TAKXKE MPENOCTABIEHUS YCIyTr B 00-
nactu mdposBaHus nHpopMmaunu”. Huxe npuBoguTcs HeGObIIAs BbIIEPKKA U3
aTOro YKasa.

®parmeHT Yka3a Ne 334 (nyHKT 4)

B nHTepecax nHgopmaumoHHon 6esonacHoctn Poccuiickon ®epepaumm n ycuneHus
©0opbObl C OpPraHM30BaHHONM MPECTYMHOCTBIO 3anpPeTUTb AESATENbHOCTb KPUANYECKNX
N U3NYECKnX nuu, CBSI3aHHYK C pa3paboTKoW, NpOoM3BOACTBOM, peanusauuen u
aKcnnyataumen LWugpoBanbHbIX CPeAcTB, a Takke 3alWUWEHHbIX TEXHUYECKNX
cpencTB xpaHeHus, 06paboTku 1 nepedadn nHdopMauun, NpesocTaBneHnem ycnyr
B obnactn wudgpoBaHusa nHdopmauun, 6e3 nuueHsun, BblgaHHbIX PepepanbHbIv
areHTCTBOM MNpPaBUTENbCTBEHHON CBA3M U MHbopmauun npu lNpesmaeHte Poccuin-
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ckonn depepaummn B cooTBeTCcTBUM C 3akoHoM Poccuickon depepaumm "O cene-
panbHbIX opraHax nNpaBUTENbLCTBEHHOW CBA3W U MHpopMaLumun”.

VYxa3 Ne 334 HemBYCMBICIIEHHO 3allpeliacT MCIONb30BaHUE KpHUTTorpaduu 6e3
TuLeH3nKu gaxe dusnueckumu auuamu. OcHoBHoi aprymeHT PATICH, kacaro-
LMiics ToNoXeHuir YKasza, CBOAUJICS K TOMY, UTO HeJb3sl ITOMYCTUTh IMOIMagaHus
CpPEeNCcTB 3aIIUThl MHGpOPMALMM B PYKH TeppopucToB. OmXHAKO MporpaMMHOe
obecrreueHre, TpeTHasHAYeHHOe IS KpUITorpadmdecKoi 3alluThl WHOOopMa-
LM, B OTAWYUE OT CHEIUATM3UPOBAHHBIX CPEICTB IMIMMPOBAHMUS CBA3U, MOXKET
JIerKo OBbITh MojlydyeHo yepe3 MITHTepHeT J100bIM YeJIOBEKOM UJIU OpraHu3alMel.

ITo MHeHUIO OOILIECTBEHHON HeKoMMepuecKoil accounanuu "PycKpunro”, Heco-
BEpILIEHCTBO 3aKOHOB, MPHUHSITHIX B MepBylo ouyepenb mon gasieHnemM MATICH,
peasbHO cIepXXMBaeT pa3BUTUE HE TOJbKO KpuUMnTorpaduu Kak HayKu, HO U LEJI0-
ro cerMeHTa pbiHKa PoccuiicKoif 5KOHOMUKHM, CBSI3AaHHOTO C CHCTEMaMM 3alUThI
nHdopmaruu. M KMcnpaBUTh CIOXUBIIYIOCS CUTYalUI0 MOXHO TOJBKO MoOcie
BHECEHUST CMSITYAIOLINX TTOTIPABOK B 3aKOHOIATETECTBO.

Takum obpa3zoM, IMpaBoBoe IOJIe B BOIPOCAX, KacAIONIWXCS pa3paboOTKN M TIPH-
MEHEHUsI KpUITorpaduyecKuXx CpeiacTB, Bce ellle HaXOAUTCsS B CTaauu (popMUpO-
BaHM, M 3aKOHOAATEISIM TIPEACTOUT OOJbIIas paboTa B JaHHOM HAaIIpaBICHUH.

Kcrarn, ykazom Ilpesmmenra Poccum ot 11 mapra 2003 roma PAIICHU 6Gbuto
paccdopmupoBaHo, a ero GyHKIHUM pacripeneieHbl Mexay DenepaabHoOi CIyX00i
Oe3omacHOCT 1 MUHUCTEPCTBOM OOOpPOHHI.

6.2. Jlutepatypa no Kpuntosormm

IlepBble paboOTHI, CBsSI3aHHBIE C KpumnTorpacdueid W KpUNTOAHATU30M, TMOSIBUINCH
oueHb JaBHO. Tak, HampuMep, U3BECTHO, YTO ApHUCTOTENO, XuBliemy B 384—322 rr.
JI0 H. 3., MPUHAIEXUT crMoco0d B3jloMa IKMdpa, HMCIOJb30BaBIIErocsl rpeKaMu
B V—IV BB. 10 H. 3.

O4yeHb BaXHBIN TPYH, MUMEIOIIMI OTHOIIeHWE K KPUITOAHATM3Y, ObLT HaucaH
B IX Beke omHMUM M3 KPYITHENIINX YIEHBIX apabCcKoro MUpa, HOCUBIIUM UM A0y
IOcyd Sxy6 mbH-Mcxak noH-Ac-Cabax nbH-YMpan noH-Memamun Ans Kunmon,
OoJjiee M3BECTHBIM Ha 3amaje Kak AnbKuHAyc. B ero pabote BIiepBble ONMUCHIBA-
JIOCh TIpUMEHEeHUEe YaCTOTHOTO aHau3a IS B3JioMa MM(poB MPOCTO 3aMEeHBI.

Jo mepBoil MHUPOBOM BOMHBI MHMOPMALMS O HOBEHINMX HOCTIDKCHUSIX B KPHII-
TOJIOTUM TIEPUOJUYECKU TMOSIBIsUIach B OTKpbIToil mevartu. B 1918 romy yBumena
cBeT MoHorpadus Bunbama @pummana (William F. Friedman) "Wanekc coBma-
JeHust u ero npuMeHeHue B Kpunrorpadpuu” ("Index of Coincidence and Its
Applications in Cryptography"). 3To Obula O0fHa M3 CaMbIX 3HAYUTENbHBIX PabOT
XX Beka B 00J1acTH KpUIITOAHAIMU3A.
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IMocne mepBoit MUPOBOIT BOMHBI OTKPHITHIX HOBATOPCKUX PabOT IO KPHUIITOTpa-
¢dun nmoutn He mnybaMKoBasock. CleayoOLIUM 3HAUYUTEIbHBIM COOBITHMEM CcTaja
yxe ynoMmsiHyTas ctathsl Kiomga IlenHoHa "Teopusi cBSI3M B CEKpETHBIX CHCTe-
Max" (cm. ea. 5), nosiBuBiasicda B 1949 rony.

B 1967 rony seimna kuura [ssupa Kana (David Kahn) "Bsznominuku komos”
("The Codebreakers: The Story of Secret Writing"), KoTopasi He ObuIa MOCBsIIeHA
HayyHOH CTOpOHe KpuITorpaduu, HO coiepkajla OrPOMHBI MCTOPUUYECKUN Ma-
Tepuaj. B KHUTe OMMCHIBATNCH MMEBIIE MECTO CIYJYaW YCIEITHOTO MCIIOIb30Ba-
HMSI KpUNITOAHAIM3a, BKIouyas (akrel, Kotopble mpaBuTenbcTBo CIIIA Bce ere
CUNTAJIO CEKPETHBIMU.

3HAYNTENBHBIA UMITYJIC HIMPOKOMY Pa3BUTHIO KpHWNTOrpaduu maga oImyoInKo-
BaHHasg B 1976 romy craths Yurdwiama ducddu (Whitfield Diffie) u Maprtuna
Xennmana (Martin Hellman) "Hosble HanpaBieHust B kpunrtorpaduu” ("New Di-
rections in Cryptography"), TMonoXHuBIIAS HA4YaJIO0 KPUNTOTpacdUU C OTKPBHITHIM
KJIIOUOM.

Crarbs JIuddu n XenamaHa NoATOJKHYNIA K 3aHSITUSIM KpuIlTorpadueii 6obliioe
KOJIMYECTBO JIIOAEH, YTO MPUBEIO K 3HAYUTEILHOMY POCTY YHCIIa OITyOJIMKOBaH-
HbIX Pa3HbBIMU aBTOpaMM KHUT U cTateil. B Hacrosiiee Bpemsi HOBble paboThl MO-
SIBJISTIOTCST YyTh JIU He eXemHeBHo. Tak, HapwMmep, CIIUCOK JINTepaTyphl, TIpHBe-
JIEHHBI B pyccKosi3blyHOM u3gaHuu KHuUru bproca IInHaiiepa (Bruce Schneier)
"lMpuknannas xkpunrorpadus” ("Applied Cryptography"), saHumaer 56 crpaHul u
COIIEPXKUT CChIIKKM Ha 1653 paboThbI.

JIOBOJIBHO MHTEPECHO CJIOXWIACh CHUTYallUsl C JUTepaTypoil Mo KpunTorpabuu
B Poccuu. C Toro MoMeHTa, Kak KpHnTorpadus okasairoch pacceKpedeHa, Havya-
U TIOSBJIATBCS OTKPBITBIE IMyOJMKAllMM, B Pa3sHbIX M3IATeJIbCTBAX BBIILIO He-
CKOJIBKO JIECSITKOB KHUT, V KOTOPHIX B Ha3BaHWM IPUCYTCTBYET CJIIOBO C KOpHEM
"kpunro". UHGopMallMOHHOE HAMOJHEHUE BCEX 3TUX M3TAHUI MOXHO pa3ieluTh
Ha YeThIpe OCHOBHBIX KATETOPUH.

K mepBoii Kareropuu OTHOCSITCS WCTOpPUs KpUITOrpadHy M OIMMCaHWE IPEBHUX
MeTonoB ImmdpoBaHusd. s oOIero pasBuTHsA, KOHEYHO, ITOJIE3HO YMETh B3Ja-
MBIBaTh ndp Llesaps, HO B pellleHNN pealbHBIX 3a1a4 MTOTOOHbIe 3HAHUS ITOMO-
rafjoT OYeHb PENKo.

Ko Bropoii Kareropum OTHOCUTCS BBICOKOHAYYHAs JIMTeparypa IO KPUITOrpa-
¢duu. OHa MoOXeT mokKasaThCs YBJIEKATeJbHOU NIOASM, Y KOTOPBHIX HE OCTaBJseT
OLIYIIEHUST HEAOTOHUMAHMS MPOUCXOISIIETO (hpasa "KaHTOPOBCKOE MHOXECTBO
Bo3pacTaeT Ha Mmepe JleGera Hyab" (BpoueM, He MMelolasi OTHOIIEHUS K KPHUII-
torpacdun). OgHaKO IjIg OOJBIIMHCTBA JIIOAEH, He MMEIOIINX IIyOOKOro MareMma-
TUYECKOTro 0oOpa3oBaHUsI, TOHSITh TO, YTO OTHOCHUTCSI K HAyYHOH KpunTorpaduu,
MOYTH HepealibHO: BCe-TaKW KpUMTorpacdusl HAllero BpeMEHW — 3TO YMCTAad Ma-
teMatuka. K cyacTblo, JaHHas KaTeropusl JTUTEepaTyphl Hy>KHAa, B OCHOBHOM, pas3-
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paboTuyMKaM KpUTITOTpadUIeCKUX aJTOPUTMOB M KPHUIITOAHATMTHKAM M IIOYTH
Oecrojie3Ha ISl TeX, KTO MCIOJIb3YeT TOTOBbIE aJITOPUTMbI K TTPOTOKOJIBI.

B TpeThlo Kareropuio momagaloT ONMMCAHUS OOIIMX TMOHITUN Kpuntorpaduu u
crielnGUKAIUN  Pa3INIHBIX KPUMTOTPAGUISCKUX aJTOPUTMOB M TIPOTOKOJOB.
Hcnonb3ya nmomnobHyo nHbopMaluio, 000l IporpaMMUCT CMOXET pean30BaTh
CHMMETPUYHOE W aCUMMETPpHYHOE IMppoBaHUe, TeHepalllio U TIPOBEepKy MHUbpo-
BOIi TMONIMUCH, @ TAKXKE PELIUTb U IPyrve 3anayu, TpeOyrollne MPUMEHEHUST KPUII-
torpadum. [IpaBma, 3HaHWE BcexX AeTaleil MCIOIb3YeMBIX AlTOPUTMOB M OE30INH-
0oYHasI MX peasu3alys Ha SI3bIKe TPOrpaMMUPOBAHMS ellle He SIBISIOTCS TapaHTHel
TOTO, YTO TTONTyYeHHAs CUCTeMa OyIeT CTOMKOM KO BCeM M3BECTHBIM aTaKaM.

K mocrmemneit, 4eTBepTOif KaTeTOPUM OTHOCSITCSI peKOMEHIAIINH 10 TTPaBUILHOMY
npuMeHeHuIo Kpumnrorpabun. MMeHHo ata MHDOpMAIUS SBISETCS KU3HEHHO
HEeOOXOIMMOI TIPY CO3IaHUU PeaTbHBIX CUCTEM, UCITONB3YIOIINX KPUIITOrpaduio.
OmHako penkass KHATA aKLIEHTHPYET BHUMAHHUE YUTATesT HA TOM, YTO HYXHO Ie-
JIaTh 00sI3aTENIBHO, a Yero HUKOTIA Helb3s JOIMYCKaTh.

N3 kHMT TTo KpunTorpaduu, M3TaHHBIX HA PYCCKOM sI3bIKe, B TIEPBYIO ouepenb
CTOUT IOPEKOMEH0BATh yxke yrmoMsHyTyio "Ilpukinannyio kpunrtorpadpuio” bpro-
ca IIHaitepa. B aHHOTalMKU K pycCKOMY M3AAHHUIO CKA3aHO, YTO 3TO camasl M-
Taemast KHura 1o kpumnrorpaduu B mupe. Ee mepBoe msmanme Boiuio B CIIIA
B 1994 romy, a BTOpoOe, ucmpaeieHHoe — B 1996 romy. Pycckosi3pluHast Bepcus,
opunmanpHO MosBUBIIasica Toiabko B 2002 romy, ocHOBaHA HAa BTOPOM M3IaHUU U
He OTpaxkaeT COOBITUH, MPOU3OIIEAIINX 3a MocaeaHue roapl. OmHako nHbopMa-
1IMsi, cobpaHHas Ha BOCBMU C JIMITHUM COTHSIX CTPaHWII, HE CTAHOBUTCSI OT 3TOTO
MeHee aKTyaJbHOH U TOJIE3HOH. A, TT0 CYyObEKTUBHBIM OILIYIIEHMSIM, OOJTBIIMHCT-
BO M3ITaHHBIX B Poccum KHWT, comepsKalllMX OIMMCAHWs KPUTTOTpAahUISCKUX aj-
TOPUTMOB, 3aMMCTBYIOT UX HMMeHHO u3 "[lpuknagHoii Kpunrorpadpuu” (1 sTa
KHHATAa — He ucKimoyeHne). Ho, K coxaneHun1o, MHOTIA 3aMCTBOBaHUE TTPOU3BO-
IUTCS B BeCbMa 3HAYMTENBHBIX 00BbeMax U 0€3 CChIIKU Ha MEePBOMCTOYHUK.

Hecmotpst Ha Bece GeccrmopHble JOCTOMHCTBA, K pycckoMmy u3maHuio "[lpukmagHoit
Kpurnrorpaguu"” CTOUT OTHOCUTLCS C HEKOTOPOKl OCTOPOXHOCThIO. Jleno B ToM,
yro nipuMepHo B cepenuHe 2001 roma B UHTepHeTe mosgBUIach 2JeKTPOHHAS Bep-
cus "llpuknagHoit KpunTorpacduu" Ha PyccKOM sI3bIKe, HE cojepxKallasl yKasza-
HMII Ha aBTOPOB IepeBona. TOYHOCTh PYCCKOSI3BBIYHON BEPCHU, TOXO0Xe, Obla He
OYeHb BBICOKA, a BTOpasl MOJIOBUHA AEBSITOM U BCS AecsiTas IiiaBa BooOlle He Obl-
nu nepeBeneHbl. Ckopee Bcero, oymaxkHoe usmaHue 2002 roga ocCHOBBIBaeTCS
VMEHHO Ha YIOMSIHYTOW 3JIeKTPOHHON Bepcuu. Bo BcsikoM ciyyae, Mo ciioBam
HayYyHO-TEXHUUYECKOTro peaakTopa nepeBona Ilasina CembsiHOBa, TIPU pelakKTUPOBa-
HUM OBbLTO MCIPaBIEHO OTPOMHOE KOJWYECTBO OIIMOOK, ONEeyaToK, HETOUHOCTEH,
OIMOOK TepeBOMINKa, HEBEPHBIX TEPMUHOB U T. 1., 1 CeMbsHOB He peKOMEHIY-
€T MCIOJb30BaTh AJIEKTPOHHYIO BEpCHIO, T. K. OHA COMAEPKUT MPUHUMUIHATbHBIE,
KpPUTUYECKUE OLIMOKM, B TOM YHCJE B OMMCAHWUU AJTOPUTMOB U TPOTOKOJIOB.
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Ho maxe mocie pemakTHUpOBaHMS IIEPEBOI COMAEPKUT HEKOTOPOE KOJTUIECTBO
OIIKOOK, YHacJIeqOBaHHBIX OT dJIEKTPOHHON Bepcuu. CIMCOK HalAEHHBIX oreya-
TOK IIOCTYTICH TIO allpecy:

http://www.ssl.stu.neva.ru/psw/crypto/appl_rus/errata.html

CyliecTByeT ellle ofHa KHUTa-CIpaBOYHUK IO Kpumnrorpacbuu, UMEIoas Mmoxo-
xee HaszBaHue — "Handbook of Applied Cryptography". OHa ObuU1a BriepBble M3-
naHa B 1996 rogy M He mepeBoAMJIAch Ha PyCCKUii s13bIK. [lojiHas aj1eKTpoHHas
BepcHsT KHUTH JOCTYITHA TIO ajipecy:

http://www.cacr.math.uwaterloo.ca/hac/

6.3. 4To HY)XXHO 3HaTb NporpaMmMuncTy

ITporpaMmucT nOJKEH He TOJBKO YMETh 3aKOMMPOBaTh KpunTorpadudyeckui ai-
TOPUTM, HO M MOHMMAaTh OCHOBHbIE CBOWMCTBA KpUNTOrpauuyecKux MpUMUTUBOB,
C KOTOpPbIMU eMmy Tnpujercs padotarb. [lpuMeHeHue Kpumnrorpaduu BCEMNyio,
Heo0yMaHHO, MOPOXIaeT OOMbIIYI0 BEPOSITHOCTb TOTO, YTO MOJYYeHHasl cucTeMa
OKaXeTCs YSI3BUMOM.

IMporpaMMuUCT AOJKEH MOHMMATh, YTO MPH KOAMPOBAHUU 3aAIIMTHI HEOOXOIUMO
paccuuThHIBaTh HE Ha OOBIYHOTO ITOJIb30BAaTENIsl, KOTOPOMY JIMIIEH3MOHHBIM COIJIa-
IIEHNEM MOXHO 3aIllpeTUTh BHINOJIHSITH ONpese/ieHHbIe olepallii, a Ha YMHOTO 1
pacueTIuBoOro npodeccruoHata, NMEKIIEro caMble cepbe3Hble HaMepeHUsI 1Mo 00-
XOIy WJIM B3JIOMY 3allMThl. M Jydiile Bcero MCXOmuTh M3 IPENIONOXEHUS, YTO
3JIOYMBIILIEHHUKY JOCTYIIHBI BCE CYLIECTBYIOIIME HAa HACTOSIIMI MOMEHT 3HaHUS
1 TEXHOJIOTHH, BKJIIOYAs Jaxe Te, KOTOpble He NOCTYIIHBI pa3paboTYHKYy.

KpOMe TOIro, HUKOrga HEIb3d 33.6I)IBaTI), YTO B3JIOM KpI/IHTOFpa(bH‘ICCKOﬁ qacTtu
3alIUTBI MOXET OCTATbCs HE3aMECYCHHBIM. 3J'IOYMBII]_U'[€HHI/IK, OgHaXAbl HAy4YHB-
IIHCb paCI]_II/I(prBBIBaTB IIepeXBa4YCHHbIC COO6H_[€HI/IH, MOXET 3aHMMAaTbCs 3TUM
OYECHb HOJITO, MPAKTUYECKH HE oIacasiChb OBITh MOMMAHHBIM. O6Hapy3KI/ITB Tac-
CHUBHOC BOSI[CﬁCTBHe, HaIipuMEp YTEHHNE IMAKETOB, MEPpCAAOIINXCA IO CETU, IMpaK-
TUYECCKHN HEBO3MOXHO.

N, pasymeercs, TIpu MpOEKTUPOBAHUM 3AIMTHI HY)KHO UMETh B BHUIY, YTO CTOM-
KOCTb BCEIl CHCTEMBI OIpeNeIsieTcs] CTOMKOCTBIO CaMOTo CJIaboro ee 3BeHa.

Temepb paccCMOTPUM OCHOBHEIE CBOMCTBA 0a30BBIX KPUNTOTpadUUECKUX TPUMU-
THUBOB.

6.3.1. bno4Hbie wWwndpsbi

BiiouHble anropuTMbl MUGPOBAHUS MPUMEHSIOTCS, TTOXATYH, yalle, yeM Jooble
apyrve mudpbl. bBiouyHbli KMdp BHIMOMHSAET oNepaudu Haja OJoKkaMu — Mop-
LIUSIMU TaHHBIX (PUKCHUpoBaHHOro pasMepa. OObIYHO pasmep OJ0Ka cocTaBiseT
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64 6ura (8 Gaiit) mau 128 6ur (16 GaiiT), HO HEKOTOPBIE AITOPUTMBI MCIIOIB3YIOT
u apyrue 3HaueHusl. BiouHblil mmdp Bcerma mpeoOpasyeT olpeneieHHbI 00K
OTKPBITOTO TEKCTa B ONMH M TOT K¢ IMM(PTEKCT HE3aBHUCHMMO OT TOTO, KaKue
JaHHbIE ObUTM 3alM(pPOBAHBI 1O TOTO.

Tak kak pasMep 1mMdpyeMoro cooOIlleHUs] He Bcerma KpareH pasmepy OJoKa,
BO3HHWKAeT IpobjieMa IOMONHEHUs, MMEIoIas HEeCKOJBKO pelneHnil. MOXHO,
HampuMep, TMepenaBaTbh B He3allM(GPOBAHHOM BHUIE pa3Mep IMOJIe3HON YacTu 3a-
MM (pPOBaHHBIX TAHHBIX M TOCe pacIInGpOBKH JUITHWE OANUTHI TTPOCTO OTOpa-
cbiBaTh. Ha mpakTuke e 4acTo MPUMEHSIOT IPYroi crocoO.

Ecnu anroputMm omepupyeT 8-0aliTOBBIMU OJIOKAMU IAHHBIX, a B IOCIeIHEM Oy10-
Ke, HampuMep, TOJbKO 3 0GaiiTa Moje3HbIX JaHHBIX, TO BCe HEUCIOJb3yeMble Oaii-
ThI, KpPOME CaMOTO IOCIETHEro, MOXHO 3aIOJTHUTD JIIOOBIM 3HAYeHUEM, a B I1O-
cjenHeM OaiiTe 3amucaTh YMCIO, paBHOE KOJMYECTBY HEUCIIOJIb3yeMbIX OaliTOB.
Torma, monyyuB u pacuincppoBaB Bce OJI0KM, HEOOXOOMMO OTOPOCHTH C KOHIIA
CTOJIbKO 0alT, CKOJIbKO yKa3aHO B IMocjeaHeM OaiiTe mocienHero 6joka. [1pasaa,
€CJIM MICXOIHOE COODIIeHNe MMeTo [UITMHY, KPaTHYI0 pasMepy 0J10Ka, TO BO3HUKA-
€T HEeKOTOopasi CJIOXHOCTh, T. K. TpeOyeTcs no6aButh 0 O6aiiT, U mocaenHuil OaiT
IOJDKeH comepXarh YHMCio GaiT momoiHeHms. IS paspelieHus] 3Toi MpooaeMbl
npu 3amudpoBaHUM 100aBJIsIeTCs] HOBBIN OJIOK, MOCHEeIHUI OalT KOTOpOro co-
JepXUT pasMep Osnoka. omomHUTETbHBIM OJOK OymeT 1eIuKoM OTOpOIlleH Mpu
pacinppoBaHUU.

BbiiouHble aaropuTMbl MIM@PPOBAHUS MOTYT OBITH MCITONB30BAHBI B HECKOJbKUX
peXHnMax, HapuMep:

O pexum npocroii 3aMeHHl (Electronic CodeBook, ECB);

¢ 3aneruieHueM 6nokoB mmdprekcra (Cipher Block Chaining, CBC);

¢ obpaTHoit cBa3bio no mudprekery (Cipher FeedBack, CFB);

¢ obpaTHoIi cBa3bi0 1Mo Beixomy (Output FeedBack, OFB);

o cuetynky (Counter);

¢ 3alneruieHueM 6y10koB oTkphiToro Tekcra (Plaintext Block Chaining, PBC);

¢ obpaTHo# cBsA3bIO Mo OTKpbIToMy TeKcTy (Plaintext FeedBack, PFB);

auoauoaauaa

C YCWJIEHHBIM CIIeTUIeHHEM OJIOKOB ImmdpTeKcra (pa3TuaHble MOTUMUKALIMI
pexuma CBC);

a

¢ oOpaTHO# CBSA3bIO MO BbIXONy M HeJduHelHoi ¢yHkimen (Output FeedBack
with Nonlinear Function, OFBNLF);

O no cuetuuky c HenuHeiHoi ¢yHkuuei (Counter with Nonlinear Function,
CNLF).

DTOT CINUCOK AaIeKO He TMOJHBIA U MOXET ObITh pacliupeH 4yThb JU HE OO0 Oecko-
HCYHOCTH.
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Kaxmprii pexkuM MMeeT CBOM OCOOEHHOCTH: OH MOXeT TpeOoBaTh Te WJIM WHBIE
JOTIOJIHUTEIbHbIE Omepaluu, ObITb YCTOWYMBBIM WJIM, HA00OPOT, HEYCTONYUBBIM
K OIpeleIeHHBIM aTtakaMm, JYYIle WIIM XyKe BOCCTAHABIMBATBCS TPH COOSIX M T. 1.
Tak, HampuMep, pexXuM MPOCTON 3aMeHbl PEeKOMEHAYeTCsl UCMOJb30BaTh TOJBKO
U TG POBAHUS KOPOTKUX COOOIICHUM, comepKallluX JaHHBIE, OJU3KUE K CITy-
YaiiHbIM (Takue Kak Kao4u udpoBaHus). [JdetanbHoe onucaHue pexXMMOB MpU-
MEHEHHST OJIOYHBIX IMM(POB MOXHO HAWTH B PA3TMIHBIX M3TAHUSX, ITOCBSIICH-
HBIX KPUIITOTpahUH.

6.3.2. NoTtokoBblie Wwudpbl

IToTokoBbI# 1IM(P BHIMOIHSIET ONMepaluu Haja OMTaAaMU UM CUMBOJAMM (HAmpu-
Mep 8-, 16- unau 32-6utoBbiMu). [ToTOKOBEII IMdp Mpeodpas3yeT OOUH M TOT Xe
CHMBOJI OTKPBITOTO TeKCTa B pa3Hbie CMMBOJLI IIU(pPTEKCTa, HAIPUMEDP B 3aBU-
CHMOCTH OT TOTO, CKOJIbKO M KaKUX CMBOJIOB OBbIIIO 00paboTaHo paHee.

Bo MHOrux moToKoBBIX IMgpax 3alindpoBaHUEe IMPOU3BOIUTCS CISAYIOIIUM 00-
pazoM. ['eHepaTop ramMMbl, OCHOBaHHBIIf Ha reHepaTope IMCceBAOCTYYallHbIX YUCe,
BBIIAET TOCIIEMOBAaTeIbBHOCTE OMTOB (raMMy). DTa ramMma HaKJIaabIBaeTcsl Ha OT-
KPBITBII TEKCT C MTOMOIIbIO MOOUTOBOM olepanuu xOrR. B pesynbrate mosydaercst
mudprekct. s pacimdpoBaHus HEOOXOOMMO BBIIOJIHUTh B TOYHOCTH Ty K€
MpoIenypy, TOTbKO HAJIOXUTh TaMMYy, MOJYYEHHYIO C MCMOJIb30BAHUEM MIEHTUY-
HOTO TeHepaTopa ¢ TOYHO TaKUM X€ HayaJbHbIM COCTOSSHUEM, Ha IIU(pPTEKCT.

Takum oOpa3oM, CTOMKOCTb aIrOpUTMa 3aBUCUT UCKIIOUUTEbHO OT XapaKTepu-
CTUK TaMMbl, BblJaBaeMoii reHeparopoM. Eciii raMma COCTOUT M3 OAHUX HYJEH
(BBIPOXKACHHBIN cllydyaii), TO JaHHbIE MPU MUMGPOBAHNK BOOOIIE HE U3MEHSIIOTCS.
Eciu ramMma ummeeT KopoTkuii mepuon (Hampumep 32 6urta), To MHbpoBaHUE
CBOJUTCSI K OIepaluu XOR ¢ 32-0uToBoil KoHcTaHTol. Eciu Xe ramma mpejacTaB-
JIIeT cOo0OI cllydyailHblii HAaOop OWTOB, HE IMOMYMHSIOLIMIACS HUKAKON 3aKOHO-
MEpHOCTHU, TOJIydyaeTcsl aHaJoT OJHOPA30BOro IUMPOBaIbHOro 0JOKHOTA, KOTO-
pbIii oOecreyrBaeT aOCONIOTHYIO 3alliuTy. Pasymeercs, AeTepMMHUPOBAHHBIN
QITOPUTM, HCMOJb3yeMblid B TeHepaTope TaMMbl, HE MOXET BbIJaBaTb UCTUHHO
cIyvyaiiHy1o TocjenoBarelbHOCTh. Eciu mocienoBarebHOCTh HE YAAcTCsl MOBTO-
pUTb, TO HE yAacTcsl U paclindpoBaTh COOOIIEHUE.

Ecnu nBa coobuieHus Obutn 3ammdpoBaHbl ¢ MCITOJb30BAaHUEM OJHOM M TOM Ke
raMMbI M JUISE OOJHOTO M3 cooOlieHni (Oonee UIMHHOTO) yOaloCh KaKUM-HUOYIb
00pa3oM MOJYYUTb OTKPBITHIA TEKCT, TO JIETKO MOJYYUTb OTKPBITHI TEKCT U IS
Japyroro coob6ienus. [IpuMeHNB omepanuio XOR K OTKPBITOMY TEKCTYy M INUDP-
TEKCTY MEPBOT0 COOOIIEHHUS, MbI MOJYYUM (PparMeHT TraMMbl. A HaJOXUB ramMmmy
Ha MM(GPTEKCT BTOPOrO COOOIIEHNSI, MBI ITIOJIyYMM €r0 OTKPHITBIN TeKCT. UMeHHO
MO3TOMY HeJb3sl JOIYyCKaTh, YTOOBI OAHA M Ta e raMma MCIOJb30Bajach IMpu
MU POBAHNU ABYX Pa3HBIX MOTOKOB MJIM COOOIIEHMIA.
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Ecmm tamMma reHepmpyeTcsd HE3aBHCHMO OT COHEPKUMOTO CcooOIIeHus (Kak
B TIPMBEICHHOM paHee IpUMepe), TO TAaKOW ITOTOKOBBIM aJITOPUTM Ha3bIBACTCS
cunxpornsim. Kax mpaBuiio, B CHHXPOHHBIX TTOTOKOBBIX IMIM(ppax Koy IMmmdpoBa-
HHS MICTIONIB3YeTCs I YCTAaHOBKM HAYAIbHOTO BHYTPEHHETO COCTOSTHUSI TeHepa-
TOpa TAMMBI.

B camocunxponuzupyrowuxcs moToKoBbIX Kb pax KaxkIblii OUT raMMbl 3aBUCUT OT
(buKcupoBaHHOTO YKClIa MPEIbIIYIINX OUTOB IIMPpTEKCTA.

Bonee neraapbHOe ommMcaHWe MOCTOMHCTB M HEOOCTATKOB ITOTOKOBBIX IM(MPOB
TaKKe MOXHO HAWTH B CTEIMAIN3UPOBAHHON JIMTEpaType 1Mo KPUIITOTrpadui.

6.3.3. AnropuTMbl C OTKPbITbIM KJTIOMOM

ACUMMeTpWYHBIE aJITOPUTMBI TTOAPA3yMeBalOT MCIOJb30BAHUE IBYX MaTeMaThyde-
CKM CBSI3aHHBIX KiTto4yeil. OIMH KITI0Y HA3bIBAIOT MEPCOHATBHBIM (CEKPETHBIM), U
OH JIOJDKEH XPAaHUTBCS B TaliHe, a TMApHBIA eMy KITI0Y Ha3bIBAIOT ITyOIVMYHBIM (OT-
KpPBITBIM), W JOCTYIT K HeMY HODKHBI MMETh BCe YYaCTHUKU HWH(MOPMAIMOHHOTO
obmeHa. HeobxommMbIM TpeGOBaHWEM IUTSI CTOMKOTO aJTOpUTMa SIBISIETCS HEBO3-
MOXHOCTb 3(p(HEeKTUBHOTO BBIUMCIEHUSI CEKPETHOTO KITI0YA TI0 OTKPHITOMY KITIOUY.

Crolikre aJTOpUTMBI C OTKPBITHIM KITIOYOM, KaK IPaBUJIO0, OCHOBBIBAIOTCS HA Ma-
TeMaTHYECKMX 3amadax, KOTOpble Ha HACTOSIIWA MOMEHT He MMeIT 3(PdeKTUB-
Horo penieHus. OMHAKO NajieKo He Bce CTOWKWE alTOPUTMbl MPUMEHSIIOTCS Ha
npaktuke. HekoTtopble M3 HUX TpeOylOT ouyeHb OoJblIMX Kitoueil. Hampumep,
pasmep otkpbiToro kitoua kpurnrocucrembl HFE (Hidden Fields Equations) mo-
KT AOCTUIATh NECSITKOB METadaiiT, uTo 3aTpyAHSIET paclpeneieHUe TAKUX KITIoYeH.
Ilpu Mcnoab30BaHUM HEKOTOPBIX AJTOPUTMOB pasMep IMppTeKcTa 3HAYUTETbHO
MpeBbIIIIAaeT pa3Mep COOTBETCTBYIOIIETO €My OTKpbIToro Tekcra. He mociemHioo
pOJIb UTpaeT U CKOPOCTb BBHIMOJHEHMS IIUMPPOBAHUS — BCE aCUMMETPUYHBIE ajl-
TOPUTMBI 3HAUUTEJbHO MeJJIeHHee, YeM CUMMETpUYHbIE.

AJITOPUTMBI C OTKPHITBIM KJTIOYOM MCIIOJB3YIOTCS UISl PEIIeHMUS] ABYX OCHOBHBIX
3a1a4: M@PoBaHUS TaHHBIX U LMU(POBOM MOAMUCH, TPUYEM MHOTHME aITOPUTMbI
MPUTOIHBI JJI PELISHHSI TOJIBLKO ONHOI M3 3TUX 3amad. Takke HEKOTOPBIE aJiro-
PUTMBI TTO3BOJISIOT BhIpA0ATHIBATh OOIIMI CEAHCOBBINM KIII0Y, KOTOPBIM 3T0YMBIIII-
JIECHHUK HE CMOXET IOJYYUTh, JaXKe €CIM OH IepeXBaTUT BCE COOOIIEHUS MEXIy
abOHEeHTaMU.

OO61eit mpo6yieMoii aITOPUTMOB € OTKPBITHIM KIIIOYOM SIBJISIETCSI HEOOXOIMMOCTh
pacnpocTpaHeHUsI 3TUX CaMbIX OTKPBITBIX Kitodyeil. Mcmosb3ys acuMMeTpUUYHYIO
KpUnTorpauio, MOXHO BECTM 3alIMILEHHBIH IUagor ¢ aOOHEHTOM, ¢ KOTOPBIM
ObLT coBepllleH 0OMeH OTKPHIThIMU Kimtoyamu. Ho B oO1iem ciydyae, He MpoOBOMs
MOATOTOBUTENbHBIX ACMCTBUI M HEe MMes OOIIero cekpera, HEBO3ZMOXHO C YBe-
PEHHOCTBIO YTBEPXKIaTh, YTO AOOHEHT SIBJISETCS MMEHHO TeM, 3a KOro OH cels
BbimaeT. [Ins1 perieHus 3Toil MPoOOJEeMbl UCIMONb3yeTcsl MHOPACTPYKTypa OTKPbI-
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Teix kmoueil (Public Key Infrastructure, PKI), xotopas mpu moMolnu mepapxuu
cepTu¢UKATOB IO3BOJIIET CBECTH JOBepre aOOHEHTY K JTOBEPHI0 KOPHEBOMY Cep-
TUPUIHUPYIOLIEMY IEHTPY.

IToxanyit, caMbIM M3BECTHBIM Ha CETONHSIIHUNA I€Hb aCUMMETPUYHBIM aJITOPUT-
MOM, TIPUTOAHBIM KaK IUISl MIM(POBaHMS, TaK W JJIST TIOAIMCU COOOIICHU, SIBIISI-
eTcst anroput™ RSA, ocHOBaHHBIN Ha CIOXHOCTH 3afauu (akropu3anuu (pasiao-
SKEHHSI Yrciia Ha TIPOCThie COMHOXUTEIM ).

6.3.4. Xaw-pyHKLUN

XamI-pyHKIMS TODKHA OTOOpaXaTh BXOMHBIE MAHHBIE ITPOM3BOJIBHOTO paszMepa
B BBIXOJIHOII Habop OMT (pukcHpoBaHHOro pasMepa. OToOpakeHue MOJKHO ObITh
PaBHOBEPOSITHBIM U CIyYalHBIM.

IMoxoxue TpeOGoBaHUS TPEAbIBISAIOTCI K (YHKLIMSAM BBIYHUCIEHUS KOHTPOJIbHBIX
cymMm (Cyclical Redundancy Check, CRC), takum kak CRC32 wim Adler32.
Ho xoHTposbHBIE CyMMBI MPHU3BaHbI, B TIEPBYIO odepeab, OOHAPYKMBATh CIydali-
Hble HapylleHUsI LeJOCTHOCTU. Tak 4To 3agava moadopa ABYX COOOIIEHUI, KOH-
TPOJIbHBIE CYMMBI IIJII KOTOPBIX OYyIyT COBIAIaTh, UM HAXOXIEHUS COOOIICHMS
C 3aJaHHBIM 3HAaYeHHWEM KOHTPOJbHON CYMMBI MOXET OBITh pellieHa 3P (OeKTUBHO.
Hanpumep, moctaTouHO OTKOPPEKTHPOBATh BCero 4 MOyIIMX MOApsA Gaiita, pac-
MOJIOXKEHHBIX B JIIOOOM MeCTe M3MeHSIeMOro coOOOIIeHNUsI, YTOObl 3HaYeHHue
CRC32 mng 3TOoro cooOIIeHWs OCTaJIOCh TaKMM Xe, KaK IO BHECEHUS M3MeHe-
Huii. [ToaTOMYy KOHTpOJIbHBIE CyMMBI (OOBIYHO OYEHb MPOCThbIe B peaau3aluu) He
CTOUT KCITOJIB30BaTh B KPUIITOTpadum.

Ecan Ha BbIxofe Xx3UI-DYHKLMH, PEaTM3YIOIIEil NIeaTbHOE CIydaiiHoe paBHOBEPOSIT-
HOe oTOoOpaxeHue, Iolydaercs, Hanpumep, 128-0UToBoe 3HAYEHUE U X3II-(DYHKIIUS
ObU1a BbluMcIeHa oT 2128 pasHBIX cOOOIIEHMIl, 3TO HE 3HAYUT, 4To Kaxkmoe u3 2128
BO3MOXHBIX BBIXOIHBIX 3HAYEHWI IIOJIYYMIOCH POBHO ONMH pa3. JlelCTBUTEIBHO,
MPETTONOXKUM, YTO MBI BHIMMCIMIN X311 POBHO OT MoioBUHEI (2!27) BXOTHBIX cO06-
mweHnii, n nonydwan 2!27 pasHbIX BBIXOIHBIX 3HAYEHUIA, T. €. HE ObUIO HU OIHOIO
MOBTOPEHMs. YUUTBHIBASL TOT (aKT, YTO OTOOPAXKEHUE CIyYAifHO M PABHOBEPOSITHO,
3HaueHue Xo1-(PYHKLUK OT CIIEAYIOLIETO COOOILEHNS ¢ BEPOATHOCTBIO | /5 GyneT coB-
NafaTh C OJHUM M3 YXe IMOJYYeHHBIX 3HaueHWil. Y ¢ KaXabM HOBBIM 3HAUYEHUEM
X3111a BEPOSITHOCTh BOZHUKHOBEHUS KOJUIM3MUU OYZIET TOJIBKO BO3PACTATD.

Ecnu pesynbrar BelumciaeHUs XouI-(pyHKIUU 0e3 KaKUX-JT1M00 M3MEHEHUU M H0-
MOJIHEHUI CHOBA IMOMAAeTCs Ha BXOJ TOM Xe XoLI-GYHKIMU U TaK IMOBTOpsSIeTCS
MHOTOKpPATHO (HampuMep IS CHIDKEHHSI CKOPOCTH aTaK! MOI00pPOM), MBI MOXeM
MOJIyYUTh BBIPOXIEHUE X311a. BhIpoxkneHue BO3HMKAET, Korma JoOble BXOAHbBIE
COOOIIIeHUsI OTOOpaXXaloTcsl B OYEHb Majioe MHOXECTBO BBIXOAHBIX 3HAYEHUI
(3HauMTeNbHO MeHblIee, yeM 2128) y BepoaTHOCTH mMomGopa IBYX COOBLIEHWI
C OJJMHAKOBBIM 3HAYEHUEM X311 CTAHOBUTCSI CPABHUTENLHO OOJBILION.
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1 TOTO YTOOBI X3II HE BBIPOXIAICS TPH IUKIMIECKOM BBIYMCIEHHH, HEOOXO-
JUMO Ha KaxIOM payHJe MoAaBaTh Ha BXOJ Xd2II-(YHKIIMM HEKOTOpble HOBbBIE
JMaHHBIE, HAI[pUMEp HOMEp payHa.

6.3.5. FleHepaToOpbl cny4vyanHbix Yncen

HagepHoe, erie pa3 cTOUT MOBTOPUTh, YTO MPHUBBIYHBIE T€HEPATOPhI MCEBIOCTY-
YaHBIX YWCeN, pealn30BaHHBIC B CTAHHAPTHBIX OMOIMOTEKAX TOIYJISIPHBIX SI3BI-
KOB MPOTPAaMMUPOBAHMS, HE TIPUTOIHBI I KpUnTorpaduu.

Iy TOro 4ToOBI MCIIOTB30BATh KPUIITOTpaduecKre reHepaTophl MCeBIOCTyIaiiHbIX
qucesl, UX HeoOXOOMMO MPOVMHUIINAIN3NPOBAaTh UCTUHHO CIYYalHBIMA JaHHBIMH,
MOJIYYeHHBIMU U3 (PU3NYECKUX MCTOUYHMUKOB. [lommyasipHBIM criocobom cbopa ciy-
YAfHBIX JTAHHBIX SBISIETCS M3MEpeHHe 3amepKeK MeXIy HakaTUSIMM KIIaBUII Ha
KJIaBUAType WIM aHAIN3 TepeMelleHUsT yKa3aTessl MBIIIH, BHIITOIHIEMOTO IOJIb30-
BaTesieM. OgHaKo oba 3THX CIocoba MMEIOT JBa Cephe3HbBIX HeTOCTaTKa.

IlepBBIii HemocTaTOK 3akKiloyaeTcs B TOM, UYTO HEBO3MOXHO TOUYHO CKasaTh,
CKOJIbKO OUT JEWCTBUTENIbHO CAYyYaHBIX JAHHBIX MOXET ObITh MOJYYEHO U3 Of-
HOW Mapbl HaXaTWil MJIM ONHOTO NBMXKEHHUsI MbllIblo. Y Jioaeil ¢ mpodeccuo-
HaJIbHBIMW HAaBbIKAMU MALIMHOMUCU, KaK MPAaBUIO, OYEHDb BHICOKASI PUTMUYHOCTD
HAXAaTWs KJIaBUUI. A cilydyailHble JAHHbIE AOJKHBI IMOJYYaTrbcs HE3ABUCUMO OT
TOro, KTO CHUIWT 3a KjiaBuarypoil. Jla W 1IeJYKd MpU HAXATUM KHOMOK MOTYT
OBITh JIETKO 3aNMCaHbl 3JI0YMBIIIJIEHHUKOM HAa MarHUTO(OH, a MOTOM BOCIPOU3-
BeJIeHbl JJIsl TTIOBTOpeHus 3aaepxkek. C MbIIIbIO TOXe He BCe MOHATHO — JAHHBIE,
KOTOpbIE MOJY4YaeT MporpaMmma, MPOXOoAST MHOTO0 MHCTaHIMKA. Mpblllb nepeaaer
nHdopMaInI0 O TepeMellleHUU ¢ ONMpeaeeHHON MepuoANYHOCTbIO, a HE B TOT
MOMEHT, KOrlIa AATYMK TepeMelleHHs MoaydaeT HH(POpMalMo O TOM, YTO MBIIIb
Obl1a cABUMHYTA. A JpaliBep MBbILIM K3BellaeT MPOrpaMMy O COCTOSIHMM MBIIIU
CO CBOEH NUCKPETHOCThIO. Bce 3TO MPUBOAUT K TOMY, YTO IMporpaMma IMojayyaer
JaJIeKO He MOJIHYI MHMOPMALIUIO O TOM, YTO MPOU3OIIO C MBILIbIO, U OCHOBHAs
4yacTh CJAy4YalHbBIX JAHHBIX, HA KOTOPbIE PAacCUMThIBAJIa MporpamMMa, MOXeET Mpu
ornpeje/eHHO KOMOMHALMU MBIIIU, ApaliBepa U KOMITbIOTepa 0Ka3aThCs COBCEM
HE CJIy4YailHOM.

A BTOpOIl HENOCTaTOK CBSI3aH C HEOOXONMMOCTbIO TMPUCYTCTBHUSL YeJOBeKa st
MOJYYeHHUs CAYYalHBIX JAHHBIX, YTO SIBISIETCSI OOJIBILION MpoOIeMOit AJisl cepBep-
HBIX MIPUIOXKEHUM.

B kavecTBe TpeTeHOEHTOB Ha NEWCTBUTEIHHO CIyJaliHbIe MAHHBIE MOXKHO pac-
CMaTpMBaTh 3HAYEHHUE XBIIA OT COAEPXKMMOro dKpaHa M OT BCeX NAHHBIX, MPOYM-
TAHHBIX C JUCKA C MOMEHTA 3arpy3Ku OIepaloHHON crucTeMbl. OqHAKO OYEBHI-
HO, YTO TOKa He 3allyllleHO HU OIHO MHTEepaKTMBHOE MPWJIOXEHHUE, COCTOsTHUE
9KpaHa MOXKHO TTOMBITAThCA TPeayragaTh, a cpas3y Mocjie MOTydeHHs TIOPIUH CIIy-
YAHBIX JAHHBIX MOBTOPHBIN 3allpOC MOXET BEPHYTh TOT XK€ CaMblil pe3yyibTar.
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HNHorma B pacrmopsbkeHHHM ITPOTpaMMUCTA OKa3BIBAaeTCs alllapaTHOE YCTPOMCTBO,
SIBJISIIOIIEECs], COIIACHO TMpUJIaraeMoil MOKYMEHTAllMU, TeHepaTopoM MCTUHHO
CITyJailHBIX Yncel. Hamnume Takoro MCTOYHWKA CIYYaHOCTH OYEeHBb ITOJIE3HO BO
MHOTHMX CUTYallUsIX, HO TAUT B ce0e OMacHOCTb.

[IpoGiaema B TOM, 4TO MO BBIXOAY I'eHEpaTopa Hejb3sl OJHO3HAYHO OINPEAesUTh,
JIeCTBUTENBHO JIM BBIIaBaeMasl IMOCIIeIOBATEIbHOCTh ciydaiiHa. MoXHO co3maTh
TAKOW TeHepaTop ICEeBAOCTYYalHBIX YMCEN, BBIXOJ KOTOPOTO YCIENIHO MpoimeT
BCe M3BECTHBIE CTATUCTUYECKNE TECTHI Ha cliydaiiHocTh. M Bce ke, BBIXOM TeHepa-
TOpa Ha caMoM Jeie OyaeT ONpenesaThCsl NeTepPMUHUPOBAHHBIM aJITOPUTMOM.

Ecnmu 3m0yMBILIIEHHUKY W3BECTHBI NETATW aJrOpPUTMAa, MCIIONIh3yeMOIo B arma-
paTHOM TeHepaTope CIIyYallHBIX 4Yhces (SBISIOIMMXCS, Ha caMoM Jelie, TCEeBIO-
CIyJailHBIMM), TO 3JIOYMBIIUIEHHUK MOXET IIpencKasaTb BBIXOI TeHepartopa,
a 3HAYNUT, U KITIOYN IMHGPOBAHUS, €CIT OHHU BHIOMPAIOTCS TI0 TeHepaTopy.

ITosToMy Mcrnonb3oBaTh amnmapaTHble TeHepaTopbl CTOUTH JIMIIL B TeX CAyYasix,
KOTjia TreHepaTop CO3[aH CaMOCTOSITEIbHO WJIM pa3paboTaH CTOPOHOM, KOTOpOM
MOXHO O€3rpaHUYHO [OBEPSITb, U HEU3MEHHOCTb KOHCTPYKILWM IMOATBEPXKACHA
SKCIEPTU30M.

6.3.6. Kpuntorpadunveckne npoToKoJibl

Kpuntorpadpuyeckre ajiropuTMbl MOYTH BCerma MCIONb3YIOTCS B COOTBETCTBUU
¢ ompeaeleHHbBIM HabopoM MpaBuj, Ha3biBaeMbIM MPOTOKOJoM. Eciu B Kpunro-
rpadryeckoM IMPOTOKOJIE MCMOJb3YyeTCs HECTOMKUN aJropMTM, TO M IMPOTOKOJ,
HaBepHsKa, okaxercsl HecToilkuM. Ho ucnofib3oBaHWe UCKIIOUUTEIBHO CTOMKUX
AITOPUTMOB ellleé He TapaHTHPyeT TOTo, YTO IMPOTOKOJ TOXe OydeT CTOMKHM.
Ha npakTtuke omnbku B KpUITorpapuyeckux MpoToKoJax OOHAPYKMBAIOTCS TO-
pasmo yaile, yeM B KpUITorpapuyeckux aropuTMax.

6.4. Paspabotka co6¢cTBEHHbIX
KpunTtorpacunyeckux anropurMmoB

MHorma mporpaMMKCT TMPUXOONUT K MIee pa3paboTaTh CBOM COOCTBEHHBIN KpPHII-
TorpaduIecKril aITOPUTM WM TTONyYaeT aHAJOTMIHBIE WHCTPYKIIMU OT Havyaslb-
ctBa. Pasymeercs, HUIYETO TTOXOTO B TAKOM TOMBITKE HET, HO MPAKTHKA MTOKAa3bI-
BaeT, YTO OYEeHb PEOKO KTO JOCTUTaeT Ha OTOM TIIYTH TOJOXUTEIBHBIX
PE3YJIbTATOB.

Heno B TOM, 4TO IUISl CO3AaHUSI ACMCTBUTEIBLHO XOPOILEro ajJropuTMa Majo Io-
TpeOHOCTH M XenaHus. Ele TpebyroTes rirybokre 3HAHWSI, TTO3BOJISIONINE TIPOBe-
PUTH CTOMKOCTb pa3paboOTaHHOIO AJITOPUTMA KO BCEM M3BECTHBIM METOAaM KpHII-
ToaHanmu3a. Kpome Toro, HACTOSITEIBHO PEKOMEHAYETCS OTKPBITO OIMyOIIMKOBATh
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QJITOPUTM, YTOOBI IIMPOKas KpuIrorpabuyeckas OOIIECTBEHHOCTh IOMBITANACH
HaiiTU B HEM cj1abble MecTa.

B oO1ieM, Ha HaCTOSIIMA MOMEHT CYIIECTBYET JOCTATOYHO MHOTO CaMbIX pa3HO-
00pa3HbIX KpUITOrpaduuecKrux ajJropuTMOB, MOYTHU Ha J0OOUM BKyc. bosblinH-
CTBO TOMYJISIPHBIX AJITOPUTMOB MPOIIUIA TPOBEPKY BpPeMEHEM U 3aciHyXWIM IOo-
JIOXUTENIbHbIE OT3bIBbl KPUINTOAHATUTUKOB. M paszpaboTka HOBOIro ajJropuMTMa,
HaBepHOE, UMeeT CMBICJI TOJbKO B ONHOM M3 IBYX CJIy4aeB: €cid HOBBIH ajro-
puUTM OyaeT ObicTpee yxXe cyllecTBYoluX (0e3 MmoTepu CTOMKOCTH) WU €Clii OH
OyzneT Ooyiee CTOMKUM.



MnaBa 7

HacKonbKo HagieXHbl o
anropuTMbl 1 NPOTOKOJIbI

KpunTorpadpust sBisgercs CyIIeCTBEeHHOW W JOCTATOYHO HAOEXHOM COCTaBHOM
YacThI0 TMPAKTUYECKU JII000H cucTeMbl 3auThl WHbopMmanuu. OmHaKo MHOTIA
3alIUTa OCTAONSIeTCS WJIM OKa3bIBaeTCsl B3JIOMAaHHOW WMEHHO M3-3a MpodieM
B KPUTITOTpabUUIECKIX OIEPAITUSIX.

7.1. CnabocTu B anroputmax

Kpuntorpadpuyeckue ajropuTMbl caMu IO cede MPOXOASIT MHOTOKPAaTHYIO 3KC-
MEPTHYIO TIPOBEPKY, MpeXae YeM HAUMHAIOT MACCOBO TIPUMEHSIThCS HA IPAKTUKE.
BriBaioT, KOHEYHO, peiKue MCKIIOUYEHUs], HO OHM CKOpee TOJbKO MOATBEpKIaloT
MTPaBUJIO.

OpHa u3 Kpunrorpauyeckux XauI-(pyHKIni, padpadoraHHbix PoHnoM Pusectom
(Ronald Rivest), HasbiBacTcst MD4. A66peBuarypa MD paciumndpoBsiBaeTcsl Kak
Message Digest (maitmkect cooOiieHus). B TeyeHue mpumepHo 2-X JieT Mocie
onybonukoBaHus crenudukauun MD4 Obuto mpeacTaBieHO KaK MUHUMYM
3 cepbe3HBbIX HE3aBUCHUMBIX padOThl, TMOCBSIIEHHBIX KPUMTOAHAIM3Y XOII-
¢dyukunu MD4. B omHoil U3 3TUX pabOT OMUCHIBAJICS B3JIOM MOCIEIHUX ABYX U3
TpeX payHIOB ajJTOpHTMa OOpabOTKM MAHHBIX, & B OCTAIBHBIX paboTax — B3JIOM
MEePBBIX IBYX payHIOB. M XOTS aJrOpuTM B LI€JIOM YCTONYMB KO BCEM 3THM METO-
naMm B3oMa, MD4 He peKOMeHIyeTCs MCIOb30BaTh B PeaTbHBIX IMPHUIOXEHHUSIX.

He nuieH HegocTaTkoB M MOTOKOBBINM aJTOPUTM IIM(POBAHUS, MCIOJb3YyeMbIil
B apxuBax ¢opmara ZIP. Bror anroputM Obu1 paspadboran Pomkepom Illnadmait
(Roger Schlafly). BHyrpeHHee cocTosiHMe 1mudpa omnpenensieTcst TpeMs 32-OUTOBbIMU
perucTpamMu, MHAMMATU3UPYEMBIMH CIISTYIOIIUMY 3HAYeHUSIMMU:

keyO = 0x12345678;

keyl 0x23456789;

key2 0x34567890;
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AJITOPUTM M3MEHEHUSI BHYTPEHHEIO COCTOSIHMSI MOXKeT ObIThb IIPEICTaBIEH Clie-
aytolneit ¢pyHkuueit Ha si3bike C:

unsigned char PKZIP stream byte (unsigned char pt) ({

unsigned short temp;

key0 = crc32 (key0O, pt);
keyl = (keyl + (key0 & OxFF)) * 0x08088405 + 1;
key2 = crc32 (key2, keyl >> 24);
temp = (key2 & OXFFFC) | 2;
return ((temp * (temp ~ 1)) >> 8) & OxFF;
}

3mech pt (oT "plaintext”) comepXUT CIEAYIONINi GANT OTKPHITOTO TeKCTa, BO3Bpa-
maeMoe (yHKIMENH 3HaueHue TMpeAcTaBisieT coboi cleAyloluil 0aiT mudp-
TEKCTa, a crc32 — MaKpoc WM GYHKIMS, TPUHUMAOIIAS Tpeablayliee 3HAUeHIe
CRC32 u ouepenHoil 6aiiT M BBIUMCISIONIAS CleAylolllee 3HaYEHUE MHOTrOWIeHa
CRC32, obpazosanHoro "marmueckum yuciaom” 0xEDB88320.

3arpy3ka kiqoua mmgppoBaHUS (YCTAaHOBKA COCTOSIHMS BHYTPEHHMX PErHCTPOB)
MPOUCXOMUT MyTeM TNepeAayn (QYHKIMM PKZIP stream byte MOCIENOBATENBHO
Bcex O0aiiToB mapoJsi. Bo3Bpailiaemble 3HaYeHUST TIPU 3TOM UTHOPUPYIOTCS.

B 1994 rony Dau buxam (Eli Biham) u ITon Koiep (Paul Kocher) onybnrkosa-
JI CTaThiO, MOCBSIICHHYIO aTake Ha aaroput™M mudposaHus ZIP. Jlns Haxoxne-
HMS KiTfoya M@poBaHUS (COCTOSTHUS BHYTPEHHHUX PETUCTPOB ITOCHIE 3arpy3Ku
MapoJjisi) IOCTaTOYHO 3HATh 13 mocjemoBaTeIbHBIX OANT OTKPBITOTO TEKCTa M
npuMepHo 238 pas BBIMOJIHUTH NEWCTBUSA, TPEACTABIEHHbIE B (GYHKIMU PKZIP
stream byte. EcliM e 00beM JOCTYIIHOTO OTKPBITOrO TEKCTA MpeBbIUAeT 13 GailT,
TPYAOEMKOCTb aTaKu 3HAYUTEIbHO CHUXaeTcs. Tak, Hanmpumep, Haauuue 40 Gait
OTKPBITOTO TEKCTA MO3BOJISET HAWTK KJII0Y IMpoBaHKs Bcero 3a 234 omepauui,
110 6aitt — 3a 232 onepauwuit, a 1000 6aiir — 3a 229.

HecMmoTpst Ha To, YTO HEAOCTaTKM 3TOTO AJITOPUTMA OBbLIU OMYOJMKOBAHBI MOYTU
9 ner Haszam, OH JO CUX INOP OCTAaeTcs CaMbiM YacTO MCIOJb3yeMbIM B apXxuBax
dopmara ZIP. Hekoropoe Bpems Hazan B apxuBatopax PKZIP u WinZip nosBu-
Jlach TOMIePXKKa IPYTHX, Oojiee CTOWKUX aITOpUTMOB IMGPOBAHUS, HO TTOKA HO-
Boe I1IMGPOBAHME HE CIMIIKOM IMONYISIPHO MO HECKOJbKHMM MNpuyuHaMm. Bo-
MepBhIX, HOBBIE (hopMmarhl 3amrdpoBaHHbIX gaHHBIX B PKZIP u WinZip He co-
BMECTUMBI MeXIy cOo0Oif — TO, YTO CO3JaHO OJHUM apXMBaTOpOM, HE MOXKET
OBITH TIPOYMTAHO OPYTUM (M TIOXOKE BOOOIIEe HUKAKMM IPYTUM apXHWBaTOPOM,
B TO BpeMsl KakK cTapblii ¢opMar 1mudpoBaHUs MOIASPKUBAIA MPAKTUYECKU Bce
MporpaMMbl, ymemwlue paboratb ¢ apxuBamu ZIP). A Bo-BTOpPBIX, KOMITAHUS
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PKWARE, cosmaBmas PKZIP, o6Bunsier aBropoB WinZip B TOM, YTO, pealn30-
BaB cBoe IIM(ppoBaHUe, OHU HApyLIaAlOT naTeHThl, mpuHamiexamrue PKWARE.

7.2. OInN6KN
B KOAQUpPOBaHUU aJirOPUTMOB

MHorue KpunTorpadpuieckre alropuTMBI BeCbMa CIIOXHBI, U TIPH UX peaTn3ain
JIETKO JOMYCTUTh OIIMOKY. XOTS MOXHO NONMYCTUTh OIIMOKY M TIPH peaTru3aiuru
CPaBHUTEIBHO TIPOCTHIX aJITOPUTMOB.

B ¢despane 2001 roma B mouToBoil pacchuike cryptography-digest mpoucxonunao
oOcyxaeHre OIMOKM IIpM peanu3auuu ajaropurma mndposaHus Alleged RC4
Ha sa3bike ADA.

Uctopusa anroputma wngppoBaHna RC4

MoTokoBbin wWundgp RC4 6bin paspabdotaH PoHom Pusectom B 1987 rogy. 3T10T wWndp
NO3BOJISIET MCMONb30BaTh KIo4M pasamepom ot 8 ao 2048 6ut (c warom 8). B RC4
Ans 3awmncpoBaHmsa 1 paclundpoBaHUs NPUMEHSIIOTCA OOHU U Te Xe AeNCTBuUS: re-
HepupyeTca ramma, KoTopas HaknagblBaeTca Ha wwudpyemoe cooblueHne nytem
CMNOXEHWS Mo Moaynio 2 (onepaums XOR).

RC4 npumeHsieTca B Takux npogykrax, kak Microsoft Office, Lotus Notes, Adobe
Acrobat n gp.

Anroputm RC4 sensetcsa cobcTtBeHHoCTbO komnaHum RSA Data Security, Inc. Ero
onuncaHune Hukorga He 6bino onybnMkoBaHO M NPeAoCTaBnANoCh NapTHEPaM TOMbKO
nocrne noAanucaHusl cornaiwleHnst o HepasrnaweHnn. OgHako B ceHTsi6pe 1994 ropga
B cnucke paccbinku Cipherpunks (LUudponaHku) KTo-TO aHOHMMHO onybrnukosan an-
ropuTMm WNAPOBAHUA, KOTOPBIN Ha BCEX M3BECTHBLIX TECTOBLIX 3HAYEHNAX coBnagan
¢ RC4. C tex nop cam anropuTtm nepectan 6biTb cekpeTom, HO HasBaHne RC4 octa-
€TCHA TOProBoN MapKow. TO eCTb, YTOObI NONy4YnTb NPaBO 3asaBNATb, YTO B KOMMEpP-
YEeCKOM nporpaMMHOM npoaykTe ucnonedyetcsas RC4, Heobxoamnmo npuobpectn nu-
ueHsnio Ha atot anmroputm y RSA Data Security. A 6e3 nuueH3sMM MOXHO
yTBEPXAATh NULLb TO, YTO "MCNonb3yeTca anroputM, noxoxun Ha RC4 n cosnagato-
LWMA C HAM Ha BCEM W3BECTHOM MHOXeCTBE TecTOB". MIMEHHO MO3TOMYy Ha A3blke
ADA 6bin peanusoBaH Alleged (npepgnonaraemein) RC4.

Opno u3 gocromHcTB RC4 (kpome obGemanmii Kommanuu RSA Data Security, Inc.,
YTO aITOPUTM YCTONYMB K AuddepeHInaIbHOMY U JIMHEIHOMY MeToIaM KpHUITOaHa-
JIM3a U, BEPOSITHO, HE CONEPKUT KOPOTKUX ILIUKIIOB) — €To IIpocTora (IucTuHT 7.1).
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Jnctnur 7.1. UcxopHbin TekcT anroputma RC4 Ha asbike C

/***********************************************************************/

typedef unsigned char RC4 CELL;
typedef struct ({ // CTpyKTypa IS XPaHEHUS TEKylero COCTOSHUS KIoUa
RC4 CELL state[256]; // Tabmmua NepecTaHOBOK
RC4_CELL X, Vi
} RC4 KEY;
/***********************************************************************/
void swap byte (RC4 CELL *a, RC4 CELL *b) { // oOMeH 3HaueHW! OBYX SuYeek
RC4 CELL t = *a; *a = *b; *b = t;
}
/*********~k~k************************************k*k***********************/
void RC4_setKey (// Barpyska kinoua (MHMUMAIM3aUMS TaOiIulEl [IepeCcTaHOBOK)
RC4 KEY *key, // XpaHwmie Kiuodua
int len, // IOyvHa KJnoda

RC4 CELL *data // maHHble Kimoda

RC4 CELL t, *s = key—->state;

int i, id;

0; 1 < 256; i++) s[i] = 1i;

for (i

key->x = key->y = 0;

for (id = 1 = 0; 1 < 256; 1i++) {
id = (data[i % len] + s[i] + id) & Oxff;

swap byte (&s[i], &s[id]);

}
/***********************************************************************/
void RC4 ( // mpoluenypa umbpoBaHMUS

RC4 KEY *key, // xpaHumme KJuoda

int len, // mnviHa 1mMOPYyeMBIX OaHHBIX

RC4 CELL *data // mmbpyeMmele HaHHEE
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RC4 CELL *s = key->state, x = key->x, y = key—>y;

for (; len > 0; len--, data++) {
x = (x + 1) & Oxff;
y = (s[x] + vy) & Oxff;
swap_byte (s&s[x], &slyl);
*data "= s[(s[x] + sly]) & Oxff];
}
key—>x = x; key—>y = y;
}

/***********************************************************************/

Kak BugHO, M B Tpolleaype 3arpy3Kd KJIio4a, W B Tpolieaype mudpoBaHUs TpU
BbI30Be (YHKIIMHU swap byte () MPOUCXOMUT OOMEH MeCTaMu JABYX 3JIEMEHTOB
TaOJIUIIBI TIEPECTAHOBOK.

CylecTByeT ajJropuTM OOMEHA COAEpPXKMMOTO JABYX syeeK 0e3 HCMOoJb30BaHMS
BCIIOMOTaTeJbHbIX MepeMeHHbIX. [l Toro 4yToObl MOMEHSATb MecTaMM A U B,
HEOO0XOIMMO BBITIOJTHUThH TPU ONepaluu:
A = A xor By B =B xor A; A = A xor B;

MMeHHO 3TOT mpueM M Obl1 Mcrnosib3oBaH B peanusauuu RC4 Ha sizike ADA.
OnHako aBTOp KoJa HE y4yesl OJHY MPOCTYIO BELIb: AJITOPUTM OOMEHa COJAEPXKUMO-
ro ABYX siueek MmaMsiTu 6e3 UCIMOob30BaHUSI BCIIOMOTraTebHBIX MEPeMEHHBIX pabo-
TaeT TOJILKO IJIsSl PAa3HbIX MepeMeHHbIX. Eciivi 3HaueHwus, XpaHsliuecs B A U B,
COBITAJAIOT, AJITOPUTM paboTaeT mpaBuibHO. Ho ecium A 1 B — ofHa U Ta Xe Me-
peMeHHas, ee 3HaueHue OyneT oOHYJeHO MpPH IOIMBbITKE OOMEeHa.

B RC4 uHpekc omHOro M3 IepecTapisieMbIX 3JIEMEHTOB TaOIMIIBI TTOCeI0BaTETEHO
(IMKIIMYecKr) Bo3pacTaeT, a MHAEKC APYroro 3JIeMeHTa BBIYKMCIISIETCS O TeKyIIeMy
cOCTOsIHMIO Kimoua. M, pasymeercsi, BOSBHUKAIOT CUTYallMM, KOTAa 3HAYeHUs UHIEK-
coB coBmagator. IIpy 3ToM B KOppeKTHOH peaqmM3alvy TaOaWIia IepecTaHOBOK
MPOCTO OCTaeTcsl 6e3 M3MEHEHWIi, a MPU MCIOJb30BaHUM OOMeHa 0e3 BCIToMOra-
TeTBHBIX TTEpEMEHHBIX OAWH U3 3JIEMEHTOB TaOJIMIILI OyneT OOHYJIeH.

O4YeHb MHTEPEeCHO MOCMOTPeTb, KaK Takas ollIMOKa CKaxeTcs Ha paboTe ajiro-
puTMa MHUGPOBAHUS B LIETOM.

Bo-TiepBBIX, 3TOT alTOPUTM MOXKET ITOKA3aThCS IOJNHOCTHIO pabOTOCTIOCOOHBIM,
T. K. ¥ 3aimudpoBaHue, U paciindpoBaHue OyIyT UATH COBEPIIEHHO OIMHAKOBO.
A 3HAUNUT, JaHHBIE, 3aIMGPOBAHHBIE 3TUM AJITOPUTMOM, MOTYT OBITH UM Xe€ yC-
MeIIHO pacuIn@poBaHbl.



80 Yacrtb Il. Heckorbko crioB o kpunTonorum

Bo-BTOpBIX, HA KOPOTKHUX COOOIIEHMSIX AJITOPUTM C OIIMOKOM MOXET padoTaTb
B TOYHOCTH TakK 3Ke, KaK W IMPAaBUJIBHO peaTr30BaHHBIA aropuT™M. To ecTh OImo-
Ka MOXET OCTaTbCsl He3aMeUeHHOM, €ClIM TeCTMPOBATh AJITOPUTM IIKMGbPOBAHUS
TOJIKO Ha KOPOTKUX oOpasiiax.

N, B-TpeThux, npu MKMGPOBAHUM 3HAYUTENBHOTO O0beMa MAHHBIX 0e3 CMEHbI
KJIoYa Bce OoJblliee YUCIIO 3JIEMEHTOB TAOJMIIbl TePECTAHOBOK OyIeT CTAHOBUTh-
cs HyJeBbIMU. A TaK Kak IpeoOpasoBaHue MIMOPYyEeMbIX TAHHBIX OCYIIECTBISIETCS
MyTeM HAJIOXEHUsS] BBIOPAHHOTO 3JIeMEHTA TaOAUIIbl MepecTaHOBOK IMpPHU TTOMOIIU
onepaluu XOR:

*data "= s[(s[x] + sly]) & Oxff];

TO ]_HI/I(i)pTCKCT BO MHOImxX MeEcCTax 6YI[CT COBIIAATh C OTKPBITbIM TEKCTOM.
To ectb n3psgaHadad 4acTb JAaHHBIX OKaXXETCH BOODIIIE HCSaHJI/I(prBaHHOfl.

7.3. MHorokpatHoe ncnosib3oBaHue Kjo4a
noTokoBoro wundpa

Hcnonb3oBaHue MpaBUIbHO PeaIM30BAHHOIO AIrOpuTMa IMGPOBAHUS elle He
rapaHTUpPYeT, YTO MAaHHBIC OYIyT MEWCTBUTEIHLHO XOPOIIO 3aIlMINEHBI. Tak, Bech-
Ma paclpocTpaHeHHasl oIIMOKa TMPU HCMOJIb30BAHUM TMOTOKOBBIX IMIHU(PPOB —
mMdpoBaHre HECKOJIBKUX TTOTOKOB Ha OTHOM KITIOUE.

Kak 0b110 mokazaHo paHee, nmoTokoBble 1KGpbl Bpoae RC4 saBnsioTcst reHepaTo-
paMu raMMBbl, KOTOpasl HaKJaablBaeTcsl Ha 1udpyeMble JaHHbIE MMyTeM CIOXEHUs
no monyiato 2. MMes TonbKo 3aliMdpoBaHHbIE NAHHBIE, TMOJYYUTb OTKPBITHIA
TEeKCT 0e3 3HaHMS KIo4a MPakTHYecKu HeBO3MOXHO. OmHaKo, 3Has MUGPTEKCT
W COOTBETCTBYIOILIMA €My OTKPBITBI TEKCT, HE COCTaBISIET TPyAa BBIYUCIUTD
(parMeHT raMMmbl, COOTBETCTBYIOILEH KIIOUy. DTO HOpMaJibHAs CHUTyalMs, T. K.
XOPOIIUK arOpUTM IIUMPOBAHUS N0 (DparMeHTy raMMbl He OOJIKEH MO3BOJISITH
OTpeNeNuTh K04 Win apyrue ¢parmMeHTsl raMmmbl. Ho ecnu Ha ToMm ke camom
KJtoye Obul 3alindpoBaH IPYroil MOTOK JaHHBIX, TO, 3HAas WUGPTEKCT U ¢par-
MEHT TaMMBbI, JIeMEHTAPHO BBIYMCIUTH OTKPBITHIM TEKCT, COOTBETCTBYIOIIUMA W3-
BeCTHOMY (pparMeHTY TaMMBI.

ToT ¢akT, YTO OAMH U TOT € KJIHY MOTOKOBOIO aJIrOpUTMa, paboTalolIEero B pe-
xume OFB, Henb3sT UCIoNMb30BaTh ABAKIBI, MOKXHO OTHECTH K a3aM KPHUIITOTpa-
(uu, KoTopble NOMKEH 3HATh KaXIblid, MMEOLIW Aelo ¢ MH(pOpMalMOHHOK
6e3zomacHocThi0. OmHAKO Aaxke pa3pabOTYMKM, Ha3bIBawIIMe ceds MpodeccruoHa-
JaMi B 0OOJacTW 3allUThl MPOrpaMM OT KOMIIbIOTEpHOro MHpaTcTBa, TpeliaT
HEBBITTOJTHEHEM TTPOIMCHBIX MCTHH.
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WWingppoBaHne nonb3oBarenbckux gaHHoix B PACE InterLok

Cuctema 3awuTbl NporpaMmMHoro obecneyeHnst oT koMmnboTepHoro nupatctea PACE
InterLok paspaboTtaHa komnaHuen PACE Anti-Piracy. Ha ctpaHunuax nHtepHeT-caiTa
koMmnaHuu yTeepxgaetcs, uto PACE Anti-Piracy nmeet 6onee 14 net onbiTa B CO3-
JaHuu 3awnT oT nupatcTea (No coctosHuio Ha 2003 rog).

[Mporpammel, 3aLmileHHble ¢ nomollbio InterLok, xpaHaTcsa B 3awmdpoBaHHOM Buae
1 paclmdpoBbIBAIOTCA NPSIMO B NaMsiTU B MOMEHT BbinonHeHus. Kpome Toro, cne-
umManbHbI ApanBep, yCTaHaBnuBaeMblii BMECTE C NMPOrpaMMON, He MO3BONSAET MUC-
nonb3oBaTb OTNaAYMKM BO BPEMS BbINOMHEHMS MpOrpaMmbl. Takxke nporpaMMucTy
[ocTynHbl Bbi3oBbI InterLok API, nossonsiowme, cpean npoyero, CoOXpaHsaTb Ha guc-
Ke CeKpeTHble AaHHble B 3ancpoBaHHOM Buae, a NoToM X BocCTaHaBnmeatb. Oa-
HaKO TO, KaK MCMOmnb3yeTcs WnpoBaHue, OCTaBMseT LUMPOKME BO3MOXHOCTU OIS
aTak.

[Mporpamma Adobe eBook Reader v2.2.203 3awumweHa InterLok u ucnonesyert Inter-
Lok API ans Toro, 4tobbl COXpaHUTb CEKPETHYH UHGOpMaLuio, Heobxoaumyto Ans
U3BMNEYEHMS] MEPCOHANbLHOrO Kno4va nonb3oBaTtens. [pu coxpaHeHnn 6rioka AaHHbIX
yepes InterLok API Bce dyHkummn wimndposaHus BoinonHseT InterLok. Ho, cyas no
BceMmy, InterLok mcrnonb3yeT Kakoil-TO MOTOKOBbIN LN, paboTalowmii B pexume
OFB. Bo BcsikoM criydae, onpefenue OA4uH pas, kakMe MMEHHO JaHHble COXPaHSoT-
Cl, N CINOXWUB UX MO MOAYNI0 2 C AaHHBbIMW, 3anNUCaHHbIMWU Ha AMCK, MOXHO BbIYUC-
nuTb rammy. [ocne aToro, 3Has AaHHble, XPaHSLLMECS Ha AUCKe, NErko HanoXnTb Ha
HUX W3BECTHYIO rammy W NOfyy4nTb CeKpeTHylo uHdopmMaumio. Camoe 3abasHoe TO,
UYTO ANSA NonyyYeHnst 4OCTyna K CEKPeTHbIM AaHHbIM Aaxe He TpebyeTcsa 3HaTb, Kakum
anropuTMOM OHM 3aLLNMPOBaHbI.

7.4. OLUM6KKN B reHepaTopax
ncesgocyYanHbix Yncen

I'eHepaTopsl MceBIOCTyYallHBIX YKceNl TPeOYIOTCST MPAaKTHYeCK! B JIIOOOM TPHIIO-
KEHWH, UCITONB3yloleM Kpumnrorpaduio. M ouyeHp 4acTo pa3paboOTYMKH He yie-
JITIOT TOCTAaTOYHO BHHMAHUS XapaKTepPUCTHKAM WCITONb3yeMOro reHeparopa. Bor
HECKOJIBKO MJUTIOCTPAIINA.

IToxanyii, cambiii U3BECTHBII IpUMep — OIIMOKA B pealn3aluu mpoTtokoja SSL
(Secure Sockets Layer) B 6pay3zepe Netscape.

B3nom 128-6utoBoro wungpoBaHusa B Netscape

KomnaHusi Netscape paspabortana npotokon SSL n peanusosana ero B cBoem bpay-
3epe. JaHHble, nepefaBaemble nocpefactsoM SSL, 3awwmdpoBbIBanuncb anropuTMom
RC4 co 128-6utoBbiM kntodom. 17 centsbpa 1995 rona Wen Monabepr (lan Goldberg)
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coobLwun o Tom, YTo emy B coTpyaHudecTse ¢ [aBngom BarHepom (David Wagner)
yAanocb obHapyXuTb yS3BMMOCTb B npoueaype Bbibopa 128-6utoBoro knioya ans
anroputma RC4. HepoctaTok npoueaypbl 3akniodancs B TOM, YTO HayanbHoe Cco-
CTOSIHME reHepaTopa nceBAoCnyqalHbIX YMCEN OCHOBLIBANOCh Ha TPEX 3HAYEHUSX:
naeHTudukaTope npouecca, reHepupyloLwero Knwd, naeHtudukaTope ero poau-
TENbCKOro npouecca u TekylemM BpeMeHW. YUnTbiBas TO, YTO 3HaYUTENbHYIO 4YacTb
nHOopMaLmn 0 HoMepax NPOLIECCOB U BpeMeHn MOXHO Bbino npegyragatb, npo-
CTPaHCTBO BO3MOXHbIX KIHOYEW COKpaTUnoCh C 2'?® 1o 2%°, n Ha nouck knloya Lwmndp-
poBaHMA YX0AUNO BCero 25 CekyHA.

Crnenyolnuii mpuMep CHOBa CBsI3aH ¢ IIUdpoBaHUeM B apxuBax ¢opmata ZIP.
ATaka Ha OCHOBE M3BECTHOTO OTKPBITOTO TEKCTa NMPUMEHHMA TOJBKO B TOM CIIy-
yae, eciu (pparMeHT OTKPBITOro TeKCTa AOCTyMeH (Hampumep, KOrma HecKOJIbKO
¢aiiyioB 3amnppoBaHO ¢ OMJHUM IApPOJIeM M OAUH M3 (paiiJIoB ecTh B paciuugpo-
BaHHOM Buje). OJIHAKO BBISICHUJIOCH, YTO B HEKOTOPBIX CIy4asix ymaeTcs IOoJy-
YUTHb TOCTATOYHBINA IS TIPOBEICHUS aTaKu 0O0bEM OTKPBITOTO TEKCTA M3 BCIIOMO-
raTeJbHbIX CTPYKTYp, CO3JaBaeMbIX apXHUBATOPOM.

FeHeparop ncesgocny4vaiiHbix Yyncen B InfoZlP

CornacHo cneumdukaummn ZIP, nocne 3arpysku knoda HeobxoaMmo 3awmdpoBaTb
12 6anT go TOro, Kak Hayatb WMdpoBaTb AaHHble danna. lNocneaHun us aTMX
12 GawnT aBnseTcs MnagwmmM 6anToM KOHTPOMbBbHON CyMMbl hairna, KoTopas XpaHuT-
Csl B 3arofioBke apxvmBa B He3awundpoBaHHOM Buze. 3TO MO3BONSET onpeaensTb
HenpaBWIbHbIN Naponb C BEPOATHOCTbIO 2%%/56 Mocne pacwmndpoBkmu Bcero 12 6anT.
OctanbHble 6anTbl 06bI4HO BbIGUpPalOTCs criyydariHbiM 06pa3om.

CyuiecTByeT OTKpbITas peanusauma 6ubnuotekn ansa paboTtbl ¢ apxusamn dpopmara
ZIP, HasbiBaemas InfoZIP. B aton 6ubnuoteke n3 12 AonoOnHUTENbHbLIX OalT He
OAMH, a gBa nocrnegHux Ganta cogepxaT Mnagwmne GanTbl KOHTPONbHOW CyMMbl
danna. Ona reHepauuu cnyydanHbix GanT ucnonb3yeTcs anropuTM, UAEHTUYHbIN
rand () u3 ctaHgapTHou 6ubnuotekmn Microsoft Visual C++. 3Has 4 6anta Bbixoaa
3TOro anropuTMa, MOXHO NOMY4YNTb HaYyanbHOE COCTOSIHUE reHepaTopa U NOTHOCTLI0
npeackasaTb ero BbiXog,.

lMceBpocnyyaiiHble 6aiiThl, MONyYEHHbLIE NPY NMOMOLLM 3TOr0 reHeparTopa, UCMorb3y-
toTcs B InfoZIP Takum oBpasom, 4To Ans Kaxgoro cpanna B apxvuBe reHepupyeTcs
10 6aiT N OAMH N3 HUX XPaAHWUTCS B apxXuBe B He3awmndpoBaHHOM Buae. 3TO NO3BO-
NSAET NMpU HanuuMu B apxuBe NATU annoB, 3aWM@POBaHHbLIX C OAHMM NaporiemM u
noapsA4 (6e3 NOBTOPHON MHULMaNM3auum reHeparopa), HanTn HadanbHOEe COCTOsSHME
reHepatopa. A 3Has BbIXOZ reHepaTopa W 3Ha4YeHus ABYX Mnagwmx 6anT KOHTpOnb-
HOW CyMMbI Afsi K&XA0ro U3 NaAtu ainos, MOXHO ONpeaenvTb KoY LWndgpoBaHns
BCEeX 3TUX (pannos MeHee 4YeMm 3a 4ac.
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Kcratun, ctout oTMeTutb, 4To nonynapHein apxusatop WiIinZIP kak pas ocHoBaH Ha
InfoZIP, a 3HaunT, co3aaHHble UM apxmBbl MOryT ObITb pacLuMdpoBaHbl TaKUM Cro-
cobom.

IMocneaHuit mpuMep cBs3aH ¢ reHepauueit kiawouyeir RSA B mporpamme, npeaHa-
3HAYEHHOM IS 3aIUTHl JPYTUX MPOrpaMM OT HECAHKIIMOHUPOBAHHOTO TUPAXKU-
pOBaHUA.

Knioun RSA-1024 B ASProtect

ASProtect npeacraensiet coboi cpencTBo 3awWwuTbl NporpaMmM OT HEeCaHKLUOHMPO-
BAHHOIO TUPAXMPOBAHMUS, UCCEAOBAHUSA M BHECEHUS U3MEHeHUn. cnonHsembin
dann npun obpabotke ero ASProtect 3awmcpoBbiBaeTCs U aBTOMaTUYECKU pac-
LwndpoBbLIBAETCA NpU 3arpyske B NamsaTb. Ho HekoTopble hparmMeHTbl, MO XenaHuio
paspaboTyuka, MOryT ocTaBaTbCH 3aliMpOBaHHLIMKM A0 TeX Mop, noka He Oyaer
BBEJEH NPaBUITbHbIA PErMCTPALMOHHBIN KITHOY.

OpHa 13 BO3MOXHOCTEWN, npepocTtasnsembix ASProtect, 3aknioyaetcs B TOM, 4TO
paspaboTuuk reHepupyeT napy knovenn RSA-1024: oTKpbITLIA KMOY XpaHUTCS B Npo-
rpaMMe, a CeKpeTHbI Ucnonb3yeTcs ANA reHepaumun nuueHsuin. Mcnonb3osaHue
RSA-1024 obecneunBaeT HEBO3MOXHOCTb FreHepauum (M nogaenku) nuueHsnn 6es
3HaHWs CeKpeTHOro Krioya.

Mo HenoaTBEpPXXAEHHOW nHGopmauun, 1 sHeapsa 2001 roga Anekceit ConogoBHUKOB
(aBTop ASProtect) nonyuun ot npeactasutenei rpynnsl DAMN no anekTpoHHOR
no4yTe reHepaTop KYen K CBOelr cobCTBEHHON nporpamme. MNpumepHo B 3TO xe
BpeMsi B VIHTepHeTe Obinn BbINOXEHbI FreHepaTopbl NMULEH3UN eLle K HEeCKONbKUM
necaTkam nporpamm, 3awuileHHbix ASProtect ¢ ncnonssosaHuem RSA-1024.

B3anom okasancs BO3MOXeH K3-3a TOro, Yto Ans reHepaumm knoyva RSA-1024 wnc-
nonb3oBanacb CTaHgapTHas OyHKUMS rand (), @ HAYanNbHOE COCTOsIHWE reHepaTopa
3aJaBanochb Kak:

(time (NULL) + GetCurrentThreadId()) ~ GetTickCount ())

Moxoxe, B ASProtect ncnonbsoeanacb HekoTopasi Kpuntorpadguyeckas 6uénmoTeka,
B KOTOpoi Obina (yHKUMSA trueRandByte (), KoTopas MpOCTO Bo3Bpallana

(unsigned char)rand().

B pesynbTaTte oka3anocb BO3MOXHbIM nogobpatb knod RSA-1024 ko mHorMMm npo-
rpammam. B HacTosillee Bpemsi 3Ta owunbKa yxe ucnpaBneHa, U HOBbIE KIOUM He
MOryT BbITb HaAEHbl NOA06HBIM cnocobom.
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[anee mpUBOISITCS AITOPUTMbBI (JIMCTUHT 7.2), MO KOTOPHIM (PYHKIMOHUPYIOT He-
KOTOpbIE IIIMPOKO HCIONb3yeMble HEeKpUIITOrpacduyecKre TreHepaTopbl ICeBIO-
ciyyaiHbix ynces. Komnekiust coopaHa yyacTHUKaMu popyMa www.reversing.net.

Nuctuhr 7.2. NeHepaTopbl NceBAOCIY4YalHbIX YMCer, BXOASLWMNE B CTaHAAPTHbIE
i BMONMoTekM NONynAPHbIX SI3bIKOB MPOrpaMMMpoBaHUsi

static unsigned int seed;

// GCC/EMX
unsigned int emx rand() ({
seed = seed * 69069 + 5;
return (seed >> 0x10) & Ox7FFF;

// Watcom C/C++

unsigned int wc rand() {
seed = seed * 0x41C64E6Du + 0x3039;
return (seed >> 0x10) & Ox7FFF;

// Borland C++ for 0S/2
unsigned int bc2 rand() {
seed = seed * Ox15A4E35u + 1;
return (seed >> 0x10) & Ox7FFF;
}
unsigned int bc2 lrand() {
seed = seed * 0x15A4E35u + 1;
return seed & OxX7FFFFFFE;

// Virtual Pascal == Delphi
unsigned int vp random(unsigned int maxrand) ({
seed = seed * 0x08088405u + 1;

return ((unsigned long long)seed * (unsigned long long)maxrand) >> 0x20;



I'naBa 7. Hackosbko HageXHbl airopuTMbl U MPOTOKOJTbI 85

// Microsoft Visual C++

unsigned int rand() {
seed = 0x343FD * seed + 0x269EC3;
return (seed >> 0x10) & Ox7FFF;

Kak BumHO, Bce IpHMBeICHHBIE aJITOPUTMBI IIOCTPOEHBI OYEHB MOXOXKEe, U HU OJMH
M3 HHUX HE CTOWT WCIIOJNIb30BaTh IJISA pPElleHHs 3amad, TPeOYIOIIMX IpUMEHEHUS
KpuIrorpaduu.

7.5. bnoyHbiin wndpp
B peXMUMe NPOCTON 3aMeHbI

Ecnu Onounblii mmdp wucoombdyeTcs misd WHU@poBaHus OOJIbIINX OOBEMOB
HecllyJaiHbIX JAHHBIX, HMMEIOLIUX TMOBTOPEHUSI, TO, aHAJIU3UPYs TOBTOPEHMS
B Oyokax mMUGpPTEKCTa, MOXHO MOJYINTh HEKOTOPYIO MH(MOPMAIIUIO O COMEePXKU-
MoM caiina.

BrouHblii anropntm B pexume ECB

B ¢paiinax SealedMedia

B 3awwmdpoBaHHbix PDF-hannax SealedMedia (c pacwmpeHnem spdf) nerko obHa-
PY>XUTb HECKONbKO OAWHAKOBbIX 8-6alTHbIX BMOKOB, NOBTOPSIOLLMXCA C NEPUOAOM
B 40 6aiT. Tonbko Ha OCHOBaHUM 3TOW MHGOPMALMN MOXHO NPEeANoNoXUTb, YTO UC-
nonb3yeTcsa 6NOYHbIM anropuTM LWMAPOBaHNS ¢ pasmepoM brnoka 8 6anTt (Hanpumep
DES), sawmndgposan PDF-cain, a notopsiowmecs 6riokm oTHocATCs K Tabnuue ne-
peKpecTHbIX ccbinok. Kaxxgasa 3anuck aton Tabnuupbl 3aHumaet 20 6anT, u 6onbLUnH-
CTBO 3M1EMEHTOB Tabnuupl pasnuyaloTcsi B NATU-LUeCTU DanTax.

[MoaTBepXAeHWEM 3TOrO NPEANONoXeHUsa ABNAEeTCH, HanpuMmep, ToT dakT, YTo ne-
pvop nosTopeHun (40 6aiiT) ABNAETCA HaMMEHbLUINM OBLWMM KpaTHbIM pas3mepa 6no-
ka wudpa (8 6anT) 1 pasmepa 3anucy Tabnuubl (20 6aiT).

PasymeeTcs, Bcs 3aTa UHopMauma He No3BonsieT ObICTPO paclumdpoBaTte AOKY-
MEHT, €Cn UCMNOoNb3yeTCsa CTOMKUIA anroputm wwudpoBaHns. Ho ecnn B Gyayliem
B anroputMme OyayT oOHapyXeHbl CEpbEe3HbIE HEAOCTATKW, NPEAMNONOXEHUS O CTPYK-
Type 3aWwmnpoBaHHbIX AAHHLIX MOTYT AaTb HEKOTOPLIN 06 bEM OTKPLITOrO TEKCTa A
aTaku. A ecnu 6bl Npu WNPOBaAHMN UCNONb30BANCs APYroN PeXUM, MonyyYnTb OT-
KpbITbI TEKCT ObINo 6bl HE Tak NPOCTO.
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7.6. Ucnonb3oBaHue o6paTUMbIX
XaL-cpyHKLNIA

1S MpoBepKM LEJNOCTHOCTM AAHHBIX YacTO MPUMEHSIOT LUUQPOBYIO MOIIKCH,
HampuMep Ha ocHoBe anroputMa RSA. IMoanuch peanusyercsl nyrem 3aingpo-
BaHMSl 3HAUEHMS XAII-(PYHKIUU OT 3AlIMINAEMbIX TAHHBIX HAa CEKPETHOM Kitoue
RSA. JInsi npoBepkM ULEIOCTHOCTUM HEOOXOAMMO CHOBA BBIYMCIUTH 3HAYEHUE
X21I-GQYHKIIMU OT TeX e JaHHBIX, a MOTOM CPaBHUTh €ro co 3HAYeHUEeM, pac-
K GPOBAHHBIM OTKPHITHIM KiouoM RSA. Eciau npu moamnucu ucnojib3yeTcs
moxast X3II-QYHKIMS, TO BO3MOXHO TOIIENaTh MONMMCAHHBIE OAHHBIE, He
B3ambiBasi RSA.

Mognuck ¢paiina gaHHbix B Hardwood Solitaire 1]

Mporpamma Hardwood Solitaire I, paspabotaHHas komnanuen Silver Creek Enter-
tainment, couetaet B cebe HECKONbKO AECATKOB KAPTOYHbIX MACbSHCOB B BEMUKO-
nenHoMm rpacpmyeckom NCMOMHEHUN.

[na 3awuTtbl OCHOBHOMO dhaiifia AaHHbIX OT BHECEHMS U3MEHEHUI UCMOMb3yeTcs
undposasi noanucb Ha ocHoee RSA no onucaHHou Bbiwe cxeme. OgHako Ans Bbl-
UYNCMNEHNUA X3lla MO HEMOHATHbIM MpUYMHaM Obina BblbpaHa yHKUMS Adler32,
npegHas3HauyeHHas Ans BbluncneHus 32-6UTOBOV KOHTPONBHOM CyMMbI.

Ho npu ncnonb3oBaHum Adler32 gobaBneHnem makcumym 260 6anT k nobbim AaH-
HbIM MOXHO [06WUTbCS TOro, YTOObI pe3ynbTaT BbIYUCIEHUS KOHTPOMbHOW CYyMMbI
okasarncs paBeH nobomy 3agaHHOMY 3HayeHuto. Takum obpa3om, MOXHO B dhain
OaHHbIX BHECTM NMOObIE U3MEHEHUS, a 3aTeM AOMONHUTL 3TOT haiis Takum obpasom,
4YTOObI BblMUCTIEHNE Adler32 OT HEro BbiAaBarno TOT Xe pe3ynbTaT, YTO U OT OpUru-
HanbHoro davina. MNpu atom undposas nognuck He ByaeT paspyLueHa.

7.7. TouHoOe cnepoBaHue
npoToKonam

IMpu peanmszanuu KpunTorpapuIecKux MPOTOKOJIOB HEKOTOPHIE MOMEHTHI MOTYT
MTOKA3aThCsl MPOTPAMMICTY W3JMITHUMH, W OH C JIETKOW IyIION M30aBUTCS OT
HEHYXHOTO Ha ero B3I KoIa, TeM CaMbIM ellle M YBEINUMWBas OBICTpOIENCTBIE
MTPOTPAMMEL.

Hamnpumep, nipu peanusanum mmdpoBanusg mo RSA kaxeTcs TOCTaTOYHBIM IIPO-
CTO PEeaIn30BaATh OINEPalMI0 MOAYJIbLHOTO BO3BEAEHUS B cTeneHb. OMHAKO crenu-
duxkamus PKCS#1 (Public-Key Cryptography Standards) tpeGyer moGaBieHMs
K KaXAOW MOpuuU IHUGPYEeMBbIX TAHHBIX KAaK MUHUMYM 8-MM CIIy4alHBIX OQiT.
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Heno B TOM, YTO TIPH HMCIOJIB30BAHUU AJITOPUTMOB C OTKPBITHIM KIJIFOUOM B pac-
MOPSIKEHUH 3JI0YMBIIIIJIEHHUKA OKa3bIBAETCSl BOBMOXHOCTb paciiudpoBbIBaTh Bce
cOOOIIIeHNs, 3alIMdpoBaHHBIE HA CEKPETHOM KIfoue (YTO HEe HaeT eMy 3Hadu-
TENIBHOTO MPEUMYILECcTBa), a TAaKXKe CaMOCTOSITeIbHO 3alliubpOBBIBATE JIIOObIE CO-
OOIIIeHWsT HAa OTKPBITOM KITIOUE.

JoryctiM, 3710YMBIIUIEHHUKY YIaJI0Ch MepexXBaTUTh 3alIi(poBaHHOE HA OTKPHITOM
KJI104e cooOlleHHe, B KOTOPOM COMAEPXKMTCS TOJIbKO OMHO 32-O0MTOBOE 3HAYEHME.
PacimdpoBars 310 coobiieHne 0e3 3HaHUS CEKPETHOro KITIoYa 3JIOYMBILIJICHHUK
HE B CHJIaX, HO OH MOXET Iepeduparh Bee 232 Bo3MOXHBIX 3HAYeHUit, 3a1dpoBbl-
Basl X Ha OTKPHITOM KJIIOYE, ITOKA HE MOJIYYUT UG PTEKCT, COBNANAIOIINIA ¢ TIepe-
xBaueHHbIM. Ecim xe mpu 3amudppoBaHuM ObLIM I100ABIEHBI ClaydyailHble OAMTHI,
nepe6op 232 BAPUAHTOB yXKe He NMPUHECET XKETAEMOTO Pe3yJIbTaTa.

Ha npakTtuke HemosiHasi peajausauusi MpoOTOKojJa — JOBOJBHO PaclpoCcTpaHEHHOe
sgBleHue. PazpaboTuynk MoXeT yreuaTb cebsl TeM, YTO Bce paboTaeT U TaK U HU-
KTO He CTaHeT KOIAaThCsI B IBOMYHOM KOJe B TTOMCKAxX ysa3BuMocTeil. OmHaKo To-
JOOHBIN TTOMXOM MOXKET UMETh TSKKHE TTOCIECACTBHS TIPH 3aIIUTe MH(MOPMAIIUH.

UngppoBasa nognucb EIGamal

B 6ubnuoreke FGint

FGInt npeacrasnsieT cobomn 6ubnmnoTeky Ans paboTsbl ¢ 6OMNLWLIMMM LenbiMU YuCamu
W BKMIOYAET B YWCre Npoynx NoAAepxKy anroputma umdposon noanvcu ElGamal.
Ho BbluncneHne n nposepka aton noanvcu B FGInt Gbinu peannsoBaHbl C HEKOTO-
pbIMU OTCTYMMEHMSMM OT creumdmrkaumm.

Bo-nepBbIx, Npu npoBepke LENOCTHOCTM NOAMUCU AOJKHA BbINOMHATLCSA MpoBepka
TOrO, YTO 3HAYEHMS OBYX COCTaBMSIOLIMX NOAMUCU I U S HE MPEBBILAIOT 3HAYEHUS
ncnonb3oBaHHOro moaynst p. Ha cnyyan ecnu ata npoBepka He BbINOMHSETCS,
B kHure "Handbook of Applied Cryptography" npuBogutcst anropuTm ataku, NosBo-
NSOWWMA NPU HanNM4Mn OAHOro MOAMUCAHHOIO COOOLLEHNS BBIMUCIUTL LMAPOBYIO
noanuck Ansa nboro Apyroro coobLeHus.

Bo-BTOpbIX, B NOANNCK AOMKHO UCMOMb30BaTbCA HE camMo COoobLLeHMe, a ero XaLu.
MpuymHa atoro 3aknoyaeTcs B TOM, 4TO 6€3 NCnonb3oBaHNA X3L-YHKLUN OKa3bl-
BaeTCq BO3MOXHbIM nogobpartb cooblieHne, COOTBETCTBYKOLLEE 3a4aHHOMY 3Hade-
HWIO NMOANUCK, BbIYMCIIEHHOMY onpeaeneHHbiM obpasom. [laHHas ataka Takxe onu-
caHa B kHure "Handbook of Applied Cryptography". A ecnu nognucbiBaeTcs
3HayeHne xala, TO AN OTbiCKaHWsA noaxoAsLiero cooblleHns npugetcs obpatutb
elle 1 X3, YTO MPU UCMONb30BaHNM CTOWKOW KpunTorpadpmyeckon xaw-gyHKLWM
cAenatb MOYTN HEBO3MOXHO.

OnucaHHble Bbiwe HepocTaTkn B FGInt Obinv o6HapyxeHbl 1 yCneLwHo UCnonb3oBa-
Hbl npeacTtasutenammn rpynnsl CORE, 4To nNo3BONUNO MM BbINyCTUTL reHepaTopbl
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pPErMcTpaLMoHHbIX KOLOB K HECKONbKMM Bepcusim nporpammbl SmartWhois, 3awm-
LWEHHON C wucnonb3oBaHveM uudpoBor nognucu ElGamal ¢ knwoyom AnvHON
960 6uT, peannsoBaHHol Yepes bubnuoteky FGIint.

IMoxpITOXXMBasg Bce HAMMMCAHHOE IIPO aJTOPUTMBI M ITPOTOKOJBI, MOXHO CKa3arh,
YTO XOTs KpunTorpaduyeckass yacTb JI0OOH 3alIMUTHI, BO3MOXHO, MOIAAETCS
dbopmanuzanny rerye MHOTHX IPYTUX DJIEMEHTOB, 3TO HE AENAET €€ rapaHTHpoO-
BaHHO cToiiKoi. CylllecTByeT MHOXECTBO CITOCOOOB M3 HAIEKHBIX COCTABISIONINX
MMOCTPOUTHL cllabyto cucTeMy. M TombKo TiyboKMe 3HAHWS B KPUITOrpa-
¢uu, mogkperieHHBIE MOCTOSIHHON NPAKTUKOM, IMOMOTAlOT CHU3UTHb BEPOSIT-
HOCTh HeyIaym.



naBa 8

PekomeHpaLum h“

no BbiI6opy anropuTMoB

Ha sramne cocraBieHust cneunduKaluy pa3padaTbiBAeMOTo MPUIOXKEHUsI, peau-
3ylollero kpunrorpacduyeckue GyHKIKUU, HEOOXOAMMO TPUHSTh pElIeHUe, KaKue
M3 MHOXECTBA BO3MOXHBIX QITOPUTMOB IIU(POBAHUS, BBIYUCIECHUST XOIII-
¢dyskuyy win nugpoBol MOANKNCU MCHOoNb30BaTh. Y, pasymeercs, K BHIOOpY OI-
TUMAaJIbHOTO aJITOPUTMA HAJ0 MOAXOAUTH OCO3HAHHO.

8.1. KoHKypcbl No BbI6opy cTaHAapTOB
wncbpoBaHnd

XOopolIUM MPUMEPOM TOTO, KaK CTOUT MOAXOAUTH K BbIOOPY airoputma mudpo-
BaHMS, MOXeT IOCIYXHUTh OIMCaHue Ipollecca BbIOOpa anroputma Advanced
Encryption Standard (AES) — HoBoro cranmapra mmdposBanus CIIA, npuiien-
mero Ha cmeHy DES.

8.1.1. CraHpapt wmcpposanHua CLLUA

B 1996 romy HauMOHAlIbHBIA MHCTUTYT cTaHmaptoB u TtexHojgorui CIIA
(National Institute of Standards and Technology, NIST) nauan pabory Hanm opra-
HM3alHeil KOHKypca 1o BEIOOPY JIYUIIETo alTOpUTMa TSI HOBOTO CTaHOapTa.

2 auBaps 1997 roga NIST oduumanbHo 00bSIBUI O 3amycKe MpOrpaMMbl MO pas-
paboTke HOBOro enepanbHOro craHmapra obpadborku uHdopmauuu (Federal
Information Processing Standard, FIPS).

12 centsi6pst 1997 roma Hauajcs MpUeM 3asiBOK Ha yvyacTue B KoHKypce. K kaH-
IUAaTaM TIPeIbsIBISIACH CICAYIONINe 00sI3aTebHbIe TPEOOBAHMS:

O ajaropuT™ AOMXKEH OTHOCUThCS K CUMMETPUYHON Kpunrtorpaduu (c cekper-
HbIM KJIIOYOM);

O ajnropuT™ HOJKEH SBIATbCS OJOUYHBIM IHGDPOM;

O anropuT™M IOKEH TOMACPXWBAThH CICHYIOIINe KOMOWHAIIMU pasMepoB KITOYa
n Ooka mudposanus: 128—128, 192—128 u 256—128.



90

Yacrtb Il. Heckorbko crioB o kpunTonorum

15 wuroHs 1998 mnpuem 3asdBOK 3aKOHUMJICA, U K Y4YacTUIO B KOHKypce oKasa-
JIMCch IOMyuieHbl 15 alropuTMoB, pazpaboTaHHbIX KpunTtorpadamu u3 12 cTpaH.
B nporiecce cpaBHeHUSI KOHKYPCAHTOB OLIEHUBATUCH CJIEMYIOlNe XapaKTepUCTUKU:

O KpHUNOTOCTOMKOCTL — 00BEM YCWIMI, HEOOXOOUMBIX JJIST YCIIEITHOTO KPHUIITOA-
Haam3a. DTa XapaKTepUCTHKa SBISeTCS Hamboliee BaXKHOW U1 alropuTMa
MM (ppPOBaHKS W CTPOUTCS HAa OCHOBE CIICAYIONINX (haKTOPOB:

peajbHasi KpUIITOCTOMKOCTh aJTOPUTMA IO CPAaBHEHUIO C KOHKYpEHTAMM
(pu oOMHAKOBBIX pasMepax OJIoKa U KJIova IKUGpoBaHus);

HAaCKOJIbKO BBIXOJ aJrOpUTMA HEOTAUYMM OT CIy4allHO TIepecTaHOBKU
(mepMyTauum) BXOIHOro OJIOKA;

CEPHE3HOCTb MATEMATUYECCKOI'O 000CHOBAHMSI CTOMKOCTHU aJIiropuTMma;

Ipyrue (HakTophl, MPOSIBUBIINECS BO BpeMs OTKPBITOTO IYyOIMYHOTO H3Y-
YeHWS CBOWCTB aJITOPUTMA;

O cToMMOCTb pealu3alny — 3aTpaThl, ¢ KOTOPBIMM TIPUIETCS CTOJKHYTHCS TPHU
WCIIOIb30BaHMM anropuT™Ma. CTOMMOCTD OIpenessieTcs] COBOKYITHOCTBIO Clie-
IYIOLIUX KPUTEPHUEB:

JneH3uoHHble TpeboBaHus. [Ipennosnaraercs, yto AES mojikeH MONy4YUTh
He MeHblliee pacnpocTpaHeHue, yeM umen DES, T. e. mpuMeHsThCcs Macco-
Bo. CremoBaTeNbHO, MpENNnoyTeHWe OTHAeTCsl aJITOpUTMaMm, KOTopble WU
He TMOKPBIBAIOTCS MaTeHTaMM, WM JOMYCKaloT HeorpaHMYeHHoe Oecruiar-
HOE UCIOJIb30BaHUE B JIIOOOH TOUKE MMPA;

BbIUMCIUTENbHAS 3D hEeKTUBHOCTD (cKOpocTh anroputMa). Ilpenmnonaraercs,
YTO AJITOPUTM JOJIKEH OBITh JOCTATOYHO OBICTPHIM KaK MPHU MPOTPaAMMHOM,
TaK M MPpHU anmnapaTHON peanu3alnu;

TpeboBaHus K mnamsaTu. OlleHuBaeTcsl 0o0beM HEOOXOAMMOU IOCTOSHHOM
U ONEPaTUBHONM MaMATH MpHU MPOrpaMMHON pealn3aliii B pa3HBIX cpejax,
a Tak:Ke YMCIIO BEHTUJIEH MJIs almnapaTHoOi pealusalii;

O dyHKIMOHATBHBIE XapaKTEPUCTUKH aJITOPUTMA, TaKue Kak:

rubkocth. IIpeanouyreHue oTmaercsl aJropuTMmy, JOIycKarolleMy Oojee Iu-
poKoe MIpUMEHEHME, T. K. OH CIIOCOOEH pellnTh OoJblle 3amay, CTOSIINX
mnepen Iojb3oBaresaMU. [IONOXMTENbHO XapaKTEpU3YIOT aJTOPUTM Clie-
JIYIOLIUE CBOMCTBA:

0 BO3MOXHOCThH OINEPUPOBATh OJIOKAMU W KITFOYaMHM IIM(GPOBAHMS, OTIIHYHBI-
MU TIO pa3Mepy OT ONMMCAHHBIX B 00S3aTeIbHBIX TPEOOBAHMSX K AITOPUTMY;

0  BO3MOXHOCTb HaleXHOU M 2(PphEeKTUBHON peau3ani Ha OOJBIIOM KO-
JINYeCTBE pasHbIX IIAT(GOPM: Ha BOCbMUOUTOBBIX TMpolieccopax, B CETIX
acMHXpOHHOI mepenaun gaHHBIX (Asynchronous Transfer Mode, ATM),
B TOJIOCOBBIX U CIYTHUKOBBIX KOMMYHMKAILIMSIX, B TEJIEBUAEHUHU BbICO-
kot yetkoctu (High Definition TeleVision, HDTV) u 1. 1.;



I'naBa 8. PekomeHrgaLm rno Bbl6opy asiroputMoB 91

0  BO3MOXHOCTb MCIIOJB30BAaHUSI AJITOPUTMA TSI MTOCTpOeHUS 3(PdeKTUB-
HOTO TIOTOKOBOTO Immdpa, TeHeparopa ayTeHTUOUKAIMOHHEBIX KOIOB,
XoII-(QYHKIINT, TeHepaTopa MCeBIOCTYIAHBIX YHCeN 1 T. 1.;

e ynoOCTBO MPOrpaMMHON M ammapaTHON pean3aluuu. AJTOPUTM He TOJIKeH
OBITh CIMPOEKTUPOBAH C OPUEHTALIMEH TOJbKO Ha anmnapaTHYI0 WIM TOJbKO
Ha TMporpaMMHYI0 peajau3aiuio. Eciau airoputM MoxeT ObITh peajln30BaH
KakK BCcTpoeHHas mporpamma (firmware), 310 siBsieTcsl €ro JOCTOMHCTBOM;

e Tpocrora. UpeaMepHoe YCIOXHEHWE alTOpUTMA 3aTpydHSAET ero aHauu3 u
peanu3annio, MO3TOMY IIPEANIOYTeHUE OTHAeTCs CPAaBHUTEIBHO IIPOCTBIM
aJITOPUTMAM.

BoruncnurenbHoil 3pQEeKTUBHOCTA U TPeOOBAaHUSIM K ITaMSTH MMEET CMBICI yae-
JIUTh YyTh OOJibllIe BHUMAHUSI.

Ocob6eHHoCcTN NnporpaMMHO

M annapaTtHoi peanansaynn airopuTMos

PasymeeTcs, n nporpammMHO, 1 annapaTHO MOXHO peanv3oBaTb NpPaKTUYeckn nobon
anroputMm. Ho npy 3TOM OYeHb BaxHO, kak ObicTpo Byaet paboTaTh mporpammHas
peanusaums n Hackornbko OyaeT gewesa un achdekTMBHa annapaTHasi.

PaccmoTtpum aBa anroputma: RC4 u DES.

[MporpammHas  peanusaums anroputma wudgpoBaHns RC4 oueHb npocta
(cm. pa3d. 7.2). BHyTpeHHee cocTosiHne wndpa onuckiBaetcs 256-6antoson Tabnu-
Len nepectaHoBOK State n aoByms peructpamu x u y. ina wmdposaHus ogHoro 6aii-
Ta HeobxoouMo NpousBecTV 3 onepauny YTeHus n 2 onepauuu 3anucu B Tabnuuy
nepecTaHoBOK, a TakXe BbINOMNHMTL 3 onepauunm CcrnoxeHus no moaymnio 256.
M Gonbliasi yacTb BpeMeHu Mpu WndpoBaHUM TPaTUTCS MMEHHO Ha obpalleHne K
namaTn. AnnapatHas peanusauus RC4 He GyaeT gaBaTb 3HAYMTENbHbIX NPEVMMy-
LLeCTB nepes NporpaMMHON, T. K. TOPMO3SILLUM ¢hakTOpPOM BCE paBHO OCTaHeTcs 00-
palleHne K NamsiT, a Ha COBPEMEHHbIX YHUBEpCarbHbIX (HECneunanm3npoBaHHbIX)
KoMnbloTepax 0OMeH C NaMsATbi0 CUINIbHO ONTUMW3UPOBAH M NPOU3BOAUTCSI HA OYEHb
BbICOKOW YacToTe.

C anroputmom wndpoBaHusa DES Bce nHadve. VicxogHbii Teket DES Ha sasbike C 3a-
HUMaeT OECATKU kunobamt u BecbMa CrOXeH Ana nepBUYHOro BOCNPUATUA.
B npouecce pabotsl DES onepupyeT He 6ainTamu nnm cnoeamu, a oTaenbHbIMK 6u-
Tamn. Ho B npoueccopax apxutekTypbl x86, k koTopbiM OTHocATcs Intel Pentium n
AMD Athlon, npakTnyeckn HET roToBbiXx KOMaHz Ansi paboTbl ¢ OMTaMu — Kaxayto
onepaumto DES npuxoautcs peanusoBbiBaTb MOCPEACTBOM HECKOSIbKUX KOMaHp,
npoueccopa. To e camoe, HaBepHoe, cnpaBeanMBo Ans 60MNbLNMHCTBA COBPEMEH-
HbIX YHMBepcanbHbIX MPOLECCOpPOB. A Mpu annapaTHOW peanusauunm Takue onepa-
LMK, Kak, Hanpumep, nepectaHoBkM OBUTOB, MOXHO peannsoBaTb Ha CXEMHOM YPOBHE,



92 Yacrtb Il. Heckorbko crioB o kpunTonorum

N OHU 6yp,yT BbINOMHATLCA 3@ OAWH TakT. U annapaTtHasa peanusauuns DES oka3biBa-
€TCA 3HAYNTENbHO 6bICTpee, 4YeM nporpamMmMmHas, gaxe HeCMOTpA Ha TaKTOBble Yac-
TOTbl COBPEMEHHbIX YHUBEPCAlbHbIX MNPOLECCOPOB, YXe AaBHO WU3MepAeMble
B rurarepuax.

OpaHa 13 BaXHbIX obnacTell NpMEHeHNss HOBOrO CTaHAapTa LWngpoBaHus — cMapT-
kapTbl. CTOUMOCTb KapTbl SiBHbIM 06pa3om 3aBUCUT OT pasMepoB AOCTYMHOW BHYTPU
KapTbl OnepaTMBHOM U MOCTOSIHHOM namaTn. Camble AelueBble CMapT-KapTbl CTOAT
oKono 25 UueHToB, HO MMetoT Beero 2 Kbaita nocTosiHHON namsTv Ans XpaHeHus an-
rOPMTMOB U KOHCTaHT 1 64 GaiTa onepaTMBHON NaMATW ANS XpaHEHUS MPOMEXYTOY-
HbIX 3Ha4YeHUN W WNdpyeMbIX AaHHbIX. PasymeeTtcsi, ropasgo BbIrogHEE MMETb
B KauyecTBe CTaHAapTa Te kpunTorpaduyeckne anroputmbl, KOTopble cMoryT pabo-
TaTb B CaMbIX [eLUEBbIX KapTax Npu MUHUMarbHbIX pecypcax.

BepHemcs k konkypcy AES. B 1999 rony, nociie nposeaeHusi BTopoit KOHGepeH-
My 1Mo BeIOOpY KaHmuaara Ha AES, u3 15 nmpeTeHIeHTOB ocTaloch TOJIBKO 5. DTO
oot anroputMbl RC6, Rijndael, MARS, Serpent u Twofish. BesycioBHoro nu-
Jepa cpeld HUX He OKa3ajoch, HO OBUTH sIBHBIE KaHIWIATHl HA BEIOBIBaHMe. Tak,
Hampumep, Serpent okasajcs MeIEHHEH BceX KOHKYPEHTOB B IIPOTpaMMHON
peanuzauuu, a MARS — B anmaparHoii. Hu s ogHoro u3 nsitv (puHAIKCTOB He
OBLTO TIPeITOKEHO MeToma KPHMITOAHAIM3a, ITO3BOJISIONIETO B3JIOMATh aJTOPUTM
ObICcTpee, YyeM TOJTHBIM TTepebopoM, Ho misg RC6 Obur paspaboTaH crocob B3jaoMa
15 u3 20 ucnonb3yeMbIX HIUKIOB IIU(PPOBAHUS.

B utore, 2 oktsa6pst 2000 roga moGenuTeseM KOHKypca ObLT OOBSIBIEH alrOpUTM
mudpoBanust Rijndael, paspaboranHblii Oenbruiiiamu BuHceHToM PaiiMmeHoM
(Vincent Rijmen) u Moxanom Hdaitmenom (Joan Daemen). Hassanue anroputma
ObLI0 00Pa30BaHO U3 HAYAJIbHBIX OYKB UX (haMMINIA.

26 Hos6ops 2001 roma NIST o6wsaBun o ToM, uro B CIIIA Rijndael momyuun craryc
(enepanbHoro craHgapTa 06paboTKu MHGpOPMALMM — HOBOTO CTaHAapTa 1ugpo-
BaHMS JTAHHBIX.

8.1.2. EBponenckue Kpuntorpadunvyeckme cxemol

AES — He eIMHCTBEHHBIII OTKPHITHIA KOHKYpPC IO BBIOOPY cTaHapTa mmugpoBa-
HUSI. AHAJTOTMYHBIA KOHKYpPC MPOBOAUTCSI TAKXKE €BPOKOMUCCHEN U HOCUT Ha3Ba-
Hue NESSIE (New European Schemes for Signature, Integrity and Encryption,
HOBbIE €BpoIlleiickre cXeMbl ISl LKUGPOBON MOAMUCU, KOHTPOJS LIEJTOCTHOCTU
1 IudpoBaHNs).

Pazmax y mnpoekta NESSIE 3naumtenbHo uiupe, yem Obl1 y AES. B pamkax
NESSIE He mnpocto Bemercss BbIOOP CHUMMETPUYHOIO OJIOYHOIO aJTrOpUTMA,
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HO [IeJIaeTCsl IOMBITKA 0A00paTh KOJUIEKIIMIO HANEXKHBIX 1 3(h(OEKTUBHBIX KPUII-
TorpadMyeckKix ajJropuTMoB. PaccMmarpuBaloTcsl TakMe KpunTorpadbudeckue
OPUMUTHBBI, KAaK CHUMMETPUYHBIE OJIOYHBIE M ITOTOKOBBIE LIM(PBI, X3III-
(byHKIIMM, aNTOPUTMBI KOHTPOJIS IIEJIOCTHOCTA COOOIIeHWH, cXxeMbl I1MbPOBOI
MOIMNUCH ¥ LIM(POBAHUS C OTKPBITBIM KJIHOUOM.

ITpoekt NESSIE 6bu1 Hauar B sHBape 2000 roga. ITpenmonaraercsi, yTo mocie
BBIPAOOTKM pEKOMEHAALMI I10 ajJropuTMaM B oTaelbHbIX Kareropusix, NESSIE
OKaXeT CYIIECTBEHHOe BIMSIHUE HA MpuMeHeHue kpunrorpaguu B EBpore.

8.1.3. Cranpapt ISO/IEC 18033

IMapannensHo ¢ mpoektoM NESSIE pa0GoThl mo cTaHgapTU3aluyd Kpumnrorpagpuyie-
CKUX QJITOPUTMOB TIPOBOAUT M 27-0i MOAKOMUTET MEPBOro 0OBEAUHEHHOTO TEX-
HMYECKOTO KOMHTETa MEXIYHAPOMTHOM 3JIEKTPOTEXHHMYECKON KOMUCCHUM TIPU Me-
XKAYHapoOHO# opraHmzauuy 1o craHpgapTuzauuu (International Organization for
Standardization / International Electrotechnical Commission, Joint Technical
Committee 1 / Subcommittee 27, ISO/IEC JTC 1/SC 27). VkazaHHbIi TOIKOMM-
TET CAMOCTOSITEJTbHO He MPOBOIUT CPABHUTEIHLHOTO TECTUPOBAHUS KpHUIITOrpadu-
YecKUX aIrOpUTMOB, HO TNPUHUMAET pellleHUs], OCHOBBIBASICh Ha WMHbOpMAaIIUH,
MOJYYeHHOM B paMKaxX TaKUX OTKPBITHIX MpoekToB, Kak NESSIE.

BriGpaHHBIE alTOPUTMBI DODKHBI cTaTh 4acThio craHmapta ISO/IEC 18033. Ectb
OCHOBaHMSI Tojiararb, YTO HOBBIA CTAaHAAPT OydeT MMETh MHOTO OOIIEero ¢ peKo-
menpanusymu NESSIE u cymectByrommMy crangapramMu, Takumu kak IEEE P1363.

8.1.4. CtaHpapT wundposaHua AnoHun

ATEHTCTBO pa3BUTHUS WHMOpMaMOHHBIX TexHojoruir fAmonuum (Information
technology Promotion Agency, IPA), cyocunmupyeMoe SIMTOHCKUM MHUHHCTEPCTBOM
MEXIYHAapOTHON TOPTOBIW W WHAYCTPUU, TTPOBOAMT OLEHKY PA3TUYHBIX KPUIITO-
rpadguueckux texHojsoruit B pamkax npoekra CRYPTREC. Lenbto mpoekra siB-
JsieTcss popMupoBaHue Habopa KpUnTorpa¢puIecKux airOpuTMOB, KOTOpPbIe OyayT
HCIIOJIb30BaThCA B paMKax IMporpaMMbl 3JEKTPOHHOIO MpaBUTEIbCTBA AMOHUMU,
MH(}pACTPYKTYypa KOTOPOTo J0JIKHA OBITH chopMupoBaHa B 2003 rony.

CRYPTREC oneHuBaer acuMMeTpruYHbIe KpUIITOIrpadUIecKre TeXHOIOTUH, TIPH-
rofiHble s 1KMGPOBAHUS, ayTeHTUhUKALMM, TU(pPOBON MOANMKUCU U pacipene-
JIeHUs1 KJIo4el, a Takke CUMMETpUUYHbIe TTOTOKOBbIE 1 OJ0UYHbIE 1M PHI, TeHepa-
TOPBI NMCEeBAOCTYYANHBIX YUCEN U X21I-DYHKITUU.
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8.2. [pakTnyeckne peKkomeHgauumn
M3BeCTHbIX crneLnannucToB

Kornma mnst pelieHus1 KOHKpeTHOM 3agauu TpeOyeTcsl BHIOpATh aITOPUTM, yCTpau-
BaThb OTKPBITHII KOHKYpC — HE€ caMblil ObICTpPbIA MyTh. B OONBIIMHCTBE ciyyaeB
JIOCTaTOYHO BBIOPATh €ro U3 YK€ CYIIEeCTBYIOIIUX aJITOPUTMOB.

ABTopbl kHuru "Kpunrtorpadpus. OduuunanbHoe pykoBoacTBo RSA Security”
("RSA Security's Official Guide to Cryptography") Ctus bepHer (Steve Burnett) u
CruseH IIaiiH (Stephen Paine) nns mudpoBaHus COSAMHEHUN MEXITY KOMIIbIO-
TepaMyd PEeKOMEHIYIOT MCIOJIb30BaTh MOTOKOBbIKM anroput™M RC4, T. K. oH obec-
MeyrBaeT JOCTaTOYHO BBICOKYIO CKOpPOCTb. s TaKuxX TMPUIOXKEHWH, KaK 0a3bl
JQHHBIX, 3JIEKTPOHHAsI MoYTa U 3allMlleHHoe (3aiundpoBaHHOE) XpaHeHUue daii-
JIOB, peKOMEHJIyeTCsl MCMOJb30BaTh OJIOYHbBIE AJITOPUTMbI IIM(POBAHUS, B 4YaCT-
Hoctu AES (Rijndael).

Bpioc Ilnaitep (Bruce Schneier) Bmecte ¢ Huncom @eprioconom (Niels
Ferguson) B cBoeii knure "lpaktuueckass kpunrorpacus” ("Practical Cryptography”)
CUMTAIOT, YTO C TOYKU 3peHMsS] 0e30MacHOCTH Kaphephl JIMIA, MPUHUMAOIIETO
pemenne, Rijndael — peiicTBUTENIbHO caMblil IIpUEMJIEMbI OJOYHBINA AJITOPUTM
mrdpoBanusi. OH NMpuHAT B KayecTBe ctaHaapTa B CIIIA, u eciu B AES B Oyay-
meM OymyT oOHapy:XKeHBI cepbe3Hble HeIOCTAaTKM, HaKa3bIBaTh 3a 3TO, CKOpee Bce-
ro, HUKoro He craHyT. Kpome Toro, AES yXe mocTaTouyHO IMHMPOKO pacIipocTpa-
HEH M TOmIepXUBAeTCA OOnbIIMM 4YucioM Oubnauorek. Tak uro AES — moutu
OeCIIPOUTPHILIHEINA BBIOOD.

Ecnu oyeHb BaxkHO 0OecneYnTh MAKCUMAIbHYIO CTOMKOCTb HIMGPOBAHUS, & CKO-
pOCTb UTpaeT MaJO3HAYUTEJbHYIO pOJib, PEKOMEHIyeTCsl OOpaTUTh BHUMAaHHUE Ha
apyroro ¢guHanucra KoHkypca AES — anroputM Serpent, KOTOpbIii OOJIBILIMHCTBO
CEPBhE3HBIX KPHUIITOJOTOB HA3BAIM CAMBIM HAIeXHBIM (MM CAMBIM KOHCEPBATHB-
HBIM) M3 BCEX TMpeACTaBIeHHbIX HA KOHKYPC.

B kauectBe xom-¢yHkunu IllHaitep n DepriocoH peKOMeHIYIOT BBIOMpPATh MO-
audukamnuo ogHoro u3 aiaroputMoB cemeiictBa SHA (Secure Hash Algorithm).
B Hacrosmit MOMEHT CyIIecTBYIOT crienydukanum amroputMoB SHA-1, SHA-256,
SHA-384 u SHA-512, Berucastomux xam pasmepom 160, 256, 384 u 512 6ur
COOTBETCTBEHHO. MoanduKamus 3aKI0YaeTcss B TOM, YTO X3II-(QYHKIUS OT CO-
obmenust m Buiunuciasercss Kak SHA-x (SHA-x (m)), 4yTo MoO3BONSIET MCKITIOYUTD
aTaky paciumpeHus: LnMHbl coobueHus (Length Extension), koTopoil moaBepxke-
HbI Bce xau-pyHkuuu cemeiictea SHA u MD (MD2, MD4 u MD5).

st acuMMeTpuyHOro mudpoBaHUsI MHOTHE PEKOMEHIYIOT MPUMEHSITh aITOPUTM
RSA xax, 6e3yciioBHO, caMblil pacpoCcTpaHeHHbII aCUMMETPUYHBIN aJITOPUTM.

RSA yacTo ucnonssyercs u s iMdpoBoii MOAMUCH, HO KPOME HEro CYIIeCTByeT
MHOXECTBO APYIWX AJTOPUTMOB M CXeM, U3 KOTOPBIX Hanbojiee MIMPOKO PacIpo-
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ctpadHeH craHmaptu3zoBaHHbli B CIIHA amroputm DSA (Digital Signature
Algorithm). YyTb MeHbIIYIO TONMYJISIPHOCTh UMeeT peanusauusi DSA Ha aaiunTu-
yeckux KpuBbIx, Hocsiasg HazBanue ECDSA (Elliptic Curves DSA).

8.3. MaTeHTbl Ha anNropuUTMbl M NPOTOKONbI

B Poccum He nmeiicTBYIOT MaTeHTHl Ha KpHUITorpacdhuyecKue aJropuTMbl U TPOTO-
Kojibl. Ho Bo MHOTHX cTpaHax TakWe MaTeHTHl JOIyCKAIoTCsS 3aKOHOIATEIECTBOM.

Ecmu paspabaTeiBaeMast TporpamMma OyIaeT MCITOJNb30BaThesl HE TOJNBKO Ha TEppH-
Topun Poccuu, mpu BeIOOpe MCIOAB3YeMbIX B Heil KpUNTOrpaduIecKux alropuT-
MOB CTOMT OIICHUTDH MX MMPUMEHNUMOCTh C TOUYKHU 3peHUS MAaTeHTHON YNCTOTHI.

JoCTYIMHOCTh OTKPBITOTO OMUCAHUSI AJITOpUTMaA ellle He O3HayaeT, YTO HUKTO He
CTaHEeT TPEObSBISITh IPETEH3UH, €CIM BTOT AJITOPUTM OYIET MCIOIb30BaThCS
B KOMMepueckoM MpuiioxkeHuu. Kak yxke roBopuioch paHee, TOJbKO 3KCIepTHAsI
OIleHKA, BBITTOJIHEHHAS] CHUJIAaMU KPUIITOTpadbHUUIECKOro COOOIIecTBa, MOXET HaTh
HEKOTOPYIO YBEPEHHOCTb B TOM, YTO ITOPUTM HE COMNEPXKUT Cepbe3HbIX Hemoc-
TaTKOB. A JIJIST TOro YTOOBI KpUNTOrpacdhbl CMOINIM M3y4YaTh aJITOPUTM, €ro HEe00X0-
JUMO OTKPBITO OIMyOJIMKOBATb.

Bonee Toro, maxe ecau B MHTepHeTe mpHCyTCTBYeT GecIiaTHasE KpuITorpaduye-
ckas OubjMoreka, coepKallash peajM3aliio ONpedeEHHOIO ajlropuTMa B KC-
XOIHBIX KOJaxX, 3TO ellleé He O3HayaeT IOJHON CBOOOIBI B MCIIOJb30BaHUM AJIrO-
puUTMA.

MNMareHT Ha anroputm RSA

Anroputm RSA nony4yun csoe Ha3BaHue no nepsbiM BykBam dpamunuii asTopos. Po-
Hanba Pusect (Ronald Rivest), Agn lWamnp (Adi Shamir) n JleoHapa Agenmad
(Leonard Adelman) Bnepsble onybnukoBanu onucaHue anroputMa B anpene
1977 roga. Anroputm RSA coctaBngeT cyuwecTtBeHHylo 4acTb naTteHTa CLUA
Ne 4405829, BbigaHHoro Pusecty, Wamupy n AgenmaHy cpokom go 20 ceHTabps
2000 roga. Ho yxe yepes 9 gHen nocne nonyyeHus naTeHTa 3KCKMN03MBHAsH NIMLEH-
3ug 6bina npepocrtasneHa komnaHnm RSA Data Security, Inc., koTopas n BeicTynana
MHOrO NneT Kak Bragenew npae Ha OA4HOMMEHHbIN KpunTorpaddnyeckmin anropuTm.

Bce enatowue ucnonb3osate anroputm RSA B koMMepyeckux NpUoXeHUsX
JOMmkHbI 6binn npnobpectn y RSA Data Security nuueHsnto Ha kpuntorpaduyeckyio
oubnunoteky BSAFE. Kpome BSAFE B RSA Data Security 6bina paspaboTtaHa u 6ec-
nnatHas oubnuoteka RSAREF, npegHasHauyeHHas Ansi HEKOMMEPYECKOrO UCMOSb-
30BaHuA. [lpyrum npoussoanTensM He paspeLlanochb pacrnpocTpaHATb Ha TeppuTo-
pumn CLLUA cBon 6ubnuotekn, nogaepxveaowme anroputm RSA.
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O[HaKO ¢ MPaKTUYECKOW TOYKM 3PEHMSI K IAaTEHTaM MOXHO OTHOCUTBLCS OYEHb
nmo-pasHomy. Tak, Hanpumep, I1IHaitep u PeprrocoH peKOMEHIYIOT B CBOEi KHHU-
re He YUTAaTh MATEHThl M APIyMEHTUPYIOT 3TO CIEAYIOLIUM 00pa3oM.

Ecnu BB He YMTaIW MMATEeHT, a 3HAYUT, HE 3HATU €ro CONEPKXHUMOTO, TO B CiIydae
yCcTaHOBJIEeHUs (pakTa HapylleHHWs] BaM IPEeICTOMT KOMIIEHCMPOBATh HAHECEHHHbIN
yimep6 Biamenblly mareHTa. Eciam e OymeT HoKa3aHO, YTO BHI IIPeIBapPUTEIHLHO
O3HAKOMUJIMCH C MAaTEHTOM, TO HapyIIeHWe CTAHOBUTCS MpeaHAMEPEHHBIM U MO-
KET KapaTbcs KOMIIEHCAlMe B TpeXKpaTHOM pasMepe. TakmMm obpa3oM, UTeHHUE
MaTeHTOB MPUBOAUT K MOBBIIIEHUIO CTEIIEHN OTBETCTBEHHOCTH B 3 pasa.

Ecnu Bbl Mocjie MpouTeHus MaTeHTa YBepeHbl, YTO Ballly AEHCTBUS HE HapyIIaloT
MAaTeHT, 3TO ellle He 3HAYMT, YTO CYAbsI, PACCMATPUBAIOIIAN WCK O HApYLICHWH,
MPUIET K TaKOMYy Xe 3akjitoueHuo. Jlaxe sKcmepT B HEKOTOPOU TeXHUUYECKOM
00J1acTH, K KOTOPOIl OTHOCUTCSI TIATEHT, HE B COCTOSIHUU CYAUTh, YTO MOKPbLIBAET-
csd TATEeHTOM, a YTO HeT. DTO MOXEeT clejaTh TOJbKO MAaTeHTHbIA IOPUCT, KOTO-
pBIii OepeT 3a Takyw paboTy BosHarpaxiaeHue. Takum obOpasom, 4ToObl He TuIa-
TUTb TPOWHYI0O KOMIIEHCALIMIO, TpUAETCS TIJIaTuTh lopucty. Ho mnareHTOB,
KOTOpbIE MOTYT CJIY4YaiiHO OBITb HApyLIEHBbI, OYEHb MHOTO, W OIJIAYMBATH YCIYTH
IOpUCTa U1l aHAJIM3a KaXIO0ro U3 HUX KaXeTcsl He caMbIM Pa3yMHbIM pelLIeHUEM.
B pesynbrare mosmyyaercs, 4yTo IS MUHUMU3AIMM PACXOJOB Ha pelleHue IMpo-
OJieM ¢ TaTeHTaMM camMoe pasyMHO€ — B3TO He YUTaTh MaTeHThl BOOOIlEe, KaK HU
MapagoKCAIBHO 3TO 3BYYUT.
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DTa yacTh KHUTH TOCBAIIEHA BOIIPOCAM 3alIUTHI KOMMEPYECKOTO IPOrpaMMHOTO
obecreyeHusl OT HeJlerajlbHOro THpaxupoBaHus. B Hell moapoOHO paccMarpuBa-
10Tcsl HauOoJjiee MonmyasipHble U 2P deKTUBHbIE pellleHus, a Takxke MpoOIeMbl,
CBsI3aHHBIE C UX peaju3aluei.



Nnasa 9

AKTyanbHble 3agauu
3awuTbl NporpamMmm

I'moGanbHas 1enb 3alIUTHI TPOTPAMMHEIX IPOAYKTOB, IO OOJNBIIOMY CYETY, BCE-
rIa ogHa — TOBBICUTH MPHUOBLIb, MOJTYYaeMyl0 OT TPOIAXHU MPOrPpaMMHOIO obec-
meyeHus. Yaire Bcero 3To BbIpaXaeTcsl B OTpaHUYEHUM BO3MOXKHOCTEH IO pac-
MPOCTPAHEHMIO TTPOTPAMMEBI.

OnHaKo B IMOMBITKAX AOCTYKEHUS 3TOM LEAM IOYTH BCErma BO3HUKAET LIEJIBIA
psI Mmon3anay, TpeOYIOLINX pelleH s,

9.1. Mogenu pacnpoctpaHeHus
nporpaMmmMHoro obecneveHuns

Cy1mecTByeT MOBOJIBHO MHOTO PasIMYHBIX Mofesieil pacrpoCTpaHeHUs ITPOTpaMM-
Horo obecrieyeHus1. PaccMoTpuM xapakTepHble OCOOEHHOCTU HEKOTOPBIX UX HMX.

9.1.1. BecnnaTHble nporpammbl (Freeware)

DTa Momeab pacIpOoCTpaHEHUsT IMPOTPaMMHOTO OOeCTieYeHUsT TMOoApa3yMeBaeT OT-
CYTCTBHME OIUIATHI 32 MCIOJIb30oBaHUE TporpaMM. OuyeHb 4acTo MO TaKoMy INPUH-
LUATTY pacIpOCTPaHSIOTCS HeOONbIINEe YTHINTHI, KOTOphie, TT0 MHEHUIO aBTOPOB,
MOTYT OKa3aTbCsl TOJIE3HBIMU IIIMPOKOMY KpPYTY Tojb30Batelieil, HO He OyayT
MMeTh CIIpoca, ecM HAa3HAYMTH TUIATy 3a MX MCIIOTb30BaHHUeE.

PasymeeTcs, cylecTBYIOT MTPOTPAaMMHUCTBI, CO3MaoIINe OecIIaTHbIe MPUIOXEHHS
M3 JIOOBM K MCKYCCTBY WJIM HENIOOBM K UBJIUIIHEH KOMMEPIIMAIM3ALUKN COBpE-
MEHHBIX WH(GOPMAIMOHHEBIX TeXHoNornii. YacTo HeCKONbKO JOGPOBONBIEB Opra-
HM3YIOT KOMaHIy, pa3pabaThIBAlOIIyI0 W IMOMIEPKUBAIOIIYIO JTOCTATOYHO CIIOXK-
HYI0 MPOTPAMMHYIO CUCTEMY.

MHorue OecrniaTHbIE InporpaMMbl pPacHIpOCTPaAHATCA B MCXOJHBIX TEKCTaX.
Ho nagmo ormaBath cebe oT4eT B TOM, YTO IIpOorpaMMbl B MCXOIHBIX TEKCTax U
OecILIaTHbIE nporpaMmMmbl — 3TO COBCEM HE€ OOHO M TO XKE€. KOMMep‘{eCKI/Ie Ipo-
OYKTBI TOXKE MOI'YT IIOCTABJIATHCA B MCXOIHBIX TEKCTAX.
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JoBOJIbLHO YacTo BCTpevaeTcsl CUTyallusi, KOoTaa mporpamma uiad oubiauoreka Oec-
MJaTHa AJIsl JIMYHOTO MCIOJb30BaHUSI, HO TpeOyeT JMIEeH3UU (MHOTAa BechMa He
JETIeBOI) 1T KOMMEPYEeCKOTo TTPUMEHEeHUS.

He penku ciydau, korma OecrijlaTHoe MporpaMMHoe oOecriedyeHue paspadarbiBa-
eTcsl KPYIMHBIMU KOMMEPUYECKMMM KOMITAHUSIMU /I YIPOYHEHMS MOJOXEHHUS Ha
pbiHke. Tak, Hanpumep, JoKyMeHThl B ¢opmate PDF Bpsin 1u umenu Obl ceromHst
TaKylo TMONYJISIPHOCTb, €cIu Obl HUKOTAA He CyIecTBOBajla OecrulaTHasi IMporpam-
Ma st ux npocMmorpa — Adobe Acrobat Reader, momosHsIomass TMHEWKY IjIaT-
HbIX OpoAaykToB st co3maHus PDF-mokymeHToB (Acrobat Exchange, Distiller,
Business Tools, Approval u T. A.). AHAJOTMYHO, IS JTOKYMEHTOB, CO3JAaHHBIX
B KOMMepueckoil mporpamme Microsoft Word, cyiecTBoBana GecruiatHas Impo-
rpamMma rnpocMotpa Microsoft Word Viewer, Takxke pazpaboTaHHasi Kopropaluei
Microsoft.

MHorma aBrop GecriaTHOTO IMpoeKTa IMPOoJAeT KOMY-HUOYOb Bce IpaBa Ha CBOE
JeTHIIe, a HOBBI Biameliell HAUMHAeT paclpoCTPaHATh Ty K& caMylo IporpaMMmy
3a JMeHbI'W, WHOTOA HaHWMas OBIBIIETO aBTOpa UIS TIPOIODKEHHST pa3paboOTKH.
He ynwBuTeNnbHO, 9TO Takast cynpba, B MOOABISIONIEM GOJNBITUHCTBE CIIydaes, MO-
CTUTAeT UMEHHO yIaYyHBIe W TTOJIe3HbIe OecIUIaTHbIE ITPOTPAMMBL.

9.1.2. NMoutn 6ecnnatHble NporpaMmmbl

MHorga aBrophl IporpaMM II0 KaKMM-TO COOOpakKeHUSIM He XOTAT pacIpocTpa-
HATh MX KaK KOMMEpYECKHe MPOAYKTh, HO M HE BO3PAXalOT IPOTHB IOJYYEHMUS
KaKoOii-HMOYIb OTIAYM, HE CUUTAsi MOPAJIbHOIO YIOBJIeTBOpeHUs . Yale Bcero Bbi-
OupaeTcs OOUH U3 CIAEAYIOIINX METOIOB PACIPOCTPAHEHHUS:

O Cardware — Kaxnablif TOJTb30BaTeNb MPOTPAMMEI, XKeJIAIONIU 3aperHCTPUpPO-
BaThCsl, JOJDKEH IOCIaTh aBTOPY IMPOrpaMMbl IOYTOBYIO OTKPBITKY C BHUIOM
MECTHOCTH, TJi¢ OH IPOXNBACT;

O Mailware — 6onee coBpeMeHHbIN BapuaHT Cardware, moapasyMeBarolIdil OT-
CBUIKY aBTOpPY 3JIEKTPOHHOTO TchMa. Kak mpaBmiio, B OTBET aBTOp MpHCHUIAET
PErUCTPALIMOHHbBIN KO/, AAIOLIMil BO3MOXHOCTb padoTaTh C MPOrpaMMOoii;

O Donationware — 3T0 KorJa aBTOp He TpeOyeT HMKAKOW OIJIaThl, HO MpeajiaraeT
BCEM, KOMY ITOHpaBUJIACh MPOTPAMMa, IOXEPTBOBATH MPOU3BOILHYIO CYMMY,
YyTOOBI MOAAepKaTh pa3paboTKy;

O Gifiware — nouyTH TO Xe camoe, yTo U Donationware, HO aBTOp TOTOB IIPHHU-
MaTh HE TOJIbKO JEHEXHbIE MOXEPTBOBAHUSI, HO U APYrHe MOAAPKMU;

O Beerware — 61aromapHOCTh 32 TTPOTPaMMy TTPMHUMAETCS B BUIE TTMBA;

O Vegeware — aBTOp cOOMpacT ¢ TOJB30BATENeH TUTIAaTy 3a MporpaMMmy B dopme
pELEnTOB BereTapuaHCKUX OJIOM;
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O Memorialware — 4enoBek nmo mmeHu ['apum KpamOaurr (Gary Cramblitt) mo-
CBATHJI CBOI0O TIpOTpaMMy TIaMATH OTHA ¥ pPacHpoCTpaHSeT ee Kak
Memorialware. JIyisi mosibp3oBaresieil nmporpamMmma OecruiaTHa, HO BCeM XeJlalo-
LIAM TpeJyiaraeTcsi ToMoyb MeMopuaibHoMy ¢doHay KpamoOnuTra-oriia.

9.1.3. NMporpammbi,
nokasbiBalowme peknamy (Adware)

B nocnennue rogpl XX Beka, Korma OypHBIA POCT MHTEPHET-TEXHOJOTUM ellle He
ycIes IHepeidTy B I1yOoKUii KpU3KcC, Oblla MOMYyJspHA MOIEIb PacIpOCTPAHEHUS
MPOTrpaMMHOTO obecTieueHusI, TeMOHCTpUpyolero peknamy. "Ad" sBisercs co-
KpallleHHeM OT aHIJIuiickoro ciaoBa Advertisement — pekiama.

OcHOBHag uiest 3aKJII09ajach B TOM, YTO pa3paboTYMK MOyYasl IUIATy 32 UCIIOJIb-
30BaHUE MPOTPAMMBI HE OT KOHEYHOTO IMOTPEeOUTENs, KOTOPOMY IporpamMma Joc-
TaBajiach OecIUTaTHO, a OT peKJaMojareleil. A TONb30BaTelb ObIT BBIHYXIECH
CMOTpETh Ha JOCTaBIIsieMble TTporpaMMoil yepe3 MHTepHeT peKilaMHbIe KapTUHKU.
PasymeeTcs, 3TOT TMOAXOA TOOWJICS TIPEMMYIIECTBEHHO IS TporpaMM, pabora
KOTOPBIX MPSIMO CBsI3aHa ¢ JAocTynoM B MHTepHer.

OmHako co BpeMeHeM 3(D¢GeKTHBHOCTh PEeKJIAMBl TAKOTO poIa 3HAYUTEIbHO CHH-
3ujiach, 1 HAWUTU KeJaloUIMX TJIaTUTh 3a Hee HACTOSIIMMM JeHbraMU CTajlo J0-
BoJIbHO TpynHo. Ho mpomosmxaioT cylllecTBOBaTh CHOHCUpPYeMble MPOrpaMMHbIE
MPOAYKTHI (KaK MpaBujio, WHGOPMALIMOHHOM HaINpaBAeHHOCTH), pa3padoTKa Ko-
TOPBIX BeleTCsl Ha JeHbIM peKiiamojaTesieii B OOMeH Ha pa3MelleHue UX MHPop-
Malli¥ B TIporpaMMe.

9.1.4. Kommepueckue nporpammbl (Commercial)

Kommepueckoe mporpamMmHoe obecriedeHue, OYeBHIHO, CO3MAETCS C LIETbIo M3-
BJIeUEeHMS] TIPUOBUIM M PacIpoCTpaHsIeTCsl 32 MaTepuaibHoe Bo3HarpaxkaeHue. Ha-
BepHOE, KOMMEpUYECKre TPOorpaMMbl OOJIbIIIe BCETO TTOXOXM Ha OOBIYHBIE TOBAPHI,
KOTOpBI€ JIIOAW TPUBBIKIN MOKYaTh B Mara3uHax.

IMpexne Bcero, IS TPOrpaMMHOTO obecITedeHNs, pacIpoCTPaHIeMOro KaK YKHCTO
KOMMep4YecKoe, NMpUMEeHSIeTCST TPUHIUIT "NeHbIM — BIepen’, T. €. MOJb30BaTellb
MTOJTy4aeT TPOrpaMMy TOJBKO TOCTIe TMTOJTHOTO BHECEHUS OTLIATHI.

OdyeHb MHOTHE TIPOTPAMMBI, PACIpPOCTPAHSIEMBIE TaKUM CIIOCOOOM, SIBIISTIOTCS
"KOpOOOUHBIMU" — TIpM TMOKYIKE IOJIb30BATENIb MOJYy4aeT KOPOOKY, B KOTOpOIt
yJlIoXeHbl HocuTenu uHdbopmauuu (Hanpumep DVD uiaum KOMMNakT-IUCcKH), AOKY-
MEHTaIIMsI, PeTUCTPAlIMOHHAsT KapToYyKa M eIlle Bce YTO YrOMHO, HAa YCMOTpEeHHe
TTPOIaBIIA.
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Pasymeercs, aBrop (uau mpaBooOIamaresib) KpOBHO 3aMHTEPECOBAH B TOM, YTOOKI
cobpaTh IUIaTy ¢ KaXAOro Ioab30BaTessl mporpammbl. JIJIss TOCTMXXEHMSI 3TOTrO
HEOO0XOIMMO MPUMEHSTh TEXHOJOTMYECKUE METOJbl, OrpaHWUYMBAIOLIME PACIIPO-
CTpaHeHue HeJleraJibHbIX (HeIMILIeH3UPOBAaHHBIX) KOMUi mporpaMMmbl. K momy-
JISPHBIM TEXHOJIOTUYECKUM METOJAaM OTHOCSITCS pa3jiMuHbIe arnapaTHblie 3allUThl,
CHCTEMbI PETMCTPALIMM M aKTUBALMM, MPOBEpKa JUIEH3UU 4yepe3 WMHTepHeT npu
KaXIOM 3aITycKe TpOorpaMMBbI U T. II.

OmHako 4YHCTO KOMMEpUYEcKoe IIporpaMMHOE obecTicueHre oOJJamaeT OTHOM
OYeHb BAXKHON OCOOEHHOCTHIO. KOHEUHBI MOTpeOUTeb CMOXET MONYyYUTh Tpe-
CTaBIIEHNE O TOM, YTO OH ITOKYITaeT, TOJIBKO ITOCJIE COBEPIICHUS IOKYIKH, U,
cJIeqoBaTeIbHO, JOCTaTOYHO BBICOKA BEPOSITHOCTH TOTO, YTO OH OymeT pasodyapo-
BaH W 3aX04YeT M30aBUTKLCS OT MpOrpaMMBI M BepHYTh Ha3a 3aliadyeHHbIe JeHBIN.
st Toro 4ToOBI HE OTHYTHYTh IMOKYIATeei, MpoaaBlbl YacTO BBIHYXKIEHBI 00e-
IIaTh BO3BpaT IeHer B TeUeHHe, HapHMep, IBYX Helelb ¢ MOMEHTA ITOKYIKH,
€CJIM TIporpamMMa He TTIOHPaBUTCS.

9.1.5. Noutn pabotocnoco6Hble NporpamMmmbl

Pa3paboTunky KOMMepYeCKUX MPOrpaMM B PEKIAMHBIX LEJISX BBIMYCKAIOT Orpa-
HUYEHHbIE O3HAKOMUTEIbHbBIE BEPCUM CBOMX IMPOAYKTOB. Takue BepcHM OOBIYHO
He ITO3BOJISIIOT IUIOAOTBOPHO paboTaTh, HO CO3MAIOT IIPaBAMBOE BIeYaTIeHUE
0 (PYHKLIMOHAIBHOCTH MPOrpaMMbl. MOXHO BBIIEIMTH HECKOJIbKO OCHOBHBIX TH-
OB OTPAaHMYEHHBIX ITPOrPAMMHBIX IIPOIYKTOB:

O Demoware — 3T0 Korga B IporpaMMe MPUCYTCTBYIOT (DYHKIIMOHAIbHBIE Orpa-
HuuyeHus. Hanmpumep, MoxxXHO oOpabareiBaTh (haiifibl He Oojiee onpeacaeHHOro
pasMepa, Helb3sl BBITIOJHATH COXpaHeHWe M T. . Takue MporpaMMbl MHOTIA
HasbiBalT Crippleware — "ype3aHHoe" IporpaMMHoOe obecrieueHNe;

O Trialware — monpa3yMeBaeTcsl HaJW4dude OrpaHUYCHUI IO BpeMEHHU MCIIOJIb30-
BaHMs1. OrpaHNYeHNnsT MOTYT BBIpaXkaThCs B BUJE JUIMTEILHOCTH IepuoAa Bpe-
MEHHM, Ha IPOTSLKEHUM KOTOPOTO MOXHO ITOJIB30BaThCsl MporpaMMoi (Hampu-
Mmep 30 mHeil ¢ MOMEHTa MHCTA/UISILIMU) WiIM B Buae (PUKCUPOBAHHOM HaThl
HUCTeYEeHMST TeCTOBOro nepruojaa. MoxeT orpaHMYMBAThLCS YMCIIO 3aITyCKOB IPO-
rpaMMBbI MJIA YHCJIO TIPOLIECCOB 0OPAOOTKH;

O Nagware — Tonb30BaTeNIb PETYISIPHO M3BEIIAETCS O TOM, YTO MAHHAS BEpCHS
MpOTpaMMBbl He SIBISETCS TOJHOLIEHHOW KoMMepdecKoil Bepcueil. Takoe m3-
BEIIIEHHE MOXET BBITVISAAETh KaK TUAJIOrOBOE OKHO, IOSIBIISIONIeeCS TpH 3a-
ITycKe IPOTpaMMBI M ¢ HEKOTOPOI TEePUOTNIHOCTHIO BO BpeMsl paboTHI, IO-
TTOJTHUTENIbHBIE HANIMMCH, BRIBOAMMBIC HA MIPUHTEP WA SKpaH, U T. II.

PasymeeTcs, BO3MOXHBI pa3iMyHble KOMOWHAIIMM OIMCAHHBIX OTpaHUYEHUI.
N naneko He KaXmblii KOMMEPYECKUA TTPOAYKT MMeeT 03HAKOMMTEIIbHYIO BEPCUI0 —
TaKOM TMOIXOM CKOpee MCKIIOUEHMeE.
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9.1.6. YcnoBHo 6ecnnartHble npoaykTbl (Shareware)

Hannune BOo3MOXHOCTH OLIEHUTH MporpaMmmy no nokynku (“try before you buy")
SIBJISIETCSl OTIMYMTENIbHON YepToil YCIOBHO OecIIaTHBIX MPOAYKTOB. Share mepe-
BOAUTCSI ¢ aHIJIMIACKOTO SI3bIKa KaK pa3fensiTh, COBMECTHO Mcroyib3oBath. [Toapa-
3yMEBAETCsl, YTO HE3aperMcTPUMPOBAHHYIO BEPCHUIO YCJIOBHO OecIUlaTHOM Mpo-
rpaMMBI MOXXHO CBOOOIHO paclpoCTpaHATh B HeM3MEHEHHOH dopme.

YcnoBHO GecruraTHOe MpoTrpaMMHOe obecTiedeHne Tak Xe, KaK U KOMMepUecKoe,
paspabarbIBaeTcs ¢ 1LeNblo U3BIeyeHus: mpuobuin. Ho moreHImanibHOMY TOJIb30-
BaTellfo 0 TOTO, KaK OH 3aIUIATUT JEHBIM, 00s3aTeIbHO TPEeIOCTaBIISIETCS BO3-
MOXHOCTb IONMPOOOBaTh MPOTPAMMHBIN MPOMYKT B NEHCTBUU B TeUEHHE HEKOTO-
poro Tieproa BpeMeHM.

ITo mcTeyeHUW TecTOBOro Tepuola MOTEHIIMANBHBINA MOKyIaTedb MOJKEH IpH-
HSTh pellleHrne O TPUOOpeTeHNH TporpaMmbl. Eciam pellleHO oTKazarbes OT TO-
KYIIKY, TO HaIO MPeKpPaTHTh MCIOJb30BATh MPOrpaMMy M YIAIUTh €€ ¢ KOMITbIO-
Tepa. B mpoTMBHOM ciyyae, HEOOXOMMMO OILIATUTh JHUIEH3UI0 Ha IPOrpaMMy,
ITocJIe 4Yero TpoJaBell MPEeTOCTaBUT BO3MOXHOCTL TONYYEHUs MOTHOMDYHKIINO-
HaJIbHOM BEpCHU TPOTPAMMEL.

OOBIYHO YCJIOBHO O€CIUIaTHBIE IIPOTpaMMbl JOCTaBISIIOTCS depe3 MHTepHeT u
MMeI0T HeOOoJblIolH pasMep (eAUMHHUIIBI MeradaiitoB). Takke oyeHb YacTo sl
MpeBpaIlleHUsT OTPAaHWMYECHHON BepcHU B MOMHO(MYHKIMOHATLHYIO HEe TpeOyloTcs
HMKaKWe NOMOJHUTEIbHbIE (ailibl — MOCTATOYHO BBECTU IPABWJIBHBIM PErucT-
PaLMOHHBINA KOI, TOJTYYeHHbI OT MpOAABIIA.

Ha mepuon OGecIiaTHOTO WMCITOTB30BAaHMS HAKJIAABIBAIOTCS OTPAHWUYCHUS, CXO-
KM€ C OrpaHMYEHMSIMU Ha OILIEHOYHbIE BEPCHM KOMMEpPYECKHMX IPOTPAMMHBIX
MPOMYKTOB. TOYHBIC OrpaHMYEHMS OIIEHOUYHOTO Teproaa, KaK MpaBUIo, OroBapy-
BalOTCS B JIMIIEH3MOHHOM COIJIALIEHUHU HA MCITONb30BaHNE KAKIOTO KOHKPETHOTO
MTPOIYKTA.

YcnoBHO GecriaTHbIe TTPOAYKTHI OYeHb IOIYJISIpHBEL. MHOTHE KPYITHBIE pa3pabor-
YUKU OepyT Ha BoopyXeHue KoHLemuio "try before you buy", 4yToObl 3auHTEpE-
coBaTh mokymarenei. [1o cyT, orpaHMYeHHBIE O3HAKOMUTENBHBIE BEPCUN KOM-
MEpUYECKUX TPOAYKTOB SIBISIOTCS BCETo JIMINb OMHON W3 MoaudUKAIUi wuaen
Shareware. Jlaxke kopropaiusi Microsoft 6ecriatHo pacripoctpaHsieT 120-aHeBHbIE
Bepcun Windows 2003 Server u Visual Studio .NET. IlpaBaga, HeGonbllioe OTIH-
yye 3aKIIoYaeTcsd B TOM, 4YTO JJIST TipeBpailieHus 120-mHeBHOI BepcUH B TOJTHO-
LEHHYIO TIPUIETCS TIOJYIUTh AWCK C HOBOW BepcHeil W BBIIOJHHUTH IPOILEAYPY
OOHOBJIEHHUSI, a IS "KJacCUYecKUX' YCJIOBHO OecCIUIaTHBIX IMporpaMM Iepexon
K TIOJTHOW BepCHM TPOMCXOMUT Cpasy Xe ITOCiIe BBOIA TPABMJIBHOTO PETUCTPAIIM-
OHHOTO KOJa.
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9.2. OT yero 3awmwjaloT NporpamMmmbl

KomMMmepueckne mporpaMMbl OOBIYHO 3aLUIIAIOT OT HECAHKIIMOHUPOBAHHOTO TH-
pPaXupOBaHUsI.

Hanuyue nocrtyma TonbKo K HOCUTEN0 MHGOPMALIMU ¢ AUCTPUOYTUBOM (HabopoMm
WHCTAJISIIIMOHHBIX (paiiioB) MpOrpaMMHOTO MPOAYKTAa HE MOJKHO JaBaTh BO3-
MOXHOCTH YCTAaHOBUTb PabOTOCIOCOOHYIO KOIMWIO MPOrpaMmbl. To €CTb NaHHBIX
THUCTPUOYTHUBA, KOTOPHI MOXHO CKOMMPOBATh WM HE3aMETHO B3SITh HA HECKOJIb-
KO JHEeH, He MOJDKHO XBaTaTh [UISl CO3AaHUsl pabOTOCIMOCOOHONM KOMUU MpPOrpam-
Mbl. TTogoOHBIE OrpaHUWYEHMSI MOTYT OBbITh pealu30BaHbl PA3HBIMU CIIOCOOAMMU.
Hanpumep, oueHb MHOTME KOMMEpUYECKME MPOTPaMMbl TPU UHCTALISILAU TpeOy-
0T BBECTH CEPUUHBIA HOMEp, HAlleYaTaHHBIM HA KOPOOKE WJIM YKa3aHHBIA B Of-
HOM M3 TIpPWJIaraéMbIX K IPOrpaMMHOMY IIPOAYKTY HOKYMeHTOB (y Microsoft —
B cepTudUKaTe ayTeHTUYHOCTH).

Taxke YacTo BO3HHMKAeT MOTPEOHOCTh OrPaHWYHThL YHCIIO TTONTb30BaTeNeil, OTHOBpE-
MEHHO PabOoTaIONIMX C IMporpaMMoil. To ecTh YelloBeK, KOTOPBIA MpHOoOpes JIHUIIeH-
3MI0 Ha OMHO paboyee MecTo, He NODKEH MMEeTh BO3MOXKHOCTHM CO3IaTh 2 paboumx
MecTa, (PYHKIIMOHHMPYIOIINX OTHOBPEMEHHO. DTO TOCTHUTAETCS 3a CUET HMCITONb30Ba-
HUS aINapaTHbIX KIIouei, MeHeIKepOoB JIMLEH3UI U MPOLEeaypbl AKTUBALIVH.

JIJ1s1 HEKOTOPBIX MPOTPAMMHBIX MPOAYKTOB (B YACTHOCTU UIP) YACTO MCIOJIb3YeT-
cs TIPUBSI3KA K HOCUTETI0 MHGOPMAINHY, HAIIpUMep KOMITAKT-IUCKY. To ecTh s
3amycka MTIpbl TpebyeTcs Haau4yue B NMPUBOAE OPUTMHAIBLHOIO KOMITAKT-AMCKA,
KOTOPBIN 3alIUIIEH OT KOMMMPOBAHUS CTAHAAPTHBIMHU CPEICTBAMU.

7151 oLeHOYHBIX BEpPCHUil, OrpaHUYEHHBIX MO BPeMEHU WJIM YUCJY 3aMyCcKOB, He-
00XOIMMO TIPABWJIBHO peaTn30BaTh XpaHEHHE CUYETYMKOB, YTOOBI 3JIOYMBIILICH-
HUMK HE CMOT 3aCTaBUTh paboTaTh MporpaMmMy, MpocTo MepeBeas Yachl WM yIATuB
(aiin, B KOTOpBIN 3aMMCBHIBAETCS KOJUYECTBO 3AIyCKOB IMPOTPaMMBl WU YHUCIO
00paboTaHHBIX (DailIoB.

YcnoBHO OGecIulaTHBIE TPOAYKTHI, B OTAWYME OT OTPAaHWYEHHBIX IO (YHK-
IMOHAJTLHOCTH OILIEHOYHBIX BEPCHl KOMMEPUYECKUX IIporpamMM, TIIocje BBOAA
PETUCTPALIMOHHOTO KOAA MOJKHBI TPEeIOCTaBIATh JOCTYI KO BCeM (YHKIIMSAM,
TIPEAyCMOTPEHHBIM B TIOJTHOW BEPCHM TIPOTpaMMBI. 1O ecTb B OecIIaTHO pacIpo-
CTpaHSIeMOIl BepcUM MPOrpaMMbl JOJKHBI ObITh peaTu30BaHbl Bce (YHKIMU MOTHOM
Bepcun. CiemoBaTelbHO, XEIATeIbHO TaK OPraHM30BATh 3aIUTY, YTOOBI 3J10-
YMBILUIEHHUK He CMOT A00patbesl M0 QYHKIMIA, TPUCYIIUX TOJbKO TMOJHON Bep-
CHH, TIOKA B €T0 PACTIOPSTKEHWM He OyIeT MpaBMIBHOTO PeTUCTPAlMOHHOTO Kofa.

[ponemypsl TPOBEPKH MPABMILHOCTH CEPUITHBIX HOMEPOB, a TaKKe PETUCTPAIIM-
OHHBIX KOIOB M KOJOB aKTMBAIIMU IOJIKHBI CTPOUTHCS TaKUM 0Opa3oM, UYTOOBI
3JIOYMBIIIIEHHNK HE MOT CAMOCTOSITeTbHO TeHEPHPOBATh IPABUIBHBIE KOIBI W,
B TO 3Xe BpeMsl, IJIMHA KOAOBOH CTPOKM He Oblia 0YeHb OOJBIION.
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Taxke MOXET BO3HUKHYTb MOTPEOHOCTh 3AIMILATD JIFOOBIE UCIIOMHSEMbIE (DAliIbl OT
BHECEHMs U3MEHEeHMIA, T1u3acceMOIMPOBaHUS, UCCASIOBAHUS MO OTJIAIUYMKOM U T. JI.

9.3. OcHoBHble chopmMaTbl
ncrnosniHaeMbix caitnios

3a BpeMsl cyllecTBOBaHUS MEPCOHATBHBIX KOMITBIOTEPOB Ha Ipolieccopax cemeii-
ctBa x86 (Haunnas or IBM PC XT Ha npoueccope Intel 8086) ycreno cMeHUTbCsE
HeCKOJIbKO (hOpMAaTOB IBOMYHBIX (haiiIoB, MpeaHa3HAYeHHBIX ISl XpaHEHUs OT-
KOMITMJIMPOBAHHOTO KOJa MPOrpaMMBbl.

B omnepaunonHoii cucreme DOS (Disk Operating System) moaaepkuBajaoch ABa
OCHOBHBIX (popMara mcnonHseMbix ¢aiio: COM u EXE. COM-gaiinbl 3arpy-
KaJIUCh B OINEPATHBHYIO MaMATh 0e3 KaKUX-JIMOO MOTIOJHMTEIbHBIX HACTPOEK, W
UX pasMep He JoirkeH Obul mpesbinarh 64 Koaiira. EXE-daiins He nMenn Takux
JKECTKUX OTpaHMYEHMI Ha pasMep M COCTOSIIM M3 3arojloBKa, BKITIOYAOIIETO BCIO
HeoOXomnMyto WHGOPMAIINIO IS TPaBUILHON 3arpy3Ku MPOTrpaMMBI B TIAMSITh, 1
cobcTBeHHO Kojaa mporpamMsbl. 3arojoBok DOS-oBckux EXE-daitnoB HaunHancs
¢ cumBonioB 'MZ' unu 'ZM', u 1o cuXx mop ero Tak M HasbiBaloT — MZ Header
(MZ-3aronoBok). bykBel MZ saBnsitorcss nHuimaiamu Mapka 36bikoBcku (Mark
Zbikowski), siBisBIIErocst pa3padboTankoM gaHHoro ¢opmara. Ceityac Bce MCIION-
HsieMble Qaiiibl comepxxaT MZ-3arojloBoK, 32 KOTOPbIM MOXET cjiefoBaTb WMH-
bopmarust o npyrom dopmare.

C nosineHueM 16-6utoBoit Bepcuun Windows BO3HUKIIA MOTPEOHOCTb B paCILK-
peHHoM ¢dopMare ucnojHseMblx (aitioB. B Windows Oblna peanusoBaHa Mof-
JepXKKa TMHAMUYecKU moacoeauHsieMbix oubauorek (dynamic-link library, DLL),
MOSTOMY HOBBIN (opMar OOMKeH ObLT 00ecreuyuTb BO3MOXHOCTb XpaHEHWUS,
B YACTHOCTH, TAOJUI d9KCHOPTUPYeMbIX (Haxomasiuuxcsd B DLL u gocTymHbIX Apy-
MM MOMAYJISIM) UM MMIIOPTUPYEMBIX (HAXOASIIMXCS BO BHELIHMX OMOIMOTEKax)
¢yukuuii. Kpome aroro B Windows 1IHpOKO HUCIOJB3YIOTCS pecypchl — ABOMY-
Hble TaHHBIE, COMepXKallue NKOHKHU, KypCcOpbl, ONMCAHMS TUAJIOTOB U T. M., KOTO-
phie XeJlaTeJbHO XpaHWTh BHYTPU MCIIONHSIEMBIX (aiioB. Bece akTyanbHBIE HA TOT
MOMEHT TpeboBaHUs ObUIM YYTEHBbI IIpU pa3paboTke (opmara, MoOJyYyHUBIIEro Ha-
3gaHue New Executable (NE, HoBbIl ucnoHsieMblit daiin). 3aroJoBoK TaKOro
(aitna HaunHaercs ¢ cumBosioB 'NE'.

st xpaHeHUs ApaiiBepoB BUPTyanbHBIX ycTpoiictB Windows (Virtual device driv-
er, VxD) npumensincst dopmar Linear Executable (LE, nuHeiiHbIN UcTTOTHSIEMBbIi
¢aiin). Ero momudukanusa non HazBaHnueM Linear eXecutable (LX) mcmonb3oBa-
Jlach JUISl XpaHEHUsT UCTIONHSIeMbIX (ailioB, UCIONb3yeMbIX B ONEepallMOHHON cuc-
teme OS/2 HaumHas ¢ Bepcun 2.0.
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B cBsa3u ¢ moseiaeHuem 32-O0uToBOi omepamumoHHONM cucteMbl Windows NT
B Microsoft 6bi1 paspaboran ¢opmar Portable Executable (PE, mepeHocumblit
ucToyiHsieMblit (aitn). TouHee, ObLT JopabOTaH 10 CBOMX HYXI B3SITBIN 3a MPOTO-
tun opmar oobekTHbIX (aitnoB COFF (Common Object File Format), ucrnomb-
syemblit B Unix. CioBo "nepeHocuMBbIii" B Ha3BaHWM, CKOpee Bcero, ObUIO MpU-
3BAHO OTPaXaTb TOT (haKT, YTO OAMH M TOT XXe dopMar daiiia ucronab3oBajics Kak
BO Bcex 32-OMTOBBIX OINEpallMOHHBIX cucTeMax Microsoft Ha muaTdopme x86, Tak
u B Windows NT nHa apyrux minatdopmax (MIPS, Alpha u Power PC). Bror
dbopmaT sIBISIETCST OCHOBHBIM UTSI BCeX COBpeMeHHBIX Bepcuit Windows, 1 UMeH-
HO eMy B KHHUTe OyeT yaeleHO HauboJbliiee BHUMAaHUe.

9.4. Oco6eHHOCTN BHYTPEHHero ycTponcTBa
ncnonHaeMbix cpainoB
B 32-6utoBbix Bepcuax Windows

He BpaBasich cnminkoMm riryooko B getanu ¢opmara Portable Executable, otmernm
TOJIbKO T€ DBJIeMEeHThl, KOTOpble Haubojiee 4acTo IOABEPraloTcs BO3IEHCTBUIO
B TIpolIiecce 3aIUThI.

3aronioBok PE-daiina conepXut oueHb 00JbllIoe YMCIO Pa3IUYHbIX MoJiel U Tad-
nui. OgHO U3 TMoJieit ompeAeNsieT Tak HasbiBaeMylo mouky éxoda (Entry Point) —
TO MECTO B IIporpamMMme, Kyma OymeT ImepemaHo yIpaBieHHe Ioclie 3arpy3Kd IIpo-
rpamMbl B namaTtb. B DLL ynpasieHue mepegaeTcss Ha TOUKY BXOAAa HE TOJBKO
MpU 3arpy3ke OMOIMOTEKW, HO U TIPU ee BHITPY3Ke M3 MaMITH, a TAKKe TPH CO3-
JAHUM U YHUUYTOXEHUU TTOTOKOB BBITIOJIHEHUST BHYTPHU MPOTPAMMEBI.

OOBIYHO MCTIOHSIEMBII (haiil COCTOUT U3 HECKONBKUX CeKyiii (TOUHOE KOJIMYEeCT-
Bo cekumii ykazaHo B PE-zaronoske). Pemaktop cBsizeit (Linker), kak mpaBujo,
00BEIMHSIET B OOHY CEKLIMIO OMHOTUITHYIO MHMOpMAIIUIO.

TUNUYHBIM UCIOMHSIEMBIN (haiill COOEPXUT CeKLUU K0da, CTaTUYECKUX U TUHA-
MUYECKNX OaHHbIX M CEKLIHIO pecypcog. Kaxkmas ceKIus ONMUCHIBACTCI MMEHEM,
pa3MepoM M MOJIOXeHUWeM B (aiijle U B maMsATH, a TaKKe HabopoM aTpuOyTOB
(mBoMYHBIX ¢IaroB): KOA WM NaHHbIE B CEKLMU, JAHHbIE MHULIMATU3UPOBAHBI
WM HEeT, pa3pelleHo JIM UCIIOJTHEHNe, YTeHUE WIIM 3alKiCh U T. [I.

B cexumm xoma momenramTcss cOOCTBEHHO KOMAHIBI IPOIIECCOpa, MCIIOTHSIeMBIE
B X0li¢ pabOTHI MTPOTPAMMBI. DTa CEKLMS MMeeT aTpUOYTHI, pa3pellarolre UCITO-
HeHHe Kola M 3alpelialoliie 3alnch.

Cratuueckue JaHHBIE HE M3MEHSIOTCS IIocie 3arpy3km IporpamMmbl B IIaMATb,
IO3TOMY IJII CEKIIMM CTAaTUYECKMX NJAaHHBIX OOBIYHO HE YCTaHAaBJIMUBAECTCA anI/I6YT,
paapemalomm‘/’l 3amuch. [lombITKa 3amucu B 9Ty CEKIMI0O B MOMCHT BBIITOJTHEHUS
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IporpaMMbl TpPHUBENET K BHIPA0OTKE MCKIIOUMUTEIBHOM cUTyaluu (exception).
ATpUOYTHI CeKLIMU TMHAMUYECKUX TaHHBIX, HAIIPOTUB, Pa3pelllaloT 3aluch B Hee.

CexIiMsl pecypcoB TakKe He IOJKHA M3MEHSThCSl B Ipoliecce BBIMOJTHEHUS Mpo-
rpaMMBI, M TTO3TOMY OHA He MMeeT aTpuOyTa, pa3pelraroliero 3aImch.

Pazymeercs, Bblllle OblIa MpHUBeAEHA JUIIb OJHA U3 BO3MOXHBIX CXEM pasOUeHUst
CONIEP>KMMOTO HCIOJHsAeMOro daiia mo ceKuusaM, U KakIoe CPeacTBO pa3padboT-
ku, cosnatoiiee PE-¢aitnabl, BrpaBe camocTosATebHO pelllaTh, Kakash WH(opma-
1IMs B KaKOW CeKIMU okaxercs. bojee Toro, Bcs mporpaMmma MOXeT pa3Mellnarhbest
B OJIHOI CEeKLIUU U ObITh MPU 3TOM BIIOJIHE PadOTOCITOCOOHOIA.

Kpome onucaHus cexuuii B 3arosoBke PE-caiina mpucyTcTByeT crieuuaibHBIN
karajor (PE Directory), onmuchIBaonnii pasmep M MojoKeHUe CIy:KeOHBIX CTPYK-
TYp, HEOOXOAUMBIX JJIsI TPAaBUJBbHON 3arpy3Ku MporpaMMmbl B MaMsiTb. OTU CTPYK-
TYpPBI OINPENeNISIIOT, B KAKOM MECTe IpOrpaMMBbI XPaHSATCS PECYpChl, KaK MCKaTh
ajipeca dKCHOPTUPYEeMbIX (PYHKIIUI, KaK HAaCTpauBaTh CCHUIKUA HA UMHOpMUPYeMble
@yHKYUU W T. 1.

Kamanoe umrniopma

3anucb ansa DLL 1

3anucb gnsa DLL 2

3anucbk ons DLL

3anucek ansa DLL N
0

Anpec Tabn. CCbINOK Ha UMeHa

"kernel32.dIl"

Aapec nmeHn 6ubnuoteku

Appec Tabn. agpecos d-Luii

CcbllKu Ha uMeHa
HUmena pyHKkyut
Ccbinka Ha ums 1 Adpeca ¢pyHKyul
Ccblnka Ha ums 2 Vms 1
Nus 2 Appec dyHkuun 1
Ccbinka Ha ums N Appec dyHKkumn 2
0 Mma N -
Appec dyHkumn N
Onucamesib UMEHU 0
DLL
Homep dpyHkumm (hint) Koa dyHkuum
Nwms dyHkumm "CreateFileA"

Puc. 9.1. Tabnnupbl nmnopra
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Hmnopmupyemote pynxyuu, T. €. GYHKINHN, KOI KOTOPHIX HAXOIUTCS B APYTHX HC-
MOJIHSIEMBIX MOJIYJSIX, HO HCIOJb3yeTcsl BO BpeMsl pabOThl MPOTpaMMbl, OMMUCHI-
BAlOTCSI TTOCPEICTBOM TaOMWII MMIIOPTA. DTO YETHIpe CBSI3aHHBIX MEXIy CcoOoit
tabnuubl: Kartangor uMmnopra (Import Directory Table), Tabnuia ccbuloK Ha UMeHa
dyukuuit (Lookup Table), Tabnauua umeH ¢yukuuii (Hint-Name Table) u tabnu-
1a aapecoB UMNOPTUPOBAHHBIX GyHKIMA (Import Address Table, IAT).

Tabauiupl UMIopTa MpeaHa3HAuYeHbl VISl TOro, YTOObl MPaBUIBHO 3aIOJHUTH BCE
3HAUEHUs] B TaOJUlE aapecoB MMITOPTUPOBAaHHBIX (yHKuMi. Kaxmgoe u3 sTHxX
3HAYEHMI MpencTaBisieT co0oil aapec onpeneleHHON QYHKIIMM BO BHEIIHEN OnO-
JIMOTeKe Mociie ee 3arpy3Ku B apecHoe MPOCTPaHCTBO Mpolecca (puc. 9.1).

PE-daiinbl comepkar ele MHOTO pasHbIX Tadiauu U arpubyrtoB. Bojee moapoOHas
nHMOopMAaIMs MoKeT ObITh HalileHa B TEXHMUYECKOW JOKyMEHTAIIMN Ha 3TOT (hopmar.



NnaBa 10

PerncrpaunoHHbie Koabl _\
ANg nporpaMmm

Iporenypa perucTpanum TpuoOpeTaeMoil MPOMYKIIMKM CYIIECTBYeT B MHUpPE IO-
BoNbHO naBHo. [locne coBepiieHMs! MOKYNKU MOTPEOUTENb 3aHOCUT HEKOTOPhIE
CBelleHUs 0 cebe B PerncTpallMOHHYI0 KapTOYKy M OTIPAaBISIeT ee IMPOU3BOIUTE-
mo. TakuMm oOpazoMm, MOTPEOUTENb CTAHOBUTCS 3apETUCTPUPOBAHHBIM TMOJIb30Ba-
TeJleM W TIoJlydaeT Bce MPHUUYUTAIOLINECS eMy TPUBWIETMM, HallpuMep TeXHHWYe-
CKYI0O TIOJIEpXKKY W TapaHTUIHOE OOCTYXWBaHWE, a TPOM3BOMUTENDb IMOMOTHSIET
CTaTUCTUYECKYIO MH(OpMaLMI0O 0 CBOMX KiuMeHTax. MHorue "KopoOouHble" Mpo-
rpaMMHBIE TTPOAYKTHI TAKXKE COMAEPXKAT PErMCTPALMOHHbBIE KAPTOUKH, a B IMOCHE-
Hee BpeMsl axe MO3BOJSIIOT OTChUIATh PErMCTPAllMOHHYIO MHGOpPMAaLUIO 4Yepe3
HMHrepHer.

Tak Kak MMsI TIOJTb30BaTelNlsl He SBJSETCS YHUKATBHBIM, KXl 9K3eMIUISIP TIPO-
JABAeMOIl TPOAYKIIMHU 11eJ1ecoo0pa3sHO CBSI3bIBaTh C HEKOTOPHIM HEMOBTOPSIIO-
IIUMCS 3HaYeHUEM, Ha3bIBAEMBIM CEpHITHEIM HOMEpPOM. DTOT HOMEp YKa3bIBaeTCsI
MoJIb30BaTeIeM TPU 3aMOJHEHUU PETUCTPALIMOHHON KapTOYKU M B JajbHEHIleM
VCIIOJTb3YeTCsT TP OOIIEHUN ¢ MPOM3BOAUTENIEM. A B IIPUJIOKEHUH K IIPOTPaAMM-
HBIM TIPOAYKTaM CEpHIHBI HOMEp BITOJIHE MOXET BBIMIOJHSITH U BCIIOMOTATENhb-
Hyl0 (GYHKIWIO — OIpaHWYMBATh HeJleTalbHOE KommpoBaHHWe. Eciam mporpamma
MpU YCTAHOBKE TpeOyeT BBECTH IPABMIBHBIM CEPUIHBIA HOMEp, YKpaB (CKOMUPO-
BaB) HOCUTENb C IUCTPUOYTHBOM ITPOTPAMMBI, KOTODPBIA OMWHAKOBEIN y Bcex
MOJIB30BATeNIeH, TMOMYYUTh PAbOUyI0 KOMHUIO MPOTrpaMMbI He yaacTcs. A pacIpo-
CTpaHeHUe CepUITHOTO HOoMepa IO3BOJISIET HAWTH M HaKa3aTh acCOLUMMPOBAHHOTO
C 9TUM HOMEPOM ITOJIb30BATES.

B HekoToOphIX ciIydasx Tocjie YCTAHOBKM IpOTpaMMBbl (HEBaxKHO, ¢ BBOAOM ce-
pUiiHOro HoMepa WM 0e3) ISl MOJydeHMsl AOCTyMma KO BceM (YHKLMSIM Ipo-
rpaMMBbI TIOJIB30BATEII0 HEOOXOMMMO BHINIOJIHUTH €llle OAHY IMPOLEeIypy — peru-
CTpallMi0 WJIM, Kak »BTo Temepb HasbiBaeT Microsoft, akrtuBauuio. Takoe
MOBeJieHUE XapaKTepHO IJIs OONBIIMHCTBA Shareware-TIpooyKTOB, a TaKXKe IS
MporpaMm, pa3paboTUMKU KOTOPBIX CUMTAIOT, YTO TOJb30BaTeb HE MUMEET IpaBa
paboTaTh, ITOKAa He COOOILIMT O cebe Bce HeOoOXOOUMBIE CBEACHMS, Jaxe €ClId OH
yKe TIpruoOpes JTULIEH3UIO.
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WHorga cepuiiHbId HOMEp IepenaeTcsl MOJIb30BaTEI0 HE B SIBHOM BHUE, a KakK
YacTh KoJa aKTUBAIMU,/PETUCTPaIIUN.

10.1. Tpe6oBaHuna n Knaccudukayus

IIporpamma momxHa comepXkaTb HEKOTOPBI MeXaHW3M, IO3BOJISIONIMI IpOBe-
PUTH, SIBIISIETCST JTU BBEACHHBIN TTOJNB30BATEIeM CepUITHBIN HOMep (MJIU perucTpa-
LIMOHHBIN/aKTUBAIIMOHHBIN KOM) MPABWIBHBIM, 2 BO3MOXHOCTb BBIYMCIATH Ipa-
BUJIbHBIE KOJIBI JOJKHA BCETIA OCTABAaThCSI TOIBKO B PyKax pa3paboTymKa.

J1s Toro 4TOOBI IPOTUBHUK, WCIIPABUB HECKOJNBKO 0AiiT, HE CMOT 3aCTaBUTh TPO-
rpaMMy paboTarh Tak, Kak OyATO OHAa Obla KOPPEKTHO 3apeTMCTPHpPOBAaHA U aK-
TUBHpPOBaHAa, HEOOXOAMMO Te (hparMeHTHI Kola WM JAHHBIX, JOCTYI K KOTOPHIM
paspelieH TOJIbKO JIETATbHBIM TIOJIb30BaTEeNSIM, 3¢ poBaTh CTOUKHUM aJITOPUT-
MOM, a KITI0Y HIM(POBAHUS BBIYUCIATH, UCIONB3YS PEerMCTpallMOHHBI Kom. To-
roa 6e3 3HAHUS PETUCTPALIMOHHOTO KoIa IMOJTYYUTh IOJHOILEHHYIO BEpCHIO TIPO-
rpaMMBl He ymactcs. [TomoOHyo ¢yHKIMOHATEHOCTL 00eCTIeunBalOT, HAIPUMeEp,
nporpammbl  ASProtect (ASPack Software) m EXECryptor (SoftComplete
Development).

OmnpeneauM HECKOJbKO KPUTEPHEB, IO KOTOPHIM MOXHO CpaBHUBATh CBOMCTBA
PasHBIX METONOB IF'eHEepaLMK U IPOBEPKHU KOIOB:

0 BO3MOXHOCTh CBSI3aTb KOJA C MMEHEM MOJb30BATENsl WIU XapakKTepuCTuKaMu
KOMITIBIOTEPA,

O HeBO3MOXHOCTh BBIYMCIUTH KaKON-HUOYIb MPaBUJIbHBINA KOI, UMes B pacro-
PSTKEHUM TOJIBKO aJITOPUTM MPOBEPKU;

0 HEeBO3MOXHOCTb BBIYMCIUTH KO IJIsI OIIPEACJICHHOIO IT0Jb30BaTEJId, 3HAA all-
TOPUTM IIPOBEPKHU U HpaBI/IHBHbIﬁ KO ApYyroro moJJb30BaTEJIsd,

O HeBO3MOXHOCTh pacHIM(poBKU TporpaMMbl (MTOJyYeHUs KiIoda ImudpoBa-
HMS) TIPM HAJTMIUU 3a0JIOKMPOBAHHOTO (3aHECEHHOTO B YEepPHBIN CITUCOK) pe-
THCTPAIlMOHHOTO KOJa;

O muHA KITI0YeBOM CTPOKU (YIOOCTBO TTOJB30BATENS).

10.2. MeToabl NpOBEepPKMU
perncrtpauynoHHbIX KOAOB

Bce meTonbl IIPOBEPKU NPABUJIBHOCTHU KOIOB MOXHO, YCIIOBHO, pa3acIMTb HAa TPpU
KaTeropum:

O ajaropuTMHUYECKHE, OCHOBAHHBIE HA MPUHILMIIE "UepHOTo SIIuKa";
O anropuTMUYecKHe, OCHOBAaHHBIC HA MaTeMaTHYECK! CIIOXKHOM 3amade;

O TtaGau4YHbIE.
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10.2.1. "HepHbIn awmk"

JTroObIie AJITOPUTMUYECKHE METOABI ITO3BOJIAIOT CBA3aTh KOJ C UMEHEM I10JIb30Ba-
TEIsI NN I/IH(l)OpMaLII/Ieﬁ O €ro KOMIIBIOTEPE, TEM CaAMBbIM YCJIOXHHUB ITOJIYYCHHE
HECKOJIbKUX KOITUIA HIporpaMmbl, BBITTIAOAIIHNX KaK JE€raJlbHbIC.

IIpyu ucnonb3zoBaHUM "d4epHOro SIIMKA" pa3paboOTYMK CTapaeTcs 3amyTaTh ajro-
PUTM TIPOBEPKH, UTOOBI €ro OBUTO TpymdHEe TOHSATh M 00paTWTh. Takoil Momxon,
HaBepHOE, MCITOJIb3YeTCs 4Yallle BCeX OCTAJIbHBIX BMecTe B3sIThIX. [Ipuuem ero
MIPUMEHSIOT He TOJbKO HEONBITHBIe pa3paboTunku. Tak, HampmMmep, UMEHHO
B HameXxie Ha TO, YTO NPOTMBHUK HE CMOXET pasobparbcs, YTO K 4YeMmy, M3HA-
yajJbHO cTpoujach cucreMa JuuleHsupoBaHuss FLEXIm, paspabarbiBaeMas KoM-
naHueit Globetrotter, a Temepb npuHamiexamas Macrovision. Ho mpoTuBHUK,
3aYacTylo, OKas3bIBaeTCs OmapeHHee, YIopHee M JIyYille TTOATOTOBJIEH B CBOEH
npogeCCUOHAIBLHON 00JacTH, YeM pa3paboTYMK 3alluThl. BOo3MOXHO, MMEHHO
[MO3TOMY Ha oO4YeHb MHorue npoaykrthl, 3ammiieHHbie FLEXIm, B MHrtepHere
HETPYIHO HAWTU NOAAeIbHbIE IuleH3uu. A HauumHasg ¢ Bepcuu 7.2, FLEXIm
MTOANEePKMBAET JINIEH3NN Ha OCHOBE SJUTUTITUYECKUX KPUBBIX, MOIEIKA KOTOPBIX
CBOIUTCA K PEIIeHUIO CIIOXKHOM MaTeMaTHYeCKOM 3aMaum.

Ecnu nmpouenypa mpoBepku HamucaHa 0e3 rpyObIX OIIMOOK, TO MOJYYUTh U3 Hee
MPaBUJIbHBIA KOA HEBO3MOXHO, HO, 3HAasl OAUH MpPaBWIbHbIA KOI U 0OpaTUB Mpo-
Leaypy MPOBEPKH, B3TOMIIUK MOXET BHIUMCIUTD JTIOOBIE HOBBIE KOJBI.

[IpaBma, MOMBITKM 3aITyTaTh AJTOPUTM TIPOBEPKM B TOCIEIHEEe BpeMs ITOTYyJaioT
Hay4yHyI0 MOAAEPXKKY. Tak Ha ceMHHape IMo MpodjieMaM yrpaBieHus Hu(ppOBbIMU
npaBamu DRM Workshop 2002 6bi1a mpeacraBieHa pabota "A White-Box DES
Implementation” ("[lpospaunas peanusauust DES"), B koTopoil mnpeanaranach
peanuzanust DES, roe kitou mmdpoBaHust He GUTYypUpYeT B IBHOM BUIE, HO SIB-
JIIeTcsl YacThio Koja, oOpadarbIBaioliero fJaHHble. To ecTh Mpu cMeHe KIloya u3-
MeHHTCS Kon (yHKIuM mmdpoBanusd. [TogoOGHBIN TMOIX0I, BO3MOXHO, SIBISIETCST
MepcreKTUBHbIM, HO B pamkax Toro ke DRM Workshop 2002 6bl1a npeacrasie-
Ha npyras pabora, B KoTopoii aHanusupoBaiach White-Box DES-peanuzanus u
npemnaraicss MeTon >(PGdeKTUBHON aTaku, MPUBOASIIICH K U3BICYCHUIO KITIOYA
murdpoBaHMs.

10.2.2. CnoxHaa matemaTnyeckas 3agava

AJ'IFOpI/ITMI/I‘{eCKI/Ie METOIbI IIPOBEPKU PETMCTPAlMOHHOIO KOJa, OCHOBAHHLIE Ha
CJIOKHOM MaTreMaTu4yecKol 3amade, He HYXIAIOTCS B COKPBITUU AETAIENW peain3a-
uuu. YIx ocobeHHOCTh B TOM, 4YTO 14 I€HEpaluMu KoJda MU IIPOBEPKMU €ro Iipa-
BWJIBHOCTM MCIIOJIB3YIOTCS JBa pPa3HBIX aJropuTMa MW IIOJYYEHHE aJIropuTMa
IF€HEpAllMM M3 aJropuT™Ma IPOBEPKU ABIACTCA MaTeMaTUYeCKOW 3amadyei, He
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UMelolIell Ha HacTosllee BpeMsl 3 GeKTUBHOTO pelieHus. Yaiie Bcero mjist 3THX
LeJiell UCMOb3YIOTCS KPUIITOrpapuuecKre alrOpuTMbI ¢ OTKPBITHIM KITFOUOM.

OnHako y aCUMMETPUYHON KpunTorpaduu ecTb oJHA OCOOEHHOCTh: pazmep OJo-
Ka, Haa KOTOPbIM IPOM3BOIATCS OINEepaluu, AOBOJbHO Oosblioit. Tak, mis
RSA-1024 pasmep 6ioka (a 3HaYUT, U MUHUMAIbHBINA pasMep perucTpalioHHOTO
Koma) cocTapisgeT 128 OailT. A 4TOOBI ABOMYHBLIE JAaHHBIE MOXHO OBLIO BBECTHU
C KJIABMATYphl, UX KOAMPYIOT, Hampumep, anroputMomM MIME64, kortophlii yBe-
JUYMBAET pa3Mep Oioka Ha TpeTb. TO ecTh AJMHA KOJOBON CTPOKM COCTaBUT Kak
MUHUMYM 172 cumBona. O4yeBUIHO, YTO BBECTH 0e3 OIIMOOK OecCMBICIEHHYIO
MOCJIeI0BaTeIbHOCTb TAKOM UIMHbBI, COCTOSIIIYIO U3 OYKB, LIMMp U 3HAKOB MpeEMnu-
HaHUSI, TTOYTH HEBO3MOXHO. DTO HejlaeT JAHHYI0 cCXeMy HelpueMJIeMOR IS pe-
TUCTpalluy, HapuMep, 1o TejedoHy win ¢dakcy.

JlemaroTcsd TOMBITKA CO3IaTh CTOMKYIO CUCTEMY PETUCTPALMH, WCIOIB3YIOIIYIO
KOpPOTKHE KONl M1 OCHOBAHHYIO Ha CIIOXKHOM MareMaTudeckoi 3amade. Tak, KOM-
naHust SoftComplete Development B cBoem mnpoaykrte HardKey System Bep-
cum 2.0 (anpenb 2002) ucmonb3oBaia ajiropuT™M, Ui B3JIoMa KOTOPOTO HAamo Obl-
JI0O MHOTOKPAaTHO BBIYMCIUTL IUCKPETHBIN JlorapudM, 4TO SBISIETCS CIOXHOMN
3amadeii. CylecTByeT M3SAIIHBIA CIIOCO0 BBIUMCICHUS MWCKPETHOTO Jorapudma,
KOTOPBIN TpebyeT BpeMeH! M TaMSITH TTPOIOPIIMOHATBLHO KBAIpaTHOMY KOPHIO W3
mMomyist. C ero OMOIIBI0 HA OXHOIMPOIIECCOPHOM MAIllMHE C TAKTOBOM YacTOTOM
2 I'Tu Bepcust HardKey, ucnonb3ytoinasi 35-0UTOBBIN MOIYJIb, MOTJIa ObITH B3J10-
MaHa npuMepHo 3a 10 MuHyT, a 47-OUTOBBII MOIYIb — 3a cyTKUA. Ho mig B3noma
BEPCUU, WCIIOJIb3yIolIeil 62-61MToBOM MOIyNb, moTpeboBaock Obl 16 ['GaiiT ome-
paTWBHON TaMSTH, YTO PSOOBOM BIJIIOMIINK ceOe BPSO U CMOXET ITO3BOJHUTH.
Tem He meHee, K ReGet Deluxe Bepcun 3.118 RC, ncnonb3oBaBiieit nMeHHO 62-
OuTOBBIN Momysb, Tpynnoil SSG Obul co3maH reHepaTop KonoB. IlpaBaa, mo He-
MpOBepeHHOI MHGbOPMALIMU, BbIYMCIEHUE TUCKPETHOro Jiorapudma He IpoBOAM-
JIOCh — CEKPETHBIN KoY SIKOOBI OBLT MOXUIINEH ¢ cepBepa aBropusanuu. Ho co-
BpeMEHHbIE OLEHKM CJIOXHOCTM BBIYMCIEHMS JUCKpEeTHOro Jjorapudma
COBITAIAIOT C OIEHKAMM CJIOXHOCTH IJIST PA3IoXeHUs YnciIa Ha MPOCThIe MHOXM-
TeJn, BeIMOJHsIeMoro npu B3nome RSA. M, kak uzBecTtHo, enie B 1999 romy Obu1
(akropuzoBaH 512-6utoBbiii Kitou RSA, a 3HaYuT, TeopeTMUECKM Ha COBPEMEH-
HOI TeXHMKE MOXHO BBIYMCIUTb M OMCKPETHBIN jJorapudm mo S512-6utoBomy
MOYJIIO.

HardKey System HauuHast ¢ Bepcuu 3.0 onupaercs: Ha APYTYIO CIOXHYIO MareMa-
thueckyto npobiaemy — Hidden Field Equations (HFE, 3amackupoBaHHast cucre-
Ma ypaBHEHUI Haj TojieM), KOTopasi, Ha HACTOSIIIUI MOMEHT, OUeHb cJIabo U3y-
yeHa, HO Bpoae Obl TO3BOJNSET OOECIeYMTh TOCTAaTOYHO BBICOKHMII YPOBEHBb
CTOMKOCTH TpU MajioM pasMepe Ojioka. OgHako cTout 3aMmeTuth, utro HFE siBns-
€TCsl TATEeHTOBAaHHOM TeXHOJIOTHE BO MHOTHMX CTpaHaXx.
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B n1100oM ciydae, mpu MpaBWIBHOM peaM3alldil AJITOPUTMUYECKHME METOMBI, OC-
HOBaHHbIE Ha MAaTeMaTUYECKU CJIOKHOW 3amadye, He IO3BOJISIOT B3JIOMILUKY,
3HAIOLIEMY OAWH TPaBWJIbHBIM pPETUCTPAIMOHHBIN KOI, Te€HepHUpOBaTh HOBEHIE
konbl. Ho equHCTBeHHBIN croco0 3a0I0KMpPOBaTh YKPaJAeHHBIN KOJ 3aKJII0YaeTCs
B TOM, YTOOBI 3aHECTH 3TOT KOI B TaK Ha3bIBaeMBIi "J4epHBIN crmcok'. W oue-
BUIHO, YTO 00XO0Hd OJIOKMPOBKM TpeOyeT He pelleHUs] MaTeMaTH4YecKOW 3amaydu,
a MCIpaBJICHUS JIOTUYECKOro YyCIOBUS. To ecTh MpHM XeJTaHWU B3JTOMIIUK MOXKET
MMOJIYYUTh ITOJTHOCTBIO pabOTOCIIOCOOHYIO BEPCHIO paciIn(poBaHHON ITPOrpaMMEI,
nMesl TONBKO 320 I0KMPOBAHHBIN KOJI.

10.2.3. Tabnu4Hbie meTOAbI

B TabnmmuHBIX MeTomax TeHepupyeTcs 3aJaHHOE KOJHMYECTBO PETHCTPAIlMOHHBIX
KOIOB (TI0 YKCITy BO3MOXHBIX IOJTb30BaTesieil), M B IIporpaMMe XpaHATCs TaOIu-
IIBI, TIOCTPOEHHBIE HA OCHOBE 3THX KOIOB. Pasymeercs, Kogbl He MOTYT 3aBHCETh
OT UMEHM IIOTb30BaTeNIsT VI XapaKTePUCTUK CHCTEMBI, T. K. TeHEPUPYIOTCS IO
TOTO, KaK TOSIBJISTIOTCS TIepBbIe 3apeTUCTPUPOBAHHBIE TTOJTB30BATEM.

Pervncrpauu-
OHHbII KOp,
HASH- Kntoy
yHKUMS LwncppoBaHus

nporpammb!

pei(macl-lrjp?um_ N KonkaTeHauus

OHHOrO koA (c6BbeavnHeHve)
Xaww + knoy
wmdpoBaHus
nporpammb!

v

»  3awwudposaHue

v

3awmdposaH-
Hblli 3NIEMEHT
Tabnuupl

Kntoy wudposaHus

Puc. 10.1. ®opmupoBaHune 3annceit B Tabnunue kitoven
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Peructpaun-
OHHbIV KOA
HASH- 3au5mcppoaaH-
chyHKLMS HbI aNeMeHT
YHKL Tabnuupl
Xaw ot Knroy
peructpauu- »  PacwwndposaHue
OHHOTO KoAa
Xaw + koY
LundpposaHmna
nporpammbl
Xaww Xaw Pasgenexve

X3LWa U Knw4a

v

Koy
LundppoBaHmus
nporpammbl

Oa Kopg v kntoy
LIMEPPOB. BEPHbI

Puc. 10.2. Npoeepka perncrpaLumoHHOro koga

cosnagaet?

CaMmblif TTpOCTOi cIOcO6 — XpaHUTh B MIPOrpaMMe Pe3yIbTaT BHIYMCIECHHMS KPHII-
TorpaduyecKoil X3 -GYHKINU OT KaXmoro koma. IIpm 3ToM JIerKo MHpOBEpPHUTh
MPaBUJILHOCTD KJTIOYA, BHIYMCIHB €T0 X3II, HO, UMes 3HAYeHUe X314, BRIYUCINTD
KJTIOY TMPAKTUIeCKA HEBO3MOXKHO.

Ecnu yacTh permcTpallMOHHOTO Koma ciejiaTh cTaTMYecKoi (OMMHAKOBOW LISt
BCEX KONOB), TO €€ MOKHO WCITOJIb30BaTh B KAauecTBe KII0Ya IS MHUGPOBAHUS
nporpamMmmbl. Ho mpu Takom mnojxojie 3a0JIOKMPOBAHHBIN KOJ JErKO MOXET ObITh
WCIIOTb30BaH TS pacIIMGpPOBKH, €CIM €T0 X3 T00aBUTh B TAOMUILy, XpaHUMYIO
BHYTPHU MPOrpaMMbl, UJIM BOOOIIE OTKJIIOUUTh MPOBEPKY MPABUIBLHOCTH X3IIA.

[TosTomy Oosee MpaBUIBLHO ISl KAXKIOM HOBOM MYOJIMYHON BepcHMM MPOMYKTa
clAyyallHbIM 0o0pa3oM BbIOMpaTh KU ILIKMGPOBAHUS MPOrpaMMbl. A Kaxmaas
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3aMCh TAOJNUIIBI TOJKHA TTONyYaThes IyTeM 3aln@poBaHUS KI0Ya ITPOTPAMMEI
Ha KJtoye, MOoJy4eHHOM U3 perucrpaluudoHHoro koga. M, pasymeercs, Kaxnas 3a-
MMACh MOJDKHA COMEpXaTh HEKOTOPYI0 KOHTPOIBHYI0 WHGOOPMAIINIO, TO3BOJISIO-
LIYI0 OLIEHUTh MPaBUIbHOCTh PACIIUGPOBKH.

Ha puc. 10.1 npusegeHa 0J10K-cxeMa alropuT™Ma, MUCIOJb3yeMoro aas (GpopMupo-
BaHMSl 3alMCel, COOTBETCTBYIOIIMX OTAEIbHBIM PErMCTPAlIMOHHBIM KomaM. Pucy-
Hok 10.2 mimocTpupyeT oOpaTHBIM aJrOPUTM — TMPOBEPKY MPABUIBLHOCTH PEru-
CTPAlIMOHHOTO KoJa U M3BJIeUeHUe KITI0Ya IM(PPOBaHUS MPOrPaMMBI.

IIpu TakoMm moaxone Kaxkablii PETMCTPALIMOHHBIN KOJ HUKAK HE 3aBUCHUT OT BCEX
OCTaJIbHBIX, HO IIO3BOJISIET JIETKO BBIUKMCIWTH KITIOY IMM(POBaHUS IIPOrpaMMBbI.
A 1711 GJIOKMPOBKM KOAa AOCTAaTOYHO YIAJIUTh COOTBETCTBYIOUIYIO €My 3aIliCh U3
TaOIULIBI.

Ecnu BBISICHUTCS, UTO KOJIMYECTBO ITOJIB30BATEIel MOXKET MPEBLICUTHh KOJTUYECTBO
CTeHEPUPOBAHHBIX PETUCTPALIMOHHBIX KOAOB, TA0JMIIA MOXET ObITh YBEIUYEHA 10
nmoboro kemaemoro pasMepa. [IpaBma, Bragenblbl HOBBIX (H00ABJIEHHBIX) PETHUCT-
PaAIMOHHBIX KOJOB He OyIyT TPM3HABAThCS CTAPBIMM BEPCUSMU IPOTpaMMBI KakK
JIUIIEH3UPOBAaHHbBIE TTOJIb30BATEIIH.

10.3. Kakoi meTtop BbiGpaTh

VYV kaxmoro m3 ONMMCcaHHBIX paHee€ METOIOB ITPOBEPKU ITPABUIIBHOCTH KOIJOB €CTb
CBOM JOCTOMHCTBA U HEJOCTATKU.

Tak "yepHBbIi SIIIKMK" CPaBHUTEIBLHO MPOCT B peau3allui U MO3BOJISIET UCIIONb30-
BaTh KOPOTKWE KOJIBI, MPUBSI3aHHBIE K MMEHM Tojib3oBarens. Ho mouyrm Bcerma
MIPH KCIIOJIb30BAHUM 3TOTO IMOIXOJa BO3MOXKHO CO3IaHKE reHepaTopa KIIouei.

MCTO,ZLBI, OCHOBAHHbIC HA CTOWMKOM KpI/IHTOFpa(bI/II/I, BECbMa CJIOXHBI 1JId CaMoO-
CTOSITEJIbHOM peain3agymn MU OYEHb YacTo Tp€6YIOT JUIMHHOM KOJOBOM CTPOKH.
Kp0Me TOI'o, MHOI'I€ aJITOPUTMBbI ITOKPHLIBAIOTCA ﬂeﬁCTBYIOLHHMM naT€HTaMU.

Tonapko TabIMYHBIE METOMbI JAal0T BO3MOXKHOCTD ITOJJHOCTBIO 6JIOKI/IpOBaTb CKOM-
NPOMETHPOBAHHBIC PETUCTPALIMOHHBIE KOAbI, HO HE IMO3BOJISIIOT NMPUBA3BIBATH KO
K MMEHHM I1OJIb30BATECIIA. KpOMe TOIro, €CJIM 4YUCIIO MOJIb30BATENICH CIMILKOM BE-
JINKO, TaOIULIBI MOTYT 3aHUMATb 3HAYUTEIbHBIN 00BEM.

B o6ieM, mpu BbIOOpe ONTUMAIBHOIO MeTola TeHepaluu KiIovell B KaXIOM
KOHKPETHOM CJIy4ae CTOUT PYKOBOJACTBOBATbCS CBOMCTBAMH IIPOAYKTA, XapakTe-
pUCTMKAMU TIOTEHLMAIbHOrO pblHKAa M T. 1. Ho omHoro "camoro xopoiuero"
MeToJa, TOAIIIETOCS Ha Bee clydau KM3HU, He ObITIo, HeT M HUKOTIA He OyIeT.
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NMpuBaska N
K Hocutenam nHcpopmarmun

BykBajibHO Ha TOBEPXHOCTU JIEXKUT UJES MPUBSI3KU MPOrpaMMbl K HOCUTEI0 WH-
dopmaimu, Ha KOTOpOM TporpamMma JOCTaBsIeTcsl Moib3oBarenio. JleicTBuTe -
HO, o npuxoga MHTepHeTa B XU3Hb PSAOBOrO IMOJb30BaTE/IsI MPOrpaMMbl pac-
MPOCTPAHSIINCHh TPEMMYIIECTBEHHO Ha OUCKETax, 3aTeM — Ha KOMITaKT-IMCKaXx.
Hnst Toro 4ToObl OrpaHUYUTH BO3MOXKHOCTU IOJIB30BATENsI MO TUPAXKUPOBAHUIO
JIETAJIbHO MPUOOPETEHHOM IMPOrpaMMbl, XOPOIIO OBl TOOUTBCS TOTrO, YTOOBI IPO-
rpamMmma 3amyckajach M paboTana TOJbKO TOIrNA, KOraa Mojb30BaTefb BCTABUT
B IIMCKOBOJ OPUTUHAIBHBIN THCK.

Hpyrast 61m3Kas 1Mo CyTH Hues TompasyMeBaeT paclpocTpaHeHHe WHGhOpMAIN
Ha Tiepe3anrchiBAeMbIX HOCUTENSIX U HATMYME Ha KaXIOM OPUTMHAIBHOM HOCH-
TeJle HEKOTOPOTo CYeTYMKA YCTAaHOBOK. [IpM MHCTAIAIIMU TPOTpaMMBI CUYETINK
yYMEHbIIIAeTCsl A0 HYJIS, W BBIMOJHEHHE AOIMOJTHUTENbHBIX MHCTALISLMI CTaHO-
BUTCSA HEBO3MOXHBIM. [IpM JeMHCTAIIISIIMM CYETIMK CHOBA YBEIMYMBACTCS, UTO
MTO3BOJISIET CHOBA YCTAHOBUTH MTPOTpaMMy Ha IPYTYIO MAIIMHY.

Bo Bcex ciaydasx TpebyeTcs HEKOTOPBIN CIOCOO CO3MAHUS M KOHTPOJIS YHHKATb-
HOCTU HOCHTEJIS.

11.1. KnioyeBble AUCKeTbI

Bo Bpemena DOS cyiiecTBoBao HECKOIBKO CITOCOOOB CO3MAHUS HEKOIMMPYEMBIX
KJTIOUEBBIX JTUCKET.

OmnH "3 CcImocobOB — WCIOJNIB30BAHUE MOPOXKEK C HECTAHTAPTHBIM pPasMepoOM
cektopa. Ilo uctopuyeckum NpuYMHAM TOYTH Bce Mepe3anuchiBaeMble HOCUTEIU
nHGpOpMAIIMM HAa KOMIIBIOTEpPAX, KOTOpbie HasbBaIUCh IBM-coBMeCTMMBIMHU,
MMeJIM pa3Mep cekTopa, paBHbI 512 Gaiitam. B 06azoBylo mMmoacucteMy BBOJA-
BbiBoza (Basic Input-Output System, BIOS) Ob11u BcTpoeHbl BOBMOXHOCTU pabo-
Thl C CEKTOpaMu Ipyrux pasMmepoB, Ho w1 DOS B mpenenax ogHOro aucka Bce
CEKTOpa MOJXKHBI ObLIM UMETh OJIMH U TOT Xe pa3Mep.
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3ammTa 3aKiIovanach B TOM, YTO OJHA M3 TOPOXEK, He comepsKalias IOJe3HBIX
JAHHBIX, hopMaTUpOBaAJIach C HECTAHIAPTHBIM pa3MepoM cekTopa, Hampumep 128
i 256 GailT, 1 Ha Hee 3amUcChIBajach KiwoueBas nHbopMmauust. Jdias DOS, yse-
pPEeHHOI B HEM3MEHHOCTH pa3Mepa CeKTopa He MPOTSKEHWH BCETO OMCKa, 3Ta JI0-
pOXKa BBINISAENAa MOBPEXIeHHOU, HO mMporpamMma 4yepe3d BIOS morna uyurare u
3aMMCHIBaTh HA Hee HeoOXomuMEble aHHBle. OUeBUIHO, YTO TAKON IMOIXO. TTO3BO-
JIST TOBOJIBHO JIETKO MOBTOPSITh MAHUMYJSILMU Ha ypoBHe BIOS u TupaxupoBaTh
KJIIOUEBbIE JUCKETHI.

Kcraru, ecnm 3ammra MCHoib3oBaja CUETYMK HHCTALISLMI, OYeHb 4YacTo ee
MOXHO ObIJIO OOMaHYThb C MOMOLIBIO MPOCTOro TprokKa. JlocTaroyHo ObLIO mepe-
XBaTUTh CEPBHUCHOE TIpephIBaHME, OTBevalolee 3a obpalleHne K ANCKaM, U Ha Bce
3aMpockl 3amucu U GOpMaTHPOBAHMS JOPOXEK NMCKETHI BO3BpallaTh cTaTyc "yc-
TMEITHO", He BBIMOJTHSISI HUKAKMX AeMCTBUI. 3aTeM OUCKeTa 3alluIlazach OT 3aIu-
CH, W 3aIycKaJics Mpoliecc YCTaHOBKM. M penko Kakas 3aiiuTa 1mocje MoayIeHusT
nHbOpMAITIK 00 YCIEITHOM 3aliCH YMEHBIIEHHOTO 3HAYeHUs CYeTYMKa IPOBE-
psia, IefCTBUTEbHO T HOBOE 3HAUYEHME MEHBIIE TTPEIbIIYIIero.

CxeMy, IMO3BOJISIONIYI0 BOCCTAHABIMBATH 3HAYEHHUE CYETYUKA TIPU JIEMHCTAJLIS-
LMY, MOXHO OOOMTH U ApyruMm crocoboM. Cpasy mociie YCTAHOBKU MPOrpaMMbI
HEOOXOIUMO cleIaTh IMOJTHYIO KOIHUI0 COAEPXXKUMOTO XEeCTKOro AMCKA, NeMHCTa-
JIMPOBaTh MpOrpaMMy M BOCCTAaHOBMTB 00pa3 aucka ¢ Konuu. [Ipu aToM Ha XkecT-
KOM JIHMCKe IOJDKHA OKa3aThCsl PaboTOCIOCOOHAsl BepcUsl YCTAHOBJIEHHOM Ipo-
IpaMMBbl, a CYSTYMK MHCTAUISALMI TP 3TOM OCTAHETCSI B UCXOTHOM COCTOSIHUU.

Hpyroii crocod co3gaHusi HEKOMUPYEeMbIX TMCKET 3aKIoJaucs B HaHeceHUU (u-
3UYECKHUX MOBPEXAeHU HAa MAarHUTHBIN cioil. KpymHble MpOU3BOANUTENN UCIIONb-
30BaJIM JIJISI OTOTO Jiazephbl. A pa3pabOTUYMKU-OAMHOUYKU HE MEHee YCIEelIHO I0C-
TUTAJIM TOTO X€ pe3yjbTaTa Mpu MOMOLIU JII0OOro OCTPOro npeamMera, Harpumep
OyJ1aBKMU.

3am1/1Ta IObITajach YUTATb WM IMHUCATh 3apaHEC M3BECCTHYIO obJacTb JUCKa, U €CIIN
3ar1pocC IMpoOxXoanj1 0e3 OLLII/I6KI/I, TO JUCKETA HE INpU3HaBalIaCb MOMJIMHHOM.

[Ipy HaTMYMU HEKOTOPOW TMPAKTUKKA MOXHO JOBOJBHO TOYHO BOCCO3[AaBaTh IO-
BpeXIeHUsT Ha IpYyroil TUCKeTe, HO ropasmo Mpolle ObIIO SMYIHpPOBATh MOBPEXK-
JIEHHBIE CEKTOpa, T. K. UX CIIMCOK OBLIO JOBOJBHO JIETKO TONYYUTh, €CIIW MMEIICS
JIOCTYIT K OPUTUHAITEHOW ITHCKETE.

HecmoTps Ha To, 4TO DMCKETHI MPAKTUYECKH BBHIIIIA M3 O0MXOIA C TOSBICHUEM
nepe3anuchiBaeMbIX KOMITAKT-IMCKOB, MOCIAENHUII pa3 3allUTy, OCHOBAHHYIO Ha
WCTIOJIb30BAHUM UCITOPYEHHBIX CEKTOPOB Ha HUCKETe, MHE JO0BeJOCh YBUAETb
B siHBape 2001 roma. Tak ObLI 3alLMIIEH ONUH U3 MAKETOB MporpaMm, MpeaHa3Ha-
YEHHBIX JUIS1 BOCCTAHOBJIEHUS 3a0BITHIX MApOJIeid.

CamMblii HpO,ZlBI/IHYTbeI Ccnoco0 CO3MaHUS KIIIOYEBBIX JUCKET pEAIM30BbIBAJICA Ha
YPOBHE IIOPTOB BBOAA-BBIBOAA KOHTpPOJIJICpA TMOKMX OUCKOB — CaMOM HU3KOM
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YPOBHE, MOCTYITHOM IPOTpaMMHUCTy. MCITONB3ysT XUTphle METOABI 3alcH MHMOpP-
MaluM, Hanpumep (opMaTUpoBaHUE MOPOXKKHU, MPepbIBAEMOE B XOf€ BBIOJHE-
HMSI, YIaBaJoCh CO3MABATh IHUCKETHI C TAKUMH XapaKTEePUCTHMKAMM, KOTOpPBIE
MPAKTUYECKU HEBO3MOXHO ObLIO MOBTOPUThH HaXe C IOMOIIbIO ClelalbHBIX
KOHTpoJuiepoB, Hampumep rmiarel Option Board Deluxe, paspaboTaHHoi#l KoMma-
Hueit Central Point Software.

Ho B Hawame 90-x romoB mosBuiack nporpaMmma FDA (Floppy Disk Analyser),
pa3paboTaHHass POCCHUICKON KoMmTaHneil MeamHKoM. Drta mporpaMMa ObLTa CITo-
cobHa aHAJIM3MPOBATh CONEPKMMOE ITOPOXKEK TMCKEThl M C BBICOKOM CTEIEHBIO
TOYHOCTHU CO3/IaBaTh KOMHUW. boJblas 4acTh 3alIMINEHHBIX TUCKET KOIMMPOBATach
B aBTOMAaTUYECKOM pPexXMMe, a Ul 0CO00 CIOXKHBIX Cly4aeB ObLI MPEIyCMOTPEeH
PEXHUM PYYIHOTO YIPABICHHUS KOMTUPOBAHUEM.

Becwma 3a6aBHO, uTo cama mporpamma FDA mocTaBnsiack Ha KTIOYeBOM TUCKe-
Te, OOMYCKAMIIeH YeThipe MHCTAISIIIMHI C TIPUBI3KOM K KOMITBIOTEDY.

OpHako ¢ mosiBIeHHeM omnepaunoHHol cuctembl Windows NT, mom Koropoit
npsiMasi paboTa ¢ KOHTPOJUIEPOM KECTKUX JMCKOB W3 MPUKIATHONW TMpOrpaMMbl
cTajla HEBO3MOXHOM (IUIsl 3TOro TpeboBallach YCTAHOBKA ApaiiBepa), KIIIOUeBbIE
JUCKEThl MPAKTUYECKU TepecTaiu MPUMEHSITbCS AJs 3allUThl OT KOMMPOBAHUSI.
K Tomy Xe, M Ha cMeHY IPHUIILIM KOMITAKT-IUCKH.

11.2. NMpuBa3Ka K KOMNaKT-AucKam

HeCMOTpH Ha BHCIIHIOIO HECXOXECTb AMCKET M KOMIIAKT-AUCKOB, OY4EHb MHOIUE
METOIblI CO3JaHUA HEKOIMHUPYEMbIX MAardHMTHBIX HocuTesel Obuin YCIICIIHO II€pE-
HECEHBbI HAa ONITUYCCKUE NVCKU.

Pa3YM66TC$I, OOJIBIIMHCTBO MCITOJIB3YEMbIX KOMITAKT-ONMCKOB HE€ OOITYCKAET IIEpe-
3aliMcu, a T€, 4YTO OOIIyCKAaloT, HE ITO3BOJIAIOT U3MECHATH I/IH(bOpMaL[I/IIO B IIPOU3-
BOJIbBHOM MECTE€ — MOXKHO TOJIBKO JOIIMCAaTbh HOBBIC HAHHBIC UM CTEPETH BCE, YTO
ObUIO 3aIlMCaHO paHee. HOSTOMY Ha KOMIIAKT-AMCKAaX HE€ ACJal0oT 3alllUuTbl CO
CYETYNKOM YCTAaHOBOK.

OI[HaKO CYLIECCTBYET MHOXECTBO croco0oB co31aTb JUCKU, KOTOPBIE HE KOIIUPY-
I0TCA CTaHAAPTHBIMU CPE€ACTBAMHU MM [IJIs1 KOTOPBIX CYHIECTBYET HaOeXHBbIA CII0-
co0 OTIMYUTH KOIHUIO OT OopuUruHaia. PaCCMOTpI/IM Hauboee pacripoCTpaHEHHBIE
U3 HUX.

HpC)K)IC BCE€TO, CTOUT OTMETUTDL, YTO ITOJY4YaThb OOCTYII K COOACPKMMOMY KOMITAKT-
JMUCKa MOXKHO Ha HECKOJbKUX YPOBHAX.

CaMblii BBICOKHIT YpOBEHb — 3TO YpPOBeHb (haitjioBoil cucTteMbl. JlaHHBIE 3aMKMChI-
BAIOTCS Ha OUCK B ompeneacHHOM (opmare (Hampumep 1SO-9660), u mpaiiBep
(daitnosoit cucrembl koMmmnakt-gucka (CD-ROM File System, CDFS) orBeuaet 3a
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TO, YTOOBI MPEACTABUTh COAEPXKMMOE MMCKA B BUIE MepeBa KaTajoroB W (haiijios.
Ha sToM ypoBHe mOCTYymHBI Takue olepaluM, Kak IojlydeHue crnucka aiiios,
OTKpBITHE haiijia ¢ olpeneIeHHBIM UMEHEM W YTeHUe M3 Hero HWHMOopMAaIii.

Crenyiolluii ypoBeHb — YpOBeHb CEKTOPOB. I'pybo roBopsi, HA 3TOM ypOBHE AUCK
MpencTaBiseTcsl Kak IOC/IeAoBaTeIbHOCTh CEKTOPOB, COAEPXKAILMX IOJIe3HbIe
JaHHble, W Tabnuia, omuchiBaiomas cogepxumoe aucka (Table Of Contents,
TOC). Jocrynnbl onepaunu ureHust TOC u ceKTOpPoB ¢ 3aJaHHBIMU HOMEpaMH.

CaMmblii HM3KUH YpOBEHb — YpOBEHb KOMaHI KOHTpoiiepa. PasHble MpHUBOIBI
CD-ROM MoryT uMeTh pasinyuMsi B JOCTYITHOM Habope KOMaHj, HO TOJbKO Ha
9TOM YpPOBHE MOXHO TOJYYUTh CAMYIO MOJHYI0 MH(MOPMAIINIO, KOTOPYIO CIIOCO-
OeH BblAaTh MPUBOJA OTHOCUTEJIBHO YCTaHOBJIEHHOTO nucKa. Mcroib3oBaHue 3TO-
IO YPOBHS TpedyeT pa3paboTKu ApaiiBepa.

11.2.1. MNMpocrTeilune 3awmnTbl

Ecnu monb3oBatesb MmbITaeTcs cAefiaTh KOIMHUIO OUCKA Ha YpoBHe (ailloBoit cuc-
TEMbI, OH CHaYaja KONMHPYeT BCe IEepeBO KaTajloroB M (ailloB Ha BUHYECTEP,
a TIOTOM C TOMOIIIbIO JII000 MPOTrpaMMbl ISl CO3MAHMST KOMITAKT-AMCKOB 3aMK-
CBIBAeT IMCK, COMepKAIINi CKOMMPOBAaHHBIE (haliibl.

IMporpamma, TpuBs3aHHAS K KOMIIAKT-IUCKY, MOXET IPOBEpPSTh METKY ToMa
JUcKa, KOTopasi He coxpaHsieTcsl Mpu KOMUpoBaHUM aiijloB Ha BUHYECTEp.
IIpaBma, 3Ty MeTKy MOXHO YCTaHOBWTH BPYYHYIO TPH CO3TAHWU 0Opaza HOBOTO
aucka. Tak yTo jydille MpOBEpsITh CEPUIHBIA HOMEp, KOTOPhI BbIOMpaeTcs Ciy-
JalfHBIM 00pa3oM TIpU CO3MaHMM AMCKA W He MOXeT OBITh 3aaH IOJTb30BaTelIeM.

Taxke Ha KaKoW-HHOYmb (aifT MOXHO cAelaTh HECKOJBKO CCBIIOK W3 pa3HBIX
nupekropuii. [Ipu aToM Jerko moOUTbCS TOrO, YTO CYMMAapHBIN pasmep Ghaiijios,
CKOITMPOBAHHBIX Ha XECTKUI MUCK, TIPEBBICUT pa3Mep KOMITAKT-AMCKA.

Y kakoro-HuOymb ¢aitza B OUPEKTOPHM KOMIIAKT-IMCKAa MOXHO YCTAaHOBHUTH
OUYeHb OOJBIION pa3sMep, YTO He TMO3BOJUT MPOUYUTATh ITOT (aiii, T. K. ero JaH-
HBIE ITPOCTO He OYIYyT CYIIeCcTBOBATh.

Ho Bce 3TM MeTomBl OKa3bIBAIOTCS OECCUITBHBI, €CJT BBITONHSIETCS KOMPOBaHUE
JIIcKa Ha YPOBHE CEKTOPOB, a He Ha ypoBHe (aiioBoii cuctemsl. Ceifyac mocek-
TOpHOE KOIMPOBaHHWE TMOMIEPXHUBAET ITOYTH JII00as Xopolnas TporpamMma Tst
CcO3MaHMsI KOMITaKT-AucKoB, Hampumep Nero Burning ROM, paspaboranHas
komnaHueir Ahead Software AG.

W, pazymeercs, mist 60pbOBI ¢ TOCEKTOPHBIM KOIMMMPOBAHUEM IIPUMEHSIIOTCS IpY-
r'i€ METOIbIL.
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11.2.2. Alnckn 60nbLLON EMKOCTU

CraHgapTHBI KOMITakT-aucK BMmelnaer 640 M6Gaiit naHHbIx. OQHAKO MOXHO, HE-
3HAUUTEJIbHO W3MEHUB TapaMeTpbl IHMCKAa, yMecTUTb Ha Hero 700 u gaxe
800 Moaiit. ITpu 3TOM Auck Oe3 mpobdieM OyneT YuTatbesl B OOJBLIMHCTBE MPU-
Bonos CD-ROM.

Jlaxe eclid HMKAKWX CHEUUATbHBIX MPOBEPOK HE BBIMOIHSIETCS, UISI TOTO YTOOBI
cleylaTb TOYHYIO KOIMIO AMCKa OOJbLIOTO 00beMa, M3TOTOBJIEHHOTO METOIOM
IITAMITOBKM, TpeOyeTcsl 3alMChbIBaeMblii AMCK, BMEIIAIONINNA HEOOXOAMMOe KOJIH-
YyecTBO MH(pOpMaIMK, MUIIYUIMA TPUBOJI, CIIOCOOHBIM MPaBUJIbHO 3amucarb Ta-
KO IHWCK, W TOAXomsiiasg mporpamma 3anucu. Eine HeckojbKo JieT Hazam 3To
MOIJIO CIIYXKUTh Cepbe3HBIM TMPEMSITCTBUEM, HO ceifuyac HalTU HeoOXxoaumble 60J-
BaHku U CD-Writer ¢ mogaepxkoii Overburn (3amuch AUCKOB OOJIBLION €MKOCTH)
Y XOPOILYI MpOorpaMmy JUIsl 3alMCH AUCKOB HE COCTABJSIET TPyIa.

11.2.3. OTKNIOHeHMe OT cTaHAapTa 3anucu Ha ANCK

HNHorma cosmarenn 3alMINeHHBIX TWUCKOB CO3HATEIHHO HAYT Ha HapylIeHWe
CTaHAapTa, OMMCHIBAIOILIETO, KAK M YTO MOJKHO 3aluCchiBaThCsl HAa AucK. JlpaiiBep
(aitmoBoil cHCTEMBI MCIIOIB3yeT AajeKo He BCIo MHGPOPMAIIMIO, KOTOPYI0 MOXHO
MOJIyYUTh O AMCKE, a TOJBKO TO, YTO HEOOXOAMMO ISl ONpelesieHUs] pazMepa
IVCKA M IOCTYIAa K OTAEAbHBIM (aiijlaM. A IporpaMMBbl ITOCEKTOPHOTO KOMUPO-
BaHMSI CTPEMSITCSl UCIOIb30BaTh MAKCUMYM MHGMOPMALIMU U YacTO OTKAa3bIBAIOTCS
paboTaTh ¢ AVCKOM, €CIIH BCTPEYAIOT MMPOTHUBOPEUYNBLIC TaHHBIC.

IIpaBma, ceifuac MHOTHE IIPOrpaMMbI ITO3BOJISIIOT UTHOPUPOBATH HEKOTOPHIE Ha-
pylLIEHUs CTaHAApTa U YCIEIIHO KOMUPYIOT OONBIIMHCTBO JUCKOB, 3alUILIEHHBIX
TaKUM CIIOCOOOM.

Hapymenust cranmapra MMerOT ellle ONVMH HEraTMBHBIA acIleKT: OHM MOTYT IIpH-
BECTH K TOMY, YTO JUCK He OyIeT YMTaThCsl HA HEKOTOPBIX KOMIIbIOTEPaX, a TO U
BOOOIIIe BEI30BET MonoMKy IpuBoga CD-ROM.

11.2.4. ®nsnyeckune ownbKn Ha ANCKe

Ecnu mMcK COOEepXUT CO3HATEIbHO BHECEHHBIC HApyILIEHUSI B 00JIACTH HAHHBIX,
KOTOpBIE MPUBOIAT K OIIMOKAM UYTEHMS, 3TO HE 00s3aTeIbHO SIBJISIETCS Hapyllle-
HHMEM CTaHAapTa — OLUMOKM MOIVIM BO3HUKHYTh M IO €CTECTBEHHBIM MPUYKMHAM,
TAKUM KaK 3arpsisHeHHe MIM MeXaHhdyeckoe MoBpexneHue Hocurens. Ciemosa-
TEeJIbHO, BCE MPUBOMABI JOJLKHBI IPABUIbHO OTpabaThiBaTh CUTYalIMM, KOIAA OIpe-
JeJIEHHBIN CeKTOp He MOXeT ObITb NMPOYMTaH. A IporpaMMa MOXeT MPUHUMATh
pellileHre O MOMIMHHOCTU AMCKA HA OCHOBAHMH TOTO, YTO HEKOTODPHIE CTPOIO OIl-
pelelieHHbIe CEKTOpa He YUTAKOTCA.
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HpOFpaMMH IIOCEKTOPHOI'0 KOIMMPOBAHUA YACTO OTKA3BIBAIOTCA ITPOAOJIKATh pa-
60Ty C IVCKOM, €CJIM HE€ MOIYT IIPOYUTATbH O‘IepeﬂHOfI CEKTOp, a €CJIM MU CO3JaloT
HOBBII JTMCK, TO HAa HEM HEIIPOYUTAHHBIC C OpUTHHA/JIAa CEKTOPbI 3aIIOJTHAIOTCA
HYJIAAMHM UKW NPOU3BOJbHBIMU JAHHBIMU U Oosblile He coacpxKar OIIHnOOoK.

Ho cymiectByor u npyrue mporpaMmsl, paboTaioline ¢ KOHTPOJJIEPOM HAIpPSIMYIO
Y BHITIOJTHSIIOIINE KOIMMPOBAaHNE He HAa YPOBHE JIOTMYECKHMX CEKTOPOB, a, (GaKTH-
Yyeckd, Ha YpOoBHE "CBHIPHIX" TaHHBIX, KOTOpbIe MPUBO MOJydaeT ¢ aucka. MHorma
3TO HA3BIBAIOT TOOUTOBBIM KOITMPOBAHKMEM.

HagepHoe, caMbIM MOMyJSIpHBIM MHCTPYMEHTOM ISl MOOMTOBOTO KOIMUPOBAHUS
KoOMITakT-guckoB Obuta miporpamma CloneCD, paspaboraHHasgs KoMIaHUEH
Elaborate Bytes AG. O mporpamme NpUXOAMTCS TOBOPUTH B IMpOLIEAIIeM BpeMe-
HHU, T. K. Ha opunuanbHoil crpaHuiie CloneCD B MHTepHeTe BBIBEIIEHO COO0-
IIeHWe O TOM, YTO MPOJAXH W paclpocTpaHeHMe MpeKpalleHbl. [IprmunHa Takoro
pelreHns cBs3aHa ¢ HOBBIM 3aKOHOM O 3alllUTE aBTOPCKUX IIpaB, HO IeTajiei,
K COXaJIeHUI0, He TTPUBOIUTCS.

Opnako kpome CloneCD cyiiecTByeT MHOTO ApYrMX IporpamMM, YCIELIHO CIIpaB-
JITIOIIMXCST C TIOOMTOBBIM KOIMPOBAHMEM TIPAKTHUECKHU JIIOOBIX KOMITAKT-INCKOB
1 CO3MAMIINX KOIUU, IPUHIUMAaeMble 3alllUTOM 3a OpUTHHAIL.

Takke cylIecTBYIOT MPOTrpaMMbl, SMYJIUPYIOIINE KOMMAKT-IUCKU. OHU O3B0 -
10T UCIOJIb30BaTh 3apaHee COXpaHEHHBbI o0pa3 KOMMAaKT-AMCKA AJIs TOTO, YTOObI
nsobpaxkarsh npusons CD-ROM c¢ ycraHOBIEHHBIM B HEM IUCKOM. MHorue aMy-
agtopel, HanpuMmep Daemon Tools, ymMeloT mepenaBaTh He TOJBKO COAEPXKUMOE
JIVCKa, HO U BCE OLIMOKM, KOTOPbIE MCIOJB3YIOTCS MUIS MPEAOTBPALIEHMST KO-
pOBaHUS U TIPOBEPKHU ayTEHTUIYHOCTH KOMITAKT-IUCKa.

OmHako CYIIECTBYIOT M CHCTEMBI 3allUTHl KOMITAKT-AMCKOB, KOTOpPBIE IOJITOE
BpeMsI BecbMa YCITEITHO IMPOTHBOCTOSUIN IpOorpaMMaM ITOOMTOBOTO KOIMPOBAHUS
" smyngTopaM. [IpuMepoM Takoii 3alIUTEl MOXeT cIyXuTh StarForce.

11.3. Cuctema sawurhl
StarForce Professional

ITpo StarForce (SF), cucremy 3alimMThl IPOrpaMMHOIO oOecIiedeHMsI, paclpo-
crpansiemoro Ha guckax CD-ROM, or HecaHKIMOHMPOBAHHOTO THUPAXNPOBAHUS,
MOKa HamucaHo He oyeHb MHoro. B ocHOBHOM 3To MHdOpMalus peKIaMHOIO
Xapakrepa, UCXOIAIIas OoT pa3paboTIMKOB, HO TTONMANAIOTCS BBICKA3BIBAHUS U TEX,
KTO 3Ty 3alUTY MbITAICS OOOHTH.

Ha odwuimansHoM MHTEepHeT-caiiTe MPUBOAMTCS CJEmylollee ONMUCcCaHUe XapaKTe-
pucTUK cucTeMbl 3amuThl StarForce Professional:

O SF Professional He TMO3BOJUT 3aMyCTUThb MNPOTPAMMHBINA MPOMYKT, €clu
KOMTIAKT-IUCK WICHTU(GUINPOBAH KaK CKONMMPOBAHHEBIN. BHe 3aBmcMMocTH



InaBa 11. [Npusaska k Hocutenam uHgopmaLm 123

OT TOro, TIe M Kak ObLIa cAelaHa KoIms JucKa (B HOMAIIHUX YCJIOBUSX WIA
Ha 3aBOIACKOM OOOpYHOBAaHUM), CHCTEMa OMpPENeNT, YTO JAHHBIA OUCK — He-
JIETaJIbHbIN;

O xommakTt-mucku, 3amuieHHble SF Professional, He KonmupyoTcsl TAKUMH TPO-
rpammamu, kKak CloneCD, CDRWin, BlindWrite ® wuM 10m10GHBIMH.
3anmiieHHble MPUJIOXEHWS He 3alycKaloTcsd Ha 3MYJISTOpaXx KOMIIAKT-
JIIMCKOB, K KOTOpbIM oTHOCcsITcsl Daemon Tools, Virtual CD-ROM u T. 11.;

a NCMOJIb3Yd KOMIIICKT p33pa6OT‘II/IKa Ha ararne co3gaHus IMporpaMMHOTIO KoJa,
MO2XHO 3HAUUTCJIbHO YCWJIMUTDH 3alIUTY IMPUIIOXKECHUSI IPOTUB CaMbIX 3(1)(1)61(—
TUBHBIX METOIOB B3JIOMA,

O nna BcrpauBaHus 3amuThl SF Professional He TpeOyeTcsl cnenuajibHOroO TeX-
HOJIOTUYECKOT0 000pyIOBaHUS, HYKEH TOJIbKO KOMIBIOTEp M JOCTYIT Ha OAWH
u3 ceppepoB StarForce;

O xommakrt-gucku, 3amuiieHHble SF Professional, MakcuMaabHO COBMECTUMBI
C pa3sHOOOpa3HbBIMU MOJAENSIMU cylecTByIux ycTpoiictB CD/DVD-ROM.
BT10 0bycnoBieHo TeM, uTo B SF Professional ncronb3yercsl yHUKaIbHBINA Me-
TOJ ompeae/eHus: MOJTUHHOCTU AKCcKa 0e3 BMEIIATeNIbcTBA B €ro (pU3UYECKYIO
CTPYKTYPY;

O cucrema 3alIUTHI UCIIOIL3YeT ajl¢aBUTHO-LU(POBOH 24-3HAYHBINA KIII0Y, KO-
TOPBI BBOAMTCSI MOJIb30BaTe/ieM 3AILMIIIEHHOTO MPOrPaMMHOTO TMPUJIOXEHUS
B TIpollecce 3KCIUlyaTallud TOJbKO OAWH pa3 — B MOMEHT IepBOro 3arycka.
Kiiou Oymer paboraTh MCKIIOUMTENbHO C AMCKAMM JAHHOW MapTUU Mpo-
TrpaMMHOTO 00eCTICUeHMSI.

Hexkotopyto mosnesHyo MHGOpPMALIMID MOXHO MOYEPITHYTh U3 UHTEepBbI0 ¢ Uropem
ITaBmiokoM, MEHeIXKEpOM IO CBSI3IM C OOIIECTBEHHOCTHIO KOMITaHMU Protection
Technology, koTopas siBisieTcsl pazpaborunkom StarForce. B mHTepBbIO ITpUBOISTCS
LIMTAThI, coOpaHHBIE B pa3IMYHBLIX (opyMax HccienoBareieil ImporpamMm, B TOM
yucie 3apyOeXkHBIX, TIe aKTUBHO MPOMCXOAUT OOCYXIeHUE BO3MOXHOCTEI B3JIOMa
WA KOIIMPOBAHMSI 3aAIUIIEHHOTO MMPOrpaMMHOIO O0ecIIeueHMsI.

Tak B omHOM M3 coobieHuit Ha http://cdfreaks.com BbImBUTAeTCS TIPU3BIB YHUUTO-
>KUTh HOBYIO 3allMTY B 3apoasiile (StarForce Copy protection — Kill the bird in its egg).

B nmpyroMm cooOlieHMM Ha TOM 3Ke caiiTe MOXHO 3aMETHTh TeXHWYecKoe JI00o-
NBITCTBO: Kak StarForce yxuTpsiercsi 00XOmuTh METOABI MOOUTOBOTO KOMHMPOBA-
HMS, ucnoibdyeMble nporpammamu tumna CloneCD? (I'm curious how they are able
to bypass the 1:1 copy-method that CloneCD and all other burning programs use...).

Ho m1060mbITCTBO OBICTPO CMEHSIETCS] HA CEPhEe3HBIE OITACEHUsI, YTO HOBASI CUCTE-
Ma 3alllUThl CKOPO CTAHET BecbMa MOMYJISIPHOU, TTOTOMY YTO He TpeOyeTcs crelu-
apHOE O0OpY/IOBaHWE, HE CYIIECTBYET YHMBEPCAIBHOTO cCIlocoba B3jloMma W 3a-
LIMIIEeHHbIe OUCKU He Komupylorcea ¢ nomoliblo CloneCD (This StarForce
protection system for CD's and CD-R's seems to be very popular soon, because all
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steps in making protected cd’s can be done inhouse; also there is no generic crack
available and this protection can't be copied by CloneCD).

A B ogHOM coollieHnr Ha (popyme noaaepxkku Daemon Tools (ogHOro U3 caMbIx
MOIITHBIX 3MYJISITOPOB KOMITAKT-IMCKOB) YTBEPXKAAETCS, UTO CHAENATh KOITHIO JWC-
Ka, samuuieHHoro StarForce, mpakTuyecku HEBO3MOXHO HM3-32 OCOOEHHOCTEM
3aluTHOro Mexanusma (It will be nearly impossible to make a backup of StarForce
CDs, because of the nature of their protection). Jla u pazpadotrunk Daemon Tools
TTOATBEPKAAET 3TO YTBEPXKIECHHE CBOECH PEITUKON O TOM, UTO 3alUIICHHBINA ANCK
MOXET OBITh CKOIMPOBAH TOJHKO HA CIELMAIbHYIO OOJIBAHKY, COOTBETCTBYIOIIYIO
KOHKpeTHoi maptuu auckoB (What concerns StarForce it is not possible to burn
even theoretically with any program or writer, unless you get special media, which can
be different for each title or even party of CDs of same title. So forget if).

OpHako, Kak M3BECTHO, HEMpOOMBAaEMbIX 3allIUT He ObIBAET, UTO MOATBEPXAAIOT,
HampuMep, cTaTbd Ha WWwWw.reversing.net, B KOTOpbIX paccKa3bIBaeTcsi O MeTolax
nojgyuyeHus: paciugpoBaHHoii Bepcun EXE-gaiina, padborocnocobHoi 0e3 opu-
TMHAJIbHOTO KOMITAKT-AUCKa.

B dopyme Daemon Tools onuH 4enoBeK yTBepKIaa, YTO €My YAaloCh CHeNaTh
KOITMIO THCKa, KOTOopasl OTI03HAETCsT KaK opurmHaiI B 9 ciydasx u3 10. A B gpyrom
coobnieHnu pazpadbotunk Daemon Tools mpakTuuecku obeuiaer peain3oBaTh
SMYJISILIMIO JMCKOB, 3aliuiueHHbiX StarForce (You have to wait until dumping
programs appear that can dump it correctly. Most likely FantomCD will be one of
the programs capable to produce such images (MDS format). Beta version of Daemon
already works successfully with mounted StarForce images — so the question is
in images only).

Ha ¢oHe Bcero BEIIIEN3IOXEHHOTO 3aa4a OleHNUTh, HACKOJIBKO HAIEKHOMN SBIISTETCST
3amuTa StarForce u 4To oHa co0Oi TPeNCcTaBIseT B ACHCTBUTEbHOCTH, ITOKA3aIaCh
JOBOJTbHO MHTepecHOl. Hioke TpUBOmSATCS pe3yIbTaThl HAyYHO-HMCCIIEIOBATEIbCKOM
paboThl, BBIIONHEHHON Kadenpoii "WMHdbopmanmonHas 6e3onacHocTh' (MY-8)
MITY um. H. 8. baymana no cornameHuo ¢ komnaHueit Protection Technology.
IpencraBurenn Protection Technology He Bo3paxanu MPOTUB MYOIUKALUUA STUX
pe3ynbTaToB. B KauecTBe sKcmeprMMeHTaBHOTO 06pasiia ucnojb3oBaiachk urpa "He-
roes of Might and Magic 1V", samuiuennas StarForce 2.0.

11.3.1. O6Lwiaa xapaKTepucTuKa 3aLmTbl

3alIuTHbIE MEXaHW3MBbl, paboTalolMe Ha KOMITbIOTepe KOHEYHOIo IMOJIb30BaTelsl
3AIIMINEHHOTO AMCKa, MOXHO YCIIOBHO pa3melnTh Ha aBe YacTu. K mepBoit yactu
OTHeceM Bce CIOCOObl MPOTUBOMEHCTBUS UCCIEIOBAHMIO 3AIIMIIIEHHON Mporpam-
Mbl U TIPUBENECHUIO MCIOJHSEMBIX (haiijIoB K COCTOSIHMIO, B KOTOPOM OHU OyayT
CIOCOOHBI paboTaTh 0e3 OPUTMHAJBHOrO KOMIAaKT-aucka. Bo BTopoii yactu oka-
KeTCsl HEMOCPEACTBEHHO MEXaHM3M ITPOBEPKH IMOMTMHHOCTH KOMIAKT-IHCKa.
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HccnemoBanne cpencTB 3alIUTHl MCIONHIEMBIX MOIYJIEH OT OTIAOKNM W CHSTHS
MPpaBUJIbLHO paboTaloIIEero JaMia — 3aHsATHe HebnarogapHoe. s rpaMoTHO 3a-
UIMIIEHHOW MPOrpaMMbl, C YMOM MCHOJIb3YIOLICH BCe BO3MOXHOCTH, MPEAOCTaB-
JisieMble 3alllMTOH, MPOLECC BOCCTAHOBIEHUSI MCIOJHSIEMOTOo MOAYJS MOCTYNEeH
TOJIKO BBICOKOKJIACCHBIM CIEIMAJIUCTAM M IPAKTUYECKU He TOIIaeTCsT aBTOMa-
tu3anuu. To ecTh ISl CHATHUS 3alUThl ¢ KAXKI0i HOBOH MporpaMMbl MoTpedyeTcs
OOJIBIIIYIO YacTh MICCIIEAOBAHNI TTPOBOAUTEL CHauama. Jla v MMoTHO#M TapaHTHH CTO-
MPOLIEHTHOI paboTOCIIOCOOHOCTH IMONYYMTh He ymactcs. (PparMeHThl 3alUThI
MOTYT OBITh BCTaBJIIEHBI B TPYTHOOOCTIIKMMEIE MecTa. Hampumep, Kakas-HUOYIb
MpoBepKa BITOJIHE MOXKET BBITTOJHATLCS TOJBKO B CEIbMOM MUCCHUU MHOTOYPOB-
HEBOW WTPBI, IO KOTOPOI HEBO3MOXHO HOOpaThcs OBICTpee, YeM 3a TPOE CYTOK
HeTIpephIBHBIX cpaxkeHuit! Tak 4To oCTaBUM CHSTHE 3alIUThI Yepe3 BOCCTAHOBJIE-
HHe WUCITONHSIEMBIX MoOAyJell daHaTMKaM WCCIeTOBaHW TporpaMM M TepeiiieM
K PacCMOTPEHUIO YacTHU 3allUTHI, CBSI3aHHON ¢ TIPOBEPKOM ayTeHTUYHOCTHU
KOMIIaKT-IuCKa.

Kak yrBepxmaror paspaborunku StarForce, mpu M3roTOBIEHHM 3allUIIEHHBIX
JVCKOB He TpeOyeTcsl HMKAKOe CIelMaIbHOe 00OpyIOBaHME, MO3BOJISIOLIEE Ha-
HOCUTh JIa3epHble METKHM WIM KaKue-JIM0O MHBIE IOBPEXIECHUST MOBEPXHOCTH
KOMIaKT-aucKa. Jla ¥ coBpeMeHHbBIE MTPOTPaMMbI ITOOMTOBOTO KOIMPOBAHUS JVIC-
koB, Takue Kak CloneCD unu BlindRead/BlindWrite, crmocoGHBI HACTOIBKO TOY-
HO BOCCO3/aBaTh BCE OIIMOKM, YTO 3alllMTA OKA3bLIBAETCS HECIIOCOOHA OTIMYMTH
opuruHaja oT Konuu. OgHAKO MpaKTHKA MOKA3bIBAET, YTO B MOJABJIAIOIEM 0OJb-
IIMHCTBE CJIydaeB KOMMS OKMCKa, 3amuineHHoro StarForce, He ommo3HaeTcs Kak
OPUTUHAJIBHBIN IUCK, KAKO# ObI TPOrpaMMOI HU BBIMOJIHSJIOCH KOITMPOBAHUE.

Tak kak xe StarForce omosHaeT opuruHaabHbid auck? IlpaBUIbHBIM OTBET Ha
3TOT BOIPOC 3HAIOT TOJBKO pa3pabOTYMKH, ONHAKO B ¢opyMe TOMIEPKKI
Daemon Tools MoxXHO HaiiTu BbicKazbiBaHue, uTo StarForce ncronb3yer nHdop-
Malnio 00 yrimax MeXOy ceKTopaMW W MeTO[ IOJTydeHMs 3Toi MH(OpMallUM cOo-
BMecTuM ¢ 99.9 % npuBonoB CD-ROM (StarForce uses angle info and the method
of retrieving this makes it 99.9 % compatible with any CD-ROM).

[MorrpoGyeM TIpoBEpUTH TUIIOTE3Y 00 OINpeAeIcHUH ayTeHTUYHOCTH AVCKA MyTeM
M3MEPEHUST €0 YITIOBBIX XapaKTepUCTUK. [l 3TOro cMomenmpyeMm IIpoIecCHl,
MTPOUCXOISIIINE TIPH YTEHUU IHCKa.

11.3.2. Mopenb 3apepxek
npuv YTeHUM nHpopmaL M ¢ KoMNakT-gucKa

B MOIIYJIAPHBIX MCTOYHHMKAX JIETKO HAWUTU ONUCAHUE XapakKT€pUCTUK 3BYKOBOI'O
KOMIIAKT-AUCKaA.
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Komnakr-guck (K4)

KO wmeet anametp 120 MM 1 UEHTpanbHOe MOCAaAOYHOE OTBEpPCTUE AMAaMETPOM
15 MmM. 30Ha 3anucu 3ByKa 3aknoveHa B KofbLe C BHYTPEHHUM AnameTpom 50 MM u
HapyxHbiM — 116 mm. BHe ee HaxoauTcsa 30Ha, coaepKalias BCMOMOraTeribHYyH
MHpopMaLmio, KOTopas NMO3BONSAET aBTOMAaTM3NpPOBaTh NPOLECC BOCNPOU3BEAEHMS.
CwurHan 3anucaH Ha LopoXKe, pacnonoxeHHon Ha K[ B Buae cnupanu. Lar ButkoB
cnvpanu 1.6 MkM, T. €. nonepeyvHas NNoTHOCTb 3anucu 625 popoxek/mm. Becero po-
poxka obpasyeTt Ha K[ 20 000 BuTkoB obLlel NPOTSXKEHHOCTBIO 5 KM 1 HauMHaeTcs
HE Y HapY>XHOW rpaHuLbl 30HbI 3aNNCK, Kak Ha OBbIYHbLIX FPaMnIIacTUHKaX, a y BHYT-
pEeHHen.

Bce BBIIEcKa3aHHOE CIPABEIJIMBO M 1T KOMIIAKT-IMCKOB, Ha KOTOPHIX 3aITica-
Hbl maHHble. CrMpanb pa3oMBaeTcsl Ha IMOCIENOBATEIbHO MIOYIIME CeKTopa, IUIH-
Hoit 2352 GaiitT xaxawiii (16-6aiiToBblil 3aronoBok, 2048-6aiiToBas o6GiacTh JaH-
HbIX U 288-0aiiToBasi 30Ha KOPPEKILMHU OlIMO0K). TakKe NU3BECTHO, UTO JMHEHHAs
IJIOTHOCTb MH(pOPMALUK BAOJb CIIUPAIM SIBISIETCS MTOCTOSIHHON Ha BCeM JMCKeE.

Hns1 majabHeMIIuMX paccyXIeHU TpUMeM, YTO PACCTOSIHME MEXIy ITOPOXKaMU
(1.6 MKM) OAMHAKOBO Ha JIOOBIX KOMIIAKT-AMCKaX, a [UIMHA CETMEHTA CITMPAIH,
MPpUHAAJIEKAIIET0 OJHOMY CEKTOpY, SIBISIETCS MOCTOSIHHOM IS KOHKPETHOTO K-
3eMIUIsipa aucka. PasMmepsl 30HBI 3amucyl (BHYTPEHHMI W BHEIIHWI paguychl) U
MoJjie3Hasi eMKOCTb HOCUTEJISI MOT'YT BapbUpPOBAaThCSA OT OJHOTO IMCKA K IPYyTromy.
Tak coBpeMeHHBble Martpulbl mia 3armucu KJI mMmeror emkocte or 650 10
800 Moaiit.

Ilonoxenue Ha mucke CEKTOpa C JIIOOBIM HOMEPOM OAHO3HAYHO OITMChIBACTCA
OBYM XapaKTCpUCTUKAMU OHUCKA:

Riyner — paccTossHUE OT IIEHTpa AMCKA, Ha KOTOPOM HaYWHAETCs HYJIEBOW CEKTOp
CIIMPATIH;

Lgeey — IIMHA cETMEHTA CITUPAJIU, COOTBETCTBYIOIIAS OMHOMY CEKTOpY.

BuiBenem dopmynbl, HeOOXODMMBIE Ul OINpeneIeHNs TOUHOTO TOJIOXKEHHUST CeK-
TOpa Ha JUCKe IO ero HoMepy. JlocTaTOYHO BCIIOMHUTH INKOJBHBIN Kypc MaTeMa-
TUKHU, TIOTPeOyIOTCA JNHIID (OpMyJIa BEIMMCIECHMS IIMHBI OKPY>KHOCTH U HABBIKH
IO BBITTOTHEHUIO MTPOCTEUIHNX apu(METHIECKIX OIeparluii.

Yucno BUTKOB cniupaiu N ¢ monepevyHol MIOTHOCTbI0 [ BUTKOB/MM OT paauyca
R; no paguyca R, onpenensiercs GpopMyioii:

N=(R,—Ry) *D
IyHa cimpany L B TOM 3Ke Auarna3oHe pagrycoB BBIpaxkaeTcs Kak:

L=r*(Ry+R) *N=n*(R;+R) *(R; —R) *D=n*(RZ~R) *D
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PaccrosHue L; or Havana crmpanu A0 i-Oro ceKropa OymeT paBHO:
Li=i*Lyet =7 *(R? = Ripner”) * D
Pagnyc R;, Ha KoTopoM HauYMHAETCS i-BIi CEKTOp, OMpenesaerTcs Kak:
R = Sqrt (i * Lyeer/ D/ 7w+ Rinnerz)
Yucno BuTKoB N; OT Havaja CMpaIu A0 i-Oro CEKTOpa BbIYUCISIETCS 110 (hopMyJie:
Ni = (R; = Ripner) * D = (Sqrt (i * Lgeer/ D/ 7w+ Rinnerz) = Rigner) * D (1)

Lenast yacte N; 3amaeT HOMep BUTKA, a IpoOHAs YacTb — YIJIIOBOE ITOJIOXKEHUE
CeKTopa.

Teneps nepeitaeM K GpU3NUECKUM XapaKTepUCTUKaM TIPUBOJA.

B kayectBe 6azoBoro Tesuca Mpu pa3paboTKe KOMIAKT-AMCKOB HCIIOIb30Bajach
uaes O TOCTOSSHHOW JIMHEWHOM IUTOTHOCTM 3allMCaHHBIX JAaHHBIX, a 3HAYMT, U
MOCTOSIHHOM JIMHEMHOM CKOPOCTH YTeHHs aucka. Ho m3-3a Toro 4To AinMHa BUTKa
CITMpATH 3aBUCUT OT pamuyca, Il oO0ecrieueHNsT TIOCTOSTHHON JTMHEWHOM CKOpo-
CTY YTEHMSI YIJIOBas CKOPOCTb BpAlleHUsI AKMCKA JOJDKHA OBITh IIePEMEHHOIA.
M B mepBbIX NMpUBOAAX CKOPOCTh BpPALUEHMSI AMCKA HM3MEHsUIach MPUMEPHO OT
500 06opoTOB B MMHYTY Ha BHYTpeHHUX BUTKaX crmpanu 10 200 o6opoToB B MU-
HYTYy Ha BHEIIHUX, Oojiee IIMHHBIX BUTKaX. OMHAKO B HACTOsIIIee BPEMS CYILECT-
BYIOT MHOTOCKOPOCTHBIE TIPUBOJBI, Y KOTOPHIX YIJIOBasi CKOPOCTh BpAIlEHMST JWC-
Ka SIBJIsIeTCSI IOCTOSIHHOM, a JIMHeMHAsl CKOPOCTh UTEHMS pacTeT IpU Iepexoje
K BHEITHUM BUTKaM cIpaiu. M, cyms 1mo BceMy, TaKUX TIPUBOIOB OOJBIITNHCTBO,
T. K. OTpaHUYEHMS Ha MOBBIILIEHHE CKOPOCTU Iepenadynd MHGOpMaLUK, YuTaeMOM
¢ KOMITaKT-IMCKa, HAKIAIBIBAIOTCS HE CTONBKO MHTepdeiicoM MEXIy IMPUBOIOM
U OIEepaTUBHOM NaMSIThI0O KOMITbIOTEPA, CKOJbKO MEXaHMYECKMMH CBOMCTBAMU
caMoTo TIpUBOIA, HANpWMep 3HAYNTETBHBIMA BUOpAIMSIMU Ha OOJBIINX CKOpPO-
CTSX BpauleHus. M mpakruyecku HeT pasyMHBIX IIOBOIOB ISl CHMKEHHUSI CKOPO-
CTU BpallleHUsI NMpH YTEHUH WH(POPMAIUKM ¢ BHEUTHWX BUTKOB CIHpaTd. TakuM
obpazoM, OymeM MCXOOUTh U3 TOrO, YTO IPHMBOA, C KOTOPBIM MBI MMeeM [ello,
MMeeT TMOCTOSHHYIO YIJIOBYIO CKOPOCTBH BpallleHWs OWCKAa W JBHWTATelb MPHUBOAA
BBIKJTIOUAETCSI TOJBKO IO MCTEYECHUM HEKOTOPOIo 3HAYMTEJIBHOIO IMEpHOAa Bpe-
MEHM, Ha TTPOTSKEHWHM KOTOPOTO He OBbIJI0O HM OTHOTO OOpalleHus.

YTo MpOMCXOAMT TOCie TOTO, KaK IOIbh30BaTeIbcKas IMporpaMmMa WHULIMMPOBAIA
KOMAaHIy YTEHHMSI KaKoro-To cekropa mmucka? ['pybo mocnemoBaTenbHOCTH OEHCT-
BHIi MOXeT OBITh ONMMCAaHa MPUMEPHO clieAylolnnM obpazoMm. CHavaja 3ampoc Ha
YTeHHe 0oOpabaThIBaeTCs OpaiiBepaMM OINEPAIIMOHHON CHUCTEMBI, KOTOpPBIE IIepe-
JAI0T 3TOT 3anpoc npuBony. [IpuBoa ocylecTBiIsIeT MO3UIMOHUPOBAHKE T'OJOB-
KU, TOXWIAeTcs, IMoKa AUCK He MOBepHETCs IO Hayaja CeKTopa, YNTAeT MaHHBIe
Cc JAMCKAa M TepeaaeT UX B MaMmsiTh, a TOTOM MPHUCHUIAET M3BELIEHHE O TOM, YTO
omnepanus YTeHUS 3aBeplIniachk. Jlambpime MPONCXOOUT OKOHYATETbHAsT 00paboTKa
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3arpoca apaiiBepaMy OIEepPAIlMOHHOM CHCTEMBI, M IPOYNTAHHBIA CEKTOp WU He-
CKOJIBKO TOCTIeOBATEIbHBIX CEKTOPOB MepeaaroTcsl Mob30BaATENbCKON MporpaMMe.

TouyHo ompenenuTb, Kakoe BpeMsl 3aHMMAeT BBIMOJHEHHE TOro WM KMHOTO Iiara
MIPUBEIEHHON BHIIIIE CXeMbI, HE TIPEACTaBIsIeTCs BOZMOXHBIM. OIHAKO €CITU TIpel-
MOJIOXUTh, YTO JUTUTELHOCTb MOCTOOPAOOTKM ApaiiBepaMy OINepalMOHHON CUCTe-
MBI He 3aBUCUT OT HOMepa YMTAeMOTO CEKTOpa, a TIPUBO M3BEIIAET O BBITTOTHEHUH
orepanuu cpasy Mo OKOHYAaHMM YTEHMS TOCTEeTHEro M3 TpeOyeMbIX CEKTOPOB, TO
BpeMeHHasl 3amep:kKa MeXIy ABYMsI JTIOOBIMU oIlepalisiMi YTeHUST JOJDKHA ¢ He-
3HAYUTETbHBIMU JONYIIEHUSIMU YKJIAABIBAThCS B CIICAYIONIYIO (hOpMyITy:

Tj = (n + fract (N)) — fract (Ny)) * P, 2
rae:
3 i, j — HOMep ceKTopa, CJEemyIoIero 3a MOCIEeIHUM IPOYMTAHHBIM BO BpeMs
MIePBOTO MJIM BTOPOTO 3aIIPOCa CEKTOPOM;
O T — 3amepXKa Mex/1y OKOHYaHMAMU BBITIOJHEHMS 3aIIPOCOB;

3 N;, N, — NonoXeHus i-0oro M j-Oro CEKTopa Ha CIUPAIU, BHIYUCIEHHBIE IO
dopmyae (1);
3 fract (x) — npobHas yacThb X;

O P — mepwon BpallleHUs AMcKa (BpeMs, 32 KOTOPOe IMPOUCXOIUT OMWH TTOJTHBII
000poT);

O n— NPOU3BOJIBHOE LIEJI0€ YUCIIO.

To ecTh 3amepKKa COCTOUT M3 BpeMEHHU, HEOOXOAMMOTO JUISI HECKOJIbKUX ITOJHBIX
00OpOTOB IHMCKA, W BPeMEHW HA TIOBOPOT IHCKAa OT YIJIOBOTO ITONIOXEHUS
Jract (N;) no yrnosoro nonoxenus fract (N)).

11.3.3. Kak StarForce npoBepseTt gnck

ITpoBepka MOAJTMHHOCTU AMCKA COCTOUT M3 HECKOJNbKMX 3TanoB. CHauajga yuTa-
eTcsl mHGOopMalKs O ANCKE, YCTAHOBJIEHHOM B TIPUBOIE, U IPOBEPSIETCS €T0 MeT-
Ka ToMa. 3aTeM BBIMOJHSETCS 8§ 3alpPOCOB HAa YTEHUE CIIyYyailiHbIX OAMHOYHBIX
CEKTOPOB ¢ HOMepamH B auarasoHe oT 1 mo 65 536. Pesynbrarel uTeHUs] HUKAK
He UCIIOJIb3YIOTCS, U, CKOpee BCero, 3T ACHCTBUSI HYXXKHBI [UIS1 pa3roHa Aucka a0
HOMWHAJIBHOW CKOPOCTH BpallleHMs. 3aTeM ellle pa3 uyuTaercs (HO yXe He IpoBe-
psercs) uHdopMmauus o Aucke. Bee mepedncieHHoe Bbllle MTPOXOIUT Yepes Apaii-
Bep ¢aiimoBoil cucrembl CDFS, HuKak He 3alIMIEHO OT aHajau3a M, CIeIoBa-
TeJIbHO, HaBePHSIKA HEe BJIMSIET Ha Mpolecc ayTeHTU(UKALUHU.

Bce octanbHble obpailleHus1 K JUCKY MAYT Ha Oojiee HU3KOM ypoBHe. B Toil Bep-
cun StarForce, aHaim3 KoTopoil TpoBoaAMTCs, OOpallleHusT aApecoBANChH ApaiiBe-
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py ycrpoiictBa Cdrom u mpexactasistin coboit SCSI-komanabl. IlociaemoBaTens-
HOCTb 3THX KOMaH] TaKoBa.

1. Yrenue comepxanus aucka (Table Of Content, TOC).

2. YrteHue OOMHOYHBIX CEKTOPOB ¢ Homepamu 16, 17, 17 (mBaxkabl 4uTaercs
17-b1i1 cekTop).

3. UreHue OOMHOYHBLIX ceKTOpoB ¢ Homepamu 173117, 173099, 173081, 173063,
173045, 173027, 173009, 172991, 172973.

4. YreHue ciayvyaiiHbix 17 OGJIOKOB MO 8 CEKTOPOB C HOMEpaMU MEPBOro YUTaeMo-
ro cekTopa B apManasoHe npuMmepHo ot 168100 mo 173200.

5. SCSI-komanna ¢ kogom 0xBB, onucanue KoTopoii He yaanoch HAiiTU B JOKY-
MEHTAllul, HO KOTOpasl, CKopee BCEro, OTBEYAeT 3a yIpaBlIeHHE CKOPOCTHIO
BpallleHUsI TIPUBOJIA.

6. Urtenue ogrHOYHOTO cekTopa ¢ HoMepoM 173117.

IIpryem ecnm ¢ TepBoOii MOMBITKU AMCK HE OMO3HAH KaK OPUTMHAIBHBIN, TO II1a-
i 3 U 4 TMOBTOPSIIOTCS B LIMKJEe. 3HAYUT, TOcjie BhIMOJHEeHUs 11ara 4 Bcsi HGOpP-
Manusi, HeobxomuMas ISl ayTeHTUhUKAIIMKA ANCKa, YXKe TTolyJeHa.

ITonmpoOyeM pazobparbcesl, 3a4eM MOXKET MOTPeOOBAThCS KAaXKIbIA U3 IIaroB.

Yrenue TOC, ckopee Bcero, Tpedyercs I OolpeaeaeHns HoMepa CEKTopa, ¢ KO-
TOPOro HaYMHAETCs MOCIEIHsISI CecCUsl MYJbTUCECCUOHHOro aucka. Tak Kak cec-
cust BCero ofHa, To B 16 u 17 ceKTopax Kak pa3 ¥ XpPaHATCsl OIMUCAHUSI CTPYKTYPhI
ToMa (MeTKa ToMa, KOJWYEeCTBO CEKTOpOB, aJpec AUPEKTOPUM IuUcKa WU T. I.).
A TIOBTOpHOe 4TeHue cekTopa 17, cKopee Bcero, MCIOJIb3yeTcs IS TOTO, YTOObI
MPUMEPHO OLIEHUTb MOPSIOK BPEMEHU, 3aTpauMBaeMoOro Ha OIWH OOOpPOT AMCKA.
PaszHuiia BpeMeHu Mexiy ABYMsI UTEHUSIMM OJHOTO CEKTOpa MOJIKHA ObITh KpaTHa
JUIMTEJILHOCTH 000pOTa AUCKA.

B mocnenoBarenbHOCcT HOMEpOB cektopoB 173117, 173099, 173081, 173063,
173045, 173027, 173009, 172991, 172973 nerko ycMmarpuBaeTcsi 3aKOHOMEp-
HOCTb — Kaxjoe clieayiollee 3HaueHue Ha 18 meHblne mpeabimyiiero. Yuciao 18
TOXe SIBHO He cllyJaifHoe — Ha TOM pamlyce AVCKa, TOe pa3sMeIlaloTcs CeKTopa
C YKa3aHHBIMM HOMEpaMW, Ha ONWH BUTOK CIHPAIM TOMEIIAeTCcsl TPUMEPHO
18 cekTOpoB. A UTeHME CEKTOPOB B MOPSAKE YOBIBAHHS HOMepa ¢ OOJNBIION Bepo-
SITHOCTBIO HCIIOJIB3YeTCS JJISI TOTO, YTOOBI MPEeJOTBPATUTh YTEHHME C TPEemyIpex-
JIeHWeM, Korga TpWBOI CYMTHIBAET BO BHYTpeHHHUI Oydep He TONbKO 3adaHHBIE
CEKTOpa, HO M HECKOJIBKO TMOCIEAYIOIINX, Ha CIIydyail eclii JaHHBIE YUTAIOTCS T0-
CIIeI0BaTETbHO.

INonyynB 3HAUYEHMsT BOCBbMM MHTEPBAIOB (MEXIY NEBSTHIO ONepalusIMH YTCHUS) U
3HAsI UIMTEIHLHOCTh # TIEPHOMOB OOpallleHHWs] AucKa (IMOJTYYeHHYIO ITOBTOPHBIM
YTEHUEM CEKTOpPa), MOXKXHO C OOJbIIONH TOUHOCTHIO ONPEAeTUTh CKOPOCTh Bpallle-
HMS IUcKa.
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A nanpliie BhINOMHsIETCS 17 YTeHUi OJIOKOB CO CIyYallHBIMU HOMEpPaMM C LIEJbIO
u3MepeHust 16 MHTepBaJoB BpeMeHU. Ecim Bce MHTepBalbl XOpoOIIoO (C MaJbIMU
OTKJIOHEHUSIMU) YyKJIaablBalOTcsl B (opmyny (2), To AUCK TpU3HAETCs MOIJTUH-
HbIM. Eciii ke OTKJIOHEHHMSI OT OXXUAAeMBbIX BEIMUMH MPEBBIIIAIOT HEKOTOpOe Mo-
poroBoe 3HaYeHUE, TO MPOBOAUTCSI MOBTOPHOE BBIUMCIEHUE CKOPOCTU BpalleHMUSI
Y TIOBTOPHOE M3MEPEeHHUE 3aIepKeK MeXIy YTeHHUeM OJIOKOB MO § cCeKTOpOB.

11.3.4. Cnoco6 o6xopa 3awwuTbl

Yto0bl 3actaBuTh StarForce moBepuTb, 4TO B MPUBOAEC CTOUT OPUTMHATIBHBIN
IVCK, HAJIO COBCEM He MHOTO: YTOOBI 3aMep>KKU MEXIY UTeHUSMH COOTBETCTBO-
BaJld OXMWAAeMbIM. A [JISI 3TOro0 HEOOXOAWMO 3HaTh TOYHbIC XapaKTepUCTUKU
JIVCKA: paguyc, HA KOTOPOM HAuYMHAeTCs CIUpaib, M pazMep cekropa. s ompe-
JeJeHUS] 3TUX BEJIMYMH MOXHO MPOBECTH Te XK€ caMble U3MEPEeHUsI, UTO MPOBOAUT
StarForce mpu mpoBepke mucKa, a 3aTeM BapbUpOBaTh HAYAJIBHBINA pamuyc M pas-
Mep ceKTopa, Moka He OymyT HaljeHbl onTUMalbHbIe 3HaUYeHusl. KputepueM or-
TUMAJTbHOCTH, HAIIPUMEp, MOXET CIYKUTh CyMMa OTKIIOHEHWI pa3sHOCTEH YIJIOB,
BBIYMCJIEHHBIX MO dopmyie (1), U yriaoB, MOJYYEHHBIX U3 3aMEPEHHBIX MHTEepBa-
JIOB BpeMeHU 110 popmyiie, odpatHoit (2).

CoBpeMeHHOEe 00opymoBaHUe (BO BCSIKOM cillydae, 000OpyaoBaHUE OBITOBOrO Kiac-
ca) NeHCTBUTENIBHO HE MO3BOJISIET CO3/1aBaTh KOMUM 3aIIMIIEHHOTO IUCKa, HO Ha-
MMUCaHNe SMYJIsSITopa, crmocobHoro ooMaHyTh StarForce, He TpemcraBisieT cBepx-
cJI0XHO 3agaun. JloctaTouHo mepexBaThIBaTh obpaineHus K apaiiepy CD-ROM
M B clIyJyae, €CJIM BBITTOJHSAETCS KOMaHIa YTEHUS, IelaTh BPEMEHHYIO 3aIepXKY,
KaKyl MOT' Obl UMETb OPUTMHAIBHBIN IHUCK, U TOJBKO IOCJIe 3TOro BO3BpAIaTh
VIIpaBieHHe BHI3BIBAIOIICH ITporpamMme.

B xavecTBe TpaKTHUYECKON AEMOHCTPAIIMU BO3MOXHOCTH SMYIISALMU OBbUI pa3pabo-
TaH IpaiiBep, GYHKIMOHUPYIOIIMIA 1moa onepaimoHHoi cucremoit Windows 2000 u
BEITIONTHSIONINI ~ ONMMCaHHBIe BBIIe neiicTBus. Korma mdpaiiBep 3arpyxkeH,
StarForce okasbiBaeTcsl He B COCTOSTHUM OTJIMYUTD MOMNENIKY OT opuruHana. Mrpa
CTAaOMIILHO 3aITycKaeTcsl MPaKTWYeCcK! ¢ JII000H KOIMMW OpPHUTUHAILHOTO IWCKa,
C BUPTYAJIBHOTO NMCKA, co3maHHoro mporpammoii Daemon Tools, n maxke c¢ muc-
KOB, KOTOpBIE TTOXOXM HA OPUTHMHAIBHBIA TONBKO TEM, YTO MMEIOT MPaBUIbHYIO
METKY TOMa U pasMep obiacTu JaHHBIX He MeHee 350 MGaiiT, 4TOOBI CYIIECTBO-
BaJIM CEeKTopa ¢ 3alpalrnBaeMbIMI HOMEpaMMU.

11.3.5. Pe3ilome no 3awute StarForce

StarForce, HecOMHEHHO, SIBIIIeTCSI HeOpAMHApHOI 3anurtoil. Ee uckimounTenb-
HOCTb 3aKJIIouaeTcs XOTsS Obl B TOM, UTO JO CUX TOp HE CYIIEeCTBYeT HaleKHOTO
crocoba OBICTPO €O3[JaBaTh PabOTOCIIOCOOHBIE KOMWU 3alMUIIEHHBIX JUCKOB.
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OpHako MpoBeleHHOe UCCIeI0BaHNEe MMOKA3hIBAET, UTO IS SMYISLINN 3alUIIeH-
HOTO AMCKa HYXXHO COBCEM HEMHOTO.

IIpumepHo 4Yepe3 3 Mecsla mocje BBIMOJTHEHUS] pabOThI, pe3yJbTaThl KOTOPOM
OblTM TpUBeleHbl paHee, koMmaHusi Protection Technology o6bsiBuiIa 0 BbIycKe
cienymolleil Bepcuu cBoell cucreMbl 3aluThl — StarForce Professional 3.0. Paz-
pabOTYMKHK YTBEPXKIAIOT, YTO OJHO U3 MHOTOUMCIEHHBIX YIYYlIeHUH 3aKitoyaeT-
cs KaK pa3 B YCUJIIEHUU TTPOTUBOACHCTBUS SMYJISIIMN KOMITAKT-IUCKOB.

Kcratu, Bckope mocne mosieneHust StarForce 3.0 GykBaabHO B Te€UeHHE OIHOTO
Mecsilla aBTOpPbl KaKk MMHUMYM TpeX 3SMYJISITOPOB KOMIAKT-AUCKOB OOBSIBUIU
O TOM, YTO HOBBIE BEPCUU UX MPOrpaMM CIIOCOOHBI dMYJHMPOBATh NUCKM, 3alM-
meHHbie StarForce Bepcuit 1 u 2. C Tex mop mpounio 0ojblie roga, HO MOAIEPK-
ka StarForce 3.0 Tak u He MosiBUIach HU B OJHOM M3 BMYJSITOPOB. Tak 4ToO IO
COCTOSIHMIO Ha CerOJHSIIIHUI AeHb, KOMIAKT-IUCKU, 3allUILEeHHbIE TTPU TTOMOIIU
StarForce, mpomomKkaloT ocTaBaTbCsl yCTOMYMBBIME K B3JIOMY.



NnaBa 12

A

AnnapartHble K/1l0YM 3aLluTbl N

VYKe MHOTO JIeT Ha pbIHKE CPEICTB 3alllUThl MPOrpaMM OT HECAaHKLUMOHMPOBAHHO-
ro TUPAXUPOBAHUS TPUCYTCTBYIOT TaK Ha3bIBacMble ammapaTHbIE KIIOUM 3aUThI
(Dongles). Pazymeercsi, KoMnaHuu, Mpojalollie Takue YCTpOMCTBa, MpeacTaBisi-
10T UX €CIM He KakK MMaHallel0, TO YK KaK HalexHOe CPeICTBO MPOTHBOIACHCTBUS
KOMITbIOTEpHOMY MHpaTrcTBy. HO HACKOJIbKO CEepbe3HBbIM MPEensSITCTBUEM MOTYT
CIYXUTb anmnapaTHble KIo4un?

12.1. Knaccudomkayusa Kniouei

AHHapaTHBIC KITIOYM 3alIUThl MOXKHO IIBITATHCA KJIaCCI/I(l)I/H_II/IpOBaTB II0 HECKOJIb-
KM IIpU3HaKaM.

Ecnu paccMmarpuBaTh BO3MOXKHBIE THUIIBI IOAKJIIOUEHHUsI, TO OBIBAIOT, HAIpUMED,
kmoun Ha nopt npuHtepa (LPT), nocnemoBarensHblii mopt (COM), USB-nopt u
KJII0YM, MTOIK/II0YaeMble K CIelIMaIbHON IUIaTe, BCTABISIEMOll BHYTPh KOMIIBIOTEPA.

MOoXHO TIpU CpaBHEHHM KITIOUel aHAIM3WPOBATh YIOOCTBO M (hYHKIIMOHAIBHOCTD
COMYTCTBYIOIIETO TIporpaMMHOTO obecreueHns. Hampumep, mist HEKOTOPHIX ce-
MEWCTB alllapaTHBIX KJII0Yeil pa3paboTaHbl aBTOMAaTHYECKHE MPOTEKTOPHI, TT03BO-
JITIOIINE 3aIIUTUTh IIpoTrpaMMy "3a OIWH KIHK', a IUISI HEKOTOPHIX TaKhe TPOTeK-
TOPBI OTCYTCTBYIOT.

OrnpeneseHHBIT MHTEPEC MPEACTaBISIET CIUCOK SI3BIKOB MTPOrPaMMUPOBAHUS, IS
KOTOPBIX pa3pabOTYMK KIIOYel MpeaocTaBuil 0ubiauoreku U npumepsl. [logmepxk-
Ka sI3pIKOB (mocTyn K APl ximiodya u3 ompemeneHHO# cpembl) HYXHA IJIST TOTO,
YTOOBI IMPOTPAMMUCT CMOT Oojiee 3((EeKTUBHO MCIIOIb30BaTh KJIIOU IJIsS 3aLIUTHI
paspabarbIiBaeMOi TIPOTPAMMBI.

BaxxeH Takke CIUCOK ammapaTHBIX MIaTdOpM M OMepallMOHHBIX CUCTEM, IS KO-
TOPBIX TIOANEePKUBaeTCs] MHTepdENC ¢ KITIOUOM.

HCKOTOprX MOXET 3aMHTEPECOBATH IIPUMEHMUMOCTD KJIto4a Iy CETEBOIO JIMICH-
S3UPOBAHUA IIPOrpaMMHOIO obecIieyeHUSI.
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OmHako Bce cKazaHHOE O KITI0YaX OTHOCHUTCS cKopee K MapKeTHHTY, YeM K 3allly-
Te uHbopMauuu. s 3aluThl HEe BaXKHO, KAaKOTo IIBeTa KOpIlyc y Kjoya W Ha
KaKOM $I3bIKE MOXHO YMTaTh JOKYMEHTALIMIO. A MO-HACTOSIIEMY BaXHO TOJIBKO
TO, YTO B KJIIOYe SIBJISIETCS CEKPeTHBIM M HEMOBTOPUMBIM M CIIOCOOHO JIM 3TO
"HeuTo" 00ecIeYnTh HeOOXOAUMbIN YPOBEHD 3aIUTHI.

[MosTomMy B manbHeillleM KITIOYM pacCcMaTpHUBAIOTCS MCKITIOYUTETBHO KakK arma-
paTHBIE YCTPOMCTBA, paboTaolie B ONMpeAeeHHBIX YCIOBUIX U HMEIOIIe HeKo-
TOpylo (GYHKIMOHATBHOCTD. [10Me3HBIMU MPU3HAIOTCS TOJNBKO T€ (GYHKIINH, KO-
TOpble HEBO3MOXHO pealin30BaThb YUCTO IPOTPAMMHBIMU CPEACTBAMM M Ui
KOTOPBIX He CYIIECTBYeT 3(hGheKTUBHON aTaku.

BymeM ncxomuTh M3 TPEANOIOXEHUSI, YTO Y MPOTUBHHUKA €CTh (PU3UMIECKUA TOC-
TYI K KJIIOYY, @ OCHOBHAS 3aMava 3aKJTI0YaeTCsI B TOM, YTOOBI 32 pasyMHOE BpeMs
MTOJIYYUTh KOIHIO TPOrpaMMBbl, ¢GYHKIMOHUPYIOIIYIO B OTCYTCTBHE KII0Ya TOYHO
TaK Xe, KaK Mpu ero HaIMIHU.

PaccmarpuBath ataku Ha cucTteMy, B KOTOPOil He XBAaTaeT HEKOTOPBIX Y3JIOB, He-
0OXOIMMBIX JJIsT paboThI, 0COOOTO CMBICTA HET — eciy 3almdbpoBaTh IPOrpaMMy
U He COOOIIUTh TPOTUBHUMKY KITIOY INMUGPOBAHUS, JIETKO MOIYYUTH BBICOKYIO
CTOMKOCTh M 0€3 MpUMEHEeHUs anmnapaTHbiX Kiodeil. Tolbko 3TO yXe Helb3sl Ha-
3BIBATh 3AIIUTON OT KOMUPOBAHMSI.

12.2. Mogudcbnkauma koga v amynaumsa

Hnst Toro 4ToOBI 3acTaBUTh IMpoOrpaMMmy padoTaTh TakK, Kak oHa paborana Obl
C KJTI0YOM, MOXHO WJIM BHECTM HCIpaBIEHUS B IMPOrpaMMmy, WU SMYJIHUPOBATH
Hanmuuue Kiaoda. Moaudukaius MporpaMMbl, Kak TMPaBUJIO, BO3MOXHA JUIIb
B TeX clyJyasx, KOraa OTBeThI, MOJyYyeHHBbIe OT KJII0Ya, IMPOCTO MPOBEPSIOTCS, HO
He SBJISIIOTCSI MaTeMaTUUyecKM HeOoOXOOMMbIMM JJisl obecriedyeHus] paboTocrnocoo-
HOCTH TIporpaMMbl. Ho 3To 3HAYMT, 4TO KJII0Y, MO OOJIBIIIOMY CUETy, He TpeOyeT-
csl JUISl TOCTUXKEHUSI TONIHON (yHKUMOHaNbHOCTU. Takoe ciydaercs, Korma mpo-
rpaMMa He MCIOJb3yeT BCeX BO3MOXHOCTEH KIII0Ya WJIM KOTIa BO3MOXHOCTHU
KJIl0Ya OYeHb OrpaHUYEHBbI.

[Ipy sMyISIIIMM HUKAKOTO BO3IEMCTBHS HA MPOTpaMMy He TPOMCXOIUT, T. €., Ha-
MpuMep, He HapylIaeTcss KOHTpOJbHAs CyMMa HCIOJTHsSIeMBIX Mmoxyneir. M moi-
HBIW 3MYIISITOP, €CIW €ro yIaeTcsl IMOCTPOUTH, TIPOCTO MOBTOPSIET Bee TOBeIeHUE
pearbHOTO KITIoYa.

He BmaBasicb o4yeHb ITTyOOKO B TeXHUYECKHE ITOAPOOHOCTH, OyaeM HCXOIWTh U3
MPEeANONOXEHHMS, UYTO Y MPOTUBHUKA €CTh CJAeAYIOLIe BO3MOXHOCTHU:

O nepexBaThiBaTh Bce OOpAIEHMS K KITIOYY;

O mpOTOKOIMPOBATh M aHATU3NPOBATH 3TU OOpAIECHMS;
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O mnockL1aTh 3aIIpOChl K KITIOYYy,

0 I10JIy4aThb OTBETHI OT KJIro4a,

a IIPOTOKOJIMPOBATH 1 AHATITU3UPOBATH 3TU OTBETHI,
O nochLIaTh OTBETHl OT UMEHHU KJII0Ya.

Takme MMPOKHE BO3MOXHOCTU TPOTMBHHKA MOXKHO OOBSICHWTH TEM, YTO B €TO
pacropskeHUuU ecTh Bes Ta MHGOpMaLMs, Kakasi ecTb U Y MporpaMMKCTa, 3alliu-
MIAIOIIETO IPOTPaMMy C TIOMOIIBI0 amnmaparHoro Kiaoda. To ecTh MPOTUBHHK
MMeeT IOCTYI KO BCeM OTKPHITBIM HMHTepdeiicaM, TOKyMeHTAIlMu, ApaiiBepaM U
MOXET MX aHAJTM3UPOBaTh Ha MPAKTUKE ¢ TIpUBJIeUeHHeM JTI0ObIX cpeactB. Ciemo-
BaTeJIbHO, MOXHO TPEANOIOXUTL, YTO MPOTUBHUK CO BpeMeHeM Hay4IHMTCs ITOJI-
HOCTBIO KOHTPOJUPOBATh ITPOTOKOJI, TTI0 KOTOPOMY IPOMCXOIUT 0OMeH MHMOopMa-
OAeil MeXmy TPUKIAgHOW TIporpaMMoii ¥ KIo4oM. KOHTpoiab MOXeT
OCYIIIEeCTBJISITHCST HA JIIOOOM YpOBHE, HO Yallle BCETO 3aIlpOChl MEepPeXBATBIBAIOTCST
TpU Tiepefade JaHHBIX MeXIy TTporpaMMoi M IpaifBepoM KITIOva.

OmHAaKO CTOMT YYMTHIBATh, YTO BO3MOXKHOCTH SMYIISIIMU ellleé He o3Hayaer, yTo
MPOTUBHUK CIOCOOEH BBIYMCIISITH NPABWIBHBIE OTBETHI HA JIIOOBIC 3aIPOCHI, KO-
TOpBIE TTOCHIIAET KIIOUY Iporpamma.

12.3. Kniouun ¢ namaTtblio

DT0, HaBepHOE, caMblii TTPOCTON TUI Kitoueil. Kitoun ¢ maMsITbio MMEIOT orpe-
JeIeHHOe YHCJIo siueeK, M3 KOTOPhIX pas3pelleHO CUMThbiBaHuUe. B HekoTophle u3
3TUX SYeeK TAKXKe MOXET MPOU3BOAUTHCA 3anuch. OOBIYHO B SAUYEWKAX, HEAOCTYII-
HBIX JUISI 3aIIMCH, XPAHUTCSI YHUKTbHBIN UAEHTU(UKATOP KITIoya.

Korma-to maBHO cylllecTBOBAIM KITIOYM, B KOTOPBIX Iepe3alchbiBAeMON MTaMSTH
He OBUTO BOOOIIE, a MPOTPAMMUCTY TSI CIYMTHIBAHMS OBLT JOCTYIIEH TOJBKO MICH-
tndukarop Kmoda. Ho oueBMaHO, 4TO Ha KIIf0YaX ¢ TaKOH (PYyHKIIMOHATHLHOCTBIO
MTOCTPOUTD CEPLE3HYIO 3AIIUTY TTPOCTO HEBO3MOXKHO.

IIpaBaa, m KIOYM ¢ MaMIThIO HE CITOCOOHBI MPOTUBOCTOATH IMyJsiuu. Jlocra-
TOYHO OAWH pa3 MPOYUTATh BCIO MAMITh M COXpaHUTH ee B aMmymsaTope. [locie
9TOTO TIPABWJIBHO 3MYJIMPOBATh OTBETHI HA BCE 3aIPOChl K KIIIOUY HE COCTABHT
OOJIBIIIOTO Tpy.aA.

Takum 06p330M, alrapaTHbI€ KIIIOYU C MMaMAThIO B 3aJaHHBIX YCJIOBUAX HE CIIO-
COOHBI JaTh HUKAKMX IpPpEUMYLIECTB IO CPAaBHEHUIO C YUCTO IIpOrpaMMHBIMU
CUCTEMaMMU.

12.4. Knioun ¢ Hen3BeCcTHbIM afirOPUTMOM

MHorre coBpeMeHHBIE alapaTHble KIIIOUM COMEpXKaT CEKPETHYIO QYHKIINIO TIpe-
00pa3oBaHMs TAHHBIX, HA KOTOPOW M OCHOBBIBAETCS CEKPEeTHOCTh Kioua. MHorma



136 Yacrsb Ill. Kak He Hago sawyuiyats rnporpammsi

IpOrpaMMUCTy IIPEAOCTABIACTCA BO3MOXKHOCTD BbI6paTb KOHCTAaHTHBI, ABJIAIOLNINC-
Cd I1apaMeTpamMm HpeO6p3.30BaHI/I${, HO CaM aJITOPUTM OCTACTCS HEU3BECTHBIM.

IIpoBepka HamMuus Kioya AOJKHA BBIMOJTHATHCS CleAyloniuM obpazoM. [lpu
paszpaboTKe 3allUThl MPOrpaMMUCT AEJAeT HECKOJbKO 3alpOCOB K ITOPUTMY U
3alIOMUHAET TMOJyYeHHbIE OTBEThl. DTU OTBETHl B KAKOH-TO (opMe KOAMPYIOTCS
B nporpamme. Bo BpeMs BBITTOJHEHHUS IporpaMMa IOBTOPSIET Te Ke 3alpochl U
CpaBHUBAET TMOJyYEHHBIE OTBETHI C COXpaHEHHBIMM 3HauyeHMsIMU. Eciu obGHapy-
>KMBAeTCsl HECOBMaleHHWe, 3HAUUT, MporpaMMa IoJyyaeT OTBET He OT OPUTMHANIb-
HOTO KJTIoYa.

Dra cxeMa MMeeT ONWH CYIIECTBEHHBIN HemocTaToK. Tak Kak 3alluIleHHasT IporpaM-
Ma MMeeT KOHEYHBI pa3Mep, TO KOJIMYECTBO TPABMIIBHBIX OTBETOB, KOTOPHIE OHA
MOXET XpaHWTh, TaKKe SBJISETCS KOHEUYHBIM. A 3TO 3HAYNT, UTO CYIIECTBYyeT BO3-
MOKHOCTB TIOCTPOEHUST TabJIMYHOTO SMYJISITOpPa, KOTOPKIA OyldeT 3HATh MpaBUIBHEBIE
OTBETHI Ha BCE 3aIIPOCHI, PE3YIIBTAT KOTOPBIX MOXKET TIPOBEPUTH TTPOrpamMma.

B pexomMeHmanmsx 1Mo 3ammTe MPOTpaMM C ITOMOIIBIO alIlapaTHBIX KITIOYe ma-
IOTCSI COBETHI, KaK cleiarh (MKTUBHBIE 3aIIPOCHI CO CIIyYalHBIMH TAHHBIMM TaK,
YTOOBI 3aTPYIHUTH IMOCTpOeHHE aMyJsaTopa. OTHAKO €CII IporpamMma IIpH 3aIryc-
ke gemaer 100 3armpocoB, pe3yabTaT KOTOPHIX MOXET ObITh mpoBepeH, u 100 ciy-
YalfHBIX 3aIIPOCOB, PE3YJABTAT KOTOPHIX HE TPOBepsIeTCs, TO, 3aITyCTUB TIPOTpaMMy
10 pa3, ouYeHb JETKO BEHIIEINTh HAEHCTBUTEIBHBIC 3aIpPOCHI, ITOBTOPUBIIUECS
10 pa3, u orceuyb Bce (UKTUBHEIE, BCTpeTUBIIKecS Mo 1—2 pasa.

KonHeuHo, He cTOMT Bcerga NMpoBepsTh HATWYME KII0Ya BBIMOJHEHHEM OIHON M
TO e cepuu 3ampocoB ¢ IMpoBepkoil. Jlydille BBITOMHATH MPOBEPKU B PA3HBIX
YacTsAX MPOrpaMMbl U B pa3Hoe BpeMs. DTO MOXET 3HAYUTEIbHO YCIOXHUTL cOOp
CTAaTUCTUKU IJIS1 OTCeYeHUST (DUKTUBHBIX 3alPOCOB.

Ho He crouT 3a6BIBaTh, YTO MPOTHUBHUK MOXET MPOAHATU3UPOBATH MTPOTPAMMY 1
MTOMBITaThCSA B AM3acceMOliepe HAWTH Bce oOpallleHWs K KITI04y. DTO TTOMOXKET
€My BBISICHUTB, OTBETHI Ha KaKWe W3 3alPOCOB IPOBEPSIOTCS, W MTOCTPOUTH KOM-
MMaKTHYIO TAOIHITY JJIST SMYJISIINAH.

Tak 4TO KITI0YM C HEW3BECTHBIM AITOPUTMOM MOTYT 3aTPyOHUTb, HO HE MOTYT
MPEIOTBPATUTL TIOCTPOCHUE OMYJATOpA JJISI KOHKPETHON BEepCHM KOHKPETHOM
MpoTpaMMBbI. 3aTo TIpH Tepexoae K HOBOIM BEPCUU, €CIU TepedeHb MPOBEPSIEMBIX
MPOTPAMMOI OTBETOB Ha 3aIlPOCHl OyIeT M3MEeHEeH, MMPOTUBHUKY TPHUAETCS 3aHOBO
BBITIOJTHATH COOP CTAaTUCTUKY WU AHAIHU3 TIPOTPaMMEI.

12.5. ATpnbyTbl aNropuTMOB

B HekoTophIX KiIIOYax JIrOpUTMY MOTYT COMYTCTBOBATh JOMOJHUTENbHBIE aTpu-
oyTbl. Tak, Hampumep, B Kitouax Sentinel SuperPro aaroputm Moxer ObITh 3a-
LIMIIEH MapojieM U HauhHaeT paboTaTh TOJBKO IOC/e TOro, Kak OydeT BBITOJHE-
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Ha aKTUBAllMsI, B XONE KOTOPOI TMpaBWIbHBINA TMapoyib JOJKEH OBbITh TMepenaH
KITIOUY.

AKTHBAIIMST TTO3BOJISIET Pa3pabOTUYMKY IMPETyCMOTPEeTh BO3MOXHOCTb W3MEHEHMUS
(byHKIIMOHATBHOCTH KITIOYAa Ha CTOpPOHE Tojb3oBarensd. To ecTh IporpaMMa Mo-
KET MMEeTb HEeCKOJbKO Bepcuil (Hampumep 0a3oByIO, paclIMpeHHyI U mpodec-
CHOHATBHYIO), U B KJIIOUE M3HAYAJLHO aKTUBMPOBAHBI TOJIBKO T€ aJITOPUTMBI, KO-
TOpble HeoOXomuMbl IS (YHKIMOHMpPOBaHUSI 0asoBoil Bepcuu. Ecim ke
MTOJIB30BATETb PEIIUT TIepeiiTh K Oojiee TOMHOM BEpPCUHU, pa3paboTIMK TIPUIIIIET
€My MHCTPYKIMH IO aKTUBALUM AJITOPUTMOB, COOTBETCTBYIOIIUX paCIIMpeHHON
MU TipodeccoHATBEHONM BEPCHN.

OpHako Bce JOCTOMHCTBA AJITOPUTMOB, aKTUBUPYEMBIX IO ITapOJII0, OIMUPAIOTCA Ha
CEKPETHOCTD I1apoJisd, a HE Ha CBOICTBA arapaTHoro Kjroda. CJle,[[OBaTeﬂbHO, aHa-
JIOTMYHAsI 3allUTa MOXET ObITh peanmn3oBaHa YMUCTO ITPOrpaMMHBIMU CPEACTBAMU.

Hpyroii Tumn arpuOyTOB aJIrOPUTMOB, TOAAEPXKUBAaeMbIX Kiatouamu Sentinel Super-
Pro, — a1o cuetynku. C aKTUBHBIM QJTOPUTMOM MOXKET OBITH CBS3aH CUETUWK,
M3HAYaJbHO MMEIOLIUI HeHyleBoe 3HaueHue. [Iporpamma mpu KaxkaoM 3amycke
(WK BBINOJIHEHUU OIPEACTICHHON Olepaluyy, HalpUMEp MpU SKCIOPTE JAHHbBIX)
BBI3bIBAET cllellMaibHyl0 pyHKuuio API-kiroua, ymMeHblIAONIYI0 3HAYEHUEe CYeT-
yypka Ha eauHuiy. Kak TONbKO cYETUYMK MPUHUMAET HyJieBoe 3HauyeHue, ajiro-
PUTM JeaKTUBUPYETCS U MepecTaeT padoTaTh.

OpHako JaHHas cxeMa He cllocoOHa IMoMellaTh NMpuMeHeHuto aMyssaropa. [Ipo-
TUBHUK MOXKET IIepeXBaTbiBaTh W IPENOTBpAIaTh BCE ITOMBITKH YMEHBIIICHUS
3HaYeHus1 cueTyrka. CiemoBaTebHO, AJITOPUTM HUKOIAA He OymeT NeaKTUBUPO-
BaH, M B PACIOPSCKEHWH TPOTUBHHMKA OymeT HeorpaHMYeHHOE BpeMs UIS cOopa
JAHHBIX, HEOOXOMMMBIX ISl TAOIUYHON SMYJISIIIUU.

[IpoTHBOCTOSATL SMYJSLIMM MOXET CUeTYMK, 3HAYeHHE KOTOPOTOo YMEHBIIAETCS
MpY KaXIOM obOpallleHu! K anropuT™my. Ho B 3ToM ciTydae BO3HHMKAET OIMAcHOCTb,
YTO U3-3a cO0eB B paboTe MporpaMMbl WM OTIEpallMOHHON CUCTeMBl MHOTIA 3Ha-
YeHWe cYeTYnKa OymeT YMEHBIIAThCs 0e3 COBepIIeHHS IIPOrpaMMON TOJIe3HBIX
nevictuii. [IpwunHA TIPOOIEMBI B TOM, YTO OOpallleHHe K aJITOPUTMY ITOJIKHO
MTPOU3BOANTBCS IO TOTO, KaK MPOrpaMMa COBEPIIUT TOJIE3HYI0 PaboTy, a CUETIHNK
JOJKeH YMEHbBIIIAThes TOJIbKO B TOM CIIydyae, eciid paboTa BEHITIOJHEHA YCIEITHO.
Ho aBTOMatmyeckoe yMeHbBIIEHNE CUETINKA TTPU OOPAIIEHNH K alTOPUTMY TaKylo
(byHKIIMOHATBLHOCTh HEe OOecIeYMBaeT — KOJMYECTBO OCTABIIUXCSA IIOITBITOK
yYMEHbIIIaeTcsl He3aBUCUMO OT ycIlexa BBIMOJHEHHOM onepaiuu.

12.6. Knioum ¢ Tanmepom

HexoTopble npousBoAuTe M amnmapaTHBIX KIOYel MpenjgaraloT MoAeau, UMero-
e BCTPOSHHBIN TaiiMep. Ho g Toro 4ToOBI TaitMep MOT paboTaTh B TO BpeMs,
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KOrma KoY He TONKIIOYEH K KOMIThIOTepY, HEOOXOMMM BCTPOCHHBIN MCTOYHHMK
nutaHust. CpefgHee BpeMsl XXM3HU Oaraped, IMUTAIOIIEi TaiiMep, cocTaBisieT 4 ro-
Ja, W TIOCTie ee paspsAaKH KoY TepecTaHeT MpaBMIbHO (QYHKIIMOHUPOBATh. Bo3-
MOXHO, UMEHHO M3-32 CPaBHUTEJIbHO KOPOTKOI'O BPEMEHU KU3HU KJIIOUM C Taii-
MEpPOM TIPUMEHSIIOTCS TOBOJBHO PENKO.

Ho xak raiiMep MoXeT TOMOYb YCHIIUTD 3aIIUIICHHOCTD?

Kitoun HASP Time npenocTtaBisitoT BO3MOXHOCTb Y3HaBaTh TEKyllee BpeMsl, yc-
TAHOBJICHHOE Ha BCTPOEHHBIX B KJII0Y Yacax. M samuiieHHass mporpaMmma MoXeT
KCIOJIb30BaTh KJIIOY JJII TOro, YTOOBl OTCAEAUTh OKOHYAHHWE TeCTOBOIO Mepuoja.
Ho oueBnaHo, 4yTO 3MYJIsITOp MO3BOJISIET BO3BpAIIATh JIIOObIE TTOKA3aHMS TaiiMepa,
T. €. almaparHas 9acTh HUKaK He TOBBIIIAET CTOMKOCTh 3AIHTHI.

Xopolleii KoMOMHalLMel SIBAsSeTcsl alfTOPUTM, CBSI3aHHbIM ¢ Taiimepom. Ecium an-
TOPUTM MOXET ObITh NE€AKTUBUPOBAH B OINpEAeIeHHbII JeHb U Yac, OYeHb JIErKO
OyzmeT peaau3oBBLIBaTh AEMOHCTPAIlMOHHbBIE BEPCUM MPOTrpaMM, OrpaHUUYEHHBIE IO
BPEMEHM.

Ho, K coxaneHunio, HM OOWMH M3 IBYX CaMbIX MOMYyJIIpHBIX B Poccum paspaborum-
KOB anrapaTHbIX KJIoUell He MpeaocTaBiseT Takoil BodMoxHocTu. Kioun HASP,
nmpousBoauMble Komimanueir Aladdin, He moAIep>KUBAIOT aKTUBALIMIO W ACaKTHUBA-
umMio anaroputmoB. A kmwoum Sentinel SuperPro, paspaboranHbie B Rainbow
Technologies, He comepxXar TaliMepa.

12.7. Knioum ¢ n3apecTHbIM ajiropuTMOM

B HeKoTOpBIX KITI0YaX MPOTPaMMICTY, PEeaTU3yIoIIeMy 3allUTy, TMPedoCTaBIsSeTCs
BO3MOXHOCTh BBIOpaTh M3 MHOXECTBA BO3MOXHBIX IpeoOpa3oBaHUil TaHHEBIX,
peanrn3yeMbIX KII0YOM, OJHO KOHKpeTHoe MpeobpazoBanme. [Ipmdyem mompasyme-
BaeTcs, YTO MPOTPAMMMUCT 3HAET BCE IETaM BEIOpAHHOTO MpeoOpa3oBaHUSI U MO-
XEeT TTOBTOPUTEL 0OpaTHOE TIpeobpa3oBaHue B YMCTO TIPOrPaMMHOI CUCTEME.

Hampumep, anmapaTHbBIf KJIIOY peaanu3yeT CUMMETPUYHBIN aJTOpUTM IIrdpoBa-
HMS, a TIPOTPAMMUCT UMEET BO3MOXKXHOCTD BBIOMPATh MCIIOIL3YEeMBIN KIIIOU -
poBaHus. Pazymeercs, HM y KOro He JTOJDKHO OBITh BOBMOXHOCTH IPOYMUTATh 3HA-
YeHre KTova MM@poBaHMs M3 alllapaTHOro KIToYa.

B Takoif cxeme mporpamMma MOXeT TiepelaBaTh JAHHBIE Ha BXOJ amapaTHOTO
KJII0Yya W IoJy4yaThb B OTBET pe3yabTaT IIMGPOBAHUS HA BBIOPAHHOM KIIIOYE.
Ho 1yt Bo3Hukaer nunemma. Eciu B mporpamme oTCyTCTByeT KJIOY IudpoBa-
HMSI, TO BO3BpallaeMble JAHHbIE MOXHO IPOBEPSITb TOJbKO TaOJMYHBIM CIIOCO-
O60oM, a 3HAYUT, B OTpaHMYEHHOM 0oOBbeMe. DAKTUYECKN MMEeeM aIllapaTHBIN KoY
C HEeU3BEeCTHBIM IporpamMme aaropuTMoM. Eciam xe kitod mubpoBaHUs U3BeCTEH
IporpaMMe, TO MOXHO MPOBEPUTh IPABWILHOCTh OOpabOTKU J1000ro odbema
JAHHBIX, HO MPHU BTOM CYILIECTBYET BO3ZMOXHOCTb M3BJIEUYEHUs Kioya HudpoBa-
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HUA 1 IIOCTPOCHUA SMYJIATOPA. A ecnu Takas BO3MOXHOCTD CYIIECTBYET, IIPOTUB-
HUK 00$13aTEILHO ITOMBITAETCS €10 BOCIIOJIb30BaThCS.

Tak uro alrapaTrHoO€ BbIINOJHEHUE CHMMETPHUYHOIO aJIrOpUTMa ]J_II/I(I)pOBaHI/IH
C U3BECTHBLIM K/IIOYOM HE€ NJAC€T HMYETO HOBOI'O C TOYKHM 3PC€HMA 3allilUThI. Ho ectb
ClIC U ACMMMETPUYHbBIC aJITOPUTMBI.

Korma ximfou peanmsyer acCHMMETPUYHBIN aITOPUTM IIMGPOBAHUS, TIPOTPAMMUCTY
He 00s13aTeIbHO 3HATh MCIOMB3YeMBbI CEKpeTHBIN Kirod. [laxke MOXHO CKasarh,
YTO OTCYTCTBHE BO3MOXHOCTH CO3[aTh IIPOTPAMMHYI0 KOIHWIO aImapaTHOTO
ACMMMETPUYHOTO IMU(PYIOIIEro yCTPOMCTBA HE CyXaeT, a paclluupsieT o0JacTh
BO3MOXHBIX TPUMEHEHMI, T. K. COKpallaeTcsl IepedeHb BO3MOXHBIX CIIOCOOOB
KOMIIPOMETAIINN CEKPETHOTO Kirfoua. B jroboM ciydae, A TIpOBepKU TOTO, YTO
aTmapaTHBIA KITI0Y TIPUCYTCTBYET M MPABUJIBLHO BBIMTOTHSET BBIYUCICHUS, JOCTA-
TOYHO 3HATh OTKPHITHIN KITIOY.

Dra cxema He MOXET OBITb 00OWIeHA TOJNBKO SMYJSAIMEN, T. K. IUISI TIOCTPOEHMS
MTOJIHOTO 3MYJISITOpA TPeOyeTcs O OTKPHITOMY KITIOUy IHGPOBAHUS BBIYUCIHUTD
CEKPETHBII KoY. A 3TO MaTeMaTMYeCKU CJIOXHAs 3amada, He umeromas apdek-
TUBHOTO pPEIIeHHUS.

Ho y mpoTtuBHMKA ocTaeTcsl BO3MOXHOCTH IMOAMEHBI OTKPBHITOTO Kilo4a B IMPO-
rpaMMme, U ecIM Takasl MoJMEeHa IpOoiaeT He3aMe4YeHHOM, TOCTPOUTh IPOrpaMM-
HBIIl SMYJISITOP HE COCTaBMT Tpyaa. Tak YTo acCUMMETPUYHBIE aJITOPUTMBI, Peat-
30BaHHBIE Ha ammapaTHOM YpOBHE, CIOCOOHBI OOECIeYUTh HEKOIMPYeMOCTb
3AIIMIIEHHON TpOrpaMMbl, HO TOJBKO B TOM cJIydae, €Cclu YAacTcs TpemaoTBpa-
TUTh IOJIMEHY OTKPBITOIO KJI04a IK(ppoBaHUSI.

12.8. Knoun
C nNporpaMmmMmupyemMbiM asiropuTMoMm

OueHb MHTEPECHBIM pElIeHWEeM C TOYKMU 3PEHHUs] CTOMKOCTU 3aIlUThl SIBIISIOTCS
amnmapaTHbIE KIIOYM, B KOTOPBIX MOXET OBbITh peaJM30BaH IPOM3BOJIbHBIN aJIro-
putM. CIOXHOCTb aJropUTMa OrpaHUYMBAETCS TOJIBKO OOBEMOM IAMSITU M CHC-
TeMOW KOMaHJ, KJIIo4a.

B aToMm ciyyae TS 3aIIMTHI TPOrpaMMBI BaXKHasl YacTh BBIYVMCIIEHUI MTEPEHOCUT-
cq B KIIOY, W Y TIPOTUBHUKA HE OymeT BO3MOXHOCTH 3allpOTOKOIMPOBAThH Tpa-
BUJIbHBIE OTBETHI Ha BCE 3alpOChl WM BOCCTAHOBHMTH JITOPUTM 10 (QYHKIUU
MpoBepKu. Benb mpoBepka, Kak TaKoBasi, MOXET BOOOIIE He BBLIIOIHITHCSI — pe-
3yJIbTaThl, BO3BpallaeMble KIIOYOM, SIBJISIIOTCSI MPOMEXYTOYHBIMU BeIMYMHAMMU
B BBIYMCIEHNN KAKON-TO CIIOXHON (YHKUMM, a MONABAEMBIE HA BXOJ 3HAYCHUS
3aBUCAT HE OT MPOTPaMMBbI, @ OT 0OpabaThIBAEMbIX TaHHBIX.

I'maBHOE — 3TO peann3oBarh B KIIOUE TaKylo (PyHKIUIO, YTOObI MPOTUBHUK HE CMOT
ITO KOHTEKCTY JOTamarhcsl, Kakre MMEHHO OIepalliiil TIPOM3BOISTCS B KITIOUE.
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12.9. YTo NnpoucxoguT Ha NpakTUKe

Ha mpakTrke B momaBisiolieM OOJTBITMHCTBE CIyIaeB ITPOTPAMMHMCTHI HE MCITOJTb-
3YIOT BCE BO3MOXHOCTH, MpeAocTaBiseMble anmnapaTHbIMU KioyaMu. Tak, Ha-
MpuUMep, OYeHb YacTO B aJITOPUTMHUYECKUX KITIOYAX C IMaMSITBhIO HCIIOIb3YeTCsI
TOJBKO TaMSITh, HE TOBOPS YK€ O CIydyasx, KOraa Bce MPOBEPKU HATMYMS KIio4ya
MTPOU3BOAITCS B OMHOW (DYHKIIMM, KOTOpasi BO3BpaIlacT pe3yiIbTaT B BUIE JIOTH-
yeckoro 3HaueHus. Y i monyyeHus: motHOMYHKIIMOHAIBHOM BEpCUM Tporpam-
MBI JaXe He TpeOyeTcsl K04 — OOCTATOYHO MCIpPaBUTh (YHKIWIO TPOBEPKH,
YyTOOBI OHA BCETAa BO3Bpalllaja COCTOSTHIE, COOTBETCTBYIOIEE HATMUMIO KITI0oYa.

Hexoropsle kmoun (Hampumep Sentinel SuperPro) MMeT IOBOJIBHO CIOXHYIO
cucteMmy pasrpaHuueHus gocrtyna. Kiawouu Sentinel SuperPro momaepxuBaioT ma-
pONY IS aKTUBAIIMY AJITOPUTMOB, BBIOMpaeMble TIPU MPOrpaMMUPOBAHNN, U Pa3-
JiebHbIEe TIApojid IJIs 3alMCcH U Tepe3anucu, OJWHAKOBBIe IJIs1 BCceX KIlouei oji-
HOW cepuu, IIOCTaBIsSIEMBbIX ONHOMY paspaboTuynky. M odeHb uyacto B Teme
MPOrpaMMbl OKa3bIBAETCSl MAPOJb Mepe3anucu, KOTOPbIA MO3BOJIsEeT MPOTUBHUKY
MepenporpaMMHUPOBATh KIIIOY 10 CBOEMY YCMOTPEHMIO.

Kioun HASP Time, HanmpoTuB, HE MMEIOT pa3rpaHUUYEHUs] TOCTYNa — Jisi TOTO
YTOOBl U3MEHUTh BpeMsl B KJIIOYe, HY>KHO 3HATh T€ XK€ camble Mapoju, KOTophle
KCTIONIB3YIOTCS JJIsI UTeHUs: BpeMeHU. To ecTb MPOTUBHUKY AJIsl MPOIJIEHMS Te-
puona paboToCIIOCOOHOCTH MPOTrpaMMbl, OTpaHUYEHHON MO BPEMEHM, JOCTATOYHO
OTBECTHM Hazajl yachl B KJIl0Ue, 1 HUUTO He MelllaeT eMy 3TO CAeJaTh.

HexoTopble Hen3BecTHbIE AJITOPUTMbI, pPeaIu30BaHHbIC B KIlouaxX, ObUIM MOJBEpr-
HyThbl aHaTM3y. Tak ObUI BOCCTAHOBJIEH AITOPUTM (DYHKIMH SeedCode, UCIOIb3Yye-
Moit B Kimouax HASP. A no HekoTopbIM coobiiieHusiMm B MHTepHeTe, He SIBISItoTCS
0oJIbllle CeKPEeTHBIMU M aJTOPUTMBI, peanusyeMble Kiatouamu Sentinel SuperPro, u
Jaxe HOBBIE aJITOPUTMBI KOMUPOBAaHMUS U IeKoaupoBaHus B Kimoyax HASP4.

Kiroun ¢ acMMMETpUYHBIMU aJITOPUTMAMHU BBITTYCKAIOTCST YK€ MHOTUMHM TIPOW3-
BOIUTEISIMU, HO MO3UIMOHMPYIOTCA KaK YCTPONCTBA I MACHTHMUKALINM U ay-
TeHTU(hUKAIMN, a He IJIST 3alIUThl MHGOPMAIINN.

A KITIOYU ¢ TIporpaMMHUPYEMBIM aJlTOPUTMOM, HAIIPOTHB, He BBITYCKAIOTCS KPYII-
HEWIIMMHU TIPOM3BOAMTEISIMI KITIOUEH M, CJIemOBaTeIbHO, MPAKTUYECKU HEe TPH-
MeHSIOTCS. Bo3MOXHO, 3TO OGYCIIOBIEHO TEM, YTO OHUW TOJYYAIOTCS CIUIIKOM
JOPOTUMM WJIW CJIUIIKOM CIOXHBIMU IUISI UCTIOJIb30BAHMSL.

12.10. BbiBOoAblI 0 NOsI€3HOCTU
annapaTHbIX Kntoyei

yTBep)KI[CHI/IC, YTO anmnapaTHbI€ KIOYMU CHOCOOHBI OCTAHOBUTH KOMITBIOTEPHOC
NUpaTcTBO, ABIISCTCA MI/I(I)OM, MHOI'M€ TOAbI PAaCHpPOCTpaHAECMbIM IIPOU3BOOUTE-
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JISIMU KJTIOUEH. I[J'IH XOpoHIo ITOATrOTOBJICHHOI'O IPOTUBHUKA KIIIOY PEAKO ABJIACT-
Csd CEPbE3HBIM MPEIATCTBUEM.

K Tomy Xe, yacTo mporpaMMMCTBI CJIEO MOBEPSIIOT aBTOMAaTU3UPOBAHHBIM CpPelI-
CTBAM 3AIlIMTHI, ITOCTaBIsIeMbIM B coctaBe SDK-kimioua, m He MpMKIAmbIBAIOT ca-
MOCTOSITEIbHBIX YCWIMHI IJIs1 ycuaeHus 3amuThl. OOeliaHus Mpou3BogUTeNeH
CO3MAIOT WITIO3WIO 3AIIUIIEHHOCTH, HO HA caMOM Jejie TPAKTUIeCKH IUIST Beex
ABTOMATHU3MPOBAHHBIX CPEACTB 3aLUTHI JABHO pa3paboTaHbl 3¢h@eKTUBHBIE CIO-
cOOBI HeTpaNIn3alny 3aIIUTHBIX MEXaHU3MOB.

Bonrwinas yactb 3alIUTHBIX MEXaHU3MOB, IIPUMEHAEMbIX B COBPEMEHHBIX KITIOYaXx,
OKa3bIBACTCA pa60TOCHOCO6HOﬁ TOJIbBKO B IIPE€AIIOJIOKEHUM, YTO INPOTUBHUK HE
CMOXeT 00ecHeYnThb SMYJSIOUIO KIIKo4Ya, T. €. PEATU3YIOTCAd Ha NporpaMMHOM
YPOBHE. CJICI[OBE[TCJII)HO, IIOYTU BCE€raa TOT 2KE€ YPOBEHDb 3allIUTHI MOXET OBITb
JOCTUTHYT 6e3 NPUBJIICYECHU allliapaTHbIX CPEACTB.



NnaBa 13

Ncnonb3oBaHue L\
HaBeCHbIX 3aLuT

OI[HI/IM N3 MOMYJIAPHBIX CIIOCO0OB 3aIIUTHI IIporpaMm ABJISIETCS HUCITOJIB30BAHUE
TaK Ha3bIBAEMbLIX ITPOTCKTOPOB — IIPOrpadMMHbBIX MHCTPYMEHTOB, INPEAHA3HAYCH-
HbIX IJId 3allIMThI APYIrUX IIporpamMmm.

OOBIYHO ClieHapWii YCTAHOBKM 3alMTHI cieayolnuii. Pazpaboryuk cosmaer mpo-
IrpaMMHBIN TIPOMYKT C MCIOJb30BAaHMEM HEKOTOPBIX MPOTPAMMHBIX CPEICTB: BH-
3yaJlIbHBIX Cpell, KOMIWISATOPOB U T. A. Ilociae Toro Kak MojyyeH paboTaroluii
WUCIIOJIHSAEeMBI haii, 3ToT aiil oOpadarhiBaeTCd C IIOMOIIBIO IPOTPAMMEI-
MPOTEKTOpa U CO3[AeTCs HOBBI MCIOJHSEMBI (haiii, B KOTOPOM peau30BaHbI
HEKOTOpPBIE CPEICTBA 3AIUTHI.

13.1. Kakylo sawjuty
obecneunBaloT NpoTeKTOPHI

IIpotekTophl, Mpexne Bcero, 3allUIIAIOT MporpaMmy oT ucciaenoBanus. Mccieno-
BaTh MOXHO pa3MYHBIE OOJACTH TPOTpaMMEBI, HO Hambojee 4acTo ITPOBOIUTCS
vcciaenoBaHue Kofia, MpUYeM C COBEpILIEHHO pasHbIMU Iiensmu. McciaemoBaHue
KoJla BHpYca MOXET IPOBOIUTHCS C IIENIbI0 OIpeneIeHNsT METOIOB 3apakeHUs 1
pa3paboTKu BaKLUMHBL. KMccrnemoBaHue Koma oIepallMOHHON CHUCTEMBI TTOMOTaeT
HaxoOIWTh YSI3BUMOCTH, a TaKKe THCaTh TPUIIOKEHHS, B3aMMOIEHCTBYIOIINE
C OTEepalIMOHHON cUcTeMoil Ha OoJjiee HU3KOM ypoBHe. [IporpaMMsl McciaemyoTest
C Iebl0 OOHApy:KeHUS HEeJOKYMEHTHPOBAHHBIX BO3MOXKHOCTEH, a WHOIrma s
BOCCTAHOBJIEHMSI JITOPUTMA, IO KOTOpOMy Iporpamma ¢dyHKimoHupyer. Cyie-
CTBYIOT U IpyTHe TIPUYMHEI JJIsT MCCIeIOBaHMIA.

O0JacTH pecypcoB U JAHHBIX TAKXKE MOIYT COIEPKATh HEKOTOPYIO MHTEPECHYIO
nHGpOPMALIMIO, IIO3TOMY YACTO 3allMTE IOABEPraloT HE TOJBKO KO IIPOrpPaMMEI,
HO U TAHHBIE C PecypcaMM.

OnHako 3aluIaTh abCOTIOTHO BCE pecypchl HE COBCeM MpaBWibHO. Jleo B ToM,
YTO OCHOBHAsI YacCThb PECYpCOB IOJIKHA OBITH TOCTYITHA TOJBKO B MOMEHT BHITION -
HEeHUSI MPOrpaMMbl, U TaKHWe Pecypchl MOXHO 0e300s13HeHHOo 3amuiarh. Ho ecthb
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HEKOTOpOe KOJIMYECTBO PEeCypcoB, HAIlpuMep MHGMOPMAIIMSI O BEPCUU TTPOTPAMMBI
U ee UKOHKA, KOTOpble MOTYT MCIOJb30BaThCsl OMEPALlMOHHON CUCTeMOM Torna,
Korma IporpamMma He 3amyiieHa. M aTh pecypchl B 3alllMIIEHHONW IIporpaMme
JOJIKHBI OCTABaThCSl B OTKPHITOM BUIIE.

To ke camoe OTHOCUTCS M K HEKOTOPBIM CIIYKEOHBIM CTPYKTypaM HaHHBIX, Xpa-
HSIIIMMCST BHYTPU TTPOTPAaMMBI M MCIIONB3YIOIIUMCS B TIpoliecce 3arpy3ku. Ecmm
9TU CTPYKTYpPhI OYymyT HEOOCTYMHBI ONMEepallMOHHON cHucTeMe, 3alIUIIEeHHYIO Mpo-
rpaMMy He yaacTcs 3alyCTHTh.

MHorre TIpOTEeKTOPBI COAepXaT CpeAcTBa, ITO3BOJISIONINE CO3daBaTh BEPCHU
¢ orpaHnuyeHussMu. Hampumep, 3ammmineHHass mporpaMMa MOXeT IMPeKpaTuTh pa-
6oTaTh Yepe3 3aMaHHBIN MPOMEXYTOK BpeMEeHU, ecli He OymeT BBeIeH MpaBUIIb-
HBIIl PEeTUCTPallMOHHBIA KO WJIM IO BBOAA Koma OymeT perylIsipHO TOSBISTHCS
OKHO ¢ HaITOMMWHAHWEM O TOM, YTO IIporpaMMa He 3aperucTpUpoBaHa, W C Tpem-
JIOXXEHMEM TIPUOOPECTH JTUIIEH3UIO.

HaubGosnee mpoaBUHYTHIE MPOTEKTOPHI UMEIOT IporpaMMHbie nHTepdeiicsl (API),
JOCTYIHBIE M3 3allMINAeMOil MporpaMMbl U TMO3BOJSIOIINE Oojiee YeTKO KOHTPO-
JMpoBaTh Iporecc ee BoimoaHeHns1. OueHb yacto API mcnonb3yercsa mist muHa-
MMYECKOW Pa30JIOKUPOBKU (PparMeHTOB KoJa, KOTOPbIE MOJKHBI OBITH JOCTYIHbI
TOJBKO B 3apeTrMCTPUPOBAHHON BEPCHUU.

13.2. Kak pa6oTaloT npoTeKTOopbl

s Toro YTOOBI 3alIUTUTL MCIIOTHSEMBIN haifl, MPOTEKTOp JOKEH KAaKUM-TO
o0Opa3zoM IMpeobpa3oBaTh €ro coaepXuMoe U J00aBUTh CBOIM KO, OTBEYAIOIIMH 32
MPaBUJIBHYIO 3arpy3Ky M3MEHEHHOM TTPOTpaMMBI B TTAMSITh.

IMpakTuyecku st Bcex popMaToB UCMOMHSIEMbIX (aiiioB ObLIM pa3padoTaHbl alro-
PUTMbI, MO3BOJISIONIME N00ABISATh HOBBI KOJ TaKUM 0OOpa3oM, YTOObI OH BBIMOJI-
HSUICSI 10 OCHOBHOW MporpamMMbl, He Hapyllasi Mpu 3TOM ee (QPYyHKIMOHAIbHOCTH.
Ckopee Bcero, OCHOBHbIC MCCJIENOBAaHUSI B 3TOM 00JaCTU OBbUIM BBITTOJIHEHbI
aBTOpaMu BUPYCOB, T. K. JoOaBJieHUE Tejla BUpyca K MporpaMme SIBJsieTCsl OMHUM
M3 OCHOBHBIX METOIOB 3apakKeHUs.

Kon, naHHbie 1 pecypchl 0OBIYHO 3alIUIIAIOTCS C MOMOILbIO HnudpoBanus. Mcnomb-
3yeMbIil aJITOPUTM He 00SI3aTeNTbHO TOJDKEH OBITh KPUNTOrpahuIecKd CTONKUM, T. K.
KITIOY II(pOBaHMST BCe paBHO HEBO3MOXKHO COXPAHUTH B aOCONMOTHOM TaitHe. OYeHb
YacTo 10 MM(pPOBaHUS MPUMEHSIETCS CKaThe TAHHBIX, YTO TO3BOJISIET KOMITEHCHPO-
BaTh YBEJIMUYCHHE pasMepa HUCIOIHAEMOro daifa, MPONCXOmAIIee BCIENCTBUE T00aB-
JIEHUsI Koia MpoTeKTopa. A WHOrga pe3yJbTUPYIOUIMN 3alllMIIeHHbIA Gdaill gaxe
YMEeHbILIAEeTCsl B pa3Mepe 1o CPaBHEHUIO ¢ UCXOMHBIM (hailioM.

Ilpu 3amycke 3alMileHHON IMPOrpaMMbl yIpaBieHUe cpazy MojydaeT Kol IMpo-
TEKTOpPa, KOTOPHIN BBITTONHSIET MPEIyCMOTPEHHBIE TIPOBEPKU M pacIIiGpOBBIBACT
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B MaMsTH Bce HeoOXoAuMble 00JaCTH, a TaKXe MPOBOAMT HACTPOMKY TaGIMLIBI
alpecoB MMITOPTUPYeMbIX (dyHKIuiA. [locie ycrnemHoro 3aBepiieHus Mpoleayphbl
HAaCTPOMKM TIPOTEKTOp TIepedacT VIpaBIeHWE Ha OPUTHMHAIBHYIO TOYKY BXOHA
(Original Entry Point, OEP) u HaunHaeTcsl BBIIIOJIHEHHE OCHOBHOI MPOTpaMMBl.

IIpoBepku, BbIMOAHSIEMbIE MPOTEKTOPOM M0 Hayaza paboThl MPOrpaMMbl, MOTYT
OBITH pa3sHOTO poma. DTO MOTYT OBITH MPOBEPKU, Kacaolluecs HAIWYUS JTAICH-
3un (4TOOBI Oe3 JIMIIEH3WHU TporpaMMa IpOCTO He 3amycKanach) WM CpaBHEHUS
TeKyIllei JaTkl co 3HAa4eHWeM, ITOoClie KOTOPOTO IporpaMMa IoJDKHA TepecTaTh
paboTarb, a TAKXKe MOIBITKM OMpPeaeUTh HAIMUKE 3alylIeHHOTO OTIaTunKa.

13.3. CueHapun atakm

I/ITHK, yalaie BCEro 3aluilieHHad InporpaMma OTJIMYaeTCd OT HE3AIIUILIEHHON Mo
CJIeayrmuM napaMmeTrpam:

O xon caMoil TIporpaMMBbI 3alIdpoBaH;
aJipec OPUTUHAIBHOM TOYKM BXOJA M3BECTEH TOJIBKO IIPOTEKTOPY;
OCHOBHAs 4acTh pecypcoB 3alInpoBaHa;

OCHOBHAas 4aCTb JaHHBIX SaLHI/I(i)pOBaHa;

auaaa

TaOIUIIBI UMITIOPTA HEAOCTYITHBI (HaCTpOfIKy HMMIIOPTA BBIIIOJHAET CaM IIPOTEK-
TOp, U TOJIBKO OH 3HAET, KaKue Q)YHKHI/II/I JIOJKHBI OBITh I/IMI'IOpTI/IpOBaHbI);

O mpuCyTCTBYyeT KOO MPOTEKTOpa.

s Toro 4robbl 06e3BpeduTh (YOaauTh) MPOTEKTOP U PEKOHCTPYUPOBATh IPO-
rpaMMy K BHOY, MAaKCHMMajJbHO OJM3KOMY K HE3alIUILIEHHOMY, YelIOBEKY, KOTO-
PBIii TIBITAETCSI CHATh 3alIUTY, HEOOXOAMMO PEIMTh CISAYIOIINe 3aaun:

O nony4yuTh paciiud@poBaHHBINA KO IPOTPaMMBbI;
HAWTU aapec OpUTMHAIIBHOM TOYKU BXOHA;
MOJYYUTD paclinppoBaHHbBIE PECYPCHI;

TTOJIYYNTh paciindpoBaHHBIC TaHHBIE,

[ R R |

ONpeneNuTb BCe HMIIOPTUPYEeMble IMporpaMmMoil (GyHKIMM U BOCCTAHOBUTH
Ta0JIULIBI UMIIOPTA;

O ymaauTh KOI MPOTEKTOpA.

st OONBIIMHCTBA CYIIECTBYIOIINX IPOTEKTOPOB PA3HBIMU JIIOABMH B pa3HOE
BpeMsT OB pa3paboTaHbl 3BPUCTUKH, TO3BOJISIONINE YCIIEITHO PEIINUTh BCe WU
MOYTH BCE BTU 3aIauMu.

Tak, HampuMep, Kom OOBIYHOM IMporpaMMbl He JOJDKEH M3MEHAThCS B IIpollecce
BEIMoNTHeHUs1. ClieoBaTeNIbHO, TTOCIIe TOTO, KaK MPOTEKTOp Mepeaal yIpaBieHue
3AIIMINEHHON TIporpaMMe, M II0 €€ 3aBepIleHUs KON TPEIACTaBIeH B MaMSITH
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B TAKOM Xe BHIE, KaK W y He3allUIIeHHOW mporpaMMbl. To eCcTh JJIT BOCCTAHOB-
JIEHUSI OPUTUMHAIBHON CeKIIMM KOAa JOCTAaTOYHO WU3BJIeYb €€ U3 MaMsiITH Iocje
TOro, Kak mporpamma Obuia 3amyieHa. B coBpemeHHBIX Bepcusix Windows st
3TOTr0 OYEHb XOPOILIO MOAXOAUT craHmapTHas dyHkuus Win32 API, Hocsas Ha-
3BAHNE ReadProcessMemory.

Haiitu agpec opuruHaibHON TOUKM BXOJA HECKOJbKO cioxHee. Ho, umes: B pac-
MOPSDKEHUU pacIiii@poBaHHYIO CEKIMIO KOIa, MOXHO MOJYyYUTh OYEHb MHOTO
nHdopMaiuu, nosposionield 3heKTUBHO peliuTh 3Ty 3aaady. [To cekuuu Kona
JOBOJILHO JIETKO MOXHO OIpenenTh, B KAKOH cpele pa3paboOTKM cozgaHa Ipo-
rpaMma U KakKuM KOMIIMJISITOPOM OHa cobOpaHa. A HaluuMe Takoil MHbopMaluu
3HAYUTEJIbHO YIIPOIIaeT OThICKAaHNEe OPUTUHAIBHON TOYKM BXonma. Tak, Hampumep,
XapaKTepHON OCOOEHHOCTBHIO TMporpaMmM, coOpaHHBIX ¢ TMoMoinbio Borland C++
Builder, sBnsieTcst To, 4TO TOYKa BXOJA HAXOMWUTCS B caMOM Hadajle CeKIMHM Koja.
A Touka Bxoja B mporpammsbl, coopanHbie B Borland Delphi, HanpoTuB, cooTBer-
CTBYeT Hadaldy (QyHKIIMU, KOTopas pacIoliokeHa B caMOM KOHIIe CEeKIIMM KOoja.
Takxke B rpadpuueckux (He KOHCOJNbHBIX) MPUIOXKEHUSIX OJHOM U3 MEPBBIX BbHI3bI-
BaeMbIx ¢GyHKuu Win32 API gaBnsercs GetModuleHandle, T. K. 3HaUY€HHUE, BO3-
BpalliaeMoe 3Toil (yHKIMEeH, DOKHO OBITh MepelaHo B (PYHKUUIO WinMain,
Cc KoTopoli HaumHaioTcsd moutu Bce Win32-mporpammbl. Takum oOpasoM, eciu
KaKMM-HUOYIb cIocoOOM yaacTcsl Y3HaTh, C KaKOro ajpeca MpPOUCXOAUT BHI3OB
GetModuleHandle, OPUTMHAJIbHASI TOYKA BXOAa C OOJIbLIOK BEPOSITHOCTbIO OyjaeT
TIe-TO HEeIoAaJeKy.

Ectb u npyroii cnoco® BbISIBIIEHUS] OPUTMHAIBHON TOUKM Bxoad. OH 3akjitovaercs
B TOM, YTOOBI B MOMEHT, KOTJa TIPOTEKTOp YK€ pacirmdpoBal CeKIHIo Komaa, HO
ClI€ HE Mnepeaal B HEC yIpaBJIC€HUE, C IOMOIIbIO (I)yHKLlI/lI/I WriteProcessMemory
3aIOJIHUTh BCIO ceKIuio Koma Oaiitamm co 3HaueHueM 0xCC (4TO COOTBETCTBYET
KOMaHIIe Mpolleccopa Int3 — BBI3OB OTJIANAOYHOro IpepbiBaHus). Pasymeercs,
TaKoM KOI He MOXET BEIOJHSTBCS, O UYeM OIepalliOHHAs CHCTeMa W HM3BECTUT
MoJb30Baresist. A B HEKOTOPbIX ciydasx (B wacTHocTH, noa Windows NT, 2000 u
XP) eme u cooOUIUT agpec, MO KOTOPOMY MpoM3olLIa OlIMbKa. DTOT aapec U
OyIeT SIBISTBCS aapecoM OPUTHMHAIBHON TOYKM BXoma. JIaHHBI METoI M3BecTeH
co BpemMeH DOS, rme oH MCIONIBb30BaNCs, B YACTHOCTH, IJIST TTOMCKA OPUTHHATb-
HBIX TOYEK BXOIA B MPEPHIBAHUS.

KcraTtu, Bo BpemeHa DOS Takxke cyllecTBOBIM YMAKOBIIMKU W MPOTEKTOPHI UC-
MOJTHSIEMBIX (paitjIoB, U IJIs1 TPOTUBOJAEUCTBUSI UM pa3pabaThiBaIUCh aBTOMaTHye-
ckue nenporeKropbl. MakTUYeCKH, TpyaHEe BCEro aBTOMATH3AIMH IIOIABAIACH
MMEHHO 3ajaya MoKMCcKa OpUIMHaJbHOI Touku Bxoga. M cyllecTBoBall IenpoTek-
TOp, HOCHBIIMI Ha3BaHMe Intruder (BTopraroiuiics), KOTOPbIA yMeI B IIpoIecce
3amycka MporpaMMbl OINpeaessiTb, KaKUM KOMITMJIITOPOM OHa ObUIa co3laHa, W,
HUCXOASl M3 BTOrO, BBEIYMCIISUI IpPaBWILHBIN ampec TOuykd Bxoma. Intruder "3Ham”
MPAKTUUYECKU BCE PAcpOCTPAaHEHHbIE B TO BpeMsl CpeicTBa pa3pabOTKM M B IO-
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JABIISIIONIEM OOJIBIIIMHCTBE CJIy4acB YCII€EIIIHO CHMMAJI HABECHYIO 3alllUTy B aBTO-
MAaTH4YE€CKOM PEXUME.

C u3BJIeYEHHEM PECYpCcoB OOMBIIMX MPobdIeM 0ObIYHO He Bo3HMKaeT. [IpoTekropy
MPUXOOUTCA pacIin¢poBEIBaTh W HACTPAMBATh PECYpCHl B MAMSITH TaKUM obpa-
30M, 4ToObl (pyHKUMU Win32 API, oTBeuarlue 3a JOCTYIl K pecypcam, MOIJIU
HOpMajibHO pabotarb. CienoBareibHO, AEMCTBYSI TOYHO TaK XXe, KakK AeCTBYIOT
¢dyukuum Win32 API, u3 3arpykeHHOI B MaMsITh MpPOrpaMMbl MOXHO H3BJIeUb
KaXIblii pecypc B OTAEIbHOCTH, U TOTHA ISl BOCCTAHOBJEHUSI CEKLIUU PECypCcoB
OCTaHeTCs TOJbKO IOCTPOMTH IEPEBO pecypcoB (B COOTBETCTBUU CO cCIelUduKa-
mueii ¢popmara Portable Executable).

I[aHHBIC IIporpaMMbl MOT'YT U3MEHSITBCS B ITPOLIECCE BBITTOJTHECHUS. CJ'[CI[OBB.TCIH)—
HO, IJId IMOJY4Y€HUA HEUCKaKCHHDbIX CEKUMIA MAaHHBIX HCO6XOHI/IMO yuTaTtb UX M3
nmaMsITu Iporecca UMEHHO B TOT MOMEHT, Koraa IpOTEKTOp II€peaacT yrpaBlICeHUE
OCHOBHOMI nporpaMmme. Ecan OpUIMHaJIbHasA TO4YKa BXOoJa M3BECTHA, OIPCIACIICHUEC
TaKOro MOMEHTA HE COCTaBUT OOJIBIIOTO Tpyaa. ):[J'[ﬂ 3TOTr0 MOXHO HCIIOJIb30BaTh
OTJIAaAO0YHBIC PETUCTPLI HEHTPAJIBHOTO IIpoIECccopa.

Haunnag ¢ Intel 80386 Bce mpoleccopsl cemeiicTBa X86 MMeIOT ammaparHbIE
cpencTBa ISl omIaaku npuioxeHuid. Ilpolieccop mo3BossieT MCHONb30BATH A0
4-x ammapaTHBIX TOYeK ocTaHoBa. Kaxmas Touka OIMMCBIBAETCSI TUIIOM IOCTYIIA,
KOTOpPBIN OYIET OTCIEeXMBATHCS MPOLIECCOPOM (UTeHHUE, 3aMUCh, BBIMOJHEHUE),
azpecoM, TIpyu OOpallleHUH TT0 KOTOPOMY TIPOIIecCcop CreHepHpyeT UCKIToYeHNE, 1
pa3sMepoM KOHTpOIMpyeMoil obnacTu (BYTE, WORD, DWORD). JIJIsT paGoThl ¢ amma-
paTHBIMM TOYKAMHU OCTAaHOBA MCITONB3YIOTCSA TaK HA3bIBaeMbIe OTIAMOYHEIE PeTH-
CTpBI, KOTOpBIE B CUCTEMEe KOMaH X86 MMEIOT JJorMuecKre MMeHa, HaYMHaloI1e-
ca ¢ DR (Debugging Registers). JlocTaTouHO yCTaHOBUTb TOYKY OCTaHOBa Ha
WCIIOJTHEHWE KOoIa IO aapecy, COOTBETCTBYIOLIEMY HalWIeHHOW OpMTMHATbHOMN
TOYKE BXOmIa, 00paboTaTh TeHEPUPYEMYIO MTPOIECCOPOM MCKITIOUNTEIBHYIO CHTYa-
LU0 ¥ TPOYUTATh COAEPKUMOE TTaMSTH.

Peructpbl amnmapaTHOil OTJIAAKM HE MOCTYITHBI HAIpPSMYIO ITOJTh30BATEILCKUM
MporpaMmam, T. K. ollepaliii YTeHUs U 3alMCU OTJIAJA0YHBIX PETUCTPOB SIBISIOTCS
MPUBWIETUPOBAHHBIMA U paspellleHbl TOJbKO B pexuMme sapa (B IpaiiBepax).
Ho x comepXumMoMy 3TUX pPErMcTpOB MOXKHO TOJYYUTb MOCTYN HECKOJbKUMU
crnocobamu u 0e3 gpaiiBepa.

Bo-nepBhIX, comep:KuMoe BceX PErHCTPOB B KAKOM-TO IOTOKE MOXET ObITh IOJY-
YeHO U ycTaHoBJeHOo uepe3 Takue ¢pyHKIMU Win32 API, Kak GetThreadContext
U SetThreadContext. Ilepen obGpalleHUEM K KOHTEKCTY IIOTOKA PEKOMEHIYETCsI
OCTAaHOBHUTh TOTOK (PYHKIIMEN SuspendThread, a 10 OKOHYAHMM MaHUIYJISIIUI
¢ KOHTEKCTOM 3aITyCTUTh €r0 BHOBB ITPU ITOMOIIN ResumeThread.

Bo-BTopnix, cymectByeT nmogMHoxectBo Win32 API, naseiBaemoe Debugging API
(mporpamMHbIii nHTepdeiic otnagku). C nomolublo (GYHKIUNA, BXOASIIUX B CO-
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craB Debugging API, oueHb IIpOCTO HAmMcaTh COOCTBEHHBIN OTIAMYMK, KOTOPBIA
OyZmeT mojyyarb U3BEHIEHUS 000 BCEX BAXHBIX COOBITUSIX U MCKIIOUYEHUSX, BO3-
HUKAIOLIKUX B OTJAaxuBaeMmoil mporpamme. M oTnagumMK Takke MOXET MCIOJb30-
BaTh (PYHKIIMU GetThreadContext U SetThreadContext IJISI JOCTyIa K OTJIam04-
HbIM PETUCTPAM.

M HakoHell, B-TpeTbUX, UBHYTPU TMPOTrpaMMbl AOCTYN K OTJIAAOYHBIM perucrpam
MOXET OBITb OCYIIECTBJIEH IYTeM HCIIOJIb30BAHUSI MEXaHM3Ma CTPYKTypHMpPOBaH-
Hoil 00paboTkmu uckitoueHuit — Structured Exception Handling (SEH). docta-
TOYHO YCTAHOBUTH CBOW OOPAOOTYMK MCKIIOUEHMSI M BBHITIOJHMUTH 3aBEIOMO He-
MpaBWIbHYyl0 onepauuio (Hampumep obpamieHue Mo aapecy 0x00000000). ITpu
BO3HUKHOBEHUM OIIMOKM OyIeT BbI3BaH OOpPa0OTYMK MCKIIOYEHUS, KOTOPOMY
omnepalMoHHasl cucTeMa TepenacT ykKasaTellb Ha CTPYKTYpy KOHTeKCTa IOTOKa,
collepXallylo 3HaueHue BceX peructpoB. IIpm sToM 3HAUEHMS, KOTOPBIE OKAXYT-
csl B 9TOM CTPYKType Mocjie 3aBeplieHus: oopaboTurKa UCKIUYeHUs, OyAyT 3aHe-
CEHBI B COOTBETCTBYIOIINE PETUCTPHI MEHTPATHHOTO Tpolleccopa, BKIIIOYas OTjIa-
JIOYHEIE.

CaMyl0 3HAYUTENIbHYIO TPYAHOCTb MPU CHSATUM 3alllUThl, HABepHOEe, MpeIcTaBseT
co0boii BoccTaHoBIeHUE Taouuil ummopTra. OmHAKO M 3Ta 3amada MOXET OBITh yC-
MEeIIHO pelleHa.

CrenyeT OTMETUTb, YTO OOJBIIMHCTBO MPOTEKTOPOB OCTABJSIOT B 3aIIMIIEHHON
nporpaMmme TabJuily UMIOPTA, COAEPXKALLYID KaK MUHMMYM IO OIHOW MMIIOPTHU-
pyeMoii (YyHKUUM U3 KaXIOH OMOIMOTEKU, UCIOJb30BAHHON B OPUTMHAIBHOM
MporpaMMme, MHaye 3arpy3vyuK, SIBISIONIMIACS YacTblo OMNMEpPallMOHHOW CUCTEMBI,
BOOOIIIe HE OTOOpa3UT OUOIMOTEKY B aApecHOe MPOCTPAHCTBO IIpoliecca. DTO Mo-
3BOJISIET JIETKO OMpPENeIUTh TOUHBIM CIMUCOK OUOAMOTEK, U3 KOTOPBIX MMITOPTU-
pyotcsa ¢yHkuuu. B kpaitHeMm ciydae, eciy nepedyeHb MMIIOPTUPYEMbIX OMOIMO-
TeK TOJYYUTh He YAAJOCh, CYIECTBYeT BO3MOXHOCTb Y3HaTb, Kakue BOOOIIe
O0uOIMoTeKM ObLIM MOIKJIIOYEHBI K Ipolieccy. DTo OyayT Bce OMOIMOTEKHU, HA KO-
TOpbIe €CThb CCHUIKM B TAOJMIIAX MMIIOpTA HE3alIUIIEHHOW MpOrpaMMbl, U HEKO-
TOpPOE KOJIUYECTBO APYIUX OMOIMOTEK.

ITocne Toro Kak Bce MCHONb3yeMble TMHAMUYECKHE OMOIMOTEKM OKa3aJlUCh OTO-
OpakeHbl B aJpecHOe MPOCTPAHCTBO MPOrpaMMbl, MOXHO MOJYYUTh alpec Kaxk-
JIOM DKCIIOPTUPYyEeMO (PYHKIMH [JI BCEX HEOOXOOUMBIX OMOIMOTEK.

Temepb ocTaercs TONBKO HAWTH B OIEpPAaTHUBHON IaMSTH, IMpHHAIIEXAIIEH TIpo-
rpaMMme, pacroyioxXeHue TabJauIbl aapecoB UMIOPTUPOBAHHBIX MYHKIMA U ompe-
JETUTh pa3Mep STOM TAOIHIIBI.

ITocne 3arpy3ku U HacCTpOWKU MPOrpaMMbl B aMsITH Tabauia aapecoB UMIOPTH -
pyeMbIX (GYHKIMH uMMeeT oOblyHO cienytomuii Bua. CHayaga WAYT HECKOJbKO
32-OMTOBBIX 3HAUYEHUM, SIBJASIOLIMXCS aapecamu (QYHKLUNA, UMIOPTUPYEMBIX U3
nepBoii 6ubnuoreku. [locnenoBarenbHOCTh yKazareneil, OTHOCSIIAsACS K MepBOi



Maea 13. Vicnonb3oBaHne HaBECHbIX 3aLUUT 149

O6ubIIMoTeKe, 3aKaHYMBaeTCsl HYJIeBbIM 31eMeHToM. Cpasy 3a HUM MIYT yKasaTeau
Ha UMIIOPTUpYeMble (DYHKLIMHU BTOpOW OMONMOTEKM, KOTOphbIe CHOBA 3aKaHYMBA-
I0TCSI HyJIEM, U TaK Jajiee IJis BceX OMOIMOoTeK.

TakuMm oOpasoM, cieayeT MCKaTh IIOCIEI0BAaTEeIbHOCTA 32-OMTOBBIX 3HAYEHMI,
3aKaHYMBAIOIIMECS HYJIEBBIM 3JIEMEHTOM, M BCE B3JIEMEHTHI I10CJIe0BATEeIbHOCTU
JIOJDKHBI COBITAIaTh ¢ aapecaMu (pyHKUMiI omHoi mM3 Ombiamorek. Kaxkmas takas
MOCJIeIOBATEeIbHOCTh OYAEeT OTHOCUTBCS K ONHOM M3 OMOIMOTEK, a BCE ITOCEI0-
BaTeJIbHOCTU BMecCTe OyayT oOpa3oBBIBaTh TAOJIUIYy aApecoB HMIIOPTUPYEMBIX
byHKIIMI.

Penakrop cBsazeit (linker) oOblYHO pasmelnaeT TabAULY aIpecoB UMIOPTUPYEMbIX
(byHKIIMI B CEKIIUU CTATMYECKUX JAHHBIX, TAK YTO MMEET CMBIC] HAYMHATh IMOMCK
MMEHHO OTTYy[a.

ITocne Toro kak ompenesieHBl Bce (GYHKIIMU, HEOOXOTMMO IOCTPOUTH UM OCTAIb-
HBle TAONWILI, OTBEYAMOIIWE 3a WMMIIOPT, HO 3TO AeJaeTCI B COOTBETCTBHM CO
criennduKanueil ¢popmara mepeHOCUMOTo HMCIONHSAeMOro ¢aiijla 1 o4eHb JIETKO
ABTOMAaTU3NPYeTCS.

Peuienue camoil mocnenHeil 3agauu — yaajeHUE KoJa MPOTEKTOpa — Ha camMoM
Jieie He SIBJsieTcsl HeoOXOAUMBIM JUISl MOJyYeHUsT paboTOCIOCOOHO MTPOrpaMMBbl.
Ecnu BoccTaHOBUTH 3aliu@poBaHHbIE CEKIMU, UHAEKCHl PECYpPCOB, TAOJMIbI M-
MnopTa, HaWTU TOUYKY BXOJA W CO3[aTh HOBBIM MCIOMHSAEMBIN Gaiij, B KOTOpOM
OyzneT MpUCYTCTBOBaTh KO/ MPOTEKTOpa, OH MoJKeH paboTtath u Tak. Ho, ynanus
KONl U JaHHbIE, HOOABJIEHHbIE MPOTEKTOPOM, MOXHO HECKOJIbKO COKpPAaTUTh pas-
Mep UCIoJHsIeMoro daiina.

13.4. bopbba TexHonoOrNMi
3awuThbl 1 B35IOMa

PasymeeTcs, pa3paboTIMKK TTPOTEKTOPOB HE XOTIT MUPHUTHCI C TEM, YTO BOCCTA-
HOBUTH OPUTHHAIBHYIO ITPOTPaMMY TaK JieTKo. I OHM BCSYECKM CTPEMSITCSI eCi
He clelaTh BOCCTAHOBJIEHNE HEBO3MOXHBIM, TO XOTS OBl MaKCUMAaJIbHO YCIOXK-
HHWTh 3TOT TpOIIecC M, caMoe TJIaBHOE, MPeIOTBPATUTh IOJHYI aBTOMATH3alUIO.
Jleqio B TOM, YTO Ui MCITOJIb30BAHUS aBTOMATHUYECKOTO IEMPOTEKTOpa He HYKHO
OBITH TEeHWEM, JOCTATOYHO MMeTh 0a30Bble 3HAHUA. A BOT IeaKTHBUPOBAThH IEHCT-
BUTEJIbHO CEphe3HYI0 HABECHYIO 3aIHUTy MOTYT OYKBAJIbHO €IWHMIIBI — CYUTAH-
HBIE TIPOIIEHTHI OT YMcjIa BCeX JIIOJEH, cepbe3HO 3aHMMAIOIINXCS MCCIeqoBaHueM
nporpaMm (Reverse Engineering), u ThICSIUHbBIE AOJM MPOLIEHTA OT OOLIEro yucia
IOJIb30BATEJIEH.

OJIHaKO CIICHUAIIMCTBI IO MCCICOOBAHUIO IIPOTPaMM TOXE HE XOTAT MHUPUTHCA
C TEM, YTO IIPOTEKTOP HE yOacTCs 6LICTpO CHATDH, U IIPUAYMBIBAIOT HOBBIE METOIBI
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obxoma 3ammuTel. Takoe HeopUIIMaTbHOE MPOTHBOCTOSHIE TIPOMOJIKAeTCS He Tiep-
BEI TO, M KOHIIA €My IToKa He BUmHO. Ho, moxoxe, MMEHHO 3TO TPOTUBOCTOSI-
HHEe W CTUMYJIMpPYeT pa3BUTHE IPOTEKTOpoB. MHaue ypoBeHb TEXHOJIOTMYECKUX
pelIeHnid, MCITONb3YeMbIX IS 3alllUTBI, OCTalics OBl HAa YpOBHE, MOCTHTHYTOM
elle B TIEPBBIX BEPCHSIX IIPOTEKTOPOB.

st Toro 4ytoObl Koi (MCHOJNHSEMble MHCTPYKIIMHU) HeJb3sl ObLIO MPOYMTATh U3
MMaMsITH TIOCJIe 3aITycKa MPOTpaMMBI, IPUMEHSETCS MIM(poBaHUe OTASIBHBIX y4a-
CTKOB Kojia ¢ paciindpoBKON MX HEMOCPEeNCTBEHHO Tepel HayajoM U 3amud-
POBKOI Cpa3y IO OKOHYAHUU BBHITOTHEHMS.

OgHMM U3 CIOCOOOB NOCTUKEHMSI TAKOTO TMOBEACHHUSI MPOTrpaMMBbl SIBIISIETCSI HUC-
nonb3oBaHue API mporekTopa. To ecTh mporpaMMucT, pa3padarbIBaIOIIUN IPO-
rpaMMy, KoTopas To3xe OyaeT MoJBeprHyTa o0paboTKe MPOTeKTOPOM, CIelUalb-
HBIM 00pa3oM ONMCHIBAeT, Kakue o0JacTH HODKHBI OBITh 3amn¢ppoBaHBI
0OJIbIIYI0 YaCcTh BPEMEHU BBHIMOJHEHMS MPOrpaMMbl, U SIBHBIM 00Opa3oM yKa3biBa-
€T, B KaKOii MOMEHT IOJIKHBI TTPOM3BOIUTHCA pacinmdpoBaHue ¢pparMeHTa U ero
nocjeaytoulee 3amudpoBaHue, oopaiiasich K API nmporekropa.

OOBIYHO 3Ta cXeMa MPUMEHSETCS B COUYETAHWM C MCIOJb30BAaHUEM PEeTUCTpaLIM-
OHHBIX KOIOB WJIW JIMIIEH3MOHHBIX (aiiyoB. [loka momp3oBarelb UMeeT B CBOEM
pPacnopsLKeHUU TOJNbKO He3aperuCTpUpOBAHHYI0 (OrpaHUUYEHHYI0) BEpCcHIO Mpo-
rpaMMBbI, HEKOTOpble (DYHKIIMM XpaHATCS B 3alIM(pPOBAHHOM BUAEC W HE MOTYT
OBITh BbINOJHEHBI. Eciu e mosib3oBaTeib MpUoOpeTaeT JUIIEH3MI0 Ha Mporpam-
MY W BBOIWT MPAaBWJIBHBI PETUCTPALIMOHHBIN Koi (MJIM YKa3bIBaeT PACIIOIOXKE-
HMe JIMIIeH3UOHHOro aiiia), mporpaMmma nojyyaeT BO3MOXHOCTb paciindpoBaTh
¥ BBITTOJIHUTG 3aliM(ppoBaHHBIE (PparMeHTH, OOECIIEYMB TEM CAMBIM ITOJTHYIO
(PYHKIIMOHATBHOCTb.

Hpyroii croco® 3aluThl KOAA 3aKJII0YAeTCsl B UCIIOIb30BAHUM OCOOEHHOCTEH pado-
THI TIpolieccopa. MoXHO MomMGUIIMPOBAaTh HEKOTOPBIe (parMeHTHI IPOTPaMMEI
TaKUM 00pa3oM, YTOOBI MpHU Tiepeaaye UM yIpaBIeHUs BO3HUKAIU TaK Ha3bIBaeMble
uckmounTenbHble cutyauuu (Exception). DTH McKIOUMTENbHBIE CUTyalluud OymyT
00paboTaHbI KOMOM TPOTEKTOPa, KOTOPBIN MOKEH BOCCTAHOBUTH MPABUIBLHOE CO-
Jep>XuMoe MOIUGUIIMPOBAHHOTO (parMeHTa Koja, MO3BOJUTH €My BBITTOJTHUThHCS,
a 3aTeM CHOBA IIPMBECTU K HEPabOTOCIIOCOOHOMY COCTOSTHHIO.

st COKpBITHS afpeca TOYKM BXOoIa MOXKHO, HalpuMep, TepBble HECKOJIBKO Je-
CATKOB WJIM COTeH OalT CKONMMpPOBaTh BHYTPh Tella IPOTEKTOopa W TepenaTh
yIIpaBJIeHuEe OPUTUHAIBHOMY KONy IPOTpaMMBI YK€ IIOCIe TOTO, KaK 4YacThb KO-
MaHJ ObuUla BeiMojiHeHa. B pesynbraTe, HEKOTOpoe KOJMYECTBO KOMAaH, BBIMOJ-
HSIEMBIX TOJTBKO OIWH Pa3 MPH CTApTE MPOTPAMMBI, TIPOCTO OYIYT OTCYTCTBOBATH
B KOjie TIPOrpaMMBbl.

st mporpaMm, HalmMcaHHBIX ¢ Ucnojb3oBaHueM "unctoro” Win32 API (6e3 61b-
quorek tuna Object Windows Library unu Visual Components Library), pecypc
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OKHa 4YaCTO IIOArpyXae€Trcsd B IIaMATb HEABHO IIYTEM BbI3OBa (1)YHKL[I/H/I
CreateDialogParam MJIHU CreateDialogIndirectParam. [Ipn 3TOM He cama mpo-
rpamMma, a MEHEIZKEP AHUAJIOIoB, SBJISIIOIIMICS 9aCThIO OHCpaHHOHHOﬁ CUCTEMBI,
YUTaeT Pecypc, OMUCHIBAIOIINN OKHO, U MHTEPIPETUPYET €ro, MOArpyKas U3 pe-
CypCOB M€HIO, KAPTUHKU U T. O.

OmHaKo HEKOTOpPBIE CPEACTBA Pa3pabOTKU COXPAHSIOT OIMMCAHUS TUAJIOTOB B COO-
CTBEHHOM (opmaTe U MPaKTUUYECKH He IMOJaraloTcs Ha TO, KaK paboTaeT ¢ pecyp-
caMM MeHeJKep JAUANoroB, BCTpoeHHbI B Windows. BTo xapakTepHo, Hammpumep,
JUTSL TIporpaMM, co3fgaHHBIX mpu noMouu Borland Delphi wiu C++ Builder ¢ uc-
nojb3oBaHueM oubnuoreku Visual Components Library (VCL).

Pecypc, onucsiBaroniunii auanoroBoe okHo B VCL, xpaHUTCSl KaK ABOMYHBIN OJIOK
JAHHBIX RCDATA, U Windows He ITBITAaeTCsS] CaMOCTOSITEIbHO €r0 YMTaTh U MHTEp-
MpeTrpoBaTh. [103TOMY MPOTEKTOp MOXKET MOOU(MPHUIIMPOBATH MPOTpaMMy TaKUM
00pa3oM, 4TOOBI pecypchbl, ONMUCHIBAIOLIKME OUAJIOTH, COXPAHSIMCH B 3aluudpo-
BaHHOM BMJII¢ U pacliM(pOBLIBAIUCH TOJBKO B TOT MOMEHT, KOTrJga Iporpamma
obOpamaercsa K VCL ¢ 3ampocoM Ha 3arpy3Ky IHManora M3 pecypcoB. DTOT METOI
MO3BOJISIET JIy4llle 3allUTUTh Pecypchbl, HO, pasyMeeTcs, IPUMEHUM AaJleKO He KO
BCEM IIpOrpaMMaM.

C 3ammToif JaHHBIX MOXHO TIOCTYIIaTh TaK Xe, KaK U C pecypcaMu, eClIi U3BeCT-
Hbl OCOOEHHOCTM MHCMOJb30BAHHOTO KOMMWISITOpa U pegakropa cBsaseil. OueHb
MHOTHE TIPOTPaMMBI, CO3MAaHHBIC B OINPEeNeIeHHBIX cpemax pa3paboTKy, HAYMHAIOT
BBITIOJIHEHUE C OJHUX M TeX Xe AeicTBUil. [IpoTeKTop MoXeT ompeneauTb, ecau
3aIIMInaeMas IIporpaMMa HauyWHAeTCsT MMEHHO C TaKWX ACHCTBHUI, W TepeHecTH
YX BBbIMIOJJHEHUE B Telo NpoTeKTropa. TakuM oOpa3oM, K TOMY MOMEHTY Kak
yIIpaBlieHnue OyIeT MepemaHo 3alMIIeHHON IporpaMMe, IPOTEKTOp YK€ BHITION-
HMT 4acTb HACTPOEK, HO MO3a0O0TUTCSI O TOM, YTOOBI MporpaMma MX He BbIMOJIHS-
na moBropHo. CiemoBaTeIbHO, B OpUTUHAIBHON TOYKE BXOAA MPOTpaMMa COIep-
KUT MOIUGUIIMPOBAHHBIE JAHHBIE, U MOJTYYUTh HA UX OCHOBE PabOTOCIIOCOOHYIO
KOITHIO CO CHATON 3aIINTON OyIeT poOIeMaTnIHoO.

st 3alIUThl CONEPXKMMOro TaOAUIIBl aAPEcOB UMIOPTUPYEMbIX (PYHKIIUMI MOTYT
MPUMEHSITBhCS BeCcbMa pasHooOpasHble Tomxonbl. Hampumep, MpoOTEKTOp MOXKeET
3aIMOJTHUTh TaOJMIy MMITOPTA CChUIKAMU Ha MajieHbKHe (QYHKUIMU-TIEPEXOIHUKU,
pacrioioXeHHbIe B Telle MPOTEeKTopa. A KaXIbIil MepexXomIHMK OymeT TepenaBaTh
yhnpaBjieHue HyXHol (hbyHKUMM BO BHellHeil oubauoreke. Kak paciupeHue ato-
ro MeTola, BHYTpb (PYHKIMHU-TIEPEXOAHUKA U3 OUOIMOTeUHOU (PYHKIIMKU MOXET
KOIMPOBATbCsl HECKOJBKO MEPBBIX MHCTPYKLIMI, KOTOpbIE OYyOYT BBHIMOJHSATHCS B
tene mporekTopa. CiemoBareabHO, yIpaBieHHe OyneT IepemaBaThcsl He HA Tep-
BYIO MHCTPYKLIMIO OMOJMOTEUHON (PYHKLMU. DTO HE TOJBKO 3aTPyIHSIET BOcCTa-
HOBJICHUE TaOIMI] MMIIOPTA, HO W TIO3BOJISIET OOONTH TOYKM OCTAHOBA, pa3Me-
LIEHHbIE B HaYaJle OMOIMOTEUHBIX (DYHKIIUH.
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Hexkotopsie ¢pynkuun Win32 API Bo BpeMmsl BhIIOJHEHHUS IIpoliecca Bceraa BO3-
BpalllaloT OAHO W TO e 3HaueHue. [IpuMepoM Takoil GYHKLUMU SBIsSETCS
GetCommandLine. ITpOTEKTOp MOXET BbI3BaTh 3TY (PYHKIIMIO 0 Mepenadyu yrnpas-
JIEHMSI OCHOBHOM TMporpaMMe M 3alIOMHMTb pe3ysIbTaT, a Ha 3alpochl TPOrpaMMbl
K GetCommandLine MPOCTO BO3BpalllaTb cOXpaHeHHoe 3HadyeHue. [Tpu 3Tom mepe-
Jlayu yrnpaBieHus: OMOAroTeyHOl (PyHKIMY BOOOILE HE TPOUCXOIUT.

Hakomnern, B pacropsskeHUn paspaboTYMKOB MPOTEKTOPA €CTh JOBOJIBHO CIOXHOE
B peau3aiui, Ho ouyeHb 3((HEKTUBHOE CPEACTBO — TPAHCIAIMUS YaCTH MHCTPYK-
LM B TICEBIOKOM M BBITTOJIHEHNE STOTO TICEBAOKOA Ha BCTPOEHHON BUPTYyaTbHOMN
MammHe. To ecTb K MOMEHTY Tlepelad YIpaBieHWS B TeJIO 3allUIIEHHON Ipo-
rpaMMbl HEKOTOpble (parMeHThl KOAa, OTHOCSIIMECS WIM K caMOil Iporpamme,
WM K WMIIOPTUPOBAHHBEIM (YHKIMAM, TpEACTaBIeHb He B CHCTeMe KOMAaHII
mpolieccopa ceMelicTBa X86, a B HEKOTOPOM aJIbTEPHATMBHOM BUJE, Y BBIIOJHUTH
3TH (pparMeHTH Koga MOXeT TOJNBKO TpoTekTop. CiemoBaTreiabHO, IS CHSTHS
3aIIMTHl HEOOXOMMMO pa3o0paThcsl B CUCTEMe KOMaHI BUPTYaJIbHOH MAaIlWHBI U
TTepeBECTH 3alINIIeHHBIE (hparMEHTHl M3 CUCTeMbl KOMaHI TIPOTEKTOPA B CHCTEMY
KOMaH]I IIpoleccopa X86, a 3To BecbMa TpyJdoeMKasl 3amaya.

Kaxk yxe yrmoMuHamoch paHee, HEKOTOPbIE CPEICTBA 3AIMMTHl UMEIOT CBOI cOOCT-
BeHHbIII API, nmosBosiionuii 3amuiiaeMoil mporpaMme odpaiiaThesi K MpOTeKTO-
PY BO BpeMsl BBITIOJIHEHUSA. DTO CIIOCOOCTBYET WHTETPAIIMU IIPOTEKTOpa C TIPO-
rpaMMoOil M coO3[IaeT OYeBUAHbIE TPYAHOCTHU, CBA3aHHBIE C HEOOXOAMMOCTBIO
smynssun API mpoTtekTopa mpu CHSTUM 3allUTHL.

Taxke pa3pabOTUYMKM HEKOTOPHIX IPOTEKTOPOB IIpEmIaraloT TeM, KTO XOueT 3a-
IIMIIATh CBOM MPOrpPaMMBbl, pa3IMYHbIE CIIOCOOBI, IMOMOIAOUIME YCTAHOBUTD
akrt, yTo c MporpaMmbl ObuIa CHSTA 3alllUTa. DTU CIMOCOOBI MOTYT SIBISITbCS Ya-
cteio API mpotekTopa, a MOTYT M OCHOBBIBAaTbCSI HA XapaKTEePHbIX MPU3HAKAX,
KOTOpbIMU 00J1afaeT 3allMllieHHasl TporpaMMa Iocjie ee 3arpy3ky B TaMsITh.

OueHb MHOTIHE IPOTEKTOPbI YCUICHHO IPEMIATCTBYIOT MCIIOJIB30BAHNUIO CPEACTB
OTJIaAKHM, BKJIIOYad OTJIadOYHbLIC PETrucCTphI. O,Z[HI/IM n3 METOoOO0B, MCIIAKOIINX
MCIIOJIb30BAHUIO amIapaTHbIX TOYEK OCTAHOBA, SBJIACTCA XpaHCHUE IPOMEXY-
TOYHBIX JAHHBIX IMPOTEKTOPpA B OTJAaJOYHLIX PErucrpax, CIACACTBUEM YEIro SABJd-
€TCAd OTKa3 B 3aIllyCKE IpOorpaMmbl, €CJIU COACPXKMUMOE OTJIAaOAOYHBIX PETHUCTPOB
MECHACTCA NU3BHE.

Ho, xak yXxe OblIO CKa3aHO BbIIlIe, UCCIEIOBATENM IIPOTrPaMM IOCTOSTHHO COBEp-
IIEHCTBYIOT METOIBI aTaKW Ha MPOTEKTOPBI, M €CJU TaKWe CIIOCOOBI 3AIMTHI, KaK
BUPTyaJIbHAsI MAIllMHA, CITOCOOHBI MPOTUBOCTOATH ABTOMAaTUYECKUM IETPOTEKTO-
paM, TO TIPOTUB PYYHOI pacmakoBKM, HaBepHOE, He CIIOCOOEH YCTOSTh HM OIWH
M3 CYILIECTBYIOIIUX MPOTEKTOPOB.
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13.5. HecKoJsibKO MHTEepeCHbIX MPOTEKTOPOB

B mHacTosmmit MOMeHT pa3paboTaHO IOCTATOYHO OOJIBIIIOE YHCIIO IPOTEKTOPOB
UCTIONHsIeMBbIX haiiioB. MHorMe M3 HMX OecIUIaTHBI M CO3MAaHbl SHTY3UACTAMMU,
KOTOPBIM TIPOCTO MHTEPECHO IOMPoOOBaTh CBOM CIUIBI B 3alllMTe Mporpamm. Pa-
3yMeeTcsl, eCTb U KOMMepYecKHe NMPOTeKTOpPbl. A HEKOTOpPbIE MPOTEKTOPHI SIBJIS-
IOTCSI COCTaBISIONIMMM YacTAMH 0ojiee CIOXHBIX KOMILUIEKCOB, BKITFOUAIOLINX
B ce0s1 IPUBSA3KY K amapaTHbIM KTI0YaM MU KOMITAKT-IMCKaM.

PaccMoTpuM OCHOBHBIE XapaKTepUMCTUKU HECKOJBbKUX Hambojiee HMHTePEeCHBIX
MTPOTEKTOPOB.

13.5.1. ASProtect

J1s 3aIIUTHl YCIOBHO OECIUIAaTHBIX IpOrpamMM dYallle BCero, HaBepHOe, MPUMEHSI-
ercsi ASProtect — mpoTekTop, paspaboraHHbIil AsiekceeM Co0IOBHUKOBBIM.
ASProtect ObLT YyTh I HE MEPBBIM CEPbE3HBIM IIPOTEKTOPOM, COUYETABIIUM B Ce-
6e OCHOBHBIE (DYHKIINU, TPUMEHSIeMbIe JIJIST 3alUThHI TTPOTPAMM:

paboTa ¢ perucTpallMOHHBIMU Kofamu Ha 6aze RSA-1024;
MOAIePXKKA "UepHOTO CIMCKA" perucTpalluOHHBIX KOIOB;
orpaHmyeHue neproaa paboTel MPOOHOI BEPCUN;

orpanmyeHue GYHKIMOHATBHOCTU MIPOOHOI BEpCUH,

auaaaaq

IMHaMu4eckoe paciirdpoBaHue HparMeHTOB Kojaa MPpU HAIMYUU MPABUIBHO-
IO PerucTpalioHHOro Koja,

O API g uHTErpalny 3alInIIaeMoi TPOTPaMMEI ¢ TIPOTEKTOPOM;
O opuruHajJbHbIE METOIbI MIPOTUBOACHCTBUS UCCIEIOBAHUIO MO OTIAAUYUKOM;
O opuUTMHAJIbHBIC METOIBI 3aIIUTHI OT CHSATHS IPOTEKTOpA.

OpHako Ojarogapsi orpoMHoil momynsipHocTu ASProtect siBiaseTcs U ogHUM U3
caMBIX XOPOIIO M3YYeHHBIX IMPOTEKTOPOB — TIOYTH IJIST BCEX XUTPOCTEH, TMpuMe-
HseMbIX B ASProtect, pazpaboTaHbl WINM aBTOMAaTHYeCKUe, WIM IOJTyaBTOMaThye-
CKHe cpelicTBa 00Xoma.

Huorma y mporpamm, 3anuiieHHBIX ASProtect, BOSHMKAIOT TTPOGIEeMBI ¢ paboToit
IOl HOBBIMM BEPCHSIMU OIEPAIIMOHHBIX CHCTEM, HO aBTOp He Mpekpaliaer pabo-
THl IO COBEPIIEHCTBOBAHMIO IPOTEKTOPA M CTPEMUTCS OMEPATHBHO WMCIIPABIATh
Bce OOHapy:XeHHBbIEC OLIMOKH, a TAKXKE JOOABIATH HOBBIC 3alIUTHBIE MEXaHU3MBI.

13.5.2. Armadillo

HenpuBbIaHBIIT MeTOA B3aMOMEHCTBHS C 3alIAINAeMOl TTPOTPAMMON HCIIOIb3YeT
MpoTeKTop, paspadoraHHblii kKommnaHuel The Silicon Realms Toolworks u Hocs-
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mwuii HazBaHue Armadillo. ITpu 3amycke 3aiuilieHHas MporpaMMa BbITTOTHSIETCS
Kak 2 mpouecca. [lepBblii mpoliecc, B KOTOPOM paboTaeT OCHOBHOM KOJ MpPOTEK-
TOpa, CO3[aeT B peXHMe OTIaJAKM BTOPOW IpoIlecc, coAepXKalluil COOCTBEHHO
3AIIUIIEHHYIO TTPOTPaMMy, U YIPABJISIET €ro BbIOJHEHUEM.

IIporekTop Armadillo mpuMeHSIET OpPUTHMHAIbHbIE TEXHOJOIMH, Ha3bIBaeMble
CopyMemlII u Nanomites, 1isi 3alIUThl KOAA BBHITIOJHSIEMOM MTPOTpaMMBbl OT CUM-
ThiBaHUs1 U3 mamatu. TexHomorust CopyMemll yxe xopolio u3yuyeHa M JIeTKO
00XOMNUTCA aBTOMAaTWYECKMMU HemnpoTekropaMu. [Ipo cyllecTBoBaHME aBTOMArTa,
criocobHoro oboitn Nanomites, Moka He M3BECTHO, HO OBIM MHOTOYMCJIEHHbBIE
COODILIeHUsI O PYYHOI paclakoBKe MpOrpaMm, Mpu 3allUTe KOTOPHIX MCIOIb30Ba-
J1ach 9Ta TEXHOJIOTHSI.

IIporexrop Armadillo TakXe BKIIOYaeT B ceOsl MEHeIXep JIULEeH3UIMA.

13.5.3. PACE InterLok

ITporexrop InterLok, paspaGorannbiii kommanueir PACE Anti-Piracy, mmeer
Bepcun misg Windows u Macintosh. Habop ¢yHKuMii, mpemiaraéMbeix IpOTEKTO-
POM, BIIOJIHE OOBIYHBIN: MEHEeIKep JULEH3UI, TeMOHCTpallMOHHbIe Bepcuu, API
IUTSI MTHTETPaluy | T. II.

Bepcust nnsg Windows ycraHaBivBaeT ApaiiBep siapa, MPEensSTCTBYIOIIUNA OTIaaKe
3AIIUIIEHHOTO MPUIOXEHUSI M BBIMOJHSIONIMNA YacTh mpoBepok. Ho, HecMoTps
Ha HaJlUUMe TAKOTo CJOXHOTO djeMeHTa, Kak JapaiiBep, 3alluTa UCIOJHSIEMOIO
(aiina noBosnbHO cnabas. Hampumep, Bce cekiyu mudpyoTcs MOTOKOBBIM HIUp-
POM C OIHUM U Te€M Xe KJIIOYOM. DTO MPUBOIUT K TOMY, UTO €C]IM CEeKLHUsI Koaa
OoJiblle, YeM Jitodas apyras CeKlus, TO MOXHO MPOYMUTAThb U3 MaMSTHU 3amylleH-
HOI MporpaMmbl paclin@poBaHHYIO CEKIIMI0 KOJA, BBIUUCIUTh TaMMYy, HAKJIAIbl-
BaeMylo Npu UG POBaHUU, U paciindpoBaTh Bce OCTAIbHBIE ceKIUU daiina, na-
XK€ He mpuberas K CIOXHBIM HMHCTpyMmMeHTaM. [paiiBep NMpakTUYeCKU HE HMeEeT
3aIIMUTHI OT UCCIEMOBAHMSI, a TAOIUIIBI MMITOPTA BOOOIIE HUKAK HE 3allUIIEHBHI.

13.5.4. HASP Envelope

B xoMmiexT paspaboTumka, IocraBisieMblii BmecTe ¢ kKmouyamu HASP, Bxomut
npotektrop HASP Envelope. [lenb aToro nporekropa — 3alllUTUTh MPOrpaMMy OT
HCCIeNOBAaHMS U JaXe 3amycKa IMpY OTCYTCTBUM amnmapaTHoro kiatouya HASP.

Tak Kak cekpeTHasT (PyHKIUs, IBISIBIIASICSI HA TMPOTSKEHUN MHOTHX JIET CepAreM
kmoueit HASP, okazanach MOJHOCTBIO packKphiTa, HE COCTABISIIO OOJBLIOTO TPY-
JIa SMYJIMPOBATh OTBETHI HA 3aIpochl, KoTopble Envelope meman x xmouy. Creno-
BaTeIbHO, JI00as mporpamma, samuineHHass HASP Envelope, Morna ObITh 3ammy-
leHa 6e3 KJIroyva.
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C mnossnenneM kmodeir cemeiictBa HASP4, B KOTOpBIX HCHONB3YIOTCSI HOBEHIE
ceKpeTHble (PYHKIUUU HaspEncodeData U HaspDecodeData, 00xon Envelope mpu
OTCYTCTBUHU KJTI0Ya CTal HeBO3MOXeH. Ho B ocTabHOM IPOTEKTOp HE CITOCOOEH
00ecCIeyuTh BBICOKYIO CTOMKOCTb 3alluThl. M Mpu Hanuuuum Kioya mnojydyeHue
He3aIINIIeHHON KOIMUK ITPOTpaMMbI OOBIYHO He TpeOyeT 3HAUNTEIBHBIX YCUITHIA.

13.5.5. StarForce

OpHoii u3 cocrasnsiomux StarForce Professional (cucrembl, paspaboTraHHOI
komnaHueii Protection Technology ans 3aumuTel MHpoOpManuu, pacnpocTpaHse-
MOI Ha KOMITIaKT-AMCKax) SIBJISETCS MpoTeKTop. B ero dyHKIMM BXOmAT mpoBepKa
MOJJIMHHOCTM KOMMAKT-AMCKA M 3aMycK 3allUIINeHHOW MpOorpaMMbl, HO TOJbKO
B TOM cJIydyae, eclii BBEICHHBIN IMOJIb30BATEIeM JUIIEH3UOHHBIN KO COOTBETCT-
ByeT YCTAaHOBJIEHHOMY B MPUBOJE AUCKY.

B StarForce mpuMeHsIeTCSI MHOXECTBO YHUKATbHBIX TEXHOJNOTMUYECKUX PEIIeHUIA.
Tak, HampuMep, B 3aIIUIIEHHOM HCIIOTHSIeMOM aiiyie ceKImsl Koma 3armojHeHa
OMHWMU HYJISIMHU, a KON 3allUTHI BHITIOJHSIETCS W3 TUHAMHUYECKON OMOIMOTEKN
protect.dll, KoTopasi aBTOMAaTUYeCKH 3arpyxkaercsd M WHHIIMAIM3UPYETCS TIpU 3a-
MycKe MpOrpamMMBbl.

Bojblrast yacTh 3alMTHl COCpeAOTOYEHA B IpaiiBepe, yCTaHABJIMBAEMOM B SIIPO
OIEPALIMOHHON cucTeMbl. IMEHHO TaM MIOET MpOoBepKa MOAIMHHOCTH KOMIIAKT-
nucka. CaM npaiiBep Takxke 3aliMGpoBaH ¢ LEIbI0 3aTPYIHEHUSI €ro UCCIeno-
BaHMSL.

Yactp 3amuiaeMoil MporpaMMbl XpaHUTCS B TICEBIOKOIE M BHIMOMHSIETCS Ha
BCTPOEHHOI B MPOTEKTOP BUPTYaJbHOW MAaIlIMHE.

Hecmotps Ha To, yto B MHTEpHETE MOXHO HaWTH MOAPOOHBIE OMUCAHUS TPO-
mecca pyyHoro cHATHSI StarForce ¢ HEKOTOpPBIX IIporpamMM, TaKUX CclydaeB
KpaiiHe Mano. YacTUYHO 3TO MOXKET ObITh OOBSICHEHO TeM, YTO s MCCeaoBa-
HUST 3aI0UTHl HEOOXOOWMO HaJW4YMe OPUTUHAIBHOTO KOMITAKT-IMCKA, a TaKXKe
TE€M, YTO OCHOBHASl KaTeropusl MPOMYKTOB, KOTOPHIE 3AIIUIIAIOTCS C TTOMOIIBIO
StarForce, — KoMMBIOTepHBIE WTPH. A B3JIOM 3aIIUTHl UTp KOHOMUYECKU HE
OYeHb BBITONEH, T. K. CTOMMOCTh OIHOW KOIMHU WTPHl HEBEJIWKA, a TMEepHol Io-
MyJSIPHOCTH BecbMa KopoToK. Ho Hamo oTmath HOKHOE pa3paboTynMKaM — OHU
HETUIOXO TOTPYIUJINCE.

B nenom StarForce Ha cerogHsIIIHUI TEeHb SBISIETCS OMHUM M3 CaMBIX CEPhE3HBIX
MTPOTEKTOPOB, KOTOPBI, K TOMY 3Ke, TPOJOKAeT pa3BWBaThcd. TaK HeTaBHO
kommanus Protection Technology oobsiBuna o Beixome StarForce Soft 3.0 — cuc-
TEeMBbl 3alIUTHl OT KOMMUPOBaHUsI, OCHOBaHHON Ha simpe StarForce Professional 3.0,
HO HE HCIIOJIb3YIOIIe KOMIIaKT-I1UCKOB.
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13.6. HYTo nnoxoro B NnpoTeKkTopax

[IpoTekTophl MpHU3BaHBI OOECTICYNTH 3AIIUTY COAESPKIMOTO HCIIOTHSIeMOro daitna
OT uccienoBaHus U Moaudukauuu. Ho yacto monydaercs, 4ro 3allMileHHas
MporpaMMa IO HEKOTOPBIM XapaKTepHCTUKAM OKAa3bIBAETCS IS ITOJIh30BATEIS
XyKe, 4eM Ta ke MporpaMma, Ho 6e3 3alUThI.

13.6.1. Pacxopg namatu

IIpexne Bcero, MpoTEKTOp — 3TO MOMOJHUTENbHBIN 00beM Koma. Eciau mporek-
TOp He TOMIEePXXWBACT YIIAKOBKY 3alllMIaeMBIX JaHHBIX, pasMep ¢aiijia Ha JUCKe
B TIpoliecce 3allUThl YBEIMYMTCS Ha pazMep camoro mporekropa. [IpaBma, crout
OTMETHUTD, YTO TIPH UCITOJNIb30BAHWH CKATHS 3aIIWINEHHBIN (aiiiT MOXET OKa3aThb-
¢S MEHbIIIe OPUTHHAIBHOTO B HECKOJIBKO pa3.

Takxe Ko MpoTeKTopa TPeOyeT U HEKOTOPOIro KOJMUYECTBA OMEPATUBHON MTAMSITH.
Ho ocHOBHOII mepepacxol pecypcoB OlepaTUBHON MaMATHA MPOUCXOIUT IO IPYy-
rodl TpPUYKMHE, CBSI3AHHOM C OCOOEHHOCTBHIO 3arpy3KM WCITONMHSIEMBIX (aiiioB
B Win32.

[IpakTruecku Bce COBpeMEHHbIE OMNEepalMOHHbIE CUCTEMbl MMEIOT BCTPOEHHYIO
MOJEPXKKY TaK Ha3biBaeMbIX ¢aitioB cTpaHuuyHoil moakauku (Page File wiu
Swap File). Bca moruyeckast mamsTh, OJOCTYITHAsSI BBIMOJHSIEMBIM IIpOrpaMMam,
pasomBaeTcsT Ha CTPAHUIIBI, © HEKOTOPHIE PEIKO MCITOJIb3yeMbIe CTPAaHMIIBI MO-
I'YyT OKa3aThcsl HE B OMEPATHMBHOM MaMsATH, a Ha AucKe B daiiyie nmoakauyku. [1pu
T000M 0OOpallleHNW K TaKoi cTpaHWIle MeHeIKep IMaMSITH BBHITIONHSIET ollepa-
LIMI0 YTeHUsT TAaHHBIX ¢ OUMCcKa B ONEpaTUBHYIO MaMsTh (Tonkauky). Eciu B ome-
paTUBHON MaMSTH HET CBOOOMHBIX CTPAHWUII, OMHA M3 Hambojiee peaKo MCITONb-
3yeMbIX CTpPaHUI] BBITECHSETCSI M3 ONepaTMBHOW mNamsaTu Ha auck. B Win32
TaKKe CYIIeCTBYeT MeXaHW3M ¢aiiyioB, oTobpaxaeMblx B mamaTrh (Memory
Mapped Files), KoTopblil MO3BOJISIET OTOOPA3UTh B aApecHOE MPOCTPAHCTBO JIIO-
00li TUCKOBHBIN (haii.

Hns1 yckopeHusl 3arpy3Kd W BBINIOJHEHUsI MporpaMM Kak pa3 U HCIOJb3yeTcs
oTobpaxeHue (aiyioB B IMaMsATh. BMecTO TOro 4roObl YMTATh C AMCKA Bech (paii
MporpaMmbl, HEOOXOAUMBIE O0JIACTU MPOCTO OTOOpaXKaloTCcsl B OMEpaTUBHYIO Ma-
MSIThb HOBOTO TIpollecca, a peajbHblii MepeHOoC JAHHBIX C JUCKa MPOU3BOAMTCS
HEeTMOCPENCTBEHHO B TOT MOMEHT, KOIJa MPOUCXOAUT oOpallleHue K KaxIoil KOH-
KPETHOW CTPAHMIIE.

Bonee TOIro, €CJIM 3arpyxKaercsad HECKOJIbKO KOIIM OIHOU nporpaMmmbl, TO T€
CTpaHUIbI MaMATHU, KOTOPbIE HE MECHAIOTCA B ITPOLIECCE pa6OTbI, pasMelaroTcA
B OnepaTHBHOﬁ IIaMsTH TOJIBKO OIWH pa3, HE3aBUCUMO OT 4YHUCJIa IPOLIECCOB, KO-
TOPLIE 3Ty NaMATb MCIIOJb3YIOT. Ho kak Tojabko oguH U3 IpoLECCOB U3MEHACT
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COICPKNMOE CTpAaHUIIbI, MJISI HEro CO34A€TCA IEpCOHATIbHAA KOIIUSA W3MEHEHHOM
CTpaHUIbI, IIOJ KOTOPYIO BbIICIACTCA OOINOJTHUTCIbHAA IIaMsTb, a4 OCTaJIbHBIC
IPOLECCHI MPOOOJIKAIOT COBMECTHO HMCITOJIB30BATh OPUTHHAJIBHYIO CTPAHUILY.

Kax yxe roBopmioch paHbllle, B OOBIYHBIX IIpOrpaMMax CYIIECTBYIOT 00JacTH, He
M3MEHseMble B Ipollecce paboThl MPOrpaMMbl. DTO, HAMpUMep, CEKLIMU Koma U
pecypcoB. Takmm obpa3om, 3TH 06JacTH OymIyT MOATPYXKAThbCsS ¢ AMCKA IO Mepe
WICTIOJIb30BAHMS, U €CJIM 3alyCTUTh HECKOJIbKO KOMUI MPOrpaMMbl, TO ONEepaTuB-
Hasl TTaMsITh TTOJ HeM3MeHsIeMble 00JIacTh OyIeT M3pacXodoBaHa TOJIBKO OIWH pas.

Ecnu xe mporpamma obpabarbiBaeTcsl MPOTEKTOPOM, TO 3TO BjieyeT 3a coOoil orl-
peneneHHble TocIeACTBUSA. Bo-MepBbIX, 3aMmemisercs 3amycK MporpaMMbl, T. K.
MPOTEKTOP BBIHYXKAEH MPOYMTATh C JUCKA BeCh KON IMpOrpaMMbl O Hauyaja BbI-
TTOJIHEHUsI, YTOOBI MPaBUILHO HACTPOMTDH MporpamMmy B mamsaTH. JIast HeOOMbIIUX
MporpaMM 35TO, BO3MOXHO, OyleT MOUYTU He3aMETHO, HO C yBeJIMUeHUEM pasMepa
(aitma 3amepXKM TIpW CTapTe 3AIIUIIEHHONH IPOrpaMMBI MOTYT CTaTh BeChbMa
OLIYTUMBIMM. A BO-BTOPBIX, MPHU paclirppoBKe Tejla MPOorpaMMbl MTPOTEKTOP BbI-
HyXIeH MOAMGUIINPOBATh COAEPKIUMOE CTPAHUIL TTAMSITH, a 3HAYUT, TSI KaXKIOTO
npoiiecca OymeT co3maBaThCsl JIOKalbHas Komus. WM eciu mporpamMma AoJXKHA
MPUCYTCTBOBATh B IMAMSITH B HECKOJIBKHUX 3K3eMIUISIpaxX, TO O0JACTH Koma U pe-
CYpCOB OymyT 3aHMMaTh BO CTOJBKO pa3 OoJibllie MaMSITU, CKOJBKO IMPOIIECCOB
3amyIIeHo.

13.6.2. BesonacHoOCTb

Pa3paboTynku MpoOTEKTOPOB CTpeMSITCS MCIOJb30BaTh BCE NOCTYIHbIE MM BO3-
MOXHOCTH I TIOBBIIEHMS cTo¥iKocTh. OmHAKO WHOTIA OHM 3a0BIBAIOT, 4YTO,
MOBBIIIIAS 3AIIUTY KOHKPETHON MpOrpaMMbl, OHM MOTYT CIy4ailHO OClIaOUTh He-
KOTOpBIE 3JIEMEHTHI 3aIIUTEHI.

Apaiisep agpa B StarForce

[ns o6ecnevyeHns (yHKLMOHUPOBAHWS HEKOTOPbLIX 3NIEMEHTOB 3aLUMThLI U 3aTPyAHEHUS
aHanusa 3alUTHLIX MEeXaHU3MOB pa3paboTunkm cucTembl 3awmThl StarForce cozpanu
crneumarsnbHbIi gpanBep, KOTOPbIN yCTaHABMMBaETCA BMECTe C 3aluuLiaemMoi nporpam-
Mo 1 6e3 KOTOPOro (hyHKLIMOHMPOBaHUE 3TOi MPOrpaMMbl HEBO3MOXHO.

CtaHucnae BrHOKYpOB, ABNSALWMUIACA COTPYAHUKOM KOMMnaHum Smartline, Inc., 06-
HapYyXwun, 4TO HeKoTopble Bepcun aparvieepa StarForce cogepxart owmbKy, No3Bo-
NAOLWY0 nporpamme cOpMMpOBaTh NpaBUibHbIE CTPYKTYPbl AaHHbLIX U, BOCMOMb-
30BaBLUMCb YCTAHOBMEHHbLIM ApaiBEPOM, BbINOMHUTL 0Oyl nocrnesoBaTenbHOCTb
KOMaHz B pexume sapa.

CDaKTVI‘-IGCKI/I, Hann4yune AaHHOVI OLIMOKKN no3BonseT nonyynTb HeorpaqueHHbM AocC-
Tyn K pecypcamMm KOMMNblTepa, Ha KOTOPOM yCTaHOBMeH apamnesep StarForce, nomnHo-
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CTbi0 HEeWTpanu3oBaB 3aliUTHble MEXaHW3Mbl OnepaumMOHHbIX CUCTEM CeMelcTBa
Windows NT.

MpaBga no yTBepxaeHuo npeactaBuTens komnaHuu Protection Technology, siB-
nsoLwencs paspabotumkom StarForce, B nocnegHnx Bepcusx gpaieepa ata owmoka
yXXe ycTpaHeHa.

13.6.3. HectabunbHocTb

s Toro 4troObl YCIOXHUTH PadOTy HCCeAoBaTeNlsl IporpamMMm, pa3paboTYMKU
MPOTEKTOpa BBIHYXIEHBI MATH Ha WCIIONh30BaHWE HECTAHTAPTHBIX W/WIM HEIO-
KYMEHTUPOBAHHBIX OCOOCHHOCTEN OMEpalMOHHBIX CUCTEM U obopynoBaHus. Kak
MpaBUJIO, 3TU OCOOEHHOCTU OOHAPYXUBAIOTCS MyTeM MCCJIeNOBaHUsI BHYTPEHHO-
CTell caMmoif OmNepallMOHHON CHUCTEMBbI, a WX HaJW4We IOATBEPXKIAETCS ITyTeM
MHOTOKPAaTHOTO TeCTHPOBAHMSI.

Ho pasHooOpasne Bepcuii MpOTrpaMMHOTO obOecliedyeHWs W Oo0OpymOBaHWUS Ha-
CTOJIKO BEJMKO, YTO HEOONBINONH KOMITAHUU TIPOCTO (DU3MYECKM HE YmacTcs
MPOBEPUTh OOHAPYKEHHYI0 OCOOEHHOCTb Ha BceX KOHMUIypalusix, KOTopble MO-
TYT BCTPETUTBLCS Y Toiib3oBaresss. Ho m KPYyITHBIM KOpITOpAIMsIM 3TO JajieKo He
BCeraa Inoj Cuiy.

Kpome Toro, ¢ HeKOTOpoii IepUOIUYHOCTBIO TOSIBIISIIOTCS HOBBIE BEpCUU OIlepa-
LMOHHBIX cucTeM. M oueBUIHO, YTO 1100ast HEAOKYMEHTUPOBAHHAsSE OCOOEHHOCTD,
CYIIIeCTBOBAaBIIAsl paHee, MOXET OTCYTCTBOBaTh B HOBOM BepCHUM OIEpallMOHHOM
CUCTEMBL.

Bce 210 mpUBOAUT K TOMY, UTO 3aIMINEHHAs TIpOorpaMMa ¢ HEKOTOPOI BepOSITHO-
CTBI0 MOXET IPOCTO He 3apaboTaTh HA MAaIllMHE y KOHKPETHOTO IOJIh30BATEIs
(WM y BceX MoJIb30BaTeliell, NCIOTb3YIOIINX HOBYIO ONEPAallMOHHYIO CUCTEMY WJIN
YCTAHOBUBILHUX Y ce0sT KaKyl0-TO OCOOEHHYIO TIpOrpamMmy).

HNHorma pa3paboTuyuku TPOTEKTOPOB M3JMIIHE YCEePACTBYIOT, CTapasch BOCIIpe-
MATCTBOBaTh aHAIM3Y 3alWIIEHHBIX MporpamMM. Kak yxe ymoMWHalIoch paHee,
MHOTHE IIPOTEKTOPHI 3allpellafoT BBITIONHATL TIPOTPaMMy TION OTIAMINKOM.
Ho He Bcerma menmarot 370 JOCTaTOYHO Pa3yMHBIMH CPEICTBAMMU.

Henenasa 3awunrta or ornag4vunkKa

Mpu 3anycke, Hanpumep, NCMONHAEMbIX hannoB, BXOAALUX B COCTaB MPOrpamMmmMHOro
npoaykta PHOTOMOD, 3awmwieHHoro ¢ nomouybto HASP Envelope, Hepeako Mox-
HO nonyynTb coobueHne o6 owwnbke, rmacswiee, 4yto nporpamma He Byaet pabo-
TaTb, T. K. B NamaT obHapyxeH otnaguuk. N nogobHoe cooblieHne, ckopee Bcero,
HeMaro yauBuT MONb30BaTers, COBEPLUEHHO YBEPEHHOIO B TOM, YTO OH He 3anyckarn
HUKaKOro oTnaguvka.
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OkasblBaeTcs, 3alluLLeHHas nporpaMMa Tak pearupyeT, B YacTHOCTW, Ha Hanudue
B NamsaTu npouecca ¢ umeHem MSDEV.EXE. Ina cnpaeku, MSDEV.EXE — 370 ums
ocHoBHoro charnna Microsoft Developers Studio — Habopa cpeacts pa3paboTku npo-
rpaMMHoro obecneyeHusi, Bbinyckaemoro koprnopauuen Microsoft. [lefcTBUTENBLHO,
MSDEV.EXE moxeT ncnonb3oBaTbCsl U ANsi OTNaZKu NporpaMmm, HO OCHOBHOE ero
npeaHasHayeHne — MMeHHO paspaboTka. To ectb aBTopel PHOTOMOD cuuTatorT,
UYTO NONb3OBATENM UX NPOAYKTa HU B KOEM Crydae He OOSKHblI MONb30BaThCs cpes-
cTBamu paspaboTku, npepocTasnsembiMn komnaHnen Microsoft.

Camoe 3abaBHOe B 9TOM npuMepe To, 4To nocne nepenmeHosaHns MSDEV.EXE ero
MOXHO AepXKaTb 3arpy>eHHbIM B NaMATV U 3TO HE NOBMMSIET HAa paboTocnocobHOCTb
PHOTOMOD. CnepoBaTenbHO, Takoe obHapyxeHe oTnag4dnka ckopee MellaeT pa-
6oTaTb 0OObLIMHOMY MONb30OBATENIO, YEM CTaBUT XOTb CKOMNbKO-HMOYAb oOLlyThMoe
NpensTCcTBME Ha NyTU UCCrnefoBaTeNs.

Opyro npumep kacaeTcsi Heckonbkux Bepcui nporpammbl Adobe Acrobat eBook
Reader, sawmweHnHon npu nomowwm npotektopa PACE InterLok. 3awwmTta ncnonb3so-
Bana gpanBep, yCTaHaBNMBAEMbIN B SAPO OMNEPALMOHHON CUCTEMbI, U O4HON M3
dyHKUMI gpanBepa 6bina 6opbba ¢ oTnagunKoM.

Mpn 3anycke nporpamma obpalianack k ApaiiBepy 1 U3BeLlana ero o ToM, YTo Bbl-
NonHeHe Kputuyeckon vactu (Tpebyiowelrt 6rnoknpoBkm paboTbl 0TNagYuka) Hava-
nock. lNepep 3aBeplueHnem paboTbl NMporpammbl ApaiBep U3BELLANCA O TOM, YTO
KpuTnyeckas vacTb npovgeHa n 6noknpoBky MOXHO oTknounTb. CobcTBeHHO 6no-
KMpOBKa 3aknioyanacb B TOM, YTO NP BO3HWUKHOBEHWW OAHOMO M3 OTMafO0YHbIX MC-
KMNoYeHn (Hanpumep noLlaroBoro BbIMOMTHEHUS UMW TOYKM OCTaHoBa) Apansep 6e3
NWLWHUX BOMPOCOB BbINOMHAN Nepe3arpy3ky KoMmnbloTepa.

Ecnn 6bl gpaiiBep Tak pearmpoBan TOMbKO Ha OTNafOYHblE WCKIOYEHUS, BO3HM-
KaloLyme B KOHTEKCTe 3alyuLiaeMoii NporpaMmel, 3TO ele MOXHO 6bino 6bl MOHATD.
Ho nepesarpyska BbINnonHAMack Npu UckmnoodeHnn B niobom npouecce. To ecTb no-
nbiTka oTnagky nporpammel B ToM e Microsoft Developers Studio npu 3arpyxeHHOM
Adobe Acrobat eBook Reader noutu HemuHyemo npuBoamna Kk nepesarpyske c no-
Tepen BCen HECOXPAHEHHOW MHopMaLmu.

B nocneaHunx Bepcusix Adobe Acrobat eBook Reader npo6nema, noxoxe, 6bina pe-
LeHa nyTeM OOBbABMEHUS KPUTUUECKUMU TOMBKO CaMbIX BaXHbIX YacTel NporpaMmbl,
a He Bcel NporpamMmbl LIEMMKOM.

I'pamoTHOE HMcCMOIb30BAHKME IPOTEKTOPOB MO3BOJISIET 3HAYMTEIbHO YCIOXHUTH
3324y CHSTUS 3alUThl U €clId He MPeaoTBPaTUTh B3JIOM, TO 3HAYUTEIbHO CHU-
3UTh €ro peHTabenbHOCTh. HeserajbHble KONMMU MpPOrpaMM C XOpouled 3aliuToi
yacTto nosBisitorcss B MHTepHeTe ToJIbKO Ojaromapsi KapAMHTY — €clid B3JIoMaTh
MPOrpaMMy HE YIAETCsl, MOXHO KYIUTb JMUEH3UIO, BOCIIOJb30BABLIUCH YKPAACH-
HBIM HOMEpPOM KPEeIUTHON KapThl.
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MpueMbl, o6neryaiowme N
paboTy NpoTBHUKA

B mpomecce pa3paboTKy peanw3allii 3allMTHBIX MEXaHW3MOB HU HA MUHYTY He
CTOUT 3a0BIBaTh, YTO MPOTUBHUK OYIET MCIIONB30BaTh BCE NOCTYITHBIE €My CPEICT-
Ba, YTOOBI HeWTpanu3oBaTh 3ammTy. OQHAKO OYeHb YacTO 3allMIIEeHHAas IporpaMmma
COIEPXKUT B ceOe TaKOe KOJIMYECTBO MHGOPMALMK, CIIOCOOCTBYIOLIEH B3JIOMY, UTO
He BOCIIOJTb30BAThCS €10 [T 00X0/Aa 3aIlMTHI OBUTO OBI IS POTUBHHUKA CTPAHHO.

14.1. OcMbicneHHble UMeHa cPYHKLNIA

XOpoIIuM TOHOM IpU pa3paboTKe CIOXHBIX MPOEKTOB SIBJISETCS paslelieHue 3a-
Jayu Ha OTHeJbHBblE, MUHUMAJIBHO CBsSI3aHHBIE MeXmny coboili yactu. Ilpu Takom
MOIIXOJIe KECTKO OIpenesitoTcss MHTepdheichl, ¢ TTOMOIIBI0 KOTOPBIX OTAEIbHBIE
COCTaBIIAIOIIME MOTYT OOIIAThCS MEXIY COOOM, M KaxIask YacTh pa3pabarbiBaeTcst
HEe3aBHCHMO OT BCEX OCTAJIbHBIX.

st Toro ytoObl MporpaMMmucTaM ObUTIO TIpollle obOpauiaTbes K y3aaM, paspado-
TaHHBIM JIPYTUMU JIOAbMU, (PYHKIIUSAM, Uyepe3 KOTOpble MPOUCXOMAAT B3aUMOACH-
CTBHUS, NAIOT JIETKO 3allOMUHAlOIIMecs] U caMoolKchiBaoline umeHa. Hampumep,
JIETKO 3alOMHUTb, YTO CreateFile UCHOJb3YeTCSl ISl co3naHus aiina,
a DeviceIoControl — ISl YIIPaBJIEHMS] YCTPOMCTBAMMU.

IMpy KoMIWISTIMKM TpOTrpaMMbl HEKOTOpbIe (hparMeHTHl KOla MOTYT OBITh BBIHE-
CEHBI BO BHEIIHUE OMOJIMOTEKM M MMIIOPTHPOBAHBI o nMeHaM. M Horma mo mme-
HM (YHKIUM MOXHO BOCCTAHOBHUTH HaXXe KOJIMYECTBO M THUIl apIyMEHTOB, KOTO-
pbie 3Ta QYHKIMS MPUHUMAET Ha BXold. MHoOrMe BHU3yaJbHBIE CPElbl pa3paboTKH
(manpumep Borland Delphi u C++ Builder) coxpaHsioT BHYTPHM MCIIOJIHSIEMBIX
daitnoB crpoku ¢ uMeHamu GYHKUWU, SBASIONIMXCS 0OpabOTUYMKAMKU COOBITHUIA,
BOBHUKAIOIINX B WHTepdeiice TIporpaMMbl (TiepeMellleHne MBI, HaxXarue
KHOIIKM W T. II.). A WHOTIA B TOTOBOH Iporpamme ocTaloTcs (parMeHTH OTJIa-
JTOYHOW MHMOpMauuu, B KOTOPOM IPUCYTCTBYIOT MMeHa (yHKiuii. B mobom u3
3TUX CJIy9aeB HE COCTABJISIET OONBIIOTO TPYAA OMPENeNUTh, YTO IO KOHKPETHOMY
azpecy HauMHaeTcs Kol (pYHKIIUHM ¢ TAKUM-TO UMEHEM.
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D10 He sIBseTCs MpobieMoil st QYHKIIMIA, BBIIOIHSIOLIMX ICHCTBUS, HE CBSI-
3aHHBIE C 3alIUTOI MporpaMMbl. Ho ecnmm ¢yHKIMS Ha3blBaeTcsl CheckLicense
WIK btnRegisterClick, TO MPOTUBHUKY MMEET CMBICI B IEPBYIO O4Yepedb HCCIe-
JIOBaTh UMEHHO TaKyl0 (YHKIIUIO, T. K. C OOJIBIION BEPOSITHOCTBIO B HEll BBIIIOJ-
HSIIOTCSI BaXHBIE IEHCTBMS, OTHOCSIIUECS K paboTe 3aILMTHI.

CtouT Bcsuecku usberaTh MonamaHusi OCMBICAEHHBIX MMeH (YHKIIUI, OTHOCS-
IIUXCA K 3alIUTHBIM MeXaHM3MaM, B HUCITOJHSeMble daiiabl U OMOIMOTEKH, SIB-
JISTIolecsl 4acTblo TOTOBOW mporpammbl. Eciu B MCXOMHOM TeKcTe MpOrpaMmMbl
byHKIIMN TOJKHBI (GUTYPUPOBAThH MOA OCMBICIEHHBIMU MMeHaMH (1o coobpaxke-
HUSM yI0OOYUTAEMOCTH), TO UISI COKPBITMS MCTUHHBIX UMEH (YHKIWN MOXHO
HCIIOJI30BaTh MAaKPOIIOACTAHOBKU (JIMCTUHT 14.1).

INuctunr 14.1. Ucnonb3oBaHue #define ANA COKPbITUA UMEH yHKLMK B C

#define CheckLicense fn23

void CheckLicense (char *pszLic) {

/* mekcT byHKUyMM */

void main (void) {

CheckLicense ("License Sting");

le/l KOMIIWJISILUM TAKOIro Koda MpENpoLeccop BMECTO CheckLicense BE3/€ MOIA-
CTaBUT fn23, a 3HAYUT, UM, KOTOPOE MOIJTIO OBI IaTh KaKyHO-TO HH(bOpMaHH}O
NPOTUBHUKY, IMPOCTO HE IMONMAACTCA €MY Ha Ij1asa.

bubnuoreyHble (GYHKIMM MOTYT HUMIIOPTHPOBATHCSI M OSKCIIOPTUPOBATHCSI HE
ToJIbKO 1o uMeHu (by name), Ho U 1o HoMmepy (by ordinal). BTo Mo3BoJISIET BO-
001116 MCKITIOYUTH COOTBETCTBYIOIINE NMEHA U3 IMPOTrPaMMBbl U OMOIMOTEK.

OpHako HUKOIZA HE IIOMEIIAeT B TOTOBBIX HMCIOJIHSIEMBIX (bafmax BBIITOJIHUTD
IMOUCK TEKCTOBBIX CTPOK, COACpXaLIMX Ha3BAHUsI BaXXHBIX IJId 3alIWUThI d)YHK—
LUIA — HUKOIOA HEeJb3sl ObITh YBEPEHHBIM, YTO KOMITMJIATOP MJIM PEAAKTOP CBs-
3€il HUTJIE HE OCTABUJI BAXKHBIX UMEH.

14.2. TpaHcnupyemble A3blKU

Hekoropble MIMpoOKO pacipocTpaHeHHbIE SI3bIKM IPOTPaMMHUPOBAaHMSI B TIpOLIEcCe
KOMIIMJISILMKA MPeo0pasyloT MCXOAHBIA TEKCT B TAaK HA3bIBAEMbIil IICEBIOKOM —
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HEKOTOpOEe MPOMEXYTOUHOE TPEACTAaBIeHNe TEKCTa TPOrpaMMEbl, He SBISAIONIeecs
MalIMHHBIM KogoM. K takum sisbikam MoxHo oTHecTu Clipper, C#, FoxPro, un-
crajissuMonHble cuieHapuu InstallShield, Java, MapInfo Map Basic, MicroStation
MDL, Python, Visual Basic u mHorue apyrue. Ilpy BBINOJHEHUM IPOrpaMMbl
BHUpTyaJlbHAas MAalllMHAa WHTEPIPETHPYET TICEBIOKOI M BHITIOJHSIET €ro Ha BUPTY-
AIBHOM ITpolieccope.

TeopeTnyecku MCIONB30BaHUE BUPTYAIbHON MAIIMHBI MOXET SIBIATHhCS 3 deK-
TUBHBIM CIIOCOOOM IPOTHUBOICUCTBUS MCCIAESAOBAHUIO IIPOrpaMMBI, T. K. IO Haya-
Jla aHajaM3a aJropuTMa HEOOXOAMMO pa3odpaThCsl C YCTPOMCTBOM BHPTYalIbHOM
MaimuHEL. Ho 3TO crpaBeminBO TONBKO IJIs CUTyallMM, KOTAa CHUCTeMa KOMAaHII,
MpUMeHseMasl MalllMHOM, HUTIe M HUKEM He ObUla OIMCcaHa, T. €. SIBJISEeTCS YHM-
KaJbHOM.

OueBUHO, YTO AJIs MOMYJSPHBIX SI3bIKOB MPOTPaMMMPOBAHUSI 3TO COBEPILIEHHO
He Tak. [nsg HekoTophix s3bIKOB (Hampumep Ci#, Java m Python) B MHTepHere
HETPYAHO HAWTU MOAPOOHOE OMMCAHME TOTO, KaK KOAMPYETCsS Ta WJIM MHasl ole-
pamus, TomaepXuBaeMas BHPTYAIbHOM MAaIIWHOW. A WHTEPIPETaTOp sI3bIKa
Python BooOlIe pacrpocTpaHsieTcsl B UCXOAHBIX TEKCTaX, YTO He TO3BOJISIET CO-
XPaHATh YCTPONCTBO BUPTYAJIbHON MAIIMHEI B TalfHE.

Eciu st Kakoro-to s3blka HET OMMCAaHUs KOMOB Olepaluif, HO 3TUM S3bIKOM
MOJIB3YETCS JIOBOJbHO MHOTO MPOTPAMMUCTOB, PAHO WJIM MO3IHO KTO-TO 334acTCs
LIeJIblo pa3zobpaThcsl B JETaNsIX TMCEBAOKOAA M pa3paboTaeT Bechb HEOOXOAUMBIH
WHCTPYMEHTAPUM.

Cyl1iecTByeT HECKOJIbKO MPUYMH, TTOUYeMY pa3odpaThcsl ¢ CUCTEMON KOMAaHHA BUP-
TYaJIbHOM MAIlIMHBI 1T TPAHCIUPYEMOTO SI3bIKa MPOrpaMMUPOBAHNS OOBIYHO OBI-
BaeT He OYEHb CIIOXKHO.

IIpexne Bcero, ucciaenoBaTeab MOXET KOMITUIMPOBATH JIOObIE TPUMEPBI U CMOT-
peTh, B KaKOU TICEBIOKOM OYAyT MpeBpaliaThcs KOMaHABL. DTO OUYeHb BaXHO, T. K.
BHOCSI HE3HAUUTENbHBIE M3MEHEHHUSI B MCXOMHBIM TEKCT U aHAJTU3UPYIO pasHUILY
B OTTPaHCIMPOBAHHOM IICEBIOKOJE, TOpPa3o Jierde yCTaHABINBaTh 3aKOHOMEPHO-
CTH, 4YeM BHOCS M3MEHEHUS B TICEBIOKOA M KOHTPOJMPYS M3MEHEHUs B TOBeIe-
HWH BUPTYAIbHON MaIlIWHBIL.

KpoMe Toro, BupTyanbHast MallMHA OOBIMHO MPOEKTHPYETCST, HCXOASI M3 TpeboBa-
HMIl MakKCUMU3AIUU Tpou3BoauTeabHOCTH. CremoBarelbHO, 3HAHWE O0A30BBIX
MPUHIIMIIOB MOCTPOeHUST 3(DGEKTUBHBIX BUPTYAIbHBIX MAlIMH YAcTO MO3BOJISIET
OBICTPO pa3obpaThCSI ¢ 0OCOOEHHOCTSIMI KOHKPETHON pean3aini.

Brmo6aBok crcTreMa KOMaHI BUPTYaIbHOW MAIlMHBI penKo OBIBAET OYeHB CIOXK-
Holi. DTO Ha peaTbHOM Mpoleccope OOHYIUTh PETUCTP eax MOXHO HECKOJbKUMU
crrocobaMu, HarpuMep:

sub eax,eax; XOr eax,eax, and eax,eax; mov eax, 0.
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AB BI/IpTyaJ'IBHOfI MalllMHe TaKas U30BITOYHOCTh HE MMEET CMBICIIA.

W, HakoHell, BUPTyallbHasl MalllMHA, SIBJSIOLIASICS YACThIO SI3bIKA IPOTrPaMMUPO-
BaHWs, He pa3pabaTbIBaeTcsl Kak 3allyTaHHOE JIOTMYECKOe YCTPOIcTBO, pabora
KOTOPOrO HUKOIJA He AOJKHA ObITh MpOaHAIU3MpOBaHa MporuBHHKOM. Hampo-
TUB, YeM Ipolle OyldeT OpraHM30BaHA BUPTyajibHAs MalllMHA, TEM Jierde OyneT ee
OT/IaXXMBATh ¥ ONTUMU3UPOBATh.

B 11060M ciywae, mist MHOTHX TIOIYJISIPHBIX TPAHCIMPYEMBIX SI3BIKOB ITPOTpaM-
MUPOBAHUS ObLIM pa3pabOTaHbl NEKOMIMISTOPHI, IMO3BOJSIONINE MONYYUTh €Cu
He TOYHYIO KOITMIO OPUTHHAJIBHOTO MCXOJHOTO TEKCTA, TO YacTO SKBHBAJICHTHHIN
KOJ, KOTOPBIII MOXET ObITb CKOMIUJIMPOBAH U OymeT paboTaTh TaK Xe, KaK OpH-
TMHaJIbHAS TporpamMma. B pasHBIX sS3BIKaxX MPOTrpaMMUPOBAHMS KOJWYECTBO WH-
dbopmaium, coxpaHseMoil B OTTPAHCIMPOBAHHOM TEKCTE, MOXET OTIUYAThCA.
B HeKOTOpEIX ClTydasix COXpaHSIOTCS UMeHa BceX (PYHKIMA M mepeMeHHBIX. MHOo-
rIa MOTYT OBITH M3BIIEYCHBI Jake HOMEpa CTPOK MCXOMHOTO TEKCTa, TIe pacroja-
rajicsl TOT WJIM WHOI orepaTtop, W UMs McxogHoro daiiia. Ho MoxeT GBITh U Tak,
YTO COXpaHSETCS TOJNBKO IOCIIENOBATEIbHOCTh BBHI30BOB (DYHKIIMI W YITOTpebdiie-
HMSI ONepaTopoB, B TO BpeMsl KaK Bcsl cMMBoJMYecKass MHdopMmanus od mMeHax
OKa3bIBAeTCS YTPAYeHHOIA.

Ho, maxe mMest Bcero JIMINb SKBUBAIEHTHBIM TEKCT, B KOTOPOM MMEHA TepeMeH-
HbIX U (YHKIMI 3aMEHEHbl Ha MPOU3BOJbHBIC, AHATM3UPOBATh 3ALUTHbBIE MeXa-
HM3MBI TOpAa3mo TPOIIe, YeM eCIM Obl OHM OBbITM HAIMCAHBI HA SI3bIKE, KOMITWIIM-
pyeMOM B KOMaHJbl PeaibHOTO Mpoleccopa.

i mpemoTBpallleHUs] TMpUMEHEHMS JCKOMITMJISTOPOB WMHOIAA pa3pabOTYMKHU
MPOTPaMM MAYT HAa MOAMMDUKAIINIO BUPTYATbHON MAIIWHBI.

Mopgungunkayna suptyasbHon MmawunHel FoxPro

FoxPro asnsaetca ogHow M3 nonynsipHbIX KOMMEPYECKMX cuctem ynpasneHus 6asa-
Mu aaHHbix (CYB[) n nossonseT cos3gaBaTh 3aKOHYEHHbIE MPUMOXEHUS, PYHKUMO-
HUpYyOLLMEe HE3aBNCUMO OT cpeApbl paspaboTku. Ho cyllecTByeT HECKONbKO OYeHb
XOPOLUNX AEKOMMUMATOPOB, CMNOCOBHBLIX MOMHOCTLI0 BOCCTAHOBUTL MCXOOHBIN TEKCT
nporpamm, co3gaHHbix B FoxPro, Hanpumep ReFox nnu UnFoxAll. N HekoTopble
paspaboTuuku, ucnonb3yowme FoxPro (Hanpumep aBTopbl nporpammbl Hardware
Inspector), nbiITaldTCa HaNTK CNOcob 3alMTUTL CBOM NPOrpamMmbl OT AEKOMMUNALIMN.
[enaeTtca 370 npuMepHO cneayLwwmm obpasom.

Mporpamma paspabaTbiBaeTcs B cpeae FoxPro u koMnunupyeTcs cambiM 0ObIYHbIM
06pa3oM. YTobbl ReFox HEBO3MOXHO GbINo UCMONb30BaTh AN MOMyYeHUs UCXOLHO-
ro TekcTa nporpaMmbl, HEOGXOAUMO U3MEHUTb CNocob KOAMPOBaHUA NceBAokoaa.
Ho Toraa u BupTyanbHas MalMHa He CMOXeT paboTaTb C MEpPeKoAMPOBaHHbLIM
nceegokoaom. CriefioBaTteribHO, HEOGXOAMMO UCMPABUTL U BUPTYamnbHY0 MaLluHy.
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[Mocne aToro cKOMNUAWPOBAHHYIO MporpaMMy MOXHO PacrnpoCTpaHsaTb BMeCTe
C MOANdMUMPOBAHHON BUPTYyanbHON MalumnHow, n ReFox okaxeTcs 6eccuneH.

OpHako B flaHHOW cxeMe ecTb o4HO cnaboe 3BeHo. [leno B TOM, YTO UCMOMHSOLas
YyacTb BMPTYyarbHOW MalnHbl 06bIMHO OchopmMnseTcs B BUAE AnHamuyeckon 6ubnmo-
Tekn (vip500.dIl gns FoxPro 5 vnun vip6r.dil gna FoxPro 6) n paspelwaeTtcs csoboa-
HOe pacnpocTpaHeHne aTon Gubnuoteku (kak redistributable component). Cneposa-
TenbHO, opurMHanbHas (HemsMeHeHHas) Bepcusi BUPTyarbHON MalLUHblI MOXET ObITb
nerko HangeHa B WHTepHeTe. [Janee A0OCTAaTOYHO BbIACHWTb, YEM OTNMYAETCH MO-
AanduunpoBaHHas BepcUs BUpPTyanbHOW MaluuHbl, U nubo nepekogupoBaTtb Npo-
rpammy, nNpueBeas ee k Buay, AOCTYNHOMY Anst noHMMaHns ReFox, nubo moanduum-
poBatb ReFox Takum e obpasoM, kakum Obina moauduumpoBaHa BuUpTyarnbHas
MaLluHa.

Tak 4yTO0 MO,D,I/ICbI/IKaLlVIH BmpTyaanon MallnHbl ABNAETCA BeCbMa COMHUTEIbHbIM
cpeacTtesoM Angd 3alWnTbl OT AeKoMnunaunun ncesaokoaa. K TOMY Xe, pacrnpocTpaHe-
HYe MOoAMMULMPOBAHHOW BMPTYarbHOW MalUWHbLI NMOYTW BCerga ABnsAeTcs Hapylue-
Hunem yCJ'IOBI/IIZ JINLEH3nNn, B cornacunm € KOTopbiMM 3Ta MallMHa AOJKHA UCNOSb30-
BaTbCs. B cnyyae ¢ BupTyanbHow MawmHon FoxPro, saensiowencss CoBCTBEHHOCTBIO
kopnopauuu Microsoft, yliemneHHbIM1 OKa3blBalOTCH Mpasa NocrnegHen, a 370 Mo-
XEeT Bbl3BaTb CEPbE3HbIE NOCNEACTBUS.

OnHuM CJIOBOM, HCIIOJb30BAHHUE TPAHCIMPYEMbLIX A3BIKOB IIPOrpaMMUPOBAHNA,
JOMMyCKAIINX YaCTUYHYIO WM ITOJHYIO JCKOMIIWIALIUWIO, — 3TO HAJIEKO HE JIy4d-
LIUIA Bbl60p IJid pe€alM3alilMM 3allIMTHBIX MEXaHHU3MOB. HpOTl/IBHI/lK UMEET BO3-
MO2XHOCTBb B CaAMbI€ KOPOTKHE CPOKH IMOJIYYUTH JOCTYII K UCXOOAHBIM TEKCTaM BCEX
NCXOOHBbIX aJITOPUTMOB, YTOOBI MOIBITATHCS HAUTH YA3BUMOCTD. A uHorma npo-
TUBHUKY N BOBCE YIOAE€TCs Y6paTI> N3 JEKOMITMJIIMPOBAHHOIO TEKCTA BCE 06pa1ue—
HUA K 3allilUTHBIM (bYHKLlI/IHM 1 3aHOBO CKOMIIMJIMPOBATL IPOIrpaMMy.

14.3. YcnoBHO 6ecnnaTtHble
n Demo-Bepcun

i TOoro 4TOOBI TOTeHIMATbHEIE TOJb30BaTeIM CMOIJM JIyYIle OIEHUTH BO3-
MOXHOCTH TIPOTPAMMBI, pa3pabOTYMKM YacTO PACIPOCTPAHSIOT ITEMOHCTPAIIMOH-
HBIE BEPCUU CBOWX MPONYKTOB. Takue BepcuM, KakK MPaBHIO, UMEIOT OrpaHNYeH-
HBIIT HAGop GYHKIWN W/WIM orpaHWYeHWe Ha BpeMs HCIOJIb30BaHUSA WU
KOJIMYECTBO 3AMyCKOB NMPOTrPaMMBbl.

YcnoBHO GecriaTHbIE IIPOAYKTbI OOBIYHO SIBJISIIOTCS OTpaHUYCHHBIMU BEPCUSIMU,
KOTOPbIEC ITPEAOCTABJIAIOT ITOJIB30BATEIII0O BO3MOXKHOCTH BBOJA PETrUCTPAIMMOHHOTIO
KoJa, I10CJ€ Y€ro BCE€ OrpaHMYC€HMA CHUMAIOTCA.
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14.3.1. OrpaHnyeHne pyHKLNOHANIbHOCTH

Eciu aBTOp I[eMOHCTpaHI/IOHHOﬁ BEPCUHN IIPOIrpaMMBbl XOYET CACJIATb HEAOCTYII-
HBbIM, HAlIpUMEpP, IMMYHKT MEHIO Save, TO OH MOXET MOUTHU OBYMs ITYTAMMU:

a Npy MTHULIWAJIU3ALIUU IIporpaMMbl CAEIaThb 3TOT ITYHKT HEAOCTYITHBIM,

a YOAJINUTh U3 IIPOrpaMMbl BECH KO, OTHOCSIIIMIACH K COXpAaHCHUIO JAHHBIX Ha
OUCKE, U NP MHUIUATINU3AINUN ITPOTrpaMMBbl CIOEIAaTh ITYHKT MEHIO Save Hemoc-
TYITHBIM.

O4yeBUAHO, YTO pealn3alys MEPBOro crocoba TpeOyeT 3HAYMTEIbHO MEHBIINX
yernuii. OgHAKO CYIIECTBYIOT CIIeIMalIbHble WHCTPYMEHTHI, ITO3BOJISIONINE Me-
HSITh CBOMCTBA 3JIEMEHTOB JWajiora B Ipoliecce BBIMTOJHEHUs TporpaMMbl. C 1o-
MOIIIbIO TTOMOOHBIX MHCTPYMEHTOB MOXKHO KaXIBI 3JIEMEHT JII00OTO THAJIOTOBOTO
OKHA CIIeJIaTh JOCTYITHBIM, MPEBPaTUB AEMOHCTPAIIMOHHYIO BEPCHUIO B TTOJHOILIEH-
HYI0 TI0 (DYHKIMOHATHLHOCTH TIPOrpaMMy. A HEKOTOpBle WHCTPYMEHTHI MOXHO
Jaxe "oOyduTh' aBTOMAaTUYEeCKM NeNaTh HOCTYIMHBIMU HYXHBIE KHOMKHU W ITYHKTHI
MEHIO TTPU OTKPBITMU COOTBETCTBYIOIIETO AUAJIOTA.

nOSTOMy H€O6XOZ[I/IMO UCKIIYUTh U3 KOIa Z[CMOHCTpaHVIOHHOﬁ nporpaMmmsbl T€
(yHKLIMM, KOTOpbIE HOJDKHEI IIPUCYTCTBOBATh TOJIBKO B IMOJTHON Bepcuu. JlocTuub
JKeJ1aeMoro pesyjabTara, HE co3daBasgd ABE OYEHBb ITOXOXUX IporpaMmbl, MOXKHO,
HaIIpuMeEp, IMyTeM MCIIOJIb30BAHUA OUPEKTUB yc.]'[OBHOfI KOMNMWJIAIWA, MOAOCPXKU -
BacMbIX IIPEIIPOLECCOPOM fA3bIKa C. K mone3HsM JUPEKTUBAM OTHOCATCA, Ha-
MpuMep, #define, #ifndef, #ifdef, #else U #endif. C UX MOMOIIBIO MOXHO
,Zl06l/lTbC9I TOro, 4ro, U3MCHsA B HaCTpOﬁKaX IIPOEKTAa BCEro OAHO OIIPEACICHUEC
mperporeccopa (aHalIOT #define), MOXHO OydeT M3 OTHOTO Habopa MCXOMHBIX
TEKCTOB MOJYYUTh COBEPILIEHHO pa3HbIe 10 HA0Opy (PYHKLUI TPOrpaMMBl.

14.3.2. OrpaHn4yeHune
nepuopa ncnosib3oBaHuA

Hnst Toro 4ToObl OrpaHUYMUTH TMEPHOJ BO3MOXKHOIO MCIIOJIb30BAHUS MPOIYKTA,
HEeOOXOIMMO B HEKOTOPO 00JIACTH KOMIThIOTepa COXPAHWTh HATy YCTAHOBKU WU
KOJINYECTBO 3amyckKoB. OOBIYHO [JIS 3TOT0 MCIIONb3YIOTCS MPOU3BOJIbHBIE (Dailibl
unu peectp (Registry Database). MHorne cyuTalor, 4to, CIpSTaB TaKOW CUYETYUK
B CaMblii JAIbHMI YroJl OMepalMOHHON CUCTEMBI, OHU CHENAT HEBO3MOXKHBIM
OoOHapyXeHUe ero MECTOITOJIOXKEeHUS, a clieNoBaTeIbHO, M cOpOC CUeTUHKaA.

OmHakKo CYIIECTBYEeT IBA CeMelCcTBA MHCTPYMEHTOB, IO3BOJISIONINX OMPEACTUTD,
Iie UMEHHO pacrosaraercs cyeTyuk. K mepBoMy ceMeilcTBY OTHOCSITCSI IPOrpaMMBbl-
MOHUTOPBI. OHU OTCAEXUBAIOT Bce OOpalleHus K ¢daiiam WIK peecTpy U MpoTo-
KOJIUPYIOT T€ U3 HMUX, KOTOpPbIE MOIMPOCHJ 3aIOMHMUTh MOJb30BaTe/b. MOHUTOPHI
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OOBIYHO COCTOSIT M3 ABYX YacTell: mpaiiBepa, YCTAaHABIMBAEMOTO B SIPO OIEpaIIM-
OHHOI cHUCTeMbl, U MHTepdeicHON YacTu, MOCpencTBOM KOTOPOUl MOJb30BaTeNb
MMeeT BO3MOXHOCTb YIPaBiATh pabOTOll MOHUTOpPA W TMOJy4yaTh pe3yabTaTbl MPo-
TokonupoBaHus. Haubonee M3BECTHBIMU SBISIOTCS, HaBepHoe, MporpaMmbl File
System Monitor n Registry Monitor, paspabotaHHble KoMmnaHuei Sysinternals.

OmHako MporpaMMbl MOTYT TPOTHUBOIEHCTBOBATh MOHMTOpPaM. O4YeHb BaXeH TOT
(axT, 4TO MOHUTOpP SIBISIETCS AKTUBHBIM WHCTPYMEHTOM — IUISI TOTO YTOOBI MO-
HHUTOP BHITIOJTHSUT CBOM (DYHKIIMU, OH JOJDKEH HAXOOUTBHCSA B TIAMSATU BO BpeMs
paboTel mMccienyemMoii Tporpammbl. CiemoBaTelbHO, 3alIWINeHHAs IpOorpaMma
MOXET OOHApYXUTh MPHUCYTCTBHE MOHUTOpPA M CKOPPEKTHPOBATH CBOE BBITTOIHE-
HMe pasHBIMH cltocobamMu. Harpumep, oHa MOXET MPOCTO OTKAa3aThes paboTath,
eCJIV B TIaMATH TIPUCYTCTBYeT MOHUTOp. Jpyroif crmocod 3akmovyaercs B TMOCBUTKE
MHTepdecHON YacTH MOHUTOpA COOOIICHUSI 0 HEOOXOMMMOCTHU 3aBepIIeHMS pa-
60Thl. [Ipy 5TOM MOHHMTOP OKAa3bIBAeTCSI BBHITPYKEHHBIM M3 ITAMSTH, MPOrpaMma
mpomorkaeT (GYHKIMOHUPOBAaHNE B YUCTOM OKpyXeHUM. KpacwBo BBITISANT U
CIEeyIONINiA CIToco6: 3alIrIIeHHas IporpaMMa ITOChIIaeT ApaiiBepy MOHHTOpPA
KOMAaHIy BPEMEHHO IPHOCTAHOBUTH PETUCTPALINIO COOBITHI, BBITONHSET BaXKHBIE
obpalleHus1, a 3aTeM CHOBa paspellaeT mpaiiBepy pabotarb. [Ipm 3ToM WHTeEp-
(eiicHasg yacTh MOHMTOpAa HMKAK HE OTpaxkaeT TOT ¢akT, 4yTo paboTa mpaiiBepa
OblTa OTKOppeKTHpoBaHa. M Tonb3oBareb HAXOOUTCS B ITOJHON YBEpEHHOCTH,
YTO IporpamMma He IPOM3BOAMIA HUKAKNX OOpallleHWi, B TO BpeMs KaK OHH
VMeJIM MeCTO, HO MOHUTOP B 3TO BPeMS IIPOCTO OBUT OTKIJTIOUEH.

[IpotuBoneiicTBE MOHMTOpPaM paboOTaeT TOJBKO B TOM CiIydae, eclu IIporpamma
3HAET, KaK OIMpeNeNuTh HATWYMe MOHHMTOpPA B MAMATH M KaK €ro 00e3BpEIWTh.
ITosToMy YacTo MPOTUBHMKY JOCTATOYHO M3MEHUTH JIOTUYECKOe MM IpaiiBepa
MOHHUTOpPA, YTOOHI ITpoTrpaMMa oKa3anach He B COCTOSTHUM €T0 OOHAPYXWTh.

Kpome mporpaMM-MOHUTOPOB, MPUHAIIEXKAIINX K CEMEICTBY aKTUBHBIX MHCTPY-
MEHTOB, €CTb M CEMEICTBO IMaCCUBHBIX MHCTPYMEHTOB. DTO MPOrpaMMbI, KOTOPbIE
MTO3BOJISTIOT OTCJIEXKHMBATh IPOM3OIIEAIIe M3MEHEHMs], He HaxomsiCh BCE BpeMsi
B mamaTu. [IpocTo Mo ImepBoro 3amycka 3alluIeHHON IporpaMMbl HEOOXOIUMO
COXpPaHUTh TeKylllee COCTOSIHME peecTpa WIM omlpeleleHHBbIX (aiiioB, a Imocie
3aIycKa CPaBHUTb HOBOE COCTOSIHME C NPENbIAyIIMM. Te 3alicH, KOTOphle ObLIU
M3MEHEeHbI, Cpa3y OKaXyTcs Ha MONO3PEeHMH y IPOTHMBHUKA. McIionb3oBaHue mac-
CUBHBIX MHCTPYMEHTOB HEe MOXET ObITb OOHAPYXEHO 3allUTOM, U eTUMHCTBEHHBII
Croco0 IPOTUBOCTOATh MM — BHECTU OYEHb OOJIbIIOE KOJIMYECTBO (PMKTHUBHBIX
M3MEHEeHHUI, 4TOObl 3aTPydHUTh IPOTUBHMKY OIpeneieHHe AeCTBUTEIbHO BaX-
HBIX 3anuceii. Ho Takoii moaxon HEMUHYEMO MPUBEAET K CHIKEHUIO IIPOU3BOIM-
TEJIbHOCTH.
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14.3.3. MNMporpamMmmbl
C BO3MOXXHOCTbIO perncrpayum

[IporpaMMbI, B KOTOPBIX MPEAyCMOTpeHA BO3MOXHOCTH PETHCTPAIINU, BBITJISIST
MIPUBJIEKATEIbHO C TOYKM 3peHUs MapKeTWHTa. JleicTBUTEIbHO, MoJIb30BaTelei
JIOJKHO pamoBaTh, YTO Cpasy ITOCNIE OIUIAThI CTOMMOCTH JINIIEH3WH OHM ITOJTydYaT
PETUCTPAIIMOHHBIN KOI M MOTYT MOMEHTAJIBHO TMPEBPATUTh OTPAHWYCHHYIO Bep-
CHI0 B TOoNMHOIIeHHYI0. He morpebyeTcsl HM BBIKQUMBAHWE APYTOTO WHCTAJLIISIIVN-
OHHOTO ITaKeTa, HU TMMOBTOPHAS WHCTAJLISAIINS.

OZlHaKO MHTYUTUBHO IIOHATHO, YTO MMOoJO00OHAs cXeMa MOXET OBbITh yA3BJI€HA MHO-
JKeCTBOM CIIOCODOB.

OyeHb YacTO perucTpalus MoapasymMeBaeT BBOI MMEHM IOJb30BaTeNlsl W OXHOTO
WJIM HECKOJNBKHMX PETUCTPAIMOHHEIX KomoB. Eci perucrpainst He MMeeT Malllvi-
HO3aBUCHUMOI COCTaBJIsIONIeH, T.e. Ha JI00OM KOMIIbIOTEPE OIpenesieHHOMY
VMEHH TIOJNb30BaTeIsl COOTBETCTBYIOT BCErma OOHM M Te Xe perucTpalioHHBbIE
KOIBI, TO, 3apPETMCTPUPOBAB IMpOrpaMMy OIWH pa3, ee MOXHO OyIeT MCITONIb30BaTh
Ha J11000M KOJHWYecTBE KOMITbIOTepoB. HeymuBHMTENbHO, 4YTO IUISI OYeHb MHOTHX
mporpamMMm B MHTepHeTe MOXHO 0e3 Tpylda HaliTH perucTpaliOHHEBIE KOIBI.

IIpoBepka MpaBMIIBHOCTH BBEIEHHOTO PETHUCTPAIIMOHHOTO KOAA TOXKE MOXET BbI-
TTOJTHATHCST TTO-pa3HoMy. Hepemko BeTpedaloTcsl pealm3amui, Korma IporpaMma
BBEIYMCIISET [UTSI BBEIEHHOTO MMEHHM ITOJIh30BATENIsT MPABWIBHBIA PETUCTPAIIOH-
HBII KOZI, KOTOPBIN TPOCTO CPAaBHUBAETCS C TEM KOIOM, KOTOPBIN BBEJ ITOJIH30Ba-
Tenb. B momoGHOI cuTyalnm Il HeJleTaTbHOW peTHCTpaliii MpoTrpaMMbl Ha JIIO-
60e MMs MOCTaTOYHO BBECTH 3TO MMS W TPOM3BOJLHBIN KOA, HAWTU TOYKY, TIe
MPaBUJILHBIN PETUCTPAIIMOHHBIN KOI YK€ BBIYMCICH, W MPOYNUTATh €r0 M3 IaMsi-
™. [lpu cienmyromeil IMOMBITKE PETUCTPAMU TOCTATOYHO BBECTH TO XKe caMoe
UMs ¥ TIPOYMTAHHBIN M3 MaMATH KO, YTOOBI TIporpaMMa pellnia, 9To oHa Kop-
PEKTHO 3apeTUCTPUPOBAHA.

M, xoHeuyHO Xe, eclid perucTpallMOHHbIe TaHHBIE MPOCTO MPOBEPSIOTCS HA KOp-
PEKTHOCTb, HUYTO HE MelllaeT MPOTHUBHUKY MCIPABUTH TEJIO MPOLEAYyphl TIPOBep-
KU TaKUM 00pa3oM, YTO JI0ObIE BBEAEHHBIE PErMCTPAIIMOHHBIE KOIBI OYIyT CUM-
TaTbcsl  TPaBWIBHBIMM. Jlydiie cpenarb Tak, 4YTOOBI — perMcTparimoHHas
MHGOPMAITUS UCITONB30BANIACh B XKM3HEHHO BAKHBIX (PYHKIIMSIX ITPOTPAMMEBL.

DT0 0COGEHHO IMOJIE3HO B CBETE TOTO, YTO IIPOrpamMma IMoce PErUCTPALlUU 0K~
Ha IPEBPATUTLCS B MOJHOLIEHHYIO BEPCHIO 0€3 MCIOJIb30BAHUS KAKMX-TH0O H0-
MOJTHUTENBHBIX MofyJeid. CiiemoBarebHO, OrpaHMYEHHAsT BEPCHs JOJDKHA B KAKOM-
6o ¢GopMe colepKath BECh KO, HOCTYIHBIA B MoaHOH Bepcuu. OOHO U3 BO3-
MOXHBIX pellleHdit — 3ammndpoBarh ¢GparMeHThl MPOrpaMMbl, OTHOCSIIIMECS
K IOJIHOM BEpCHMM, a KU IUdPOBaHUS KaKUM-TO 00pa3oM CBsSI3aTh C perucrpa-
LIMOHHBIM KomoM. Ilpu arom 6Ge3 3HAHUS IMPABWIBHOM pPerucTpallMOHHONW WH-
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opmanmu He ynactcst paciimdpoBaTh 3alIMLIEHHbIE (PParMeHTHI, JaXe €CIU OT-
KITIOYUTD BCE TIPOBEPKU MPABMIBHOCTH PETHCTPAIIMOHHOTO KOJA.

14.4. PacnpepeneHHblie NPOBEepKU

Korma nporpamma mojyuymia oT MOJIb30BaTeNsl PETUCTPAIIMOHHYI0 MHGMOPMALIUIO,
He 00s3aTebHO cpa3y Xe ONpeleNsITh ee MPaBWIbHOCTb M MHMOPMHUPOBATH 00
9TOM Tojb3oBarens. Eciu Bce MpoBepKM cocpemoToYeHbl B OTHOM MecTe, IMpo-
TUBHUKY TOpa3ao Jierye onpenenuThb, OTKYIa HaYMHATh aHAIu3.

IIpennouyruTenbHee BHINISIAUT cenylUiuii nmoaxod. I1pyu BBoje perncTpalimoHHOMN
vH@oOpMaIuK BBHITIOJIHSIETCS] TIepBUYHAsI MIPOBEepKa, MpelHa3HAYeHHasl ckopee sl
KCKJIIOUEHUST OlIMOOK Habopa ¢ KJaBUATypbl, UeM AJs 3alluThl. Eciu BBeAeHHas
nHdopMalusa Kaxercsl MpaBUIbLHOW, OHA COXpaHsieTcsl Ha aucke (B daitne uau
peecTpe) M TMoJIb30BaTe/l0 BhIIAETCSl cooblleHre ¢ 0JarolapHOCTbIO 32 perucrpa-
LIMI0O U TIPEJIOXKEHUEM MEepe3anyCcTUTh MporpaMmy, T. K. TOJIBKO IMOCJe Iepe3a-
nycka OyayT akKTUBUPOBAHbBI Bce (DYHKLMM, HEAOCTYIMHbIE B OECIJIaTHOM OlleHOY-
HOW BEPCUU.

ITocne mepesarmycka mporpaMMa YHUTaeT ¢ AUCKa PETUCTPAMOHHYI0 MHGMOPMAIINIO
U TUPAXUPYET €e B MaMSTH B HECKOJBKUX 3K3eMIUISIpax. DTO AeaeTcs ISl TOTo,
YTOOBI MMPOTUBHUKY CJIOXKHee OBUIO HAWTH MECTO, Ile IporpaMMa MHTEPIPEeTUPY-
€T PeTUCTPALIMOHHBIEC TaHHBIE.

B pasHbIX MecTax ImporpaMMbl HEOOXOIMMO BCTAaBUTh pasHble (pYHKIMU, KOTOPHIE
OyIyT MPOBEPATh pa3Hble KYCOUYKU PETUCTPAIMOHHOM MHOOPMAIIMKM WX LIEIOCT-
HOCTb TporpamMMbl. Jlydille MMeThb HECKOJNBbKO (DYHKIIMI, TPOBEPSIOIIUX OIHO U
TO Xe, 4eM OIHY (YHKIIMIO, MPOBEPSIONIYI0 cpady Bce. [IpOTUBHUKY MpUAETCS
pasdupaTbcst co BceMM (GYHKIMSMU MPOBEPKU, U YeM MX OoJblie, TeM eMy Oyner
CJIOXHee.

Ecmu B pesymbrate OmHOW W3 MPOBEPOK BBIACHUIOCH, UTO PETHCTPAIlMOHHEBIE
JaHHBIE HEBepHBI, HE CTOMT Cpa3y cooOIIaTh 00 3ToM Ioib3oBareio. Jlydire yc-
TAHOBUTDH CHCIUANIBHBIN (rar, yKaswplBalOIIWA HAa TO, YTO TporpamMma He ObLTa
KOPPEKTHO 3aperucTpupoBaHa. A B Ipyrod (yHKUMH, OTHOCALUEHCS K COBEp-
IIEHHO WHOMY ¢parMeHTy IporpaMMBbl, aHaJIU3WUPOBaTh ONWH WM HECKOJIBKO
(rmaroB u MpeANPUHUMATL COOTBETCTBYIOIINE NEHCTBUS.

HeiicTBUSI MOIYT OBITh camble pa3zHooOpasHble. Tak, Hampumep, oguH u3 DOS-
oBcKUX cumynstopoB Formula-1 mpu 3amycke mpoBepsul HATHYKME TOKYMEHTAIIUN:
y TOJIb30BaTelsI IPOCHIN BBECTH CIIOBO, HAIMCAHHOE HA OIpeneleHHON CTpaHu-
e. UcmpapieHreM omHOro 6aita MOXHO OBIIO 3aCTaBUTh IPOrpaMMy 3aITyCKaTh-
¢S TIPU BBOJE JIIOOOTO CJI0BAa, HO TOTAA aBTOMOOWJIb CTAHOBWJICA HEYIPABIISIEMbIM
Yyepe3 HeCKOJIBKO MMHYT ITOC/Ie Havyaja TOHKH.
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Hpyroii nmpumep HectaHaapTHoi peakuuu. ITporpamma ReGet Deluxe, npenHa-
3HAuUeHHas sl yIpaBleHUs] BbIKaunBaHueM (aitoB mo mnpotokonam HTTP u
FTP, uHorma moaMmeHsiia 3arpyXeHHble (aiiibl, eciu oOHapyXuBaia, 4TO KOI
nporpaMmbl O6buU1 MomuduLMpoBaH. Tak y mMojb3oBaTeNss B3JIOMAaHHONW BepcUu
ReGet Deluxe Obliy 11aHchl B apxuBe oOHapyxuTh daitn readme.txt, comepxa-
muii TekcroByto ctpoky "This file downloaded with cracked version of ReGet De-
luxe", MM TIONYYUTH COOOIIEHUE C TeM K€ TEKCTOM IIpW 3aImycKe 3aKaqyaHHOTO
HCITOJIHsIeMoro daiina.

Takke cyiecTByeT KpacuBas JereHaa, Kacaiomascs rnporpammel 1C:byxrantepust.

1C:Byxranrtepusa n knio4yn HASP

ByxranTtepckasi nporpamma oT komnaHum 1C nctopudecku Gbina 3awuiieHa oT Ko-
NUPOBaHNS NpY NomoLLM annapaTHbiX kntodenn HASP. [na Bcex knioven HASP Toro
BPEMEHMU cylllecTBOBanu amynsitopbl, 1 1C HopmanbHO paboTana npu OTCYTCTBMM
Krno4ya, ecnv Ha MaluvHe Obin YCTAHOBMEH 3MYMSTOP, U OYEHb MHOTME 3TO 3Hanu.
Ho, Buanmo, o cyllecTBOBaHUM 3MyNATOPOB ObINM HENNOXO OCBEAOMIIEHbI U NPO-
rpammucTbl 1C. Bo BCcsikom criydae, ogHaxabl nporpaMmMa nepecrtana pabotaTe nos
3MYNSTOPOM, B TO BPEMSI KakK NMPU HanMumMm HacTOSILLErO Kroda HUKakux npobnem He
BO3HMKano.

B obblyHOE Bpems HeneranbHble NMONb3OBATENM nocrapanucb Obl HAWTW Apyron
3MYNSITOP UMW B3MOMaHHYI0 BEPCUIO NPOrpaMmbl, HO Tak CIy4Mnocb, YTO Mpo-
rpaMMa nepecrtana pabotaTb 3a HECKONbKO AHEW A0 Cpoka CAayu ovepenHoro
H6anaHca. B pesynbTate, o4eHb MHOMMe He konebanucb U npeanoynu npuobpectu
neranbHy0 BEPCUIO NPOrpamMmmbl BMECTO TOro, Y4ToObl NnaTtuTh WTpad 3a npocpo-
YeHHbIN 6anaHc.

PacueT 6bIn coenaH o4eHb TOYHO, U, MO criyxam, komnaHusa 1C 3a 2 Hegenu npoaa-
na cTonbKo konui ceoen byxrantepun, ckonbko 06bIMHO NPoAaBanock 3a Nonroaa.

BoT Tak HebonbLuas 3aepXKa B peakunn Ha HapyLleHue 3alnTbl, COBMeLLEeHHaaA co
3HaHMeM ocobeHHocTen pbIHKa, nomorna 6bICTpO neranusoBatb G6onbLUOEe Konnye-
CTBO nonb3oBaTenen.

14.5. UHcTannaTopsbl ¢ 3awjuTton

HexkoTopble mpou3BOIUTENM MPOrPaMMHOTO OOecrieueHUsl MO3BOJISIIOT BCEM Ke-
JIAloIeM cKadaTh WHCTAUIATOP IpPOrpaMMBI ¢ OGUIMATBHOTO WHTEpPHET-cailTa.
[lpu 3TOoM MHCTAIATOP MOXET OBITh 3AlUUIIEH TAKUM OOpa3oM, 4To AJIsl ycTa-
HOBKH IIPOTpaMMBbl HEOOXOMMMO 3HATh HEKOTOPYI0 MHMOpMAIN0, KOTOPYIO TIPO-
M3BOIUTENIb COOOIMT TOJBKO MOCIe MOTYYEHMS OILIaThI.
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OnHaKko Jajeko He Bce pa3pabOTYMKM 3HAIOT, YTO HEKOTOPBIE CIIOCOOBI 3AIUTHI
WHCTAJUIATOPOB COBCEM HE TaK 0€30MacHbI, KaK XOTEJIOCH Obl.

14.5.1. ZIP-apxuBbl ¢ naponem

OueHb MHOTrMe TporpamMMmbl pacnpocTtpaHsitotcs B ZIP-apxuBax. M oueBumHast
uaes 3alUThl TUCTPUOYTMBAa — YCTAaHOBKA MapoJia Ha apxuB. Eciu BbIOpaHHBIN
MMapojib COMEPKUT OYKBHI, UMPHE W 3HAKW TPEeNMMHAHUS U HWMeeT ITOCTAaTOYHO
OOJIBIIYIO JIMHY, TO IUISI OTBICKAHUS TaKOro TMapojisl mepebopoM MoTpedyercs
oueHb MHOro BpeMeHU. OmHAKO Kpome IMombopa Mapojisi METOIOM TpyOOil CHIIBI
(brute force) cyuiecTByloT u 6onee 3 peKTUBHbIC BApUAHTHI aTaKH.

Ecnau apxuB ObUT co3laH C MOMOIIBbIO MPOrpaMMbl, OCHOBAHHOM Ha MCXOAHBIX
tekctax oT InfoZIP Group (Hanmpumep WinZip), U coaepXuT MITh Win Oolee
(aiiyioB, CylIecTBYeT aJIrOPUTM, OTHICKMBAIOIIMKM KIIOY M paciir(poBhIBAIOIINI
apXuB MPUMEPHO 3a yac.

Ecnn mpumensiics apxuBarop, He ocHoBaHHbI Ha InfoZIP, To mpoTUBHMK MoO-
KET TIOTBITAThCS BOCITOJIB30BATHCS aTaKOM Ha OCHOBE OTKPHITOrO Tekcta. s
9TOro eMy IMOHanoOMTCs MMETh B OTKPBHITOM BUIE OAMH M3 (aiinos, 3amudpo-
BaHHBIX B apXWBe.

Ho kak MoxHO monyuuTbh HesaiudpoBaHHbINM (aitn? OxasbiBaeTcsi, co3naTenaun
apXuBa YacTo caMM MOMEIIAIOT B apXMB C TUCTPUOYTUBOM haiil, KOTOPBI MOXHO
HaiiTu B oTkpbiToM Buae. Hampumep, daitn README.TXT, onuckiBatoimuit
MPOAYKT, OOBIYHO HOCTYIEH IO CChUIKE ¢ Web-CTpaHUIIbI, a TaKKe HaXOMUTCS
B IUCTPUOYTHUBE.

Ecnmu wHCTA/IUISTOP TIporpaMMBbI, 3alMdpoOBaHHBIN B apXWBe, CO3IaH TP TTOMO-
mu makera InstallShield, To B apxuBe oKaxeTrcs ¢ AecsITOK (aiiioB, HEKOTOPhIE U3
KOTOPBIX MACHTWYHBI JJIST BCeX WHCTAUIATOPOB, CO3MAaHHBIX ¢ MoMolnbio Install-
Shield Toit xe Bepcun. CregoBaTelbHO, He3alIUGPOBAHHBIN (aiil MOXET OBITh
B3AT OT JPYroil mporpaMMbl WM HaiimeH B KHTepHeTe ¢ ITOMOIIBIO CIYXOBI
FTPsearch.

14.5.2. Norton Secret Stuff

HexkoTopble TTpOM3BOAMTENN TS pacIpOCTPaHEHHSI CBOMX IPOMYKTOB MCITONIH30-
BalM pa3paboTaHHYIO KoMIlaHuWel Symantec OecruiatHyi mporpammy Norton
Secret Stuff (NSS), coznaroinyo 13 ykazaHHOTo Habopa daitioB camopacmakoBbl-
BaIOIIMIACS apXuB ¢ maposieM. Bce maHHBIE MUGPYIOTCS ¢ TTOMOIIBI0 KPUIITOTpa-
¢uuecku croiikoro anroputma BlowFish, Ho B cuiy nelicTBOBaBIIMX Ha MOMEHT
coznanusi NSS orpaHMyeHMH Ha 3KCIOPT MporpaMMHOro obecriedyeHusl, UCIONb-
3YIOLIEro CTOMKYI0 KpunTorpaduio, MpUMEHseTcsl KItod IudpoBaHus, B KOTO-
POM HEW3BECTHBIMU SIBJISIIOTCST TOJIBKO 32 OuTa.
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B 1998 romy ITaBen CembsiHOB paspabotan nporpaMmmy No More Secret Stuff
(NMSS), noszponsiolnyto moaodpath 32-O0UTOBBIA KJIIOY U paciiudpoBaTh apXuB
He Oojee uyeM 3a 4 Hemenu Ha KommbloTepe ¢ TMpoueccopoMm Intel Pentium
166 MTI'n. C Tex mop MpOM3BOAUTENBHOCTH MPOIECCOPOB 3HAYNTENBHO BBIPOCHA,
1 TIombop KJTI0Ya MOXET OBITh OCYIIEeCTBIEH Ha OJHOM KOMIIBIOTEpE 32 CUMTaH-
Hble JHU. A ecu BBINOJHSITh BbIUKMCIEHUS OMHOBPEMEHHO HAa HECKOJIbKMX Ma-
IIWHAX, TO Pe3YyJIbTaT MOXET OBITh JOCTUTHYT OYKBAJTBHO 32 HACKOJIBKO YACOB.

Koitou mmgpoBaHus BeIMUCISECTCS W3 MApOJIS MPU ITOMOIIM X31-pyHKimu MDS.
Ha nacrosiuit MoMmeHT He cyliecTByeT 3(PdeKTMBHOro crocoba oOpalieHus
9TOi (PYHKIIMU, HO HA MOA0Op MapoJisi, MOPOXKAAIIIEro 3aJaHHbIA 32-0MTOBbII
KJII0Y, YXOOUT MPUMEpPHO B 64 pa3a MeHbllle BpeMEHM, YeM Ha IIOMCK CaMOro
kimova. Takum oOpaszoM, HECMOTPSI Ha TO, YTO MOMCK MApOJIsl He SIBJIsIeTCsl Heoo-
XOIUMBIM ISl pacuirdpoBanus apxuBa NSS, ecin u3BecTeH K04 MG pOBaHUS,
MPY XeJJAHUW MOXKHO HAWTH W Tapoib, 3aTpaTWB MpU 3ToM Ha 2 % OGoiblie pe-
CYPCOB.

14.5.3. Package For The Web

Ecnu mHCTaJuISITOp COCTOMT He M3 ofHOro aiija, yacTo MpUMEHSeTCsl TOIOTHU -
TeJbHAsI MPOTrpaMMa, IO3BOJSIONIAS BCce (Daiiibl, COCTABJISIOLIME HHCTAJUISTOP,
yIIaKoBaThb B ONWH HCIONHSIeMblid daiii. [lojab3oBarenb ckayumBaeT 3TOT daiin u
3aIycKaeT ero, 4To IPWBOOUT K PACITAKOBKE WHCTAIATOPA BO BPEMEHHYIO M-
PEKTOPUIO U 3amycKy Mpoliecca MHCTausAuuu. [lociae Toro kak MHCTANISALUS 3a-
BEPIIINTCS, aBTOMAaTHYECKN OYIyT yOaJeHbl BCe BpeMeHHbBIE (haiiiIbl.

[MomynsipHOIt TTporpaMMoii TSl YIIaKOBKH WHCTAJUISIIIMOHHOTO TTaKeTa B OMWH WC-
nojHseMbIit ¢aitn apnsgerca Package For The Web (PFTW), 6ecrutatHo pacmipo-
crpansiemas InstallShield Software Corporation u, moxoxe, BXoAsdlilas B COCTaB
komMepueckoii mporpaMmmbl InstallShield. PFTW mnosBossier ycTaHOBUTH Hapojib
Ha WCIIOTHSAEMBIN (aill, YTo He MO3BOJNMT PACIaKoBaTh, a 3HAYMT, W 3AIYCTHUTh
WHCTAJUIITOP, TTOKA He OyIeT BBeIeH MPaBUIbHBIN MapoIb.

OpHako TO, Kak ImpoBepsiercd mapoib B PFTW, 3aciyxuBaer cepbe3HON KPUTH-
Ki. B paHHUX BepcHsIX Mapoyib MPOCTO CPaBHMUBAJICS CO CTPOKOI, XpaHUBIIEHCS
B 3ammndpoBaHHOM Bume. CliemoBaTelbHO, MOXHO OBIJIO MM OTKOPPEKTHPOBATH
yCJIOBHE, B pe3ysbTaTe MPOBEPKHM KOTOPOTO MPUHHUMAJIOCh pellleHWe O MpPaBHIIb-
HOCTH BBOJA MapoJisi, WX "TIOACMOTPETh" TAapoJib B MOMEHT ITPOBEPKH.

Bonee noBeie Bepcun PFTW moctymaior ropazmo ymHee. Ilapons Hurme He xpa-
HUTCS Iaxe B 3alIM¢pPOBAHHOM BHUJE, HO 3arloMUHaeTcsl ero 14-OMTOBBIN XallI,
KOTOPBII CpaBHUBAETCS CO 3HAYEHHMEM X3lIa OT BBEJEHHOIO MOoJib30oBaTelieM Ma-
pons. B ciayyae HecoBmameHMs Mojb3oBaTeNss cpa3zy MHOOPMUPYIOT O TOM, UTO
naposib HeBepeH. Ho Tak Kak JjMHA X3lIa COCTaBIsieT Bcero 14 OUT, mpuMepHO
OMH U3 16 ThIcAY mapojieil OymeT MPOXOAUTh 3Ty MPOBEPKY. DTO ILMPOKO pac-
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HpOCTpaHeHHBIfI II0AXOH, KOTOprﬁ IIO3BOJISET 3alIUTUTHCA OT CJIY‘IB.I./JIHBIX oreya-
TOK, HO HE€ OAa€T BO3MOXKHOCTH NPaBUJIbHO ONPEAC/IMTh IapoJjb, JaXKE €CJIU yaacT-
CA O6paTI/ITb XOII — KaXXIOMYy 3HAYCHUIO X3IIa 6y,Z[CT COOTBETCTBOBATh, HAIIPUMED,
MOYTHU NOJMUIIJIMOHA CEMHCHUMBOJIbHBIX naponefl, COCTOAIIMUX TOJIBKO M3 MaJICHb-
KUX JJATUHCKUX 6YKB, HO TOJIbBKO OJMH M3 9TUX HﬁpOJ'ICfI 6y,£[€T I paBUJIbHBIM.

Ecnu mpoBepka x3llla mpolia yCHElIHO, M3 IapoJisl BEIYUCISETCS K04, KOTO-
phIii Mcnonb3yeTcs s paciuudpoBaHust uHctauisitopa. Ho mMeHHo TyT paspa-
o6otunk PFTW monmycTwin OIuIONIHOCTD.

Heno B TOM, YTO UTMHA KJTI0Ya HIM(POBAHMSA COOTBETCTBYET IJIMHE Mapojsd, U
npeobOpa3oBaHue TMapojisi B KIIOU SBJISETCS OOpaTUMBIM, T. €., 3Has K04 IIud-
pOBaHUs, JIETKO BBIYMCIWUTH TApoOib. A alroput™M IMWppPOBaHUS HE YCTONINB
K arake Ha OCHOBE OTKPBITOIO TEKCTa, T. €., 3HAs HECKOJbKO OAMT OTKPBITOTO
TEKCTa M COOTBETCTBYIOIIETO eMy IIMMPTEeKCcTa, OYeHb MPOCTO BBIYMCIUTE (hpar-
MEHT KJfoya MM@poBaHMS TOH Xe IJIWHBI, YTO W M3BECTHBIN OTKPBITBIA TEKCT.
Takum obpasoM, IJis ONpeneieHns Mapos TOCTaTOYHO HATH ¢parMeHT OTKPHI-
TOTO TeKCTa, KOTOPHBIH IO JUTMHE He KOpoue Mapos.

Ho, kak okazanoch, mudpyemble TaHHBIEC MIPEACTABISAIOT CO00I TaK HAa3hIBaeMBbIi
CAB-aiin, dopmat koToporo Obul paspabotaH Kopropauueir Microsoft. CAB-
(aitn gBiseTcs pasHOBUIHOCTBIO apXWBHOTO ¢haifia, XpaHSIIero OAWH W He-
CKOJIbKO JpyTux (ailioB B ynmakoBaHHOM BHJE, M BCErla HAYMHAETCs CO CTPOKO-
Boii curHarypbl "MSCF" (Microsoft CAB File), 3a kotopoii cienyior 4 HyJaeBbIX
GaiitTa n 64-6uToBOE umMCI0, coOoTBeTCTBYMOIEe pasmepy CAB-¢aitra. Takum 06-
pasoM, ompeneauTh repBble 16 GAiiT OTKPHITOro TEKCTA, a 3HAYUT U IApOJIsl, AJIU-
Ha KOTOPOro He MpeBhIlnaer 16 6aiit, He coctaBuT Tpyna. B CAB-daiine npucyr-
CTBYIOT W Apyrue o0JacTH, 3HAaYeHWE KOTOPBIX COBCEM HE TPYIHO IIpemyramaTh.
MX MOXHO MCITONB30BATh TSI BRIYUCIICHUS Oojiee ITMHHBIX Mapoei.
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B 3T0i1 yacTu KHUTU cOOpaH MaTepuall, OTHOCIIIMICSI K obecrieueHuIo Oe3omac-
HOCTHU NaHHbIX. Cienyiollue 4eTbipe I1aBbl PACCKa3bIBAIOT O MpUEMax M olIMOKax
B obecreuyeHun CEeKPETHOCTU, O BO3MOXHBIX IMOAXONAaX K pean3alluyd CUCTEM
ynpapieHus HUGPOBBIMU TMpaBaMU U MPUMEHEHMM cTeraHorpaduu ajsl 3allUThl
JaHHbIX. Takke MPUBOIMUTCS AHAIM3 MPUUMH TOSIBIEHUSI HEHANEXHBIX CPEACTB

3alUTHI.



naBa 15

ObecneyeHue -\
CEeKpeTHOCTHU

INpakTryeckn BceTda MO 3aIIMTON TAHHBIX MMOHMMAeTcs HaJOXEHHMe OTrpaHude-
HMI Ha JOCTYM K WH(OPMAIMU. DT OrpaHWYEHMS, KaK TPaBUIIO, OBIBAIOT TpeX
TUTIOB:

0 KTO MMeeT IpaBo MOCTYIIA;
O B TeyeHWe KAKOTO TIeproIa paspelieH JOCTYII,
O xakwe BUIBI TOCTYIA pa3pelIeHBI.

[Tonb3oBaTenbp MOXET B3aUMOAEHCTBOBATh C JAHHBIMU JBYMSI OCHOBHBIMHU CITOCO-
O0amu: JokalbHO W ynaineHHo. [Ipu ymajgeHHOM (ceTeBoM) HOCTyIe MOJb30BaTellb
CHayajia MPOXOAUT MpoLEAypbl MACHTUUKALMM U ayTeHTUdMKALMHU, a MOTOM
3ampaliiMBaeT y cepBepa HeobOxomumyio eMmy HMHdbopmaimio. CepBep BBIOIHIET
BCce HEOOXOAMMbIe TMPOBEPKM M TMPUHMMAET pellleHhe Ju0o O MpeaocTaBIeHUU
JocTymna, 1ubo o6 orkase. Iy 3alIMThI yOAlIeHHBIX JAHHBIX pa3paboTaHbl (op-
MaJIbHbI€ MOJIEIN Ppa3rpaHUYeHUsT OOCTYIA, OMMCAHHWE KOTOPBIX MOXHO HaWTH
B JIIOOOM XOpollIeM y4yeOHUKe I10 CETEBOi 0e30IacHOCTH.

MpEI ke OymeM paccMaTpHWBaTh CUTYalWU, KOTOAa Bce TPOBEPKU PEATU3YIOTCS JIO-
KabHO. To ecTh Tonb3oBaTe b (WIM TMPOTUBHUK) TEOPETUIECKH MOXKET ITOJTHO-
CTbIO KOHTPOJMPOBATh BCE INArv, KOTOpbIe Ta WJIM WHAas TIPOrpaMMa BHITIOTHSIET
JUTS TIOTYYEHUS JOCTYIIA K JaHHBIM.

B ycioBusix 10KaJbHOCTH MPOBEPOK OrpaHUYMBATH, HAMIpUMeEp, Mepuoj JoCTymna
ropasfio cjoxHee, 4YeM TpHu BBIOJHEHUM KOHTpoJsl Ha cepBepe. Ho mist mpocto-
ro obecreyeHus CeKpeTHOCTH, N0 MJee, HET HUKAKUX MPEensaTCTBUNA — JOCTaToy-
HO CIIPOCUTB y TIOJIb30BATENSI MAPOJIb WM TOJNYYUTh OT HETO KAKYKI-TO IAPYIYIO
ayTeHTUULMPYIOlLY0 HHMOpMalKio, TpPU TOMOIIMA XOpoIled Xd3II-(PYyHKIUU
BBIYMCIUTD KJII0Y 1KUGbpoBaHUsl U 3auinMdpoBaTh HAa HEM 3allMIIAaeMble JaHHbIE
MpU TIOMOIUIM CTOMKOTO KpumnTorpadpuueckoro ajiroputma. OpHako B MpakTuye-
CKHX peaju3alusiX 3TON MpocTeilluell nmocjieqoBaTeIbHOCTU NEWCTBUI pa3paboT-
YUKU YXUTPSIIOTCSI JIOMYCKaTh camble pa3HOOOpasHble OLIMOKW, 3HAYUTEJIbHO
CHUXaloLIMe YpPOBEHb 3AILMIIEHHOCTU HMH(pOpMallMU, a UWHOTAA U BOBCE CBOISAT
€ro K HyJo.
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3ammra JAHHBIX MOXKET OCYLIECTBISTHCS B COBEPILIEHHO pPAa3HBIX YCIOBUSIX,
M, COOTBETCTBEHHO, B KAXIOM cllyyae HEOOXOOMMO HCIOJb30BaTh CBOM TPUEMbI
3aIMUTHL.

15.1. ApxuBauums c wumcppoBaHnem

MHorre coBpeMeHHBIE TIpPOrpaMMBI VITAKOBKW IAaHHBIX (apXWUBaTOPBI) WMEIOT
BCTPOEHHYIO TOIIEPXKY IubpoBanusa. Ecim monxb3oBaTeb MoxXelaeT 3alllUTHTh
OT YyXUX IJTa3 WHGOPMAIINIO, HAXOMAIIYIOCS B apXWBe, eMy Hamo TpH YITaKOBKe
BBECTH Tapojib, a apXMBATOP CaM BBIITOJIHUT Bce ocTalbHBIE meiicTBus. [lpu mo-
MBITKE M3BJIeUeHM 3almdpoBaHHOTO (aiiia apXuBaTop 3alpOCHT y TOJb30BaTe-
JIS TITApoJIb M pacrakyeT ¢aifl TOJbKO B TOM ciIydae, eclid TTapojib BepeH.

Crout OTMETUTL, 4YTO 38.LHI/I(prBaHI/IC BCET1a BBIIMOJHACTCA ITOCJIE KOMIIPECCHUH,
T. K. 3aH.[I/I(1)p0BaHHbIC JTAaHHBIE TOJKHBI OBITh HEOTIMYKUMBI OT CJIy‘iB.fIHOfI I1ocJie-
JOBATCJIbHOCTU, U, CICI0OBATCIbHO, aPXMUBATOP HE CMOXET HAWTU B HUX U30BITOY-
HOCTDb, 3a CUET yAaJICHUA KOTOpOfI " IMPOUCXOOUT yIIaKOBKa.

15.1.1. ZIP

CpoiicTBa anropuT™Ma MHIM(pPOBaHMS, WCIOIB30BAHHOTO B apXWBHOM ¢dopmare
ZIP, yxxe MHOTOKpPaTHO OOCYXIAJIUCh B 9TOI KHUTE.

He noBTopsis netanu, BCHOMHUM, YTO aITOpUTM IUMPOBAHUS YI3BUM K aTake Ha
OCHOBE OTKPBITOTO TEKCTA M JOCTATOYHO 3HATh 12 HezamugpoBaHHBIX OAUT (Mo-
cJie KOMITIPEeCCUM), YTOOBI paciin@poBaTh Bech (daiia 3a MpueMaeMoe BpeMsl.

Hns1 apxuBoB, copepxauiux 5 u 6onee (ailjioB U CO3MAHHBIX apXUBAaTOpaMM, OC-
HOBaHHBIMM Ha Omubnnoreke InfoZIP, Bo3aMoxHa aTraka, MCIONB3YIOLIAST B KA4eCT-
Be OTKPBITOIO TeKCTa AAHHBIE M3 3aroJIOBKOB 3allM@poBaHHBIX (ailoB. DToi
arake ObLIM ToaBepKeHbI (aiiibl, co3gaHHble Npu Imomolnu WinZlIP, Ho B mo-
CJIeAHUX BEPCHSIX OTOTO apxuBaropa IpobiiemMa Obljla McIpaBjieHa.

Eme B urone 2002 roma kommanus PKWARE, Inc. BelmycTmia Bepcuio apxu-
Baropa PKZIP, mompepxwusaioiero 6ojiee CTOWKHE alTOPUTMbI HIUGPOBAHMUSL.
Ho, Bugumo, mo Toit nmpuunHe, yro PKZIP nosunnonupyercst Kak MpoayKT st
KOPITOPATUBHBIX TIOJIb30BaTeNeil, HoBoe IMMGPOBAHUE HE IOJIYYMUJIO IMHPOKOTO
pacrpocTpaHeHus.

15.1.2. ARJ

IMonynsapHbiii Bo BpemeHa DOS, HO JAOBOJBHO PeaKoO MCIOJb3yeMblii B HacTOSsI-
1iee BpeMsl apxuBarop, paspadoraHHbiii Po6eprom Axrom (Robert Jung), ucnonb-
30BaJl CICAYIOLINA aTOPUTM IIHGPOBAHUSI.
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M3 mapojist 1Mo oyeHb MPOCTOMY OOpaTUMOMY aJITOPUTMY TOJTydasach TaMMa, paB-
Has Io JUIMHE Mapojito. DTa raMMa HakIaablBajgach Ha 1MdpyemMble TaHHbIE My-
TEeM CJIOXeHHUs Mo Moaynto 2 (omepaius XOR). TakuM oOpa3zoMm, HaIU4YUE OTKPbI-
TOTO TEKCTa, PABHOIO MO IUIMHE Mapojiio, MO3BOJSIO MOMEHTATLHO OIpeneIuTh
raMMmy M UCIOJb30BaHHbBIN MapoJib.

Bonee Toro, B camMoMm Hayaje yImaKoOBaHHBIX HAHHBIX coiepKajach WHGOpMAaIH
KoMrpeccopa, Takas kak Taomuibsl Xaddmana (Huffman tables), u yactb aTOM
MHbOPMAIIM MoTJIa OBITh TIpelcKa3aHa, YTO IMO3BOJISIO 3HAYUTENBHO MOBBICUTH
CKOPOCTb IIOKCKA MapoJisl MepebopoM.

Hauunas ¢ Bepcun 2.60 (Hos6pp 1997 rona) ARJ momnepxupaeT mindpopaHue 1o
anroputmy TOCT 28147-89 (cm. paso. 6.1).

15.1.3. RAR

ApxuBarop, paspaboraHHbiii EBrenuem Pouranem (Eugene Roshal), gsastercs
HETUIOXUM MPUMEpPOM TOTrOo, KaK MOXHO MOAXOAUTh K NG POBAHUIO TaHHBIX.

B anroputme mudpposaHus, ucnoibdyeMoM B RAR Bepcum 1.5, ecTb HekoTopble
HemoueThl. Tak addexkTuBHAA IMHA KiIoYa IMMGPOBAHUS COCTABISET BCETO
64 6uta, T.e. mepebopoM 204 BaAPMAHTOB KJIOYA MOXHO TapaHTUPOBAHHO pac-
mmdposaTh Mmapoib. boxee Toro, HaxM4Me OTKPBITOTO TEKCTA TO3BOJISIET YMEHbB-
IIUTh MHOXECTBO TNepedupaeMbix BapuanToB no 240, CnemosarenbHo, ataka Mo-
XeT OBITh VCIIeITHO BBITTONIHEHA OaXke Ha OXHOM KoMimbioTepe. CKOpOCTh
nepebopa Ha koMmIboTepe ¢ mpoueccopom Intel Pentium III 333 MTI'1; cocraBnsier
npumepHo 600 000 maposneil B CeKyHIy.

IIpu nepexone k Bepcuu 2.0, BUAMMO, ObLIa MpoBeleHa cepbe3Has paboTta Han
omnbkamu. Bo BcskoM ciiydae, B3JIOM HOBOTO aJropuTMa IM¢ppoBaHUs Iepedo-
poM Tpebyer mpumepHo 21923 omepaumii, yto HaMHOro GOJNBIIE, YeM MOXKET OBITH
BBIMIOJIHEHO Ha coBpeMeHHoil TexHuke. OO0 3¢ (heKTUBHBIX aTakaxX, MCIIOJIb3YIO-
IIUX OTKPBITBIA TEKCT, HUYero He M3BecTHO. CKOpocTh Mepebopa mapoieil CHU-
sunack npuMepHo 1o 2000 mwryk B cekyHay (B 300 pas).

Ho paspaborunkn RAR pemmiam He ocTaHABIMBATBHCS HAa JOCTMTHYTOM. B Bep-
cum 3.0, nosiBuBlieiics B mae 2002 roga, s mudpoBaHUsT cTal UCMOIb30BAThCS
anroput™ AES (Rijndael) ¢ xmouom mnunHoit 128 6ut. Takoe pellileHUE BBITJISIUAT
BIIOJIHE PAa3yMHbIM KaK MMHUMYM IO ABYM IpuuyMHaMm. Bo-mepBbix, GezomacHee
WCIIOTb30BaTh ITPOBEPEHHBI M XOPOIIO 3apeKOMEHIOBABINMI cebs aJTOpUTM,
yeM HedTo camofenbHoe, U Y AES 31ech HeT KOHKYpeHTOB. A Bo-BTopbiX, Y AES
CKOpPOCTb MG POBAHUS BBIlIE, YEM Y aJITOPUTMA, McTosib3oBaHHOTO B RAR 2.0.

Kpome 3amensl amroputma mmdgpoBanus, B RAR 3.0 ucnomwdyerca m gpyras
npoiienypa MojJydyeHus Kirouya mudbpoBaHUs U3 Mapojsd. DTta npolenypa Tpedyer
BhruncieHns xoum-pyakuun SHAL1 262 144 paza, uro mnosBojsieT MepeGuparh
OKOJIO 3-X mapoJjieil B ceKyHay, T. €. B 600 pa3 meHbiire, yem maus1 RAR 2.0.
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15.2. CekpeTHOCTb
B peanusauumn Microsoft

Ve Ha pOTSKEHUM MHOTHX JIeT MporpaMmbl, Bxoasainue B Microsoft Office, mo-
3BOJISIIOT 3alUMPOBBIBATH JOKYMEHTBI MO TApOJil0, BBOAWMOMY I0Jb30BaTEIEM.
OnHako najeko He Bceraa NaHHbIe 0Ka3bIBAIOTCS 3AIMIIEHBI TOJKHBIM 00pa3oM.

15.2.1. Microsoft Word n Excel

IIudpoBanue daiiaoB ObUT0 peanuszoBaHo yxe B Microsoft Word 2.0. Y3 maponst
C MOMOILBIO JIETKO 0OpaTMOro ajiroputMa Mojydyaitach 16-0aidToBas raMMa, KOTO-
pasl HakJIaapIBajach Ha coiepxumoe AokyMeHTa. Ho BbluucieHue ramMMbl Oe3 ma-
pOJIsl He COCTaBJISII0O HUKAKOTO Tpyaa, T. K. TaMMa HakKJIafblBajach U Ha CIy>XeOHbIe
o0j1acTu, KOTopble UMeIU (PUKCUPOBAaHHOE 3HAYEHUE BO BCEX JTOKYMEHTaX.

B Word 6.0/95 u Excel 5.0/95 ajnroput™ wmudpoBaHusl He ImpeTeprie] 3HaYUTelb-
HBIX M3MEHEHHWi, HO M3MeHWIcS dopmar ¢GailJloB — OH CTal OCHOBBIBATHCS HA
xpanmwuiie OLE Structured Storage. /Iyist BoccTaHOBIEHMSI IMApojisi DOKyMEHTa
BCe TakKe TpeboBajIoch HAWTH 16-0aiiTOBYI0 raMMy, MCITOIB30BAHHYIO U (]~
pOBaHUs TaHHBIX.

OnuH U3 METOOB, TO3BOJISIONIMX OTHICKATh rAaMMYy, HAallpUMep, ISl JOKYMEHTOB
Word, ocHOBBIBaeTcsl Ha IMpOCTeilleM cTaTUCTUYeCKoM aHaiu3e. CaMplil 4acTo
BCTPEYAIOIINICS CUMBOJI B TeKCTe Ha JIIOOOM sI3bike — Tpobent. Takum obpasom,
JOCTAaTOYHO OIpene/IuTh KON Haubojiee MCIIONBb3YeMOIo CHMBOJIA B KaXIOH M3
16 mo3u1uii, COOTBETCTBYIOLIMX pa3HbIM OaiiTaM raMMbl. BBIIIONHMB oImepaiuio
XOR KaXIOro HaWIeHHOTro 3HaueHus ¢ komoM Impobena (0x20), MbI MOTYyYUM
16 GaiiT raMMBI.

B nporpammax Word 97/2000 u Excel 97/2000 manHabIe mmdppyoTCcs TIPU ITOMOIITN
arroputMa RC4 ¢ kmouom miuHoii 40 out. Takoe mudpoBaHue yxXe He MO3BO-
JITIeT MOMEHTAJIBHO OIpeAeUTh Tapoib. Ho Mpon3BoauTeTbHOCTh BEIYMCIUTEb-
HOW TeXHWKHU 3a TIOCTeIHNE TOObI BEIPOCIA HACTOIBKO CHIIBLHO, UYTO €IMHCTBEHHO
NpaBWILHBI KTou 1udposanns nokymenta Word (n3 240 Bo3aMOXHBIX) MOXeT
OBITH HalileH MAaKCMMYM 33 YeTBEPO CYTOK Ha KOMITbIOTepe ¢ ABYMsI ITpolieccopa-
M AMD Athlon 2600+.

Hauunas c¢ Office XP, HakoHel mosBWIACch IMOAAEpXKKa IIM(POBaHUS TOKYMEHTOB
KnouaMu muHou 6osee 40 6ut. Ho, moxoxke, GOJIBIIMHCTBO IOJIb30BATENEH 10 CUX
TTop TPOIOJIKAET MCIOb30BaTh 40-0uTOBOE IM(ppPOBaHNUE, T. K. OHO ITO3BOJISIET OT-
KpBIBaTh 3allIWIIEHHbIE TOKYMEHTHI B TIPENBITYIINX BEPCUSIX O(MHUCHBIX IIPOrpaMM.
Ha u usMeHeHMe HacTpoek IMbpPOBaHUS TpeOyeT MOMOJIHUTENbHBIX NEHCTBUM cO
CTOPOHBI TOJIb30BaTeNsl (OTKPBITHS auajiora HacTpoeK M BbIOOpa HYXKHOTO KPHUIITO-
MpoBaiiiepa), a Mo yMoIYaHuo mpuMeHsitoTcst 40-0uToBble KITIOUU.
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15.2.2. Microsoft Access

basbl manHbIx Microsoft Access MOryT MMeTh JiBa TUIA Mapojieil: mapojiud Ha OT-
KPBITUE U TAPOJIU ISl pa3rpaHUYEHUsT JOCTYNa Ha YpOBHE TOJb30BaTeNsl.

[Taponb Ha OTKpBITHE, MOXOXE, HUKOrIA HEe MPEeNCTaBIsul Cephe3HOW 3alllMThI,
T. K., HauMHas ¢ Access Bepcuu 2.0, OH XpaHWIcSl B 3arojioBke 0a3bl JaHHBIX.
IIpaBma, cam 3arojioBoK ObLT 3amngpoBaH anroputMoM RC4, HO 3TO He CUJIBHO
YBEJIMUMBAJIO CTOMKOCTh, T. K. B paMKax OIHOU Bepcuu (popmara Bceraa MCMHoJb-
30BaJICSl OAMH U TOT e 32-OMTOBBIA KJIIOY INM(POBAHUS, XECTKO MPOIIUTHINA
B JMHAMMWYECKM 3arpyxaemyro OMOIMOTEeKy, OTBEYalollyl 3a paboTy c daiiioM
0a3bl JaHHBIX.

A yuutbiBag To, uTo RC4 — CHHXpPOHHBIN MOTOKOBBIN IHUMP, JOCTATOUHO OBIIO
OIMH pa3 HaTu ramMmmy, nopoxmaaemyto RC4 ¢ usBectHbiM KitouoM. [locie atoro
Mapojib MOXHO OBIIO ONpPEeNeNnTh, BBIMMOJTHUB CIOXEHHUE IO MOIYNII0 2 TaMMBI U
HYXHBIX OaiiT 3arojioBKa.

Tak mist Access 97 HeoOXOAMMO OBIJIO BBITTOJHUTH XOR 13 0aliT, pacmooXeHHbIX
o cmenieHnio 0x42 or Havana caiina 6a3bl JaHHBIX, CO CIEOyIONIel MmocaeaoBa-
TEbHOCTHIO:

0x86, OxFB, OxEC, 0x37, 0x5D, Ox44, 0x9C, OxFA, 0xC6, Ox5E, 0x28, OxE6, O0x13.

AJIBTEPHATUBHBIA CITOCOO CHSATHS MAapoJisl 3aKI0YaIcsS B UCMPABISHUM 3aroJioBKa
Y yCTAaHOBKE 3HauyeHMs 0aiiTa, COOTBETCTBYIOUIETO MEPBOMY CHMBOJY, B TaKoe
COCTOSIHME, YTOOBI IMocje paciiu¢poBKU 3arojoBKa TaM OKa3bIBAICS HYyJEBOM
OaiiT. Torna Access, MHTEPIPETUPYIONIMI NAPOJb KAK CTPOKY, 3aKaHYMBAIOLIYI0-
cs HyJIEBBIM CHMMBOJIOM, YBUIEB HOJIb B NEPBOM OaiiTe, pelIuT, YTO MapoJib BO-
o01ie He yctaHoBieH. JIis cHaTtusl maposisi B Access 97 HE0OXOAMMO YCTaHOBUTD
GaiiT o cMeneHno 0x42 ot Havana daitiaa B 3HaueHne 0x86.

Kcratu, pa3paboTyuku OIHOM KOMMEpPYECKOUl MporpaMMbl, MO3BOJSIONIEH Boc-
CTAHOBUTH 3a0bIThle Mapoiu K 0azaM Microsoft Access, B ONMMCAaHUU HOBIIECTB
ouepeHON BepcHHM yKaszalld, YTO BpeMs, 3aTpauMBaeMoe Ha OThbICKaHUE Mapois,
yMeHbllIoch B 1,5 paza. BeposiTHo, misi 3TOro MM MPUILIOCH YMEHBIINUTH 3a-
JEepPXKKY repel BbIBOAOM HalIEHHOIO MapoJjis Ha 3KpaH, T. K. 3HAYUTEJbHO CJIOX-
Hee MpUAYMaTh OYeHb MEUIEHHbIM CIOCOO BBIMOJHEHUSI XOR, a MOTOM YCKOPHUTH
ero B 1,5 paza.

Haunnas ¢ Access 2000, mpocToe HaloXeHWE TaMMBI yKe He TTO3BOJISIeT cpa3y Xe
ONpeNeNUTh IMapoJib, T. K. HEOOXOOMMO BBIMOJHUTH €Illeé HEeCKOJIBKO ITOIMOJNHM-
TENBHBIX HECIOXHBIX AeiicTBuil. Ho mapoib Bce paBHO XpaHUTCS B 3arojioBKe,
a 3HAYUT, MOXET OBITh OTTYIA IMPOYMTAH.

Yto camoe 3aHMMAaTeNbHOE, YCTAHOBKA IMApojsl Ha OTKPbITHE 0asbl JaHHBIX
He MPUBOIUT K IIMdpoBaHUIO ee coaepxkumoro. OmHako Access Moaaep:KuBaer
TaKkylo ollepalMio, Kak In@poBaHue 0asbl JaHHBIX, HO MApojb B 3TOM IIHMPO-
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BaHUM HMKAaK He y4acTBYET, a KJIIOY IIMGPOBAHUS XPAHUTCS B 3arojioBKe ¢aiina
0asml.

Hpyroii Tun maposneii, nonaepxkuBaeMbix Microsoft Access, Ucnoib3yeTcsl He ISt
obecreyeHusl CeKpeTHOCTH, a Ul pasrpaHuyeHus: goctyna. Ho mpu mpoektupo-
BaHMH, IOXOXeE, ObUIO AOIYIIEHO HECKOJbKO OIIMOOK, CBA3AHHBIX U C 3TUMU
MapoJIsIMHU.

IIpaBuibHO ObLIO OBl XpaHUTH HE MApojiv, a ux Xouu. Ho, Mo HEMOHSITHBIM NPU-
YyyhHaM, B CUCTeMHON 0a3e JaHHbIX, colepKallleld UMeHa, Mapoau U Mpoune aTpu-
OyTbl Bcex IMojib3oBaTelieil, MOXXHO HAWTWU caMM Mapoju, 3aliu@poBaHHbIE Tpex-
kpatHbiM DES ¢ aBymst kimouyamu B pexxume EDE (Encrypt-Decrypt-Encrypt),
KOT/a MepBbIi KIIIOY MPUMEHSIETCS] ABAXbI, HAa MepBOM U TpeTheM liare. Kirouu,
KakK OOBIUHO, SIBSIIOTCSI KOHCTAHTAMU M XPAHSITCSA B IMHAMMYECKU 3arpyxkaemoi
oubnuoreke. Takas 3amuTa MO3BOJMSIET OBICTPO OMNpPEACIUTh Mapojb JIIOOOro
noJjib3oBaresisi, XoTss Microsoft yTBepxxaaer, yTo yTepsiHHbIE MapoJik MoJib3oBaTe-
Jieil Access He MOTYT ObITh BOCCTAHOBJIEHBI.

B cucremHo#t 6a3e MaHHBIX TS KaXIOTO TOJb30BaTeNlsl XPAaHUTCS M YHUKATbHBIN
UAeHTUDUKATOP, IBISIONINMCT QYHKIMENR OT MMEHHU TOJIb30BaTellsT M HEKOTOPOI
MTPON3BOIBLHON CTPOKM, BBOAMMOM TIPM CO3MAHMHM y4YeTHOM 3amucu. M mMeHHO
9TOT MIAEHTU(HUKATOP SBISETCS KIIOUYOM, IO KOTOPOMY HMIAEHTUPHUIIMPYIOTCS
MTOJIB30BATETM B OCHOBHOI 0a3e MaHHBIX.

Tak, HampuMep, Yy KaXIoil TaGiuLbl B OCHOBHOU 6ase MaHHBIX €CTh BAIEIell,
KOTOPBIII MMeeT MaKCHMMajibHble IpaBa. Ho B OCHOBHOM 0a3e MaHHBIX XpaHUTCS
TOJIbKO MACHTHGhUKATOP IOJIb30BaTeNsl, SBISIONIETOCs BIaaeablieM, a UM U BCS
BCIIOMOratejibHasT MHGOpMaIUs [UIsd ayTeHTU(MUKAIMU TI0JIb30BaTe/IsI XPaHUTCS
B CHCTeMHOIl 6a3e maHHbIX. M co3maercst BreyaTjieHUe, YTO eclid CUCTeMHas Gasza
JaHHBIX OymeT yTrepstHa, TO JOCTYII K CONepKMMOMY OCHOBHOI 0a3bl JaHHBIX IT0-
JIYYUTb HE YOACTCA.

Ho ¢yakims BeUucaeHUS NUIeHTHGUKATOpa TOIb30BaTeNsI CPABHUTEIBHO JIETKO
obpalnraemMa, 4TO ITO3BOJISIET ONpPENCNWTh WMS BIafelblia WIeHTH(UKATOpa W
CTPOKY, BBEICHHYIO TIpM CO3MaHUM e€ro ydeTHo# 3ammcu. [locie sToro ocraercs
TOJIBKO CO31aTh HOBYIO CHCTEMHYIO 0a3y TaHHBIX M JTOOABUTH B Hee TOTb30BaTellst
C M3BECTHBIMU aTpUOyTaMM, HO BOOOIIe 6e3 ImapoJs.

15.2.3. Microsoft Money

IIporpamma ydera nuuHoil (puHaHcoBoi ucTopuu Microsoft Money ocHOBBIBaeT-
csd Ha TOM Xe sjpe 06asbl JaHHBIX, 4To U Microsoft Access. [ToaToMy Ha npoTs-
KEHUM MHOTUX Bepcuil daiibl Money MmoaaepKMBaIM TOYHO TAKOM Ke Mapoib
Ha OTKPBITHE, KaK U 0a3bl Access.
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OpgHako B MOCHEAHUX Bepcusx, HaumHasg c¢ Money 2002, Takke HasbIBacMOI
Money 10, maposnb wucnonbdyercss ISl BbIUMCIEGHUS KiIlo4a W IOCIenyloliero
mrdpoBaHusl JaHHbIX aaroputMoM RC4, a He MpocTo mpoBepsieTcss MyTeM CpaB-
HEHHUSI C COXpPAHEHHBIM 3HauYeHueM. To ecTb Mapojib MOXeT ObITh HalJIEH TOJbKO
MoadopoM.

Ho u Tyr He o6ouutock 6e3 "opUTMHANbHBIX' TeXHUYECKUX pelieHuil. Jleno
B TOM, 4YTO 3aini¢poBbIBaeTCSl HE Bech (daii, a TOIbKO 15 mepBbIX OJOKOB (B HO-
BBIX BepcHsIX Kaxnblii 0ok 3aHuMaer 4 Ko6aiita). Takoii moaxon, ckopee BCETo,
BBIOpaH C 1IeJbl0 OOecreyeHus] BOBMOXHOCTH CO3JaHUsI KOMITAKTHBIX apXWBHBIX
Komnuii 6a3 Money.

HeiicTBuTeNbHO, haiil MOXET MMETb pa3Mep B NecITKM MerabaiT, HO eciliu OH
Bech OyneT 3ammdpoBaH, HU OOWH apXUBaTop He OYIEeT B COCTOSHUN YMEHbBIIHTh
o0beM 3aHMMaeMoro ¢aiaoM AUCKOBOro MpocTpaHcTBa. Ecim ke 3amumdpoBaH
TOJIbKO 3arojloBoK, To (aiii oyeHb XOpPOILO YMAaKOBBIBAETCS U MPU ITOM HE MO-
XeT ObITb OTKPBIT B Money, T. K. BaxkHass MHGOpMaLKs, Kacarouascs: CTpYKTYpbl
TaOJIMIL U pacIoioKeHUsI UX B (paiiie, okasbIBaeTCsl HEAOCTYITHOM.

OpHako nmogoOHoe PEIICHUE HEJIb34d Ha3BaTb ITPaBUJIbHBIM. OcHOBHAas 4acThb JaH-
HBIX OKa3bIBaeTcs B 0ase B HCS&]_HI/I(l)pOBaHHOM BUIEC M, IIpU XKCIaHUU, MOXET
OBITh JIETKO M3BIIEUCHA IIPOTUBHUKOM.

15.2.4. Encrypted File System

Hauyunaa ¢ Windows 2000 omepammoHHBIE CHUCTeMEBI, OCHOBaHHbIe Ha sape NT,
noanepxuBaoT Encrypted File System (EFS) — pacuiupenue ¢aiiioBoii crcTeMbl
NTFS (New Technology File System), mo3BoJisitoliee XxpaHUTh (ailibl MoJb30Ba-
Teneit B 3amndpoBaHHOM Buie. [lpu sToM 1IMdpoBaHHUE BBIMOIHSIETCS COBEP-
IIEHHO TPO3payHO M He TpedyeT OT TMOoJb30BaTels] HUKAKUX JOMOJIHUTETbHBIX
YCWINI, KpOMe OJIHOKPATHOTIO YKa3aHusl, 4To ¢haiijl 1oJKeH ObITh 3aliu@poBaH.

Jaxe eciau MPOTUBHUK CMOXET MOJYYUTh (U3UIYECKUI MOCTYN K (aitioBoit cuc-
TeMe W MPOYMTATh 3AIIMINEHHBIN (ailn, eMy oTpedyeTcs MOJYIUTh KoY Iud-
POBAaHUSI ST U3BIIEYCHUS CONEPKUMOTO.

CuUMMETpUYHBIN K04, KoTophiM 3ainudponbiBaetcs daiin (File Encryption Key,
FEK), cam 3amudpoBaH Ha OTKPHITOM KJIOYe, MpUHAIJIeXaIleM MoJb30BaTelo,
nMeroleMy mpaBa Ha noctyn K daitny. FEK xpaHutcs BMecte ¢ 3amudppoBaH-
HbIM haitioM, U JJis ero paciiu@pPOBKU UCIOIb3YEeTCSI CEKPETHBIN KU MOJb30-
BaTesl.

C xaxnpIM ¢ailioM MOXET OBITh acCcOIMMpOBaHO HecKojbko komuii FEK, 3a-
KU GPOBAHHBIX Ha OTKPHITHIX KIIOUAX TaK HA3BIBAEMBIX areHTOB BOCCTAHOBJICHMUSI
maHHbIX (Recovery Agents).
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IIpouenypa momyyeHMsT Bceil HEOOXOOMMONM s paciiu¢ppoBKM HHGOpMALNU
BKJII04aeT B cebsa MHoro stanoB. OngHako B Windows 2000 peanuzanus EFS tako-
Ba, YTO B OOJILIIMHCTBE CllydyaeB Bce 3alirpoBaHHbIe (haiijibl MOTYT OBITh U3BJIE-
YeHbl 0e3 3HaHUSI apoJIsl BIaAesbla UM areHTa BOCCTAHOBJICHMUSI.

15.3. LLinchpoBaHue puckos

Eme Bo BpemeHa DOS mnosiBuiMch mporpaMmbl, MO3BOJISIIOLINE CO30aBaTh 3allly-
LIEHHBbIE AUCKU, COIEPKMMOE KOTOPBHIX CTAHOBWJIOCH JOCTYITHBIM TOJIBKO ITOCTIE
TOT0, KaK I0JIb30BaTeIb BBOIUI MPABUIbHBIN MapoJb.

Ha mnepswiit B3mISiA, 3alIMTUTh MHGMOPMALUIO B IMOJOOHBIX YCIOBUSIX HE OYEHb
CJI0XHO, HO pa3pabOTYMKM YacTO He CIPAaBJISUIACH C ITOCTAaBJIEHHON 3amayeii.

15.3.1. Stacker

OmHoil M3 MepBBIX MPOTrpPaMM, TTO3BOJISIBIINX 3alIUINATL TMCKU, ObLIAa TTporpaMMma
Stacker, pazpaboranHas komnaHueit Stac Electronics, Inc. Tounee, Stacker npen-
HasHavyaJICcsA IS CO3MAHMUS CXKATBIX TWUCKOB, TOMMEPKUBAOIINX YITAKOBKY M pac-
MakoBKy MH(popMmauuu "Ha jety". Ho omHa M3 omnmuii mo3Bojisia 3allUTUTh Xpa-
HUMYIO Ha JUCcKe WHGOPMAIINIO TapOJIeM.

OpHako B mMporpaMme HMCIoJib30Bajach Iioxas Xd3lI-(yHKILMS, BCIEACTBUE YEro
CJIOXKHOCTh Moa0opa Mapossl, MPUToJHOIo IS paciiudpoBKU AUCKA, ObLla BCero
28, T. e. maponb MOAGMPAICS MOMEHTANILHO.

15.3.2. Diskreet

OpHa u3 mporpaMM, BXOOUBILIKX B cocTaB maketa Norton Utilities, HasbiBanach Dis-
kreet u ObUTa MpemHa3HAYeHa IS cO3MaHMs 3alInGpPOBAHHLIX (aiijIoB U JUCKOB.

Diskreet mommep>xuBay nBa Metona IM@pPoOBaHMUs, OOWH U3 KOTOPHI OCHOBBIBAJI-
ca Ha DES u pabortan ouyeHb MEUICHHO, a APYroi, CaMOAEIbHBIA U OoJyee ObICT-
pbIii, TaK U ONHUChIBaJIcS B AoKymeHTauuu: "fast, proprietary method" (ObICTpHBIiA,
MTaTeHTOBAHHBIN METOI).

DTOT "MaTeHTOBAHHBIN" METOJ OKa3aJics OYeHb NMPUMUTHUBHBIM U HEYCTONYMBBIM
K aTake Ha OCHOBE OTKPBITOTO TeKcTa. A pa3pabOTUMKU, IOXOXKe, MPUIOXKUIN
MaKCHMYyM YCWJIMiA IJISI TOrO, YTOOBI OTKPBIThIA TEKCT OBLIO JIETKO HAaWTH — 3a-
mdpoBaHHble (aitibl M300MI0oBaIM (DparMeHTaMU C TpeaolpeaeeHHbIMU 3Ha-
YEHUSIMU.

A coracHo uHpopmaluu, MNpuBeAeHHo Ha crTpaHuuke "Russian Password
Crackers” (www.password-crackers.com/crack.html), cosmannoit IlaBiom Cembs-
HOBBIM, TMapojib OT OUCKa, co3maHHoro npu nomoiuu Diskreet u3 Norton
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Utilities 8.0, mpocto xpanutcg B ¢daiie DISKREET.INI B cierka Mmoguuimpo-
BaHHOM BHUJE UM MOXET ObITh M3BJIEYEH NMPU MOMOIIM MPOrpaMMbl, NMPpUBEICHHON
B ciieayiolleM aaroputMe (JIMCTUHT 15.1).

Nuctunhr 15.1. reetpsw.c — BbluucneHue napons Diskreet

#include <stdio.h>
volid main (void) {
unsigned char b, bXor;
FILE *f = fopen ("c:\\nu\\DISKREET.INI", "rb");
fseek (f, 0x64L, SEEK SET);
for (bXor = 0x35; b = fgetc (f); bXor += 0x36) {

if ((b 7= bXor) == 0) b = 0x33;

putchar (b); // 3mech BHBOLOATCS CUMBOJIEI [IAPOJIS ;—)))
}
fclose (f);

15.3.3. BootLock

Euie oauH nporpaMMHBIA TPOAYKT, MpeaHa3HAUYeHHbIA IJIs1 3allUTbhl JaHHBIX U
BhINTycKaBuuiics, kak u Norton Utilities, komnanueit Symantec, HasbiBancst Nor-
ton You Eyes Only (NYEO). Onnoit u3 coctasnsitoiminx NYEO sBnsuiach mnpo-
rpamma BootLock, nmosBonsgsiias 3ammdpoBath Aaxe 3arpy304HbIA JUCK, CIOENaB,
TaKMM 00pa3oM, BCIO BBIYUCIUTENbHYIO CUCTEMY HEAOCTYITHOM MIJIsi MPOTUBHUKA.

OpHako paspabotunku BootLock mo HeM3BeCTHBIM NPUUYMHAM MPUHSUIU pellieHue
mmdpoBaTh He Bce JAaHHBIE AUCKA, a TOJIBKO CHCTEMHBbIe OOJIACTH: 3arpy30YHYIO
zanuch (Boot) u kopHeByto nupektopuio (Root). A Tabnuiia pasmelieHust ¢aiiion
(File Allocation Tables, FAT) u o61acTb JaHHBIX, B KOTOPOI XpaHUTCSI COAEPKU-
Moe (aitsioB, 0Ka3bIBaJIKMCh He3allM(DPOBAaHHBIMU.

IIudpoBaHue BHIMOMHSIOCH MyTeM HajoXeHus 512-0ailToBoil raMMbl Ha Kax-
Il mmdpyeMsrit cektop. [TpudeM IS BceX CEKTOPOB OTHOTO AMCKA MCIOJB30-
Bajlach ofiHAa U Ta Xxe ramma. CienoBaTelbHO, HAIMYKUE ONHOTO OTKPBITOIO CEKTO-
pa maBajio BO3MOXKHOCTh pacIIn¢poBaTh BCe OCTATbHBIE CEKTOPA.

OpnHoit 3 ocobeHHocTel (aitmoBoii cuctembl FAT sBiseTcs 1o, 4TO KOJIMYECTBO
3aMuceil B KOPHEBOW AUPEKTOPUU ompenessieTcsl mpu (popMaTUpPOBAHUM AUCKA U
HEe MOXET OBITh HM yBEJIMYEHO, HU yMeHblIeHo. [loka Ha gucke He CO3MaHO HU
onHoro aiina, Bce ceKTopa, OTHOCAIIMECS K KOPHEBOH OAUPEKTOPUU, 3aTIOTHEHbI
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HynsiMu. MHpopMamus, omuchIBaIOMAsa KaXKIbIiA 100aBIeHHbBIN (aiia uin IupeK-
TOpHIO, 3aHUMaeT 16 GaifT.

OOBIYHO B KOPHEBON AMPEKTOPUU pPE3EpBUPYETCS MECTO IMOJA HECKOJbKO COTEH
(aiinoB, HO peaKo KTO XpaHUT MHoro (aiiioB B KopHe aucka. CiaemoBaTesbHO,
¢ 04YeHb OOJIBLION BEpOSITHOCTHIO B MOCIEIHEM CEKTOpe KOPHEBOU AUPEKTOPUHM 3a
Bce BpeMsl He OymeT HU OZHOI 3amucu, T. €. CeKTop OyIeT coiepxkaTb OHU HYJIH.
A cexrop, 3amndpoBaHHbIN TTpu oMol BootLock, — ramMmmy, HCTIONIB30BaHHYIO
JUTST U pOBaHUSL.

IIpuyem ckiagbiBaeTcsl ollyllleHUWEe, YTO KOMIAaHUs Symantec 3Hajla O HECTOMKO-
CTHU 3alIUThI, obecrneynBaeMoi ee MporpaMMHbIM TMpoayKToM. Bo Besikom ciyvae,
Ha caiiTe KOMIIAHUM MOXHO ObLIO HAWTW MHOOPMALIMIO O TUIATHOM ycayre Mo
BOCCTAHOBJICHUIO JAHHBIX AKMCKa, 3auuiieHHoro BootLock, B ciyudae yrepu ma-
posst. CroumocTh 3TOM ycayrd cocrasistia Bcero $ 300 mpu BocCTaHOBIEHHU
B HeJenbHbIi cpok win $ 600 mpu BoccTtaHOBIEHMU 3a 24 yaca.

15.4. JlokymeHTbl PDF

®opmMmar nepeHocuMbix daitnoB PDF (Portable Documents Format), paspaboran-
HbIl Kommanueir Adobe Systems, Inc., mpegHazHaYeH WIS XpaHEHUsST JOKYMEHTOB,
MpeAcTaBleHHbIX B 3jeKTpoHHOU ¢opme. PDF saBnsietcsi ocHoBHBIM (popmaTrom
MMPOIYKTOB ceMelicTBa Acrobat.

Bo BTOpoit Bepcun cneuudukanuu (PDF 1.1) O6buta go6aBneHa nmoamepxka mud-
pOBaHUsI, HO HayalbHasl peAaKlMs ITOPUTMA 3alIUThl OKa3ajlach He O4YeHb
yIauHOW — TIOXOXe, OAMH W TOT e K04 MCIOJIb30BAJICSA MHOTOKPATHO MpU
mrpoBaHUU MOTOKOBBIM ajaroputMoM RC4. TouHoro ommcaHusi ocobeHHOCTEM
peayM3alyy 3TOT0 AIrOpUTMa HAWTHM HE ymalioch, HO oduIMaIbHAs JTOKYMEHTa-
1ust oT Adobe I1acuT, YTO ATOT AITOPUTM HE MOIIEPXKUBAETCS M HE PeKOMEHIY-
€TCsl K MCITOJIb30BAHUIO.

Hns1 6onee rMOKoOro yrmpasieHMsI MPOLEAYpOi BbIUMCISHUS Kiova IKdpoBaHuUs
MPOAYKThI cemelicTBa Acrobat MoanepKuBalOT TaK Ha3bIBa€Mble MOMYJIU 3AILMThHI
(Security Handlers), koTopble MOTYT ObITh MOJKJIIOYEHBbI Yepe3 CpelcTBa pacuiu-
penust (plug-ins). M3HauanbHo Security Handler oTBevan ToibKo 3a BBIYMCIEHUE
KJIova 1mugpoBaHUsSI TOKYMEHTa, a Bce oMepaluM Mo IMMPOBAHUIO BHITTOIHSLI
caMm Acrobat.

Brots 1o Bepcum Acrobat 5.0 ko4 mmdpoBaHUS JOKYMEHTOB IO OUILIAAb-
Holf MHGbOpMaIMKM Bcerna uMel IIMHY B 40 OUT M3-3a SKCIIOPTHBIX OTPAHUYCHUI.
OpHako yxe B Acrobat Reader 4.0.5 mogsunachk momjepkka KItoueil Oombleit
JUTMHBI, NCTIOJIb30BABIIMXCS TSI 3AIIUTHI 3JIEKTPOHHBIX KHHT.
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Haunnag ¢ Acrobat 5.0 (1 coorBercTBytonieii emy cneuudukaimuu PDF 1.4) 6bI-
U [o0aBlieHbl cpa3y JABe HOBBIX BEPCUM AJITOPUTMA 3aLUTHI, TMO3BOJSIOLINE
paboTaTh ¢ KimodamMu IauHoM mo 128 our. OmHa M3 HOBBIX BepcHii ObLIa HOKY-
MEHTHpPOBaHa, a BTopas (popMaJbHO OEpKUTCS B ceKpeTe Mo TpeOOoBaHMIO Nernap-
taMeHTa komMepuuu CIITA (xoTs ee moanepxka JaBHO peaii30BaHa B MPOAYKTaxX
CTOPOHHMX KOMIIAHUIA).

Hakownen, B Acrobat 6.0 (cneumpukanus PDF 1.5) monynb 3aiiuThl MOXYYUI
BO3MOXXHOCTh HE TOJBKO BBIUMCIIATH KIIOU MIM(PPOBAaHMS, HO W BHITOTHITH CaMO
mudpoBaHue.

Bo3MoXxHOCTh co3maHUsI COOCTBEHHBIX MOMYJIEH 3aIIUThl ¢ HYXXHOH (QyHKIIMO-
HaJTbHOCTBIO TIPUBENIa K TOMY, YTO Ha PHIHKE IMOSBIIOCH HECKOJIBKO TaKMX MOMIY-
Jieit, pa3paboTaHHBIX pa3HBIMU KOMITaHUSMU. PaccMoTpuM OCHOBHBIE XapaKTepu-
CTUKHN HEKOTOPBIX M3 HUX.

15.4.1. Password Security
(Standard Security Handler)

DTOT MOAyJb 3alIUTHI ObUT pa3paboTaH KommnaHueir Adobe u siBisieTCsI OCHOBHBIM
CpeICTBOM 3alllMThI, BCTPOEHHBIM B Acrobat u OecruraTHbI Acrobat Reader.

[Ipu 3ammTe MOKyMEHTOB CTaHAAPTHBIM METOIOM aBTOP MMEET BO3MOXKHOCTH YC-
TAHOBUTH J1Ba MAapoJIs: IJIs1 BlaaeNblia U MOJIb30BaTessl COOTBETCTBeHHO. JIJisl Toro
YTOObI OTKPBITh JOKYMEHT M OTOOPA3UTh €ro Ha SKpaHe, JOCTaTOYHO 3HATh JIIO-
0oii M3 mapoJseil, HO HEKOTOPbIE OIEpaluuU, TAKUE KAK PENAKTUPOBAHUE IOKY-
MEeHTa, ero rnevarb Wiu KOMMUpOBaHWE (parMeHTOB B Oydep oOMeHa, MOTYT ObITh
HeJOCTYITHBI, ec/IM BBeJEeH Mapojb TMmonb3oBareis. M, pasymeercs, HacTpolKu 3a-
LIATHI MOTYT ObITh U3MEHEHBI TOJILKO B TOM CJy4yae, €clii JOKYMEHT OTKPHIT IO
MapoJjIio BIamesbla.

Yacro Ha JOKYMEHT YCTAaHABJIMBACTCA TOJILKO ITapOJib BJIancjablla, a MapoJjib IOJb-
30BaTeiIsd OCTACTCsA ITYCTBIM. an/I 9TOM JOKYMEHT OTKPBIBACTCSI 6e3 3aripoca Ia-
poJidA, HO oIl€paluu, 3alIpCII€HHBIC ABTOPOM, OKAa3bIBAIOTCA HEIOCTYIIHBIMU.

O4YeBUIHO, YTO €CIM M3BECTeH XOTS OBl OMWH Mapojb WM Mapojib MOTh30BATEIs
MMPOCTO OTCYTCTBYET, TO JOKYMEHT MOXKeT OBbITh pacIindpoBaH M COXpaHEH CO
CHITBIMA OTPAaHMYECHUSIMH. DTO HENb3d CUMTATh OIMMOKOW pearn3alui — 3TO
MPOCTO CBOWCTBO, O KOTOPOM CTOMT MTOMHUTb.

I'pyObIX oIIMOOK B peanu3allMy CTAaHAAPTHOM 3allUThl AOMYIIEHO He ObLIO, HO
HECKOJIbKO HEA0YETOB, OTHOCSIIMXCS K CAaMOM IMOMYJISIPHOW BEPCHUM AJITOPUTMA,
HCITOJIb30BaBIIel TONBKO 40-OMTOBBIN KJTIOY, HAWTH MOXHO.

Tak mpolienypa MpoBepKM NapoJsl BBHITOJHSETCS O4eHb ObIcTpo. s mpoBepku
MPaBUJILHOCTH TIApOJIS TOTb30BaTesT HEOOXOOUMO BHIUMCIUTL OOWH pa3 3Haye-
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Hue xau-¢gyakuun MDS5S u pacmmdpoars 32 6aiita anroputMom RC4. IIposep-
Ka IMapojisl Biajesiblia TpebyeT MOBTOPUTh Te Xe HAeicTBUS nBaxnbl. Bce aTo mo-
3BOJISIET MOAOMPATH MAPOJIM C OUYEHb BbICOKON CKOPOCTHIO.

Ecnu xe npoBoautcs nouck 40-6utoBoro kitoua 1udpoBaHusi, TO ISl TPOBEPKU
MPaBUJIBLHOCTH KJloya TpeOyeTcsl JUIIb ofHO IudpoBaHue anrroputMom RC4.
OTo MO3BOJSIET HA COBPEMEHHOM KOMIIbIOTEPE TapaHTUPOBAHHO HAUTH KITIOY
MPUMEPHO 3a OIHY HEeAeIo.

TO, KaK ITPOBEPAECTCA IIPAaBUJIIBHOCTbL KJIl04Ya LL[I/I(l)pOBaHI/Iﬂ, IIO3BOJIACT 3HA4YU-
TECJIbHO COKPATUTb CpEAHEE BpPEMd, 3aTpaymMBacMoO€ Ha paCI]_II/I(prBaHI/Ie OOHOTI'O
JOKYMEHTa 3a CYCT NpE€ABAPUTEIbHbIX BBIUMCIICHUIA U COXpaH€HHUA BCIIOMOIa-
TEJIbHBIX JAHHBIX Ha TUCKE.

Taxke oauH pas nepedpas 240 xiroueif, MoXHO pacindpoBaTh J060e KOTUYECT-
BO JOKYMEHTOB, 3aIIUIIEHHBIX CTAHIAPTHHIM METOIIOM.

Bce 3t™m HemodeThl OBLTM MCIIpAaBIEHBI C TOSBICHHNEM HOBOW BEpCHUH alTOpHUTMA
B Acrobat 5. Tak ajisi mpoBepKM KaxKI0To IMOJb30BaTeIbCKOT0o MapoJis Ternepb Tpe-
oyeTcst BHIMOMHUTE 51 Bhumcinenne MDS u 20 mmdposanuit RC4. Bro cHmkaer
CKOpPOCTb MPOBEPKHU TApoJieil B HECKOJIBKO JECATKOB pas. A mepebpats 2128 xio-
Yyell mudpoBaHUS COBPEMEHHBIN YPOBEHDb PAa3BUTHS TEXHOJIOTHI HE ITO3BOJISIET.

15.4.2. ipyrne moaynu 3awmtbl ot Adobe

B Acrobat Reader 4.0.5 mossunachk momgepxka Moayiass Adobe PDF Merchant
(Adobe.WebBuy), npenHazHaueHHOTro [UIsl 3alUTBl 3JIEKTPOHHBIX KHUT. Jlo-
KYMEHTHI 3alIALIATUCEH KITI0YaMK JJINHOM oT 64 mo 128 6ur.

I[lpumepHo B TO Xe BpeMs TOAYYWI PACIIPOCTPAHEHUE MOIYJIb 3alllMThI
EBX HANDLER, usHauanbHo peanusoBaHHbIl B mporpamme GlassBook Reader,
paspaboTaHHoii Komnanueit GlassBook, Inc. u npegHazHayeHHO ISl TTOKYIIKA U
MPOCMOTpa 3allUIIEHHBIX 3JeKTpOoHHbIX KHUT B ¢dopmate PDF. Tlozxke Adobe
npuobpena kommnanuwo GlassBook, nx Reader okaszancst mepenmeHoBaH B Adobe
eBook Reader, a EBX HANDLER cTan oCHOBHBIM MOAYJIEM 3allUTHI IJIS TeX-
HOJIOTUM PACIPOCTPAHEHUSI 3JIEKTPOHHBIX KHUI, IpoaBuraemoir Adobe (6ozee
noopobHas uHgopmayus o 3auume I1eKMPOHHbIX KHue 6 gopmame PDF npusedena
6 en. 16).

Eme oguH Momynb 3amiuThl, pazpadoraHHbiii Adobe, HaspiBancst Acrobat Self-Sign
Security (Adobe.PPKLite) u mpencrapisul coboil MepByO MOMBITKY MCIIONb30Ba-
HHS CXEM C OTKPBITBIM KiIo4oM B 3amuTte PDF-noKyMeHTOB, NMpennpuHATYIO
B Acrobat 5. OnHako 3Ta MOMbITKA HE MMesa OOoJIbLIOro ycrexa, T. K. He omupa-
JIach HA CYIIECTBYIONIYI0 MHPPACTPYKTYPY OTKPBITHIX KITIOUEIA.

Ha cmeny Self-Sign  Security mnpumen wmonmyiab  Certificate  Security
(Adobe.PubSec), mpencraBieHHBI# B Acrobat 6, KOTOpbIii yXe ymen paborarh
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¢ cepTudUKaTaM, BBIIABAEMBIMA OCHOBHBIMU MMPOBBIMHU IIEHTpaMU cepThudu-
Kalluu.

Ho o6a stu perieHust oTHocsITCSl ckopee K OpraHu3alliy 3allyIeHHOTo KOpIo-
PAaTUBHOTO JOKYMEHTOOOOpOTa, 4YeM K OOecIeYeHHUI0 CEKPEeTHOCTU, U IOAPOOHO
paccMaTpuBatbes He OymyT. XoTs [UIsl obOecrieyeHus] CEKPeTHOCTH OHHU BIIOJIHE
TIPUTOMHBI.

15.4.3. SoftLock (SLCK_SoftLock)

Mopyns 3amuthl SoftLock, paspaboTtaHHBII OMJHOMMEHHOI KOMITAaHUEH, TTOIydaeT
40-6MTOBBIN KIIOU IIM(POBAaHUS JOKYMEHTa ciieaylomuM obpaszoM. [lpu mepBoM
OTKPBITUM TOKYMEHTa BBIYMCIISIETCS 3HAUeHMe, SBistolieecss GyHKIUeH oT UaeH-
TUdUKaTopa JOKYMEHTA M HEKOTOPBHIX IMapaMeTpoOB KOHKPETHOTO KOMITbIOTEpa
(Hanmpumep MeTkM Toma aucka C), U 3TO 3HAUYEHHE COOOIAETCSI MOJb30BATEINIO.
B otBer monb3oBarenh MOMKEH BBECTH 8-CHMBOJIBHBIA KITIOY, TMOJTYYEHHBIN OT
MmpomaBlia JOoKyMeHTa. Ha ocCHOBaHMM TIOJYYEeHHOTO OT IIOJTh30BaTeNs KIT0Ya
M TIapaMeTpoB KOMIIbIOTEpa BBIUMCISIETCS M IpoBepsieTcs K04 MG pPOBaHUS
nokymeHTa. CremoBaTebHO, TIPH TIepeHOCE Ha IPYroil KOMIBIOTEp TOKYMEHT
HEBO3MOXHO OYIET OTKPHITh C TEM K& 8-CHMBOJBHBIM KIIIOUOM, T. K. TTapaMeTphl
KOMIIBIOTEpA, a 3HAYUT, M BBIYMCIECHHBIM KIIIOY IMGPOBAHUS TOKYMEHTa, OymayT
WHBIMH.

Ecnu Ob1 KaXplii 13 BOCBMU CHMMBOJIOB KJII0Ya, BBOAMMOIO IOJIb30BATEIEM, MOT
NpuHUMAaTh ofHO U3 95 3HaueHuit ASCII-cUMBOJIOB, TOCTYIMHBIX HA CTAHIAPTHOMN
AHIIMIACKOW KJIaBUaType, TO OOLIee YMCIO KOMOMHALMI MpeBbICUIO Obl 232,
OnHako KaxIblii CUMBOJI IIpeobpasyercs B OIHO U3 16 BO3MOXKHBIX 3HAYEHMIA,
a 2 cuMmBoia M3 8§ SBISIOTCS KOHTPOJbHBIMU M HE Y4YacTBYIOT B BbIUMCIIE-
HUM Kioya nudpoBaHus. TakuMm o0pa3oM, CyILEeCcTBYeT Bcero 232 pasimyHbIX
8-CMBOJIBHBIX KJII0Yel, U OAMH M3 HUX SBJISETCS MpaBWIbHBIM. [TonHBIM Tepe-
oop 232 xioueil, O4EBUIHO, HE OTHUMAET MHOTO BPEMEHM Y IO3BOJSET OBICTPO
paciudpoBath J1000i ToKyMeHT ¢ 3amuToil SoftLock.

Ha Hacrosiiuuit MmomeHT KommnaHust SoftLock yxe He cyllecTByeT U MOAyJIb 3a-
LIUTHI OOJbllIe He MOAaAepKuBaeTcs.

15.4.4. NewsStand Crypto (NWST_Crypto)

Mopyns NewsStand, paspaboranHbiii B NewsStand, Inc., ucnonns3yercs aas 3a-
IIUTHl TIePUOMUYECKUX WM3IaHWI, pacnpocTpaHseMbiXx 4yepe3 MHTepHeT B 3JeK-
TpoHHO#I (opme. Hampumep, Bcero 3a $ 0.65 MOXHO MpHOOPECTH CBEXMIA BbI-
nyck New York Times, Haxoasich TIpu 3TOM B JIF00OH TouKe 3eMJU, OTKyda €CThb
noctyn K MHTepHery.
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NewsStand ucnonb3yet 40-OGMTOBbIE KITIOUM IMUMPOBAHUS, HO KAXABIA U3 MSATH
0aiiT KiTroya IMPUHUMAET TOJbKO 16 BOBMOXHBIX cocTostHMii — oT '0' mo '9' u or
‘A’ no 'F'. BcnenctBue storo addekTuBHAsI JUIMHA KJIl0Ya OKa3bIBaeTCsl paBHA
Bcero 20 6utam, a 220 KoMOMHALMI TIepeGrpaloTcd Ha COBPEMEHHOM KOMITbIOTE-
pe 3a CYNTAHHBIE CEKYHIBI.

15.4.5. Panasonic Crypto (PSDS_Crypto)

DTOT MOAyJb UCTIOJb30BAJICS AJISI 3aIIUTHI CEPBUCHOM TEXHUUYECKOW JTOKYMEHTA-
MM K anmaparype, mpousBoauMoll Kommanueil Panasonic. @opManbHO IJIST TIO-
Jy4eHUsT JOCTyna K 3amu@poBaHHBIM JTOKYMEHTaM TpeOoBajics armapaTHbIN
KJII0Y 3aliuThl, BThiKaeMblii B LPT-moptr. Ho mnpoueaypa mojydeHust Kioya
mudpoBaHus ObUIa peaJM30BaHA He JYYILINM CIIOCOOOM.

BoimosHsIIach TOTBKO TpoBepKa HAIMYMS amapaTHOro Kiodya 0e3 MCITONIbh30Ba-
HUSI XpaHUMOW B KJItoue MHGpopMaUUM Al paciindpoBKU AOKyMeHTOB. Kpome
TOTO, B pe3yJbTaTe BHIUMCIEHUS KT0Ya IMHUGPOBaHUS B MOMIYJIE 3AIMTHl BCETIA
BO3BpALIAIOCh OMHO U3 ABYX BO3MOXHbBIX 40-OMTOBBIX 3HAaUeHUi. To ecTh gocTra-
TOYHO OBUIO MPOBEPUTH BCEro 2 KII0Ya IJISI TOro, YTOOBI pacim¢poBarh J000M
JIOKYMEHT C TaKOW 3aIUTOM.

15.4.6. KEY-LOK Rot13 (BPTE_rot13)

OTOT MOIyJb 3AIIMUTHI TaKXe TpeOyeT HaJIWYUsl armnaparHOTo Kioya JUIsl OTKPbI-
TUS JOKYMEHTOB, HO, HA caMOM JieJie, BCeraa MUCIoJb3yeTcsl OJUH U TOT ke (hUK-
cupoBaHHbIN 40-0MTOBBIN KiIt0U 1IM(MPOBAHUS, KOTOPBIN XECTKO MPOUIUT B Tele
MOIYJIST 3aIUTHI.

Becbma 3anumarenbHo, uto B coctaB SDK mist Adobe Acrobat 4 BXoguT mpumep
MoOAyJisl 3allMThl ¢ HazBaHueM Rotl3. U B aToM mpumepe Kiwou g poBaHUS
Takke sBIsieTcsl KoHcTaHToi. Bumumo, paspaboruuku momyinss KEY-LOK Rotl3
HE OCMEJIUJINCh CUJIbHO MOAMMUUMPOBATH TOTOBBIKM MPUMEP, a TMPOCTO BCTABUJIU
MPOBEPKY HATWYMUS alllapaTHOTO KJII0Ya U M3MEHWIN KOHCTAHTY, MCITONB3YEMYIO
B KauecTBe KJIo4Ya G pPOBaHUSI.

15.4.7. Normex

CymrecTByeT KaKk MUHUMYM YeThIpe MOIYJIS 3alllUTHI, pa3paboTaHHbIE KOMITAHUEH
Normex, Ltd. Otu Moaynu HaswsiBaiotcsi Normex level I (NORM_NxSecl),
Normex level 2 (NORM_NxSec2), Normex level 3 (NORM_NxSec3) u Internet
demo (NORM_ NxSecInDemo).

Ckopee Bcero, 3TM MOAYJIM 3alIUThl YEM-TO OTIWYAIOTCA IPYr OT Apyra, HO UX
00BbeAMHSIET OHO OYEHb BAaXXHOE CBOMCTBO — ISl 1IM(PPOBAHUS TOKYMEHTAa OHU
WCIIOJIb3YI0T hUKCcHpoBaHHbIE 40-OUTOBBIE KITIOUM.
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To ecTb HOCTATOYHO OAMH Pa3 ONpPeleIUTh 3HAYCHUSI KIIOYEH, KOTOPHIE XKECTKO
MPOIIUTH B (aiijiax, coaepxKallux Ko MOIYJs 3allUThl, ITOCIe Yero JIoOoii no-
KYMEHT MOXHO OyIeT MOMEHTAaJIbHO paclun@poBars.

15.4.8. Liebherr (LEXC_Liebherr_Security)

Mopynp 3amuThl, padpaboTaHHblii KommaHueir LexCom Informationssysteme
GmbH, Takxe He obecrneunBaeT HMKAKOW CEKPETHOCTH, T. K. UCIMOJb3YeT (UK-
crupoBaHHbI 40-OUTOBBINM KTI0Y MIKMGPOBAHUS IJIsT BCEX JOKYMEHTOB.

15.4.9. DocuRights

Monynb 3amutbl DocuRights, pa3paboraHHbIii KommaHueir Aries Systems Corp.,
IIOCTPOEH HECKOJIbKO HecTaHmapTHBIM oOpa3oM. PDF-mokymeHT, ¢ KOTOphIM
MMeeT [eJo IOoJb30BaTe/b, IpeacTaBiser coboil KOHTeiHep, 3aludpoBaHHBIN
MpU TIOMOIIM cTaHgapTHoro moxyis 3amuthl (Standard Security Handler, SSH)
¢ TyCTBIM TapojieM, BHYTPM KoOToporo HaxomuTcs apyroii PDF-mokymeHT, HO
3alIUIIEHHBINA yXe ¢ moMolnbio DocuRights.

OnHako Takasg cxeMa HUKAK He YBeIMYMBAET 3alUIIEHHOCTb M, CKOPEE BCEro,
WCITOJIb3yeTCsl MCKIIIOUMTENIBHO ISl Oojiee KpacHBOM IOJayu IOJIb30BATENI0 MH-
dopmaLMK 0 TOM, YTO y HEro HET MpaB AOCTyIa K JOKyMeHTY. CTOMKOCTb 3alllk-
Thl Bce paBHO ompeneisiercss TeM, kKak DocuRights BeuucisieTr Kitou mudppoBa-
Hus. Ho 3mech paspaboTymku, BUAMMO, PEIIWIN cebs He YTpyXmarh, T. K. IS
nIMdpoBaHMs BCEra MCIOIb3yeTcsl IOCTOSIHHBIN 40-OUTOBBII KITIOY.

15.4.10. FileOpen Publisher (FOPN_fLock)

OTOT MOIy/Ib 3allluThl pazpadoraH KommnaHuei FileOpen Systems u siBisieTcs co-
craBHO yacthlo ee mnpoaykra FileOpen Publisher, nuueH3us Ha KOTOPBII CTOUT
$ 2500.

CornacHo pekiame, FileOpen Publisher nmpenHasHaueH mjisi u3garesieid, xejawoo-
IIMX WMETh IMOJHbIA KOHTPOJb Hall pacnpocTpaHeHWEeM IPOM3BEACHUU B BJeK-
TPOHHOI opMe. DTOT MPOAYKT BKIIOUAET B c€0s1 MHCTPYMEHThI [UISl YIIpaBAeHUS
BJIEKTPOHHOM MOANKMCKON W ayTeHTU(UKALME KOHKYPUPYIOIIUX IIOJIb30BaTelIei,
MO3BOJISIET CO3/1aBaTh JOKYMEHTHI C OTpaHWYEHHBIM CPOKOM MICHCTBUSI M JOKY-
MEHTHI, MPUBSI3aHHBIE K KOHKPEeTHBIM HocuTensM, Hanpumep CD-ROM. Taxxke
u3narejib UMeeT BO3MOXHOCTb OrpaHMYMBATh, KOrIa M B KaKOM OO0beMe MOXHO
pacreyarbiBaTb JOKYMEHT.

FileOpen Publisher npoiiiesr 10BOJIbHO AIMHHBIA ITyTh 3BOIIOLNK B 00JIACTH 3aLIUTEHL

Briots mo Bepcuum 2.3 ma BceX 3allMIAeMBIX TOKYMEHTOB HCIIOJIb30BaICs
40-6UTOBBII (DUKCUPOBAHHBIN KITIOY.
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B Bepcuu 2.4 mosBuiIach moanepkka IepeMeHHBIX KJIIoUeil, HO Bcsl MHGpOopMaIus,
HeoOXoauMast UIsl BBIYMCIIEHUST KIT04a, XpaHUIach B CAMOM JOKYMEHTE.

B Bepcum 2.5 (camoii HOBOIi Ha HACTOSIIIMIT MOMEHT) Obula JoOaBJIeHAa BO3MOX-
HOCTb PYYHOIO BBOJA KiItoua IucbpoBaHUs, KOTOPbIA OyIeT MCIIONb30BaThCs LISt
BCeX NOKYMEHTOB, 3alllMIIAaeMbIX B paMKaX TEKYIIEro MpOeKTa. DTOT KoY He
XPaHUTCS B JOKYMEHTE, HO U OH He obecleyrMBaeT HOPMAJIbHOM 3allUThl IO He-
CKOJIbKUM TPUYHHAM.

Bo-TrepBBIX, y KaXIoro 3allMIIeHHOTO JOKYMEHTa IOJIKeH OBITh CBOM YHHKAJTb-
HBII KJTI0Y, ¥ 3HAaHWE KIII0Ya K OOHOMY JOKYMEHTY He JOJKHO ITO3BOJISITH BHI-
YUCIUTh KITIOY K JTI000MY IPyroMy JOKYMEHTY. A 3T0o TpeGoBaHUE He BBITTOJTHSET-
¢, T. K. Y Bcex (aitloB oMHOTO TIpoeKTa OyIeT OOWH M TOT Ke KITIoY.

Bo-Brophix, Koy mudpoBaHus JODKEH T€HEPUPOBATHCSA CIYYailHBIM 00pa3oM,
T. K. YeJIOBEK OOBIYHO BBOIUT IpeAcKa3yeMble TaHHbBIC.

A B-TpeTbUX, B IUAJOTOBOM OKHe, TJe W3IaTelo IpellaraloT BPYYHYIO 3aIaTh
KJTIOY, MOXHO BBOIUTH TOJMBKO IMGPHL. W TiepBble TATH BBEIEHHBIX CUMBOJIOB
OyIyT MCIOJb30BaHbl B KavyecTBe Kioua imudpoBaHus. To ecTb u3gaTesb MOXeET
BBecTH Bcero 105 pasnuuHbIX KITIoueid, a 3HAYMUT, 3PpPeKTUBHAS UIMHA KJII0Ya CO-
CTaBUT MeHee 17 Our.

15.4.11. FileOpen WebPublisher (FOPN_foweb)

DTOT MOMIY/Ib 3alUTHI SIBISETCS COCTABJISIONICH YacThi0 ellle OMHOIO IPOIYyKTa
kommnanuu FileOpen, Hocsiiero umsa WebPublisher2 u npegHasHaueHHOro st
pacnpocTpaHeHUsT 3JIEKTPOHHBIX ITOKYMEHTOB M YIPABJICHMS JOCTYIIOM K HUM
yepe3 MHTepHeT.

ITepBast Bepcust WebPublisher2 B KaXXnoM TOKyMeHTe cOXpaHsula M KJIo4 1udpo-
BaHMS, HEOOXOOWUMBIN IJIT OTKPBITUS HOKYMeHTa. To ecTh CTOMKOCTh 3allUThI
OblJIa HYJIEBOM.

IMocne BeITycKa OOHOBJIEHUST KJIIOW HE COXpaHSIETCSl BHYTPU ITOKYMEHTa, HO €ro
JmHa coctaBnsgeT Bcero 40 6ur, xots WebPublisher2 Obln BhINyllleH B (eBpaie
2002 roga, a marag Bepcusi Acrobat SDK, Bkiowaloiass Bce HEOOXOOUMOE JIJIsT
MOAMEPXKKY KJIouel muHoil o 128 out, mossuics B anpeine 2001 rona.

OnMH ¥ TOT Xe K04 IMn(pOoBaHUs CHOBA MCIOJIBb3YETCs ISl BCEX HOKYMEHTOB,
3alUINAEMbIX B paMKaX OJHOIO MPOEKTa, T. €. ONUH pa3 3aTPaTUB BHIYUCIUTE/ b~
HBIe pecypchl Ha IMOMCK KJlo4a, MOXHO OyaeT pacinudgpoBaTh cpa3y HECKOJIbKO
JOKYMEHTOB.

Koy cHoBa BbIOMpaeTcsl He cilydaitHo, a 3amaeTcs usnaTteyneM B ¢aiiie HacTpoek
kak ASCII-cTpoka. BTo orpaHMYMBaeT MHOXECTBO BO3MOXHBIX CHMBOJIOB, HC-
MoJb3yloluxcsl B kitoue. Jla u Bpsig d u3gaTesb OyneT BBOAUTbL UCTUHHO CIy-
yaiiHyl0 KoMOuHauuoo. Tak daitibl mpuMepoB, BblIoXKeHHbIe Ha caiite FileOpen,
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ObTM 3auivineHbl Kmoyamu 'abede’, 'bedef’, 'cdefg’, 'mnopq’ u 'rstuv'. O6pasen
3AIIMINEHHOTO ITOKyMeHTa Ha caifte Briefsmart mmdpoBaicsa mo xmouy '11zgl’,
a kommaHus IPexpert, Inc., pacmpoctpaHsiomias cBou daiiibl Mom 3alUTON
WebPublisher2, ucnonb3yeT B Kjitoue TOJbKO AECATUYHBIE LIMPPHI.

15.4.12. [ipyrvue moaynu 3awuThbl

KpoMe yxxe mepedncieHHBIX MOIyJIeil 3aIINThI, CYIIECTBYIOT M IpYyTHE.

Tak, Hanpumep, moayib Australian Standards Online (SASS_INTERNET_STDS)
WCIIOIb30BAJICS JUISI 3AIIUTBl ABCTPAIMICKUX CTAHAAPTOB, PACIPOCTPAHSIEMBIX
B 2JIEKTPOHHOI (popme. DTOT MOAYJb He cojiepxal TpyObIx OLIMOOK B peanusa-
unu 3amuThl. Ho B ampene 2001 roga B Australian Standards oTkasanuch OT HC-
MOJIb30BaHUS MG POBAHUS TIPU paCcpPOCTPAHEHUM NTOKYMEHTOB, BBEAS MPU 3TOM
3aIIUTy HA OCHOBE BOASHBIX 3HAKOB.

YpoBeHb 3alIUTHI, 3KBUBAIEHTHBINA 40-0MTOBOMY K04y, 0OecrieuYnBaaId U MOMIY-
au 3auutel PDFLock (XESC _XELock) 1 Montrose. Ho 3T Moayiu Toxke OaBHO
He TOoMIepXXUBAIOTCS (MO0 HEM3BECTHBIM NPUYMHAM), M HAWTH KaKylo-ITHOO To-
JIe3HYI0 MH(pOPMALIMI0 O HUX yXKe MPAKTUYECKU HEBO3MOXHO.

B cocraBe mpomykToB cemeiicTBa Acrobat BepcHM 5 TMOCTaB/ISUICS MOMYJb 3allUThI
InterTrust. DocBox, paspaborannsiii kommnanueit InterTrust Computing. Ho ero, Be-
POSITHO, TOXe TIOCTHUIVIA IIeYaIbHasl yJacThb, T. K. B Acrobat 6 oH yxXe He BXOIUT. XOTs
cama kommanms InterTrust mpomormkaer cyiiecTBoBaTh M Aaxke oOBuHseT Microsoft
B TOM, UYTO MOCJIEIHSISI HApylIaeT 8 mareHToB, MpuHamiexammux InterTrust.

Eme cymecrByer Momynb 3amuthl Authentica PageRecall (PageVault), paspa6o-
TaHHBIA KoMIaHmeil Authentica, Inc., Ho OH HalleJeH Ha KOPITOPATHBHBIMA
PBIHOK — CTOMMOCTb JuueH3nn Ha PageRecall HaunnHaercs ¢ $ 32 500. U mocro-
BEpHbIX PE3yJbTATOB OLEHKM CTOMKOCTHU 3allUThl, obecreunBaemoii PageRecall,
MoKa Her.

Takum o6pa3oM, M3 HOCTYIMHBIX HAa HACTOSIIMI MOMEHT MOIYJIe# 3aIuThl, pas-
paboTaHHBIX pa3IMYHBIMU KOMMAHMSIMU, 3a McKiwdeHuem Adobe u Authentica,
HET HU OIHOI0, KOTOPHI Obl mpuMeHsI 128-6uToBoe mmdpoBaHue WIK XOTs Obl
KCToJIb30Bal Bece pecypchl 40-0MTOBOrO Kiltoya.

W Her HUMKakKoil HameXnabl, YTO cUTyallusl B Onvkaiiiee BpeMsl usMeHuTcsl. Ecau
paHblIe crouMocTh JmueH3un Ha Reader Integration Key, mosBonstromeil uc-
MoJIb30BaThb MOJAYJb paclllMpeHus] B OecruiaTHbIX Bepcusix Acrobat Reader, co-
crapiasuia $ 100 1 mosBojsiia co3gaBath J1I000e KOJMYECTBO MOMYJIEH pacliupe-
Hus, paboTaoimux B Reader, To ¢ BeixomoM Acrobat 6.0 Bce nameHumnock. Tenepb
3a mpaBo gocryna K monHoi Bepcuu SDK mpuaercs samtarute $ 200, a Reader
Integration Key Ha KaXmblii MOIy/lb paclIMpeHus], MpeaHa3HAaYeHHBIH ST CBO-
GOoIHOTO UCIIONb30BaHu, oboimercs B $ 2500.
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Ho sroro mano. /It co3manust coocTBeHHOro Momyiis 3amuTthl PDF-nokymeHTOB Heo0-
XOOMMa CrielaibHas TULIEH3MSI, KOTopast UMeeT ellle 0oJiee BHICOKYIO CTOMMOCTb.

Pazymeercs, Adobe mMeeT mpaBo MPOBOAUTH JIOOYI0 MAapKETMHTOBYIO MOJUTUKY
B OTHOIIEHWHN CBOMX COOCTBEHHBIX MPOMYKTOB, HO HBIHEIIHSS CUTyalldsl IBHO He
CITOCOOCTBYET MOSIBJIEHUIO HEAOPOTUX M HANEXHBIX PelleHUi I 3alIUThl TOKY-
MeHTOB B (popmate PDF.

15.5. YHUuUTOXEeHue nHcpopmayum

Huorma mma mpenoTBpalieHusT yTeYKd WH(POPMAIIMK YacTh JAHHBIX JTOJDKHA OBITh
yHUYTOXeHa. Yale Bcero aTo Tpedyercs B clayvasx, KOTma KOHTeHHep, XpaHIINi
CEKPETHI, JODKEH TTOMACTh B UYXKHMe PYKH.

OpmHako JroIei, KOTOphble IEWCTBUTENBHO 3a00TITCS O TOM, YTOOBI IPABIIIBHO
YHUYTOXATh NHMOPMAIINIO, TOBOJBHO MAJIo.

Ha3BaHue Bpe3kKun

B siHBape 2003 roga 6bina onybnukoBaHa ctatbst "Remembrance of Data Passed:
A Study of Disk Sanitization Practices" ("MNMamaTv yweawmx AaHHbIX: U3yYeHUe
NPUEMOB OYUCTKU XKECTKUX AUCKOB"), B KOTOPOI paccmaTpuBanmncb BOMPOCHI YHUY-
TOXEHUS AaHHbIX, XPAHUBLUUXCSA Ha XXECTKUX AMUCKaX.

ABTOpbl cTaTbW, CTyAeHTbl MaccayyceTckoro TEeXHOMOrMYeckoro WHCTUTYTa
(Massachusetts Institute of Technology, MIT) Cumcon J1. FapdwuHken (Simson L.
Garfinkel) n A6u LWenat (Abhi Shelat), npuBoasT Becbma nevanbHble pesynbTaThl
NPOBEAEHHbIX UMW UCCneaoBaHuN.

B nepuog ¢ Hosi6psa 2000 roga no aeryct 2002 roga oHu npuobpenu 158 xectkux
Anckos, 6biBLIMX B ynoTpebnenun. 129 n3 Hux (npumepHo 82 %) okasanuck B pabo-
TocnocobHom coctosHun. M Tonbko 12 ns Hux (9 %) GbinM NONHOCTBIO OYULLEHBI OT
nHdopMaLmn (3anonHeHbl HyNeBbIMN CEKTOpamu).

C o4eHb MHOIMMX AMCKOB y[aroCb BOCCTAHOBWTb MaccCy WMHTEPECHOW WHopMauuu,
TaKon Kak MeguuMHCcKne 1 (OMHaHCOBbIE AaHHbIe, NMUYHasi nepenucka u T. n. Ha ayx
auckax xpaHunuchb 2868 1 3722 HoMepoB KpeaUTHbIX KapT cooTBeTCTBEHHO. OauH
U3 3TUX AUCKOB, NPEANONoXUTENbLHO, CTosIN B 6aHkoMaTe B nnuHolnce.

dannbl ¢ YacTn UCKOB ObINK yaaneHbl cpeacTBamMy onepauyoHHONn cuctemsl. Takue
chainbl, Yale Bcero, MOryT OblTb JIErkO BOCCTAHOBIMEHbI CReLManbHbIMU Nporpam-
MaMu.

HekoTopble ancku 6binn oTdopmatmpoBaHbl. Ho npu obblMHOM dopmaTMpoBaHUK
(ranpumep ¢ nomoupbio nporpammel FORMAT) 3atupatotcs Tonbko cnyxebHole 06-
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nactu, xpaHsawme nHopMaLmio 0 pacrnonoXeHun dannos Ha Ancke, a Takke UMeHa
1 pasmep pannoB B KOPHEBOM KaTtanore. Ho camo copepxumoe ainoB HUKaK He
yHu4uTOXaeTca. Jaxe ecnu ¢ Aucka yaansetcs Norudyeckuii pasgern, 3To He MpuBo-
OWT Kk husmueckomy satupanmio cannosbix obnacren.

becnieyHocTh TPOSIBASIIOT M PAaOOTHUKM TOCYAAPCTBEHHBIX YUPEXICHUN PA3HbBIX
crpad. Tak 30 guBapsi 2003 roma bpuTtaHckoe TMpaBUTENbCTBO Ha caiTe
www.number-10.gov.uk ony6iaukoBano gokymeHT "Iraq — Its Infrastructure Of
Concealment, Deception And Intimidation" ("Mpak — uHbpacTpyKTypa yraupa-
HUsSI, oOMaHa U ycTpallleHus"), KOTopblii ObL1 MpeacTaBieH B (gopmare Microsoft
Word 1 BbI3Ba HECKOJBKO CKAHAAIOB.

bruto ycraHoBieHo, UTO Oonbllve ¢GhparMeHThl MTOKYMEHTA SIBISIIOTCS IIarMaTtoM W
CKoIMpoBaHbl U3 cratbu Mbpaxuma anb-Mapaiu (Ibrahim al-Marashi) 6e3 paspeiiie-
HUS aBTOpa M Jake 0e3 CChUIKM Ha Hero, HO ¢ COXpaHEeHHMEeM CUHTAKCHYECKHX OILM-
0ok. OgHaKO K BOMpocaM YHUUTOXEHUS! JAHHBIX OTHOCUJIOCH IPYTOe OTKPBITHE.

B nmokymentax Word coxpaHsieTcsi nHGopManus o ToM, KTO U KOTAa 3TOT JOKY-
MEHT pemakTHupoBaja. Tak Mo coaepXMMOMY IOKyMEHTAa JIETKO BBISICHUTh, KTO
MMEHHO ydyacTBOBaJl B €ro IMOAroTOBKe, W 3Ta MHboOpMaLUs cTajia oOLIeA0CTYII-
HOI, Yero He IOJKHO ObLIO MPOU30MTH.

Tenepb bpuTaHckoe MpaBUTENBCTBO MYOIMKYeT MOAOOHbIE JOKYMEHTbI B opmare
PDF, koropblii He mpeaycMaTpuBaeT coxpaHeHUs MHGopMmaluuu od aBTopax BHOCHU-
MbIX usMeHeHuii. Ho u npu ucnonb3oBannu ¢opmara PDF Bo3aMOXHBI HAKJIQAKK.

lMucbmo "BawnHrroHckoro cHannepa"

B okTtabpe 2002 roga B BalmHITOHE 1 OKPECTHOCTAX AencTBoBan cHaunep, you-
BaBWNi Nnogen 6e3 BuaMMon npuumHel. 24 oktabps 6bin npou3sedeH apecT AByX
nopo3peBaembix, M ybuncTea npekpaTunmchb.

26 okTa6ps 2002 ropa raseta "The Washington Post" Bbinoxuna Ha cBoem cainte
OTCKaHWPOBAHHYIO KOMWIO NUCbMa "BalUMHITOHCKOro cHaunepa', npeactaBneHHyo
B popmate PDF. B nuceme, cpean npoyero, onucbliBanace npoueaypa, npy nomoLLm
KOTOpOW cHavinep cobupancs nonyuuts 10 MunnmoHoB Aonnapos. [MpaBuMTenbLCTBO
[OJIKHO ObINO NepeyYncnnTb AEeHbIM Ha cYET NNaTMHOBON KapThbl Visa.

Mncemo cogepkano Bce Heobxoanmble aTpubyThl cHETA M UMS KEHLLMHBI, Y KOTOPOMN
Obina ykpageHa kapTta. Takke B Hem curypupoBano 3 TenedOHHbIX HOMepa.
"The Washington Post" otpeTywmpoBana PDF-gOKyMEHT, CKpbIB NMepCOHanbHY
MHdOpMaLMo OT NyBNMYHOro pacnpocTpaHeHusi. B pesynbTaTe, BMECTO HEKOTOPbIX
hparMeHTOB TEeKCTa NOSABUIINCH YEPHBIE NPSIMOYTONbHUKN.

OpHako MeTon YHWUTOXEHUS MHopmauun 6bin BbibpaH HesepHo. [pu BbiBOAE
Ha nedyaTb BCe BbIMAAEN0 MMEHHO Tak, kak U ObINo 3adymaHo: MPAMOYronbHUKU
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Ha MecTe TekcTa. Ho gaxe npu otobpaxeHun Ha akpaH B nporpamme Acrobat Read-
er (0cobeHHO Ha MeAreHHbIX KOMMbIOTEpPax) MOXHO ObINIo 3aMeTUTb, YTO cHavana nose-
nseTca TEKCT, a 3aTeM NOBEPX HEr0 NMPOPUCOBLIBAIOTCA YepHbIe 3annaTtku. To ecTb nep-
COHanbHas nHopmaLymsa okasanacb NPOCTO NPUKPLITA, HO HE YHUYTOXeEHA.

[encTBnTeNbHO, NPAMOYroNbHUKKU, NepekpbiBalowne nsobpaxeHve, nerko yaanutb
npu nomowm nHctpymeHta TouchUp Object Tool, BxoasiLero B kommepyeckyto npo-
rpammy Adobe Acrobat. N nonHbI TeKCT NucbMa "BalunHIToHCKOro cHawnepa” yyTb
N He B TOT e AeHb MOXHO Obino HawTu B MIHTepHeTe.

ITucbmo "BalMHITOHCKOrO cHaiimepa” oka3ajJoch He MepBbIM ciayyaem, Koraa
KYPHAIMCTBl PacKpbIBAIA UYXKHE CEKpeThl, He M03a0OTUBIIUCH 00 MX IPaBUIIb-
HoM yHHuToXeHUH. Tak B cepemuHe ampens 2000 roma Ha caiite NYTimes.com,
MpUHAIIeXaleM OJHOMMEHHOM Tasere, mosiBUIach mnyonukamus “"Secrets of
History: The C.I.A. in Iran" ("Cekpetnbl ucropuu: LIPY B Upane"), B pamkax Ko-
TOpPOI OBIIO BEUTOXEHO HECKOJIbKO JOKYMEHTOB, paHee CYMTABINMXCS CEKPETHHI-
MH. JIOKyMEHTHI ObLUIM OTCKAHMPOBAaHHI U coxpaHeHbl B ¢opmare PDF. Ilyomm-
Kaluusl BbI3Baja MHTepec, U B cepeanHe uioHs "The New York Times" Bbutoxuaa
B M HTEepHeT elle HeCKOoJIbKO JoKyMeHTOB B Buie PDF-daitnos.

YTo6BI He MomBeprath OIMACHOCTH JOAeH, YbM MMEHA YIOMHHATUCH B JTOKYMEH-
TaX, HEKOTOpble (hparMeHThl OKA3AIMCh 3aKPbIThl YEPHBIMU MPSIMOYTOJbHUKAMH.
Ho 3amrarkm okasaimch MPOCTO HAJIOXEHBI IMMOBEPX TEKCTa W MOTIU OBITh OYeHB
Jnerko yaaneHbol. Takum oOpasom, "The New York Times" HeBoJbHO pacKpbuLia
MMeHa HecKoJbKuX areHToB LIPY.

OnHako, MOX0Xe, MaJlo KTO YYUTCS Ha 4yxXuUX olinbkax. B koHue oktsaopst 2003
roga B MIHTepHeTe ObLIT OomyONMKOBaH oTyeT MUHMCTepcTBa octuuuu CIIA mon
HasBaHueM "Support for the Department in Conducting an Analysis of Diversity in
the Attorney Workforce" ("I[loMoIlb MUHMCTEPCTBY B NMPOBEACHUU aHAIM3a pas-
JUYHBIX PabOTHUKOB MpoKypaTyphl'). OmHaKo KitoueBble (parMeHTbl OTYeTa,
BKJIIOYAsT BCE BBIBOILI M PEKOMEHIAINM, ObUIM BBIMapaHbl Mepen MyoauKanmen —
TpaBKe MTOABEPITIOCh OoJIee TTOJIOBUHBI CTPAHUII.

Ho, HecMoTpst Ha To, uTo ele B HossOpe 2002 roma MUHKUCTEPCTBO OCTULIMU TIPU-
00pesIo KopIopaTUBHYIO JTUIEH3MI0 Ha nporpammy Appligent Redax 3.0, npenna-
3HAUeHHYI0 ISl mojiHoro yuaneHust uHgpopmauuu u3 PDF-gokymenToB, Redax
He OBUT MCITOJIb30BaH M Bce (parMeHThbI, CKPBITHIE B YIIOMSHYTOM BHIIIIE OTYETE,
MOXHO 0€3 TpyJda BOCCTAHOBUTb.

Kak BugHO U3 NPUBECACHHBIX ITIPUMEPOB, JAJIEKO HE Y BCEX €CTh IO pyKoﬁ WHCT-
PYMEHTHI, IMO3BOIIOIINE KAYECTBEHHO BBIIIOJTHATH YHHUYTOXKECHUEC I/IH(l)OpMaL[I/II/I,
a T€, KOMY MHCTPYMCHTbLI OJOCTYIIHbI, HE BCETIa 3a00TATCS 00 MX IPUMEHCHUH.
" IIPOUCXOJIUT 3TO, CKOPEE BCEro, OT IJIEMEHTAPHOI0 HEIMOHUMAHUWA Ba’XKHOCTU
NpaBUJIbHOTO YHUUYTOXCHUA JaHHDbIX.
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OcobeHHOCTH N
peanunsauun DRM

C pa3BUTHEM BBICOKOCKOPOCTHBIX KaHAJOB Mepegaur WH(opMaluy Bce akTyalb-
Hee CTAHOBSITCSI BOIIPOCHI ob0ecrneyeHusl yrpaBieHusl HugpoBbiMU IpaBamu (Digi-
tal Rights Management, DRM).

16.1. Y1o Takoe DRM

OcHoBHag uaes DRM 3zakitouaeTcsi B ToM, 4TOObl MPEeAOCTaBUTh BJAAE/bly aB-
TOPCKHMX TIPaB HAa HEKOTOPOE Mpon3BefeHue (MY3bIKY, KHUTY, BUAEO(UIbM) BO3-
MOXHOCTb pelllaTh, KTO M Ha KaKMX YCIOBMSX JOJKEH MOJIYYaTh JOCTYI K 3TOMY
MMPOU3BENEHNIO, U 3aKPETUTD 3TO PEIIEHNE C TTOMOIIBI0 TEXHUYECKHUX CPEICTB.

Tak, HampuMep, ecIM BIagesell IpaB (M3darellb) MPUHUMAET pelieHne, YTO KHU-
Iy MOXHO YMTaTh C 9KpaHa KOMIIbIOTepa, HO HeNb3sl MevyaraTh, TO Yy KOHEYHOTO
MTOJIB30BATENS, KYIMUBIIETO 3JIEKTPOHHYIO BEPCUI0 KHUTH, HE IOJIKHO OBITh TEX-
HMYECKO BO3MOXHOCTH TMOJYYUTh OYMAXKHYIO KOIHUIO.

KpoMe Takux oueBMIHBIX Bellleil, KAK BOZMOXHOCTb Te4aTu, CYIIECTBYIOT U 00-
Jiee CJIOXHBIE BapMaHTHI TpaB. Ty ke TedaTh MOXHO OTpaHWYMBATh B TEPMUHAX
"k cTpaHUII B 1 OHEH", T. €. B TeUeHUE JIIOOBIX 7 THEN paspellleHo HareyaTaTh He
Ooitee k cTpaHuil.

Taxxke wHoOrma TpebyeTcs OTPAaHWYUTh YHCIO TPOCITYIIMBAHWIA MY3BIKATBHOM
KOMIIO3UILIMY WX YHCIO MTPOCMOTPOB O3HAKOMUTEBHOI Bepcui (pUIbMa.

MOXHO OrpaHWYMBATh M TIEPHOJ BpeMEHM, B TeUeHHE KOTOPOTO paspelleH Ioc-
tyn. IlpuyeM orpaHuyeHHe MOXET HaKJIAIbIBaThCS KaK cBepXy (Ipou3BelecHUe
IOCTYITHO B TeUEHME TpeX HHel), TaK M CHU3Y (DOCTYII OymeT paspelleH TOIBKO
rmocjie ompeseseHHoi Aarhl). BTopoil Tum uMeeT cMbIch, Korga WHdbopmalius
JOCTaBJISIETCST 3apaHee, HO e¢ WCITONIb30BaHUE paspeliaeTcss OTHOBPEMEHHO BO
BCEM MUDE.

ﬂ,ﬂﬂ TaKnX HpOM3BCﬂ,GHMfI, KaK 3JIEKTPOHHbLIC KHUTHU, MOXHO 3aaaBaTb, CKOJbKO
pa3 MOXKHO II€pe€aaBaTb KHUTY APYromMy JMIYy M HA KaKHUX YCIOBUAX €€ MOXKHO
caaBaTb B ap€HAY. DTO MO3BOJISIET OPraHU30BbIBATb JJICKTPOHHBbIC 6I/I6JH/IOTCKI/I,
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(byHKIMOHMPYIOIIMEe MAKCUMAJIbHO IIOXOXe Ha OOBIYHBIE OMOIMOTEKU ¢ Oymaxk-
HBIMU KHUTAMMU.

Ha 6aze DRM MoxeT cTpouTbCcsl U 3alIMILEHHBIN TOKyMEHTOOOOPOT, B paMKax
KOTOPOTO ONpEIeNIIOTCS MpaBUjIa MCITONB30BAHUS KaXIOTo JOKYMEHTA, IHUPKY-
JIMPYIOILETO BHYTPH KOMIIAHUH.

Ho mpu moboit koMOMHAIIMK TIpaB MOCTyMa BCEeraa 3arpeliaercs Takas orepa-
LMSI, KaK TMOJydeHHe He3allMIIeHHON 3JIeKTPOHHOW KOMWM TpousBefaeHus. Benb
€CJIM TaKas KOIMHMS MOXeT OBbITh MOJy4YeHa, Bce OCTAJIbHBbIE OrpaHUYeHHUs Iepe-
CTalOT paboTaTh.

16.2. BosHukHoBeHue DRM

ITpoucxoxnenue ugen DRM o0ObsicHSIeTCS OUeHB ITPOCTO.

Kornma-to mis 3anucu My3blKu U (UIBMOB UCMOIB30BATUCH TOJBKO AHATOTOBbIE
dopmarel: 1 BUHWIOBAS TIACTUHKA, U OOBIKHOBEHHBIN KacCETHBIT MarHuTodoH,
u BuaeomMaruutodoH gopmara VHS. A 115 aHaIoroBbix YCTPONCTB CBOMCTBEHHA
MoTepsl KauecTBa IMPHU Tepe3anucu — W BOCMPOUIBOMSIINI, W 3aMCHIBAIOIINI
TPAKThl HE UIEATbHBI, 1d U HOCUTENb MHGOPMALUKU (BUHWI UM MAarHUTHAS JIeH-
Ta) TONBEPXEH PA3TMYHBIM BO3MEHCTBUSIM, YXYMIIAIOIINM KAauyeCTBO 3aIUCH.
B nmobom ciydae, Konust Bceraa moiydyaeTcs YyTh XyXe OpUTMHaja, a OpUTrMHalI co
BpeMeHeM M3HammBaeTca. M 3To cHIbHO 3aTpyAHSET HEJIETIbHOE THPAKUPOBAHNE
sanuceil. [lpaBoa, B cBoe BpeMsl TUTAHTbl KWHOWHOYCTPUU MBITAIUCH 3AMPETUTD
MPOAAXKY OBITOBBIX BUIEOMArHUTOGOHOB, MpeapeKasi, B MPOTUBHOM cCllyyae, paso-
peHue OONBbIIMHCTBA KMHOKOMMaHUi. OqHaKo Mo MPOLIECTBUM HECKOJIbKUX Iecsi-
TWIETUI MOXHO C YBEPEHHOCTBIO CKA3aTh, YTO OOCLIAHHBIX YXXKACOB TaK U HE CIy-
YUJIOCh, XOTSI BUIEOMArHUTOMOH ceifyac ecTb MOYTH B KaXKIOM TIOME.

C pasBUTHEM TEXHOJOTMI U yAelIeBIeHNEM ITPOU3BOACTBA CIOXHOMN 3JIeKTPOHM-
K [UdpPOBEIE HOCUTETW WH(GOPMAIUM CTATd TIOCTEIIEHHO IepeOupaThcs W3
npodeccroHaTbHON cdhephbl B XU3Hb OOBIKHOBEHHBIX JIoAcii. OTHUM U3 TEPBBIX
I GPOBBIX HOCUTENEH, TOMYIMBIINX IMUPOKOE paclpocTpaHeHHe, oKas3alics 3BY-
KOBOW KOMIakT-mucK. Ho ObITOBBIE MY3BIKJIbHBIE LIEHTPHI IO3BOJISIA TOJBKO
BOCITPOM3BOINTH JUCKH, a JJIST 3aIIMCH 3BYKa BCE PABHO NMPUXOAMIIOCH MUCITONH30-
BaTh aHAJIOTOBBINI HOCUTEND.

Korga mosiBunuch ObITOBBIE LIU(MPOBBIE AYIMOMATHUTOGOHBI, MOJIYUYUTh TOYHYIO
UM(pPOBYI0 KOMUIO BCE paBHO ObLIO HEBO3MOXHO. My3bika mpojaBajiach Ha
KOMIAaKT-IUCKaX, 3amMcaHHasg ¢ 4actoToil muckperuzauuu 44,1 KI'a, a gacrora
JUCKpeTU3aluu UMEPPOBBIX MAarHUTO(MOHOB CO3HATEIbLHO Obla BHIOpaHA PaBHOM
48 KI'n. Y mipm 3ammcu ¢ KOMMIAKT-AMCKAa Ha MAarHUTO(OH CHayaja IIPUXOAUIOCH
MpeoOpa3oBbIBaTh LUMPOBYI0 MH(POPMALMIO B aHAJOTOBLI CHUTHAN, a MOTOM
BBIIOJIHATL OOpaTHOE Ipeo0pa3oBaHue, HO YXe C APYroil YaCcTOTOM.
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Tonbko KoTrma TOSBUIWCH CPAaBHUTENBHO HETOPOTHE TIPUBOABI IS 3aIIUCH
KOMMAaKT-IMCKOB, MIeaibHas KOMUs, HAKOHEl, cTaja peajbHOCcThio. [IpuMmepHO
B TO Xe BpeMsl MPOM3BOJUTEIbLHOCTb MEPCOHATLHBIX KOMIIBIOTEPOB cTajla JoCTa-
TOYHOHN IJIsI TOro, 4TOOBl oOpabaThiBaTh (MO KpaiiHel Mepe, BOCIPOM3BOIUTH)
B peajlbHOM BpeMEHU ayauo- U BHUIeOMHdOpMalIUI0, 00paboTaHHYIO CIOXHBIMU
aroputMaMu cxaTtusi. M, B1oGaBoK, B pacmopsbKeHWM MPOCTBIX IMOJIb30BaTenei
0Ka3aJicsl BHICOKOCKOPOCTHOM (IO CpaBHEHUIO ¢ MoleMoM) aocTyn B MHTepHer.

Bce aTo BMecTe MpuBeO K TOMY, YTO TOYTH JIFOOOH IOJTB30BaTeNlb MOT CO3/IaTh,
HampuMep, BBICOKOKAYECTBEHHYIO IM(PPOBYI0 KONUIO MY3bIKJILHOTO IHCKa U
OBICTPO TIepeaarh ee Ha IPYroil KOHeIl cBeTa.

Pazymeetcsi, mpoaaBiibl KOHTEHTA He 3aXOTeJIM MUPUTHCSI Taxke ¢ TeOpeTUYeCKOu
BO3MOXHOCTBIO TaKOTO pPACIpPOCTpaHeHUsT HWHOpMAIUU, 3alIWIIeHHON aBTOp-
CKMMM TIpaBaMU, M CTaIu pa3pabarbiBaTh U BHEAPSITH BCEBO3MOXKHBIE CpPEACTBA
KOHTPOJII Haa MCIOJIb30BAHUEM IIPONABAEMONl MMM TPOAYKIMHU. 3aKOHOIATEThb-
Hble MyTH npuseiau K 3akoHaMm Tuna DMCA (Digital Millenium Copyright Act),
a YyCWINS B TEXHUUYECKOU 00JacTH KaK pa3 M BOIUIOTWINCH B uueio DRM.

Opaum cioBoM, DRM mnotpeboBaicst mist Toro, 4ToObl MPeIoTBPATUTh BO3MOXK-
HOCTb CBOOOJHOTrO CO3IaHUs M paclpoCTpaHEeHUs] He3alIUIIEHHBIX U HEKOHTPO-
JIMPYEMBIX KOITMI Pa3IMYHbIX IIPOU3BEICHNUN U JOKYMEHTOB.

16.3. OueBuAaHOE NpenATcTBUE

IIpu peanuzanuu DRM cpady cTtaHoBUTCS o4eBUIHON omHa mpobiema. B oriu-
Yype OT 3aJauyMd OOecIleUeHUs] CEKPETHOCTH, TN ITOCTAaTOYHO OBLIO 3alndpoBaTh
BCE TAHHBIE M COXPAHUTH KJIIOY B TaifHe, mist obecneyeHuss DRM MetonoB kpum-
Torpaduu yxxe He XBaTaer.

Pasymeetcs, kpunrorpadus Bce paBHO B TOW MW WHOU (opMe IPUMEHSIETCS ISt
3alIMTHl KOHTeHTa. Ho ecnm monb3oBarenb MMeeT BO3MOXHOCTb JOCTyIa K CO-
JIepKUMOMY TIpOM3BeficH!s (HaprMep MOXET YATaTh KHUTY VTN CIYIIaTh MY3bI-
KY), 3HAYUT, BCE KITIOUM IIMU(PPOBAHMS YK€ TIPUCYTCTBYIOT B CHCTEME M JUISI TTOJTY-
YeHUs] He3alIWIIEHHOW KOMHWM OCTAaeTCs TOJNbKO HAWTH 3T KIIOYA M C KX
ITOMOIIIBIO TTOTYYUTh KOMUIO JOKYMEHTA, HE COMEPKaIyl0 OTpaHMYEHMIA.

CraepoBatenbHo, it obecrieueHuss DRM mpuxoauTcsl MCHoNIb30BaTh M METOBI
3alIUTHI, HE MUMEIOLIMEe MaTeMaTUYECKOro 00OCHOBaHUS cToliKocTu. Wnu, npyru-
MHu cioBamu, cucteMa DRM pomkHa BceMU JOCTYIMHBIMM CPEICTBAMM MPEMITCT-
BOBaTh KakK MaccUBHOMY (HMccienoBaHUEe), TaK M aKTUBHOMY (Moaudukaius)
BMEIIIATEJILCTBY B €€ (PYHKIIMOHUPOBAHUE.

Ecnu B cucteme DRM npucyrcTByeT amnmaparHasi cocTaBistiolnas (Kak Obuto, Ha-
MpUMep, A0 TeX IMop, MOKA He MOSIBUIKCH MporpaMMHble mpourpsiBatenu DVD),
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obecrieueHre 3aIUTHI U KOHTPOJIb IIPaB MOXET BBLIMOJIHATHCS BHE TIEPCOHATBLHOTO
KoMIboTepa. Ho Kak TOIbKO MPOMCXOAUT TMepexoa K YUCTO MPOTrpaMMHBIM CHC-
TeMaM, TapaHTHUPOBAHHO 3aIUTUTHCA OT ooxoga DRM cTtaHOBUTCSI HEBO3MOXHO.

3ammmare “HGOPMALIMIO OT OJHOTO THIA JOCTYIA, HE TMPEIATCTBYS TPH 3TOM
JOCTYIy APYToro THUIA, B YCJIOBUSX, KOINa MPOTUBHUK HMMEET MOJHBIA KOHTPOJIb
Haj TIpolleccaMt, TTPOUCXONSIIINMI B BBIMUCIUTEILHOM CUCTeMe, KpaifHe CIIOXKHO.
OnHako pa3paboTYMKKU CPEICTB 3ALIUTHI C Pa3HON CTEMEHbIO ycrexa IMbITAIOTCS TpH-
MEHSATh CaMble pa3HOOOPa3HBIE CITOCOOBI IS TOTO, YTOOBI CO3MaTh MH(MPACTPYKTYPY,
B KOTOpO# CTaHET BO3MOXKHO HCIIOJIBb30BATh 3ALIUIIEHHbIE JIEKTPOHHBIE TIPOU3Bee-
HHs, HIKOTA TIOJTHOCTBIO He BBIXOASIINE MU3-TT01 KOHTPOJIS U3aTes.

16.4. 3awnta 3NIeKTPOHHbIX KHUT

YcrosiBiinxcst u xopoiio cedst 3apekomeHaoBaBiiux DRM-pelieHuii, moxanyi,
HEeT HU VIS OOHOTo BUAa IMMPOBHIX MpousBeaeHuii. CyiiecTByloT 3(pdeKTuBHbIE
METOIBI M UIS 00Xoma MM(poBaHKS, TIPUMEHSIEMOTO UIS 3allUTHl COAEPKIMOTO
DVD-nuckoB, n 1151 co3maHmsl He3aNTUIIIEHHBIX KON MY3BIKAIBHBIX KOMITO3H-
umit, pacnpoctpansieMbix B ¢opmate WMA (Windows Media Audio) ¢ 3auiuroit
DRM Bepcum 2.

Ho paccmarpuBaTh ocHOBHbIe acniekThl DRM MoxHO Ha n11000M mpuMmepe, B TOM
qyucyie U Ha MpUMepe dJEKTPOHHbBIX KHMT.

16.4.1. Adobe PDF Merchant (Adobe.WebBuy)

Kak yxe roBopunioch, B Acrobat Reader 4.0.5 mosBuiaach noaaepxka Momy/s 3a-
IIUTBI, TpeAHA3HAYEHHOTO s paboThl C SJEKTPOHHBIMU KHHUTaMU, TpoaaBae-
MbiMu 4epe3 HMHrepHer. PDF Merchant Obu1 mepBbIM MOMyJeM 3alllUThl IS
PDF, nosBonsgionuM padborarh ¢ KiIo4aMM IIU(PPOBAHMS, OJMHA KOTOPBIX IIpe-
BbilaeT 40 Our.

IMpy TTOMBITKE OTKPBITHS 3alIMIIEHHOTO JTOKYMEHTa MOMIYJIb 3aIWTHI BBITOHSIT
cremyromue neiicTBus. Ha cepBep, oTBevaronuii 3a ympapieHue IpaBaMH, OTChLUIA-
nach MHMOPMALNS O TMOKYIKEe TOKYMEHTa, K KOTOPOMY 3aIlpalliBaics OOCTYH, U
OMWH WM HECKOJBKO MICHTH(UKATOPOB BBIYMCIUTEILHOM Cpembl, Takux Kak ID
KOMITBIOTEpA MJIM TIpoLieccopa, CEepUfHBIN HOMEp IUCKAa VT MM TTOJb30BaTels.
CepBep MPOBEpsUT, paspelieH N TOCTYIT K JOKYMeHTy (Oblia JIM IefiCTBUTEIEHO HA
Hero KyrjieHa JMUEH3MsI), U ecIu Bce ObUIO MPaBUJIbHO, TEHEPUPOBAT U MpUChUIAT
RMF-@aiin. Ckopee Bcero, RMF sBnsiercsi abbpeBuatypoit ot Rights Management
Format, Bo Bcakom cinyyae, RMF-daitn mnpencrasnsn coboit XML-mokymeHT,
B KOTOpOM XxpaHujach Takass DRM-uHdopMaius, KaKk 3aMacKMpOBAaHHBINA K04
mudpoBanusi PDF-pokyMmeHTa, mepeueHb paspellleHHBIX oIrepaluil (Hampumep
IevaTh) M cepTUdUKAT IS TPOBEPKU TOITMHHOCTY JIMIICH3UN.
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B mpoBepke MOIIMHHOCTY JULIEH3UM ObLIM 3ameiicTBoBaHBI ABa 1024-GUTOBBIX
OTKpHITHIX Ktoya RSA. OauH u3 aTuX Kitoueit, BeposiTHO, MpUHAaIeXan u3aaTe-
JII0 ¥ KCIIOJIB30BAJICS [UISI MPOBEPKM HU(POBOM IOAIMMCH JUIEH3MU. A BTOPOIL
KJII04, cKopee Bcero, nmpuHamiexanuii Adobe, mpuMeHsiicsa OJs1 3aBepeHUsl TOf-
JIMHHOCTU OTKPBLITOTO KJII04a M3aTeJIs.

B RMF-paiine nmpucyTcTBoBajlo HE MeHee OJHOI 3alucH, OMKChIBAIOLIEH Mpo-
BEPKHU, MPU YCIEITHOM MPOXOXIEHUM KOTOPBIX MOJIKEH OBbLT OTKPHIBATHCS JOCTYIT
K mokyMmeHTy. Kaxmast 3ammch comepskajla TECTOBOE YCIIOBHEe (paBHO, He paBHO,
6onbiie), umst nposepsieMoro kKomnoHeHtra (CPU, USERID, UTC), tpebyemoe
3HavYeHue (MAeHTHGUKATOp Tpolleccopa WX TOJb30BaTeIs WIKM ATy, O HACTyII-
JIEHWSI KOTOPOH paspeliajach pabora ¢ TOKYMEHTOM) M 3aMacKMpOBaHHOE 3Haye-
HMe KiTfouya ¢ poBaHUS TOKyMEHTA.

Heckonbko ycaoBuit MOITM OBITh CKOMOWHMPOBAHBI C ITOMOIIBIO JIOTHYECKHUX
onepamuii AND 1 OR. Eciim Bce HEoOXOmMMBIE TTPOBEPKU BBITTOIHSIUCH YCIEITHO,
TO 3aMacKMpPOBaHHOE 3HAYeHWE KIToUa MIM(poBaHUS TOKYMEHTAa OXHON M3 3amu-
ceil TIpeBpallajoch B KITIOY IHUGPOBAHUS, KOTOPBIA M MCIIOJNB30BAJICS IS pac-
MM (PPOBKU COAEPKIUMOTO JOKYMEHTA.

B uenom, mmdpoBaHue MpuMeEHSUIOCh TaKUM 00pa3oM, uTto co3faath RMF-gaiin
6e3 yuactust Adobe ObLIO mpakTuyeckw HeBo3MoxHO. Ho 3aro nHammume RMEF,
COOTBETCTBYIOIIETO OMpeAeEHHOMY JOKYMEHTY, IO3BOJSIO BBIUMCIUTL KIIIOY
mrdpoBaHusl 6e3 Gu3nyeckKoro A0CTyna K KOMMOBIOTEPY, IJIsi KOTOPOTo ObLI JIU-
LIEH3UPOBAH 3TOT JOKYMEHT, — IIpOBEepKa YCJIOBMU BBIMOJHSIACH JOTMYECKHU
(BO3BpaIIaIOCh COCTOSTHUE MCTHHA/JI0XKb), HO XapaKTepUCTUKNA KOMIThIOTepa SIBHO
He y4acTBOB&IM B BbIUMCJIEHUM Kitoya Iudposanusd. K Tomy ke, eciu HECKOJb-
KO TIPOBEPOK OOBEAMHSINCH OIEepaTOpOM AND, KoY IMHU(POBAHUSI MOXHO OBIIO
M3BJIeYb M3 3aMKMCH, COOTBETCTBYIONIEH JII0OOH M3 TPOBEPOK, He 003aTebHO ObI-
JIO BEITIONTHATH UX BCe.

MoxHo cuutaTh, uto croiikocTh DRM, peanusyemas B8 PDF Merchant, ocHOBbI-
Bajlach, B OCHOBHOM, Ha HEKOTOPOW CIIOXHOCTH BBIMOJHSIEMbIX [UISI IOJYYSHMS
Kmoya geiictBuii. OgHaKo I IocTpoeHus HamexkHoro pemieHuss DRM srtoro
SIBHO HEJOCTAaTOYHO.

16.4.2. Adobe DRM (EBX_HANDLER)

Eme omHo pemeHue B obnactu DRM il a1eKTpOHHBIX KHUT, MPOJBUIaeMoOe
B HacToslee BpeMsl KomiaHueir Adobe, Kak yXe yIIOMUHAJIOCh paHee, ObUIO M3-
HauajJbHO paspaboraHo njs1 mporpammMbl GlassBook Reader.

GlassBook Reader peanusoBbiBan yrpapjieHUe MpaBaMU JOCTYMa B COOTBETCTBUU
co cneuudukaiuer mporokona obMeHa daekTpoHHbIMM KHuUTaMu (Electronic
Book Exchange, EBX), paspabaTteiBacmbiM opranusauueii EBX Workgroup.
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OcHOBHag uaes MPOTOKOJIA 3aKITI0YAETCS B TOM, YTO TPU aKTHBAIIUU TTPOTPAMMBI
GlassBook Reader reHepupyercs mapa Kitoueil acCMUMMETpUYHOro KpumTorpacdu-
YECKOTO aJITOPUTMA W OTKPBITHIA KIIFOY PETHUCTPUPYETCS HA cepBepe, a CeKPETHBIIM
COXpaHseTcsl Ha KOMIIbIoTepe MoJib3oBareisd. B mpoiiecce mpuoOpeTeHust JuiieH-
3uM Ha KHUTYy, Reader mosiydaer Tak Ha3biBaeMblii Bayuyep — XML-aiin, conep-
KAl KITI0Y JOKYMEHTA, 3aliM@poBaHHbIA Ha OTKPHITOM KJIIOYe MOJb30BaTels,
CITMCOK TIpaB JOCTyMNa K JOKYMEHTY M BCIIOMOTATeIbHYI0 WH(MOPMAIINIO IS TIPO-
BEPKU TMOMIMHHOCTH Bayyepa.

Takum oOpaszoM, IS TONy4YeHHUs Kioya IU@poBaHMS HTOKYMEHTa HEOOXOmIUM
CEKpPEeTHBIN KITI0Y Tob3oBaressl. HecMoTpst Ha To, YTO CEKPETHBIM KITIOY CUMTA-
eTcsl MpUHAIJIeXAIIUM TT0JIb30BaTello, caM IMOJIb30BaTeb He MMeeT K HeMy IoC-
Tyma — ToJIbKO Reader 3HaeT, Kak 3TOT KITI0Y MOXET OBITh M3BJICUCH.

B GlassBook Reader cyuiectBoBano aBa MyTH OOCTYNa K CEKPETHOMY KUY
monb3oBaretsd. OouH M3 IMyTel TpeOOBA BBIYMCIECHUS 3HAYCHUS X3II-QYHKIIUU
OT HEKOTOPBIX MapaMeTpPOB KOMITbIOTEpa, TakuxX Kak ID mpoleccopa u cepuitHbIi
HOMep nmucka. Pasymeercs, mpm cMeHe O0OpYIOBAaHWS pe3yJNbTaT X3II-QYHKIIUU
MU3MEHSIJICA U JOCTYI K KJTIOUY CTAaHOBUJICS HEBO3MOXKEH.

s Toro 4TOOBI TOJIB30BATENIb HE IOTEPSUl JOCTYII KO BCEM IPHOOPETEHHBIM
KHUTAM TIpM CMEHe 00OpYIOBaHMUsI, BEPOSITHO, M OBUT TTPEIyCMOTPEH BTOPOI CITO-
co0 JocTyma K CeKpeTHOMY K04y, HUKAaK He 3aBs3aHHbI Ha XapaKTepuCTUKU
KoMIIbIoTepa. MICIoTb3ysl 3TOT Croco0, oYeHb JIETKO OBIIO BHIYMCIUTDL CEKPETHHIN
KJIIOY TOJIb30BaTesisl, a 3HAYUT, U MOJYYUTh HEOTPAHUYEHHBIH JOCTYIl KO BCeM
JIETATbHO TTPUOOPETEHHBIM TOKYMEHTAM.

Hanexnocts Momemu DRM, peamusyemoii GlassBook Reader, ocHoBbiBanach He
TOJIBKO Ha CJIOXHOCTH TTONYYeHMSI IOCTYIa K CEKPETHOMY KIIIOUY IOJIbh30BaTesl.
Ckopee Bcero, pa3paboTYMKHM MoJaraiuch B HEKOTOpoli crerieHU Ha npotekrop PACE
InterLok, KoTophblii McTOIb30BaIC IS MpeIoTBpalleHus uccienoaHus koga Glass-
Book Reader. Omnako InterLok mmoxo cripaBisiics ¢ BO3JIOXKEHHOM Ha HEro 3amaueit,
yro aenano GlassBook Reader ysi3BuMBIM [UIsI 1ie/ioro criekTpa arak Ha DRM.

ITocne mepexoma GlassBook Reader B coocTBeHHOCTH Adobe M IpeBpallieHusI €ro
B Adobe eBook Reader HMKakuMX 3HAUMTENbHBIX TEXHUUYECKUX YJIYUYLIEHUN B TUIa-
He CHUXeHMUS ysI3BUMOCTU cucTeMbl DRM Tak u He OblIO caenaHo.

OpHako ¢ mosBieHrneM Acrobat 6 pabora ¢ 3J1eKTPOHHBIMM KHUTaMK ObLIa Tepe-
HeceHa B Adobe Acrobat u Adobe Reader, a Adobe eBook Reader, moxoxe, nepe-
CTaJl pa3BUBAThCAL.

16.4.3. O6waa npo6bnema c DRM ana PDF

C ob6ecnieueHneM DRM B oTHoieHun mokymeHToB B ¢opmate PDF cymectByer
ele OTHA CJIIOKHOCTb.
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I[CJ'IO B TOM, YTO Ha IPOTAKEHMUMU MHOTHUX JIET 3allUTa JOKYMCHTA obecrieunBa-
Jlachb I10 CJ'ICILYIOH_[eﬂ CXEME:

O Acrobat BbISICHSUI, KaKOii MOIYJb ObLT MCMOJb30BaH JJISI 3allMThl TOKYMEHTA,
U repenaBajl eMy MHMOPMALKIO O 3aIIUILEHHOM JOKYMEHTE;

O Moayib 3allMThl MPOBEPSII MpaBa IOCTYIMA, M €clii MOoJb3oBaTelib UMeNl Bce
HeoO0XonMMble paspellieHus] ISl OTKPBITUSI TOKYMEHTa, B Acrobat Bo3Bpalaics
KJI104 U POBAHUS;

O Acrobat ucronb3oBal K04, MOJYYeHHBI OT MOMYJS 3alUThI, U paciiud-
poBaHus (PparMeHTOB TOKyMEHTA Tepel OTOOpakeHWEeM MX Ha dKpaHe.

B at0it cxeme o4eHb JeTKo HaiiTh ciaboe Mecrto. I[locite Toro Kak MOIyJb 3allly-
THl BBIYMCIMJ K104 UG POBAHUSI, 3TOT KIIOU repemaercs B Acrobat, a 3HAYMT,
MOXeT OBITh IepexBayeH W WCITOTb30BaH BHEITHEHW MPOTrpaMMOMN ISl TOTYIEeHUST
He3aIIUIIeHHON KON JOKYMEHTa.

Bo3MoXHOCTh Takoil aTakyd MPAaKTUIECKH CBOOMIA K HYJIIO BCE YCHIUS IO TO-
ctpoeHrnio DRM, T. K. J00ble OrpaHUYEHMS] CTAHOBMJIMCh OECCMBICIIEHHBIMH,
€CJIM MOXHO OBLTO TepeXBaTUTh KITI0Y IMHUGPOBAHUS TPU TEPBOM ITOKA3e JTOKY-
MEHTa Ha BKpaHe.

HauuHag c mectoii Bepcuu MpOAYKTOB ceMeiicTBa Acrobat, MOIY/IM 3allMThI MO-
JYYUJIM BO3MOXHOCTb CaMOCTOSITEJIbHO pelllaTh, KAKUM MMEHHO criocoboM OyneT
3amngpoBaHa Ta wianM uHas 4yactb PDF-mokymeHTta. M mpu Takoii peanuzaiuu
repexBar Kjilo4a yxe He paboTraeT, T. K. Mepelayd KiImda MeXAy OTAeJbHbIMU
y3JIaMM 3aIMUTHI MIPOCTO HE MPOUCXOINT.

Ho Tyt Bo3Hukaer apyras mpobGiema. HaumHas c¢ 1iectoit Bepcuu, Mokas 3jeK-
TPOHHBIX KHUT BeaeTcss He uepe3 eBook Reader, a yepes Adobe Acrobat unu
Adobe Reader. U, pasymeercs, cama mporpaMma, ITOKa3bIBalollas ITOKYMEHT,
MMeeT MOJIHBIM JOCTYI K €ro COAepXKMMOMY, KaKoi Obl aJropuTM I pOBAHUS
He UCITOJIB30BAJICS B MOJIYJIE 3alUTHI.

Ho u Acrobat, u OecriarHbeiii Reader mommep:XuBarT MOMYIM PACIIMPECHUS.
M coBepliieHHO OYEBUAHO, YTO €CIM MPOTUBHUK CMOXET CO3[AaTh CBOW MOIYJb
pacimmpeHusT U cIeiaTh TakK, YTOOBI OH OBUI 3arpyskeH B TOT MOMEHT, KOTJa OT-
KpbIBaeTCsl 3allMILEeHHAs KHWIA, TO U3 dTOro MojayJsl ((hpakTUYecKH BBIMOJIHSIO-
Imerocsl Kak 4acTh IPOTPaMMBI IIPOCMOTPA) MOXKHO ITOJTYYHUTH TOJHBIA TOCTYIT
K CONEePXKMMOMY KHUTH.

Pazymeercs, Adobe mpennpuHsiia HEKOTOpbIe YCUJIUS Ul TOTO, YTOOBI MPEeaoT-
BpaTUTb BO3MOXHOCTb 3arpy3Ku IMOCTOPOHHMX MOIyJeil paclivpeHusi B TOT MO-
MEHT, Koraa ujaeT padora ¢ KHuramu, samuiieHHsiMu DRM. Ho, xak Obu10 mo-
KazaHo B pa3d. 2.3, caMmble TOCJeAHWe BepCcUHU IporpaMMm cemeiictBa Acrobat
MPOIOIKAIOT 3arpykaTb MOIYJIM PaCUIMPEeHUs], UMEIOIINe MOAIeNbHYI0 HUDpOo-
BYIO MOJIMKCH, HO TOJBKO B "HecepTU(ULIMPOBAHHOM" pexuMe, B KOTOpOM padoTa
C 3aIUIIEHHBIMU 3JIEKTPOHHBIMU KHUTAaMU HEBO3MOXHA.
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Ho nocie Toro Kak Moay/ib pacuIMpeHMs ObLI 3arpyXeH U IOJIYy4us yIIpaBIeHUE,
OoH MoxeT "yoeauTs" Acrobat B TOM, UTO Bce 3arpykKeHHbIe MOAYJIM PACIIUPEHUS
MMeEIOT TTpaBUJIbHBIE cepTU(MUKATHI, a 3HAYNUT, MOXHO M OTKPBIBATh 3JIEKTPOHHBIC
KHUTH.

K coxanenuto, npencraBurean Adobe yTBepxKaaroT, 4TO 3arpy3ka Mojyleil pac-
IIUPEHUsT ¢ TOAJASIbHBIMUA TOANUCIMU SIBISIETCS HapylleHWeM JULEeH3Un (4To,
B OOIlIeM, CIpaBemMBO) WM, CJEeIOBaTeIbHO, HE MOXET CUMTAThCs IpobIeMOit
6e3omacHocT. OmHAKO 3[ApaBbIii CMBICH TOACKA3bIBAET, YTO K BOIpocaM 0e30-
MacHOCTU OTHOCUTCS BCE, UTO XOTh KaK-TO BIUSIET HAa BO3MOXHOCTb UCIIOJb30-
BaTh JAaHHBIE JIIOOBIM CIIOCOOOM, OTJMYHBIM OT CIToc0o0a, 3alIaHUPOBAHHOIO W3-
JaTeNeM.

16.4.4. Microsoft LIT

Euie ogHa He3aBucuMas MOMbBITKA MOCTPOEHMSI PhIHKA 3JEKTPOHHBIX JOKYMEHTOB
ObuIa TmpeanpuHsaTa Koprnopanueit Microsoft. bty pa3padoTaHbsl HOBBII ¢opMar
anekTpoHHbIX KHUT LIT (Literature) u GecruiatHas nmporpamMma Microsoft Reader
IUTSI TIPOCMOTPA TIPEAICTAaBICHHBIX B HEM TOKYMEHTOB.

DopMar BHyTpeHHero npeacTaBieHus naHHbIX B LIT ocHoBaH Ha crnenuduKanum
OEB (Open eBook Publication Structure), pazpabarsiBaemoii opranuzanueit Open
eBook Forum, k HacTosmmemy MoMeHTy oobenuHuBIIeiicss ¢ EBX Workgroup.

ITpu paszpadorke LIT Obulo MpenoXeHO peaju3oBaTh 5 YPOBHEH 3alllUThl AOKY-
MEHTa C BO3PACTaHMEM 3AIIMIIEHHOCTU MpHU TEPEXOJe K CIAEAYIOLIEMY YPOBHIO.
OpHako ypoBeHb 1 (0e3 3amuThl BOOOIIE) M YpoBeHb 4 (orpaHMYEHO 3allIUIIEH-
HBIIf OT KONMUPOBaHUsSI) OBUIM OTOPOILIEHHI KaK OGecrepcrneKTuBHbIe. B pesynbrare,
Microsoft Reader mogmep:xuBaeT TOKYMEHTBI TpeX CTeIleHEH 3alMThI:

3 yposeHb 2 — "onevataHHbIii" (Sealed). ComepXkmMoe KHUTH YITaKOBAaHO M 3a-
KpoBaHO, YTOObI M30eXaTh HapyllleHUN 1eaocTHOCTU. [Ipu 3ToM KHHUTra He
CYMTAeTCS 3alIUIIEHHON OT KOIMMPOBAHWS;

o

O yposeHb 3 — "HamnucaHHbI" (Inscribed). To ke, 4yTo M "omeyaTraHHBIA", HO
Ha TUTYJIBHYIO CTPAHUILY 3JIeKTPOHHON KHUTH BBIBOAUTCS MHGbOPMALMS O TI0-
Kynatesie (Kak IMpaBUIO, 3TO MMsI IOKYIIAaTeNlss U YHUKAIbHBIN MIeHTU(hUKATOP
nmokynku). IlomoOHast mMHGpOpMALUs IO3BONSET BBISCHUTH IIPOMCXOXICHUE
KOHKPETHOTO 3K3eMILISIPA, YTO SIBISIETCS MTOMOMTHUTEILHBIM CTUMYJIOM K YecT-
HOMY HMCITOJIb30BAHUIO;

O ypoBeHb 5 — "mnag nuuHoro nonb3oBaHus" (Owner-Exclusive). Knura 3ammud-
pOBaHa U MOXET OBbITb OTKPHITA JUISI YTEHMS TOJBbKO Ha TOM YCTPOMCTBE, KOTO-
poe ObIJIO AKTUBUPOBAHO ISl IPOYTEHMS] UMEHHO 3TOI KHUTH.

11 ucrojb30BaHUS KHUT, MMEIOIIMX TMSIThIM  ypoBeHb 3aiuThl  (Owner-
Exclusive), Heobxomumo aktuBupoBaTh Microsoft Reader, mpussizaB ero kK yder-
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Holi 3amucu B cucreme MS Passport. K omHOMy ImacmopTy MOXHO IIPHUBSI3aTh
CYMMapHO 10 8-MHU Pa3HbIX MEPCOHATbHBIX KOMIIBIOTEPOB U YcTpoiicTB Pocket
PC. Torma KkKHUTH, KyTUIEeHHbIE C OJHOTO M3 3TUX YCTPOWUCTB, MOXHO OyIeT YNTaTh
¢ J100Oro Pyroro KOMIMbloTepa, MPUBIA3aHHOTO K TOMY € MacrlopTy.

IIpy BbIMONHEHUWM AKTUBALMM HAa KOMIIBIOTEp IOJIb30BATENs TepefaroTcsl He-
CKOJIBKO OMOMMOTEK, HEOOXOMUMBIX IUIST PAOOTHI ¢ 3AIUIICHHBIMA KHUTAMU. DTH
OMOIMOTEeKM OYEHb HETUIOXO 3alIUIIeHBl OT MccaenoBaHus. Tak, HalpuMep, ecau
OIMH KOMITBIOTEp IBAaXXIBI TPUBA3aTh K OMHOMY M TOMY K€ TAcIopTy, TO OMO-
JIMOTEKU OKaXYTCSI COBEPILIEHHO Pa3HBIMU, XOTS U OyAyT paboTaTh ONMHAKOBO.

OpHako KaKk MUHUMYM OJHOMY OpuTaHCKoMy IporpamMmucty aHy A. [IxeKcoHy
(Dan A. Jackson) ynanoch pa3oOparbesl ¢ YyCTPONCTBOM CPEACTB 3alUThI, TTpUMe-
HsaeMbIX B Microsoft Reader, u paspaborars mporpammy Convert LIT, mo3Bo-
Jasomyto nepeBoauth Owner-Exclusive kHurm B Sealed, a Takke M3BJIeKaTh Bce
COIepXKMMOe KHHUI M COXpaHsITh ero B Bume Habopa ¢aitnoB OEB. Convert LIT
pacnipoctpansiercst noa auueHsueit GPL (GNU General Public License) Gec-
TJIATHO M C MCXOMHBIMM TeKCTaMU.

Microsoft He cTaja ycTpawmBaTh UCTEPHUM I10 TTOBOMY IMOSBICHUS ITPOTPAMMBI TSI
CHSTUSI 3alUTBl C DJEKTPOHHBIX KHUT, B pe3yjbTaTe 4ero MHUWACHT Mpoulel
MMPaKTHYECKN He3aMeUeHHBIM CpelcTBaMU MaccoBoli mHbpopMamuu. C Tex Top
OBbLJIO BBHIMYILIEHO HECKONbKO oOHOoBIeHMiT Microsoft Reader, mpensiTcTByOIIMX
cHaTHIO 3amuThl, HO aBTop Convert LIT B oTBeT omepaTnBHO co3IaeT HOBEIE Bep-
CHM CBOEH MpPOrpaMMBbl.

IMoxoxe, uto Convert LIT yMmeer Hanpsimyto paborath ¢ OUOIMOTEKAMU 3alUTHI,
MoJyyaeMbIMU TPU aKTMBALMM, U MOXET 3acCTaBUThb HX paclliMdpoBaTh KHMUTY.
OmHako CyliecTByeT M OPYroil clieHapWil aTakul, MO3BOJSIONIMEI paciindpoBbI-
BaTh NoKyMeHTbl LIT u u3BaekaTh UX coaepKUMoe.

Heno B ToM, uto Microsoft npu paspabdorke LIT ncnonb3zoBaga HECKOIbKO Cyllle-
CTBYIOIIUX TeXHOJOTWH. Tak i BBIYMCIEHUS X3UI-(GYHKIUU TPUMEHSIETCS MO-
auduxanusa airoputMa SHAI, B Kotopoit 9 TpaHchopmauuii uz 80 ObuiM M3Me-
HeHbl. llludpoBaHme BHITONHSIETCS TPH TTOMOIIM MOTU(PUIIMPOBAHHOW BEpPCUU
arroputMa DES. Ho, camoe rinaBHoe, BHyTpeHHee YycTpoiicTBo aitioB LIT
oYeHb Moxoxe Ha BHyTpeHHee ycTpoiicTtBo daitmioB CHM (Compiled HTML Help
file), mpuMeHsieMbIX UISI XpaHEHMSI CIIPaBOYHON MH(MOPMALINU.

Ho npo CHM-paiinsl 1ocToBEpHO M3BECTHO, YTO OHU SIBIISIIOTCSA ONHON U3 pea-
JTU3AIUN CTPYKTYPHPOBAHHOTO XPAHWINIIA, T. €. TMOMIepXuBaloT WHTepdeiic 1S-
torage. CnefgoBaTebHO, MOXHO clenaTh BbiBofa, 4To U LIT-daitnel mogaepxuna-
10T 3TOT MHTepdeiic. Ecim MpoTWBHUKY ymacTcsl TepeXBaTUTh YIIPaBIeHHUE B TOT
MOMEHT, KOIJa Bce 3allluTHbIe MeXaHu3MbI oTpaboTatoT u Microsoft Reader Gyzner
MMeTh yKaszaTeJdb Ha OOBEKT, COOTBETCTBYIOIINIT KOPHIO XpaHWINIIA, CHATHE 3a-
IIUTBl CTAHET TPUBUAIBHBIM. JlocTaToyHO OymeT BBI3BaTh METOABI MHTEpdeiicoB
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IStorage u IStream, omucannsie B MSDN (Microsoft Developers Network), uTo-
Obl Mepedparb BCE BIOXEHHBIE XPAHWIMIIA U MOTOKM U COXPAHUTH UX HA JUCKE
B BUJE TUPEKTOPUI U (haiioB.

16.4.5. TeHAEHLWN PbIHKA 3NTEKTPOHHbIX KHUT

He coBcem HOHATHO, 4YTO XIAET MHAYCTPUIO BJICKTPOHHBLIX KHUI B 6y11yu_LeM.
Ha HACTOSILIIMNA MOMEHT HpI/I6I>II[I) OT MpoaaX 3alIUIICHHBIX 3JICKTPOHHBIX H31Oa-
HUI COCTaBJISIET CAMHUILIBI, €CJIM HE OOJIM IMPOLECHTA OT le/l6bl.llel7l, IIOJIy4a€MbIX
3a CYET 6YMa)KHbIX kHUr. 1 ocobnix IIOBOOOB K M3MEHEHUNIO TAKOIro COOTHOIIE-
HUA IMoKa HE 3aMETHO.

MaJtoBeposSITHO, YTO DJIEKTPOHHBIE KHUTHU TUIOXO IPONAIOTCS M3-3a TOTO, YTO KTO-
TO CHAMAeT ¢ HUX 3alMTy ¥ HAYMHAaeT OecIIaTHO pa3laBaTh HAIpaBO M HAJIEBO.
Ckopee yX IOJIb30BaTeNId OMACAIOTCS MMETh AEN0 ¢ 3allWIIeHHBIMA KHHTaMHU,
T. K. MHOTUM TIPHIIJIOCH CTOJNIKHYTHCA ¢ MpobieMaMy TOTepH JOCTyIa M3-3a c6o-
€B B MPOTPAMMHOM OOeCTIeYeHNW WM M3MEHEHHMM amllapaTHOW KOHMHUTypaIuu.
Takxe, HecMOTpsI Ha Bce yA0OCTBA, KOTOPbIE COMYTCTBYIOT 3JIEKTPOHHBIM KHUTAM
(a 3TO TMIEPCCHUIKM, BO3MOXHOCTH TOMCKAa W aHHOTHPOBAHWS, O3ByYMBaHHWE M
MHOTO€ JIpyroe), 3alyileHHble KHUTM BO MHOTOM OTPaHUYMBAIOT MOJIb30BATENS.

Haneko He Bcerga KHUTY yaaeTcsl YMTaTh TaM, TAe xouyeTcsl. Beap MHorue nomu
HCIIOIB3YI0T, HanpumMep, Linux, Ho HU Microsoft Reader, Hu Adobe eBook Read-
er moa Linux He paboraT. /Jla u OyMaxXHYI0 KHUIY, KOTopasl OoJjblile He HYXHa,
MOXHO TOJApHUTh WIX IIPOCTO IaTh IOYMTATh. A BHIITOJHEHME MOMOOHBIX IECT-
B C BJIEKTPOHHBIMU KHUTAMU TOUYTH BCErja 3arpelaercs U3aaTessMu.

B n106om ciydae, 9 centsa6ps 2003 roma oHIAWHOBBI KHUKHBIA MaraswH, MpH-
Hamtexamuin Barnes&Noble, oqHol M3 KpYMHEWIIMX MUPOBBIX KHUTOTOPTOBBIX
KOMIIaHWH, OOBSIBWI O TIPeKpallleHu! TPOmaX SJIEKTPOHHBIX KHHUT B (opmaTax
Microsoft Reader u Adobe Reader.

16.5. Digital Property Protection

Kommnanueit Infraworks, 3aHuMarolieiicsi BompocaMu 00pbObl ¢ BOPOBCTBOM MH-
TeJUIEKTYalbHOM COOCTBEHHOCTH, ObUTa pasdpaboraHa TtexHosorust InTether (Ha
MPpUBSI3N), KOTOPYID caMU pPa3pabOTYMKK MpeArnodyuTaroT HasbiBaTb He DRM,
a DPP — Digital Property Protection (zammTa mudpoBoii codcTtBeHHOCTH). Bo3-
MoxHo, pasHuna mexay DPP u DRM — 3To Bcero nuiiib urpa TepMUHOB, MO-
3BOJISIIONIASI HE OOSThbCsS OOBMHEHMII B HapyIlIEeHWU ITaTeHTOB Ha cucTeMbl DRM.
Bo Bcsikom ciyyae, y DRM u DPP ouenbs MHoro oGiiero.

OrnmnuutenbHas ocobeHHocTh InTether 3akmtouaercs B TOM, YTO 3Ta TEXHOJIOTUA
MOXET NMPUMEHATBHCA I 3alllUTbhl JOKYMEHTOB IIPAKTHYECKHU J1I000r0 THUIIA —
COBECPIICHHO HE 00s13aTeIbHO 3HaTb, ¢ Y€EM MMEHHO 6yueT HUMETDH ACJIO 3aluTa.
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ITocne ycranoBku InTether Ha KOMIIBIOTEP Y KOHEYHOT'O MOJIL30BATEIS ITOSIBIISIET-
¢ BO3MOXHOCTb MojiyyaTh U3 MHTepHeTa Wi Ipyroro UCTOYHUKA 3alllMIEHHbIE
JIOKYMEHTbl M pa3melllaThb uX Ha aucke. Ha camom pnene, B ¢aiiloBylo cuctemy
OyaeT MoMelleH TOJbKO (pailyl HyJeBOro pasMmepa, a CoAepKUMOe OKaxKeTcs Crpsi-
TaHHBIM B CIlelIMAJIbHOM 3allluilleHHoM XpaHuiauiie. Ho Korma 3arpykeHsbl apaii-
Bepa 3alllMThl, CO3MAETCs OLIYIIeHUe, YTO (hailibl NeHCTBUTENBHO CYLIECTBYIOT U
MMEIOT HEHYJIEBOW pa3mep.

[Ipy1 ToMBITKE OTKPBITHSA 3alIWIEHHOTO MOKYMEHTa JI000# TMporpaMMoil B XOI
BCTYNAET MOJYJIb 3AlUUTHI, MPEAYNPEXKNAOLINNA MOJIb30BaTENsl O TOM, KAaKUE Or-
paHWYeHHWs HAJIOXEHBI Ha 3TOT JOKyMeHT. HabGop mommepXmBaeMBIX OTpaHHYe-
HMI TOBOJBHO LIMPOK M BKITIOYAET B ceOsI TaKue BO3BMOXHOCTH, KaK YHMUTOXKe-
HMe TOKyMeHTa depe3 10 MHHYT Tocjie OTKPBITHS, 3alpeT Ha COXpaHeHWe KOIUU
IOKYMEHTa, 3alpeT Ha UCIoIb30BaHue Oydepa oOMeHa 1 MHOTOE IPyToe.

Ecnmu momb3oBaTenb MOATBEpKIAET CBOE KEJIaHUE OTKPBITh ITOKYMEHT, TO TIpO-
rpaMma, UcroJjib3yemas IJisl 3TOro, rnomnajaaeT Kak Obl B U30JMPOBAHHbIN Mup. s
MTOJIB30BATENIsl BCe OymeT paboTarh MPaKTUIeCKM KaK OOBIYHO: MOXHO COXPAHSTh
aita, MOXHO KOMMPOBATh BbIAEIEHHBIN TeKCT B Oydep odbmeHa. Ho HM oauH
IPYTOi TIpoliecc He YBUAUT Pe3yIbTaTOB OTUX ACHCTBHU, T. K. 3AIIMTA JIMIIb SMY-
JIUpyeT UX IJIs1 TIpoliecca, OTKPBIBLIErO 3allMIIEeHHBIN (haii.

ITo yTBepxkaeHUIO TJIaBHOro agMUHHUCTpaTopa KoMmmnaHuu Infraworks, 3amura, Ha
pa3paboTKy KOTOpOil yuuio 0ojee 3-X JeT, cocTouT u3 11 coeB, Kaxkablii 13 KO-
TOPBIX KOHTPOJUPYET LETOCTHOCTh BCeX OCTalbHBIX. U ecau mMpOTUBHUKY yaacTcs
HENTPaTN30BaTh OJUH U3 CJIOEB, 3TO OOHAPYXUTCI B APYTOM cJioe W 3alullaeMast
nHdopMalusa OyaeT YHHUTOXeHa.

JeiicTBUTENbHO, 3alllMTa YCTaHaBIMBaeT okojo 10 apaiiBepoB B sApo omnepalu-
OHHOW CHCTEMBI, YTO caMoO IT0 cebe BHINISAMT ycTpamatome. Ho Bemp obimast
CTOMKOCTb 3alllUThl OIpeneisieTcsl caMbiM cJIa0bIM 3BEHOM. A cyaboe 3BEHO,
B TAHHOM cJIy4yae, He B JpaiiBepax, a B caMOil olepallMOHHON CUCTEME.

Heno B ToM, yTo Windows momaep:KuBaeT orpoMHOE KOJTUYECTBO PA3TMYHBIX CIIO-
co00B s TMepenayn MHOOpMAIMK OT OTHOTO Tpoliecca K APYroMy, HarpuMep:

COM (Component Object Model, Moaenb KOMITOHEHTHBIX OOBEKTOB);
Data Copy (coobuienne WM_COPYDATA);

DDE (Dynamic Data Exchange, nmHaMu4eckuii oOMeH TaHHBLIMU);
File Mapping (¢aiinbl, oToOpaxkaemMble B IaMSITh);

Mailslots (I104TOBBIE SIIITUKH);

Pipes (kaHasni);

0 [ I R [ Ry |

RPC (Remote Procedure Call, ynaseHHbIi BbI30B MPOLIEAYD).
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N, ucnonb3ys 1000i M3 3TUX METOMOB, IPOrpaMMa, OTKPBIBIIAS 3AIIMIIEeHHBII
aityr, MoXeT nepenaTb €ro COIepXMMOe IpYroMmy Ipoleccy, Ha (pyHKIMOHHUPO-
BaHME KOTOPOTO He OyImeT HaJoKeHO HUKAKHMX OTPAHWICHUI.

Pazpaboruuku InTether ObulM TOCTaBleHbl B U3BECTHOCTb OTHOCUTENIbHO Hali-
JEHHOW YSI3BUMOCTH, M B MOCJIEAHEN BEPCUM MPOTrPaMMbl UCIIOIb3YeTCsl MOHSITHE
"trusted applications” — TpuIOXeHUsI, KOTOPbIM pa3pellieHO OTKPbIBATh 3alllU-
IIEHHBIE JTOKYMEHTHI.

Ho, ckopee Bcero, mpobieMa ocTanach, Beab, HanpuMep, Microsoft Word momken
okazarbes B criucke "trusted applications” pinsg DOC-gaitinoB. Ho Word nosBosisi-
€T BBIMIOJHATHL IporpaMMbl, HanucaHHbie Ha VBA (Visual Basic for Applications).
A cpeactBaMu VBA MOXHO UMTaTh M 3amMchiBaTh (aitiabl, oopaiarbess K COM-
00beKTaM, BbI3bIBaTh (DYHKIMM U3 TMHAMUYECKU 3arpykaemblx OMOJMOTEK U Je-
Jatb MHoroe apyroe. CremoBareibHO, ¢ OOJbIIOI BEPOSITHOCTHIO OTHILIETCS U
MPOCTOM B peau3alii CIIoco0 MCIOJb30BAHUS OMHOTO M3 MEXaHM3MOB MEXIIPO-
eccHoro B3aumoneiictBus (Interprocess communication, IPC).

Xopoliio ObUTO Obl 3aMpeTUTh BbiNOJHeHUEe Bcex BuAoB B IPC B mpuiioxeHuu,
OTKpPBIBIIEM 3AIMIIeHHBIN TOKYMEHT, HO TaKOH METOH BPSI JIM ITO3BOJUT IOC-
TUYb KeJJaeMOro pes3yibTata. Beab MHOIrMe COBpPeMEHHbIE MPOrpaMMbl aKTHUBHO
rcnonb3ytoT cpenactsa IPC, u nx 6J10KMpoBKa, cKopee BCEro, MpUBEAET K MoTepe
paboTOCIIOCOOHOCTH.



MnaBa 17

CreraHorpachunueckas o
3awmTa gaHHbIX

Kak Opl10 pacckasaHo B MpenbIOylIMX INIaBaxX, KpuIrorpaduu, onupalolieiics Ha
METOJbI, MMeIoIINe MaTreMaThdeckoe OOOCHOBAaHME CTOMKOCTH, OOBIYHO AOCTa-
TOYHO ISl oDecIleyeHUs CEKPEeTHOCTH, HO yxKe He XBaTaeT IJid obecredyeHus
DRM. A eme cyliecTBYIOT CUTyalliM, B KOTOPBIX OKa3bIBAlOTCS HENPUMEHUMBI
Jaxke MeTOmIbl 3alllMThl, OCHOBAaHHBIE Ha MpPWHIMIIE "depHoro smmka'. Y B Takmx
CHUTYaIMAX Ha IMOMOILIb MOXET IPUITH cTeraHorpadus.

CreraHorpadusi mo3BOJISIET CKPHITh caM (akKT mepemadyu cooduieHus. s 3roro
WCIIOJTb3YeTCST TaK HA3bIBAGMBIN cmeecanospaguueckuii KoHmelnep, B KOTOPOM Tie-
penaBaeMoe COOOIIEeHME pa3MellaeTcsl TaKMM 00pa3oM, YTOOBI €ro ObUIO OYeHb
TPYIHO W3BJIeYb WIN Pa3pyIIUTh.

B xauvectBe creraHorpaguyeckoro KoOHTeiiHepa MOXKeT BBICTYIATh IMOYTH BCE YTO
YIOIHO: Ta3eTHas 3aMeTKa, ToUKa B KOHIIE MPeIJIOKEeHUS, KAPTUHKA U JaXe JUCT
Oenoil 6ymaru. I'maBHOe — 4YTOOBI CYIIECTBOBAJI CIOCOO HE3aMETHO pPa3MeCTUTb
B 9TOM KOHTeliHepe HeKOTOphIii 00beM MHMOpMaIUH.

He ocranaBnuBasch moapoObHO HAa MCTOpPUU MPUMEHEHUs cTeraHorpaduu B pas-
Hble 3MO0XU, TPYAHO YIAEPXKaTbCSl OT YINOMUHAHUSI HECKOJBbKUX HCTOPUYECKUX
dakroB. Tak, Bo Bpemsi BTopoii MupoBoil BoiiHbl B CIIIA mnpeanpuHuManuch
cepbe3Hble Mepbl 1O TpPeloTBpalleHUI0 YTeYkKM MHbopMaluuu 3a pyodex. bbiiu
3arpelieHbl K MEeXIYHApOJAHON IMOYTOBOU MepechUlKe IaxMaTHble MapTuu, IeT-
CKHe PUCYHKM M WHCTPYKLUMM MO BsSI3aHWIO. Takke He JOMYyCKaJIUCh MeXIyHa-
pOJHbIE TeJerpaMMbl, B KOTOPBIX pedb 1ilJ1a Mpo 3aKa3 U JocTaBKy 1iBeToB. Cylile-
CTBOBaJl Jaxe clHeuualbHbIl ¢oHA Oymaru, OTKyaa Opajluch YUCTbIE JIMCTHI,
YTOObI 3aMEHUTb JIUCThI, oTHpaBasieMble xuteiasimu CIIIA poacTBeHHUKaM, IMpo-
KMBAOLIMM B CTpaHax, rae ¢ Oymaroil Oblid mpobGiembl. Bee 310 genanoch st
TOTO, YTOOBI MTOMEIIATh Tepeade CKPBITBIX COOOIIEHMIA.

B undopmammoHHOM Mupe creraHorpadus Takke IIOJy4duia pa3Butue. brumm
pa3paboTaHbl METOIbI, TTO3BOJISIIONINE MCITONB30BATh B KAYECTBE CcTeraHorpadmye-
CKOTO KOHTeliHepa MHOTHE TIOMyJspHBIe (opMaThl HaHHBIX. Jlydime Bcero
JUISL OTUX leJedl TOomXOoAsT 3BYyKOBble ailibl U rpadudyeckue H300paxKeHusl,
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T. K. TIPaBMJIbHO BHECEHHBIC MCKAXEHUSI He OOHAPYKMBAIOTCA BU3YATbHO MM Ha
CIIyX BCJIGICTBHE OCOOEHHOCTEN CTpPOEHMS OpraHoB 4yBCTB. McciemoBaHms B 00-
nacTy mupoBoii cTeraHorpaduy MPOTOIIKAIOTCS IO CUX TIOP.

17.1. 3awmTa nporpamm
B UICXOAHbIX TEKCTaX

HMHorma kKoMMepuecKkoe IporpaMMHOe obecTieueHre pacipoCTPaHSIeTCST B MCXOMI-
HBIX TeKcTax. M oyeBuaHO, YTO pa3paboTYMKA HE YCTPOUT CUTyallus, KOTIa JIeTH-
TUMHBIIA TTOJTb30BaTeb CMOXET BBUIOXWTH MCXOMHBIE TEKCTHI KYIUIEHHBIX IIPO-
rpaMM WJIHM MOIyJleil B CBOOOZHBIM MOCTYN, HaHecs TeM caMbIM BechbMa
OIYTUMBIN YIIepO, W OCTaTbes MPU 3TOM Hey3HAaHHBIM. Ho OOBIMHEBIE METOIBI
3AIIUTH OKA3BIBAIOTCS OECCUIIBHBI B MOMOOHBIX CUTyallnsIX. Bemb McxomHbIe TeK-
CTHI HE BBHITIOJNHAIOT HUKAKWX IEWCTBUM M HEe MOTYT caMH IO cebe M3BECTHUTh
TTPOU3BOAMTENSI O HAPYUIEHWH JIMIEH3UW WU TIOTPOCUTH TOJNB30BATENSI BBECTH
PETUCTPALIMOHHEIN KOJI.

Ha xondpepenunun ISDEF 2003 (Independent Software Developers Forum) npen-
craBuTeneM kommnanuu FastReport, Inc. Ob1 choenmaH mokiam o pa3paboTaHHON
U YCHEUIHO TPUMEHSIEMOM cucTeMe 3alllUThl IPOrpaMM, pPaCIpPOCTPAHSIEMBIX
B UCXOIHBIX KOAAaX, METOJAMU CTeraHoTrpaduu.

OcHOBHag uaes 3alIUTHI 3aKII0YaeTCs B TOM, YTO KaKIOMY MOKYTIATETIo Tiepena-
eTCcsl YHUKAJIbHBI HA0Op MCXOAHBIX TEKCTOB, HO CKOMITMJIMPOBAHHBIE U3 JIOOOTO
TaKoro Habopa MporpaMMBbl paboTaIOT COBEPIIEHHO OTWHAKOBO.

TexHWUeCKN meTaly pealn3alliid B TOKIane He pacKphIBANCh, HO OYEBHIHO, YTO
B KauyecTBe KpHMITOrpaduyeckoro KOHTeHepa BBICTYMAIOT caMu (aiabl ¢ TeK-
ctamu TiporpamM. CKopee Bcero, 3allliTa BBITOTHSIETCS CIACTYIOIINM OOpPa3oM.
Ilepen oTmpaBKOi MCXOMHBIX TEKCTOB MOKYMATEII0 B HUX C IMOMOIIBIO CIEINaTb-
HOTO cTeTaHOorpaUYecKoro ajropuTMa Jo0aBlisgeTcss HEKOTOPHIN WIeHTH(UKa-
TOp, CBSBAHHBIN C JMYHOCTBIO Tojb3oBarens. Ecnu omwH u3 ailioB oKaxkeTcs
B cBOOOMHOM mocTyre B MHTepHeTe, TO ¢ MOMOIIBI0 OOPATHOTO aJTOPHTMA pas-
pabOTUYMKM CMOTYT W3BJIeYb MACHTU(MHUKATOP TONB30BATENS, a 3HAYUT, OIpene-
JIUTh ¥ HaKa3aTh BUHOBHOTO.

ITo yrBepxkneHuI0 DOKIamuMKa, I pasMelleHUs] ulIeHTudukaropa 6e3 u3MeHe-
HMS (PYHKIIMOHATHLHOCTH TIPOTpaMMBI TTpuMeHsieTcs 6onee 10 pasmuyHBIX Tpue-
MOB. MOXHO TpennonaoXuThb, YTO 3TU MPUEMBI JOBOJBHO CHJIBHO NEpeceKaloTcsl
CO CJIEOYIONINM CITHCKOM:

O wusMmeHeHue perucTpa OyKB (WISl SI3bIKOB, HE pAa3MYalollUX MPOMUCHBIE U
cTpouHble OYKBBHI, HarpuMmep Delphi);

O M3MEHEHHE JIOKAIbHBIX I/IHCHTI/I(I)I/IKaTOpOB;
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M3MEHEHHeE TMOopsIKa cliefoBaHUS (DYHKIIUIL;

B3aMMHasl 3aMeHa IIPOo0EIOB M CUMBOJIOB TaOYJISILINN;
M3MEHEHNE CTUISI OTCTYIIOB ISt OI0KOB Koma (begin/end, {/});
U3MEHEHNE CTHISI PAaCCTAHOBKM MPOOEJIOB A0 U IMOCJe CKOOOK;
BCTaBKa IIpO0OEIOB B KOHIIE CTPOK;

BCTaBKa ITYCTBhIX CTPOK;

Qaauaooadaa

U3MEHEHUE MopsgaKa OoIepaTopoB case BHYTPU switch.

IIpencrasurens FastReport B cBoeM mokiame OTMETWII, YTO ITOCjE BBEIEHUS IO-
JOOHON 3allMTHl W JIWILIEHUS TMOAIEPKKU HECKOJNBKUX IOJIb30BaTeNIed, yaUYeH-
HBIX B HApYLIEHWY JIMLIEH3UU Ha KCITONb30BaHNE MCXOJHBIX TEKCTOB, HOBBIE BEP-
CUM TIPOTpaMM IIepecTayd TOSIBIATbCS B OTKPBITOM JOCTyme. Takxke OBLIO
CKa3zaHo, 4To nepedopMaTUPOBAHKME MCXOMHOIO TEKCTA HE MPUBOIUT K IOJHOMY
paspylleHuI0 UaeHTudUKaTopa, T. €. creraHorpaduyeckast BcTaBka obn1amaeTr Joc-
TATOYHO BBICOKOI KUBYYECThIO.

Mnest 3an1uThl MCXOOHBIX TEKCTOB IIpru nmomMoumn CTGFaHOFpa(bI/II/I KaXeTcsi BeCbMa
HpHBHCKaTCHLHOﬁ, HO CYIIECTBYET HECKOJIBKO BO3MOXKHBIX aTakK, IMPOTUB KOTOPbLIX
Takas 3aluuTa Bpsald JIU YCTOMUT.

Hanpumep, ecim B pacnopsbkeHUU TPOTUBHUKA OKaXeTcsl Ba U Oojiee Habopa uc-
XOIHBIX TEKCTOB, TTOATOTOBJIIEHHBIX TSI pa3HBIX IOJIb30BaTeNel, eMy OyIeT TOBOJIb-
HO JIETKO BBISIBUTH OOJBIIMHCTBO MPHEMOB, TIPUMEHSIEMBIX IUISI BHEOPEHUST UIEH-
THdUKaTOpa, a 3HAYUT, M Pa3paboTaTh METOMBI HEHTPAIM3AINN STUX ITPHUEMOB.

N, pazymeercsi, eciu MPOTUBHUK MOJYYUT AOCTYN K CaMOW cUCTeMe, OTBevaro-
el 3a BCTAaBKYy M M3BJIeUyeHHe MASHTU(PHUKATOPOB, OH CMOXET He TOJbKO pa3o-
Oparbcsl BO BCeX JETANSIX peaju3alydy 3allUThl, HO U, BO3BMOXHO, HAyYHUTbCSI UC-
MOJIb30BaTh €e B CBOMX Lieisax. Hampumep, IUish Toro 4yTtoObl cO3MaTh M BBUIOXKHTD
B MHTepHeTe Habop MCXOMHBIX (hailoB, SIKOOBI BbIHAHHBIN Apyromy JuIly, TEM
caMbIM CIIPOBOIIMPOBAB pa3pabOTIYMKOB Ha XECTKHE OTBETHBIE MEpHI.

CJIC,Z[OBHTCJII:)HO, JOCTYII K CPpEACTBAM 3alllUMThI JOJIXKEH OBITh MAaKCUMAJIbHO orpa-
HWYEH, HO 3TO CO34A€T CEPbE3HBIC MPEIMATCTBUA HA ITYTU UCITOJTIBb30BAHUS JIAHHOM
TE€XHOJIOTUU.

17.2. 3awmTa oT yTevek nHcpopmauum

B KpymHBIX opraHM3alMsIX, UMEIOIINX OOJBIIOE YKCIIO COTPYIHUKOB, ITOYTH BCE-
r1a Haiijercss HekKoTopas WHGopMalus, KoTopas He JOJKHA BBIXOAMTH 3a Mpese-
abl pupmbl. Ho 3amura oT yreuek mHbOpMaluu MpeAcTaBisieT co0ol cepbe3HYIo
TEXHUUYECKYIO MPOOIeEMYy.
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IToka x I/IH(I)OpMaL[I/II/I UMEET OOCTYII TOJIBKO OOMH YEJIOBCK, BBIABUTH MCTOUYHHK
YT€UKHU, KaK IIPaBUJIO, HE COCTABJIAET Tpyaa.

Ecnu x pasriaiieHHoit MHbopMaIMM MMeI TOCTYI HeOOJNbIION Kpyr JIMII, BCe
OHU cpasy Ke OKaXyTCs IO MOAO3PEHUEM U UX AEUCTBUSI CTAHYT KOHTPOJIMPO-
BaThCsl C OCOOOM THIATENIBHOCTHIO.

Ho ecinu moctyn Obul paspellieH BceM COTPYAHMKAaM, TO IIOJ03PEBaTh MX BCEX —
3aHATHE OeccMBIceHHoe. JIydlne UCIToMb30BaTh METOABI CTeraHOTpadun.

O61ras uaest Ta Xe camasi, 9TO W TIPHU 3alUTe MCXOMHBIX TEKCTOB, — B KaXKIBIN
JOKYMEHT HeOOXOIMMO BHEAPUTh HEKOTOPBIN CKPBITHIM MACHTU(DUKATOP, KOTO-
PHIii TTO33Ke MOXeT OBITh UCITONIB30BaH TSI OOHAPYKEHUS YTEUKMU.

IToutn Bce Wcmoib3yeMBle B HacTosimee BpeMs oducHBe (GopMmaThl (2 UMEHHO
OHU TIPEMMYIIECTBEHHO HMCITOIB3YIOTCSI B JEJIOBOM TOKYMEHTOOOOpPOTE) TO3BOJISI-
0T JIETKO J00aBIATh MHGOPMALIMIO, KOTOpas He MOBIUSIET Ha TIpeIcTaBIeHNe WiIn
mevyarb TOKyMeHTOB. Ho obGecreynTh coXpaHHOCTh U HEBO3MOXHOCTH OOHapyXKe-
HHS TIOJOOHOTO MIASHTU(UKATOPA OYeHb M OYeHb CJIOKHO.

NneanbHpiM peleHueM craga Obl paspaboTka coOCTBEHHOro (opmara, B KOTOPOM
ObLTO OBI JIETKO CKPBIBAaTh HEOOJbIIME ITOPUMM MH(GOPMALMK, W MPOTPAMMBI, IS
pabotsl ¢ atuM dopmaroM. Ho obecrieyeHune Bceit HeOOXOOUMOI 11T KOPIOPATHB-
HOTO TOKyMeHToo00opoTa (hyHKIIMOHABHOCTH TpebyeT OrpOMHBIX 3aTpaT, U cO31aTh
MOMOOHBIN MPOAYKT BPSII T OKAXKETCS MO CUTY OOJBIIMHCTBY KOMITAHUIA.

17.3. AnbtepHatusa DRM

Ucnonv3zoBanue DRM — pajieko He eIMHCTBEHHBIN TEXHUYECKUI CIOCcOoO 3allu-
TBI MHTEPECOB IIpaBoobIagaTeneil. Bo3aMOXHBI 1 IpyTrue pelreHusl.

YacTo monb3oBaTeIM HETaTUBHO OTHOCATCS KO BceM BugaM DRM, T. K. He XOoTAT
MHUPUTHCSI C OTPaHUYECHUSMU, HAKIAObIBAEMbIMM Ha TOPSIOK WCIOJb30BAHUS
3alIMIIEHHBIX TTponu3BeneHnii. B Bommpocax, Kacalolmxcsl aBTOPCKUX IIpaB, CYIle-
ctByeT noHstue Fair Use — n1oOpocoBecTHOE MCIIOIb30BAaHUE.

B pamxax Fair Use m10001i 4e10BeK MOXET, HAPUMED, COBEPLIEHHO JIETAIbHO 1IUTH-
pOBaTh MPOM3BENEHUS, HAXOIAIIMECH ITOJ 3alUTONM 3aKOHOB 00 aBTOPCKOM IIpaBe.
Ho muorne cuctembl DRM nuimaror mmoss3oBaresneil ToYTH BceX BO3SMOKHOCTEH, TT0-
noxeHHbIX UM 1o Fair Use. CienoBarenbHoO, IS TOTO YTOObI peaju3oBaTh Mpedy-
CMOTPEHHOE 3aKOHOM IIPaBO Ha JOOPOCOBECTHOE MCIOJL30BAHME KAKOTO-T10O0 IPOo-
u3BeldeHUs, mpuxoauTcs aeaktuBupoBaTh DRM u cHumare 3amuty. A oTcioaa
HeIaIeKo W IO CHATUS 3allMTHI CO BceX JOKYMEHTOB 0e3 paszdopa.

Ho ecmm HpaBOO6J'[a,I[aT€J'IB IIOJIYYUT YBEPEHHOCTHb, YTO OOKYMEHTBI HE CTAHYT
OecIUIaTHO pacIpocTpaHATbCA, MOXKHO 6yﬂ,eT NPpEAOCTABUTL ITOJb30BATECIAM OOC-
Tyl 1 K HE3AIMNIICHHBIM JOKYMEHTAM.
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Becbma ajieranTHOe pelleHUE OBUIO IPEMAIOXEHO M IPUMEHSIOCh KOMITaHMEI
Peanut Press, mpopaBaBllleil 3AeKTpOHHBIE KHUTH ISl opraHaisepoB Palm.
Ha tutympHOM nHcTe KaXmol KHUTH (GUTYpHPOBAT HOMEp KPEAWTHOM KapTHI,
WCITOJIb30BAaHHOM TpM TOKYIKe. YeloBeK, KyMUBIIMIA KHUTY, MOT 6e3 Tpyaa Ie-
pemaTth ee Ipyromy JIUIY, HO BpSI JU HAIUIOCh OBl MHOTO XEJAIIINX — HOMEP
KpPEIUTHOI KapThl Jydllle AepXaTh B CEKpeTe.

Ecnu orkazatbesl OT TaKuX SKCTpEMAJIbHbIX MEP, KdK HOMEP KpPECIUMTKH Ha 00-
JIOXKKE, TO HETUIOXUX PE3YJIbTATOB MOXHO JOCTHUYDb M C ITOMOIIIBIO CTCFaHOl"pa(I)I/H/I.

K xaxgomy mpogaBaeMoMy SK3eMILISIpY MPOM3BEACHUSI HEOOXOAUMO 100aBISITh
HEKOTOPbIi He3aMETHBIN BOISHON 3HAK, MO3BOJSIONINI MASHTU(MUINPOBATH I10-
kymnaressi. Eciu KOHKpeTHBI 3K3eMIUISIp OKaxeTcsl B CBOOOAHOM JOCTyIle, Tpo-
AHAJTMU3UPOBAB BOMASIHOW 3HAK, MPAaBOOXPAHUTENbHBIM OpraHaMm ropasio Jjerdye Oy-
JeT HaWTMU M HakazaTb BUHOBHOro. KpomMe Toro, mpuMeHeHMe cTeraHorpaduu,
B ominyue or DRM, xopollio TeM, 4TO €ciu ¢ HOKYMEHTa 3alllMuTa CHATA MOJIHO-
CTblO, B 3TOM OYEHb JieTKO yoenuThcsl. Ho abconoTHOI yBEpeHHOCTH B TOM, YTO
BOASIHOM 3HAK TMOJHOCTBIO yAajleH W3 TMPOU3BEACHUS, TMOJYUYUTh MPAKTUYECKU
HEBO3MOXHO. A B TaKUX YCJIOBUSAX PACIPOCTPAHEHUE JOKYMEHTOB MOCHE yaajie-
HUSI BOMASIHBIX 3HAKOB CTAHOBMUTCSI BECbMa OMACHBIM — TIOpas3lo oOIacHee, 4YeM
pacnpocTpaHEeHUE TOKYMEHTOB CO CHSATOW 3aILUTOM.
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MpuunHbl ocnabneHus N
cpencTB 3aLUThbI

Paspaborath mo-HacTosIIeMy HameXXHOe MPOTpaMMHOE CPEICTBO 3AllMTHI, XOpO-
10 CIIpaBJISIIONIeecs] CO BCEMU BO3IJOXEHHBIMM Ha HETo 3amadyaMiu, ITOBOJIBHO
CIIOXHO. MHOTHE KOMITaHUU GepyTcst 3a MOmoOHbIe MpoeKThl. HekoTophie U3 HUX
JaXe JTOCTUTAIOT KOMMepYecKHx ycrexoB. Ho melicTBUTEIbHO XOpOIIo CIIpaBIs-
IOTCST €TMHUIIEL.

PaccMoTpuM HecKOJbKO OCHOBHBIX MPUYMH, MPUBOASIIMX K HeydayaM B MOMbIT-
Kax pa3paboTKM CPENCTB 3AIIUTHL.

18.1. HenpodpeccmoHannusm

B 1106011 obnactu aesTebHOCTU Jydllle MopydyaTh BaXHYK padoTy mpodeccuo-
HajgaM. OHM CIOCOOHBI OBICTPO MPUHUMATh MPaBUWIbHBIE PELIEHMS B CIOXHBIX
cutyanusax. st 5Toro UM TMPUXOIUTCS TOJTO YYUTbCS M MPAKTUKOBATbCS TIOM
MPUCMOTPOM OoJiee OMBITHBIX KOJJIET, KOTOPhIE MOJIKHBI ObITh TOTOBBI MPUMTH HA
nmoMolllb B ciayyae olmOku. Ho mouemy-To npu pa3paboTKe CpeAcTB 3alUThI
O0OBIYHO BCE HE TakK.

18.1.1. Unnio3na npocToThbl

Korma Hamg KakuM-ambo TPOeKTOM paboTaeT rpyIma IMporpaMMUCTOB U BBISICHSI-
€TCsl, UTO B CYILECTBYIOLIEH cHUcTeMe HEeOoOXOMMMO IpeayCMOTpPeTh (PYHKIUM 3a-
IIUTHI, Yallle BCEro PYKOBOOUTENb IPOEKTa BO3jIaraeT peajn3aldio 3allUThl Ha
TJIEYd OJHOTO M3 MMEIOIINXCS UCITOTHUTENEH.

Wnu mpencraBUM CHTYallMio, KOTraa MporpaMMHUCT-OAMHOYKA pa3pabaThiBaeT Mpo-
rpaMMy, OCHOBHasl (YHKIIMOHAIBHOCTb KOTOPOl OTHOCHUTCSI K TOH o0JacTH,
B KOTOpPOH OH SIBJISIETCSI BBICOKOKJIACCHBIM CITeIIMaNncToM. M BOT, TOSIBISIETCS
uaes 3allMTUTh YaCTh JAHHBIX MpU NoMollu IudpoBanus. Heyxenu demoBek
CTaHEeT TPATUTh BpeMs Ha TOMCK CIIeIHANNCTa 0 0e30MacHOCTH, a TTIOTOM M3bI-
CKHMBaTh JEHbI'U Ha oraTy ero yciayr? Ckopee Bcero, Her.
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Crout M mpuUBIeKATh HOBBIX JIIOAEH, €CIU CYLIEeCTBYIOIIME IIPOTrPAMMUCTEI Ipe-
KpacHO 3HAIOT cBOIO pabory? Hamo nu TpaTuTh AEHBIW HA OIUIATY YCIYT CIelMa-
qmcta 1o Oe3omacHocTu? Beap B 3ammTe MHGOpMAIMM HET HUYETO CIOXHOTIO!
C noMoiupio (PYHKIMHM U3 TPEeX CTPOK MOXKHO IIEpEeBECTU ITapojb B TAaKOW BUII,
YTO HUKTO HUKOINIA HE CMOXET OTrajarb, YTO 3TO 3a Iapojb. A ellle TPU CTPOKHU
MO3BOJIAT 3amudpoBarh JaHHbie. M BoT 3amimTa roroBa M maxe pabdoraer. Benb
€CJIM BBECTU HEINpPaBWIbHLIN MapoJib, TO IMporpaMMma HUYero He mokaxer. M mpu
mpocMoTpe (aiiyia ¢ 3aluieHHO MH(popMaLuei B IIeCTHAAIATEPUYHOM peaak-
TOpe HE BUAHO HU MApOJIsl, HU CaMMX JTaHHBIX.

IIpu Takom momxoae K pa3paboTKe 3alIUThl OOBIYHO yOAeTCs] COKOHOMUTH HEKO-
TOpoe KOJWYecTBO AeHer W BpeMeHHU. IlpaBma motom, Korma 3amiuTa OymeT B3JO-
MaHa, 3a MMOCTPOEHHE HOPMAJTLHOM 3AIIUTHI (ECIM Pa3pabOTYMKHU IOPOXKAT CBOEH
penyTaiueit) Bce paBHO MPUACTCS 3aIIaTUTh.

Moxer nmony4uTbcs M mo-apyromy. MHorga yenoBek, Iepell KOTOPhIM CTaBST 3a-
Jlayy peajn3oBaTh, Hampumep, HUGPOBYIO ITOANNCH, oOpallaercss K IOMCKOBOI
cucreme Google, HaxoauT Kpunrtorpapudeckyro OUOIMOTEKY C MOAXOMSIICH -
LIeH3Mell M MCIOJIb3yeT peajn30BaHHBLI B Heill MeXaHW3M IOANMMCH "KakK ecTh'.
C YyBCTBOM XOpOILIO BBIIIOJIHEHHOTO JOJITa OH clJaeT paboTy M O4YeHb CHIJILHO
YIUBJSIETCS, KOTa Jaxe CTOMKMI KpunTorpadpudeckKuii ailropuT™M He CMOT IIpe-
JIOTBPATUTh B3JIOM.

JammTta mHOpMAUUUM — 3TO Takasd oO0JacTh, IAe HEIb3sI OBITh CIEIUATNCTOM
yactnyHo. Ecim B Opyrmx orpacisx Bo3MoXHOCTh npuMeHeHust 90 % cyiuecr-
BYIOLLIMX TEXHOJIOTUI MPUBOAUT K Pe3yJbTaTy, KOTophlii Ha 10 % XyXe umeaabHO-
ro, TO B 3allUTe MHMOPMALIMU TMPOLEHTHI HE MTPAIOT HUKAKOW ponu. [lomyueH-
HOe pellleHne OyaeT WX 3allAIeHHBIM, YUIM He3alluIIeHHBIM.

Ho, x coxaneHuio, moHMMaHue TOTO, YTO CIELMATUCTHI MO 3alIUTe WHGhOPMALIMU
He 3psl efsdT CBO XJied, KO MHOTMM IPUXOAMT Iaxe He ¢ mepBoro pasza. MHaue
YeM MOXHO OODBSICHUTb MHOTOKpAaTHbI€ IMOIBITKM YAYYIIEHUS 3alUThl, KOHEY-
HBIM pe3yJbTaTOM KOTOPBIX SIBJISIETCS JIETKO ysSI3BUMas cucteMa’?

18.1.2. UsnuwiHee ycepague

YacTHBIM clIyJyaeM HCHpO(l)CCCI/IOHaIII/IBMa MOHO CYUTAThb IIONBITKM 3alluIlaTb
JaxXe TO, YTO HE HYXKXIACTCA B 3allIUTE.

MHorma paspaboTyrKyl 3alIM(pPOBBIBAIOT YACTh HECEKPETHON MH(MOPMALIUKA TOYHO
TaKUM 3Xe o0pa3oM, KaKk U MHGoOpMaIIo, KoTopas HyxmaeTcs B 3aimre. Eciu
MpY 3TOM IporpamMma IO3BOJISIET MPOCMAaTpUBaTh paclIMdpPOBaHHYIO HeCceKpeT-
Hyl0 MHGOpPMAIIMIO, TO MHOTIA YIaeTcsl MOAMEHUTh 3allndpoBaHHbIE TaHHBIE U
YBUIETh MX B paclin(ppoBaHHOM BUJIE.
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WingppoBaHne naponesi B ReGet Deluxe

Mporpamma ynpaBneHunst BelikaumBaHnem aninos ReGet Deluxe nossonsieT 3ano-
MMHaTb HAaCTPOWKM 3aKayky pasgernbHO Ans Kaxaoro danna u kaxaoro canta. Ecnu
Ansa goctyna K cepsepy, Hanpumep, no npotokony FTP (File Transfer Protocol) Tpe-
ByeTcs naporib, OH TOXE COXPaHsieTCs.

Bce HacTpoliku xpaHsATca B channe ¢ pacumpeHmem wrj, kotopbit cam ReGet Hasbl-
BaeT dannom ovepeamn (ReGet Junior/Deluxe Queue File). 3ToT dhann npeacraens-
eT coboint XML-40KyMEHT, B KOTOPOM BU3yanbHO OY€Hb Merko HamTu BCO MHopma-
LMo, OTHOCALLYIOCA K KOHKpeTHoMy dhanny unu canty. Ho nidopmaums o6 umexmn
nonb3oBaTens u napone AoCcTyna xpaHWTcsA B 3awmdpoBaHHOM Buge. [Mpasga, 3a-
nyctne ReGet, moxHO B cBOWCTBax danna unu canTta yBuaeTb UMS Nonb3oBaTens,
a BOT naponb ByaeT npeacTasneH B Buae Habopa 3Be3foyex.

PasymeeTcs, cywecTByeT BO3MOXHOCTb BbISICHUTb, KakumM 0Opa3oM BbIMOMHSAETCS
pacwudpoBaHue, T. K. ReGet cnocobeH paclumdgpoBbiBaTe Naponb, He 3aaaBas
nonb3oBaTento AOMNONMHUTENBHBIX BONpocoB. [paBaa, Ans 3Toro NpuAeTcs Uccrneno-
BaTb cam ReGet, a 310 TpebyeT [OBONLHO BbICOKOW KBanudukaumm n oBbIYHOMY
nonb30BaTernto HeAOCTYMHO.

OpHako Ha npakTMKke naporlb MOXHO WU3BMEYb, UCMONb3Yysl TONMbKO TEKCTOBLIN peaak-
Top n cam ReGet. Ecnn B WRJ-cbaiine nomeHaTs Mectamu 3HaveHus atpubyTtos
"Username" n "Password" ans HyxHoro cainTa, To ReGet B none, cooTBeTCTBYIOLLEM
VUMEHM MONb30BaTeNs, MOKaXET OTKPbITbIM TEKCTOM Mapofib, a UMs Nornb3oBaTens
OKaxxeTcsl NPeACTaBeHHbIM B BUAE 3BE304eK.

Ho ecnu 6bl M nonb3oBaTtens He wudposanock BoobLle (4TO HE CHUXAaEeT 3aluu-
LLIEHHOCTb, BeAb MMsi BCe paBHO NoOKa3biBaeTCs B HAcTpowkax), To 3actaBute ReGet
pacwundpoBaTh NAponb M NokasaTb ero Ha akpaHe 6bino Obl He Tak NPOCTO.

18.2. BnuaHune 3akoHogaTtenbcTBa

Kax wm3BectHo, B CIIIA ponroe BpeMs CYIIECTBOBAJIM OIpaHMYEHHUSI HA pasMep
KJIoua uppoBaHUsl, UCIIOIB3yeMOro B Iporpammax, 3KCIOpPTUPYEMbIX U3 CTpa-
Hbl. HecMoTpst Ha TO, 4TO 3TH OrpaHUYEHUS YK€ TaBHO He MeHCTBYIOT, MOCIENCT-
BUSI BO3ICHCTBUSI CTapblX MpPaBWI IO CUX TMOP OYEHb CWIbHBI U, MOXOXe, OyayT
OIIYIATHCS €Il TOBOJBHO MOJITO.

OrpoMHOE KOJMYECTBO IOIMY/SIPHBIX IIPOAYKTOB, TAaK WIM WMHAYe MCIIOJIb30BaB-
X ImdpoBaHue, ObUIM BBIHYXKIEHBI NPUMEHSTh KIIOYM He miuHHee 40 Our.
3a BpeMsl CYIIECTBOBAaHMSI OTPAaHUYEHUI OBLIO CO3MaHO OTPOMHOE KOJIMYECTBO
JOKYMEHTOB C TaKO#l 3alllUTOM, U MHOTUE M3 HHUX IIPOIOJIKAIOT MCIIOJIb30BaThCS
JO CHX IIOp.
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C mosBIEHMEeM HOBBIX BEpCUl IIporpaMM, MOIIEPXKHUBAIOIINX Oojiee ITMHHBIC
KJIIOYM, NajleKo He Bce MMOJIb30BaTeNM CTAJM MCMOJb30BaTh HOBbIE HACTPOWKU.
Benb oGHOBIIEHHE TpOTpaMMHOTO obecIiedeHUs] He MPOHUCXOAUT OTHOBPEMEHHO
y Bcex Mojib3oBaTesieil. 3HAUUT, €CJIM BCerna co3MaBaTh JOKYMEHThI ¢ CAMbIMU HOBBI-
MU HACTpPONKaMM 3alllMThI, HEKOTOPBIE TOTB30BATENIN, BCE €Ille MCITONB3YIOIINe Tpe-
JBIIYIINe BEPCUU MPOTpaMM, He CMOTYT paboTarh C TAKUMHU JOKyMEHTaMU. A TIepHO
BpeMeHH, MO MCTeUYeHUU KOTOpPOro Y MoAaBsiollero OOJbIIMHCTBA MOJb30BaTe-
Jieit OyaeT ycTaHOBAeHA BEPCUS TPOrpaMMBbl, MOAAEPXKUBAIOIIAS JUIMHHbBIE KITIOUH,
WHOTJA UCUYUCIISIETCST TOMaMU.

B HekoTophIx cTpaHax, HanpuMmep Bo PpaHINK, OBUTH CBOM OTPaHWYEHUS, OTME-
HeHHbIe To3ke, yeM B CIIIA, m mOKyMeHTBI, CO3MaHHbIe BEpCHSIMU IIPOTrpamM,
KOTOpBIe OBITM TIpeqHa3HAYeHBI IJIST TAaKUX CTPaH, TOpas3mo JOJbIIe He 3alluiia-
JIMCh ITUHHBIMM KJIIOUaMU.

Hy u, pasymeercs, majgeko He Bce pa3pabOTIMKM TOCHE CHATHUS SKCIIOPTHBIX OT-
paHMuYeHUii (OKOHYaTeabHO mpousolneainero B okTsaope 2000 roma) omepaTuBHO
BBITTYCTWJIM OOHOBJIEHHBIE BEPCUM CBOMX ITPOIYKTOB.

Kak crmeacTBue Bcero mepeduciieHHOro Bbille, ceifuac (Ha koHen 2003 roga) mo-
KYMEHTbI, 3aiiuiieHHble 40-O0MTOBBIMU KJIIOYaMM, BCTPEYArOTCSl ropasmo yvalie,
YyeM ITOKYMEHTHI, IIpY 3alIN(OPOBAHNN KOTOPHIX MCIIOJIb30BAINCH 00JIiee JUIMHHbBIC
KJTIOYH.

Ecnu paccmarpuBaTh Bece dopMaThl MpeAcTaBIeHUs AAHHbBIX, MOAAEPXKUBAIOIINX
3alIUTy IM@poBaHUEM, TO TPyOO MOXHO BBIIEIUTH TPU YPOBHS 3aIMUTHI (II0
MaKCHMaJbHOMY BpEeMEHHU, 3aTpauMBaeMOMy Ha IOJy4YeHUe paclindpoBaHHBIX
JMAHHBIX).

1. MomeHTanbHBIE — TOJIL30BATEIIIO NpUaETCA KO1aTb MEHEEC MUHYTHI.

2. TapaHTHpOBaHHBIE — KJII0Y MOXKET OBbITh HalJeH HAa COBPEMEHHOI TeXHMKE 3a
BpeMsI, COM3MEpPUMOE CO BpeMEHeM XXM3HU YeJIoBeKa.

3. Croiikue — HEBO3MOXHO JaTh rapaHTUIO, YTO JAaHHbIe Korga-aubo ymactcs
paci@poBaTh.

Y4uTheIBas pasBUTHE BBIYMCIUTEIHLHON TEXHUKHU, HEKOTOPBIE 3AIMTHI CO BpeMe-
HEM MOTYT TTepeXoIuTh B Oojlee HU3KUI (IT0 HOMEPY M CTOMKOCTH) YPOBEHb.

Ha nacTosiimii MOMEHT K TIEpBOMY YPOBHIO MOXHO OTHECTM 3alllMTHI, B KOTOPBIX
MMPUMEHSIOTCS HECTOMKHE aJTOPUTMBI, a TaKXKe aJTOPUTMBI C KITIOYAMU JJIMHOM
J0 32 6uT. AJIropuTMBI BTOPOTO YPOBHSI paboTalT ¢ KIOYaMU, AJMHA KOTOPBIX
JIEXUT B AuarnasoHe or 32 go 64 O6ut, xoTd maxe 56-OMTOBBIM K04 Ha IEPCO-
HaJIbHOM KOMIIbIOTEPE OyAeT moaoupaThes O4eHb JOJTO.

Heckonbko eT Hazaa COOTHOIEHWE 3THUX TpeX YPOBHeU ObUIO MpUMEpHO cie-
aytomM. OCHOBHasl Macca 3alllMT Tomnamaia Ha TepBbIi ypoBeHb. [1paBUILHO
peayM30BaHHbIE 3alUTHI (MCIOIb30BaBIINe cToiKoe IndpoBaHue ¢ 40-OUTOBBIM
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KJTFOYOM) TIOMANajId Ha TPETU YpOBEHb, M COBCEM YX peIKHe IK3eMILISIPhI OKa-
3bIBAIMCh MEXIY HUIMU — Ha BTOPOM YpPOBHE.

Ceiiyac ocHOBHAs1 Macca 3allUT C TPETbEro YpoBHS IMepelnia Ha BTOPOid, U UMEH-
HO OH Telnepb SBJSIETCSI CAaMbIM HaINOJHEHHbIM. 3aTO MOSIBUWIMCH U HOBBIE Tpea-
CTaBUTEJM TPETHETO YPOBHS, UcIoNb3yowue 128-6utosble kinouu. Y uM nepexon
Ha BTOPOI YpOoBeHBb B 0003pMMOM OymyllieM He TPO3HT.

Hy a o6mme TeHIEeHIIMW TaKOBBI, YTO B CKOpOM OyAyIlleM OCHOBHasI Macca 3a-
IIUT, KOTOpbIe ceiiyac HAXOISITCS Ha BTOPOM ypOBHeE, OyaeT oOHOBJIEHA M MPOYHO
o0oCHyeTCsT Ha TpeTheM ypoBHe. BTopoil ypoBeHB NMpaKTWMYeCKW WMCYE3HET, a Ha
nmepBoM OymyT JMOO HOBBbIE 3aIIMTHI, aBTOPHI KOTOPBIX e€Illeé HUYEro He 3HAIOT
o Kpumnrorpaduu, TMd60 oueHb cTapble 3allUTHl, KOTOphIe OOJIbIIe He OOHOBIISTIOTCS,
HO TIPOIOJIKAIOT UCIIOJIb30BaThCS.

18.3. [peTeH3UN Ha YyHMBepCasibHOCTb

Hpest co3ganusa yHuBepcanbHbIX cpeactB DRM, NmpurogHsIX IjIs 3alMUTHI TOKY-
MEHTOB JIIOOBIX THUIIOB, KaXeTcd O4YeHb COOJa3HUTETbHOM, HO ee IpaKThyecKast
peanusanus MoYTU Bcerga obpeueHa Ha Heymauy.

Tak xak DRM mig 3aliMThl HE B COCTOSSHUM OOOMTUCH MCKIIIOYMTEIBHO MeToaa-
MM, UMEIOIIUMU MaTeMaThyeckoe 00OCHOBAaHUE CTOMKOCTU, HEOOXOAUMMO MAaKCH-
MaJbHO COKPATHTh MPOCTPAHCTBO, B KOTOPOM 3alllMIeHHbIe JTaHHbIE MPUCYTCT-
BYIOT B paciindpoBaHHOM BUJE.

DTO CPaBHUTEIBHO MPOCTO Pean30BaTh, €CIIM 3allUTa BCTPOCHA HEMOCPEACTBEH-
HO B TIPOTPaMMYy, BOCIIPOM3BOMSINYIO 3alIUIIeHHOe Mpom3BeaeHUe. Torma cpasy
Iocjie TIPOBEpKU TIpaB JOCTYMA M paciindpoBaHUS KOHTEHT MOXET OBITh OTO-
OpakeH Ha KpaHe (MJIU BBIBEACH B 3BYKOBOIM TPAaKT) M YHHUYTOXEH.

Ho ecnu mpenmonaraercs, 4To 3alIuIeHHBIA (aill MoxeT oOpadaThIBaThCs JIIO-
0oif TIporpaMMoil M 3Ta Mporpamma aaxke He OymeT Iomo3peBaTh, YTO paboOTaeT
B KaKHX-TO OCOOBIX YCIOBUSX, IMyTh, IMPOXOMUMBIN paciindpoBaHHON WHOOpMaA-
LIMei, CTAHOBUTCS 4Ype3MepHO IIMHHBIM. Ha aToM IyTH cyliecTByeT OrpoMHOe
KOJIMYECTBO MECT, M3 KOTOPHIX pacindpoBaHHasT MHGOPMALIUSI MOXET OBITH IO-
XHIIEHA.

Bo3smoxxHo, B OymyiieM u Oymer co3maHa cucteMa DRM oOuiero HazHayeHUs,
B KOTOpPO# pactimdpoBaHHass WHGOPMAIIMS Ha BCeM TYTH IO YIIed W I71a3 MOJb-
30BaTellsl OKaXeTcsl HaleXXHO 3alluilieHa oT mepexBaTa. Ho MajaoBeposiTHO, uTo
aTa cucreMa Oyaer mocTpoeHa Ha 6aze Windows — yxX CIMIIKOM pa3HOOOpas3HbI
U CJIOXHBI MPOUCXOISIINE Y Hee BHYTPU Mpoliecchl, YTOObI UX BCE CTPOro KOH-
TponupoBath. CKopee YK Kopropauus Microsoft Bocronb3yeTcsl MaTeHTOM
Ne 6330670, BoimanHbIM eit 11 mexabps 2001 roma, u peanusyeT Ha IpakTHKeE
ONMCAHHYIO B HEM OIEPAIMOHHYIO CHCTEMY CO BCTPOEHHBIM YIpaBieHHEeM Iud-
poBbiMu TipaBamu (Digital Rights Management Operating System, DRMOS).
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18.4. NoroHa 3a npunbbINbIO

HagepHoe, OOJBIIMHCTBO pa3padaTbiBAEMOro IMpPOrpaMMHOTo obecredyeHus —
KOMMepUecKoe, T. €. CO3[aeTcsl ¢ 1eNblo mojaydyeHus: mpudsuin. M Hago Bcerna
MOMHUTb, YTO XOTSI W TMPUHATO CUYUTATh, UYTO PpaspabOTUMK TPYAMTCS Ha Ojaro
MoJjib3oBaresield 1 B CBOMX AEHCTBUSIX PYKOBOICTBYETCSI X MHTepecaMu, Ha CaMOM
Jieie 9TO He Tak.

B umHTepecax pazpaboTymka — co3maTb MPOrpaMMy, KOTOPYIO OyOyT TOKYMAarTh.
B uHTepecax monb3oBarenss — MOJYYUTh MpPOrpaMMy, KOTOpasl BBIMOJHSET Tpe-
oyemble pyHkiuu. Ecim monb3oBarenb yBUIUT, YTO IIporpaMMa paboTaeT He Tak,
KaK €My XOYeTcsl, OH MPOCTO He CTAHET MOKYNaTh TAKyI0 Mporpammy. DTO CTUMY-
JIUPYeT pa3paboTUMKa BBHICIYIIMBATh M UCIIOMHSITH XeJIaHUsI MOoTb30BaTesIel.

B cucremax, cBSI3aHHBIX C 3alIMTON, 3Ta cXema paboraeT IUToXo. Tak KaK Hemoc-
TaTKA 3alIUThl BCKPHIBAIOTCS JIMINL TOTAA, KOTOA 3alluTa OydeT B3JIOMaHa,
y TOJIb30BaTells HET BO3MOXHOCTH OTKA3aThCs OT IMOKYIKHU IO MPUYNHE OYEBHI-
HOW HepaboTocrocoGHOCTH TporpamMmbl. ClieqoBarebHO, y pa3paboTdWKa HET
MPUYMHBI H3HAYAJIBHO CO3/1aBaTh HANEXKHYIO 3alIUTY.

BMmecTo 3TOTO pazpaboTIMKM TPENITOYNTAIOT TPATUTh PEeCypchl HA TO, YTO ITOMO-
raeT MpuBIeYb MMOJTb30BaTeNell M 3aCTaBUTh MX ITOKYIATh IpOTrpamMMy: Ha pekia-
My, T00aBIeHHE TTOMYIIPO3PAYHBIX OKOH M O03BYYeHHBIX MeHI0. M TpakTuka rmoka-
3BIBACT, YTO XOPOIIO pa3peKIaMHUPOBaHHOE M pacKpalleHHoe, HO Hebe3oImacHoe
CPENCTBO 3AIMTHl TPOAAeTCS Topasfo JIydllle, YeM KadyeCTBEHHO BHITIOJTHEHHAsT
3aIlMTa ¢ MMPOCTHIM MHTepdeiicoM.

Takke TOCTaTOYHO CUJIBHBIM CTMMYJIOM K BBHIITYCKY HOBBIX BepCHil MpOrpaMMHO-
ro obecredyeHusl SIBISIETCA XellaHWe KaK MOXHO OBICTpee 3allOoJIHUTh HOBYIO PhI-
HOYHYy0 Huly. W, ciemyst 3ToMy XeJaHMIO, Ha PHIHOK YacTO BbIOPACHIBAETCS ChI-
poii MporpaMMHBIN TPOAYKT, B KOTOPOM BOIMPOCHI 3alUTBI HE MPOpaboTaHbI 10
KOHIIA — BCE pPaBHO IPOOJEeMBl HEKOTOpOE BpeMsl OCTAHYTCSl He3aMEUeHHBIMU.
Paspaboruuk 3apabarbiBaeT KeJaHHbIC AEHbIM, a 3a €ro OlIMOKU, B KOHEYHOM
cyeTe, OYAYT pacIjIauuBaThCs MOJIb30BATENIH.

18.5. TexHONornyeckne NPUYMNHbLI

Pazpaborka mporpamMmmHoro obecredeHrsT TaBHO yKe TPeBpaTiiach B OTIETBHYIO MH-
IYCTPUIO, KOTOpast XXMBET 110 CBOMM 3aKOHAM WM WCIIONB3YeT CBOM TEXHOJIOTUU. DTH
TEXHOJIOTMH TIPU3BAHBI COKPATHTh BpeMsl pa3pabOTKH, MOBBICUTH KAauyecTBO T'OTOBOM
MIPONYKIIMY W, B KOHEYHOM UTOTe, TIOBBICUTH IIPUOBITH OT TIPOTAKH TIPOTPAMM.

18.5.1. SchheKTMBHOCTL pa3paboTku

g obecrieyeHMs] MaKCUMAaJIbHOW IPOU3BOIUTEIHLHOCTH Tpylda IPOTrPaMMUCTOB
IpHY pa3paboTKe CPEACTB 3alUThl IPUMEHSIOTCS T€ XK€ caMble MIeM OpraHU3alliu
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mporiecca IIPOU3BOICTBA, YTO M TIPU pa3paboTKe OOBIYHBIX Iporpamm. Mcrmomb-
3YIOTCSI TOTOBble OMOIMOTEKU, OUYEBUIHbIC pelleHus, cosaaercs 3MheKTUBHbIN
Y TIOHSITHBIN KO U T. 1.

Ho xorna Benercst pazpaboTka METOIOB 3alIUThI, HE UMEIOIIMX MaTeMaTu4eckKoro
00OCHOBAHMSI CTOMKOCTM, OOIIECHPHUHSTHIX IPUEMOB JIydille u30erarb. Yem Jo-
rMyHee W odyeBUAHee BeleT cebs 3aluTa, TeM Ipollle MPOTUBHUKY OyIeT ee Mpo-
AHaIM3UPoBaTh M MOHAThH. [losTomy 3amuTa NOMKHA OBITh MAKCHMAJIBHO 3aIly-
TAaHHOW — TOJIBKO B OTOM CJIyyae y Hee eCTb XOTh KaKOW-TO IIaHC YCTOSITh.

18.5.2. [peemcTBEHHOCTDb

Ecnmu mepBas Bepcusl TTPOTrpaMMHOTO TPOAYKTa OKasajach Ooljiee-MeHee YCIelll-
HOW, TO 4Yepe3 HEKOTOpOoe BpeMs BBINyCKaeTcs CIeaylollass BepcHsi, B KOTOPOU
VCIIPABJISIOTCS OOHApy:KeHHbIE OIMMOKU W JOOABISIOTCS HOBble (DYHKIWH, TPH-
OyMaHHbIe pa3padoTyukamu. M 3TOT mpouecc MOXET MOBTOPSTHCS OYEHb AOJTO,
T. K. TIOYTH B JII00O0I TTporpaMMe eCTh YTO MCIIPABUTh WM JOOABUTE.

Pasymeercs, pu BbllTycKe KaXIoii HOBOW BepcHHM pa3pabOTYMKHU CTPEMSITCSI UC-
IMOJIb30BaTh KaK MOXHO OOJIbIIE M3 TOTO, YTO YK€ OBLIO CO3MaHO, a HE IHMIIYT
Bech Kol 3aHOBO. Co BpeMeHeM 3TO YacTO MPUBOAMT K TOMY, UTO IMOYTH JI00OM
MOJYJIb, BXOMSIINIA B COCTaB IPOTPaMMEI, IIPEICTABISIET CO00M HAarpOMOXICHUE
3aILIAaTOK U HAJACTPOEK, HO BCS CHCTEMA B 1IeJIOM SIBIIsSIeTCs Oojiee-MeHee paboTo-
CITOCOOHOIA.

Ecmu 3ammra mo0GaBisieTcss B yKe CIIPOSKTHPOBAHHYIO CHCTEMY, TO (GYHKIIMHI
0e30macHOCTH OyAyT peaju30BaHbl KaK HAACTPONKHU Had CYLIECTBYIOUIMMHU IPO-
meccaMi 06paboOTKM MHGOPMALMK. A 3TO PeAKO JaeT XOPOINHNe Pe3yTbTaThl.

IIpexne Bcero, eciu MporpaMMHasl cucTeMa M3HAyalbHO HE 33aayMblBajach ISl
00paboTKM 3alIuIleHHOM MHMOpMALMU, TO C OOJBIION BEPOSITHOCTHIO HUKAKHUE
MoAudUKaAUUM U JOTMOJHEHMSI HE TO3BOJSAT HEUTpaau3oBaThb Bce HEIOCTATKU,
npucyiue 0a3oBOi cUCTeMe — IPOEKTHPOBAaHME 3alUIIEHHBIX CHUCTEM OYeHb
CUJIBHO OTJIMYAeTCs OT MPOEKTUPOBAHUSI OOBIYHBIX MPOTPAMMHBIX KOMILIEKCOB.

KpoMe Toro, HamcTpOWKM TOUYTH BCETHA YCIOXHSIIOT CHCTEMY M, CJieTOoBaTelbHO,
3aTPYIHSIOT aHATN3 TPOUCXOMIIINX B Hell TipomeccoB. Ho yoenuTbes B TOM, 4TO
MpU pa3paboTKe 3alIUThl HE ObLIO YIMYIIEHO HUKAKUX BAKHBIX MOMEHTOB, MOX-
HO, TOJBKO IIPOBENs] BCECTOPOHHMII aHAIW3 W TECTUPOBAHWE 3AIIUTHBIX (DYHK-
uuii. CnemoBateslbHO, YOGAUThCS B CTOMKOCTM CUCTEMBbl 3alllMThl OyneT KpaiiHe
TPYIHO.

OmHako Majio KTo M3 pa3paboTUYMKOB pelraeTcs Ha MOJHOe MepelpoeKTHPOBAHNE,
Be/Ib 3TO MOTPedyeT rPOMAAHBIX 3aTpaT BpeMEHU U JCHeT.
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18.6. OTCyTCTBME OTBETCTBEHHOCTU

OueHb CEPbHE3HBIM (l)aKTOpOM, CHOCO6CTBy10H_[I/IM TTOABJIICHUIO MHOTI'OYMCJIICHHBIX
nporpamMmm, HeE CIIOCOOHBIX IIPaBUJIBHO BBIITOJTHATDH 066]].[8_HHBI€ 3allIUTHBIC (IJYHK—
on, ABIACTCA OTCYTCTBUE OTBETCTBEHHOCTU p8.3pa6OT‘-II/IKa 3a ymep6, ITOHECEH-
HBII TTOJIb30BATEJIEM B peE3yabTaTe NpUMEHCHUS TPpOrpaMMBblI.

IIporpamMmmHas MHIYCTpMs, HaBepHOe, €AMHCTBEHHAs B MUpPE IO3BOJISIET paspa-
0oTYMKaM u30eratb OTBETCTBEHHOCTH 32 TO, YTO OHM IIJIOXO BBIMTOJHSIOT CBOIO
paboTy 1 He JaepxKaT JaHHBIX OOEIIaHUA.

Ceiiyac Mmpu ycTaHOBKE TIOYTH JII0OOOI TPOrpaMMEBI TOJ30BaTEN0 MPEIOCTABIISI-
€TCS BO3MOXHOCTb O3HAKOMUTBLCSI C JIMIIEH3MOHHBIM COIJIAIlIEHUEM, B KOTOPOM
nepevyucisieTcsl Bce, YTO MOJb30BaTeNl0 3alpelleHo JAellaThb ¢ KYIJIEHHON Mpo-
rpamMmmMoii. I ¢ GONBIION BEpOSITHOCTHIO B JIMIIEH3MOHHOM COIJIAIIEHUM COIEp-
SKUTCSI TIYHKT, COTJIACUBIINCH C KOTOPBIM, ITOJTh30BaTeIb HE CMOXET MPeIbSIBUTh
pa3paboTYMKy HHMKAKWUX TpeTeH3uil. PasymeeTcs, Tonb3oBarenb He 00s3aH CO-
IJIalraThest, HO TOTAA OH He CMOXET YCTAaHOBUThH M MCITOTb30BaTh MTPOTPaMMY.

C TaKkMMU YCIOBUSMU PACIIPOCTPAHEHMSI OOBIYHBIX IIPOTPAMM ellle KaK-TO MOXKXHO
cMmupuThest. Ho, K coxaneHuio, moJoOHbIM 00pa3oM IOCTYIAIOT U MPOU3BOAUTE-
JI CPEeACTB 3alIMTHI. A eclii pa3pabOoTYMK 3aIIUTHI HE HECET OTBETCTBEHHOCTH 3a
HAIEeXXHOCTh CBOMX PEIIeHU, TPYAHO ITOBEPUTH, YTO IIOJIb30BATEIILCKIE HAHHEIE
OymyT HaXOOUTHCS B O€30IMACHOCTH.

18.7. CnoXXHOCTb KOHTpONnA

CoBpeMeHHbIe TTporpaMMHbBIE CMCTEMbBI UMEIOT BeCbMa CJI0XHOE BHYTpPEeHHee YCT-
poiicTtBo. 1151 TOro 4ToObl, UMeSI B pACHOPSDKEHUM MCIIONHsIeMble (aiiibl, Moy-
YUTh OMNpeeeHHYI0 WHGOPMALUIO O MPOUCXOMSIIMX BHYTPU HUX Tpolleccax,
TpebyeTcsl MPOBECTU BechbMa CIOXHBIM U Joporoctosiiiuii aHanus. Ho mjist npo-
CTBIX MPOrpaMM TaKOW aHaIu3 OOBIYHO U He TpebyeTcsl — Mo pe3yabTaraM pabo-
ThI JOBOJIBHO MPOCTO MOXHO OLIEHUTb, HACKOJIBKO XOPOIIO PeaTu30BaHbI Te WU
WHBIEe PYHKIINMN.

OmHako ¢ 3almMTol, Kak OObIYHO, Bce MHave. KadecTBO 3alMTHI HEBO3MOXHO
OIIEHUTH IO BHEIIHUM IpU3HAKAM. 3HAYUT, TpeOyeTcs BBHIMOJHEHHE aHaIM3a.
Ho psmoBoii mob3oBareslb He CMOXET CaMOCTOSITETEHO BBHIITOJHUTH TaKOW aHAIN3
M OIIEHUTH €ro pe3yiabTarhl. CliemoBaTelIbHO, TPUAETCSI HAHUMATh BBICOKOKBAJIM-
(pUIIMPOBAaHHOTO CHELMAINCTA, CIOCOOHOrO BEHIIIOJHUTH MHOAZOOHYIO padoTy W,
pasymMmeeTcs, OTUTaTUTh €ro YCIYTH. A 3TO MOTYT cebe IMO3BOJIUTE JaJIeKO He BCe.

Bot 1 mosyyaercst, YTo KOHTPOJIb peajM3alliy 3alIUTHBIX (GYHKIUN TpruobpeTae-
MOTO TIPOIYKTA IOYTHM HUKOIAA He MPOU3BOAMTCA. A BCIIOMHHUB IepeYMCIIEHHBIE
paHee TeXHOJIOTMYeCKre ¥ SKOHOMUYECKUe MPUYMHBI, @ TAKXKE OTCYTCTBUE OTBET-
CTBEHHOCTH, CTAHOBUTCSI COBEPIIEHHO IOHSATHO, II0YeMYy TaK 4YacTO IPUXOIUTCS
CJIBIIIATH O B3JIOME TOI MJIM MHOM 3alIMTHI.
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Jrobomy pa3paboTYMKy CpeiacTB 0OE30MacHOCTH, CTPEMSIIEMYCS CO3IaTh HAIeX-
HbIIl (bparMeHT 3alUThI, IPOCTO HEOOXOAUMO 3HATh, KAKUM OOpPa3oM IMOIMbITAeTCs
JeicTBOBaTh MPOTMBHUK. B3risa Ha 3auiuTy I1a3aMy Hamaaamoollero naeT BO3-
MOXHOCTb JIyullle BUAETh cliadble MecTa. [loaTomy mociaenHsiss 4yacTb KHUTU TO-
CBSILIIEHA BOIIPOCaM UCCJIEAOBAHUS CPEACTB 3aLUTHI U aHAJIM3a MTPOrpaMM.
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A

KoMy 3TO Hy)XXHO N

HetpynmHo ompenennTth, KTO Hy:XIaeTcs B pa3paboTKe CPelCcTB 3alUTHI HWHpOpMa-
IUKW. DTO Te JIOAW M OPTaHU3AIMU, KOTOPBIM €CTh YTO 3alIUIIATh, T. €. MPaKTH-
YecKW Bce TMOApPSA. BoibIIMHCTBO HYXIAIOIIUXCS, pasymMeercs, UCIOIb3YIOT TeX-
HOJIOTMM 3alUUThl, CO3JAHHBbIE APYTMMU, HO B HEKOTODPLIX CJIydasX CpeACTBa
MHGOPMAIIMOHHOM 6€30IMacHOCTH pa3pabaThIBAIOTCST COOCTBEHHBIMU CUTAMM.

19.1. Bpema co3paBarb 3awlury

3a pa3paboTKy CBOEH 3allUThI UMEET CMBIC] OpaThcsl B TPeX ClIyvasx, Koraa:
O cucreMa 3alUThl pa3pabaThiBaeTCsI KAK KOMMEPUYECKHIA TTPOEKT;

O cymiecTByIOIINE CPEIACTBA 3aAIIUTHI HE CIIOCOOHBI 00ECIIEYUTh HEOOXOMMMYIO
(byHKIIMOHATBLHOCTB;

O cylecTBylOLIME CPEICTBa 3allUThl HEe TMOAXOMAT MO COOOpakeHUsIM Oe3omac-
HOCTH.

IMepBhIit ciryyait, Korga 3almTa pa3pabaThIBaeTCs C METbI0 U3BICYCHUS TTPUOBIIH,
0Cco0O0ro MHTEpeca He MPEencTaBiseT — 3T0 OOBIKHOBEHHBIN KOMMEPUYECKHUH Mpo-
€KT, B KOTOpOM obecTieueHNe HAIeXKHOCTH 3aIIMTHI BIIOJHE MOXET He UTpaTh HU-
Kakoi ponu. EnuHcTBEeHHAS 11e1b pa3paboTynKa — M3BJIeYb MAKCUMYM IPHOBLUIN.

Bo BTOpOM cirydae monp3oBareio HeOOXOAMMO 3aIIUIIaTh HGOPMAINIO B HEKO-
TOPBIX YHUKATLHBIX YCIOBHSAX, IUTSI KOTOPBIX HU OJHA M3 CYIIECTBYIOIINX CUCTEM
He OblTa mpegHasHaueHa. [1ogoOGHbBIE CUTyalMy TOSBISIIOTCST PETYISIPHO KakK TIpsi-
MOe CJIE[ICTBUE DPa3BUTUSA TexHojormil. [loka He OBUIO AMCKOB, MPWTOTHBIX IS
3anmucy (pUIBMOB C XOPOIIWM KavyecTBOM HM300pakeHWUs, HE CTOSJ BOIpoC U 00
ux 3amute. [loka He MOMYYMIIA IIMPOKOE pacipocTpaHeHWe MOOUIIBLHBIE TEXHO-
JIOTWH, He TpeOOBaJIOCh PEATM30BBIBATh CTOMKNE KPUTITOTPAGUIECKIE aITOPUTMBI
Ha Tpolieccopax, MCIHoJib3yeMblx B TejedoHax. PazpaboTka HOBBIX TEXHOJOTHI
B JTI00OI 00JacTM — BechMa PUCKOBAHHOE 3aHATHE, HO TIpM 3alluTe WHOOpMa-
MM PUCK YBEJIMYMBAETCS MHOTokKpaTrHo. OIMAacHOCTH MOIBEPraloTcsl He TOJBKO
JIaHHBIE, oOpabaThIBaeMBIe B IEPUOJ TTOC/Ie OOHAPYKEHUS OIIMOKN TMTPOTHBHUKOM
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U 0 UCIIPABIIEHUS 3TOI OIIMOKM, HO M BOOOIIEe BcI MH(OpMAIus, 3allMIeHHAsT
B TO BpeMsl, KOrja olliubKa cyliecTBoBaua.

Tpetuii cnyyait 3aHMMareneH TeM, YTO, HECMOTpsI HAa HaJuM4ue CpeicTB obecrie-
YeHUsI 0e30TacHOCTH, BHEIIHEe TPUTOMHBIX IS pellleHUsT TOCTaBIeHHBIX 3amad,
HeT HUKAaKOW YBEpeHHOCTM B HANeXXHOCTU CYIIECTBYIOIIMX pelIeHUH. A eciau
CTOMMOCTD TOTEPU IEJIOCTHOCTH WM KOHGUICHIHWATLHON WH(OpMAIUK OYeHb
BeJIMKA (YTO BIIOJIHE peaTbHO, HANpUMep, Il OAaHKOBCKHMX TAHHBIX U TOCYIApCT-
BEHHBIX CEKPETOB), UMEET CMBICNT 3aTpaTUTh Pecypchl Ha pa3paboTKy COOCTBEH-
HOW peanu3aluy 3alluThl. Beab qocTHYb pallMOHATBLHON YBEPEHHOCTH B TOM, YTO
CpelCTBa 3alUUThl, CO3IaHHbIE KEM-TO JAPYTUM, HE COAEpXKaT CAYYAHbIX WIM Ha-
MEpeHO BHECEHHBIX YSI3BUMOCTEN, OYeHb CJIOXHO.

19.2. Bpema uccnepgosartb 3aLiury

s TipoBeneHUsI BCECTOPOHHETO WMCCIeMOBAHUS CPEACTB 3aIIUTBI MOXET OBITh
MHoro mnpuuuH. Ho mpakThyecku Bce 3T MPUYMHBI OCHOBBIBAIOTCS Ha TPO-
CTEHIINX YeJIOBEYEeCKUX KEaHMUIX: CTPeMJIEHUIO K BJIACTH, MeHbraMm, 0e30macHo-
CTH, cJlaBe, TOJYYeHHUIO YIOBOJBCTBMSI U BOCCTAHOBJIEHUIO ClpaBeIuBocTU. Pa3-
OepeM 3THU KelaHus IMoapoOHee.

19.2.1. Bnactb 1 geHbrun

Ecnmu xakoii-HMOyAb YeaoBeK WM KOMIIAHUSI MCIOJIb30BAIM CPENCTBO 3allUThI
MHGOPMAITNH, a TIPOTUBHUKY YIAJI0Ch HANTH B HEM YA3BHUMOCTb, MTPOTUBHUK TTO-
JyJyaeT Haja TOJb30BaTeISIMM OIPENeIeHHYI0 BJIAcTh. DTa BJIACTh MOXET BbIpa-
XaThCsl TTO-Pa3HOMY: KaK BO3MOXKHOCTh YMTATh 3aCEKpEeUeHHBIE COOOIEHMS, TTO/I-
JIeNbIBaTh YyXYI0 TOAMWCh WJIM, HAMpuMep, IIAHTAXUPOBAaTh TOIO, KTO
WICITOJTb3YeT B3JIOMAHHYIO CHCTEMY.

PasymeeTcs, MpOTWBHUK TOABEpraeT aHaJAW3y CUCTEMY 3allUTHI, K pa3paboTKe
KOTOpPO OH caM He MMeeT HUKAKOTO OTHOIIEHMS — OCHOBHAS IIeJb aHaIu3a 3a-
KJTI0OYaeTcs He B TIPOBepKEe CTOMKOCTH 3alllUTBI, a B TOJYYEHUHM XOTh KaKOTO-
HMOyIb crtocoba MaBIeHUsI HA CTOPOHY, TPUMEHSIONIYIO YSI3BUMYIO TEXHOJIOTHIO.
[TosTomy 0OBIYHO HIETCS Hanbojiee TPOCTOM CITOCOO aTaku, MPUHOCIIINI TTTO-
OBl 32 MUHIMAJIBHOE BpeMs M TP MUHUMAJIBHBIX MaTepUAIBHBIX 3aTparax.

I[O Hayaia KOMHLIOTCpHOfI SIIOXM B3JIOMOM YYXHMX CHUCTEM 3allIUMTHI 3aHNUMAJIUCD,
NpEMMYIIECTBEHHO, Ha IoCyJapCTBEHHOM YPOBHE, BE€Ab KPOME€ BOCHHLIX U IU-
IUIOMATOB Majio KTO MOI ce0e IIO3BOJIUTH MCIIOJIb30BaTh XOTh CKOJ'IBKO—HI/I6Y,£[b
HaneXHbIC CpeaCTBA 3allIMThI.

Ceiiyac, Korja TeXHOJOTMM 3alluThl HMHGOPMAIMK BOILIM B IOBCEIHEBHYIO
KU3Hb W TIPUMEHSIOTCSI B TOW WJIM WHOHW ¢opMe TOUTH BCeMH JIOAbMH (BBOI
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PIN-xoma iy mapoiisi — 3TO yXe MCIOJIb30BAHUE CPEACTB 3aLIMUTHI), BO3MOXKHO-
cTell /Ui aTaku CTajo ropasno Oojblie. DTO 0OYCIOBIEHO KaK CYLIECTBOBAHUEM
caMbIX pa3HOOOpa3HBbIX (M Jajeko He Bcerma 6e30MmacHbIX) CPeACTB 3allUThI, Tak
Y CPaBHUTEIbHO JIETKUM OOHAapy:XKeHHWEeM OOBEKTOB, KOTOPbIE MOXHO MOMBITATHCS
aTakoBaTb — ¢ TosiBieHMeM MHTepHeTa 3aliuileHHble CUCTeMbl U JAHHbIE MOX-
HO BCTPETUTh OYKBaTbHO HA KAXXIOM IIary.

Ecnu nmpoTMBHUKY yaaaoch HalTH cllaboe MecTO B CHCTEME 3allUThI, ero mocje-
IyIOIe NEeWCTBUS MOTYT OBITh CAMBIMHM Pa3HBIMHM B 3aBHCHUMOCTH OT Xapakrepa
OOHApyXeHHOH YSI3BUMOCTH.

IMoxanyit, camble CTpalllHbIE MOCIEACTBUS MOTYT BO3HMKHYTh, €CJIU MPOTUBHUK
Hay4YmiIcs 4uTaTh 3alInGpoBaHHYIO TepenucKy. [Ipr 3ToOM OH He OKa3bIBaeT aK-
TUBHOTO BO3AEMCTBUS, U €T0 MPUCYTCTBUE HUKAK He TiposiBisiercs. [lonb3oBarenn
MOTYT HUKOTIA He Y3HATh, YTO COAEPKMMOE UX COOOIIEHUI CTajlo U3BECTHO IPO-
TUBHUKY.

Ecnmu mpoTMBHMK cMOXeT, HampuMmep, TOMIENaTh YyXKYIo ITU(POBYIO IOAIKCE,
TO TIEpBBIN pa3 MOAOOHBIE NEeCTBUs BITOJHE MOTYT OCTaThCsl He3aMeYeHHBIMH.
Ho ecnu mcTuHHBIN Baamenel] MOANUCHA OOHAPYXWT, YTO €ro MOANMHUCH CTOWT Ha
JIOKyMEHTe, KOTOPbIi OH BUAMT MEPBbI pa3 B KU3HM, CAMbIM MPABWIbHBIM pe-
IeHreM OyIeT oTo3BaTh KITIOY IOMAIMCH, TOCIEe Yero MPOTHUBHUK TEpSeT BCE TO-
JydeHHOE B pe3yJbTaTe B3JIoMa MPEerMYILIecTBO.

JlocTaToyHO pacrpocTpaHEeHHbIH CIOCO0 MCIONIb30BAaHUS MHGOPMAIIMK O HedoC-
TaTKaX B OpTaHM3allMM 0e30MacHOCTH HEKOTOPOI CHCTEMBI — IIPOAEMOHCTPHUPO-
BaTh YSI3BUMOCTH U TPENJIOKUTH TMOMOILb B UX YCTpaHEHUU (pasyMeeTcs, 3a BO3-
HarpaxaeHne). OmHaKO B TOMOOHOW CHUTYallMW TPOTHMBHUK CWJIBHO PUCKYET —
NP MHOTOYHMCJIEHHBIX KOHTAKTaX C BIIaAeIblaMU B3JIOMAHHOM CUCTEMBI JOBOJb-
HO CJIOXHO COXpPaHSITh aQHOHWMHOCTb, a 3HAYUT, M3PSIHO BO3PACTAIOT IAHCHI
OBITb TOMMAHHBIM U TOJYYUTh OOBMHEHMSI B HEMPABOMEPHOM JOCTyIe K MHDOP-
Malli¥ U IIaHTaxXe.

Hepez[Ko BCTpEYACTCA U CUTyalus, Korga NnpoTUBHUK, HE MMEIOLIMI BO3MOXHO-
CTU BBIIIOJIHUTH aHA/JIMU3 3alIUTbl CaAMOCTOATEIbHO (HaHpI/IMCp n3-3a HEIOoCTaTKa
TEXHUYECKUX 3H3.HPII>T), 3a JEHbIr'd HAHMUMAET CIICHUAINCTOB, KOTOPbIC U ITPOBOIAT
BCEC HCO6XO,£[I/IMBIC nCCJIICO1OBaHHA.

19.2.2. Camo3awyura

Kak yxe yrmoMuHanoch B Hayaje HACTOSIIEH IIaBbl, B KU3HU OBIBAIOT TaKUE CH-
Tyallud, B KOTOPBIX 3alllMIIaeMass WH(opMalus CTOUT Oo4eHb moporo. M yMHBII
Banenel MHGOPMALIMU TPEANoYTeT 3aTPaTUTh HA CO3MaHWE HOPMATbHOU 3allu-
THI CYMMy, COM3MEPHMMYIO C TO#, B KOTOPYIO OILIEHMBAaeTCS YyIIepd TpHU ToTepe
KOHTpOJII Hal 3allUIaeMbIMU JaHHBIMU (TMpU HApYIIEHUM UEJIOCTHOCTH WU
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cekpeTHOCTH). TO eCTh MOCTPOEHME HAAEXKHOM 3aLUThI ITO3BOJIUT HE IMOTEPSITh
OYeHb KPYIHYIO CyMMY JIEHeT.

OnHako pa3paboTKa HOBOM, XOPOUIO BIBEPEHHOMN M OTIaXKEHHOM cHCTEeMBbI 3allly-
THI HE TOJIBKO JOPOTOii, HO M BechMa IJTUTEIbHBIN Mpollecc. Pa3zpaboTka 0ObIYHO-
ro MPOrpaMMHOro obecreyeHus — He caMblil ObICTPOTEKYIIUI Mpoliecc, HO Mpo-
rpaMMEI, CBSI3aHHBIE ¢ 3aIIUTON, pa3pabaThIBaTh BO MHOTO pa3 CIIOXHEe.

Henocrarouno C(l)OpMy.TII/IpOBaTI) TEXHUYECKOE 3aJaHUE — HaAOo IIPOBEPUTH, YTO
HUKaKas KOMOMHAIMS 3JIEMEHTOB 6y;[y1uel71 CUCTEMbl HE OCTABUT JIA3EWKU IIpo-
TUBHUKY.

HemocraTouHo mMeTh TOTOBYIO K paboTe KOMAaHIY TPOrpaMMUCTOB — HEOOXOmM-
MO Hay4YMTh MX MBICIUTH B TEPMUHAX OE30MAaCHOCTH M MHCATh HE MPOCTOi M -
(beKTUBHBII, a HAIEXKHBIN W TTPOBEPSIOIINI BCE, YTO TONBKO MOXHO, KOJI.

HCZ[OCTHTO‘IHO NporHarb H3.60p OCHOBHBIX TECTOB — B IIPOBEPKE HYXKIACTCA Ka-
Kaass BETKa KaXXKaoro aJropmurmMa, BoO BCEX BO3MOXKHBIX pEXMMax.

IlosTOMYy BMECTO TOro, 4yto0bl HAUMHATh Pa3pabOTKy HOBOM CHUCTEMbl 3AILUTHI,
MHOTIAa ObIBaeT IpOIe IMPOBECTH CEPbe3HBI aHAIM3 CYIIECTBYIONICH KoMMepye-
CKOM CHCTEMBI Ha IPEAMET BbISIBICHUSI €€ MPUIOAHOCTU K PELICHUIO MOCTABIEH-
HBIX 33/1a4.

Haxe eciau paspaboTka Oblna MpoBeAeHA LEJIMKOM BHYTPU KOMIIAHMM, BTO elle
He O3HAYaeT, YTO HEeT HMKAKOTO CMBICIA B TIPOBEepKe KaduecTBa peanu3anuu. Pas-
paboTUYMKM M TIPOrPaMMUCTBI TOXE JIIOAM, a JIIOASIM CBOWCTBEHHO OIIMOAThCS.
[TosToMy oYeHbB TMONIE3HO MMETh ellle ONHY OIeHKY — OT JIIofei, He TTpHHUMAaB-
IIUX TIPSIMOTO YYacTusl B pa3paboTKe. DTO MO3BOJUT 3HAYUTENBHO MOBLICUTH CTe-
TTeHb YBEPEHHOCTU B CTOMKOCTH 3aIIUTHL.

OueBUIHO, YTO MMETb B IlITaTe KOMAaHAY CIELMAIMCTOB MO MH(pOpMaLMOHHOK
0e30IacHOCTH, CITIOCOOHBIX OBICTPO M KAYECTBEHHO IPOBECTH aHAIU3 3allWTHI,
MOXeT IMO3BOJMIUTh cebe He Kaxnbiii. Ho mins mpoBeneHMsT uccaegoBaHUl MOXHO
HaHATb HE3aBUCUMBIX 3KCIIEPTOB, MMEIOIINX XOPOILIYI0 PENyTaIuio B MOTOOHBIX
nenax. Kak mpaBuiio, Bce pe3ysbTarhl MOAOOHONW 3KCIEPTU3bI MEepearoTcsl 3aKa3-
YUKy M HE MOIYT OBITb OIyOJIMKOBAHEI 0€3 €ro corjaacusi.

IMonoG6HEbI aHanmu3 "mig cebss” MHOTAA YCTPAMBAIOT U PA3pabOTIMKU KOMMEPUECKUX
3aLIUT, KOTOPbIE XOTAT IOJIYYUTh HE3aBUCHMOE IMOATBEpXKIEHUE HAIEXKHOCTU pas-
PabOTaHHOrO MPOAYKTa, KOTOPOE IO3XE MOXKET ObITh UCIONB30BAHO B PEKIAMHBIX
uensix. OpHako "He3aBUCHMOCTD' TIOYYEeHHON TaKuM 00pa3oM OLIEHKU BechbMa CO-
MHHTENTbHA. Pa3paboTunK oXHUIAeT OT 3KCIIePTU3HI TOJIOKUTEIBHBIX PE3YIBTATOB U,
(akTuyecku, IIATUT UIMEHHO 3a HUX. Eciu e aKcrepTHoe 3aKiIoueHue OymeT He-
TaTUBHBIM, TO HUKTO HE 3aCTaBHUT pa3paboTYMKa eTo MyOIMKOBATh.

PaBYMeeTCSI, B X0I€ aHaJIn3a HaACXKHOCTU CHUCTEMBI 6630H3.CHOCTI/I, KOTOpYIO Ilj1a-
HUPYETCA MCIIOJb30BATb [IJIdd 3allUThl OYE€Hb BaXXHbIX IJAHHBIX, HE€AOCTATOYHO



naBa 19. KoMy 310 HyxHO 229

MIPOBEPITh TOJBKO YCTOMYMBOCTh K IPOCTEMIIMM BHIAM aTaK, KOTOpPbIE IIPOTHUB-
HHUK caM Oyner mpoGoBaTh B IEpBYI0 odepenb. TpebyeTcsl BHIIOJTHUTh aHAIU3 Ha
MaKCHMaJIbHO OOCTYIHYI0 I1youMHy. Ho HaumHaTth MOXHO M C CaMbIX IIPOCTBIX
aTaK — ecjIM OKaXeTcsl, YTO CHCTeMa HEeyCTOWYMBA K HUM, OCTaJIbHOE IPOBEPSITh
He o0si3aTeibHO. Hannuue maxe ogHOM YSI3BMMOCTYM CBOOUT BCIO 3ALLUTY K HYJIIO.

19.2.3. CnaBa

Cy1iecTByeT BecbMa MHOTOYMCIIEHHAs KaTeropusl JIOAei, MeuTaloliux Ipocia-
BUTHCS JIFOOBIM JTOCTYITHBIM UM CIIOCOOOM. DTHX CIIOCOOOB BEIMKOE MHOXKECTBO,
Y OHM OYEeHb CHJBHO OTJIMYAIOTCS IPYT OT ApYTra.

BonbimHeTBO NIoneit, BOIIENIINX B MCTOPUIO, HA TPOTSDKEHWM BCEW KU3HU
O4YeHb MHOTO TPYIWUJIUCh U MMEHHO 3TUM CHMCKAJIM cebe MUPOBOE MpPU3HAHUE.
Tak MOXHO HayaTh ¢ pa3pabOTKM COOCTBEHHON BEPCHUM MHTEPIIPETATOpa S3bIKa
BASIC unu smynsitopa TepMHHaNIa U 4Yepe3 HEeCKOJbKO JIeT CTaTb JUIEPOM TH-
raHTCKOl codTBepHOI (IIPOM3BOMAIICH IpOrpaMMHOe obecIiedeHre) MMITepUn
WM CaMOTO KPYITHOTO OTKPBITOTO MPOTPAMMHOTIO IMpoeKTa B mctopuu. Ho aror
IyTh He OYeHb HaIeXXeH — MUJUIMOHBI JIoAeil W30 IHS B JeHb paboTaoT HE TOo-
KJIamgas pyK, a cliaBa IMPUXOIUT JIIIb K eIMHUIIAM.

HexoTopbiM JIIOASIM yIaeTcsl BOCIOJB30BATbCS CUACTIMBBIM CTEYEHHEM OOCTOSI-
TEJICTB U TIPOCIAaBUThCS 32 OJUH JeHb, He MpHIarast K 3ToMy CBEpX4eJOBeYeCKUX
yeuuii. J1ocTaTOuHO MPOCTO OKA3aThesl B HYXKHOE BpeMsT B HYXKHOM MecTe, M U3-
BECTHOCTh IpuaeT cama. OmHako ¢dopTyHa — INTyKa HelpeacKasyemasl, M TakKoi
C1oco0 BXOXKIEHUST B UCTOPHUIO TOXE HE MOXET CUMTAThCST HAllEXKHBIM.

OpHako CylIecTBYIOT M Oojiee cTaOMIbHEIE CIIOCOOBI 3assBUTh O cebe. BecromHuMm
XOTS1 OBbI TyTh, M30paHHBIA B 356 romy mo H. 3. ['epoctparomM. OH cxer xpam Ap-
TeMuabl DdeccKoi, OmJHO M3 CEMM YyleC CBeTa, M, TeM CaMbIM, OCTABUJI CBOM
cnen B uictopun. He moxoms oo TakmX KpailHOCTel, KaK YHUYTOXEHUE MHPOBBIX
LIEeIEBPOB, BIIOJIHE MOXHO CTaTh M3BECTHBLIM, €CJIM OOpaTUTh Ha ceOs1 BHUMaHUE
JIOCTaTOYHOIO 4YMcjIa Jioaeil. A B 31oxy MH(pOPMAIMOHHBIX TEXHOJIOTMH 3TO He
OYEeHb CJIOKHO.

Ceifyac KOMIIbIOTEPBI HUCIIONb3YIOTCSI IOBCEMECTHO, M OT IPAaBMJIbHOI MX pabOThI
3aBMCHT IOBelIeHHE OYeHb MHOIMX OKPYXAIOLIUMX HAc Belllei: oT TU(TOB U CBe-
TO(OPOB 10 CAMOJIETOB U CTpaTeruueckoro Boopyxenus. M HapyiieHue B pabore
KOMITBPIOTEPOB MOXKET IPHBECTH K CEPbE3HBIM IOCIEACTBUSAM — OOCTATOYHO
BCIIOMHUTh BCE, Ye€M IIyTaju MPOCTHIX JIIOAEH KOMIIAHUU, BOBJIE€YEHHBIE B pelie-
Hue "mpo6nemsl 2000 roma”. MHorue U3 MX MPOrHO30B OBUIM HE YeM MHBIM, Kak
XOPOIINM KOMMEPYECKHM XOIIOM, TONTAJIKMBAIOIINM IOTPAaTUTh JAEHBIM Ha pe-
uieHue sroil "mpobnemer’. Ho Bemp cyliecTBoBala M peanbHAss OMACHOCTh He-
yIIpaBIsSIEMbIX HETaTUBHBIX MOCIEICTBUIA.
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To xe camoe KacaeTcsa u 3alUThl MHpopManuu. HecMoTpst HA To, YTO OOJIBIIMH-
CTBO JIIOIEH, TTONB3YIOIINXCS KOMIBIOTEpAaMM, HE OCO3HAeT B IOJHON Mepe Bcex
acrekToB HMH(OpMAIMOHHON 0e30MacHOCTU, TMOACO3HATEbHO OHM MOHUMAIOT,
YTO HAJIMYME IBIP B UCMOJb3YEMOM MPOTPAMMHOM ObecTrieYeHUH MOXET KOCHYTh-
cd M UX. YX CIMIIKOM YacTo 3a MocjieqHee BpeMsl IMOJb30BaTesIsIM MPUXOAUTCS
CJIBIIIIATh O TOM, KaK ouyepeaHOi BUpYyC OeCHpernsTCTBEHHO 1IECTBYeT MO TUIaHEeTe,
HaHoCs yllepO, OLleHUWBAaeMblii MUJUIMOHAMU JA0JulapoB. Beap u3 Kaxaoro coob-
ImIeHUsT 00 oOHapYKeHUN OYepeIHOI YSI3BUMOCTH CpelcTBa MaccoBoil MHMOpMa-
LIMU CTApaloTCcsl cliejaaThb TPOMKOE COOBITHE.

Bot u nonyvaercs, 4ro 4yenoBeKy WM KOMIIAHMM, OOHAPYKUBILIEH CI1ab0oCTh B IIMPO-
KO pacrpoCTpaHEHHOM CPECTBE 3aIlMThI, TOCTATOYHO OCTABUTh COOOIIEHUE O CBOEM
OoTKpeITHM B MHTEepHeTe. DTO coOoOIIeHne B CUMTAHHBIC Yachl OKAKeTCsl pasHeceH-
HBIM TI0O BCEMY MUY, TOSIBUTCS HA THICSYAX CANTOB, TOMAAET Yepe3 IOoYTOBbIe pac-
CBITKM MMJUTMOHAM TIOJIb30BaTesIeld, a TO 1 BBITUIECHETCS B Ipecce W Ha TelledKpaHax.
N ecnu aBTOp cooblieHusT He 3a0yIeT yKa3aTh CBOE MMsI, Y HETO €CTb MHOTO IIIAHCOB
OCTaThbCsl B TIAMSTH JTIOAEH, 8 3HAYMT, U B UCTOPUH.

OfHako y Xaxabl claBbl €CTh W Jpyrue MNposiBieHUs. B KOMIbIOTEpHOM Mupe
CYIIECTBYET IOBOJBHO MHOTOYMCIEHHOE COOOIIECTBO JIIOAEN, 3aHUMAIOIINXCS
B3JIOMOM KOMMEPYECKOrO MporpaMMHOro obecrneyeHust. OueHb 4acTo 3TH JTIOIU
O00BEIMHSIOTCST B TPYIITBI, BEIOMPAIOT cebe IMCeBIOHNMEI, a TpyIiaM — Ha3BaHWUSI,
Y HAYUHAIOT COPEBHOBATLCA C IPYTUMU MOAOOHBIMU KOMAHIAMMU.

Lexs copeBHOBaHUS, KaK TPaBWIO, — 3TO BBUIOKHUTH B CBOOOMHBIN JOCTYI
B3JIOMaHHYIO HOBYIO BEpCHIO TTPOTPAMMHOTO TIPOAYKTA PAHBIINE, YeM 3TO CHeIacT
Ipyras Tpymnma. BamomMoM cumTaercs To, YTO IporpaMMa MOKET MCITOIb30BaThCS
6e3 perucTpaluyl WIM TEHEpaTop PeTHCTPAIlMOHHBIX KOIOB IpUjIaraeTcs K Ipo-
rpamme.

Pa3yMeeTc;1, YJICHDbI I'PYyNIIbl HE OCTABJAIOT CBOUX PE€AJbHbBIX MMCH MJIM aJpE€COB,
" (i)aKTI/I‘IeCKI/I BCI0O M3BECTHOCTbL OHM CO3AI0OT M 3aKPCIIAIOT MCKIIOYUTEIIBHO
B paMKax CBO€ro coo01IecTBa.

19.2.4. YaoBonbCcTBUE

Ho xpome moneit, pByluxcs K ciaBe, BIACTH WJIM AEHBraM, €CThb M MPOCTO JIIO-
OOIBITHBIE. B GONBIIMHCTBE CBOEM OHHM WHTEPECYIOTCS He pe3yIbTaToM, a Ipo-
1eccoM MccienoBanus. I HUX He BaXHO, YIACTCS JTM OOHAPYXUTDH YSI3BUMOCTb.
Benp cam mporiecc MccaemoBaHUS MOXET TOCTABJISAThH OTPOMHOE YIOBOJIBCTBHE.

NMeHHO M3 TakKuX JIIOOOMBITHBIX, CTPEMSIIIMXCS MPOHMKHYTH B CaMyl0 CYTb, W
MOJIYYaIOTCsl OYeHb XOpOIllMe yYeHble. A HaydHOe MCCIeqOBaHKMe CPEACTB 3allUThI
MO3BOJISIET coOMpaTh MHGOpPMAIIIO, HEOOXOMUMYIO ISl BCECTOPOHHETO PaccMOT-
PEHUST COBOKYITHOCTU TIPUMEHSIEMBIX TEXHOJIOTHI 0e30IacHOCTH, BBISIBJICHUSI UX
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IJOCTOMHCTB M HEOOCTATKOB, a TAKXKE Bpra6OTKI/I peKOMCHHaHI/IfI 10 ITOCTPOCHHUIO
OoJiee HAIEXKHBIX CUCTEM.

OnHako y4eHbIe B CBOeii paboTe He MCIOJB3YIOT TaKyl0 KaTeropuio, Kak Mopab.
OHHM pelIaloT MOCTaBJICHHYI0 3amady JIOOBIMU ITOCTYITHBIMU cpencTBamu. U eciu
nepes YYeHbIM CTOMT IpoGJieMa HAaKOPMUTh HaceJIeHHe CTPaHbl, TO MPaBUJIbHBIM
pellleHreM OymeT SIBISIThCSA KaK YBeJIMYeHHe IIPOU3BOACTBA IPOIOBOJILCTBUS, TaK
U COKpallleHhe pa3Mepa HaceJIeHMs.

He ymaercs omHO3HAYHO TPaKTOBATh M TIOCIEACTBHS HAYYHBIX HCCIIETOBAHMI
CPEINCTB 3aIlUThL. Pe3ynbraTel aHaANMW3a MOTYT OBITh WMCITONB30BAaHBI KakK IS
VAYJIIeHWST HAJEKHOCTH 3alIUTHI, TaK W UIS HEMPaBOMEPHOTO IOCTyIa K WH-
dbopmannu, 3amuineHHON apyruMu. Ho ydyeHoMy, 1Mo GOJNBIIIOMY CYUETy, 3TO Oe3-
pas3IMYHO — TJIaBHOE, YTO OH XOPOIIIO BHITIOJHIII CBOIO paboTy.

Bo3MoXxHO, MMEHHO 3TO SIBISIETCS TEePBONPUYMHON WMIYIINX TOBOJBHO TABHO
CITIOPOB O TIPABWJIBHOM MOJMUTHUKE pasrialleHuss MHbopMauu 00 oOHapYKeHHBIX
HeJ0CTaTKaxX CPEACTB 3alIUTHI.

®opMaybHO MPUYMHON CITOpa SIBJISIETCS TO, YTO €CJIM OTKPBITO OIMyOIHKOBAThH
nHGpOpMAIIMIO 0 HANIEHHON ABIpe, TO ¢ HEKOTOPON BEPOSITHOCTBHIO YSI3BUMOCTH
OyIeT MCIOJIb30BaHA IS HAHECeHMsl yllepba OTHOMY WJIM HECKOJBKUM I10JIh30-
BaTeisiM. CliemoBaTesIbHO, OTKPBITO pasmiaiiate MHGOpMAaIUo o IpoblieMax,
CBSI3aHHBIX C 0€30MacHOCThI0, JO TOro, Kak pa3paboTYMK YSI3BUMOM CHCTe-
MBI pa3paboTaeT 3aIuIaTKy, HU B KOeM ciydae Hejb3sd. M momoGHO# Mmo3uimu
MPUIEPKUBACTCST OOJIBIIMHCTBO KPYITHBIX IIPOM3BOAUTENIEH IMPOTpaMMHOIo obec-
MeYeHMsI.

Ho, ¢ apyroit cTOpoHBI, ecIu TONB30BaTeIM He OymyT 3HATh O MOTeHIMATLHOI
yrpo3e, a TPOTUBHUK YXUTPHUTCS TOJIYYIUTH MOCTYN K WHMOPMAIMU 00 ySI3BHMO-
CTW WJIM HAWAeT IBIPY CaMOCTOSATEIHHO, TTOCIEACTBUAS aTaKi MOTYT OKa3aThcs 00-
nee cepbe3HbIMH. K TOMy e XmaTh, IoKa OymeT BBHINyIIeHa 3ariaTka, WHOTa
MPUXOONUTCA OUYeHb IONTO. Bemb mameko He Bce MPOU3BOMUTENH ITPOTrPaMMHOTO
obecITedeHrs CTaBAT BOIPOCH O€30IMAaCHOCTH Ha TepBOE MECTO (XOTS B IOCHEM-
Hee BpeMsI MHOTHE M3 HHX 3asBJISIOT 00paTHOE, BUAMMO, CTPEMSICHh BOCCTAHOBHTD
TTOIIaTHYBIIIeecs TOBepHe Tob3oBaTeiieil). Bce 3To MPUBOAMT K MBICIH, YTO
TOJIEKO TIOJTHOE ONMMCAHMe BceX JeTaleil HOBOM YSI3BUMOCTH TTOATOTOBUT TOJB30-
BaTelieil K BO3MOXHOI arake W MOATOJIKHET Pa3pabOTYMKOB K CKOpEWIIeMY CO3-
JAHWIO 3aIIaToK. M 3Ty MO3HMINIO TTONAepKMBAIOT OYeHb MHOTHE CITeMATACTHI
Mo WHMHOPMAIIMOHHOI 6e30IMacHOCTH.

19.2.5. CnpaBegnmMBocCTb

HMHorpa uccnegoBaHue UM Jaxe B3JOM 3aLIUThI IPOU3BOAUTCA C LEJIbIO obecrie-
YyeHUsl 0e30IacHOCTU rocygapcTtsa MJIM BOCCTAHOBJICHHA 3dKOHHOCTH. HaanMep,
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ecny uHdopMauusg Ha KOMIBIOTEPE JIMLA, MOJ03PEBAEMOrO B COBEPLICHUU Ipe-
CTYIUICHUSI, TIOJTHOCTBIO VUIM YaCTMYHO 3amr¢poBaHa, TO CYI MOXET BBIIATH pas-
pelieHne Ha aHaaW3 WCIOJIb30BAHHOTO CPEICTBA 3allWTHl W Ha W3BJICUCHMHE
CKPBITBIX TaHHBIX.

OdyeHb MOX0Xasl CUTyallusl M C MCCAeNOBAaHMEM BpPEIOHOCHBIX MPOrpamM: BUPY-
COB, TPOSTHCKMX KOHe#l U T. 1. Pa3paboTyuku aHTUBUPYCHBIX MPOrpaMM MPOBOAST
aHaJM3 BHYTPEHHEro yCTpOWCTBAa BUPYCOB A pa3paboTKu 3(PheKTUBHBIX METO-
JIOB MPOTUBONENCTBUS MM. DTO He SBISETCS MCCAeNOBAHMEM 3allUThl B YMCTOM
BUIE, HO, 0E3ycIOBHO, OTHOCHUTCS K MH(pOPMAalMOHHON 0e30MacHOCTH CaMbIM
MPSIMBIM O0Opa3oM.

19.3. CuHTEe3 n aHanus3

Kak BupmHO, cyliecTByeT HOBOJIBHO MHOIO NPUYMH 3aHMMAaTbcs MCCeqoBaHUEM
cpenctB 0e3omacHocT. Ho mpoBoauTh aHaIM3 3allUThI CITOCOOEH AalieKo He Ka-
XObIN YeJa0BeK.

VY pasHbIX J101ei1 MOIYT OBITh COBEPIIEHHO pa3Hble CKIIOHHOCTH. KoMy-To Ominke
€CTeCTBeHHbIe HayKu, oOllleHHe ¢ mpHupomoii. KTo-To mpenmouynTaeT 3aHUMATHCS
COIIMAIBHBIMU BOIPOCAMM, M3y4yaTh dYeloBekKa W obmiectBo. KTo-To TsTOTEET
K TOYHBIM HayKaMm. BapmaHTOB oueHb MHOTO.

Ho ecnu paccmarpuBarh Jtroneil 1o6oii mpodeccruu, To UX MOXHO pasieuTh Ha
TeX, Y KOro €CTh CIOCOOHOCTH K IPOrpaMMMPOBAHUIO, U TeX, Y KOTO TaKUX CITO-
coOHOCTEl HeT. A YTO OTJIMYaeT MPOrpaMMUCTa OT HemporpammucTa? Kakmmu
CIEIUAIbHBIMU CIIOCOGHOCTSIMU JTOJDKEH 00JIafaTh YeIOBeK, YTOObI €My XOpOILIO
JaBajIoCh IporpaMMHUpoBaHue?

[MporpaMMucT 3aHMMaeTcs TeM, YTO peaju3yeT aTOPUTMBI Ha 3aJaHHOM SI3BIKE
MporpaMMIpoBaHus. B ero pacmopsckeHHM ecTh HAOOP KYOMKOB — pa3pelleHHBIX
SI3BIKOM KOHCTPYKIWI, M OH CKJIAIbIBaeT 3TH KYOMKHM TaKUM 0OOpa3oM, UYTOOKI
MOJIyYnjIach HyXXHas KapTHHKA, MPeICTaBISIoNIas coboil alroput™M. A KpHUTepHUit
MPaBUJILHOCTH KApTUHKM 3aKJTI0YAETCS B TOM, YTO JUTS JIFOOBIX BXOMHBIX TAHHBIX
MOXHO TIPOWTH TIO IIEMOYKEe OT MEepPBOTO JO MOCIeTHEero KyOWKa M IMONYyYUTh 3a-
JMAHHBIA pe3ysbTaT.

Pazymeercs, mmoutu Bceraa CylIecTBYeT Oojiee OQHOIO CIoco0a CI0XUTh KYOUKH,
HO M KOHEYHBle KapTUHKKU OYyIyT OTIIMYATHCS IO MHOTMM XapakTepucTukam. by-
IOyT pacXOXIEeHUsS B KOJMYECTBE HMCITONB30BAHHBIX KYOWKOB (B pasMepe Koma) U
JUTMHE IIEeTIOYKM OT TIePBOTO IO TochenHero Kyouka (B ObicTpomeiictBun). Heko-
TOpbIe KYOMKHN MOTYT CTOSIThb HEMpaBWJIbHO (OIIMOKN). Y KOHEYHO, B pe3yibTaTe
OymeT pasamvarbcs BpeMsl, KOTOpOe IPOTPpaMMUCT TIOTPATHT Ha CKIIambIBaHUE
KapTUHKH 13 KYOWKOB.
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IIporpaMMuUCTOM OOBIYHO CTAHOBUTCS TOT, KOMY OBICTPO YAAeTCsl CKJIAAbIBaTh
KyOUKHU. A XOpOIIU MPOrpaMMMCT JeJlaeT 3TO ObICTPO, MCIOJIb3yeT MUHUMAJb-
HOE 4MCJI0 KyOMKOB M He JOIMYycKaeT Impu 3ToM oiuubok. I[IporpamMmmupoBaHune —
9TO YMEHMeE pellaTh 3aJauyd CHHTe3a.

HccnenoBareneM Toxe MoxeT ObITb He Kaxkablil. MccinenmoBaHuss — 3To peleHue
3a7ay aHanusa. Korga aHaJIMTUKY TOKAa3bIBAIOT LENYI0 KApTUHKY, OH JOJIKEH
yMeTbh OBICTPO pa3obparh €e Ha OoTAelbHbie KyOouku. Yaie Bcero, KapTUHKA Ipe-
cTapjsieTcsl MPUOIUBUTENIBHO — MeJIKMe JeTali He BUAHBI, a HEKOTOPBIX par-
MEHTOB IPOCTO He XBaTaeT. M aHaIMTUK TOAYMBIBAET, YTO JOJDKHO OBITh B OTCYT-
CTBYIOIIIMX MeCTaX W KaK HMMEHHO Obl1 pealu3oBaH TOT WJIM MHON y3ell.
M, XxoHeyHo Xe, MbITaeTcsl HAWTH OIIMOKM, TTO3BOJISIOIINE 3aCTABUTh KAPTUHKY
BecTH cebs1 He TaK, KaK IUIaHWPpOBajl pa3paboTUUK.

IMourn Bcerma mjsg TOro, YToObI MOHATH, KaK paboTaeT IporpaMma, TpebyeTcs
HayaTh AyMaTh TaK, KaK AyMajl mporpaMMmucT. Ml mpoHMS 3aKiIr0YaeTcsl B TOM, YTO
€CcJIM TIpOrpaMMUCT ObUI XOPOIIWK M MCIOJb30BaJ ONTUMAJbHbIE pEIIeHUs, TO
9TH peIlleHMsI OYeHb JIETKO TpencKasarb, M TOTHa Jaxke I0 OYeHb Ipyboil cxeme
AHATUTUK OymeT B COCTOSIHMM BOCCO3[aTh Bce NeTaiu. A BOT eclid IpPOrpaMmy
Imycajl 4YeloBeK, He 3a00THUBIIMIICS O MpUMeHeHHU Hanbojee 3((GEeKTUBHBIX pe-
LIEHU (M0 HE3HAHUIO MJIM HaMEPEHHO), aHATU3 CTAHOBUTCSI 3HAUUTENBHO CIOXK-
Hee — MPUXOAMTCS BHUMATENbHO pAa3MsablBaTh Kaxaylo aetaib. UIMeHHO Io
9TOMY TpHU peau3aliu CPEeNCTB 3alIUThl TpeOyeTcsl yXoauTh oT 3¢hdeKTUBHOCTU
MPOrpaMMUPOBAHUSI — 3TO 3aTPYAHUT MPOBEACHUE aHATU3a TPOTUBHUKOM.

Kcrarn, HecMOTps Ha TO, YTO HCciemoBaTeb MPOrpaMM IOJIKEH XOPOIIO TIpemd-
CTaBIATh cebe, Kak paboTaeT MPOrpaMMUCT, COBEpIIEHHO He 00s3aTelbHO, YTO
YeJIoBEKY, CKIIOHHOMY K aHaJM3y, OyIeT XOpOIIo HaBaThCs CHUHTE3. YMEHHE XO-
POIIIO MPOrPaMMUPOBATh HE SIBJISIETCS] 00sI3aTeIbHBIM MIJIS1 AHATUTHKA.

ToyHO OIIEHUTH COOTHOIIEHHWE JIONEH, CIIOCOOHBIX K CHUHTe3y (ITPOrpaMMUICTOB),
U JIIoJei, CrocOOHBIX K aHaau3y (MccienoBaresieii), TOBOJbHO CIOXHO, HO MOXHO
MPEATNONIOXUTh, YTO HA 95 MPOrpaMMUCTOB MPUXOAUTCS NMPUMEPHO 5 UccieaoBare-
neit. TTomoOHOe COOTHOILIEHUE HEeIJIOXO BIMCHIBAETCSI B CYILECTBYIOLIYIO MHAYCT-
pUI0 pa3pabOTKM IPOrpaMMHOro obecreueHMs. Tpyd IporpaMmucra Tpebyercs
OUYeHb YacTo, a 3HAYWT, y MPOrpaMMHUCTA €CTh IIAHC HAWTH PaboOTy B OTPOMHOM
gymrcie MecT. Ho xopoinmx mccienoBaTesieil Majgo, U MX Iepen30bITKA TMTOYTH HUKO-
raa He ObIBAeT, a 3HAUMT, Y aHAJIUTUKA MEHbIIIE 1IaHCOB MOTEPSITh padoTy.
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NHTepHeT — N
Knage3sb UHcpopmMauuun

Korz[a nepen aHAJIMTUKOM CTaBUTCA 3adaya IMPOBECTU MCCICOOBAHUE OIPEOCIICH-
HOIro IIporpaMMHOIo KOMILJIEKCA, HCO6XO,£[I/IMO C YE€ro-to Hayarb. Pa3yMeeTc51,
MOXHO Cpa3y BOOpPYXUTHCS OTIag4YUKOM MU Z[I/ISaCCCM6I[€p0M N TIONBITAaTbCHA
BHUKHYTb BO BC€ AC€TAJIN, HO IJIA COBPEMEHHLIX ITPpOTrpaMM TaKOM MOAXOoHd Majo-
IPpUTOACH — Y2K CJIHMIIKOM BEJIIMK HUX o0BeM.

OpHako oyeHb MHOTO MoJjie3HOW MHdopMaluu od ucciaeayeMoil mporpamme Mo-
KeT ObITh HalimeHo B MHTepHeTe. I /1aBHOE — 3HATH, YTO, Ilie M KaK MCKAaTh.

20.1. Y1o uckatb B UHTEpHeTe

Kax mpaBuio, mobast cucTeMa 3alluThl IO TOTO, KaK CTAHOBUTCS TOCTAaTOYHO TO-
MyJISIPHOM, 4YTOOBI MpPUBJIEYb MHTEpPEC UccieaoBaresieil, MPoXoAUT BechbMa IJIMH-
HBIN TTyTh pa3BUTHsI. M oYeBHIHO, YTO OONBIIMHCTBO MPOIAYKTOB IIPH ITIEpexoe
K CIIeAyIolleil Bepcu U3MEHSIeTCS B CTOPOHY yciaoxHeHus. Benb cHauama paspa-
OOTYMKM CO3IAIOT 3AIIUTY B TAKOM BHUIE, B KOTOPOM OHHM CUMTAIOT €€ PaboToCIo-
cobHoii. Ho, CTONKHYBIIMCH ¢ HEKOTOPHIMM THUIIAMHU aTakK, KOTOpble He ObLIU
MPEeTyCMOTPEHBI B CYIIECTBYIOIIEH BEpCHUH, TTPOrPAMMHUCTHI BKITIOUYAIOT B KOJI HO-
BbI€ BJIEMEHTHI 3alUTHI.

CrenoBarenbHO, MOXHO TIPEATONOXUTh, YTO IIPOBECTH UCCiIeqoBaHUE Oolee
pPaHHMX BEPCHil TOU XK€ CUCTEMBI, a IIOTOM ITIepEeHECTH IOJyJYeHHble 3HAHUS Ha
aKTyaJTbHYI0 BEPCHUIO OyIeT Ipolie, YeM cpasy OpaThcs 32 caMylo CBEXYI0 BEPCHUIO
MPOTPaMMBI. A 3HAYUT, HEOOXOAMMO HANTH MpeAbIAyIIne BEPCUU, U 4eM OOJbIIeE,
TEM JIy9IIIe.

HMHorma pa3paboTyvKy 3alIUThI, CAMM TOTO HE IOHMMAs, IyOJMKYIOT MH(pOpMa-
LIMI0, TIOMOTAIOIIYI0 MPOTUBHUKY HAUTU YI3BUMOCTb. [loaToMy oOYeHb BaXKHO
BHUMATEJIbHO M3YYNTh BCIO JOCTYITHYIO JOKYMEHTAIlMI0 M WHOOpPMAIIO, TIPUBO-
auMylo pazpabotuyukom B MHTepHeTe.

Ho Hepenku cimyyau, Korma, BOBpeMsl OIOMHMBIIMCH, pa3pabOTYMK yaaaser
omacHble ¢akTel M3 Bcex ommcaHuit. [TosToMy XejaTeabHO TpPOCMATpWBATh HE
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TOJIbBKO TEKYIIYIO JOKYMCHTAIUIO, HO U TO, YTO OBLIO JOCTYIITHO HECKOJIBKO JIET
Hasan.

Taxkke Hemanblii MHTepec MPEICTaBISIIOT BBICKA3bIBAHUS APYTUX JIOACH, uccie-
JIOBAaBIINX Ty K€ CaMyl0 CHCTeMy 3aliuThl. Begb mHOrma B Ipymnimbl HOBOCTEH MM
Ha MHTEpHEeT-CTpaHUILbl IMOMAAal0T BechbMa IOAPOOHBIE OIMMCAHUS YSI3BUMOCTEH
TOM WJIA MHOM CUCTEMBI.

ITpaBna, He Bce a0aM OOIIAIOTCS HA OMHOM ¢ Hamu s3bike. KoHeuHOo, OOIbIIMH-
CTBO JI0Aeil, MHTEHCUBHO HCIIOJb3YIOIIMX KOMIBIOTEP, B TOM WJIM UHOM OO0beMe
BJIANCIOT AQHIIMMCKUM SI3BIKOM, HO Belb O4eHb MHOTHME IHIIYT, HallpUMep, I10-
HUCIIAHCKM. A caMblif paclpocTpaHEHHbI Ha 3eMJie SI3bIK — KWUTANCKWUI, U UH-
¢dopmanmyu Ha HeM JOBOJIHLHO MHOTO.

A ¢ JTOMalIHUMM CTPAaHWYIKAMM €CTh ellle OfHa MpobjeMa — OHM YacTo HMcue3a-
1oT. YemoBek cobmpaeT HEKOTOpPYI0 MHGOPMAINIO, CO3MAeT CBOIO CTPAHWUYKY U
pasMelaeT Ha Heil Bce, YTO Xo4eT MoKas3aTh APYyruM. Ha TpoTsskeHnr HeKOTOpo-
ro BpeMeHH, ITOKa eCTb XeJJaHWe W BO3MOXHOCTb, WH(OpMAIs OOHOBISETCS.
IMotoM, Korga MOSBIAIOTCS Apyrue 3a00THI, CAaliT HEKOTOPOE BPeMs CYIIECTBYeT
B HEM3MEHHOM BHUe. A IOTOM, HAaIpuMep, KOHYAETCS OIIAYeHHBIH TEepUoOI WMC-
MOJIb30BAHUS TOMEHHOIO MMEHHU WJIM MPOMCXOOUT YTO-TO APYroe, U CTpaHUUKA
repecTaeT OBITh JOCTYITHOM.

20.2. Kak n rge nckatb

Tak Kak e HalTW Tpeaplayliue BepcUM MporpamMmHoro obdecrneueHusi? Kax mpo-
YUTaTh TO, YTO HAMKMCAHO HAa HE3HAKOMOM SI3bIKE, WJIM TO, YTO aBTOPhI AABHO yna-
JIUJIM co cTpaHull cBoero caita? K cyacTblo, CyliecTByeT MHOTO pa3HbIX IyTeH.

20.2.1. Google

Kaxapiii xopolnii ucciaenoBareib JOJKEH YMETh MCIIOIb30BaTh MOMCKOBBIE CUC-
TeMBI. A JIydiieil OecIjIaTHON MOMCKOBOIM CHMCTEMOI Ha CETONHSIIHUI JeHb, I10-
xoxe, sBasiercs: Google (www.google.com). B Google nmpouHaeKCUpoBaHbl U CO-
XpaHEHbl TUTAHTCKUE O0BbeMbl MH(MOpPMALUM — II0 COCTOSHHUI0O Ha 17 HOsIOps
2003 roma B mHaekce 66Ut 3 307 998 701 mokymeHT. M 3TO MO3BOJISIET B CUMTAH-
HbI€ CEKYHIBI IIOJIy4aTh OTBETHI HA caMble Pa3HOOOpPa3HbIE BOIIPOCHI.

Tak, HampuMmep, eciu B IporpamMme TIpUMEHsIETCS] HEKOTOPHBIN aITOPUTM, OIepH-
pYIOLIMIA KOHCTAaHTaMM, KOTOpbIE JIETKO HAaxomsTCs B KOJA€, MOXHO BBIITOJHUTh
MMOMCK 3TUX KOHCTAaHT B Google m, ¢ OONBIION BEPOSITHOCTHIO, Cpa3y MOJYIHNThH
Ha3BaHMe, ONMCAHUE U UCXOMHBIN TEKCT UCMOIb30BAHHOTO AJITOPUTMA.

Kcrat, Google MOXHO MCIOJIb30BaTh M Ul IPOBEPKM IPABUJIBHOCTH HaITHMCa-
HUsI CIIOPHBIX CJIOB M BbIpaxKeHHMI. [1O0CTaTOYHO CPaBHUTh KOJMYECTBO HAMIEH-
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HBIX PE3YJbTATOB IS KAXIOr0 M3 BAPUAHTOB HAIMCAHUSI, U TOT BapUaHT, KOTO-
pBlil BCTPEYACTCsl 3HAYMTENBHO Yallle APYIUX, MOYTH Beerna OyaeT MpaBHIbHBIM
(pasymeeTcsl, €CIM MCXOOUTh M3 TOTO, YTO OOJBIIMHCTBO IOJb30BaTeNel MHIIYT
IpaMOTHO).

Henb3s He ymoMsHYTh M Takylo BaxkHYylo cocTapismwoinyio Google, Kak KoIil.
Google coxpaHsieT B cBoeil 06ase He TOJbKO MH(pOPMALMIO O TOM, KaKoe CJIOBO
B KaKOM JOKYMEHTEe BCTpeyaloch, HO M CaMO COIEpXHMMoe NOKyMeHToB. M ecnu
JOKYMEHT ObLT mpouHIekcupoBaH Google, HO B HacToslIiee BpeMsl HEIOCTYIIeH,
MOXHO OOpaTMTbcs K K311y W Y3HATh CONEPXHMMOE MOKyMeHTa. Tak, Jas Toro
YTOOBl TMPOCMOTPETh, HAMPUMEP, COXPAHEHHYIO KOIMIO 3arJlaBHOW CTpPaHMIIBI
caiita KOMIIAaHUU Intel, Heo0XoI1MOo o0paTuThes o ampecy
www.google.com/search?q=cache:intel.com.

20.2.2. Google groups

Eme omna ¢dynkimg Google — mouck B Tpymnmax HoBocTeil. MMMeHHO B 3THX
rpynmnax oYeHb YacTo MyOJUKYIOTCSI MHTEPECHBIE OTKPBITHSI, CACIaHHbIC CAMbIMU
Pa3HbIMU JIOAbMU.

OGBLIYHO BpeMsI JKU3HM COOOIIECHMII Ha cepBepax HOBOCTEH COCTaBISET OT CHJIBI
HEeCKOJIbKO Henmenlb, a Google MOMHUT OOJBIIMHCTBO COOOIIEHUM, pa3oCIaHHBIX
HaunHag ¢ 1996 roma.

20.2.3. Babel Fish

Ecnin xakas-HuOyab M3 HaWIEHHBIX CTpaHMYEK HalucaHa He Ha aHMJIMHCKOM
sI3bIKE, €€ He O4YeHb TPYAHO MepeBecTu. IIsi 3TOro MOXHO BOCMOJb30BAThCSI OJI-
HUM K3 CYILIECTBYIOUIMX OHJAWHOBBIX MepeBoAUYUKOB. CaMbIM M3BECTHBIM Cpeau
HUX, HaBepHoe, siBisieTcs Babel Fish.

Babel Fish mosBossier nmepeBoIUTh ¢ aHIIMICKOIO HAa KUTAMCKUI, (DpaHIy3CKUIA,
HEMELKUWIA, UTAUIbSHCKUAMN, SIIOHCKUMN, KOPEUCKUNA, MOPTYTaJIbCKUA, UCTAHCKUMA
U HAoOOpOT. A mepeBod HAa AHIIMMCKUMN S3bIK MOXET ObITh BBIIOJIHEH TaKXKe
U C PYCCKOrO.

Babel Fish ucnonbsyer npu nepeBome TexHojornio SYSTRAN u mocryneH 1o
agpecy babelfish.altavista.com.

20.2.4. The Wayback Machine

Becbma Brevarnsier cBoMMHM Bo3MoxHocTssMu TpoekT The Wayback Machine,
C TIOMOIIBIO KOTOPOTO MOXHO OYKBaJIbHO MOOBIBaTH B MPOILIOM U YBUIETh, Kak
BBITJISIIEN TOT WM MHOU callT HECKOJIbKO JIeT Ha3a/l.
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HMmenno ¢ momompio The Wayback Machine mHorma ygaercss moixyduTh MHMOp-
Mallyio, KOTopasl cHayaja OblUIa OIyOJMKOBaHA pa3padoTUYMKaMM KaKoW-HUOYIb
MporpaMmbl, a 3atem yaajneHa. Benb Wayback Machine xpanut konuu 30 Muiiu-
apI0B MHTePHET-CTPaHUIl, cobpaHHbIX ¢ 1996 rona.

Kpome Toro, crapeie BepcuM CTpaHMUYEK XPAHSIT CCHUIKM Ha (ailyibl mpeablaymx
Bepcuii mporpaMMbl. M, xota camu ¢aiilbl HETOCTYITHBI, MOXHO BBISICHUTBH WX
TOYHBIE UMEHA M TOIBITATHCS BBITTOJHUTDh MOMCK APYTMMU CPEACTBAMU.

Panbme The Wayback Machine nmo3BoJisiia Mpou3BOAUTb MOUCK TOJBKO IO ajpe-
caM CTpaHWII, HO He 1O UX COMEPXKUMOMY. 3aTo IUTSI KaXIOTo ajpeca MoKasbiBa-
JIOCh, KoTma OblTa coXpaHeHa KOIWS CTPAHWUIIBI M OTIIMYANach U OHA OT IPeIbl-
nywmeir Bepcun. Ho ceituac B pamkax Wayback Machine nosiBuiicsi cepBuc Recall
(HaxomAIIMIiCS TIOKAa B CTamuUM OeTa-TEeCTHMPOBAHMS), TO3BOJISIONINI BBITOTHSTDH
MTOJTHOIIEHHBIN TeKCTOBBIN MoMcK 1o 11 MuutmapaaM coXpaHeHHBIX CTpaHWII.

The Wayback Machine moxHo HaiiTu 1o aapecy web.archive.org.

20.2.5. FTP Search

Ecnu usBecTHO TOuHOE uMs (haiijia, TO €ro MOXHO MomnbiTaTbesd Haiitu Ha FTP-
caiitax. Ho o06xonuTh cailThl OAMH 32 OPYTMM — 3aHATHE IOYTU OEe3HaLEXHOE.
Iopazno s¢dpdexkruBHee Bocnonb3zoBathest ciayx6oit FTP Search, po6oT kotopoii
C HEKOTOPO# TepHOTNIHOCThIO OOXOMUT Bce M3BecTHBIe eMy FTP-cepBephl u 3a-
MMOMUHaeT MH(opMalKio 0 HalAeHHBIX (daiiaax.

Takux cnyx6 moBoiabHO MHoro. Ilporpamma ReGet Deluxe, Hanpumep, ymeer
BBITTOJTHSTH MOMCK (aiiioB B cemu Karainorax FTP-caiiTos:

O SunSITE (sunsite.cnlab-switch.ch:8000);
FileSearch.ru (www.filesearch.ru);
LapLink (ftpsearch.laplink.com);
Rambler (ftpsearch.rambler.ru);

SUNET (ftp.sunet.se:8000/ftpsearch);
FtpFind (www.ftpfind.com);

auoaaaoaa

FileMirrors (www.filemirrors.com).

20.2.6. Peer-to-Peer networks

Euie ogHo MecTo, rme MOXHO HAaWTH MOYTH BCE YTO YrOMHO, — 3TO MUPUHIOBbIE
(Peer-to-Peer) cetu. IlepBbIM IIMPOKO M3BECTHBIM MX IIpeAcTaBuTeaeM Obul Nap-
ster, MpeaHa3HAYeHHBI A1 oOMeHa My3bIKaJIbHbIMU KoMIo3uiusmu. Ceityac
CYIIECTBYET MOBOJBHO MHOTO pa3HBIX (hailToOOMEHHBIX ceTel, Hampumep eDon-
key2000, iMesh nnu Kazaa.
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B nupHMHIOBBIX CcETSAX HET OJHOTO KOHKPETHOTO MecTa, Tae xpaHutcs daiin. Kax-
JbIi MOJb30BaTeNlb IejaeT oOLIEAOCTYTHON (PparMeHT cBoeil (hailJIoBOll CHCTEMBI
U nepenaeT MHboOpMalUo 0 HaxoAsuxcsl TaM (aitaax Ha cepBep. Jdpyroil monb-
30BaTeNIb MOXET OOpAaTUTBCS K CEPBEPY M Y3HATh, Y KOTO €CTh MHTEPECYIOIIUMN ero
aitn. Tlocae sToro ycraHaBaMBaeTcsl MPsSIMOE COSAMHEHUE MEXIY ABYMS MOJb30-
BatelssMu (0e3 yJyacTusi cepBepa), M BBINIOJHSETCS Nepeqadya OJaHHbIX. [lpu aToM
pasHble (parMeHTbl OJAHOTO U TOro Xe aiiaa MOryT CKauMBaTbCs cpasy y He-
CKOJIbKUX TMojib3oBatesieil. M eciin omuH U3 Mojib30oBaTesielt, Y KOTOPBIX 3TOT daiin
OblT B HAJIMYUU, OTKJIIOYAETCS] OT ceTH, (pparMeHT MOXET ObITh CKayaH y KOro-TO
JIPyroro.

PazymeeTcs, B TUPUHTOBBIX CETSIX MOXHO HaWTH TOJIBKO TO, YTO KTO-TO U3 IOJb-
30BareNieil BBUTOXKWI B OTKPBITHIA mocTyn. Ho crapble Bepcuu Iporpamm Tam
MOXHO BCTPETUTH JOBOJBHO YacToO.

20.2.7. Pacnpopgaxwu

Eie onuH croco® HaiTh crapble BEPCUM MPOrpaMM — KYIMTh MX HA paclpomaxe.
MHorga pacnpoaaxu ycTpaMBalOT caMH IIPOM3BOAMTENM IIPOrPaMM M OTHAIOT yC-
TapeBIIMe BEPCUU 110 CUMBOJIMYECKUM IieHaM, Hampumep $ 10 3a Kaxayo KOMuio
MPOAYKTa, KoTopas ctouaa B cBoe Bpemst $ 200.

Ipyroif BapyaHT HAWTH YIIeHEHHOE TIPOTpaMMHOE obecIiedeHNe — BOCTIONb30BATh-
csl OHJIAHHOBBIM ayKIIMOHOM, HampuMep eBay. Ha TakoMm aykivoHe jerajibHbIH
TOJTE30BaTeNb, PEIIMBIINIA MO KAaKMM-TO TPUIMHAM OTKA3aThCS OT MCITOJIb30BAHUS
MpOrpaMMBbl, TIPOIAET CBOIO JULIEH3UIO KOMY-To npyroMy. M, pasymeercs, rnpu aTom
OH TIPOCUT MEHBIIIe IeHET, YeM caM 3aIlIaTiiI TIPH TTOKYITKE.

20.3. CamopasButue
W UHTeNNIeKTyalbHble Urpbl

Kpome mHdpopManum o KOHKpeTHOM TpoayKkre, B MHTepHeTe MOXHO HaWTH M
3HaHMA. B cBoeif paboTe McciaemoBaTe b 3alIUTH HEPEIKO CTATKWBAETCS C paHee
He BCTPEYABIIMMCSI M HEIOHSITHBIMM €My MeTomaMu M TpueMaMu. WM mis Toro
YTOOBI pa3obpaThcsl B OCOOEHHOCTAX WX peald3allid, TPUXOANTCS MHOTOMY
YIUTBCSL.

K CYacTbhbio, B CETU MOXKHO HalTU HECKOJIbKO CaﬁTOB, AdBTOPbI KOTOPBIX coGpaJm
KOJUIEKIIUIO 3a1a4 pa3H0fI CJIOKHOCTHU M OpPraHMU30Ba/JIM KOHKYpPC-UTPY IO UX pe-
meHuto. MHorna 3amaHus IIPOCTO BBIAAIOTCA OOHO 3a APYIMM, MHOrga LEIlb 3aaa-
HUI IaXxe CBSI3aHa KAKUM-TO CHOXKETOM.

3amaHus MOTYT OTHOCUTBCSI K CAMbIM Pa3HbIM O0JIACTSIM: MPOrpaMMUPOBAHUIO HA
nonyysipHbix s3bikax (Assembler, C, Haskel, JavaScript, Perl, Python), cereBbiM
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TEXHOJIOTHMSIM, MaTeMaTHKe, JIOTHKE, KpUNITOorpadu M cTeraHorpadun, yMEHUIO BbI-
MOJTHSATh MoUcK B MIHTepHeTe, paboTaTh ¢ OTJIaquuKaMu 1 Au3acceMoiepamMmu U T. .

ITepBble 3amaHus OOBIYHO OYEHb MPOCTHIE M PEIIAIOTCS HEMOATOTOBIEHHBIM Ye-
JIOBEKOM 3a CUMTAHHBIE MUHYTHI. PellleHWe 3amaHUil TEpBOTO YPOBHS ITO3BOJISAET
MOJIYYUTh TOCTYN K CJENyIoleMy YPOBHIO U ero 3agaHusM. Kaxnpiit ciemyroniuit
YpOBeHb CTAHOBUTCSI Bce TpydHee M TpebyeT Bce OOJbIIe 3HAHWI, TTONTANKUBAS
TEM CaMbIM YYACTHHUKOB MTPBI K CAMOOOPa30BAHUIO.

Yacto urpe comyrcTByeT GopyM, B KOTOPOM paspellieHO OO0CYXAaTh BOIPOCHI,
Kacarolrrecs: MPOXOXIECHUS TOTO WJIM WHOTO YPOBHS, HO HEJb3sl MPOCUTH W Ja-
BaTh MPSIMBIX IMOACKA30K IO pellleHHIo 3amad. M moutu Bcerma MoXXHO Y3HaTh, HA
KaKOM YpOBHE HAXOMWTCS KaXIBI M3 YIaCTHMKOB, M TOHSTH, YTO TOYTH BCETAA
€CThb K YeMY CTPEeMHUThCS.

MarepuaibHbIX IPU30B B MOMOOHBIX MIPAaX MOYTH HMKorga He OwniBaeT. Ho yua-
CTHUKOB, KpOMe pPelTUHTa B O0lIeil Tabiulle KOHKYPCAHTOB, XAeT Ooyiee 1LieHHas
Harpajga — 3HAHUS W HAaBBIKW, ITOJTYYEHHBIC B X0/ pellleHWs] KOHKYPCHBIX 3a1ad.

Pa3yMeeTc9[, MO 00HbBIE UTPbI UHTCPECHDBI JAJIEKO HE BCEM. HO, IIOXO0XK€E, JIIOOU CO
CKJIOHHOCTBIO K MCCJIEAOBAaHUAM ITOJIYYarOT OI'POMHOE€ YIOBOJIbCTBUE OT PEIICHMUs
TaKMX I'OJIOBOJIOMOK.

TCM, KTO XO4Y€T HOHpOGOBaTB CBOM CHWJIbI, MOXHO ITOPEKOMECHIOBATH CICAYIOIINEC
INPOEKTHI:

O Electrica the Puzzle Challenge (www.caesum.com/game/index.php);
O Resistor Challenge (resistor.topgamers.net);

O Mod-X (www.mod-x.co.uk);

O The Reverse-Engeneering-Academy (www.reverser-course.de).

HNHorma m KpymHble KOMIAHMM OPTaHM3YIOT KOHKYPCHI, TIPHYEM C HACTOSIIMMH
npuszamMu. MHoro Takux KoHKypcoB ycrpauBaia RSA Data Security. [Tpu3s o06bru-
Ho cocraasur $ 10 000, a 1enplo KOHKypca OBUIO IMOm00paTh KIOY IIH(PPOBAHUS
K JAHHBIM, 3aIUIIEHHBIM MPU MOMOIIM OTHOTO W3 KPHUNTOrpadruecKuX ajiro-
putMoB, pazpaboranHbeix B RSA Data Security.

[MpousBonutenn obGopymoBaHUS W TPOTPAMMHOTO OOECTeYeHHs] WHOTAA TOXe
OOBSIBIISTIOT KOHKYPCBI, B KOTOPBIX TpeOyeTcsl MOJyYMTh KOHTPOJIb Hal oblenoc-
TYIHBIM CEPBEPOM, Ha KOTOPOM YCTAHOBIIEH OIpEIeTeHHbIA HAOOp IIPOrpaMM.
Kax mpaBuiio, Habop MporpaMM COBIIaJaeT ¢ TeM, YTO UCIOJb3yeTcsl B pealbHbIX
cuctemax. M ecnu 3a OCTarouyHO MUIMTENBHBIN IEPUOI HUKTO HE CMOXET HaHeC-
TH paboTe cepBepa OIIYTUMBIM YPOH, 3HAYUT, OAOOHYI0 KOHMUIYPALIMIO MOXHO
CMEJIO MCITOJIb30BaTh HA MPAKTUKE.

A xommanust Thawte B Hosiope 2003 roma oObsiBuIa 0 Havane yerBepToro Crypto
Challenge, B paMKax KOTOPOTO BCEM XEJAIOLIMM IIpeljiaraeTcs B3JIoMarh UG,
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pa3paboTaHHBIN CHENATLHO I 3TOTO KOHKypca. B KauecTBe Harpambl TepBBIid
YeJIoBEeK, MPUCIABIINA MPaBUIbHOE pellleHue, AOJKEH MOIy4YUuTh HUbpoBylo do-
tokamepy Nikon, a mecsaTh cienyoinux 3a HUM — KHUry KesuHa MutHuka (Ke-
vin Mitnick) "UckyccrBo oomana" ("Art of Deception”).

B 1ienoM, HecMOTpsl Ha TJIOXYI0 CTPYKTYpHpoBaHHOCTh MHTepHeTa, mpu KeJaHuu
TaM MOKHO TTOYEPITHYTh MPAKTHUECKN BCe HEOOXOMMMEIE IS TTPOBEICHUS MCCIIe-
JOBAaHW 3HAHUS, TTOJYYUTh NOMOJHUTEIbHYI0 MH(POPMALIMIO O TIpeaMeTe aHalu-
32 ¥ HAllTH MHOTO TTOJIE3HBIX MHCTPYMEHTOB.
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WUHcTpyMeHTapui N
uccneposarens

an/I NCCIICAOBAHUUN IIPpOIrpaMM CIEHUAINCTY NMPUXOAUTCS ITOJIb30BATHCA pa3Iny-
HBIMW UHCTPYMEHTAMH, ITO3BOJJIAIOIINMU Ooee 3(1)(1)CKTI/IBHO BBITTOJIHATH ITOCTAB-
JICHHBIC 3aJa4Yu. Ot MHCTPYMEHTbBI CITOCOOHBI IIOAHATDL ITPOU3BOAUTEIBbHOCTD
TpyJa aHAJIUTHKA B HECKOJbKO pa3. O CyllecTBYIOIIUX MHCTPYMEHTAaX U UX BO3-
MOXXHOCTAIX ITIOJIC3HO 3HATh U paspa60anKaM CpC€ICTB 66301’[3CHOCTI/I, qTO0BI 00-
Jnee 3¢ deKTUBHO co3aaBaTh TPYAHOCTU aHAIUTUKAM, KOTOpble OYAyT IMbITaThCS
HANTU ObIPbI B 3alLUTE.

21.1. Knaccudpumkauma MIHCTPYMEHTOB

HMHCcTpyMeHTH MOXHO KiaccHbUIMpoBaTh Mo-pasHoMy. Hampumep, Ha maccuB-
HBIE W aKTHBHEIE.

[TaccuBHBIE MHCTPYMEHTBHI HE OKa3bIBAIOT HUKAKOTO BO3JACHCTBUSI HU Ha camy
vcciaenyeMylo mporpaMmy, HU Ha ee OKpyXeHue. AKTMBHbIE MHCTPYMEHTBI, Ha-
000pOT, B3aMMOJEHCTBYIOT C MPOrpaMMOii BO BpeMs ee BhIMojaHeHus. M3 atoro
cJIeyeT Ba BAXXHBIX 3aMEYaHUS:

O akTWBHBII MHCTPYMEHTApUi MOXET IaTh ropasmo Ooiblle MH(pOpMAIUK, YeM
MTaCCUBHBII, T. K. TIO3BOJISIET OLIEHNBATh COCTOSTHIE TTPOTPaMMBI B TUHAMMUKE;

O mpucyTCTBHE AKTUBHBIX MHCTPYMEHTOB MOXKET OBITb OOHApYXKEeHO 3allUTON U
MOXET TIPUBECTH K OTBETHBIM HeicTBUSM. OOHApyXUTb WJIW TIPEIOTBPATUTH
MpUMEHEeHUe IMACCUBHBIX CPENCTB IMporpaMMa He B COCTOSTHHM.

AKTHBHBIE WHCTPYMEHTBI, B CBOIO OUepeldb, MOTYT HMCITOJNB30BAThCS TOJBKO LTS
MTPOTOKOJIMPOBAHUST (MOHUTOPWHTA) XOAa BBHITIOJTHEHUS MPOTpaMMBI WU JUTS SIB-
HOTO BO3IEHCTBUS Ha XOJ BBITTOJHEHUS MPOTpaMMBI: MOAMEHBI TaHHBIX, WCIIPaB-
JIEHUS pe3yJbTaToOB MPOBEPKU YCIOBUMI U T. A.

Takke aKTUBHBIII MHCTPYMEHTAPUIA MOXKET MPOM3BOANTH BUPTYAIHU3AIUIO CPEIBI
BEITIOJTHEHUST TIporpaMMBl. To ecTh TporpaMMa HaxOAMTCs B IOJTHON YBEpeHHO-
CTH, YTO BBHITIOJHSETCS B CAMBIX OOBIYHBIX YCIIOBUAX, a HA CAMOM Jelie KaKIbIi ee
mar, BKJTIoYas AeHCTBUS IO TIOMCKY aKTUBHBIX CPEACTB aHANN3a, HAXOTUTCS O]
MTOJIHBIM KOHTPOJIEM MCCIIEIOBATENS.
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Eme omuH croco0 ximaccuuKamyuy MHCTPYMEHTOB — II0 O0JIACTU IIPMMEHEHUS,
T. €. YTO UMEHHO ToJBepraeTcs UccaeI0BAHUIO:

O ucroJHIeMBbIiA KO,

pecypchl IPUIOXKEHMS,

JUCKOBbIE (Daiiibl;

3aIlUCH B peecTpe;

nHpopMalusg B onepaTUBHON MaMSTH;
nHopMaIus, IojydyaeMasl OT YCTPOKCTB BBOJA;
MHpopMalus, mockljlaeMasi Ha yCTpOCTBa BBOJA;

COO6H_[€HI/I$I 1 JaHHBIC, TIEPECBhUIAEMBIE MEXKIY IMPOLECCaMU U BHYTPU IIpOLIECca,

auouoaaguaaoaa

JIAHHBIE, TIEpeaBaeMble MO CETH;
O BbI30BbI OMOJIMOTEUHBIX DYHKLIMIA.

PaCCMOTpI/IM HECKOJIbKO HanboJjiee MOIIHBIX MHCTPYMEHTOB MCCJIEJOBAHUA.

21.2. AHanus Koga nporpamm

I[Ba OCHOBHBIX CIIOCO0A MCCIEI0BAHUS IIporpaMMHOIo KoJa — 3TO Ju3acceMO-
JIUPOBAHUE U OTJIadKa.

Hcnonb3ya nuzaccemdbiep, MOXHO MOCMOTPETh, KaK yCTpoeHa MporpaMma, Kakue
KOMAaHIbl M B KaKOW IOCIEIOBATENIbHOCTU IOJIKHBI BBIMOJHATBCS, K KaKUM
$byHKUMAM uger obpaieHue u T. A. B obiiem ciyuae nuszaccemoiiep He crocobeH
BOCCTAHOBUTh MCXOIHBIN TEKCT MpOrpamMMmbl, HAaIMCAHHOW Ha $3bIKE BBICOKOTO
ypoBHsI, TakoM kKak C unu Pascal. PesynbraTom paboTsl auzacceMbiepa siBisieTcs
(Kak MOXHO JOTamaThCsl M3 Ha3BaHWS) 9KBUBAJIEHTHBIA TEKCT HA SI3bIKe acceMoiepa.
g ocMbICIeHHsT acceMOIepHOTro TeKCcTa aHAUTUK, pasyMeeTcsl, MOJDKeH OBbITb XO-
pOIIIO 3HAKOM C SI3BIKOM acceMbjiepa U ¢ OCOOEHHOCTSIMM TOW Cpenbl, B KOTOPO
JOJIKHA BBITIONTHATHCS AM3acceMOnupyeMas rnporpamma. Jluzaccemobnep sBisieTcs
MMacCUBHBIM WHCTPYMEHTOM — OH HHKaK He BO3IEHCTBYeT Ha IIPOTpaMMYy.
CaMbIM MOIITHBIM AM3acCeMOIEpOM M3 CYIIECTBYIOIIMX HA CETONHSIIHUIA NeHb
MOXHO cMejIo HazBaTh ausaccembiep IDA Pro (Interactive DisAssembler), paspa-
OotaHHbIli KomnaHueilr DataRescue.

Jlyis 3aIIMTHI OT AU3acceMOJIepOB MPUMEHSIOTCST pasiMuHble MeToabl. Hampumep,
ecJay KOJ MporpamMMbl 3alakoBaH WJIM 3alivdpoBaH, Au3acceMOjiep He CMOXET
YBUIETb B UCCIeayeMoM (aiiie HacTosIe MHCTPYKIIMU U OKaxXeTcsl OecIoie3eH.
Ho 3amunieHHyo TakuM o0pa3oM IporpaMMy MOXHO CHayajia paciimdbpoBaTh U
pacrakoBarb, a TIOTOM BOCITOJIb30BaThCsl U3acceMOIEpoM.

s GOJTBIIMHCTBA TTOMYJISPHBIX CPEICTB YITAKOBKHM M MIM(pPOBaHMUS Koma MCITOJ-
HSIEMBIX MOIYJIeil JaBHO pa3paboTaHBI aBTOMAaTUYECKHE WM TTOTyaBTOMaTHIEeCKUE



naBa 21. IHcTpymeHTapuii uccrnenosaresia 245

PACTIaKOBIIMKU. A JJIST TOTO YTOOBI Y3HATh, YeM MMEHHO 3aITaKOBaH TOT WJIM MHOM
MOMYJIb, MOXHO BOCIIOJIb30BAThCS CIHEIMATLHBIMHA ITPOrpaMMaMH-UIEHTUDHKATO-
paMu, KOTOpBIE MO HEKOTOPBIM XapaKTepHBIM IPU3HAKAM CITOCOOHBI OITO3HABATh
Ha3BaHHWE M BEPCHUIO MCIOIB3YeMOTO CPEICTBA 3AIIUTHI, a TAKKE BEPCHIO KOMITH-
JIATOpa, IPUMEHSIBIIIETOCS TP PA3pabOTKe IMPOTPaMMBL.

Tak 4To peaqbHyI0 CIOXHOCTb IUISI MTHU3acCEeMOIMPOBAHUS TPEACTABISIOT TOJBKO
MpOrpaMMbl, KOTOpbIE paciinGbpoBBIBAIOT (QparMeHThl Koia TWHAMMYECKHU, He
JOTyCKasl eIWHOBPEMEHHOTO TPHUCYTCTBMS B MAaMITH pacliM@poBaHHOTo Koaa
LETUKOM.

B HekoTopBIX ciydyasix mu3acceMOiiep OTKasbIBaeTcs paboTaTh ¢ MCITONTHSIEMBIM
(aitmoMm, ecmm Kakume-TO 3arojioBKM ¢aitia copMUpoOBaHEI ¢ HapylIeHUEM CIie-
nrdUKaAIINA, HO JAaHHBINA CITOCO6 TakKe He SBIIeTCS HaImeKHBIM.

HMHuorma xox mporpaMMmbl MOAUGUIIUPYETCS TaKUM OOpa3oM, YTOOBI Au3accemO-
JUPOBAHHYIO TIOCTENOBATEIEHOCTE KOMAaHI OBUIO OYeHb TPYIHO aHAJIU3UPOBATE.
Hampumep, cocemHme KoMaHmBI Pa3HOCSTCS B pasHBIE MecTa, a IPaBWJIBHOCTH
BEITIOJTHEHUST OPTAaHMU3YeTCS 3a CYeT OOJIBIIOTO YHMciIa Oe3yCIOBHBIX IEPEXOIOB.
Nnu Mexmy KoMaHIaMHM BCTaBJISTIOTCS TIPOM3BOJLHBIE (parMeHTHl Koma, He
BIUSTIOINIME HA Pe3yJIbTaThl BRIYMCICHUI, HO OTHUMAIOIINE y YeloBeKa, BBITIOJ-
HSIOILero aHaJIU3, YUMY BpeMEeHH.

IIpaBma, cTouT OoTMETUTH, UTO, Hampumep, auszaccemonep IDA Pro umeer Bechbma
MOIIIHbIE CPENCTBa pacliupeHus (IMOIKIYaeMble MOIYJIM M S3bIK CIIEHAPHUERB),
MPeIOCTABIISISI TEM CaMbIM BO3MOXHOCTbh HEMTPAIM30BaTh BCE MOMBITKHA MPOTUBO-
JeiiCTBUSI 1U3acceMOIMPOBAHMIO U MOCIEAYIOLIEMY aHAIHU3Y.

OTraguvk, B OTIMYME OT Ou3acceMmOjepa, SIBISIETCS aKTUBHBIM MHCTPYMEHTOM
M TIO3BOJISIET TPOCIEAUTh IMPOIECC BBITOJIHEHUS IO IIaraM, Iojiydas B JII00O
MOMEHT BCI0 MHMOPMAIINIO O TEKYIIeM COCTOSTHUU MPOTpaMMBbl MM BHOCHUTDH W3-
MEHEHUSI B TOPSIIOK ee BBIMOJTHeHHs. PasyMeeTcs, oTIagunMK criocoOeH MoKa3bl-
BaTh OM3acceMOIMpPOBaHHBIE MHCTPYKIINU, COCTOSTHUST PETUCTPOB, TTAMSITH U MHO-
roe gpyroe. Ho Hajnmume omraguyMka, B CHIY €ro aKTHMBHOCTH, MOXET OBITh
OOHapyXeHO TporpaMMOil MJIM TOI ee YacThlo, KOTOpas OTBevyaeT 3a 3alllWTy.
M mporpamMma MoXeT MpeANpPUHSATL OTBETHBIE JeHCTBUS.

OTmagurKy OBIBAIOT TPEX OCHOBHBIX THUIIOB: YPOBHS TOJb30BATEINsI, YPOBHS sSIpa
1 SMYJIUPYIOIIHE.

Ornamuuku nojb3oBareibekoro ypoBHs (User-level Debuggers) umeroT mpakTuue-
CKU Te Xe BO3MOXHOCTH, YTO M OTIakuBaeMmas mnporpamMma. OHM MCHOJB3YIOT
Debugging API, Bxoasiuii B cocTaB olepaliMOHHON CUCTEMbl U € €ro IMOMOILIbIO
OCYIIIECTBJISIIOT KOHTPOJIb Haa o0beKTOM oTianku. OTIaguuKy TOJb30BaTelbCKO-
ro YpOBHS BXOAST B COCTaB MHOIMX cpel pa3paboTKu, Takux Kak Visual Studio.
OHM TPUTOIHBI I MCCIEIOBAHMUSI HE3aUIUIIEHHBIX MPOrpaMM, HO MOTYT OBITh
JIETKO OOHapy>KEeHBI.
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Otrnamunku ypoBHs sapa (Kernel-mode Debuggers) BcTpanBarTCsi BHYTPh OIlepa-
IIMOHHOW CHCTeMBI M MMEIOT Topasfno OOJbIle BO3MOXHOCTEH, YeM OTIATUUKU
MOJIb30BaTeIbCKOro ypoBHS. M3 smpa ornepalMoOHHONW CUCTEMBI MOXHO KOHTPO-
JUPOBATh MHOTHE TIPOIIECCH], He HOCTYITHBIE APYTUMH criocobamu. OTHUM U3 ca-
MBIX MOIIIHBIX M YacTO WCMOJb3yeMbIX OTIAIUYMKOB YPOBHS sapa SBIsIETCS
Softlce, paspadorannsiii B Kommanuu NuMega Labs (Compuware Corporation).
Ho u oTinamuuky ypoBHS siipa MOYTHM BCeTJa MOTYT ObITh OOHapyXeHbl U3 Mpo-
rpaMMbl, HE MMelolleil qoctyna K siapy. Xots st Softlce, Hanmpumep, ObLT pas-
paboraH Monyib paciuupeHust IceExt, mo3Bossitolunii, cpeayd Mpovyero, HEIIoXo
CKpBIBaTh HAJIMUKME OTJIAAYMKA B MAMSITH.

OMyIupylole OTIaAuUKK, TOXAIyi, SBISIOTCS CaMbIM MOIIHBIM CpPEICTBOM
HCClIeJOBaHMS KoJa MporpaMmM. Takue OTNaguMKu 3MYJIUPYIOT BBIIIOJTHEHUE BCEX
MOTEHIMAJIBLHO OIACHBIX AEHCTBUII, KOTOpBIE IpOrpaMma MOXET MCIIOIb30BaTh
JUIST BBIXOJA M3-TIOJ KOHTpOJIS ucclienonaresias. OQHAKo OCHOBHAs IpobiiemMa co3-
JAHUST 3MYJIUPYIOIINX OTIATYMKOB 3aKJIIOUYaeTcs B TOM, YTO MHOIJA UM IPUXO-
JUATCS SMYIUPOBaTh peajbHOe NepudepuitHoe 000pyI0BaHNE, a 3TO YPEe3BbIYATHO
cioxHas 3agavya. Bo3aMoxxHO mosToMy ceifyac HET AOCTYHHBIX IIMPOKOM ayauTo-
PUM 3MYIUPYIOIINX OTJIAAUYUKOB, XOTs CYLIECTBYET KaK MUHMUMYM JBa TaKeTa sl
CO3JaHUsI BUPTYalbHBIX KOMITbIOTEpOB: VMware, pa3paboTaHHBII OTHOMMEHHOI
koMnanueit, u VirtualPC, cozmannbiii B Connectix Corp. U HeJaBHO Mepelies-
LKA B COOCTBEHHOCTh Kopropauu Microsoft.

s 3aUMThl OT OTJAAKM MporpaMMa JIOoJIKHA YMETh OMpelesiTh HaluuKue oTjaj-
yuka. JIna obHapyxeHust Toro ke Softlce paspaboraHo Goiiee aecsiTU CIOCOOOB.
Ho B HekoTopbIx ciiyyasix MOXHO OIpeAe/IuTh, YTO MporpaMmma MccleayeTcsl mpu
MOMOIIM OTJIaAYMKA MO KOCBEHHBIM MpPU3HAKaM, TAKUM KaK BpeMsl BBITIOJTHEHUSI.

B coBpeMeHHBIX IIpoLECCOpPax C apXUTEKTypoil Xx86 peanusoBaHa KoMaHOa
RDTSC (Read Time-Stamp Counter). DTa KOMaHIa ITO3BOJISIET IOJYYUTh KOJIH-
YeCTBO TaKTOB IIpoIleccopa, MPOINEAIINX ¢ MOMEHTa BKIIOUCHUS THTAHUS YIIH
nocjeaHero copoca. OueBUIHO, YTO OTIAMYUK ToXe sIBIseTcsl mporpammoii. Cie-
JIOBATeJIbHO, KOrna 3allMIleHHasl TporpaMMa uccieayeTcsl OTIaauyuKoM, U3psaHas
YyacTh TaKTOB Mpolieccopa pacxoayeTcs Ha BbIMTOJIHEHUe ero Koma. M eciau mpo-
rpaMma 3HaeT MpUOIU3UTETbHOE KOJWYECTBO TAKTOB, HEOOXOAMMOE ISl BBIMON-
HEHUS ompeleseHHOTo (hparMeHTa Koja, To, U3BMEepUB peaJibHO 3aTpauyeHHOe YhC-
JIO TaKTOB, JIETKO OOHAPYXUTh 3HAUUTEJbHOE yBEeJMUYEHUE BPEMEHU BbINTOJHEHMUSI,
3aTpaye€HHOro Ha OTJIAIKY.

ﬂ,ﬂﬂ nporpaMM, KOMIIMJIMPYEMbBIX B IICEBAOKO/, TAKXKE CYHIECCTBYIOT U OTJIAAYMUKH,
N OCKOMIIMJIATOPLI, BbIAAIOIINE WCXOIHBIA TEKCT HE Ha acceM6ﬂepe, a B HEKOTO-
POM MHOM NPECACTABICHUU, IPUTOAHOM IJId aHaJIM34d.
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21.3. Pabota c pecypcamm

st Toro 4ToObl HAWTU KaKylo-HUOyIb MHGOPMALMIO B pecypcax UCIOJHSIEMOTo
MOIYJIsI, MOXXHO BOCIOJIb30BATbCS JaXXe TaKUM MHCTPYMEHTOM, KaK PeJakTopoM
Microsoft Visual Studio. Ho nyyiie ucrnonb3oBarh clieliMaiu3MpoBaHHbIE peaak-
TOPBI PECYpcoB, KOTOPBIX CYIIECTBYET AOBOJBHO MHOIO. DTU PEeAaKTOphbl, Kak
MpaBUJIO, MO3BOJISIIOT MTPOCMATPUBATh PeCypChl U3BECTHBIX TUIOB (HANpUMep TeK-
CTOBBIE CTPOKM, MKOHKM, KAPTUHKM U ONMMCAHUS TUAJOTOB) B €CTECTBEHHOM BH-
Iie, a He3HAKOMBIE pecypchl — B BHIE IIECTHAAATEPUIHOTO JaMIIa.

ITone3HbIM MOXeET oKa3aTbcsl M MonyJib paciiupeHus: Resource Browser, moakio-
yaeMblil K aitioBomy MeHemkepy FAR. DToT Momynb mo3BoJIsIET MPpOCMAaTpUBATh
pecypchbl B BUJie Mepapxuueckoro gparmeHra (aiiaoBoil cucTeMbl ¢ MoaKaraaora-
Mu u dainamu. [Ipy MCTONb30BaHMU TAKOTO TPEACTABIEHMSI PecypcoB OUYeHb
yIOOGHO MPOU3BOIUTH TTOUCK.

21.4. [locTtyn K chaitnam u peecTtpy

O mnporpammax-MOHUTOPAX, MPOTOKOJMPYIOIIMX MOMBITKM AOCTYINa K peecTpy u
IVCKOBBIM (paiimaM, pacckasbIBanoch B pasd. 14.3.2. Mouurop peectpa (Registry
Monitor) u moHutop goctyna K ¢aitnam (File Monitor) — 3To aKTUBHBIE MHCT-
PYMEHTHI.

A TTacCUBHBIE MHCTPYMEHTHI IPOCTO 3aIIOMUHAIOT COCTOSHUS peecTpa Wiau aii-
JIOB U TIO PACXOXAEHUSIM MO3BOJISIIOT ONpPeaeuTh, YTO UMEHHO U3MEHMJIOCH.

Ipocrteitimit cioco6 OOHAapYXUTb U3MEHEHHBbIE (haiiIbl, HE COXpaHSST WX LEeNH-
KOM, — TIOACYUTATh M 3aIIOMHUTh 3HAUCHUS X2II-(PYHKIIMH OT COAEPKUMOTO KaxK-
Joro daiina 10 U 1mocyie BBITOJHEHMS Mpoliecca, BHOCSIIEro M3MEHEeHMSI, a TTOTOM
CPaBHUTH JIBa Habopa xaIeil Mexmy coboif. MMeHHO Ha TaKoM MPUHIUIIE CTPOM-
Jack padbota aHTuBUpycHoro Mouutopa AdInf, ¢pyHkumnonuposasiiero mog DOS.

Ecnu ymamoch ycTaHOBUTH, KaKhe UMEHHO (ailyibl MOIBEPraloTcs] M3MEHEHUIO, WX
MOXHO LEJIUKOM 3aapXMBHUpOBAaTh, a MOTOM, IOC/Ie€ BHECEHUS] U3MEHEHWUii, cpaB-
HHTBH CTapoe W HOBOe comepxXumoe. JIJIsT 3TOro MOXXHO BOCITOJIB30BAThCS CIEITNATb-
HbIMU MHcTpyMeHTamu wiu yruautoir FC (File Compare), Bxopsiieil B cocTaB
Windows. FC mo3BoisieT cpaBHMBATh KaK IBOMYHbBIE, TAK U TEKCTOBBIE (DAIIBL.

C peectpoMm paborarh He TaK ymZOOHO, Kak ¢ aiiazaMu, M3-3a TOIO, YTO PEecTp
Windows mpencraBisier coboil JOBOJBHO CJOXHYIO APEBOBUAHYIO CTPYKTYpY.
3aTo 00BEM NMAHHBIX, XPAaHMMBIX B peecTpe, CPaBHUTEIBHO HEBENMK — OT CHJIBI
HECKOJIBKO NIecsTKOB Meradaiit. [ToaToMy MoXHO mpocTo 00OMTH Bce BETBU pee-
CTpa M COXPaHWTh 3HAYEHMSI B cOOCTBeHHOM opmare. OmHA M3 IporpamMM, Io-
3BOJISIIOIIMX 3TO caenarh, — Advanced Registry Tracer (ART), paspaboraHHast
kommanHueir ElcomSoft Co. Ltd.
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ART NPpEaOCTaBIACT ITOJIB30BATEII0 BO3ZMOXKHOCTD COXPAHUTH HECKOJIBKO "CHUM-
KOB" TEKYLIETO COCTOsHMA peecTpa. 3areM oTAelbHble CHUMKU peecTtpa MOXHO
IIOIIapHO CpaBHUBATb, MOMCHTAJIBHO IIOJIy4as CIITMCKH ,Z[O68.BJ'[CHHBIX, N3MEHCH-
HbIX U YOAJI€HHBIX KJIIOYEA M 3HAYECHUA.

21.5. Copepxumoe onepatMBHON NamMmaTn

s goctyma K MaMsITH Mpolecca MOXHO MCIONb30BaTh (YHKIMU CTAHAAPTHOTO
Win32 API. B onepaunoHHbIX cucTeMax ceMeiictBa NT HeKoTopbie MpoLEeCcCh
MOTYT OBITH 3amyIIeHbl ¢ aTpuOyTaMu Oe30MacHOCTU, HE TO3BOJISIOIIMMH IIPO-
CTBIM TIOJIB30BATENSIM TTOJIyYaTh HOCTYI K BHYTpEHHOCTSIM Tpoiecca. Ho a1o ne-
JIaeTcs IS TOTO, YTOOBI 3alIUTUTD SAPO OINEPAllMOHHONW CHUCTEMbl B MHOTOITOJNb-
30BaTeNIbCKON cpefe. A B CIIydyasix HCCIENOBaHUS IPOTrpamMM, Kak IIPaBHUIIO,
ITOJIB30BATETb MOXET MTOCTaBUTh cebe JIFo0ble TpaBa JOCTYIa M He BCTPETHUT TIpe-
MISITCTBUIA TSI TOCTYTIA K MMaMSITH UCCIEMyeMOoro Ipoliecca.

CylIecTBYIOT TaKKe CITelabHbIEe TTPOTpaMMBbI, TTO3BOJISIONINE He MPOCTO COXpa-
HUTbH (pparMeHT MamsITH Ha OUCK, HO 3amucarb ero B dopmate Portable Executable
(PE). Takasa omepauusi Ha3bIBaeTcsl MoJyYeHUeM damIla MCIoHsieMoro (aiiaa u
MpUMEHSIETCS ISl MOJMyYyeHMsl paciiudpoBaHHON M paclaKOBAaHHOW BEPCUU MC-
cJieyeMoil porpamMMBbl.

21.6. YcTpoiicTBa BBOAa U BbiBOAa

YCTpOfICTBa BBOIA-BbIBOJa HEBO3MOXKHO MCCJICAOBATH IMACCUMBHBIMU CpPE€ACTBAMMU,
3aTo 06pameﬂuﬂ K HUM MOHO IIPOTOKOJMPOBATD.

[TporpamMmel A1 MTPOTOKOJIMPOBAHUST HAXKATUI HA KJIaBUATypy OOBIYHO HA3BIBAIOT
KJIABHATYPHBIMU IIITMOHAMU WM TIPUMEHSIOT IUIS TIepexBaTa TapoJieil, BBOIMMBIX
nmonb3oBareieM. OMHAKO 3TOT MpHEM MPUMEHSIETCS WU TPOSHCKUMU TIporpam-
MaMHW, WU TIpU TIOTBITKE BBIBEAATh CEKPEeTHYI0 WHGOpMAIMIO y YeloBeKa, HO
HMKAaK He TPY UCCIeIOBAHUN CPEICTB 3aIIUTHI.

ITporokonupoBanue BBoma U BbeiBoga B COM- u LPT-mopTthl MOXET OCyIIeCTB-
JIThCSl, HApUMep, MpH Momoliu mporpammbl PortMon, paspadotanHoii Mapkom
PycunoBnuyem (Mark Russinovich) n3 xkommanuu SysInternals.

21.7. CoobuweHna Windows

OueHb MHoOrue mpouecchl BHyTpu Windows ympaBisioTcsl ¢ IIOMOIIBIO COOOIIe-
HMil. Pazymeercs, cyliecTByIOT MPOrpaMMbl, MO3BOJISIONINE OTCIAEXKUBATh M MPO-
TOKOJIUPOBaTh, Kakue MMEHHO cOOOIleHUsI ObLIM MepelaHbl TOMY WU HHOMY
npoiieccy.
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OpHoli M3 Takux mporpamm sBiasietcss Microsoft Spy++, Bxoasiias B cocraB
Visual Studio. Spy++ mo3Bosisier M3 cnmMcKa WM WHTEPAKTUBHO HAa 3KpaHE BBI-
OpaTb OKHO, COOOIIEHUs A1 KOTOPOro HeoOXOAWMO OTCJIEXUBAThb, U MPOCMOT-
peTh ero cpoiicTBa. MOXHO Takxke 3aaTh, KAKUE€ MMEHHO COOOIIEHUS MOJIKHbI
MPOTOKOJIMPOBATbCSl U Kakue MUX aTpuOyThl OyayT rokasbiBaThesl. ITpoTokon mMo-
JKeT cpasdy 3anuchiBaTbes B (aiin.

21.8. CeteBOil 06MEH

g mepexpata HaHHBIX, IepedaBaeMbIX IO CETU, MCIOJb3YIOTCS CIIelMaIbHbIe
MporpaMmbl, HasbiBaeMble cHupbepamu (sniffer). Kak mpaBuio, cHugdepsl cro-
COOHBI TIepexBaThIBATh BCE COOOIICHUS, IepenaBaeMble MEXIY YCTpOHCTBaMU
BHYTpM (PU3MUYECKOIO CEerMEHTa CETH, K KOTOPOMY ITOIKIIOYEH KOMIIbIOTEP CO

cHupdepoM.

Hecmotps Ha To, 4TO yXe MHOTO JIET CYIIECTBYIOT IPOTOKOJBI, O3BOJISIOIINE
CKpBITh OT TIPOTMBHWKA BCIO BaXXHYIO0 WHGOPMALWIO TP Tepefade Mo CeTH, IO
CHX TIOp He BBIIUIM U3 YHOTpebJIeHUs HEKOTOpbIe MPOTOKONEBI, B KOTOPBIX, Ha-
MIpUMep, MapoJIH TTONTb30BaTesIell mepeaaroTcs B OTKPBITOM BUJE.

Tak B opurumHanpHoil Bepcum nporokoja FTP (File Transfer Protocol), omu-
canHoit B RFC 765 (Request For Comment No 765) u maTupoBaHHOM HIOHEM
1980 roma, m B OOHOBJIECHHOW BEPCHM IPOTOKOJA OT OKTAOps 1985 roma
(RFC 959) onucaH ToabKo oAuH MeTon ayTeHTuduKauuu. [Tpu ncnoib3oBaHUM
3TOTO METOMA TMAapoJb MepeaaeTcss OTKPBHITHIM TEKCTOM KaK apryMeHT KOMAaHIBI
PASS.

AHanornuHo, niporokon POP3 (Post Office Protocol — Version 3), onucanue Ko-
TOoporo BIepBbie ObLIO omybaukoBaHo B 1988 romy (RFC 1081), nmpu ayreHTHdU-
Kalluy nepeaaBal mapojb MoJIb30BaTeN sl TONBKO OTKPHITHIM TEKCTOM.

IMozxe u mnsg FTP, u nna POP3 Obuiu caenaHbl paciiMpeHusl MPOTOKOJIA U
JI00aBIIeHbI HECKOJIBKO 0Oojiee Oe30macHBIX MeTomoB ayreHTHduKanuu. Ho mo
CHX TIOp MHOTHE JIIOAW TPOIOJIKAIOT MO pasHBIM NMPUYWHAM HUCIOJb30BaTh ay-
TeHTH(UKAINIO, TIPU KOTOPOil Mapolil IepenaloTcss OTKPBITHIM TeKcToM. Ha-
MpUMepP, HACTPOMKM IOYTOBOTO KIHMEHTAa MOTIM O4YeHb JAaBHO He OOHOBISATH-
¢ — 3a4yeM, Belb Bce M TaK paboTaeT. A HEKOTOphIe KIMEeHTCKUE TTpOrpaMMbl U
cepBephl MTPOCTO He MOANEPXKUBAIOT pacCIIMpeHHBbIE CITOCOOBI ayTeHTU(UKAIINH.
M mouTtn Bcerma Mo yMOJYAaHUIO MCIONB3yeTcs CaMBIif COBMECTUMBIM, a He ca-
MBIl 6e30ITacHBI MeTO TTOAKITIOUEHNSI, a TTOTb30BaTeIIM He TPUXOAUT B TOJIO0-
By €ro MOMEHSTh — JajeKo He KaXIbIii 3HaeT, 4yTo TMpH IMoMolln cHuddepa
noayuyuth napoab FTP unu POP3, nmepenaBaeMblii OTKPBITBIM TEKCTOM, HE CO-
CTaBJIsieT Tpyaa.
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21.9. BbizoBbl 6M6IMOTEUYHDbIX PYHKLMIA

OdyeHb MHOTO MHMOPMAIIMK O MPOTPAMMe MOXKHO TONYYUTH IyTeM aHaim3a o0-
palieHuii, KoTopble OHa JiejiaeT K OubnuoTeyHbIM GyHKUMsAM. Hampumep, npu
rcnoyb3oBaHuu npotokosna SSL (Secure Sockets Layer) npumeHeHue cHudbepa
He JaeT HMKaKUX pe3yibTaToB, T. K. BCE€ COOOIIEHUs, MepeaaBaeMble IO CeTH,
okasbiBaloTcs 3amudpoBaHbl. Ho mox Windows OGoJbLIMHCTBO Mporpamm JJist
JOCTyIa K CeTH, TaK MJIM WHa4e, UCHOoNb3yloT 0ubanoreky wsock32.dll (Windows
Socket 32-Bit DLL). U, nepexBaTbiBasg oOpaiieHnsT K QYHKIUSIM U3 3TOi OmMO-
JIMOTeKH, MOXHO TOJYYUTh HOCTYI K COACPKMMOMY TepeaaBacMbIX U Iojydae-
MBIX COOOIIEHUI, He IMpUMeHsIsT cHuddep.

AHaJIOTUYHBIM O0pa3oM MOXHO TepeXBaThbIBaThb U MPOTOKOJMPOBATH OOpallleHus
K IpyTuM OMOIMoTeKaM, BXOISIIIMM B cocTaB Windows MM pacrpocTpaHsIeMbIM
BMECTE C UCCIEAYEMOM MPOrPaAMMON.

CyliecTByeT HECKOJIBKO peIleHMI ST pa3paboTYMKOB, TMO3BOJSIONINX ITepexBa-
TBHIBaTh oOOpalieHuss K OMOIMOTeYHBIM (QYHKIMSIM, Hampumep OubOInoreka
Detours, coznanHas Koprnopauueit Microsoft, u 6ubiaunoreka ApiHooks, pazpabo-
TaHHas 4yeynoBeKoM o uMmeHu Pamum INuua (Radim "EliICZ" Picha). Takxke B UH-
TEpPHETe MOXHO HaWTHU M T'OTOBbIE MPOTpaMMbl, MpeAHA3HAYEHHBIE [UISI TPOTOKO-
JUpoBaHus obpaleHuid K OubauoreyHbiM ¢yHKIMAIM, Hampumep APIS32 ot
Buranusa Eceenko u APISpy32 paspaborku fApusa Kamnana (Yariv Kaplan).
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PeKOHCTpyKLUSA o
Kpuntorpadgunyeckux npoToKosnos

Tak Kak MpakTUYECKW Bce TMPOrpaMMHBIE CpeIcTBa 3alUTHl B TOH WJIM MHOM
¢dopMe HCIONB3YIOT KpUIlTorpaduyeckre MPUMUTHUBBI, MOJIE3HO UMETh 3(Pdek-
TUBHBI CHOCOO aHajiu3a MMEHHO KpUITOrpapuyeckoil 4YacTy MPUIOXKEHUIA.
Ho mpexxne yeM KpUNTOAHATUTHK CMOXET OLIEHUTh, HACKOJIBKO CTOMKUM SIBJISIET-
csl peaJM30BaHHBIN B MIporpamme Kpumnrorpauyeckuii MpoTOKoJ, HEOOXOAUMO
BBISICHUTh TOYHYIO TIOCJIEIOBATEIBHOCTD BBHITIOJHSIEMBIX IPOTOKOJIOM IEHCTBUIA.
Janee onmUChIBAIOTCS HEKOTOPbIE MAEH, MO3BOJISIIONIE BOCCTAHOBUTD IMOC/IEI0BA-
TENBHOCTh TPUMEHEHHS KPHUNTOrpaduIecKnx MPUMUTHBOB B IIporpaMme, T. €.
PEKOHCTPYMPOBATh KPUIITOTpabUUYECKUN MPOTOKOJ.

22.1. O6bnactb NpuMeHeHNA

IMocKoabKy XOpOILIMX YHUBEPCAIbHBIX pElIeHW He ObIBaeT, OrpaHUYMM Kjacc
MPOrpaMMHBIX TIPOAYKTOB, IJII KOTOPBLIX OYyAeT IPOBOIUTHCS PEKOHCTPYKIIMS
npotokona. Mcciaemyemass mporpamma JOJIKHA YAOBIETBOPSTH CIEAYIOIIUM Tpe-
OOBaHMSIM:

O Tta yacTb mporpaMMbl, B KOTOPOi peaqn30BaH KpUMnTorpachpuueckuii mpoToKoi,
CKOMITMJIMPOBAHA B MAIIMHHBINA KOI, T. €. BBIMOJHSITHCS HAIpPSMYIO Tpoliec-
COpPOM, a He BUPTYaJIbHOW MAIIMHOW. DTO MO3BOJUT MCIONIb30BATh 3BPUCTU-
K1, KOTOpbIE TIJIOXO paboTaT (MM He paboTaloT BOoOIE), ecly MPUMEHSIOT-
cs K nceBaokoay. Ho maHHoe orpaHmyeHMe Helb3sl Ha3BaTh OUYEHb CTPOTUM,
T. K. Kpunrorpapuyeckre MPUMHTHUBBI, TOJHOCTHIO peaTn3oBaHHBIE Ha Oase
BUPTYaJbHOI MalllWHBI, BHITTOJIHSIIOTCSI OYeHb MEIJIEHHO W HEMPUMEHUMBI IS
OOJIBIIMHCTBA MPAKTHYECKUX 3a/1aY;

O mporpamMma BBIIIOJTHSIETCS IIOJ ONHOM M3 Bepcuii 32-OMTOBOI OIlepallMOHHON
cucteMbl Windows Ha mporieccope x86. DTo Takke He OYeHb CHJIBHO CyXaeT
006J1acTh BO3MOXHOTO MPUMEHEHUSI, Belb OOJBIIMHCTBO MEPCOHAIBHBIX KOM-
MbIOTEPOB ceifyac MMEIT MMEHHO TaKylo KoHdurypamuio. K tomy xe moutu
BCE 9BPUCTUKU MOTYT OBITh aAanTUPOBAaHbI K APYTMM OINEpPAllMOHHBIM CUCTe-
MaM Y anmnaparHbeIM IMjiatgopMam;
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O ucHoTHAEMBIIT MOIYNIb, TTOABEPracMBIil aHAIM3y, He 3allaKoBaH M He 3aIrmd-
poBaH. Ecnu aTo He Tak, pacrnakoBKy HEOOXOAMMO BBIMOJHUTH A0 TOrO, Kak
MPUCTYTIATh K MCCIICIOBAHUSIM;

O B mporpaMMe WCIOJB3YIOTCS OITyONIMKOBAHHBIE B OTKPHITHIX HMCTOYHUKAX
KpunTorpaduyeckrue anropuTmbl. [JaHHoe TpeOGoBaHHE OymeT yIOBJIETBOPEHO
C OYeHb OOJBIION BEPOSITHOCTBIO, T. K. OOJBIIMHCTBO Pa3pabOTYMKOB MPEATIO-
YUTAIOT MCIOJIB30BaTh HANEXHbIE aITOPUTMBI, 4 HAIEXXHOCTh KpUnTorpaduye-
CKOTO aJITOPUTMa TTOApa3yMeBaeT OTKPBITOCTh €ro CelndUKaI;

O mporpamma paspaboTaHa B paMKaxX OOBIMHOTO Tpollecca MPOeKTUPOBAHUS TIPO-
rpaMMHOTO OOecTieYeHus, T. €. KOJ ONTUMM3UPOBAH C IEJbI0 YIPOIIEeHUS UIN
MTOBEIIIEHUST CKOPOCTU BEITIONTHEHUS, @ He HaIMcaH CIeNWaJbHO TaKuM obpa-
30M, YTOOBI YCJIOXKHHTH €TO aHAIN3,;

a nporpaMMma co3aHa W pacIpoCTpPaHACTCA C coOmoaeHneM Bcex 3dKOHOB, I1a-
TEHTOB U J'[I/IHCHSI/H?I, Mo NeWCTBUE KOTOPBIX OHA ITONaaacT.

Hecmotpst Ha GoJbliioe KOJTUYECTBO MEpeyrcAeHHbIX TPEOOBAaHUN, UM YIOBJIETBO-
pseT mnonasisoliee OONbIIMHCTBO TMporpaMMm Toa Windows, MCIONb3YIOUIMX
Kpurnrorpaduio.

22.2. UpeHTndpnkauma
KpunTtorpaduueckon 6ubnmnotekn

Tak Kak caMoCTOsITeNIbHAs peann3alys KpUNTorpaduIecKux IPUMUTHBOB — JIO-
BOJIbHO CJIOXKHAs 3alaya, MOXHO TPEeANojoXUTh, YTO pa3paboTYMKU Mpearodan
WCIIOTb30BaTh OMHY W3 CYIICCTBYIOIIMX KpHUIITorpaduyecknx ombmmorek. Ecmm
yaactcsl oNpeaeuTh, Kakas MMeHHO OubOiamoTeka Obula MCMOJIb30BaHA IMPU pas-
paboTKe porpaMMEI, 3TO JAcT TOBOJBHO MHOTO MWH(MOPMAIINN.

B 00BeKTHBIX (haiiirax, MOCTaBISIEMBbIX B cOCTaBe OMOIMOTEKY, KaK TIPABUIIO, TIPH-
CYTCTBYIOT CMMBOJIMYECKUE MMeHa (Ha3BaHUsS (DYHKIUN M TepeMEeHHBIX), Hecy-
e CMBICIIOBYI0 Harpy3Ky. M ecim mcciieqoBateNio yaacTcsl YCTAaHOBUTH OITHO-
3HAYHOE COOTBETCTBUE MeEXIy QparMeHTaMud Koma IPOoTrpaMMbl M KOIOM
OUOIMOTEKN, TI0 MMEHAaM MOXHO OymeT Jorajarbcs, YTO IejlaeT Ta WA WHasl
JacTh IIPOTPaMMBEI.

KpomMme Toro, 6mb1moTeKn 0OBIYHO ITOCTABIISIIOTCSI BMECTE C IMOAPOOHOM TOKYMEH-
Tauuen, UCIo/b3ysl KOTOpYlo, MccienoBaTe/ib CMOXET TOYHO Y3HATh, 4TO JejlaeT
Ta WA WHAs (PYHKIUS.

A ecnm OmOnMmoTeka pacIpoCcTpaHACTCAd B UCXOAHBIX TEKCTAX, TO Cpa3y K€ CTaHO-
BATCA OOCTYIIHBI BCC€ AE€TAIM p€AIM3allM TOIO MJIW MHOI'O aJIroOpuTMaA.

Tak kak ke y3HaTbh, 4YTO 3a OMOJIMOTEKa McHoJib3oBajack? B aToM MoOryT mmomoub
HECKOJIBKO UIEH.
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Bo-nepBrIX, nuIleH3UsT HA MCIIOJIb30BaHUE OMOIMOTEKN MOXKET TpeOOBATh, YTOOKI
Ha3bIBaHUEe OMOJIMOTEKM YIMOMUHAJIOCh B caMOi IporpamMme WiIM B COINPOBOIU-
TEJIbHOI TOKYMEHTAIUM, U TOTJA OIpPeAe/INTh OMOIMOTEKY HE COCTaBUT TPy/a.

Bo-BTOpBIX, JIMLEH3USI MOXET OrpaHUYMBaATh 00JIaCTh MPUMEHEHUsT OUOINOTeKH,
HanpuMep TOJbKO IS HEKOMMEPYECKUX TMPUIOKEHUH UM TOJIbKO HAa TEPPUTO-
pun CIIA. TTonb3ysicb 3TUM, MOXHO UCKJIIOUUTH U3 PacCMOTpeHUs! Bce OUbIMO-
TEKH, KOTOPbIE He MOJIKHBI ObUIM MPUMEHSTbCS IUISI CO3AAHUST KOHKPETHOM Mpo-
rpaMMbl M3-32 JULIEH3UOHHBIX OTpaHUYEeHUU. XOTS ObIBAIOT M MCKIIIOUNUTETbHbIC
ciyyau, Korga pa3paboTUYMKU KOMY-TO TPedOCTaBISIOT CIEeNMATbHYIO JIUIIEH3UIO,
OTJIMYAIOIILYIOCS] OT OINMYOJIMKOBAHHON B OTKPBITHIX UCTOUHUKAX.

B-Tpetbux, pasHble OMOJMOTEKM MMEIOT pa3Hblii HAOOP MOCTYMHBIX aJrOPUTMOB.
Takum o6pasom, eciu B TOKYMEHTAIIMM Ha MPOrpaMMy CKa3aHO, YTO JJIST 3alUTHI
KCIOJIb3yeTCsl TAKOW-TO aJTOPUTM M 3TOT AJITOPUTM pEaln30BaH TOJbKO B OMO-
JIMOTeKaxX OJHOro pazpaboTumka (Kak Obuio moiroe BpeMs ¢ RSA mu3-3a mareHT-
HBIX OTpaHMYEHMIT), OCTAHETCSI COBCEM HEMHOTO BapMaHTOB.

N, B-4eTBepTHIX, IMOYTH B JTI000I OGMOIMOTEKE eCTh MPUCYIIHE TOJIBKO €if TEKCTO-
BbIe WJIM TBOMYHBIE CTPOKHM, IO KOTOPBIM 3Ta OHOIMOTEKA MOXET OBITh MACHTH-
¢duuupoBana. Tak, Hanpumep, pu ucnoiab3zoBanuu ouodauoreku BSAFE B Tene
MpoTpaMMBbl MOXKET IIPHCYTCTBOBaTh cTpoKa "bsafe" wmmm "beert”. BuGmmoreka
SSLeay comepxut crpoky "part of SSLeay", a oubauoreka RSAEURO — "Copy-
right (c) J.S.A.Kapp".

22.3. UpeHTudpnkauyus
KpunTtorpacnyecknx npuMmnTMBOB

Ecnu ymanoch ycraHOBUTH, Kakas KpunTorpaduueckas 6ubinoreka Obuia 3ameii-
CTBOBaHa MpHU pa3paboTKe MpOorpaMMbl, WIM €CIU 3TO HE yAAIOoCh, CIEIyIOILIUM
STaloM Bce paBHO OyaeT MACHTUMMKALMSI KpUITOrpauiecKux MPUMHUTHBOB.
B TtoMm cnyuae, ecniu mmeercsl AOCTyn K OuOIMoTeke, mpollecc MASHTUDUKAIUU
CTAaHOBUTCS TIPOIIIE.

Pazymeercs, nmeHTHGUKAIMS AITOPUTMOB B IOJTHOCTHIO aBTOMATUYECKOM PEXM-
Me BpSI I Bo3MoxHa. M gacTto TpebyeTcst yyacThe aHATUTHKA, KOTOPBIA 3HAKOM
C PA3IMYHBIMM AJITOPUTMAMHM M MOXET IO (parMeHTy am3acceMOIMpOBAaHHOTO
KOJIa OIPeNeINTh, KAKOMY IIPUMUTUBY OH COOTBETCTBYET.

22.3.1. UpeHtndbukauma oyHKUyuii no wabnoHam

Hammume moctyma K 6mbinoTeKke, MpUMEHSIBIIEHCS B TIporpaMMe, ITO3BOJISET BbI-
MOJTHUTH aBTOMAaTHYeCKMi MoucK (GyHKLUHMI Mo 1wabioHaM. DTOT MpoLecc cocTo-
UT W3 IBYX 3TAIIOB.
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Ha mepBoMm artame mist Kaxmon OMOMmoTeyHOM (GyHKUIMHU, UMEIOIIE MM, co3aa-
ercsl wabnoH. [IJsi 3Toro aHaIM3UPYHOTCS TepBble HECKOJNbKO OaiT (GyHKLMU
Y 3alIOMUHAIOTCS 3HAYEHMS TeX OaliT, KOTOphble He OYIyT U3MEHSThCS PEIaKTOPOM
cBsI3eil Bo BpeMsl cOopku mporpammbl. M3ameHsiemble OaiiThl (Kak TMpaBUIIO, 3TO
CCBHIJIKM Ha JaHHBIE M APyrue (PYHKIMHM) B CKOMIIMIUPOBAHHOM IIPOrpaMMe MOTYT
MpUHUMATh J000Oe 3HAauYeHWe, W B 11a0JOHE OHU IOMEYAITCS CIeLaTbHbIM
o0pa3oM.

ITocne Toro Kak co3maHbl MAGAOHBI ST BceX (PYHKIMNA, MOXHO MPUCTyNaTh He-
MOCPEeACTBEHHO K MAaeHTUdUKamu. JIJig 3Toro HeoOXOAMMO TMOMBITAThCs "TIPU-
JIOXUTD" 1MIa0JIOH Kaxnoi OMOMMoTeYHON (GYHKIIMM K Havyaldy Kaxaon (yHKIUU
B MccienyeMoli mporpamme. Ilpu coBmageHun Bcex HEM3MEHSIeMbIX OAlT 11adio-
Ha (yHKIUA cuyuTaerca omnmo3HaHHOW. OmHAKO HEOoOXOOWMO YYMTHIBATh, YTO
HECKOJIbKO OMOIMOTeYHBIX (YHKIIMI MOTYT MMETh ONWHAKOBBIE ITA0IOHBI, KaK
Y OJIUH 111a0JIOH MOXET COOTBETCTBOBATb HECKOJBKUM (DYHKILHUSIM B MIpOrpamme.

B nmuszaccembnepe IDA M comyTcTByIOLIEM €My MHCTPYMEHTapuu pa3padoTymkKa
(Software Development Kit, SDK) peanunzoBaHbl cpeacTBa, 3HAUMTEIbHO OOJer-
qaronme HaeHTUGUKAIWIO GYHKOMA. I mocTpoeHUsT W YIOOHOTO XpaHEHWUs
mabaoHoB 6uonmoTeK ucnonb3yercss Haoop yrmwiuT FLAIR (Fast Library Acquisi-
tion for Identification and Recognition, ObicTpas obOpaboTka OUOGIMOTEK s
MACHTUWKAIMT W pacrio3HaBaHus). s pacrio3HaBaHusT GyHKIWN TTPpUMEHSET-
cs texHosorust oeictpoii uaeHTudukauuu FLIRT (Fast Library Identification and
Recognition Technology).

B FLAIR u FLIRT npuMeHeHO HECKOJbKO MHTEPECHBIX pelleHUii, MO3BOJISIO-
IIMX KOMITAKTHO XPAHUTb I1A0JIOHBI U OYEHb OBICTPO OLEHUBATH COOTBETCTBHE
UM byHKUMK. [Ipu 3TOM MpOLIEHT HEpacTIO3HAHHBIX (DYHKIMI U, YTO Oojiee Bax-
HO, TIPOLIEHT HEBEPHO PACTIO3HAHHBIX (PYHKIUMIA MOIYyYaIOTCsl OYeHb HU3KUMMU.

IIpennonoxutensHo, FLAIR u FLIRT ocHoBanbl Ha paborax Kpuctunsl Ludy-
eHrtec (Cristina Cifuentes) u Maiikia Ban Emmepuka (Michael Van Emmerik).

22.3.2. KoHCTaHTbI B anroputmMmax

Ecnmu He ymanoch ycTaHOBUTH, KakKas OMONIMOTeKa WMCIONB30Bajach MPH KOMITH-
JIAIUU  WCCIemyeMoll TPOTpaMMBbl, WM HET BO3MOXHOCTU IIOJTYYUTH IOCTYI
K 3TOM OMOIMOTEKEe, MOXHO TOMBITAThCA WACHTH(UIIMPOBATL KpUIITOTpadmye-
ckue GYHKIUH APYTUM CIIOCOOOM — IT0 MCITONB3YeMbIM KOHCTAHTAM.

Tak, HanmpuMep, Ipy¥ MHULIHMAIU3AINNA MHOTMX X3LI-(pyHKuMi (Takux kak MD4,
MD5, SHA-1, RIPEMD-160) wcnonb3ytorcs KoHcTaHTHI — 0x67452301,
0xEFCDABS89, 0x98BADCFE u 0x10325476. B SHA-1 u RIPEMD-160 ucnob-
gyetcs Takxke 3HaueHue 0xC3D2E1F0.
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B ¢yskumu tpancgopmManum, UCIoab3yeMoil mpu BeruucieHun SHA-1, mpume-
HstoTcst KoHeTaHThl 0x5A827999, 0x6ED9EBAL, 0x8FIBBCDC u 0xCA62C1D6.
DTN KOHCTAHTHI SABIAIOTCS NpeACTaBIeHneM wLetoil yactm umcen 239xSqrt(2),
230xSqrt(3), 239xSqrt(5) m 230%xSqrt(10), rme Sqrt(x) — QGyHKUMA U3BIECUYEHUS
KBaJIpaTHOTO KOPHS U3 X.

B ¢ynkuun tpanchopmanmu RIPEMD-160 mocnenHsist KOHCTaHTa BMECTO
0xCA62C1D6 umeer 3nayenne 0xA953FD4E, uto coorserctyetr 230X Sqrt(7).

®Oyukuus TpaHcdopmanuy MD35 ucnosb3yeT 64 KOHCTAHTHI, BHIYMC/ISIEMbIE KaK
232x Abs(Sin(i)), rae i — Homep payHza, oT 1 1o 64. Sin(x) BbIUMCIAET CUHYC ap-
TYMEHTA, 3aJlaHHOTO B pajuaHax, a Abs(X) Bo3BpallaeT abCONIOTHOE 3HAYeHUEe X
(6e3 3Haka). Tak, HampuMmep, KOHCTAHThI UISI MEPBbIX YEThIPEX PAyHAOB PaBHbI
0xD76AA478, 0xE8C7B756, 0x242070DB u 0xC1BDCEEE cooTBeTcTBEHHO.

IIpu BeumciaeHun xau-pyHkuun MD?2 wucnonb3yercsl Tabaula HepecTaHOBOK
(S-Box) pasmepom 256 6Gaiit, HaunMHalolasicsa ¢ nocienopareabHoctu 0x29, 0x2E,
0x43, 0xC9, 0xA2, 0xDS8, 0x7C, 0x01.

IMpu mmdposanuu no anroputmy RCS5 ucnonb3yioTesi ABe KOHCTaHTHl P u Q,
3HAYEHUsI KOTOPbIX OCHOBAHBbI HA JABOMYHOM IIpeAcCTaBlIeHUU uucend e u m. s
Bepcun RC5, paGoraromieit ¢ 64-OGMTOBBIMU CJIOBAaMHU, 3TH KOHCTAHTBI HMMEIOT
sHaueHust 0xB7E151628AED2AG6B u 0x9E3779B97F4A7CI15.

B cneuudukaimu HeKOTOpbiX aaroputMoB, Hanmpumep RC4, HeT BooOlle HU of-
HOM KOHCTAHTHI, MTO3BOJISIONIEN BBIMOJIHATE mouck (umcia 256 u 0xFF, mcmomnb-
3yeMble TIpU 3arpy3ke Kiaouya U Mpu LKUEGPOBaHUM, MPUMEHSIIOTCS HACTOJIBKO
4yacTo, YTO OyAyT HaWIeHbl U B COTHSIX MOCTOPOHHMX (yHKuMit). OnHaKo eciau
B IIporpaMMe MCIoJb3yeTcsl onTUMuU3npoBaHHas Bepcusi RC4, monxonsinas KOH-
CTaHTa MOXeT ObITh HaiijeHa. [le1o B TOM, UTO Mpolieaypa 3arpy3ku Kimda Ha-
YHHAETCS C TOro, YTo 256-0aiiTOBBIA MACCHUB 3aIOJHIETCS MOCIEI0BATEIEHO YNC-
Jgamu ot 0 mo 255. CymiectByeT BecbMa 3(h(eKTUBHbIM CcMOCOO BBIMOJTHEHUS
JAQHHOTO IIMKJa:

lea edi,data

mov eax, 03020100h

mov edx,04040404h

mov ecx, 64
setNext:

stosd

add eax, edx

loop setNext

Kak BugHO, ncronb3oBaHue ONTUMM3ALNU TIPUBEJIO K TMOSIBJICHUIO Cpa3y IBYyX KOH-
CTaHT, TTO3BOJISIOIINX BBITOTHUTH HaeHTUGuKanuoo: 0x03020100 u 0x04040404.
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Korma m3BecTHO, Kakne KOHCTAHTHI IMPHCYTCTBYIOT B TOM WJIM WHOM aJTOPUTME,
OCTaeTCsl HAMTU 3TU KOHCTAHTHI B TeJie MccieayeMoii mporpammsbl. [Torck MoxHO
BEITIOJTHITH BPYYHYIO MJIM BOCIIOJTB30BaThCSI TOTOBBIM WHCTPYMEHTOM, TAKMM KakK
CC (Crypto Checker), co3maHHBII YeJOBEKOM C TiceBOOHMMOM Aleph, uau
KANAL (Krypto ANALyzer), pazpadorannsiii rpynmoit uNPACKiNG gODS.

Crypto Checker 1.1 beta 7 ymeer pacnosHaBarb aaroputMbl Blowfish, CAST-128,
CAST-256, HAVAL, MARS, MD4, MD5, RCS5, RC6, Rijndael, RIPEMD-128,
RIPEMD-160, SHA-1, SHA-256, Tiger, Twofish, WAKE, a takxe HekoTopble
reHepaTophl MceBaocaydailHbix ynces, ¢pyHkuuu BerunciaeHns CRC16 u CRC32
u 6ojee 3000 mpocThIX YKCEIL.

22.3.3. MpuHLUMN noKanbHOCTN

Ecnmu ymamoch HailTu XoTs ObI OMHY M3 HUCITOJIB30BAHHBIX KPUNTOTrpadHUeCcKUX
(byHK1IMIT, OOBIYHO He OYeHb CIIOXHO HAWTU W BCe OCTalbHbIe. B 3TOM OYeHBb
TTOMOTAeT HECKOJIbKO 3BPUCTHK.

CornacHo mepBoii 3BpUCTUKE Bce (PYHKIUMU, OTHOCSIINECS K OQHON OMOIMOTEKE,
penakTop cBsi3eil OOBIYHO pacrosaraer psaoM. To ecTh, ONO3HAB OJWMH M3 KPUII-
TorpaduIecKNX IMPUMUTHBOB, MMEET CMBIC] BHHUMATEIHHO H3YIUTh (DYHKIIUU,
pacrnoyioXXeHHble B HeMoCcpeACTBeHHO! 6u3ocTu oT Hero. C OoJbIION BEpOsSTHO-
CTBIO 3TO OYymyT (parMeHTHI IPYTUX KPUTITOTpadUIECKUX TIPHMHUTHBOB.

Bropasi sBpuctrka ucnojb3yeT TOT (PakT, YTO OUEHb YACTO OTIAEIbHbIC CTaIUU
aJITOPUTMA BBITIOTHSIOTCS HETIOCPEACTBEHHO APYT 3a ApyroM. To ecTh, HalpuMep,
MpU BBIYKMCICHUM 3HAYEHMST X3I1a UCIMOJb3yloTcs Tpu ¢yHKiuu. IlepBas ¢hyHK-
uMsl (Init) ycTaHABIMBAeT HayaJlbHOE 3HAaueHUe KoHTekcTa. Bropas dyHkuus
(Update) oOpabaThIBaeT O4YepeaHYI0 MOPLUI0O JAHHBIX, OT KOTOPBIX BBIYMCISETCS
3HAUeHUe X3I1a U OOHOBIISIETCSI COCTOSIHME KOHTeKcTa. TpeThsl pyHKUUS (Final)
3aBeplIaeT Mpolleaypy BBIYMCIEHMS M BO3BpalllaeT MUTOroBoe 3HayeHue. U B pe-
QIbHOW TporpamMMe BBbI30B (bYHKIMM Init OOBIYHO HAXOAUTCS B HEMOCPEICTBEH-
HOI OJIM30CTUM OT MEepBOro BbI3OBA (PYHKIMU Update, a IOCJAEAHUI BbHI3OB
Update — TIPSMO Tiepell BbI3OBOM Final. ClenoBaTebHO, HAlAS JIIOOYIO U3 3TUX
(yHK1LIMIT, OUeHb MPOCTO HAMTU Bce ocTajabHbie. Ha puc. 22.1 nmpuBeaeH npumep
MPOIIeNYPhl, BBEIYMCIAIONIEN X3II-3HaueHWe 1o anroputMy MDS5. ®ynakiun
MD5 Init M MD5 Update JIETKO ONO3HATh MO KOHCTAHTAM, & MD5 Final MOXHO
HalTH UCXOMS U3 TOTO, YTO OHA BBI3BIBAETCS Cpa3y Mocje MDS Update.

TpeTbsl 3BpUCTUKA OUYEHb ITOMOIaeT, €CliM KpUITorpaduyeckuii IpUMHUTUB pea-
JIU30BaH KaK KjlacC B OOBEKTHO-OPMEHTHPOBAHHOM S3biKe. [lpM KOMIUISAIUU
Kjlacca cozfaeTcsl Tabauua BUpTyalnbHbiX pyHkuuit (Virtual Function Table, VTa-
ble), comepxxaimast agpeca Bcex (pyHKIIMI, SIBISIONMIMXCS METOJAMM JAHHOTO KJjac-
ca. CrnemoBareIbHO, OIPEIEIUB PACIONOXEeHe OJHOTO U3 METOIOB, MOXHO Haii-
TH CCHUIKY Ha HEro M3 TaOJMLbI BUPTYalbHBIX (DYHKIWI, a 3HAYUT, OTHICKATh U
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BCE OCTaJIbHBIE MeTonbl Kiacca. Ha puc. 22.2 mpomumiocTpupoBaHbl CTPYKTYPBI
JAHHBIX Kjacca, MpeaHa3HaueHHOTo JUISl BBIYUCIEHMS] 3HAUeHUs X3I-(QYyHKLINU.
KoHKpeTHbIN 5K3eMILIsIp Kilacca BbIYMCsieT Xaul-dpyHkuumo MDS.

BYTE *calcMD5 (BYTE buf[16],
BYTE *data, int len) {

MD5_CTX ctx;
MD5_Init (&ctx);

MD5_Update (&ctx, data, len);

MDS5_Final (buf, &ctx);
return buf;

S L

call
call
call

retn

calcMD5 proc near

MD5_Init
MD5_Update “

MD5_Final —|

calcMD5 endp

\»

Kog, MD5_Init
6);67452301

0x10325476

Kog MD5_Update
0XD76AA478

OXEBC7B756

Koa HeonosHaHHOM
yHKLMM

Puc. 22.1. lNocnenoBaTtenibHOE BLIMOMIHEHWE CTaAU anroputMma

Ykasatenb Ha
Tabnuuy meToa0B

Virtual Function Table

&Init

/ MD5::Init \

O6nacTb AaHHbIX
3K3emnnspa knacca

&Update 4% MD5::Update ‘
&Final
NULL \ﬁ MD5:Final |

Puc. 22.2. 3k3emnnsp knacca, BblHUCAIOWEro 3Ha4eHme Xal-OyHKUnm

Taxke eciy B IMporpaMMe TOIIEPXKUBAIOTCS, HAIIPUMep, HECKOJIBKO CUMMETPHY-
HBIX aJITOPUTMOB IIMGPOBAHUS, TO ¢ OONBIION BEpOSTHOCTBIO THe-TO OYIeT pac-
MoJIOXKeHa TabInIla, Kakmas 3alich KOTOPOU cchiaeTcs Ha TaONHIy BUPTYalb-
HbIX (DYHKIIMI OTHOTO U3 AJITOPUTMOB.

22.4. lNpoTtoKonupoBaHue

Korma ompeneneHbl ajpeca ToYeK BXofda B Kaxayl (GYHKIIUIO, OTHOCSIIYIOCS
K peajM3alyy TOr0 WIM WHOIO KPHMITOrpagpuuecKoro MpUMUTHBA, HEOOXOIUMO



258 Yactb V. Sametku 0b uccrnegoBaHum cpencTB 3aLyUTbl

MMPOAHAIM3NPOBATh Bce oOpalleHWs K TakuM GyHKOWIM. Pasymeercs, MOXHO
MOMBITATLCS BBIMOJIHUTD 3Ty paboOTy MpU MOMOIIM OTJIAAYMKA, HO, CKOPEE BCETO,
Yyucao oOpallleHui K KpunrtorpadbudyeckuM (GyHKUIUSIM OyaeT HAaCTOJbKO BEJIHUKO,
YTO yaepXaTh MOJHYIO KAPTUHY B MaMSITH HEe CMOXET HU OJUH YeJloBeK.

[MoaTomy nydie coxpaHuTh Bclo MHMOpMaLK0 00 apryMeHTax, MmepeaBaeMblx Ha
BXOII KpUTITOTpadhUIecKuX (PYHKINIA, a TAKKe O BO3BpAIlacMbIX UMM 3HAYCHHSIX,
B ¢aiine mporokona. Ecnu uccneayemas mporpamMma coaepKUT HECKOJbKO TOTO-
KOB, pa3yMHO 3allOMWHaTh W WACHTU(HUKATOP TTOTOKA, BHYTPU KOTOPOTO TPOVC-
XomMT obpaineHue K GyHKIMU. Takke MOXHO COXpaHSTh aipec, OTKyAa IpOou3-
BOIMJICST BBI30B TOM WJIM WHOU (DYHKITUN.

Y100l MOJYYUTH BO3MOXHOCTH IMPOTOKOJIUPOBAHUSI, HEOOXOMUMO TepexBaTUTh
Bce oOpallleHUsI K KpUITorpapudeckKuM (PyHKIUSIM. DTO MOXET OBITh BBIIIOJIHEHO
pPasHBIMU CITOCOOAMM, HAIpUMep IMPU MTOMOIIM 3aIycKa IporpaMMBbI IO CBOUM
OTJIAMYMKOM, pealn30oBaHHbIM cpeacTBamu Microsoft Debugging API.

Hpyroii crmocod — mMoauduUIIMpoBaTh 00pa3 MporpaMMbl B MaMSITH TaKuUM oOpa-
30M, YTOOBI MpU OOpallleHUH K KpunTorpapuyeckuM NPUMUTUBAM YIIpaBiIeHHE
MOCTYHAN0 K CIeNWATBbHBIM (QYHKIIUAM-TIepeXxoqHuKaM. POYHKIHSI-TIepEeXOTHIK
JOJIKHA 3amucartbh B MPOTOKOJ BCe apryMeHThl 3apoca, BbI3BATh OPUTMHAIBHYIO
KpunTorpadpmieckyo (GpyHKIINI0, K KOTOPOI MPOM3BOAMTCS OOpallleHne, M coXpa-
HUTb B MPOTOKOJI BO3BpAlllEHHbIE pe3yabTarbl. OOBIYHO TMPU peATU3alMU 3TOTO
crocoba Bech KOj, OTBEYalOlIMii 32 MPOTOKOJUPOBAHUE, KOMITUJIUPYETCS] B BUIIE
OTIeJIbHONM TWMHAMUYECKM 3arpyxkaeMoil 0uonmoTeku. A 3Ta OMOIMOTeKa MOAKIIIO-
yaeTcsl K HMcclieayeMoil MmporpaMme c momolibplo TexHojgoruu DLL Injection —
BHeAapeHue DLL B agpecHoe mpocTpaHCTBO IMpollecca.

ITocne Toro Kak MPOTOKOJ TMOJNYyYEH, OCTaeTCs ero MpoaHaausuposarb. [IpoTokon
MOXeT OBITh MpEeACTaBIeH B BUIEC OPUEHTUPOBAHHOTO Tpada, B KOTOPOM KPHUIITO-
rpaduyeckue (GYHKIUM SBISIOTCA y3J1aMH, a TpUHUMaeMble M BO3BpalllacMble
3HAYEHUS — IyTraMmu.

OyeHb YacTO MPOTOKOJN CTPOUTCS TaKMM 00pa3oM, YTO JAaHHBIE C BBIXOJA OTHOM
KpunTorpadguieckoil pyHKIIMKM cpa3y ke MOmAIOTCs Ha BXOM IPYToi, M TaK Ipo-
WICXOMIMT JIO TeX Top, IToKa He OyIeT Mojy4eH HEKOTOpHIil pe3yabTar. To ecTh MO-
IuduKaIMs TaHHBIX TTPOMCXOIUT TOJBKO BHYTPH KPHUTITOTpadUIecKNX (PYHKITUA.

B TakoM ciyuae, 3Hasi KOHEUYHBIl pe3y/ibTaT (KOTOPHI, HAIPUMEP, MO ObITh
HaiiieH B (aitie Ha OUCKe WM MepexBayeH ¢ MoMollblo cHuddepa), moaydyuThb
AJITOPUTM €T0 BBIUMCIIEHUS He CIOXHO. JlocTaTouHo HallTHM Ha rpade, MOCTpoeH-
HOM ITo MHGOpPMAIMU U3 MPOTOKOJIA, OOPATHBIA MyTh 10 MCXOMHBIX JaHHBIX.
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22.5. BHeceHMne ncKkaxeHmm

Ecnu xe maHHble Bce-TaKu M3MEHSIIOTCS MEXy BbI30BaMM KpHUITOTpaduuecKux
(GyHKIMI M 3TO He MO3BOJIIET OINMpPENeIUTh AITOPUTM, MOXKHO MOMPOOOBAThH clie-
aytoiuii noaxon. Hekoropele dyHKLUMU-TIEpEXONHUKU pa3pabaTbiBalOTCSl TaKUM
00pa3zoM, UYTO MpU OOHAPYXEHUU OIpeAeIEeHHOIo 3HAaYeHHUs B 0OpadaThIBAEMBbIX
JAQHHBIX, B HUX BHOCSITCSI HaMepeHHble uckaxeHus. [Ipu aToM, pasymeeTcsi, Bce
ornepaluu, WCMOJb3YIOIINE MCKAXEHHbIE NAaHHbIE, MOWAYT MO-APYroMy, U 3TO
OyzmeT oTpaxxeHo B MpoToKoje. CpaBHMB ABa MpoToKoaa (OpUTUHANBHBIA U C HUC-
KOXEHMSIMU), MOXHO OYIET JIeTKO ONpeNeuTh, Tie BHeCEHHbIe MCKAXEHUS BIep-
Bble MOBIMSIJIM HA XOJA BBIMOJHEHUS MPOTOKOJA, a 3HAYMUT, W JIOKAJIM30BATh
MeCTO, Hyxjaatouieecs B 0ojiee moapoOHOM MCCIeIOBAaHUU C MOMOIIbIO OTJIamynKa
U au3acceMbiepa.

M3y4yath 1 aHATM3UpPpOBaTh PEKOHCTPYMPOBAHHBIM KPUTITOrpadUIeCKUi TPOTOKOJ
Ha HECKOJIbKO TOPSIIKOB TIPOIIE, YeM IBITaThCS IMPU MOMOIIY OTIAgUyMKa U IU3-
acceMOiiepa pa3obparbcs B TOM, KaK IporpaMMa obpabaThiBaeT JaHHEIE.

Ecnu ke TpOTOKOIN SIBISIETCST €IMHCTBEHHOM CEKPETHOM YacThIO "UepHOTO SIIIM-
Ka", peKOHCTPYKIIUS TPOTOKONA, (PAKTUIECKH, O3HAYAET TTOJTHBIN B3JIOM 3aIUTHI.
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Yero oxunpgartb B 6ygyuiem N

Henatb mporHo3bsl Ha Oyayliee — neio HebnarogapHoe. Ho To, 4To HamucaHo
B BTOM TIJlaBe, — 3TO HE€ CTOJBKO MPOTHO3bI, CKOJIBKO OOIIME OLIYIIEHUs OT Cy-
LIECTBYIOIIEr0 HAa HACTOSIIIMI MOMEHT IOJIOKEHMSI Belllell M HaMedarollUXcsl
TEHIEHIIN.

23.1. KoHuenuum 6e3onacHocTun

K cuactpio, Bce Gombllle KOMITAaHUH MPUXOASIT K TTOHUMAHMIO TOTO, YTO B COBpe-
MEHHOM MHGOOPMAIMOHHOM MHUpe obecrieyeHue MHOOPMAIMOHHON 0e30macHo-
CTHU SBJISIETCS OYeHb BAaXXHOM 3amaveil. Bo3aMoOXHO, 3TOMY CITOCOOCTBYET TOT (hakT,
YTO Bce OoJibllle MHUMICHTOB, CBS3AHHBIX C HapyIIeHUWEM 3alUThl, CTAHOBSATCS
M3BECTHBHIMHU IMUPOKON ayauTopuu. M B 3TOM [OBOJBHO OOJbINas 3aciyra
CpeNCTB MAaccoBOM MH(OpPMAaLUK, KOTOPbIe CTAIU YIENSITh BHUMAHHUE MOTOOHBIM
BOITPOCAM.

IIpaBma, wHOTHAa BO3HWKAET OINYIIEHME, YTO CPEICTBA MAcCOBOM WHGbOpMAIN
HaMepeHHO 3a0BbIBAIOT HEKOTOpHhIe (haKThl, CTPEMSCHh Pa3ayTh cKaHmal. MHavye kak
OOBSICHUTH, YTO OYEeHb MHOTO KpPHYaT O KOMITBIOTEPHOM BHpYycCe, BBI3BaBIIEM
SMMIEMHUIO, XOTS 3aruiaTka sl ySI3BMMOCTH, MCIIOJb30BAaHHON BHPYCOM, ObLIa
JIOCTYITHA 32 HECKOJIBKO MeECSIeB 0 MOSBIeHUS BUpyca. To ecTh SIMUAEMHS CITy-
YuIach UCKIIOYUTEBHO M3-3a XAJNIATHOCTH CUCTEMHBIX aAMUHHUCTPATOPOB, HE yC-
TAHOBUBILIHX BOBPEeMs OOHOBIIEHHE CUCTEMbI O€30MaCHOCTH.

B 11060M ciydae, o4eHb MHOTHE JIFOOU, COMpUKacaloliecs ¢ WHGOpMaIMOHHON
0€30IMacCHOCThI0 HE TOJbKO KakK IOJb30BaTelM, MMEIOT HEIOCTaTOYHBI Oarax
3HAHUI B 3Toii obnacTu. M mpexe yeM BKJIAAbIBaTh BeChbMa 3HAYMTENIbHBIE CPElI-
CTBa B pa3paboTKy WM IPUOOpPETEHHE CPEICTB 3aLUUThI, CTOUT OOYYUTh JIIOACH
XOTsI OBl OCHOBHBIM IPHMHIIMIIAM 0e30MacHOCTH, T. K. 0e3 3TOro gaxe camas Ha-
JIeXHas TeXHWYecKas cUcTeMa OymeT maBaTh cOOM B caMOM cllaboM 3BeHEe — de-
JIOBEYECKOM (hakTope.
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23.2. lNepcneKTuBbl
pa3BuTUA Kpuntorpadum

Kak 6b1 HU ObLTO MHOTO cllelaHO, HM OHA M3 HayK He coOMpaeTcsl OoCTaHAaBIM-
BaTbCSI B CBOEM PA3BUTUM. TaK M B OOJACTH KPUIITOJOTUM TTOCTOSTHHO BEIyTCSI
ucciaenoBaHus. YacTb MpoOBOOMMBIX pabOT OTHOCUTCSA K KPUNTOAHAIU3Y — BO-
MpocaMy TIPOBEPKHN CTOMKOCTH aJITOPUTMOB M TIOMCKOM METONOB WX B3JIoMa 3a-
HMMAIOTCS Beayliue MUpoBble Kpunrtorpadsl. Ho He mpekpaialoTes U yeuius mo
CO3ITAHWIO0 HOBBIX METOIOB JJIST 3alIUTHI MHGOPMAIINN.

23.2.1. MNoTtpebHOCTb B HOBbIX
Kpuntorpadunvyeckux npuMmTnBax

HecMmoTpst Ha To, uTO cylllecTByIolMe KpUNTOrpaduyeckrue airopuTMbl crocod-
HBI 00ECITeYNTh JOCTATOYHO BHICOKMIA YpOBEHb 0€30IMacHOCTH, YTOOBI 3AIUTHUTh
JAHHBIE OT JIIOOOTO MPOTMBHUKA HA COTHU JIET, HOBBbIe IMHUGPHI MPOIOIIKAIOT TT0-
SIBNSITbCsl. Tak cpaBHUTENbHO HEAABHO TMOSBUJIACH TPYIINA HEMJIOXUX aJTOPUTMOB,
cTaBIIuX ¢uHaIUCTaMu KoHKypca AES.

HNHorma HOBBIE aNTOPUTMBI MOJKHBI pabOTaTh B CIEIMANBHBIX YCIOBUAX (Maso
MaMsITH, OTPaHUYEeHHbI Habop KOMaHI), UHOrIA TpedyeTcs yBeJUYUTh MPOU3BO-
IUTETBHOCTh 6e3 CHIDKEHMST CTOMKOCTH. PaGoTBI MO CO3MaHWI0 HOBBIX CHMMET-
PUYHBIX IIMOPOB BeAyTCS MOCTOSIHHO, HO 3HAYUTENBHOTO M3MEHEHHsl cocTaBa
IIMPOKO TPUMEHSIEMBIX CUMMETPUYHBIX KPUNTOTpadMIecKUX aJTOpUTMOB, Ha-
BEpHOe, YXe He Ipousoiaer. Bece-taku cumMmeTpuyHble mudpbl — OIHA U3 ca-
MBIX APEBHUX M XOPOIIIO M3YUYEHHBIX 00IacTeil KpUMTorpadum.

A BOT B KpUNTOrpachuu ¢ OTKPHITHIM KJIIOUYOM JIO0 CHX ITOp MHOTO 4ero He ciela-
Ho. XOpolllo MpoBepeHHbIe METOMAbl, Takue Kak RSA, TpeOyioT BBIIIOJIHEHUS 3HA-
YUTETbHBIX OOBEMOB BBIUMCICHUIN W OINEepUpyIOT OJ0KaMu OOJBIIOrO pasmepa.
M ¢ yBenmnueHneM MUHHMMAaIbHOW PEKOMEHIOBAHHOMW IMHBI KJII0OYa BCIEICTBUE
nporpecca BBIUUCIUTEIbHON TEXHMKU U METOAOB B3JIOMAa HAKJIAAHbBIC PACXOMdbI
pactyt odyeHb ObICTpo. Tak 4TO MOMCK OoJjiee TEXHOJOTMYHBIX PEelIeHU, CIIoco0-
HBIX 00ECIeYNTh BBICOKWII YpPOBEHb 0€30MacHOCTH, MOXeT, B KOHIIe KOHIIOB,
MPUBECTU K TOSIBJICHUIO TTPUHIIMITNATHEHO HOBBIX aJITOPUTMOB.

128- u 160-GuTOBBIE 3HAYEHMSI, MTOJYYAEMbIE HA BBIXOJE IIMPOKO HCITONB3YEMBIX
xou-pyHkiuin MD5 u SHA-1, okazanuch CIMIIKOM KOPOTKMMU JJIsSI HEKOTOPBIX
MPUIOXEHN T, W ObuM paspaboransl crenudukanmn SHA-256, SHA-384 u
SHA-512. [lanbHelilllee yBeJIMUeHWE pa3Mmepa Xolla Bps JW HalAeT MpakTHYecKoe
MpYMEHEHNEe, HO MOTYT IOSIBUTHLCS XaII-(DyHKIMM, padoTatomiye obicTpee, yeM SHA.

Eme OogHa M3 IINIOXO npopa60TaHHbe 3aga4 — 9TO MCTOYHUKU cnyqaﬁHocm JJISL
r€HepaTopoB HCGBHOCHy‘iﬂﬁHbIX yucesl. Ho mouck HOBBIX MCTOYHMKOB BpAd JI
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OTHOCHUTCSI K 3ama4yaM Kpumnrorpacduu. A BOT OlieHKAa o0beMa IeiCTBUTEIbHO CILy-
YaiftHoi MHOOPMALIMK, TOJyJyaeMoli M3 KaXIOTro MCTOYHMKA, BIIOJHE 3aCTyXKUBa-
eT MCCIIeMOBaHMS.

23.2.2. HapeXxHble, HO He Bcerga paboralowme
NPOTOKObI

C mpoTokojiaMU Ae0 OOCTOMT ropasao Xyxke, yeM c anroputMamu. EcTb eiie
MHOTO 00J1acTeif, B KOTOPHIX MPOTOKOJIBI CYIIECTBYIOT, HO He BCerma CIPaBIISIOT-
Cs C BO3JIOXKEHHBIMU 3aIa4aMH.

BosbmeM, Hampumep, nudpoByo noanuch. Kazaxoch ObI, €clM CylIEeCTBYeT WH-
(bpacTpykTypa OTKDBHITBIX KIIOYell W MCIONB3YIOTCS CTOWKWE acUMMETPUYHBIE
QITOPUTMBI, HET HUKAKOW IMpoOjeMbl B OOeCTeueHHH TPOBEPKU TOMTUHHOCTU
MTOAIMCH, Y TOAIUCH SIBISETCS HEOTKA3yeMOIA.

OpmHako Ha caMoM Jiejie BO3MOXEH TaKoii clieHapuii. Ha KoMmmbioTepe MoIb30Ba-
TENsI XPAaHUTCSI CEKPETHBIM KITIOU, MCIIOMb3YeMbIi IUTSl TIOATMCH, HO IS JOCTYIIa
K KJII04y HEoOXOJMMO BBECTM CEKpeTHYIo ¢dpasy. DTo o4eHb paclpocTpaHEeHHas!
cxeMa XpaHeHUs ceKpeTHoro Kimoda. KommbioTep 3apaxkaercs BUPYCOM, WM Ha
Hero momnanaeT TPOsIHCKas MporpaMma. DTa TposiHCKash MporpaMMa HaXoguT Ha
MallliHe KJII0Y TONMHUCH M OTChUTaeT ero mo WMHTepHeTy mpoTWBHUMKY. [lapai-
JIeJIbHO YCTaHABIMBAETCs MporpaMMa, MPOTOKOJMPYIOIas Bce HaXaTHs KHOIOK
Ha KJIaBUAType W TIepemarollas IPOTOKOJN 3IIOYMBIIICHHNKY. TakuM obpasoM,
Mocjie TOro Kak HUYero He IOA03peBaOIIMil TMOJIb30BaTelb BBEAET KIIOUYEBYIO
(bpazy, B pacmopsskeHUM TMPOTUBHUKA OyIeT UyxKoi KITIOY MOAMMCU M CeKpeTHasT
(dbpaza, HeobxoaUMas IJIs1 JOCTYMA K KIIIOYY.

OnuceiBaeMblii puMep Oojiee YeM peajieH, YUYUTbIBasSh MHOTOUYMCIEHHBIE OBIPHI,
C 3aBHIHBIM ITOCTOSTHCTBOM OOHApyKMBaecMbIe B OIepallMOHHBIX crcTeMax. M kak
pesyabTar, IMdpoBas TMONNMHMCh MOXET OBITh TOIeNTaHa 3JIOYMBIIIJIEHHUKOM,
¥ B 9TOM HET TPSIMOI BUHEBI TTOTb30BaTEIs.

Tenepb MOCMOTPUM Ha Ty e CHUTYyallMIO Cc Apyroil cropoHbl. Eciu Bragenbily
KJIIOYA yAacTcsl 0KA3aTh B CY/E, UTO MOXUIIEHNE UMEIO MECTO, TO 3TO MO3BOIUT
€My OCBOOOIMTHCS OT O0SI13aTENbCTB U YTBEPXKACHUH, MOJ KOTOPbIMU Obl1a Mo-
CTaBJieHa €ro MOAMuch. Yl MOCTaTOYHO OJHOTO TONOOHOTO Ciydyasi B CTpaHe, e
nercTByeT mpelieneHTHoe npaBo (Harnpumep B CIIA), 4ToObl T1000M Xenaoluit
MOJTYYMJT XOPOIIINE IIAHCHI OTKA3aThCsl OT MOAMKCH, N300pa3uB MOXUIIEHUE CO0-
CTBEHHOTO KJIIOYa.

TposaHckasa 3awuta

17 okta6psa 2003 roga 19-netHun AapoH Kaddepeii (Aaron Caffrey) 6bin onpasgaH
6putaHckum cygom. Ero o6BuHsAnu B opraHusauum DOS-atakm (Denial Of Service,
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oTka3 B 0bCnyxuBaHuM) Ha UHGpPacTpykTypy nopta B XblocToHe (wTaT Texac). Oa-
HaKo 3aWMTHWKY yAanocb yoeamTb NPUCSDKHBIX, YTO KOMMbloTep AapoHa, C KOTOpOro
BbIMOMHANAck araka, Obin B3MOMaH HEW3BECTHbIM XaKepoM, KOTOPbIA WM YCTpows
aTaky MpPOTMB XbIOCTOHCKOro nopta. M 3To kak MUHUMYM TPETUIA Criydaln yCrneLuHoro
NPUMeHeHNs "TPOSHCKON 3awuThl" B GpUTaHCKON 0pUCNpyAeHLMN.

Bces npobGiiema B ToM, 4TO IJ1s1 CO3MaHUsI OOBIYHON MOANUCHU TpedyeTcsl MPUCYTCT-
BU€ TOAIHUCHIBaOLIero. A misl 1udpoBoil moanucu Tpedyercsl JOCTyI K HEKOTO-
poil mHbopMauuu Wi obopynoBaHMIo (ailly ¢ KJIO4YOM, ceKpeTHoii (dpase,
cmapTt-kapre, PIN-komy), HaxomsiuuMcs B 3KCKIIO3MBHOM PACIOPSLKEHUM Bia-
Jaenbua noanucu. Ho Bce aTu HeoOXxoauMble ST MOANUCH CYUIHOCTU MOTYT OBbITh
OTIeNIeHB! OT TOJIb30BaTells: MOACMOTPEHBI, YKPaIeHBI, B3SITHI HA KOPOTKOE BpeMs
Y UCMOJIb30BaHbI O6e3 BeloMa Blaaeiblia.

YtoObI "mpuBsI3aTh”’ MOJb30BATEsl K MPOCTABISIeMO MM MOMMMCU, MOXHO MC-
MTOJIB30BaTh OMoMeTprKy. Ho m TyT HepelreHHBIX IMpobeM XBaTaerT.

MopgpenbHble Nanbunku

onnanackue cneumanucTel no 6uomeTpuke ToH BaH aep lMytTe (Ton van der Putte)
n OxepoH Kenunr (Jeroen Keuning) k 2000 rogy paspaboTtanu TexHOMNoruno, no3so-
nsaowyo obmaHblBaTb CKaHepbl OTneyaTkoB nanbues. Nogaenky He obHapyxuBan
HW OAMH U3 NPOTECTUPOBAHHbLIX CKAHEPOB, CO3AaHHbLIX ABYMS AEeCATKaMU pas3nnyHbIX
npoussoanTenen.

B okta6pe 2003 roga akcnepumeHT Obln NOBTOPEH, U pe3ynbTaTbl OLIENOMUNN Aaxe
aBTOpPOB TexHonorun. KoMnnekT martepuanoB, AOCTATOMHbIA AN U3rOTOBMEHWS
npumepHo 20 noaaenbHbIX NanbLes, MOXHO npuobpecTu npumepHo 3a $ 10 B mara-
3uHax Tvna "cpenan cam" (do-it-yourself). M3rotoBnexnve konun nansua npu coTpya-
HM4YecTBe Bnagensua 3aHumaeT He bonee 15 muHyT. Bonee Toro, Ans N3roToBneHns
NoAAernky Ha OCHOBE NaTEeHTHOro oTnevyartka (OCTaBMEHHOrO Ha rMmajgKon NoBepXHO-
ctn) Tpeboeanocb 1,54aca BpemeHu, MaTepuansl Ha $ 20 (moctaTouHble AnA
20 pybnukatoB) 1 Takoe 'cneumanbHoe" obopyaoBaHue, kak undpoBasi kamepa u
ynbTpaduoneTosas namna.

Tak 4yro mMpoOGNeMBl MMEPCOHATBHONM AyTeHTH(UKALMM, a TaKxKe MHOTHME Ipyrue
MpobJeMbl COBpEMEHHOT0 MH(MOPMAaIIMOHHOTO MUpa Bce ellle HYXXAalTcsl B OoJiee
HaJeXHBIX PEIIeHUSIX.

Kcrat, MHOTHE HEIUIOXHE QJTOPUTMbI M IPOTOKOJBI IOKPHIBAIOTCS IaT€HTAMM
WIM TIaTeHTHBIMU 3asiBKamMu. M omHO M3 3aHsITHi, HA KoTopoe KpumnTorpacdam
MPUXOAUTCS TPATUTh BPEMsI M3-3a CYIIECTBYIOIIETO MMaTeHTHOIO 3aKOHOAATEIbCT-
Ba, 3aKJII0YAeTCsl B MOMCKe 3(PpGheKTUBHBIX M HAIEeXHBIX pellleHWi, He Hapyllao-
LIMX HUKAKKX IIATEHTOB.
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23.3. 3awmTa nporpamm

[ToMHOCTRIO 3aLIUTUTH IPOrpaMMy OT HECAHKLIMOHUPOBAHHOIO TUPAXKUPOBAHUSI,
MPUMEHSIST TOJIBKO TpOorpaMMHBIE pellleHKs, HeBo3MOXHo. Eciu mporpamma mo-
KET OBbITh 3aIyllEeHA, OHA MOXET ObITh B3JIOMaHa.

OfHako CYLIECTBYIOT MIEH, CIOCOOHBIE 3HAYMTENbHO 3aTPYIHUTH PaboTy Mpo-
tuBHUKA. B cepenunHe 2000 roga B KoHpepeHunu HoBoctei fido7.ru.crypt ObLi0
OMYOJMKOBAHO COOOIIIEHUE, aBTOPOM KOTOPOTO SIBJISUICS YeJOBEK IO TCEBIOHM-
MoM stpark. B cooOlleHuu mnepevyucisiioch HECKOJbKO WHTEPEeCHBIX METOMOB,
pa3paboTaHHBIX CIELMATMCTAMU T10 3AIIUTE U AHAINU3Y MPOTPAMM ISl COOCTBEH-
HbIX HYXZ, HE MOJYYMBIIUX OTKPHITON peanusaluyd M, BO3MOXHO, UMEHHO IO-
9TOMY He B3JIOMaHHBIX. Jlajee nmpuBeaeHbl TPU U3 HUX:

a NEpEKPECTHAA NPOBEPKa LEJIOCTHOCTU HCIIOIHACMOIO MOAYJsA M MCIIOJIb3YyE-
MbIX UM ITUHAMMWYCCKHU 3arpyKa€MbIX 6H6JII/IOTCK;

O 3allIuTa, BBINOJHAIOIIAsACA OOHOBPEMEHHO B HECKOJBKHWX IOTOKaX, T KaX-
JIbIA TTOTOK KOHTPOJUPYET LHEJTOCTHOCTDb KOAAa MporpaMMbl, BBIABIIACT HEIIPEAY-
CMOTPE€HHbIE 3aJ€PXKKH B BBIIIOJHCHUU APYIMX INIOTOKOB M IIOCTOSIHHO MU3ME-
HAET BHYTPEHHEE COCTOAHME MOAYJIA 3alIUTHI;

O npuMeHeHHe BUPTYaJIbHBIX MAIIWH [JIS BBIIOJHEHUS CIIeIUaJbHBEIM 00pa3oMm
00paboTaHHOTO KOMa.

Euie omHa uzges, KoTopylo cobupanach peajn3oBaTh (a MOXeT ObITb, YK€ U pea-
nu3oBajia) kommnaHus Protection Technology, 3akitouanach B pa3paboTke creiu-
albHOrO KoMmmmisgTopa sizbika C, KOTOpbIii Obl co3gaBal KoJ, OYeHb CIOXHBIN
JUTSL TU3acceMOIMpOBaHMSI.

CMBbICT 3TOU UJeu B TOM, YTO Jaxe IMpocTeiline onepaluu MOXHO 3arucaTth Ta-
KHUM 00pa3oM, 4To OyIEeT NajJeKo HE OYEBMIHO, YTO XK€ OHU AenaiT. M 3To oueHb
YyacTo MoJjiyyaeTcsl Mpu BKJIOYEHUM ONTUMU3ALMU B KoMmuisitope. Hampumep,
SKBUBAJICHTHBI acceMOJIEpHBIII TEKCT CIeylolleil mpocTeilieil ¢GyHKIUKA Ha
s3pike C mpuBeneH B aucTuHre 23.1:

int divFn (int x) { return x / 10; }

JaHHas (GYHKIWS BHITOTHSIET OOHY-eIWHCTBEHHYIO ONEepallio — IEeJ0YnCIeHHOe
JeneHue aprymenTa Ha 10.

JinctuHr 23.1. dyHKLMA LenoYmcrneHHoro aeneHust Ha 10

mov ecx, X
mov eax, 66666667h
imul ecx

mov eax, edx
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sar eax, 2
mov ecx, eax
shr ecx, 1Fh
add eax, ecx
retn

A BOT mpuMmep Ipyroil ¢GyHKUMUM, acceMOJepHBbI Kol KOTOpOil TpuBeldeH
B JIUCTUHTE 23.2:

int casefn (int x) { return x > 100 ? 15 : 25; }

Dr1a GYHKINS B 3aBUCUMOCTH OT 3HAUYEHUST apryMeHTa BO3BpalllaeT OJHO M3 IBYX
BO3MOXKHBIX 3HAYEHU.

JNnctunr 23.2. ®yHKUMA BbIGOpa pe3ynbTaTta Mo 3HAYEHUIO apryMeHTa

mov ecx, [esptarg 0]
Xor eax, eax

cmp ecx, 64h

setle al

dec eax

and al, OFo6h

add eax, 15h

retn

0O6e acceMOnepHble (GYHKIINH, TPUBEICHHBIE BBIIIE, MOXHO HAIMcaThb TOpasno
Kopoue U IOHSTHee, HO MpPHM ONTUMM3ALUM IO CKOPOCTH BBIITOJIHEHUS MMEHHO
STW BApUaHTHI SBIAIOTCS HAWIyJYIIMMU. B mmepBoM mpuMepe ymaaoch M36aBUTHCS
OT OYeHb MENJIECHHOM OoIepaluy AeJIeHUs, a BO BTOPOM — OT KOMAaHIbI YCJIOBHOTO
Tepexofa, TakKe M3PSIHO BIUSIONIe Ha cKopocTh. Ho ONMTUMM3aIIN0 BEITTOTHILT
KOMITWJISITOP, @ YeJIOBEKY C TEepBOro B3IJISIIA COBCEM He IPOCTO OymeT MOHSTh,
YTO JIeaeT Kaxmas u3 ¢yHKIHI. XOTsI, HEMHOTO TTIOIyMaB, pa3o0paThcs BCe-TaKH
peanbHO. K ToMy Xe, CyIIecTBYIOT YIeOHMKH, U3 KOTOPBIX MOXHO Y3HATh O XWT-
POCTSIX, UCIIOTb3YEeMBIX IPU ONTHMHU3ALNHI, M HAYUUTHCS UX TTIOHUMATh.

Ho moutu mis m060ii KOHCTPYKLIMHU SI3bIKA MOAOOHBIM 00Pa3oM MOXKHO MPUIY-
MaTh HECKOJIbKO albTEPHATUBHBIX CIIOCOOOB IMPEICTABICHUSI B CUCTEME KOMAaHI
MUKpornpoleccopa. M ecii KOMIOUISITOP CTaHET cAydailHbIM 0Opa3oM BHIOMpPATh
OIUH M3 MHOTMX BO3MOXHBIX BapMAHTOB [UIsl KaXIOro OIeparopa, pa3odpaThCst
B IOPOXIAaeMOM MM MAIIMHHOM KOJle YeJIOBEKY OyIeT o4eHb 1 OUeHb HEelpoCTo.
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23.4. 3awunTta AaHHbIX

HecmoTpss Ha To, YTO Ha pPBIHKE TIOJHO OTKPOBEHHO IUIOXHMX CPEICTB 3alllWTHI
(KoTophle, TeM He MeHee, 9acTO XOpOIIOo IMPOAAloTcs), ¢ obecredyeHneM CeKpeT-
HOCTU HAYYWMJINCh TPUEMIIEMO CITPaBISIThCS MHOTWE paspaborunku. M Bce waime
CpelCcTBa 3AlMTHI, BCTpauBaeMble B apXWBaTOPHI M 3JIEKTPOHHBIE TAOJIUIIBI, ITPO-
rpaMMBI BeleHUsT (GMHAHCOBOW MCTOPUM M TEKCTOBBIC TIPOLIECCOPHI, IMO3BOJISIOT
MPEIOTBPATUTDL PACKPBITHE CEKPETHON MHGPOPMALMK JaXe CaMbIM CHJIBHBIM TIPO-
TUBHUKOM. Ho Gema B TOM, UTO TOB30BaTENIM HE TIPUYYEHBI TTPABUIHLHO MCIIOb-
30BaTh (PYHKINM 3alIUTHL. JIJIsT GONBITMHCTBA MPOCTHIX JIIOIEH TPeIoKeHNE BBI-
OpaTh KpUTITONPOBaiiIepa, KOTOPBIA OyIeT MCIIOMb30BaThCS ST 3aIIUTHl JAHHBIX,
PaBHOCUJILHO TIPEUTOXKEHHWIO BHIOpaTh MapKy CTalM, M3 KOTOPOW OymyT HenaTh
TaiiKy JJIST 3aKpeTICHWsT TBUTATENIST aBTOMOOWIIS.

3mech MoOXeT OBITH NIBa pellleHHs: WU o0yvaTh IMOJIb3oBaTeNIeil, MTOHOCS 0 HUX
MpaBUJIbHOE TTOHUMAHUE TOTO, YTO TaKOe 0e30MacHOCTb, WM TOCTPOUTDH 3AIIUTY
TakKUM 00pa3oM, YTOOBI TOJb30BaTEeNb MPOCTO HE CMOT MCIOJNIb30BATh KOPOTKUIA
K04 1 poBaHUs WM JIETKO TomdmpaeMblii maponb. Ho, K coxaneHwio, HU
OIIHO U3 3THUX pellleHuil paboTarth He OydeT — He BCe IMOJIb30BaTeNU XOTAT U3Y-
YaTh TO, YTO OHM CAMM CUWTAIOT HEHYXXHBIM. A TIpUMEHEHHE KECTKUX ITOJTUTHK
0e30IacCHOCTH CHIIKAeT COBMECTHMOCTDb M yIOOCTBO MCIIOJB30BaHMS (YeM He Bce
TOTOBBI TIOXEPTBOBATh), 4 TAKXKE MOPOXIAET APYTME BHUIBI YA3BUMOCTEH, HANIPH-
Mep TTapojiv, 3alicaHHble Ha Oymare W TpUKJIeeHHbIe K CHCTEMHOMY OJIOKY.

C 3amuToil 1MPpPOBOro KOHTEHTa cuTyauust Oojee cioxHas. 3agaun DRM sB-
JISTIOTCSL CPaBHUTEJIbHO HOBBIMU, HO IIPAKTUYECKHM BCE IOMBITKM WX peLIeHUs
OKa3zaIiuch HeymayHbIMU. YacTMyHO 3TO ObLIa BMHA pa3pabOTYMKOB, YACTHMYHO
MPUYMHOM SIBUJIACh HEBO3MOXHOCTh aOCOIOTHOM 3alIUThl JaHHBIX ipu DRM.

Bragenblibl KOHTEHTA MBITAIOTCS MCKATh caMble pa3HbIe TOIXOIBI K 00ecTIeueHIIO
3amuTH. [loTepneB Heymayn B MPUMEHEHUH TEXHUYECKNX METOMOB, OHM ITyCTHIN
B XOI 3aKOHoHaTeIbHEIe. B momomHeHMe K 3aKOHAM, 3allpellafollliiM TUPAXKUPO-
BaHMe WHGbOPMAINHU, 3alIUIIEHHOW aBTOPCKUMHU ITIPaBaMU, TOSBWINCH 3aKOHHI,
ITO0 KOTOPHIM JaxKe MCCIIeNOBaHNE TEXHUIECKUX CPEICTB 3aIIUTHI KOHTEHTa MOXKET
OBITH TIPU3HAHO YTOJIOBHBIM IpecTyIUIeHNeM. MemaraMardathl MBITAIOTCS TTPOBEC-
TH W HOBBIE 3aKOHEI, TT0 KOTOPHIM KaXIoe 3JIEKTPOHHOE YCTPONCTBO MOIKHO OY-
JIeT UMeTh BCTPOCHHBIN OJIOK, OTBEUAIOLINIA 32 KOHTPOJIb COOTIONEHUS IIU(PPOBHIX
MpaB. A YCTpoIicTBa, He MMeIOIIe TTOJTOOHOro 0j10Ka KOHTpOJd (a 3To, HAIpH-
Mep, TOYTH BCe TMEepCOHANbHBIE KOMITBIOTEPHI), MOJIKHBI OBITh TIPU3HAHBI He3a-
KOHHBIMU.

MoxHO MOHSTh XKeJlaHWe IIPOJABLOB KOHTEHTA JIIOOBIM CIIOCOOOM coOpaTh
CTOJIBKO JIeHEr, CKOJIbKO B COCTOSHHMHU 3aIUIaTUTbh IOJIb30BaTeNIM, HO IS 3TOrO
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COBEPIIEHHO HEeO00s3aTeIbHO IIpeBpalllaTh YHUBEPCAIbHBII KOMIIBIOTEP B Y3KO-
CIIeIMAaJIbHOE YCTPOMCTBO IS MPOAAXM 3ByKa M M3o0paxeHUs. MoXHO HOIpo-
0oBaTh U APYTUE MOICIIHU.

Tak ele HECKOJbKO JIET Ha3aj O3BYYMBAIUCH HUAEM IPOAABATh 3JIEKTPOHHBIE
KHUTU He "B TeMHYI0", KaK 3TO jAejlaeTcs ceilyac (cHavaja 3aruiaT, a IOTOM pas-
Oupaiics, Hy>kHa Tebe 3Ta KHUTa UM HeT), a aBaHcoM. Hampumep, mepBylo IiaBy
MOXHO TpouyuTarh OecraTHo. Ho 4YToOBI MOMYyYHUTh BO3MOXKHOCTH UMTATh Clie-
JYIOIIYIO TJIaBy, HEOOXOAMMO OIUIATUTh MPEAbIAYILYIO.

M He cromT AenaTh TaKMX KECTKHX W MOPOI0 GECCMBICICHHBIX OTpaHMYECHUI Ha
VICIIOJTb30BaHME TeX e 3JeKTPOHHBIX KHHT. [1oKa 3IeKTpoHHBIe KHUTH HE CTaHYT
JEeCTBUTENIBHO YOIOOHBIMU, MaJIo KTO OyIeT MX TMOKYIaTh. YK JIydllle KOHTPOJIHU-
poBaTh YT HeEJNETATBHOTO PACIIPOCTPAHEHUSI ¢ TIOMOIIBI0 CTeraHoTrpacuH.
A B 3TOM HaITpaBJIICHUU CIETaHO TTOKa He 0YeHb MHOTO.

23.5. MeTtoabl aHann3a nporpamMm

OCHOBHOE TIPEMMYILECTBO MCCIeAOBaTeNsT Tepel pa3spaboTYMKOM — HeOTpaHM-
YEeHHOCTh BpeMeHH. B pacmopstkeHUM paspaboTuyrKa ecTh IMepuoi ¢ MOMEHTA 3a-
IycKa MPOeKTa U IO MOMEHTA BBIXOJA TOTOBOI MPOrpaMMBbl. DTOT MEPHOJ MOXKET
IIATBCS 2 Hemenan, a MoxeT 3 roma. Ho mMeHHO 3a 3T0 BpeMsi HEOOXOOUMO IIPO-
JyMaTh W peajn30BaTh BCe HEOOXOMMMEIE CPEICTBA 3AIMUTHL.

HccnepoBarenb mojyyaer cCUCTeMy 3alllMThl B CBOE pacIoOpsDKeHME Iocie TOro,
KaK paspaboTka 3aBepileHa. M, HauMHas ¢ 3TOro MOMeHTa, OH MOXeT MpoOOoBaTh
caMmble pa3Hble MOIXOIbI ISl TOro, YTOOBI HAWTU B 3amuTe ciadboe mecto. Mccie-
JoBaTeb He OrpaHMYEH BO BPEMEHU — C MPOrpaMMOll HUYEro He CIy4uTcs HU
yepe3 roa, Hu yepe3 10 yner. B kpaitHem ciaydae, Bcerma MOXHO OTKJITIOYMTb KOM-
MbIOTEP OT CETH, OTBECTM Yachl HA3aJ M BOCCTAHOBUTb KOH(UIYPALMIO CUCTEMBI
C TIpeABaAPUTEIHLHO COXPAHEHHON pe3epBHOM KOMMMU.

PaszpaboTunk MOXKeT BBHIITyCKaTh HOBbIE BEPCUM IPOTPaMM, I00ABJISIST MU MOIU-
bumpys nx 3alUTHBIE MEXaHW3MbI, HO OH He MOXET MCIPaBHUTb YXKe CYIIEeCT-
BYIOLIYIO BEpPCHUIO MpOrpaMMbl. A €ro IMpOTUBHMK, HCCIeO0oBaTelb, UMEET BO3-
MOXXHOCTb OOHOBJISITb CBOIl MHCTPYMEHTApMii M HaBBIKM IO TeX IIop, MoKa He
HageT MpaBUIbHbBINA MOAXOI.

To ecTh, HECMOTPS HA TO, YTO Pa3pPabOTUYMK BCErIa MOXET OKa3aThCsl BIIEPENH
uccaemoBarteass (0 4eM O4YeHb JIIOOSAT 3asBJISATb HEKOTOphIe IPOM3BOIUTETN
CPENCTB 3alUTHl OT HECAHKIIMOHWPOBAHHOTO THUPAKUPOBAHUS IPOTPAMMHOTO
obecIieyeHNsI), X TPEMMYIIEeCTBO BCerna HOCUT JOKAIbHBIN, BpEMEHHBIN XapakK-
Tep. s Kakmoi 3aliuThl paHO MJIM TIO3THO OTHICKMBAETCS METOM IPOTHBOIEH -
CTBUS, a MIPOTPaMMBbI, HCTIOJIB3YIOIINE TAKYIO 3AIINUTY, OKAa3bIBAIOTCS B3JIOMAHEI.
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N ecim pa3zpaboTIMKOM 3a9acTyi0 PYKOBOIAT TOJBKO MAaTepHaNbHBIC CTUMYIIBI, TO
McCIIemoBaTe I MMOYTH BCETOa MBIIKMMEBI JTIOOOITBITCTBOM, MHTEPECOM. A UIS YB-
JIEYeHHOTO YeJIoBeKa 3TO OYeHb CHMJIBLHBIN MOTHB. Tak 4TO HOBBIE METOIBI aHAJH-
3a OyOyT TTOSIBISITCSI HUYYTh HEe MeIJIeHHee, YeM METOMIBI 3aIlUThI.

C y4yeToM BCEro BbIIIECKA3aHHOIO, XOUeTcs MoXkeaaTb yaauyd TeM, KTO IbITaeTcsl
HaliTu cBoe MecTo B cdepe MHpopmalnmoHHol Oe3omnmacHoctu. Ilo OGosblIOMY
CYeTy, CTaTh CIELMATMCTOM T10 3alluTe WHhOPMAIIMU He TaK yX M cloxHo. [doc-
TaTOYHO MOHUMATh, YTO MOXHO JeiaTh ¢ MHMopMalueit, BIaaeTb COBpeMEHHbIMU
TEXHOJIOTMSIMU 0€30MaCHOCTHU, 3HATh METOABl PAbOTHI MPOTMBHHUKA (HE3aBUCUMO
OT TOro, Ha Kakoil Bbl CTOPOHE) M HMKOIIA HE IepecTaBaTh M3y4yaThb, HMCCIEIO0-
BaTh, MOKAIBIBATHCS IO CYTH.



bnaropgapHocTH

Knwnra 3akoH4YeHa, U XouyeTcsl cKa3aTh CITacM00 BCEM TeM, KTO CITOCOOCTBOBAN €e
CKOpeiiIIeMy MOSIBICHUIO Ha CBET, 4 UMEHHO:

PYKOBOOUTEAAM W pabOTHMKAM  KOMITAaHUM ElcomSoft  Co. Ltd.
(www.elcomsoft.com) 3a MopajlbHYyI0 MOAAEPXKKY, MPAKTUUECKYI0 MOMOIIb U BO3-
MOXHOCTD ITHCaTh KHUTY B pabodee BpeMs;

Kadeape WH(GOPMAIIMOHHON 0e30macHOCTH MITY uMm. baymana
(www.iu8.bmstu.ru) 3a cozgaHue uaeaabHbIX YCIOBUIA AJIs MpernoJaBaHus;

pabotHukaM KommnaHuu SmartLine, Inc. (www.protect-me.com) Aoty OraHecsi-
Hy (Ashot Oganesyan) 3a koHcynabTauuu B NT Drivers Development u Cranucna-
By BunokypoBy (Stanislav Vinokurov) 3a noabopky nHGoOpMaluuu O IPOTEKTOpPaXx;

mocetuTeIsIM opyma Reversing.net 3a cIToXXHBIE BOIIPOCH U MHTEPECHBIE OTBETHI;

Bbpiocy Inaitepy (Bruce Schneier), www.counterpane.com, 3a 3aMeuaTe/lbHbIE
kHUTH, BbIMTycKU CRYPTO-GRAM u Tsexesnylo paboTy 1Mo Momyasipusaluuu uaei
KpunTorpadguu 1 UHGOPMAIIMOHHON 0€30MacHOCTH;

Bpuky Aury (Eric Young) u Tumy Xancony (Tim Hudson) 3a BemkonenHyoo Kpui-
Torpacduyeckyto 6udaroreky SSLeay, pacnpocTpaHsieMylo B UCXOIHBIX TEKCTAX;

paborHukaMm u3nareibcTBa BXB-IleTepOypr, cienaBiiuM Bce BO3MOXKHOE IJISI TO-
ro, 4YTOOBI 3Ta KHUTA IOMajla B pyKU YUTaTelleit;

qyuTaTreadaM, i KOTOPBIX IIMCajach 3Ta KHHUTIA M KOTOPbIC, HAACIOCh, HAIIU
B Hell Iy cebs1 MHOTO MHTEPECHOTO U ITOJIE3HOTO.
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