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TTpeaucnosue

OTa KHMra MoCBALIEHa PacCMOTPEHHIO OAHON M3 CaMbIX MOIMYJAPHBIX ONEPaLMOHHBIX
cuctem (OC), ycraHaBauBaeMmbix Ha cepBepsl, — OC Linux. A ecim y4ecTe, YTo AHI-
poua Toxe nocTpoeH Ha 6ase Linux, To u 3toi MobmibHO# OC.

Jna nomamHero ucnone3osadus OC Linux 3a gonrue roapl CBOErc CyLieCTBOBaHHA MOKa
elle He MOMyyH/ia TaKoOH MOMyJIAPHOCTH, KaK CpeaH NpodeCcCHOHANBHBIX aIMHHHCTPaTO-
poB. Ha Moit B3rnaa, npobnema kpoercs B rpaduyecKOM MHTEPPEHCE M OTCYTCTBHH
Heobxoaumeix nporpamMm. Ho 310 Moe iM4HOE MHEHHE.

I'padnueckune 060n0ouky Linux BHINONHEHBI B JOCTATOYHO CMOPHOM au3aiiHe. Pabouyio
cpeny GNOME u ee pa3paboT4HKOB pacKpHUTHKOBAJI JaKE CaM co3AaTeib Linux —
JIunyc Topsansac.

S Gonblue NpeanoYHTalO KJIACCHUECKHE, MPOCThI€ M CTPOrHE LIBETa M, HABEpHOE, MOITOMY
nocieaHne ABa roja 6obllie BCEro BpeMeHH nporoxy B macOS, kotopas ABiseTca H0C-
TATOYHO OJIM3KUM POACTBEHHHMKOM Linux. MOTOMY YTC MMOCTPOeHa Ha KoMnoHenTax BSD
(06e OC nmeror UNIX-kopHn). Aapo, koTopoe ucrnones3yerca B macOS, korga-To co3aa-
BaJoch MporpammuctaMd BSD. xoTa ero mpucytcTBHe B €€ AUCTpHOYTHBaX HHKOrIa
o¢HUManbHO He nmpHu3HaBaiock. [lmoc ouenb MHoro yTwnut B 3Ty OC ot Apple Taioke
npuuuy U3 mupa UNIY

OnepauvonHas cucteMa macOS M paznuuyHbie AUCTPHUOYTHBBI Linux OY€Hb CXOXKH —
MHOrC ODIIEro B padOTe KOHCOJIM, @ TaKMe MOHATHA, Kak koH(urypauus MySQL, PHP,
Apache, BoovE HIEHTHYHBI.

Bropoii HepoctaTok Linux — HexBarTka Xopowux nporpamm. Onatb ke, s Windows u
macOS cymectsyror MS Office n Bes nunHeiika npoaykroB Adobe, a Gecruiathele oduc-
Hble makeThl moj Linux noka Bce ewe oueHs cuiapHo npourpeiBaor MS Office. la u
Adobe Photoshop no cux nop ocraercs 6eccnopHbIM JIMAEPOM. ITO CHOBA MOE JINUHOE
MHeHue — koMy-To The GIMP moxer ObiTe yno6eH u Google Docs nocratouHo.

Ho BOT 4TO KacaeTcs cepBepHbIX MPUIIOKEHHH, IIe He HY)HO HMKaKMX KpacoT, a Tpeby-
IOTCA JIMIIb [POM3BOAMTENBHOCTh W HAAEKHOCTb, H JOCTATOYHO IMPOCTO KOMAaHAHOM
CTPOKH WIH YNpaBjieHUs 4Yepe3 YIAIeHHbI TepMHHaN Win 6paysep, — TO TYT Bce Mpe-
UMyIdeTea LAHUX BEIROSIT Yia ITOPBLIN nadw, U 3Eect OH4 CNOCOOME ROMRYPHPOBATH
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¢ apyrimu OC. HenapoM GonbIIMHCTBO CEpBEPOB CTPOAT HMEHHO Ha Linux, moToMy yro
ee cepBepHble KOMIIOHEHTHI BIIOJIHE KOHKYPEHTOCHOCOOHBI C aHAOraMH M3 IpYTHMX
wiaT$opM M Jaxe MPEBOCXOAAT HX.

JIvuno s ucnons3yio Linux, rnaBHeIM 06pa3oM, Kak CepBepHYIO CUCTEMY H, B OCHOBHOM,
B Cetn. OHa GecuiaTHas, M 3TO MO3BOJAET COKOHOMHTD MOJIB30BATENAM H KOMIaHUAM BO
BCEM MHMpE OTPOMHEIE CyMMBI A€Her Ha jMueHsuax. Ilo pabore MHe npuxoauTca nMets
aeno c cepeepamu kak Ha Windows, Tak M Ha Linux, H BTOpEIe 06XOASTCA HAMHOIO
JelneBJie, TaK YTO U CBOMX IIPOEKTOB A BCerna BRIOHpalo HX.

VYcranoska OC Linux craHoBuTCa npoine, a rpagmudeckuii uHTepdeiic u ynoberso pabo-
TH B HEKOTOPBIX CJTy4asX He yCTYMaloT caMoi pacrpOoCTPaHEHHOHM Ha HAaCTOJBHBIX CHC-
TeMax onepaumonHoii cucreme Windows. CaMoe rnaBHOe, YTO LICHAT MOJIB30BATENH
Linux, — 3T0 BO3MOXHOCTb €€ HaCTPauBaTh.

Korga-to Windows 9x u naxe Windows XP MoxHO 6bU10 HaCTpanBaTh Ha oo BKyc,
¥ CyIIECTBOBAIH MPOrpaMMBI, KOTOPbIe H3MEHSIH BHeINHHI BHA pabodero crona 1o He-
y3HaBaeMoctH. B Windows Vista BO3MOXHOCTH MO HacTpOHKE CHJIBHO COKPAaTHJIHCH,
a ¢ MoJMHBIM M3MeHenueM pabouero crona B Windows 8/10 MeHATL cTano NMpakTHYECKH
Hedero.

3a nonrue roasl cymectBoBanua Linux octanace rubkoii. Ha Hee MokHO ycTaHaBnMBaTh
pa3nuvHble rpadudeckue 0600YKH, MOXKHO AKE CAENaTh Tak, 4ro pabouwii cron cra-
HeT BBIrnageTs kak Windows, kak macOS mwim naxe kak Heuto kocMuyeckoe. MMeHHo 3a
aTy rubkocTh Linux mobaT Bo BceM MHpe.

[MoyeMy xe Toraa ruGKOCTs HACTPOHKH He IIOMOraeT MpoLBETaHUIO cHCTeMbI? Moe MHe-
HHe — MPOCTO ITO MANO KOMY HyxHo. Korna g GsUI cTyieHTOM, TO caM JnoGun HacTpau-
Bath OC noa ce6a, H3MEHATH €€ BUJI, YTO-TO MEHATH B ee Heapax. Ceifuac, koraa y MeHs
ecTh paboTa, ceMbs, IETH — BPEMEHH Ha MOJ00HbIE pa3BiieucHHA Yike He ocTaercsa. MHe
HY)HO BKJTIOUHTH KOMITBIOTEP H Ha4yaTh paboTaTh ¢ HHM cpasy, 6e3 kakux-1u6o gomos-
HHUTENBHBIX HaCTPOEK.

JIns Takux, Kak s, BaxHo, yro6s1 OC 6bu1a yno6Ha u kpacHBa yxe «u3 KOpoOkm». A 1mo-
HATHA YA0OCTBa M KpacoThl — 3TO AEJIO BKyca Kakaoro. Tak, MHe HpaBwiuck Windows
1o 8-if ee BepcHH, U TONBKO 8-10 i TaK U He cMOT NMOHATL. MHe HpaBuTcsa macOS, Ho no-
YyeMy-TO 3a JOJrHe roibl 1 Tak H He CMOT NMOMoOHTE 0600uky paGoyero crona Unity,
KOTOpas oJro ucrosns3osaiack B Ubuntu.

M1 Gynem paccMarpuBath B 3T0it kinre Ubuntu (ee kopHu — Debian) u HemMHoro 3a-
TpoHeM CentOS. CornacHo craructHke MHTepHera, Ubuntu smnserca camoit nomynsp-
Hol c6opkoii Linux. Yrobpl y3HaTh 3Ty CTaTHCTHKY, AOCTaTOYHO 3alTH B PedTHHT
mail.ru u mocMotpers Mo6o# NomyApHBIA OTKPBITBIA caiT. CraTHcTHKa mail.ru noka-
3bIBaeT, ¢ kKakux OC H ¢ kakux 6pay3epoB 3aX0[4T Ha caifT nonb3oBateny. Tak BOT, cpe-
v auctpubyTBoB Linux ¢ orpoMHBIM OTpPHIBOM Ha nepBoM Mecte Haxonutcs Ubuntu,
MO3TOMY HMeEET CMBIC] BBIOpaTh MMEHHO e€.

CentOS cunsHo orianyaercs ot Ubuntu — y Hee gpyrofi makeTHbIfi MEHEKep, M €€
6onbime cpaumBaioT ¢ Red Hat Linux. O4eHp yacTo MOXHO ycnpimats, 4to CentOS —
s1o OecruiatHas Bepcua Red Hat. He 3Haro, Hacko/bko BEpHO 3TO yTBEP)KAEHHE. ITOT
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IUCTpHOYTHB f yallle BIDKY Ha BeO-cepBepax, H MOH CalThl paboTaloT Ha BBIAE/ICHHOM
XoctHHre umeHHo noa CentOS.

51 He cMOTY «TIOKPBITE» B 3TOH kHHMre 06e OC NMONHOCTHIO H HE IUIAHHPYIO ITOTO NENATh.
Ho s mocrapaloce Bac MMM 3aHHTEpECOBaTh M NaTh TaKylO OCHOBY, YTOOBI Jajblle Bbi
MOTJIH ABHTaThCA Yoke 6e3 MeHs.

B mupe Linux — B paznuuHbIX ee AUCTPHOYTHBAX — HCNOJB3YeTCS 3HAYMTENBHOE KO-
NHYeCTBO OGLUMX koMnoHeHToB, Kak 1 yke ropopui panee, macOS ot komnanuu Apple
ocHoBaHa Ha BSD (onHoM u3 BapuaHToB UNIX-cHcTEM), M B Hel Taloke O4€Hb MHOTO
obwero ¢ Linux, — 2 Mory Ge3 npoGneM KOMMpOBaTh HEKOTOpbie KOHGHIYpallHOHHbLIE
¢aiinbl ¢ macOS Ha Linux, H onn 6yRyT paGorats 6€3 H3MEHEHUH.

IToyeMy Tak BLI3BIBAIOLIE HA3LIBAETCA KHMTa? DTO MapKETHHTOBLIA XOA HIH IPOCTO Ka-
Koii-To Tpiok? Koraa 1 Hamucan nepBylo KHMry mo mporpammuposaHuio Ha Delphi, To
OCHOBO# /I Hee MOCTYXHIIH CTaTbH M3 XKypHana «Xaxep». Toraa peaakuus v npeajo-
xwia MHe HaspaHue: «Delphi rnazamu xakepa». Her, 370 He MOHM rnasa UMENHCh TYT
B BWIy, MMEJCS B BHAY CTHIb XYpHana, — BeIb A TOrAA BIUIOTHYIO paGoTan ¢ HHM
M OY€Hb MHOrO 1715 Hero mucai. Ha o6noxke Tod KHHMIH Jaxe CIOBO «Xakep» ObUIO Ha-
6paHo B cTWIEe OPOPMIIEHHA XKypHaa.

BriocneacTsuM 3TH «r1a3a» CTallM MCTIONB30BAaThCA M UIA APYTHX MOMX KHHI, XOTA BHI
CIIOBA «XaKep» Ha 06JI0KKAX MPHLLTOCh H3MEHHTH, — H3faTenbcTBo «Gameland» 3ampe-
THIO 0OPMIIATH 3TO CJIOBO HX LIPHPTOM.

B Ha3BaHMH KHMIH HEe MMeETci B BHOY, YTO XaKep — B CMbICJIE B3JIOMLIMK — 3TO 1.
A xak pa3 K TakHM HHKOTAa ceGA He OTHOCHJ, M Ooiblle MPEearoYHTal0 CO3[aBaTh M
samuuiate. Ho B kHHre Bce xe 6yayT MpHCYTCTBOBATH IJ1a3a HEKOETO BIIOMIIHKA, KOTO-
peiii Oymer cMOTpeTh Ha Bally cHCTeMy H3BHE. A YTOOBI MOHATH, KaK 3alUMIIATHCA,
HY)KHO TIOHATh, KaK JyMaeT TOT, OT KOro Bbl 3aIMHINAETECh, H 3HATh, KAK OH MOXET ara-
KOBATh.

DTa KHHra MocBALIeHa Ge30MacHOCTH, HO He TONbKO eH. B ocHoBHOM, Mbl 6yzneM roso-
pHTh 0 camoii Linux, 1 Mo [/1aBHaA 3aJa4a — MOTPY3HTh Bac B €€ yB/ICKaTe/lbHbIA H 32-
XBaTBIBAIOLIHMiH MHP. S HE CTaHy MBITATHECA ONMMCaTh BCIO CHCTEMY, NIOTOMY YTO A 3TOrO
KHHUra JO/DKHa ObITh B HECKONBKO pa3 TOJIIE, — MBI PaCCMOTPHM TOJIBKO CaMO€ HHTE-
pecHoe Ha MOH B3rJiAA.

S MHTepecyioCh B3JIOMOM M MOCTOSHHO H3y4alO HOBBIE €r0 METO/bI, HO TOMBKO MOTOMY,
YTO XOYy CTPOMTh Oe30macHbie CUCTEMBbI, H 6€30MaCHOCTh MEHA MHTEpeCyeT HaMHOro
6onpie. JIio6oi 06BEKT MOXKET GBITH PacCMOTPEH C pasHBIX Touek 3peHuA. Ilpoctoi
NPUMEP U3 XKH3HH — HOX, SBISACH CTOMOBBIM MPUGOPOM, MpPH OMpeaeNeHHbIX 06cToA-
TEJBCTBAX CTAHOBHTCK OpyAMeM YOMIACTBa WM CpeJCTBOM caMoobopoHbl. TouHo Tak xe
NPOrpaMMHBIE HHCTPYMEHTBI, YTHIIHTHI WIH JaXe MPOCTO 3HAHHA MOTYT OBITH BOCHPHHS-
THI M KaK COBETHI VIl MOBCeAHEBHOro yxona 3a OC, H Kak crnocoObl 3allMTEI €€ OT Mpo-
HUKHOBEHHS, WIHM JKe KaK CPeJICTBA B37IoOMa CUCTEMBI. Sl HaZIEIOCh, YTO BBl HE CTAHETE MC-
T0JIB30BATh MOTyYeHHbIE 3HAHHSA B Pa3pyLIMTENbHBIX LIEJIX. 3TO BAC HE YKPACHT, H Clia-
BBl He 100aBHT. [la ¥ 3a4eM BaM HyKHa «MepHas» MOIyJIAPHOCTE ByloMiHKka? He myyie
JIK NIOCBATHTH ceOs Gonee nose3HbIM U JOOpHIM Belam?
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IIpuynHEl, O KOTOPHIM JIIOAM HAYT TEMHOH AOpPOroi, MoryT ObITh pasHbIMH. KTo 3Haer
YernoBeKa, KOTOphIi paspaboran cpeAcTBa 6€30MacHOCTH ANA KakoH-THO0 KpYIHOH KOM-
HnaHuH WK caiita? Xota 651 OqHOTO W3 IoaeH, OTBeHaromMX 32 6e30MacHOCTh KPYMHBIX
caifroB? Mao kto cabiman o Hux... Ho crour Banomare Facebook wnu mo6oii apyroii
CaiiT, KaK O Bac 3aroBOpAT BO BceM MUpe. CTpeMieHHe K TaKoil JelueBoii nomynspHOCTH
MOHATHO, HO OHO COBEPLIEHHO 6eCCMBICTIEHHO H HE Hy>KHO.

Korna mMens crpamuBaloT, YTO 5 MOAPa3yMEBAlO IO CIIOBOM «XaKep», f MPUBOXKY Mpo-
cTeiinii mpUMep — ec/i BB KaK aJJMHHHCTPAaTOp YCTaHOBWIH H 3acTaBwin paborats OC,
H BaM yJIaJioCh HACTPOMTDb €€ Ha MAKCHMAJTBHYIO IIPOH3BOAHTENLHOCTh M 6€30MacHOCTh, TO
BBl — Xaxkep. YMeHHs Xakepa MO3BOJMIOT CO3/1aBaTh YTO-TMGO, NMPEBOCXOMSIIEE UMEO-
mMecs aHajor (T. e. Gonee OvicTpoe, yaoGHoe u 6esonacHoe). IMeHHO Takoii ABIgeTcCA
cama OC Linux, co3iaHHas XakepaMHy CO BCETO MUpa.

JIns MeHs CIIOBO «XaKep» acCOLMHPYETCA C JMOIBMH, KOTOPBIE CO3JAIOT YTO-TO, a HE
pinaMbiBaioT. M Tak cuuTaro He Tonbko A. B TopoHTo yxe He pa3 npoxoawn Facebook
Hack, Ha kOTOpOM JIloAM He B3JIaMbIBATH CaMylO NOMYASPHYIO MOKa COLMAIBHYIO CETh, a
MMCaNi KoJ, co3maBaid mnpuioxeHus mis Facebook M copeBHoBamuch B yMEHHHM Mpo-
rpaMMHUPOBATh.

Hasephoe, nopa GoJiee AeTabHO MOTOBOPHTH O TOM, YTO OyAeT OXHMIATh Bac B camoif
KHHTe.

s Toro, yto6sl yctaHoBuTh OC Ha HOMAIIHUIA KOMIBIOTEP, HE TpeGyeTcs MHOro Ha-
cTpoeK. BoNBIIMHCTBO OMEpaLMOHHBIX CHCTEM YCTaHABJIMBAIOTCA C HACTPOMKAMH MO
yMon4yaHuIo BriosiHe 6e3onacHo. IIpocToMy noMalliHEMy KOMIIBIOTEpY HE HYXKHO OTKpbI-
BaTh HAIKaKHX CEPBHUCOB BHeMIHEMY MUpY. M Tonbko BBl CaMM MHHLIMHpYeTe OOJIBIUIMHCT-
BO COeJMHEHHil C BHELIIHUM MHPOM, 3aMpalliHBas y MOYTOBBIX CEPBEPOB CBOIO MOYTY KIIH
y BeO-cepBepoB HHTEpPECYIOILHE BaC CTPaHHLEI, My3blKy H BHAeo. [loaToMy mocraTtouHo
3anpeTHTh JIFOOBIE BXOMAIINE COEAMHEHHA W PaspellMTh TOJBKO TO, YTO MOJB30BaTElb
3anpocut caM. M ecnu nonb3oBaTenb MOMPOCHI CHCTEMY COEIUHHTH €ro C «HE COBCEM
XOPpOLIHUM)» CEpBEPOM, TO 3TO yxe Oyner ommbka nones3osarens, notomy uyro OC u npo-
rpaMMBI MaJIo YTO MOTYT B 3TOM CJIy4ae CIenarhb.

EfMHCTBEHHOE, YTO HYXHO B Ka4eCTBE [OTOJHHUTENBHON 3aIUTEl JOMALIHUM KOMIIBIO-
TepaM, — aHTMBHPYChl, KOTOprle OyIyT NMpPOBEPATH KOHTEHT, KOTOPHI MOJIL30BAaTENDb
MOTy4aeT/CKaYMBaeT, Ha MpeAMET BO3MOXKHOro BpeaoHocHoro kona. IToka uro B Linux
He ObUIO Cepbe3HBIX BHPYCHBIX SMHACMHH, KOTOpBIE yx€ HE pa3 3axJIeCTBIBAIU MHP
Windows, 1 60NBIIMHCTBO MoMB30BaTesei Linux He CTaBUT aHTMBUPYCOB.

Mo0XKHO MOCTaBUTH €Ill€ U CETEBbIE 3KpaHbl, KOTOpPbIC 6y£[yT 3alMiIaTe BaC OT BO3MOX-
HBIX aTaK, HO JaXKE 6e3 HUX B COBPCMEHHOM MHUPE MOXHO IMPOXHTD.

B cirydae ¢ cepeepoM Bce HaMHoro ciioxHee. CepBepbl U1 TOTO U HpeHa3HaueHbl, YTO-
Obl MpeAoCTaBIATh MOJAB30BATENAM KAaKOM-TO KOHTeHT. K HMUM MOryT moakimoyaThbes
COBEPIIECHHO Pa3HbI€ MONB30BATENH CO BCEr0 MHUpPa, KOTOPBIX BbI HUKOI1a HE BUMIENIH H HE
3HasH. JloBepHe K TaKMM MOCETHTENIAM MPAKTHYECKH HyJEBOe, MOTOMY YTO HHMKOTrAa
HE 3Haelllb, KTO 3ampaiinBacT Pecypchl CEpBepa, Ul Yero ¥ KaK OH coOMpaeTcs MX Hc-
NOJIb30BaTh.
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MHe kaxercs, yTo GONBLIMHCTBO HEJOYETOB B MPOrpaMMax NMPOMCXOAMT Kak pa3 H3-3a
HEIOMOHMUMaHHA 3Toro. IlporpaMMHMCTEI MPOCTO HE 3aMyMBIBAINCH O MOTEHUHATLHBIX
yrpo3ax WU HaJesJIuCh, YTO MONb30BaTeM OyayT AenaTe TONBKO TO, YTO AJIS HHMX Npexy-
cMotpeHo. Ho xakepsl — pnaneko He OpaHHapHble MOJB30BATENH, H OHH 00A3aTENBHO
OyIoyT NMBITaTBCA UCIONB30BATh TO, YTO HE JO/DKHO OBITH AOCTYIHO.

B pesynpTate HacTpo#ika cepBepa NpEBpalIaeTCs MHOTIA B YBJEKaTelbHOE MPHKIIIOYe-
Hue, rae 6opiorcs Unb 1 SHb: paspewnTs win 3anpetutb? JaTh BO3MOXKHOCTD WM HET?

Jna Toro yro6bl MPaBWIBHO HAaCTPOMTh CEpBEP, HEOOXOAMMO 3HaTh MHOXKECTBO Mapa-
METPOB, KOTOpble GOJIBLIMHCTBY MoONb30BaTenell He HyXHbl. EciH e mpocTo 3akpsITh
I71a3a ¥ OCTABHTb BCE 3HAYEHHA M0 YMOJTYaHHIO, TO 06 HCTMHHOM 6e3omacHocTH Linux He
MOXKeT OBITh W peuH. J[es10 B TOM, YTO MPOU3BOAMTENH MPOrpaMMBbl 3apaHee HE 3HAET, YTO
MMEHHO HaM MOHafOGUTCS, U JeNaeT BCe BO3MOXKHOe, 4ToObl OHa pabortana Ha moboii
cHCTeME, a JUIA 3TOr0 €My NMPUXOAUTCA BIJIIOYMATh B HEE MHOTO JOMOJHHTENbLHBIX BO3-
MOJXKHOCTEH, 4TO [€J1aeT CHCTEMY B LIEJIOM H3OBITOYHOH.

B nocnenxee Bpems pa3paboTuHky AMCTPHOYTHBOB H APYTHX CEPBEPHEBIX NPOrpaMM CTa-
JIM MaKCHMAaJIBHO Ype3aTh YCTaHOBKHM MO YMOJYAHHIO, T. €. pa3peliaTh TOJNbKO Ga3oBble
BO3MOXXHOCTH, @ BCE CETEBbI€ CEPBHCHI, KOTOphIE MOTYT MO3BOJHTE XaKepy MPOHUKHYTh
Ha KOMIIBIOTEP, OTKMO4YaTh. [Ipu 3TOM Yaule Bcero NMpoM3BOAMTEND NPENOCTABIAET HaM
npocToe U ynoOHoe CpeacTBO AA GbICTPOro BKIIOYEHUA H KOHQHIYPHPOBAHHSA HY)KHOTO
cepBHca.

Tax yx noBenock, YTo aAMUHUCTPATOPHI Linux JO/DKHBI MMETh 60JIbILE ONBbITAa M 3HAHHIA,
yeM crieLHanucTbl Windows, H 3TO CBA3aHO KaK pa3 cO CJIOXKHOCTAMH HaCTPOWMKH, OCY-
LECTBJIAEMOM C HCIMONB30BaHHEM KOH(QHMIYPaUMOHHBIX GailoB U YTWIHT KOMaHIHOM
ctpokd. Ecnu B Windows Bce nenaercs B BU3yalbHbIX OKHaX C OONBIIMM KOJHYECTBOM
KOHTEKCTHbIX MOACKa30K, TO B Linux G0JbIIMHCTBO HACTPOEK OCYUIECTBISETCS UMEHHO
B KOHpMIrypauHoHHBIX ¢aiinax. [{a, Ans Hee ToXke CYIUECTBYIOT YTHIMTHI, yNpoLIaloLue
HaCTPOIiKy, HO (QyHKLMOHAN He BCEX UX CTONBL yXoOeH M rMOoK, Kak MpoCToe MpsAMoe
KOHGHUrypHpoBaHHUe ¢daiios.

S Bcerna peKOMeHIyIO, M3y4as KakKylo-IM6o TeMy, y3HaThb MHEHHE €lle KaKk MHHMUMYM
ABYX-Tpex aBTopoB. Tak 4T0 0653aTeNBHO BO3BMHTE €IIe HECKOJIBKO APYIHX KHHT. Y Kax-
JIOTO aBTOpa CBOM MOIXOJ, M pa3Hble TeMbl MOTYT OBITh PacKpbIThI MO-pa3HoMy. K ToMy
e, B KHUrax 4acTo MOYHO BCTPETHTB aBTOPCKHME OTNUCaHHA COOCTBEHHOrO MX OMBITa, a 3TO
caMoe BaXXHOE U JIOPOToe.

MoxHo, HanpuMep, no4nTats pabotsl JleHuca KonucHHYEHKO, KOTOPbIH Y)Ke He MmepBbli
roa cneudatusupyerca B Linux. Sl Buaen ofHy ero KHUry JieT JeCATh Ha3all, H OHa MHe
noka3anach OueHb Aake MHTEpeCHOH. XOTenock MPOYMTATh €€ MOJHOCTBIO, HO A yexa
B Kanany, a orcioa y MeHs AOCTYT K JIMTEpaType Ha PYCCKOM f3BIKE MPAKTHYECKH OTCYT-
ctByeT. OHNaiiH-Mara3suHbl He HOCTARIAIOT KHUTH B Kanany, a kayaTh HenerajibHble Bep-
CHH i He Xouy. BnipoueM, Bpoae Obl ceifuac w3matenbcTBa B Poccum cranu mpoaasaTh
NEKTPOHHbIE BEPCHH KHHT, U €CJIM 3TO TaK, TO 5, HABEPHOE, CMOry JIErajlbHO MOKYTaTh
KHHMT'M Ha pycckom depe3 HHrepHer.

PaccmarpuBas Linux, s 6yay roBoputh o 6€30MacHOCTH H MPOM3BOAMTENBHOCTH He
B OTHAENBHBIX 3aK/IIOYHTENBHBIX T1aBax, a, MPaKTH4eCKH, Bce Bpema. HM3-3a atoro Moryr
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MHOTZIAa CJTy4aThCA MOBTOPBI, HO A CYMTAIO, YTO 310 Heobxomumo. Koraa yenoeek yxke
npHobpen HaBplkH HedapdeKkTHBHOH paboThl ¢ CHCTEMOM, NEPEYUUBATECA €My CIIOKHO.
Hmenno noatoMy Mbl GyaeM pa3buparh 1ociieoBaTe/IbHO (OT a30B JO CJIOXKHBIX BOIpPO-
COB) BCE aCMEKThl KaKIOH paccMaTPpMBacMON TEMBI, aKKypaTHO pacKjIajblBas IOJy4eH-
HbI€ 3HAHUA «TI0 MOJIOYKAM).

B xauecTBe nononHUTeNbHOH MHpOpPMALHH Mo 6e30MacHOCTH KOMIILIOTepa M ceTeil co-
BETYIO NPOYMTATh MOIO KHUTY «KoMnbloTep riasamu Xakepa»', B KOTOPO# NMPHBOOMTCA
JOCTATOYHO MHOTO OOUIMX CBEACHHH 1o 3THM BompocaM. 3Aech xke Mbl GonbluMii yriop
nenaeM Ha ompeneneHHylo OC — Linux. HecMoTpsa Ha To, 4To yNOMsAHyTas KHMra Ha-
npaeieHa B Gonbiueit cteneHH Ha moaaepxanue 6ezonacHoctH OC Windows, MHorune
paccMaTpHBaeMbie B Heil MpoGneMbl MOTYT BaM NPHTOAMTHCA H NPH MOcTpoeHMH Oes-
onacHoro Linux-cepsepa. TouHo Tak e xHHra «Linux rnasamu xakepa» Gyzer nosnesHa
U crienuannctam no 6ezonacHoctH Windows-cucteM.

B 3T0i1 KHHre HE pacCMaTpPUBAIOTCA BOIPOCHI, CBA32HHBIE C BUPYCaMH, NOTOMY YTO B Ha-
crofiliee BpeMA BHpycHas akTHBHOCTh B OC Linux MMHMMaJIbHa, HO 3TO HE 3HAYHUT, YTO
OMacHOCTH HE CYILECTBYeT BOBCE. Yrpo3a €CThb BCEr[a, a 3allliTa OT BHPYCOB CXOxXa
C 3aLIMTOM OT TPOAHCKMX MpOrpaMM, KoTophix M Linux nocratouno mHoro. O Bupyc-
HBIX aTaKaX M BO3MOXKHOCTSIX UX OTPaOXECHHA MOXKHO Taloke MPOYHTaTh B kHUre «Kommb-
IOTEp I71a3aMH XaKepay.

Kcraty, nomynsapHas ceifiuac Ha MOOWIBHBIX ycTpoiictBax OC Android moctpoena Ha
6a3e Linux, u mosirnieHue noj Hee BPEOHOCHOTO KOJIa NOKA3a/10, YTO U 31€Ch BOMPOCaMM
6e3onacHocTH nNpeHedperaTh He CTOMT.

Hrak, napaiire 3HaKOMHTBCA ¢ Linux ¢ Touku 3peHuA Xxakepa. S yBepeH, YTO Bbl HOCMOT-
pHTe Ha Hee COBEpLIEHHO APYTMMH [J1a3aMH M Haiifiete [uia ce0s MHOrO HOBOTO H MHTe-
pecHoro.

QualitySource

Moii B3rsa Ha Linux MoxeT BaM MOHPAaBHUTHCA, @ MOXKET U LIOKMPOBaTh. Jleo B ToM,
YTO A HE NMPHHANIEKY K CTOPOHHHKAM HWIH nowioHHHKaM Open Source, k KOTOPOMy OT-
Hocutcs Linux. 51 otHoury cebs k croponnmkam aswkenms QualitySource (Takoro peas-
HO He CYILECTBYET, 3TO A TAK €ro I cebs Ha3bIBaIO), T. €. KaUeCTBEHHOro Kojaa. MHe Bce
PaBHO, KaKO# 3TO KOA — OTKPBITHIi WIH 3aKPbITHIH, [1aBHOE, YTOOB! OH OBLT KaueCTBEH-
uelif. Ecnu 651 kog OC Windows 6bUT OTKPLITHIM, BEI GBI NOJIE€3/IM €0 CMOTPETh WM H3-
MeHATE? S Obi HeT, ¥ GOJIBIIHHCTBO TOXE.

51 pake NpOTHB H3MEHEHNA NCXOAHBIX KoJ0B. 3MeHHB HX nox ceb6a oauH pa3, BaM npu-
JeTcs AeNnaTh 3TO KaKAbIA pa3, KOraa BIXOAMT HoBas Bepcuia. Camo co6oif, 4To B BHI-
imeamemM 3asTpa o6HoBNeHMH OC He okaxercsa BamMx u3MeHeHwit. Ilpunerca cHoea u
CHOB2 M3MEHATh HCXOJHBIN KOJ WM CO3JaBaTh CBOIO JIMHHYIO BETKY KOAQ H NOAEPKH-
BaTh ee camocroATensHo. Ho ecnu kakaeiii 6yaer 3aHMMaTeCA MOAJEPKHMBAHHEM CBOMX
BETOK, TO KOT/]a HaliTH BpeMs Ha COOCTBEHHYIO XKH3HB H CEMbIO?

! Cwm. hitp://'www.bhv.ru/books/book.php?id=189767.
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Koraa Tonbko nosBwics Android, To 11 HEro Bce MPOM3BOJMTENH HAYAIH MUCATh CBOH
060510uKH, YTOOBI BBIAENHTECA U3 o6LIero ¢poHa. C BEIXOOM K0 HOBOW BEPCHH 3TOM
OC npuxoaunocs xAaThb, Koraa 00004k 0OHOBAT. 3TO KaK TOMTaHHE HAa MECTE — To-
CTOSHHO NPUXOOWTCA aJalTHPOBaTh H TECTHPOBATb OJMH M TOT XK€ KOJ JUIs HOBOM Bep-
cnu OC. BceM 3To SBHO HAa0€10, H BCE Yallle MOXKHO BUAETh «4aHcTyion OC AHapoua.

BOJILIIMHCTBO M3 Hac, ycTaHaBnuBas OC WM KaKylo-TO MporpamMMy, XoueT, YTobbl OHa
cTabuwisHO paboTasia M BBINOAHSIA NOJIOXKEHHBIE AeHcTBAA. Kakad HaM pasHMUa, OTKpPBIT
koA WK Het? Kakas HaMm pa3HMLIA, HAa KaKOM f3bIKe HanmucaHa nporpaMma? Jiig MeHs 3T
BOMPOCHI He CyliecTBeHHBI. Eciii nporpamma ctout TOro, 4robwl A OTAAN 32 Hee 3ampa-
LIMBaeMBbl€ JE€HBIY, €C/TH OHA JOCTATOYHO KaYeCTBEHHa, — TO A OTJaM 3TH JAE€HbIH, He3a-
BHCHMO OT TOTO, OTKPBIT JIM €€ KO, U Ha KaKOM S3bIKE €€ HalMCaIH.

M OC Linux, n Windows, Ha MOif B3rnsj, ABJIAIOTCA Ka4€CTBEHHBIMHU MPOEKTaMH, H A
HCIONB3YI0 MX OOHOBPEMEHHO, HO A/A Pa3HbiX 3aay. YCTaHABIMBATh CIOXKHBIH, TsKe-
noBecHslit U goporoii Windows Server pagu 6aHansHoro (aiinoBoro ceppepa — 3TO
TNyTNoCTh, O3TOMY 371€ch A Mcnonb3yto Linux. Ho mns cioxHbIx GHHAHCOBBIX pelLICHHH
A MPEATNOYMUTAIO KCIIONIB30BaTh BeNMKonenHyto cBisky MS Windows u MS SQL Server.
D10 MO€E JIMYHOE MpEArNoYTEHHE, KOTOPOMY He 06A3aTeNnsHO clieaoBaTk. Bel MoXxeTe BbI-
6pate nna ynpaenenus 6a3o0ii naHHbIx cBa3ky Linux n MySQL.

C 2009-ro no 2017-i rox s paboTan Haa caiiTaMu C BbICOKOH Harpy3koil M B KayecTBe
6oKsHAa' ucrone3oBan cepeepsl Windows, Ha KOTOpBIX yCTaHOBJEHB §a3a JaHHBIX H
BeOG-cepBephl (NOTOMY uTO 1UiA GONbLIMX CAaHTOB f BCE )K€ MPEANOYHTAIO MCIIONb30BaTh
C#), Ho Ha QpoHTeHAe® y MeHs GbLIH yCTaHOBJIEHB! K3wHpytomue cepsephl Linux, FTP-
cepeepsl Ha Linux, cepBepbl Jeruiosn (pa3BepTsiBaHus) M YIIPaB/IeHHA TaK ke Ha Linux.

K kakoMy MHpYy NpHCOEIMHHTBCS — 3TO JIMYHOE pelleHHE Kaxaoro. EAMHCTBEHHOE,
0 ueM s mpouly Bac, — He Aenaiite Hudero Gesgymuo. He cTout yctaHaBnuBate codt
TOJILKO MOTOMY, YTO OH OTHOcHTCA k Open Source, Kak M HE CTOMT CYHTaTh, YTO KOM-
Mepueckuii codpT 3aBenomo ayuie. Beibupaiite cBouM ymoMm, mpoGyiite, TeCTHpyiTe H
NMPUHUMAaTE CAMOCTOATEILHOE pellieHHe B 3aBUCHMOCTH OT KOHKPETHOM CHTYaLMH.

[MporpamMma He MoxkeT GbITh JTyullle, HaaexkKHee WM 6e30nacHee APYrHX TOJNBKO MOTOMY,
4TO y Hee OTKPBLIT Koj, 3To 6pea nonHeiiumii. Spkuii npumep — sendmail. He oyennb xo-
POLUMX MpPOrpaMM C OTKPBITBIM KOJOM, KaK, KCTaTH, H KOMMEPYECKHX, BECbMa MHOTIO,
NI03TOMY BbIOMpaiiTe 3a KauecTBO, a HE 32 HAIMYHE MM OTCYTCTBME HCXOJHBIX KOAOB,
KOTOpbie 6OJIBIIMHCTBY MOJIb30BaTENEH POCTO HE HYKHBI.

IMoueMy u koraa s BeiGupato Linux? 51 nporpaMmuct, kotopbiii mo6ut Microsoft NET u
PHP. Iepsiii sy4uie BeinonHats Ha Windows-cepBepax, a Bropoit Ha Linux. Yl ecnn ans
¢uHancoBIX npoekToB s BhiGepy .NET 3a ero BO3MOXHOCTH, TO JUIA JIIOOBIX ApYrHX
TNPOEKTOB A ocTaHOBMOCh Ha Linux+Apache+tMySQL+PHP (LAMP), kak Ha Gonee sko-

! Bakaa (oT anrn. Back-End, 060poTHasi cTOpOHa) — MporpaMMHBIii KoJi, oTBevaroLmii 3a paboty ¢ cepbe-
poM (0a30# AaHHbIX), AAHHBIMH (211 X AaibHeled 3anucd B b/ WM oTnpaBky KIMEHTY) M T. .

2 dponrenn (ot anrn. Front-End, nuuesas cropoHa) — nyGiMuHas 4acTs caliTa, ¢ KOTOpO# HeNoCpenCTBEH-
HO KOHTaKTHpPYET M0Jb30Bareb, U QYHKLHOHAN, KOTOPbIA OOBIYHO OOLINPHIBAETCA HA KJIHMEHTCKOH CTOpOHE
(» 6pay3epe).
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HOMHOM BapHaHTe. JTa cBA3ka He TpeOyeT JOoporux JNuueH3uil, oruncnseMbix Microsoft,
a ee cepBepbl OyayT NOTpeONATh MEHBIIE TAMATH.

Ceifuac Ha cepBepe, rRe HaXOOATCSA MOM CalThl, MHE BBIJEJIEHO Bcero 512 meraGaiit na-
MATH, HO MOHUTOP MOKa3bIBaeT, YTO HCMONBL3YI0TcA okono 300, 1 ecTh elue He3aHATOe
npoctpaHcTBo. Ha BHpTyanbHyl0 MalllMHy C TakMM KOJNIMYECTBOM IaMATH TIOCTaBUTH
nonHoueHHylo Windows He BbIHeT, — MpUAETCA CTaBHTh TONbKO Bepcuto Core, mis
kotopoil 512 Mb6aiit — MHHMMYM, U TYT yxe o KoMdopTHOH paGoTe rosoputs Oyaer
CIIOXKHO. A ecni HyxHa Windows ¢ BO3MOXXHOCTHIO yJalleHHOT0 MoAKIo4YeHus no RDP!,
TO notpeGyeTcs MUHUMYM 4 rurabaiira, a 3TO y)ke HAMHOIO JOPOXKeE.

Bropoe uspnaHue

Yem oTaryanoch BTopoe uaaanne kHUru? S Obl HaszBa 00e 3TH KHUI'M Pa3HBIMH, TIOTOMY
YTO B HOBOM BapuaHTe ObLIO mMpHBeAEeHO HaMHoro 6onbuie MHbopMalmu. S nepenucan
abCcoI0THO Bce 1 OOHOBMIT BECHh TEKCT B COOTBETCTBHMH C COBPEMEHHBIMH PEATHAMM.

B xopme 3Toit paboThl GBUTM HMCHpaBieHBl M HEKOTOpbIE OWMOKM, NMPUCYTCTBOBABIIHE
B mpeasiAyLieM W3gaHuu. Fx 6eino HeMHoro, Ho B MIHTEepHeTe 1o 3ToMy noBoxy OueHb
KPacHBO MUCATH T€, KTO MOYEMY-TO He JIIOOUT MeHsi U Mo KHUTH. He 3Hato, nouemy —
BeJlb 1 HHKOMY HMYero IU1oxoro He caenan... OmnOky ecTh Be3ae, Aaxe B aBTOPHUTETHBIX
aMepHKaHCKMX u3faHugX. [IpocTo TaM HOBblE W3JaHMA MOABMAIOTCH KKIBIA o, Mo-
3TOMY OLIMOKH MCIIPABJIAIOTCA JOCTATOUHO OBICTPO.

Tpetbe usaaHue

B TperbeM M3naHHM 1 yxKe B OCHOBHOM OGHOB/IAI MHGOPMALMIO B COOTBETCTBHM C CO-
BpPEMEHHBIMH peaiiMH. KoMIbIOTEpHEI MUp H3MeHsAeTCa OYeHb OBICTPO, 3a UTO A €ro u
moOIIo, MOTOMY YTO MPUXOAWTCA INOCTOAHHO H3y4aTh YTO-TO HOBoe. OYeHb MHOro
HOBO# HH(OpPMAaLIMH MONAI0 Ha KOMNAKT-AUCK K 3TOH KHHre B BUZIE TEKCTOBBIX (aiiioB.

51 xoTen KoHeCTH A0 YMTaTeNd Kak MOXKHO Gonbliue HHGOpPMALMK, ¥ TIPU STOM He JenaTh
KHHUTY CJIMLIKOM TOJICTOH W Joporoil. EnquHcTBEeHHbIH cnocob caenath 3T0 — MaKcH-
MaJBbHO HCIOJIB30BaTh KoMnakT-auck. Hambonee wuHTepecHad wunHpopMalma nomaia
B KHUTY, YTOOHBI €€ ObLIO yBieKaTeNbHO YHTaTh. HekoTophie CIIbHO ycTapeslIHe ydyacT-
KU TEKCTa YILIM Ha KOMIMaKT-AHCK.

Yetseproe usnaHue

YeTBepTOE M3daHHE CHOBA MOJHOCTBIO MepemnucaHo. S oAtk mpobexancs no Kaxaoi
rj1aBe U Kaxaomy ab3aiyy M mepenenan o4eHb MHoroe. KoMmbloTepHbiii MUp MeHsAETCS
cuibHO M ObicTpo. MH}opMalia U3 NepBOro M3JaHMA YK€ COBEpIIEHHO He aKTyallbHa,
M Jaxe TO, YTO s 106aBJIsAI BO BTOPOM H3IaHHMH, TAIOKE CHIBHO M3MEHHIIOCh.

' RDP (Remote Desktop Protocol) — npoToko yaneHHbIX paGouHX CTOJOB.
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B Linux noMeHANMCh PHOPHTETEI NMPH BBIOGOpe (ailloBOro WIH MOYTOBOTO CEpBEpa MO
ymondaHHio. YTo octaeTcd [0 CUX MOpP aKTyalibHbIM — Tak 370 cBi3ka LAMP (Linux,
Apache, MySQL, PHP). Ona, kaxercs, GyaeT KHTb BEYHO, MOTOMY HYTO 3TH YETBHIpPE
NPOAYKTa HAa CAaMOM JIeJie BECbMa Ka4€CTBEHHbIE U OTJIMYHO MOIEPXKHUBAIOTCA X cO3/a-
TEJIAMH.

A naxe HeMHOro M3MeHWN MOAXOA K onMcaHHio nporpamMM u camoil OC. Ecam panbine
A MBITAICA OMHCaTh KaKk MOXHO OoJbllle KOMaHA M MapaMeTpoB, TO B 3TOM H3IaHHH
i BLIKMHYJI O4Y€Hb MHOTO CKYYHBIX W JMIIHMX OMHCaHWi M 106aBW1 TO, YTO Ha MOH
B3rax 6yaer 6oee HHTEPECHO YNTATENSM.

}Ia)l(e €CJIH Y Bac €CThb noboe U3 npeablLAyLIHX H3I[aHHﬁ, 3TO N3JaHHEC BAM TaK XK€ 6yI[CT
HHTEPECHO MPOYECTh NMPAKTHYECCKH MOJTHOCTBIO.

M eme oaHO H3MEHEHHe, NMPOM3BENEHHOE IUIA YETBEPTOrOo W3JAHHA, — HHpopMaums,
paciiupsoLIas ¥ JONOMHAIOIAA MaTepHall «OyMaKHOH» KHHMIH, TeNepb He NpHKICHBa-
eTcd K Hell B BHIEC KOMMAKT-AMCKa, a pa3Meluaetca Ha FTP-cepBepe w3patesnnctsa,
M DNEKTPOHHBIA apXMB C 3TOi MHQoOpMalMedl MOXHO cKayaTh MO ccbuike ftp://
ftp.bhv.ru/9785977533331.zip wiH co cTpaHuubl 4-rO0 M3JaHUA KHUTH Ha caiite
www.bhv.ru.

"Tiatoe wanaHue

[Noka eie paHo nepenuCHIBaTh BCIO KHUTY, MOTOMY YTO B MpPEABIAYLIEM H3AaHHM Oblna
npoaenana 6ospmas pabora.

TeM He MeHee, B MATOM H3JAHHM S COKPATWI KOJMHYECTBO BCTYIMTENLHOrO MaTepHana
u obumx cnoB o Linux, ero ucropuu u np. Bee 310 nepeexano Ha Mol caift B pasgen
crateii no anpecy: http://www.flenov.info/story/category/Linux. B3amen s nobaswi
6onbure mpakTuyeckoii nHpopmaimu o camoi OC Linux. JleBns 3Toro n3naHus: MeHbIIe
obumx cnos — Gonbiue Aena!

O6HoBneHa HHpOpPMaLMA MO YNpPaBleHUIO CETEBBIM SKPaHOM, H00aBJIEHO HEMHOro HO-
BeIX mpuMepoB, Bkmovas Uncomplicated Firewall', omucano, xak HacTpoWTh LLIIO3
B UnTepHet. B rnaBy o pabGore ¢ nouroii nobasneH paszen no 6oppde co cnamom. Ilpu-
BeJeHo Gonblue HHGopMauuK no 6e30MacHOCTH — 3TOr0 MHOTO He ObIBaer.

Bce npenpiayiue u3ganns onuceiBaiu Toasko Ubuntu, a B naToe s fo6aBwi1 uHpopMa-
o npo CentOS, moToMy 4TO 3TO OYeHb pacnpocTpaHeHHBIH Linux-gucTpubyTus mis
CEpBEPOB.

! Uncomplicated Firewall (ufw) — B nepeBoe ¢ aHrI. «He3aMbIC/IOBATLIA MexceTeBoN JkpaH», obepTka as
6panamayapa iptables B Ubuntu.
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bnaroaapHocTU

B kaxnoii cBoeil KHHrE 5 cTaparocCh noGnaronapm‘L BCCX, KTO noMoraj B €€ CO3AaHHHU
H BhIXoje B cBeT. be3 atux mopei NMpOCTO HHYETO Obl HE MOJIYYHJIOCB.

IlepBriM nesioM s xoten 6b1 mobaarogapute usgatensctBo «bXB-Ilerepbypr», ¢ koto-
PbIM COTPYIOHHYAIO yxe nonrue roasl. Cnacu6o pykoBoACTBY H3AaTeNLCTBA, PEAAKTOPaM
M KOppeKTopaM, KoTopele paboTaloT co MHOM M MOMOTaloT cAeaTh KHUTY Tako#, Kakoi
1 ee 3agyMbiBan. Benp mucaTh NpUXOAHTCA B TSXKENBIX MO CPOKAM YCIIOBHAX, HO HHa4e
HeJb31 — HHGOpPMAaLIHA MOXKET YCTapeTh paHbLIe, YEM KHHIa MONAJAET Ha MPHIIaBOK.

Cnacu6o BCEM, KTO MOMOraceT caenatb TEKCT JTYHUIC, OGHO)KKY Kpacmaoﬁ H KHHry Ao0cC-
TynHOi;I BCEM 2K€JIalOIIHUM.

He ycrany Gnarosapute poauTeneii, skeHy M aetei 3a ux TeprienHe. Ilocne ocHoBHo#t pabo-
ThI 5 TIPUXOXY JAOMO# M TPY)KYCh HaJl odyepenHol KHMrod. Takum oOpa3oM, ceMbsi MOXKET
BMZETb MEHSA TOJIBKO 33 KOMITBIOTEPOM, a O0LIATBCS CO MHO# OYEHB CJIOXKHO, IOTOMY YTO BCE
MOH MBIC/TH YCTPEMITSIIOTCS JANIEKO B BUPTYIbHYIO PEaIbHOCTD.

Bonrpias 6nar OJapHOCTb MOHM JApPY3bSIM U 3HAKOMbIM, KOTOPBIE YTO-TO MOACKA3bIBAJIH,
NMOMOTraJin HACAMH H MpOorpaMMaMH.

Tak y>k BLIXOAMT, HO B HAMHWCAHUK KaKIOH KHUIM yHacTBYIOT M )XKMBOTHbie. J1a paborta
TOXE HE CTajla UCKIIoYeHHeM. Bo BpeMs MOATOTOBKH MepBOrO U3NaHWA KHHTH MO# KOT
Yexkuct ¢ 23:00 no 1:00 HOuM ry/su1 no KBapTHpe M MPOCTO KpH4al OT CKykH. Sl He Mor
YCHYTb, a 3Ha4YHT, GoJble BpEMEHH yenan pabore.

Xouerca nobnaromapuTe elie 0JHOro KOTa — KOTOPBIH CITyXHJI aCCHCTEHTOM B MakeTe Mpo-
rpamm MS Office. OnHo u3 nepebIX W3AaHUHA KHUK A mucan B MS Word, a OC Linux pa6o-
Taja B BUPTYaIbHOI MalHHe, 4ToObl MOXKHO 6bLIO AenaTh CHUMKH 3kpaHa. Bo Bpems pabo-
TBI, €CIIH «Ha MeHA Opocanm» pebeHKa, BOPIOBCKMH KOT-aCCHCTEHT MOMOTrall 3aHATH MOETO
TOZIOBATIOTO ChIHA, BEICTYTIas B POJIH HAHM. Sl cakan chiHa Kupwuia paaoM, H oH CIIOKOHHO
HIpaJl C KOTOM Ha 3KpaHe MOHWTOpA, a 1 MOT MpoJo/bKaTh paboTtate Han xHuro#. [Ipaena,
HHOI/Ia MPUXOAWIOCH cliacaTh KOTa M MOHHTOP, KOTAA ChIH MBITAICS MAIEHbKOW PYJOHKOH
HEYKIIO)KE IJIaJHTh MOMOOHBLLEECH )KHBOTHOE.

Ceiiyac Moii CbIH y)ke BBIPOC, a 3TO W3[jaHHE B OCHOBHOM ITMCAJIOCh B aBTOOyce MO MyTH Ha
paboty u 1OMOiL

A camas Gonbluas 61arofapHOCTh: BaM — 3a TO, YTO KYNHWJIH KHHTY, H MOMM TIOCTOSIH-
HBIM YHTaTENAM, C KOTOPBIMH fi PeryispHO obaloce B MoeM Giiore www.flenov.info.
IMocneanne Mon paboThl OCHOBBIBAIOTCA Ha MX BOMpocax M npemiokeHusax. Ecimm y Bac
MOABATCA KaKHe-Tu6o npobieMbl, TO MIJIOCTH NMPOLIY Ha cadT. S mocTapaiock NOMoUb Mo
Mepe BO3MOXXHOCTH, H XAy JII0ObIX KOMMEHTapHEB MO MOBOAY 3TOH KHMrH. Bamu 3ame-
YaHHs TOMOTYT MHE CZ€NaTh €€ JTyyllle.

B Poccum 3ayacTylo NpeAlOYMTAIOT HE TMOKYMaTh KHWIH, a Ka4daTh M3 UHTepHera Mx
NHMPATCKHE KOMHH, YTO HAHOCHT yliepd M aBTOpaM, M M3aaTenscTBaM. JOXOX OT KHHT
ManaeT, ¥ MHOTHE XOPOLIHE aBTOPHI MEPECTAIOT MHCATh, MO0 HACTOALUEMY CHELMATHCTY
JIETKO HAWTH JOCTOMHBIN HCTOYHHK oxoaa 6e3 THIUHUX MydeHHid. OT 3TOro KOJIHYeCTBO
XOpOLIMX KHHT YMeHbIIaeTcs. botoch, 3Ta TeHAeHMA COXpaHHTCA.
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Ecnu BBl Halw1u B KHUre KaKyro-HHOYy b oMOKy, npock6a coob1MTs MHE 06 3TOM Yepes
obparHyo cBa3p Ha MoeM caiite www.flenov.info. Omwn6GkH MOryT ObITH Be3ze, H HE
Tosbko B mporpammax win OC, HO ¥ B TekcTax KHHI. S Taloke )KOy BalIMX OT3LIBOB
O KHHIe U NOXKEIaHHi, YTO Bbl XOTUTE YBHIETh B HEll B OyMyIleM, €CU NOABUTCA HOBOE
H3/laHMe. '

Ha sToM 3aBepluaeM BCTynuTeNbHOE CIOBO M TNEPEXOAMM K Haumbosnee HHTEpecHOH
H INIaBHO# YacTu KHHMrM — 3HakoMmcTBy ¢ OC Linux.

Hpuamnozo wmenusn!
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Tipexne yem Hauats...

Mmuoro net Hazan ycraHoBka OC Linux 6bl1a oueHb COXKHOM. M JaJIeKo HE Ha KaX bl
KOMIIBIOTEP CUCTEMY yIaBaIOCh YCTaHOBHTb, — MOCTOSAHHO BO3HHKAIH MpobiieMel ¢ co-
BMECTHMOCTBIO, OTCYTCTBMEM ApaiiBepoB. BnpoueM, Takue npobneme Opuin maxe
y Windows 95, koTopas Tak »ke paGoTaia ¢ MUHUMATBHBIMU (YHKLIMAMH, MOKa HA Hee He
NOCTaBAT HeoOXoaMMBle ApaiiBEpHI.

VY MeHa B 1990-x rogax 6bi1H He o4yeHb NomynsapHblid MoHuTop Philips U cneumndununas
BHIEOKapTa, KOTOpas OTCYTCTBOBAIA B CIIMCKE JOCTYMHOro 000pyA0BaHHs, MO3TOMY MHE
NPHXOAUIOCH NOAOHPATE MOAXOAALME APaBEPhl U3 TEX. YTO ObLIM P HANUYMM IJIA OpY-
THX cHcTeM, YyToObI pabouwmii cTton oTobpaxascsa Ha 3KpaHE B IPHEMIIEMOM Pa3peLLIEHHH.

Ceiiyac ycraHoBka Linux ctajia HacTOJNILKO NPOCTOM, YTO B HEKOTOPLIX JMUCTPHOYTHBAX
JUIA MIOJTHOM YCTaHOBKH HAJO BCEro-TO HECKOJIbKO pa3 LIEIKHYTE MBIIBIO — BCE MUMEIO-
weeca oGopyaoBaHHe onpenenserca 6e3 npornem U ycTaHapiauBaercs 6e3 HeoOxoaUMO-
CTH noaAbHnpath JpaiBephl.

Ecnm cMoTpeth Ha OC Linux ¢ TOYKH 3peHus nonb30BaTelis, TO MOCIE YCTAHOBKH CHCTe-
MBI HHYEro HACTPaMBaTh HE Hajl0, — MOXKHO Cpa3y ke MPHCTynarth K pabote ¢ mobbIMH
OGUCHBIMH NPWIOKEHHUAMY W MOJE30BATENBCKUMM YTIIMTaMH. JIucTpubyTHBEI 101 [10-
MAILHMX KOMIBIOTEPOR OYEHb YACTO yXK€ BKJIIOYAIOT M OQUCHBIE MaKeThl, H Bce HeobXo-
AMMOE Ha BCE CITydau 'KH3HH.

Ho ecnu peub HIET 0 CETEBBIX H CEPBEPHBIX MPOrpamMMax, TO TYT yxe HeoOXoaHMbI J10-
nosHuTeNbHbIe AeficTeus. [1o yMomuaHUIO B cHCTEME JO/DKHBI ObITE 3aMpeLeHb] MPaKTH-
YecKH BCE ACHCTBHA, KOTOpbIE MOTYT IMPHUBECTH K HEXENATENBHOMY pE3YyNbTaTy WM
BTOP>KEHMIO 110 ceTH. J{ns 3MEHEeHHA OrpaHUYeHHUi Hy)KHO HacTpauBaTh KOH(HIypauu-
OHHbIe (aiiibl, peaKTHPOBaTh KOTOpPbIE KpaiiHe HEYAOOHO HOBHUKY WJIH MOJb30BaTEJIO,
npUBLIKIIEMY paboTaTh ¢ OKHaMH, a Taloke MCMONb30BaTh CHEUNATH3HPOBAHHEBIE YTHIIH-
Thl, GONIBLIMHCTBO M3 KOTOPEIX HMEIOT HHTepdeiic KOMaHIHOM CTPOKH.

H3-3a 3Tix Heyq06CcTB Mo 3HakoMbIit ammuHKcTpaTtop Windows-cucteM ckasan: «Linux
NpUIYMaIH aJMUHUCTPATOPhI, KOTOPBIM HEYero Jenarh Ha pabore, Ui TOro, YTOOHI Mr-
pathca ¢ KQHburypauronnpMy haitnamuy. Cumepun... He g € 3TUM HE COTO3ceH, mo-
CKOJIBKY 3arisabiBaio B KOHq)HrypauiJIOHﬁble (awibl CBOUX CEpBEPOB O4YCHB PENKO.
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Kopnopauus Microsoft Haunnana genatbk ceon OC no NpUHUKMNY <«HIIE 6Bl GbU10 yH06-
HOY, NMO3TOMY KOrZa-TO JOCTATOYHO GBLIO JMILB NOJKITIOYHTE K HUM TpeOyeMble KOMIIO-
HeHThl. Ho Teneps Windows cTaHOBHTCA € kaXkAbIM roJIOM Bce ClIOXHee M Oe3omacHee, a
60MbMIMHCTBO yAOOHBIX (QYHKUHHA, KOTOpBIE MOTYT HApYUIHTh 3alUTY, MPOCTO OTKIIO-
yatorcs. [Ipu Heob6xoauMocTH UX HyxHO BiulouaTth. Haunnas ¢ 2008 roga, sTa TeHneH-
LMA MPHHSIA COBEPLIEHHO HOBBIH M MHTepecHsIil 060poT — B Windows Server mosisu-
nace Bepcua 6e3 rpapuueckoro pexxuma. Jla, Windows 3amyckaercsi B TEKCTOBOM pexH-
Me, B KOTOPOM MOXXHO MOJHOLEHHO Ynpasnath cepBepom! B Linux Bce ObUIO
Hao6opoT — 31y OC co31aBaM ¢ TOYKM 3peHHs «WIHLb 6Bl ObUTO Ge30macHo», a Teneps
IBHTAIOTCS B CTOPOHY HapalIHBaHUs BO3MOXKHOCTEH M YTIPOIUEHHA CEPBHCOB. JTa TEH-
JEHLMA paayeT He BCeraa: B HEKOTOpBIX AMCTpHOYTHBaxX Linux, eciM yCTaHOBUTB Kakoii-
6o cepBHC, TO HHCTALIATOP MAJO TOrO, YTO YCTAHARIMBAET CEPBMC B MAaKCHMAaJILHOM
KOH(HTypalLH, OH ellle M 3alyCKAeT €ro aBTOMATHYECKH NpPH CTapTe CHCTEMBI. JTO
OYeHb IUI0XO0, H TaKHE BElH HYXHO IIPECEKaThb.

Yo x, yaoGcTBo M Ge3onacHOCTh BO MHOIOM MPOTHBOpEYAT APYr APYry, MO3TOMY Ipo-
H3BOIHNTEAM MPHUXOIUTCS B YEM-TO JIaBHPOBATE.

1.1. Sapo

Anpo — 3to cepaue OC, B KOTOPOM peaM30BaHO YNPaBJI€HHE NaMATLIO H APYTHMH pe-
cypcaMn xommbiotepa. [IoMHMO 3TOro, OHO MO3BOJISET MONYYHTh JOCTYN K Pa3siIAHOMY
kenesy». Hanpumep, paHHHe BepcHH agpa obecneunBain paboty tonsko asyx USB-
YCTPOMCTB: Ki1aBHaTypsl M MbIH. CoBpeMeHHOe AApo MOAJEPKUBAeT GONBIIMHCTBO
CYINECTBYIOLIMX YCTPOMCTB, a JUCTPUOYTHBBI BKJIIOYAIOT JpaiBepbl AIA OONBIIHHCTBA
nomynspHoro o6opyaoBaHHs.

Homep Bepcun siapa Linux cocToHuT U3 Tpex uncen (NocieaHee yKa3sIBaeTCa He BCETAa):

0 nepBoe YHCIIO — CTapLIKi HOMEP, KOTOPBIH YKa3bIBa€T Ha 3HAUMTENbHbIC M3MEHEHHA
B Aape;

0 BTOpoe — MiIamuIMA HOMEP, YBEJMYEHHE KOTOPOrO YKa3blBaeT Ha MOABJIEHHE He-
Oonpimx u3MeHeHHH. [To HeMy MOXHO onpeaenyTh, ABJIAETCA AAPO MPOBEPEHHBIM
WIH NpeQHa3sHauYeHo UM TECTHPOBAHHA, KOTAA HET YBEPEHHOCTH, YTO OHO He comep-
xuT omubok. Ecam umcno yetHoe, TO AAPO MPOLLIO TLIATEIBHOE TECTHPOBAHHE.
B MpoTHBHOM ciTy4ae yCTaHOBKa 3TOH BEPCHH HE rapaHTHpyeT cTabiibHO#M paboTsl;

O Tperbe umMcno — cbopka, T.€. HOMep ovepeaHoro pabouero penusa. B HexoTOpHIX
CJTy4asX 3TO YHCJIO ONYCKaloT, H60 OHO HECeT HE TaKyIO0 3HAYHTENIbHYIO CMBICIIOBYIO
HarpysKy, Kak npeasigylnue ynciia. Hanpumep, 4acto roBopAr o Bepcuu 2.6, H B 3TOM
ClTy4ae He yKa3aHa HMEHHO cOopka.

HoBrie BepcHu saapa MOXHO ckayaTh Mo aapecy www.kernel.org wiu c caifta npousso-
JMTeJIA Ballero AMCTpHOyTHBA B BHie oOHoBneHHA s camoi OC. OGHoBiIeHue Aapa
TMO3BOJIAET HE TONBKO MOJYYHTh HOBBIE BO3MOXHOCTH MO paboTe ¢ «kene3oM» H TNOBbI-
CHTb NPOH3BOIMTEILHOCTb CHCTEMBI, HO U HCTIPAaBHTb HEKOTOpHIe olmnbku. CaMoe rnas-
Hoe, yTo oOHOBJIEHHe AApa B Linux He Biedet 3a coboii nmepekoHPUrypHpoBaHHA Beeid
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OC, kaK 3T0 NPOMCXOAHT B HEKOTOPHIX ApPYrHx cucreMax. S Bumen kommetotepsl, OC
KOTOPBIX OBUTH YCTAHOBJICHB! ellle HECKOJILKO JIET Ha3a/l ¥ He NepeHacTpauBaIMCh C TeX
nop, — B HHX TOJIbKO OOHOBILLIOCH PO M MporpaMMHoe obecrniedenne. Takoe OpiBaer
peaKo, MOTOMY YTO, KakK MpaBWiO, MEPHOAMYECKH NPUXOAWTCH OOHOBIATE «OKENE30»,
HapallliBasd MOIUHOCTH, — BEIb 3alpochl NPOrpaMM M MOJb30BaTeNeil pacTyT He IO
JHAM, a MO YacaM.

1.2. Ouctpubytussr

B HacTosLee BpeMs CyIIECTBYET MHOXKECTBO PazTMYHBIX JUCTPHOYTHBOB Linux, HO Me-
XXy HMMH JIETKO MpOIJIAABIBAETCA CXONCTBO, T. K. GOMBIIMHCTBO HMeeT OOlIMe KOpPHH.
Hanpumep, Muorne nuctpuGytnBel moctpoeHsl Ha ocHoBe Red Hat Linux. Komnannu-
TIPOH3BOIUTENIH BHOCAT HEKOTOPhIe KOPPEKTHBEI B IPOLIEAYPY HHCTALIALMH (Hallle BCEro
TOJIBKO rpadyHyeckye), U3MEHAIOT CIIUCOK BKIIIOYAEMOro IpOrpaMMHOro obecreyeHus
NpOAAloT MOA cBoeH MapkoH. [Ipy 3TOM A1po cHCTEMBI H ycTaHaBIMBaeMbIe MPOrpaMMEl
Yallle BCEro MOoCTaB/AIOTCH abCOMOTHO 6€3 H3MEHEHHIA.

Jlaxke ecM ycTaHOBOUHBIE BEPCHH HMEIOT pa3HbIX MPOM3BOAMTENEH, B KauecTBe rpadu-
yecko# 060Ji04kH odeHb YacTo ucnonbdyercs KDE winw/u GNOME, a npu orcyrcTBHH
B IOCTaBKE MX BCETJ]a MOXKHO YCTaHOBHTB JOMOJIHMTENBHO. TakuM o6pa3oM, BHE 3aBH-
CHMOCTH OT OCHOBHOT'O AMCTpUOYTHBa y BceX OyHeT oAMHaKoBbIi rpaduyeckuilt HHTEp-
deiic.

Eme HenaBHO MOxHO ObUI0 BeTpeTTh Unity — o6onouky no ymomyasmo aisa Ubuntu,

HO OT ee pa3paboTku OTKa3alMCh, U AMCTPUOYTHB CHOBAa BO3BpalllaeTCA K CBOHMM KOp-
mimM — GNOME.

51 nonro He Mor pelMThb, Kakod JUCTPUOYTUB YCTAaHOBHUTH, HO MOTOM peLIHI BHIOpaTh
Ubuntu. A 3arnsdyn Ha mapy caiiToB, MOCBAIIEHHBIX Linux, ¥ MOCMOTpeN B CTaTHCTHKE
nepeyeHb ONMEPalMOHHBIX CUCTEM, ¢ KOTOPHIX 3aXOAWJIH Ha CaifT Moib30BaTeNH (TaKylo
CTaTUCTHKY MpeAocTaBiseT cdyerydk mail.ru). HaubGonee mnomynapHoit okaszanace
Ubuntu. B npuHuune, 3Has OJMH JUCTPUOYTHB, OYEHB JIETKO NEPEeWTH Ha ApPYTOi, Beab
KaXIpl# U3 HUX — Ta ke Linux.

U Bce ke, Ha Mo#t B3MIA, pasHooOpa3ue TUCTPUOYTHBOB ABJIAETCS CaMbIM CJIabbIM 3Be-
‘HoM Linux. Koraa Bel HauHete paboTare ¢ HeH, TO yBUAUTE, 4TO Gosbluas 4acTh onepa-
1M He CTaHAAPTU3MPOBaHa (3TO MOXKHO PacLIeHUBATh KaK CIIEICTBHE OTKPBITOCTH KOJa).
[Nomyuaerca kak B moroopke: «KTo B Jiec, kTO 1o apoBa». 3T0 cepbe3Has mpobiema,
KoTopas ycnoxHser BocrpaaTie. Ho B peaisnocTu B 99% ciyyaeB B AMCTpHOYTHBaX BCE
HJICHTHU4HO.

Ha moit B3rnan, Heyno6¢cTBo oT pazHooOpa3us AUCTPUOYTHBOB 3aKUTIOYAETCS B TOM, YTO
MPOH3BOAUTENAM MPUXOAUTCA MHOIO TONTAThCA Ha MECTE M ITMCAaTh OAMH H TOT XK€ KOJ.
Jlyymie 6B OHM OOBEAMHWINCH W Hayand GeicTpee ABHrathcs Bneped. Jla, mocTpanaer
KOHKYPEHLIMA H BO3MOXXHOCTb BEIGOpa, HO pa3BHUTHE CTaHET HaMHOro 3¢ deKkTHBHEE.

B 3tom cmeicie OC Windows Gosiee yHu¢puumposaHa W mpouie i oOy4eHHs, XOTA
B NOCJIEHEE BpeMs M 3[ech HaGNI0JaeTcs OTCTYIUIEHHE OT YCTaHOBJICHHBIX KAHOHOB.
Tak, BHemWHWI BUA MporpaMM CTajl COBEpIIEHHO HeMpeAckasyeM. MeHIo M MaHenM
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B Office 2000, XP, 2003, 2007, 2010, 2013 nocToOAHHO U3MEHAIOTCA — TOJIBKO YCHEBaid
K HUM npuBbIKaTh! B Linux, HECMOTps Ha OTCYTCTBME CTaHAAPTOB, 3IEMEHTHI HHTEpdeii-
€a I0Ka Be3/Je OCTalOTCA OJMHAKOBLIMH.

Kakoii auctpubytus BoiOpaTh? MX cnuiikoM MHOro, 4To6Bl YIIOMHHaTh BCE, M i OCTa-
HOBJIIOCh TOJIBKO Ha CaMBIX MOMYJISPHBIX:

O Red Hat Enterprise Linux u SUSE — Bbi6upaeM, eclii HyXHa Xopoliasi KOpPIopaTHB-
Hast IOJAEPIKKa;

3 CentOS unu Debian — yvaiie BBIOMpAlOT Il CepBEpOB, KOrAa He Hy)KHa Aoporas
HoJ/iepXKKa CO CTOPOHBI IIPOU3BOAMTENS;

O Mint, Ubuntu — Xopoluuii BLIGOp 118 JOMAIIHEro KOMMBIOTEPA, €CJIH HE HY)KHA IOJ-
JEPIKKa;

0O Kali — npocnaBunca XopowIUM HabopoM Ui XaKepOB H CTELMATNCTOB B 06/1acTH
0€e30MmacHOCTH.

A Tenepb 0 HEKOTOPBIX M3 HUX HEMHOTO Noipo6Hee.

1.2.1. Red Hat Linux

DTOT AMCTPHOYTHB CYMTAETCH KJIACCHYECKMM M ABIIAETCS 3aKOHOJATEsIEM MOJBI B Pa3BH-
thu OC. ITomumo Beero npouero, Red Hat Bener paspaborky OC Linux B AByX Hampasiie-
HUAX: VT CEPBEPHBIX pPelleHHH H U KIHEHTCKHX KOMITbIOTEpOB. CepBepHbIii BapHaHT —
niaTHbIi, a kinenTckuii BapuanT (Fedora) GecruiaTeH u ocTymeH A1 CKa4HMBaHUA ¢ caifTa
fedoraproject.org. I1Lnu pasroBopsl 0 ToM, uto Fedora 6yneT He3aBUCMMBIM NIPOEKTOM, HO
rioka oH octasica noa kpeutoM Red Hat.

JuctpubyTHBbl Linux Bceraa pyrarot 3a ClI0XHOCTb YCTAHOBKH fpa U MPOrpamM, KOTO-
pbi€ Haille BCEro MOCTaBJAIOTCA B HCXOAHBIX KoAax M TpeOyroT komnuaauuu. Komnanus
Red Hat yxe maBHO ympocTuiia 3TOT Mpollecc, paspaboTaB MeHemkep nmaketoB RPM
(Redhat Package Manager). Takue nmakeTsl 4/ yCTAHOBKH HCTIOJNB3YIOT M OOJIBIUIMHCTBO
ApYyrHX pa3paboTUMKOB.

1.2.2. Slackware

Moe 3HakomMctBo ¢ Linux HauMHanoch HWMeHHo c¢ auctpubytua Slackware
(www.slackware.com). OT0 OAMH K3 CaMBIX CTAapBIX H CIOXHBIX 111 IOMALIHUX MOJIb30-
Bareneil AUCTPHOYTHBOB. Y HEro [0 CHX MOp HeT yAoOHOH MporpaMmbl YCTaHOBKH,
¥ GONBLUIMHCTBO AEHCTBHI MPUXOIUTCA JleslaTh B TEKCTOBOM pexxume. KoHeuHo ke, BB
MoxkeTe A00aBUTL K 3TOMY OUCTpUOYTHRY rpadHueckue obonouku KDE wim GNOME,
a Taloke Jpyrve naketbi, obnerdaromue paboTy, HO yCTAaHOBKY MpOLLE HE CAeNIaellb.

V npoekra Slackware naxe caiiT HEeBEpOATHO NPOCTOH, U HA MOMEHT MOArOTOBKH 3TOTO
W3aHHA OH MPOCTO YepHO-O€blit C MUHHMAIBHBIM HCTIONb30BaHHEM IpaduKH.

Ecnu BBl HH pa3y He paboranu ¢ Linux, To s 661 He peKOMeHI0Ba)l HAYMHATh 3HAKOMCTBO
¢ aToro aucTpuOyTHBa. Jlyuie BoIOpaTh 4To-HUOY 1L MONpoLIe.
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1.2.3. SuSE Linux

MHe npuxoawnock paboTaTs ¢ pa3HBIMH NMPOrpaMMaMM OT HEMELKMX NPOM3BOJHUTENEH,
HO yno6cTBO paboTBl ¢ HUMH HE MPOCTO XpPOMAo, a CO3JaBalloch BIEYATICHHE, YTO
3TH mnporpamMmbl — Oe3sHorue kanekH ¢ jerctBa. OxHako paspaGotrka ot SuSE
(Www.suse.com) ONpOBEpracT Takoe MHEHHE. DTOT AHCTPHOYTHB OTIHMYACTCA CHMIa-
THYHBIM UHTEPPEHCOM U OTIHYHON MOANEPHkKOil 060py0BaHHUA, TOTOMY UYTO COAEPIKHUT
rpomMajiHyto 6a3y apaiisepoB. Kpome Toro, nporpammuctsl SuSE nobasunu B 1uctprOy-
THB Habop yTWIHT noA Ha3BaHUeM YaST, koTopsle 3HAYMTENBHO YNPOLIAIOT aAMHHUCT-
PHpOBaHHeE.

SuSE Linux — HaBepHOe, OIHH M3 MEPBLIX AUCTPHUOYTUBOB, KOTOPBIH CTT APY)KECTBEH-
HBIM K MOJB30BaTEMO H HMCHOJB3YeT OOJBIIOE KOJNMYECTBO COOCTBEHHBIX HapaboToK,
4ToOBl CAENaTh XKH3HL JOMAaIHEro none3oartens npome. Ho npu stoM oH Bceraa 6min
TUIATHBIM, MPHYEM LIEHA OYEHb JaXe CWILHO HE pafoBaia. MHe KaKeTCs, YTO UMEHHO
310 nomemmana SuSE 3aHATh BepXHIOIO cTyneHb nbefectana u oboit Ubuntu. Ceituac
y SuSE Linux ects 6ecrutatHas Bepcus — openSUSE, Ho oHa noka He Habupaer nory-
JAPHOCTH.

51 651 mocoBeToBan SuUSE ToJIBKO JIFOOHTENAM M IUIA MCTOJIB30BAHUS HA KIHEHTCKMX KOM-
nerotepax. Tem Gonee, 4TO 3TO OAMH M3 IUIATHBIX JUCTPHOYTHBOB, KOTODBIH pacmpo-
CTpaHAETCA «B KOPOOKe».

1.2.4. Debian

HecMoTps Ha TO, YTO LEsb TI060ro NPONU3BOAUTENA — MOTyYeHHE NMPHOBUIH, CYILECTBY-
€T MHOJKECTBO OUCTPUOYTHBOB, KOTOpHIE OBLIH H OCTalOTCd HEKOMMep4YecKMMH. OCHOB-
HBIM M CaMBbIM KPYITHBIM M3 HHUX MOXHO cuuTaTh Debian (www.debian.org). 3tot npo-
IYKT CO3Jal0T npodecCHoHaNsI i cebi, HO MOob30BaThCA UM MOKET KaXIbIH.

OC Debian umeer Goneliue Bcero ominudii ot kiaccuueckoii Red Hat, u y Bac moryr
BO3HUKHYTH MpPOGJIEMBI M3-32 Pa3HOTO PAaCMONOKEHUS HEKOTOPHIX KOH(QHIypaLMOHHBIX
¢aiinos. Ho Ha 3ToM npobnemsl He 3akaHuuBalOTcsA. Kak M Bce HEKOMMEPUYECKHE NPOEK-
TBI, 3TOT AMCTPHOYTHB clioXkHee Apyrux. PaspaGoTumku nosuuuoHupytoT Debian kax
HagexHyto OC, U 3TO Y HHX TOJTy4aeTcs, @ BOT O MPOCTHIX MOJIB30BATENAX OHHU 3a00TATCA
MaJIo, MO3TOMY JOMALIHHE KOMITBIOTEPHI 3TOT AUCTPUOYTHB 3aBOIOIOT HE CKOPO.

1.2.5. Ubuntu

370, HaBEpPHOE, OJJMH M3 CaAMBIX MPOCTHIX JUCTPHOYTHBOB, HaJ KOTOPBIM paboTaeT KOM-
nanus Canonical Ltd. IIpu ero cosnan#uu 0CHOBHOI LEBIO OBLNA NPOCTOTA, U, KAKETCH,
B 2009 romy xoMmaHus 3asgBWIa, YTO B TEYEHHE ABYX JIET IUIAHUPYeT CAeaTh AUCTpHOY-
THB KpacuBee u yaoOHee macOS. OHM BUOUMO XOTEHM 3TO CAENATh C MOMOIIBID CBOEH
ob6omnoukn Unity, koTopyto HemaBHO npukpsutd. Caiit pazpaborunkos: www.ubuntu.com.

JAuctpubyTHB moctpoeH Ha 6aze Debian (k coxkaneHHIO, B OJHOM H3 MPEObUTYLIMX H3aa-
HHii 30ech Oblta JomyileHa omMbka — Gnarojaps npueMy copy/paste B 3TO MeCTO romna-
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Jo Ha3BaHune komrnanuu Red Hat). Beibop xkommanuu Canonical Ltd. scen — B nuue
Debian oxu BriGpanu oyeHb 6e3onacHyio ocHOBY. ENWHCTBEHHOE, 4TO MEHs IMyraer, —
60JIBINMACTBO CTATHCTHYECKHX 0030pOB MOKa3bIBaeT, YTo exeromHo B Ubuntu HaxoaaT
6onbue ysa3BaMocTeii, ueM B KOHKypeHTax. M 510 npu tom, uto B OC Debian, Ha koTo-
poit ocHoBana Ubuntu, ys3BUMOCTE#H HAXOIAT O4YEHb MAJIO.

CTaTHCTHKaM M aHATHTHKAaM BEPHTH OYEHb CJIOMKHO, OCOOEHHO ¢ TOUKH 3peHHs Ge3onac-
HOCTH, NOTOMY 4TO 6€30nacHOCTh U3MEPUTH HEBO3MOXKHO. B 1ucTpUGyTHBE MOXKET OHITH
HaiilleHa COTHA yS3BUMOCTeMH, HO OH OCTaHETCA HaJIe)KHEBIM, €CITH BCE OHH HE3HAYUTEIb-
Hele. C Apyro# CTOpPOHbI, JOCTATOUHO OJHOM YA3BUMOCTH, HO O4Y€Hb CEePBhE3HOM, KOTOPYIO
MOJXKHO JIEFKO HCIMOJB30BaTh M KOTOPYHO 3aaTaloT ¢ GONBIINM OMO3[aHHEM, YTOOBI
HaZeXXHOCTB OIMyCTHIIACH JIO HYJIA.

1.2.6. Raspbian

3o eme ogHa OC, noctpoeHHas Ha Debian, Ho ee OCHOBHOE Ha3HaueHHe — YCTpPOHCTBa
IoT (Internet of Things, unu Uurepret Beweit). 1 ocHOBHOE MECTO MCIIOJIb3OBAHMA ITOM
OC — Ha oaHomnaTHOM KoMmbiotepe Raspberry Pl
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YcraHoska
W HauyanbHaa Hactpouka Linux

YcranoBka koraa-to Gbuta camMoi CIOXHOM mNpouedypod IS BceX AMCTPHOYTHBOB
Linux. BcniomuHaloTcs BpeMeHa, KOrJa HyXKHO ObLIO MOC/IEIOBAaTENBHO 3arpyxaThes
C HECKOJIbKHX JAMCKET, a MI0TOM CJIEA0BATh CJIOKHBIM HHCTPYKLIMAM HJIH CAMOCTOATELHO
Habupath koMaHAkl Linux, koTopele yke Hafgo 66110 3HATh.

Eme ogHa HempocTas 3aja4a — pa3zbHeHue QMCKOB Ha pasfensl. X Hy)XHO HMeTh Kak
MHMHHMYM [IBa: OCHOBHOM M paszen noakaykd. IIpo6nema B ToM, yTo MHOrue GosTcs
MaHHITY/THpOBATh C JUCKaMH, OCOOEHHO C TeMH, Ha KOTOPHIX Ye ecThb HH(opMaums.
H 370 npaBWILHO, NOTOMY YTO H3BECTHBI MIPHMEPBI, CBA3aHHBIE CO CIIy4aHHOH norepeit
JaHHBIX.

Bo Bpemsa uHcTa)uauuH mo6as OC no/mkHa OnpenenuTh YCTaHOBIEHHOE 000py10BaHHe
U NMOJrOTOBHTH BCE HEOOXOAUMOE [T €ro HopMasbHo# pabotel. B 1990-x rogax u B Ha-
yane 2000-x nmepeyeHp NOMLAEP)KUBAEMBIX YCTPONCTB MOXHO ObLIO NMPOCMOTpEThH 3a
HECKONbKO MHHYT, T. K. MHOTHE MPOW3BOAMTENIH HTHOPHPOBAIHK Linux, He nucany Heob-
XOJHMMBI€ ApaiiBephl U NPH 3TOM HE NaBAIH HyXHOH HHdopmauuu. CeHuac YTeHHe Takoro
CMHCKa 3alMeT JHM, IIOTOMY YTO BCE€ KPYIHble HIPOKH KOMIIBIOTEPHOTO MHpa Hauyainu
CUMTAaTbCA C MHUHIBHHOM ()KHBOTHOE, KOTOpoe accoumupytoT ¢ Linux). Omnpenenenue
obopynoBaHus Teneps NpoUcXoauT 6e30mKb0YHO M, Halle BCero, He Tpebyer NONOJHH-
TEJILHOrO BMEIIATENLCTBA CO CTOPOHBI MONIb30BATENA.

2.1. Tloarotoska k ycraHoBke

YcTaHaBnMBAaTh JKeaTeNIbHO CaMblili CBEXKHI cTaOWIbHBIH AUCTPHOYTHB, BIUIIOYAIOIUMIA
MOCJEAHIOI BEPCHIO Azpa M npwioxkeHHid. He crout 6paTh xakoH-TO MBUIBHBIA JHCK
C MOJIKK M CTaBHTh CHCTEMY ¢ Hero. Bo Bcex mporpamMmax mMoryT GrITh OLIMOKH, NpocTO
B HOBO# BEPCHH O HHX ellle HUKTO He 3HaeT U He cMoxeT Bac BinoMath ©. Kpome Toro,
HaJ0 MOMHHTh, YTO MPOrPaMMHEIE CPEACTBA HEOOXOIAHMMO CBOEBPEMEHHO OOHOBJATE.
Ecnn Bocnonb3oBatecs cTapeiM JUCTPHOYTHBOM, TO 00beM OGHOB/IEHHH MOXKET OKa3aTh-
CA C/IHIIKOM OONBIINUM ¥ 3aHATh HeCKOJNBKO AHeH. He mydine nu yctaHOBHTH cpaly Bce
HOBOE H MaKCHMAIIbHO GBICTPO 3aITyCTHTEL CEPBEP B IKCILTyaTaLHIO?
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KpoMe Toro, eciii yCTaHOBUTH CTapblii AMCTPUOYTHB ¥ He OOHOBHTE €ro A0 MocieaHei
BEPCHH, TO B HEM, CKOpee BCero, OyIyT HMeTbCs U3BECTHBIE XaKkepaM OLIHOKH, a 3Ha4HT,
OCTaHeTCs MOTEeHLMabHAsA Yrpo3a B3loMaTh Ball cepeep. Eciu aToro He caenator cpasy,
TO 3TO MOXET NPOU30MTH B OO0 MOMeHT. He cToMT cunTaTh, 4TO Ball cepBep HUKOMY
He HyXeH. Jlae «MyCThIIIKa» KOMY-TO MOXET OKa3aThCs HY)KHOW — Hanpumep, MWis
PacCBUIKM CMaMa WiTH, MOXKET, JaXe VI He BIOJIHE JIETANIbHBIX JEHCTBU.

Mac*repa YCTAHOBKH 11 pPa3HBIX IIHCTpHGyTHBOB MOryT pasjin4yatbCsa, HO BC€ OHH, KakK
MnpaBWiIo, UMEKOT CXO0XKHE OKHA, H OWKE NOCJI€A0BATE/IbHOCTDL BbBITIOTHACMBIX aeicTBui
3a4acTyr0 OQHHAKOBA. I[eJ'lO B TOM, 4YTO INporpaMM YCTAHOBKHM HE€ TaK YK H MHOrO,
H GOJIBILIMHCTBO pa3pa60'rqm<03 HCMOJIb3YIOT OOHH K T€ XK€ INpOorpaMMbl 1 HE MUIIYT HHU-
4yero caMocTosTebHo. Pa3se uro OCl)OpMJ'leHHe OT/IMYACTCA.

Htak, NpUCTyIMM K PacCMOTPEHHIO Mpoliecca ycTaHoBKH. IlepBoe, 4To HyXHO che-
JIaTh, — 3TO OMPEAENUTh MecTo, rae Oyaer pacnonaratecs OC. Ecin y Bac HOBBIH KOM-
NBIOTEP, JKECTKHIl AUCK He pa3OHMT Ha yacTH, U Bl OyAeTe HCMONB30BaTh TOJNBKO Linux,
TO BO BPeMs YCTaHOBKH NPOCTO OTBEAMTE MOJ Hee BCE JOCTYNMHOE mpocTpaHcTBO. Jlo-
BepbTe pa30MEHHE CUCTEME, H OHA CHICJIAET 3TO BIOJHE ONTHUMAJIBLHO.

Ecin y Bac yxe ycranosneHa Windows, 1 Bbl XOTHTe, 4TOOBI Ha KoMIbIOTepe GbL10 cpa-
3y ase OC, To npujercs cienath HeCKONIbKO «TeNoABIkeHHI. Jlna yctaHoBkH Linux
TpebyeTcs HalMYKe Ha JUCKe MycToro npocrpaHctea. Her, aTo He cBo6oaHOe MecTO Ha
JIOrM4ECKOM JMCKe C:, a IycTOTa Ha BHHYECTEpE, MECTO, He 3aHATOe KaKMMH-THGO pas-
nenamMy. B nocienHux BepcHAX MHCTALIATOPOB MPHCYTCTBYET BO3MOXKHOCTh HU3MEHATDH
pasMep MMEIOILMXCA HA JUCKe Pa3ie/ioB MPAMO B NpPOrpaMMe YCTAHOBKH, mpuueM 6e3
NoTepH AaHHBIX. PaHpuie Mpy H3MEHEHMH Pa3METKHM JAKMCKa MMeIoIascs Ha HeM HHpop-
Mall{Io Iponajana.

Hrak, ecid y BaC BCe NMPOCTPAHCTBO AMCKa MO/ pa3lesbl yXKe HCIIONB3YETCA, H Bbl XOTHUTE
«OTKYCHUTB)» HeOOJBIIYIO YaCTh 3TOT0 NMPOCTPAHCTBA AN YCTAHOBKH Linux, To 3TO BHoj-
He peaibHO. JJaHHBIE Ha CYLIECTBYIOILEM AUCKE MPOCTO CABUrAlOTCA, @ B OITYCTOLIEHHOM
YacTH AMCKa MOXKET ObITh CO3aH HOBBIH pasaen 1 Linux.

s noBbILIEHNA HaJeKHOCTH Mpoliecca CABUra MHOTHE PEKOMEHIYIOT CHayalia Npou3-
BECTH JleparMEeHTaLUMIO JUCKa. DTa onepalus BrojiHe 6e30MmacHa U 3aiJIlo4aeTcs B TOM,
yTO pa3bpocaHHbIe MO BCeil MOBEPXHOCTH AMCKA JaHHEIE COOMPaIOTCA B OJHOM €ro Mec-
Te. B npouecce paGoTsl ¢ ¢aiinammu JaHHble kaxaoro gaina MoryT ObiTe pa3OMTHI Ha
MHOJ>KECTBO KyCKOB M JieXaTh B JII0ObIX MecTax Aucka. [Tocne nedparmenraunu Bee daii-
JIbl CTaHYT 3aHUMaTh JIMIIb OJHY HenpepbiBHY0 obnacte. TakuM ob6pa3zoM, nmpu cokpa-
LIEHHH pa3Mepa pasjiesia He IPHAETCA OIyCTOLIAT OT JaHHBIX €ro COAEPIKHUMOE.

A He 3HaK0, HAaCKOJIbKO 3Ta pEKOMEHIauHa €lie JCHCTBUTENIBHA — COBpPEMEHHBIC TIPO-
rpaMMbl H3BMEHCHHA pa3aciioB Oonee KauecTBEHHbI.

Tpe>kae YeM BCTABUTHL B HOBBIA KOMIbIOTEP KoMMakT-auck unu DVD ¢ auctpnbyrnsoM u
HayaTh YCTaHOBKY Linux, skenaTenbHO ONpeAeUTLCA C APYTHMH CHCTEMaMU, — @ UIMEHHO,
Gyner 11 Ha KOMINBIOTepe ycTaHORJIeHa Taloke H Windows. Eciu aa, To s 661 mOpekoMeH-
J0BaJl cHayana ycraHoButb Windows, U Toibko motoM Linux. [leno B ToM, YTO yCTaHOB-
ik oT Microsoft 3aTupaer 3arpy304HyI0 3alHMCh M YHHUTOXAET Moboe MPUCYTCTBHE CTO-
poHHHX cHcTeM. To ecThb, ycTaHOB/IEHHas paHee Linux cTaHeT HelOCTYHOIA.
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YcranoBmuku Linux Gonee noGpoxenarensHel K Yy)HM pa3paboTkaM, H eclId Ha KOM-
nbrotepe 6bUTH «OkHa» oT Microsoft, To 3arpy3unk Linux mo3BosuT 3arpyxatb ux 6e3
npo6neM. Bnpouewm, 3arpy3unk Linux MOXXKHO BOCCTaHOBHTH, A@Ke €CTH OH ObUT YHHUY-
TOXKEH ycTaHoBLIMKOoM Windows. JIoCTaTOYHO MPOCTO MMETh 3arpy304HbIH IHCK, C KO-
TOPOTO HYXHO 3arpy3uTh Linux ¥ BBIMOJHUTE KOMaHAY:

grub-install /dev/hda

Ho o xoMaHpax Msl elue GyzneM roBOpUTb MHOTO B JaNibHEHILEM, a 3TO JIMILb HEOObIIOE
3aberaHue Bnepea.

2.2. Hauano ycraHosku

HecMmoTps Ha BCIO MPOCTOTY YCTAaHOBKM, A YK€ He pa3 3aMevall, YTO YCTaHOBIIHKH
CJIMIIKOM MOJTYAIMBEI M He coo0maloT 06 ommbkax. Eciau Bel BCTaBUIN AUCK WiIH ¢Jer-
KY ¢ QMCTPHOYTHBOM, Nepe3arpy3iuii KOMIBIOTEP, B OTKPhIBLIIEMCS OKHe BbiGopa aeHcT-
BHii BEIGpaM YCTAHOBKY WM 3arpy3ky Linux, HO ycTaHOBKa He Hadanach, M Bce Kak Obl
«3aMep3JIo», TO, CKOpee BCEro, Bbl CKaYaln HeMpaBWIbHBIN THCTPUOYTHB.

Ecnu nombrratbca ycraHaBnuBate 64-6utHyto Bepcrio OC Ha 32-GUTHBIH KOMIBIOTEP, TO
cpasy mnocie momsiTkd 3arpy3uts OC KOMITBIOTEp MPOCTO OCTAHOBUTCA M HE CTAaHET
3arpyxatbcs. Hukakux cooOineHnii MOXKET U He MOosABUThCA. ToO ke caMoe IMpOH30IIET,
€CJIM ¢ JUCTPUOYTHBOM He COBMECTHM IPOLIECCOP KOMITBIOTEPA, — H 3TO B GONBIIMHCTBE
COBpPEMEHHBIX AUCTPHOYTHBOB! YCTaHOBKa CTaHOBUTCA Mpolle, HO coobiark 06 ommb-
KaX NMporpaMMEl o4YeMy-To He XOTAT.

Y MeHs ecTh cTaphlii HOYTOYK, Ha koTopoM goiro pa6orana Windows XP. S pemmn 3a-
MeHHTh Ha HeM 3Ty OC Ha Linux, ¥ nepBslii AUCTpUOYTHB, KOTOpHIH s BEIOpa, He cTan
YCTaHaB/IMBATbCA M3-32 HECOBMECTHMMOCTH MPOLIECCOPa — OH OKa3aiCsl CIMIIKOM CTa-
pbIM.

Ecny e ycTaHOBKa Hayanach, TO Hoclie 3Toro npobiem O6bITh yxe He J0/DkHO. Ilo kpaii-
Heil Mepe, y MeHsi noka He Gbu10. XOTA A B MoCJIieiHee BpeMA yallle ycTaHapaupaio Linux
B BUPTyanbHO# MawnHe. M He TO/NBKO A. BONBIIMHCTBO XOCTHHIOBBIX KOMIIaHH JIe/1aeT
TakK, H cedyac yxke MaJlo KTO MOKYIAEeT BbIAEICHHBIE CEPBEPEI — B OCHOBHOM, 3TO BHPTY-
aJIbHbi€, YCTaHOBJICHHBIE B BUPTYaJIbHOH MalllHHE.

TIPUMEYAHUE

Al nokaxy 3gecb YCTaHOBKy cepeepHoi Bepcun Ubuntu Ha BupTyanbHylo MalLUHy
VirtualBox. HeGonbuyio BBOAHYI0 cTaThio no VirtualBox s Hanucan cheuyanbHO Ans 3Tow
kHUrM 1 onybnukoBan Ha csoem cailTe no agpecy: http:/iwww.flenov.info/story/show/
VirtualBox-dlya-raboty-s-Linux. A 3necb Mbl CKOHUEHTPUPYEMCA Ha ycTaHoBke Linux, no-
TOMY 4TO UMEHHO el NOCBALLIEHa 3Ta KHUra.

51 He cTaHy pacnuceIBaTh aGCOMIOTHO BCE IIarH YCTAHOBKH, [IOTOMY YTO GONBIIMHCTBO M3
HMX BTIOJIHE MOHATHBI: BBIGOP THINA MBILIH, KJIABHATYPbl, CIOCO0a CMEHBI A3BIKA M T. 1., H,
K TOMY 7K€, OHH MOTYT pa3l/IM4aThCcA B 3aBUCUMOCTH OT OJHCTpUOyTHBa. BMecTo 310r0 Mbl
paccMOTPHM KPHUTHYECKHE MOMEHTBI YCTAHOBKM, KOIr/la HerpaBWIbHBIH BBIOOp MoOXeT
noaJieys npo6semsl. ¥ 06bIYHO MepBhIii M3 TAKMX MOMEHTOB — 3TO pacnpeac/ieHHe Juc-
KOBOT'O MPOCTPaHCTBA.
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B ciyuae ycraHoBkH cepBepHoii Bepcun Ubuntu Bce maru 6yyT BBINOMHATECA B TEKCTO-
BoM pexxume. HHTepecHo, uto B CentOS naxe cepBepHasd BEpCHA YCTAHABIIHBAETCA Ipa-
¢uyeckoit nporpaMMoH YCTaHOBKH.

B HekoTOpbIX AMCTPUOYTHBaX KIaBHATYpy NMpPUIAETCS OMNPEAENATh CTapheIM CHOcoboM,
T. €. HOKMMas pa3Hble KiaBUIK. [IporpaMMa ycTaHOBKH IIpH 3TOM ONpeENeNuT, Kakas
HMMEHHO KJIaBHaTypa HCIOJb3yeTcs Ha KommbioTepe. B rpadmueckom pexume 06bMMHO
Jaercs BbIOOp B 3aBUCMMOCTH OT si3bika. Ecin nonp3oBarens BpiOpan pycckuil A3bIK, TO
JUIA YTOYHEHHs KJIaBUaTypbl MOXKHO OyzeT BbIOpaTh KaKylo-THOO M3 pa3HBIX PYCCKMX
packianok. OkHo BeIGOpa A3bIKa M paciulajiki Ki1aBHATyphl IOKa3aHO Ha puc. 2.1.

Ubuntu 18.04

for clo
~ for Ubuntu on

internet de

Install Ubuntu
Install MAA

Use UP, DOWM arrow keys, and ENTER, to nav e options

Punc. 2.1. Ubuntu: Bui6op knasuatypbi

B Ubuntu 18.04 3anaior Bcero 9 Bonpocos, B HIKHEH YaCTH OKHa MHAMKATOP TEKYLIETO
Iara Kak pa3 YKa3sIBaeT Ha TO, KaKoH 1o cuery ceiuac wiar.

2.3. Pa3buska aucka

Ipu ycranobke cepeepHoii Bepcun Ubuntu mecTeiM arom HaeT pasbueka gucka. [Ipo-
rpaMMbl YCTaHOBKM MOTYT MOJIEPKMBaTh TPH BapHaHTa HMCMOJB3OBAHUA JHCKOBOIO
MpocTpaHCTBa s pa3MereHuns OC:
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0O Hcnoabp3oBaTh Bech AHCK — BCe CYIIECTBYIOLIME pa3fensl GyAyT YHHYTOKEHSI,
a 3HaYuT, BCA MHPpOpMaLMA yTpaueHa. DTOT BapHaHT yIoOeH, ecli Bbl YCTaHaBIMBac-
Te eauHcTBeHHY10 OC Ha HoBBI koMmbloTep. [IporpamMMa ycTaHOBKHM caMa BEIGeper,
CKOJIBKO MECTa U JJI 4Ero OTBECTH;

0 Hcnoab3oBaTh cBO0OAHOE MECTO — €CJIH Ha KOMIbloTepe yke ycraHoBneHa OC,
M Bbl OCBOGOXKIAH ITyCTOE MPOCTPAHCTBO C MOMOILBIO MporpaMMel THra Paragon Hard
Disk Manager, To BeiGupaiite 3T0oT ImyHKT. [IporpaMma yCTaHOBKH CO3acT JUCKH IUIA

‘Linux, Hcxonas u3 cBOGOAHOro NMPOCTPAHCTBA Ha XKECTKOM JIUCKE;

0O VYka3sarb pasgennl BPY9HYI0 — 3TOT BapHaHT [aeT BO3MOXKHOCTh CaMOCTOSATENbHO
BBIOpaTh NMapaMeTphl co3faBaeMbIX TUCKOB. OH Haubosee ClIOXKEH, HO MO3BOJIAET J0-
OuTBCA MakCUMaJTBHO 3¢ (eKTUBHBIX M 6€30MacHBIX Pe3y/IbTaTOB.

Ha puc. 2.2 noka3aHo okHo mporpaMmsl yctaHoBkM Ubuntu cepBepHO# koH$uUIypaLuy,
rae OC npeanoxuwia cBoM napaMeTpbl pa3OHMeHUs AUCKa.

Filesystem setup

FILE EM SUMMARY

MOUNT POINT DEVICE. TYPE
i ] partition of local disk

AVAILABLE DEVICES

TYFE
local disk

Edit Partitions

vailable disks to format and mount

Puc. 2.2. Ubuntu: OC swiGpana cneayiowyto KoHUrypaumio Auckos

Hano umeTs B BHAY, YTO Ha3BaHHA NPHBEICHHBIX BapDHAHTOB MCIOIB30BaHHA AMCKOBO-
ro MpOCTPaHCTBA JOCTATOYHO YCJIOBHbIE, NMOCKOJIBKY pa3jIM4YHble pa3paboTUHKH HMe-
HYIOT X no-pa3sHoMy. K ToMy xe, He ¢akT, yto Bai AUCTPUOYTHB MOANCPIKHBAET BCE
TpH BapvaHTa. BozMoxHo, 6yayT NpUCYTCTBOBATh TOJBKO JBa U3 HUX — ACHCTBHUTENb-
HO, €CJTM IMCK IYCTOM, TO HET AaXke CMBIC/IA NIOKa3bIBaTh BTOPOH BapHaHT.
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Ecnu BoIOpaTh BapuaHT Yka3zaTh pasfe/ibl BPYYHYIO, BBl CMOJKETE CaMOCTOSITENIBHO
co3aath pasaensl A Linux. B pazo. 2.3.2 Mbl IOroBopHM 0 TOM, KaKue pa3jielibl Hy)KHbI
s paGots! Linux. B paccMaTpHBaeMoM ke HaMH Cily4yae YCTaHOBKAa MAET Ha IycTOM
JUCK BUPTyalbHOH MAallMHEI, TIO3TOMY Ha HEM HET HHKakux pasgenos. Eciu ke Ha
BalleM koMmmnbloTepe yxe ectb OC, To Ha 3TOM 1llare Bbl MOXETE MOAKOPPEKTUPOBATh
JMCK, BBUIEIIMTH MYCTOE MECTO M3 CYLIECTBYIOIIEro AWCKAa WIH pa3OUTh OHCK TaK, Kak
BaM HeobXoauMo.

B Linux aucky¥ HyMepyroTCA He Tak, Kak Mbl NpuBLIKIN B Windows. 31eck HET THCKOB
A:, C: u T. a. Bece aucku uMerotr uMeHa BHaa /dev/hdNX ans quckos IDE u Buna /devisdNX
wis avckoB SCSI. B o6oux ciyuasx 6yksa N — 310 HoMep Aucka. Hanpumep, eciam
y Bac aBa ecTkux aucka tuna IDE, To B cucteme oHu OyayT MMeHOBaThCA: /devihda
/dev/hdb.

Yto Takoe X B MMEHOBaHHH ayicka? JT1o HoMep pasaena. Kaxawii auck moxer GbITe pas-
6ut Ha pasaenst. [lons3oBatenn Windows mobsaT co3nasate apa pasaena: C: u D:. Ha
MepBbI yCTaHABIMBAETCA CHCTEMA, a Ha BTOPOM MOJb30BAaTeNb XPaHUT AaHHEIE. Ilpu
TaKoW OpraHM3allM{ BO BpeMs MEepeyCTAHOBKM CHCTEMBI MOXHO cMefo $HopMaTHpOBaTh
auck C:, He 6osCh NOTEepATh JaHHBIE (XOTA Jy4lle BCE JKe NPOBEPUTH, HE MOMAJIO JIH YTO-
TO BO)KHOE CJTy4aiHO Ha auck C:).

B Linux Toke MoryT ObITh pa3zensl BHyTpH oJHOro aucka. Hanpumep, nepBblii pasaen
Ha nepeom IDE-aucke Gyaer uMeThb HMs /dev/hdal, BTopoii — /dev/hda2 u 1. A. Lindpoii 1
UMeHyeTcs nepBUUHELi pazaen. [Toa umdpoit 2 MoxHo HaiiTh paciunpenHsiit pazaen. Jlo-
THYECKHE Ppa3fieibl HAUNHAIOTCA ¢ UGB 5.

2.3.1. Tannosuie cUCTemur

Tenepb moroBopuM 0 (ailIOBBIX cHCTEMax, ¢ KOTOpbIMH paboTaer Linux. Ot daitnosoii
CHCTEMBI 3aBHCHT KAa4eCTBO XpaHeHHsA HH(POPMALMY Ha xecTkoM aucke. Linux momaep-
AKHMBAET MHOXXECTBO CHCTEM, B TOM 4uclie M Hcnonb3yeMble Windows daiiioBbie cucte-
mel FAT, FAT32 u NTFS, Ho npu ycranoBke OC Linux >xenarensHo BbIOpaTh poaHyio
cuctemy: Ext2, Ext3, Ext4' win ReiserFS (3To Ha3Banue uacto cokpamator no Reiser).
Cucrema ReiserFS spngercs AMKOBHHOM, MOTOMY YTO MCMONB3yeTCS HE 4acTO, HO OHa
Haubosiee NPeANOYTHTEbHA M0 cpaBHEHUIO ¢ EXt2, mockoneKy BIUTIOYaeT 3CypHAIHpO-
BaHHMe, KOTOPOE Je/1aeT cucTeMy Gosiee yCTOMYHBOH H MO3BOAAET OBICTPO BOCCTaHABIIM-
BaTh ee nocie cooes.

PaccMoTpuM, Kak paboTaror ¢aitoBble CHCTEMBI, YTOOBI BB CMOITIH BRIOpaTh ONTHMAlb-
Hblii BapuaHT. B (aitnosoit cucreme Ext2 naHHble cHayana K3MIMPYIOTCA U TONBKO MOTOM
3aMUCBHIBAIOTCA HA JIUCK, 33 CYET Yero AOCTHUraeTcs BBICOKas Npou3BoAMTENbHOCTH. Ho
€CJIM BO3HHUKHYT NMpo6ieMbl ¢ MUTAHWEM WM NMPOH30HIET aBapUilHEI BBIXOJ M3 CHUCTE-
MBI, TO KOMITBIOTEP MOXET HE YCIETh COXPaHUTh JaHHble. [Ipu crnenyromeii 3arpyske OC
OOHapyKUT HapyIIEeHHE LIEIOCTHOCTH JKECTKOTO ANCKA, M 3aIyCTHTCA MporpaMma CKaHH-

! Cokpamenue Ext B Ha3panuu daiiosoi cucteMsl paciundposribaercs kak Extended File System (pacurm-
peHHasn ¢aiinoBas cucrema).
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poBanusa nucka fsck (ananor scandisk B Windows), koTopas BoccTaHOBUT ero paborto-
cnocoGHOCTh. OHAaKO BOCCO3aTh YTEPSHHbIE AaHHbIe yxe He yaactcs. CkaHMpoBaHHe
3aHMMaeT MHOTO BPpEMEeHH, ¥ 3TO MOXKET CKa3aThCA Ha CKOPOCTH BO30OHOBIEHHA paboThl
cepBepa. BybTe roToBbl K TOMY, YTO CileAyloLIas 3arpy3ka OyaeT mpoucXoauTh Joblie
OOBIYHOrO.

B ¢aiinopoii cucteme ReiserFS Taroke BBIMOMHAETCA 3aMMCh C MPEABAPHUTENbLHBIM KILIH-
POBAaHHEM, IIOC/IE YErO MPOBEPAETCA LIENOCTHOCTh JAHHBIX H, €CIM JaHHbIE 3alMCaHBI
BEPHO, K311 ouniaeTca. B nporuBHoM cinyvae OC npy 3amycKe ¢ MOMOILBIO CO3JaHHOrO
AypHaja ObicTpo Haiiner mpoGJieMHble MécTa U ¢ MUHMMAJIBHBIMU MOTEPAMH BpPEMEHH
BOCCTAHOBHT paboTOCNOCOGHOCTD AHCKA.

V daiinosoii cuctemnl ReiserFS ects U ewme oaHo npeuMyuiecTBo. JlaHHbIE Ha XKECTKHH
JVCK Bcerja 3amucbiBaiotcea 6nouno. omyctum, uyro 6nok 3anumaer 1 Koaiit. Ecnn 3a-
nucatb ¢aiin pasmepom 100 Gaiitos, To 6ok OymeT UM 3aHAT, HO B HeM ocTaHeTcs 90%
MyCTOro NMPOCTPAHCTBA, B KOTOPOE Y)K€ HHYEro HeNb3s 3amucaTh. TakuM obpasom, H3-3a
CTOJIb HEPALMOHANIBHO MCIIOB3yEMOr0 [UCKOBOrO MMPOCTPAHCTBA (TaK Ha3bIBaeMOM
Ymeuku namsamu) Ha )KeCTKOM JUCKe OYNeT XpaHUTbC HEMHOTO MeHblle MH(popMalmy,
uem Bbl oxxupamu. Paiinoas cucrema RaiserFS nossonser 3amonuATe 6rmoku Gonee
TIOJTHO.

VTeuky HaraaHO MOKHO yBuaeth, ecii B OC Windows orkperte okHo File Properties
(CeoitctBa daiina), mokazaHHoe Ha puc. 2.3. ObpaTtuTe BHUMaHHE, YTO B OKHE €CTh JBa
napamerpa Size (Pasmep) u Size on disk (Pasmep Ha aucke). Bennuuna daiina
4,95 KoGaiit, a Ha tucke oH 3aHMMaeT uenbix 8 K6aitt. Apudmernka npoctas — MOHATHO,
YTO OIMH KJIacTep Ha Jucke paBeH 4 kwiobaiitam. Pasmep daiina Gonbiue 3TOro 3Have-
Hus, nostoMy OC npuinock BEIAETNTH JBa Ki1acTepa, M BTOPO# 3a0/IHEH MEHEE UeM Ha
25%. OcTtaibHOE OUCKOBOE MPOCTPAHCTBO MPONAIO M HE MOXKET HCMOJB30BATRCH, II0
KpaiiHeil Mepe, noka ¢aiin He 6yaer cTepT.

Ecnu Ha auck noMectuts 1000 daiinos no 100 GaiitoB mpu pa3mepe 6noka 4 Kb6aiir, To
Kakablid U3 HUX Oyner 3anucad B cBoii 610k. [Ipy 3TOM Ha aucke Gyner M3pacxoJoBaHO
4 M6aiit BmMecTo nmonoxenHbix 100 K6aiir. [Torepu npoctpaHcTBa coctasart 97,5%.

daiinoBas cuctema ReiserFS no3Bsonser 3anuceiBaTh B OAHH 00K HECKOJIbKO ¢aiinos,
ecnu ux pasmep meHee 100 GaiitoB. Takum 06pa3oM, Ha aucke OyAeT MeHbUIE JbIp H
YTEUKH NaMATH.

DaiinoBas cucrema Ext3 Taroke npyHamIeXUT K HOBOMY MOKOJIEHHIO JKypHAJTHPYEMBIX
cucreM U pabortaet aHanornyHo ReiserFS. Jlo nossneHus Ext4 oHa sBasiace cHCTEMOA
Mo YMOMYaHHIO B GONBLILMHCTBE COBPeMeHHbIX AUcTpuOyTHROB Linux. TpyaHo cpaBHHTE
no npousBoautensHocTH ReiserFS u Ext3, Ho ¢ ToukH 3peHus HaAEKHOCTH COBETYIO HC-
M0JIB30BaTh TMOC/EAHIOW. Pa3Hble crielHaTUCThl NPHIEPAKHUBAIOTCA Pa3IHYHBIX MHEHHH,
HO 5 AYMAl0, YTO CTOMT COIJIaCUTBCA C MHEHHEM pa3paboTunkoB K BeIOpaTh Ext3 win ce
Joruveckoe npoxoskenue Ext4.

Yerseproe npmuectue Extended File System (Ext4) npuHecio BO3MOXHOCTh CO31aBaTh
JWCKH pa3MepoM B | sxcOubaiit (2 B 60-ii creneHu) npu pasmepe 610ka B 4 kunobaiira.
Ho Gonee MHTEpecHBIM, HA MO B3MISAA, ABNAETCA MEXAHHU3M, KOTOpHIi MO3BONAET 3apa-
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Hee BBIIEMTh MECTO Mo (aill M JONMHChIBaTh HOBBIE JaHHbIE B KOHEL yXKe CyLIeCTBYIO-
mero. Takum o6pa3om yMeHblIaeTC pparMeHTaLMA JAHHBIX H NOBBILIAETCS POU3BOH-
TeJIbHOCTD (paiyIoBOi CHCTEMBL.

bottom.dat Properties

General ISewmyl Summary |

@ Wom dat

Typeof file:  DAT File

Opens with.  Unknown application Change... I

Locaon ~TEM v
Size:  4.95KB (5069 bytes)
Size on disk: 8,00 KB (8 192 bytes)

Created: © 3 noatpa 2004 r., 9:29.17
Modfied 3 nos6ps 2004 ., 32914
Accessed 3 nonfpa 2004 r., 82817

Attrbutes: rm T”"" Hidden Agvanced . !

] oK I Cancel I :gpg!y l

Puc. 2.3. Windows: okHo cBOWCTB hanna

daiinosas cHcreMa Ext4, kak yxe 6bU10 0OTME4YeHO, NOCTpPOeHa Ha 6a3e cBoero mpeie-
cTBeHHHKa Ext3 u He MpHHecIa HUKAKHX PEBOIIOLMOHHBIX HOBILECTB, a TOJIBKO YTydlle-
HHe M yBeJIHUeHHe MoKa3arenei npeaecrBeHHHBI. Ho u 3Toro okazanocs qocratodHo,
yro0bl Ext4 Hauaiy npuMeHATh MO YMOIYaHHIO B 6OJIBIIOM KOJTMYECTBE AMCTPHUOYTHBOB.
Mue kaxercs, 9TO ceifuac camas nomyaspHas ¢aiioBas CHCTEMA.

2.3.2. PyuHoe cosaaHue pasaesnos

Ecnv BBl HacTpauBaeTe cepBep, a HE IOMAIHHIA KOMIILIOTEP, TO MOXHO MOAYMAaTh O TOM,
yrobbl co3aaTh pasaensl BpydHylo. Ilo ymonmyaHMio mporpaMMa yCTaHOBKH CO3JacT
TONMLKO [Ba pa3sjiena: OCHOBHOH M jua ¢haiina moakauku (6yJeT HCMONB3OBATHCA MpH
HEXBaTKe ONEPaTHBHOW NaMATH), YTO He3(P(EeKTHBHO H Aake Hebe3zomacHO B Ciryuae
paboThbI B cepBepPHOM OKPYKEHHH.

B Tabin. 2.1 ykazaHsl pa3zeiibl, KOTOpbl€é MOXHO CO3/1aBaTh, H OITUCAHO MX Ha3HaYEHHE.
B pa3nn4HBIX JUCTPHOYTHBAaX HEKOTOPBIE H3 3THX Pa3fieNIoB MOTYT OTCYTCTBOBATD.
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Tabnuya 2.1. Paadensi, Komopbie MOXHO co30amb

Pasnen Onucaxne

/ OcHoeHoit pasgen. Ecnv B Windows npu yka3aHuu nyTu k chainy cHadana ykaswiBa-
€TCA UMs AUCKA, @ NOTOM NankKu BHYTPU HEro, TO 3AECb HAa4anoM ABNAGTCA CnaLl

/bin OcHoBHble UcnonHaemble ainel CUCTEMbI

/boot dainbl, HeobxoaUMbIE ANR 3arPy3KU CUCTEMBI

/dev MpeacTaBneHus AN NOJKMIOMEHHBIX YCTPOACTB

letc KoHturypaumuoHHbie cucTeMHbie haiinbl

/home MonbaosaTtensckue nanky u danns

llib bubnuotekn agpa OC

lopt JononHutenbHble NPporpaMMHbIe NaKeTbl

Iproc ' Pasaen ans MOHTUPOBaHWS BUPTYanLHOW (haiinoBoi cUCTEMbI

/sbin WUcnonHsembie aiinbl rnaBHOro nonb3obBatens (root)

Amp BpemeHHbie ¢davinb

lusr CucremMHeie daiine

Ivar XKypHantl, OydepHbie unu 3abnokupoeaHHbie hainel

Swap Pa3gen noakauku

Jlaneko He Bce M3 3THUX pa3/iesOB MOTYT OBITh JOCTYNHBI Ul HACTPOMKH BO BPEMS KOH-
¢urypaunu ycraHoBku OC. CTporo roeops, J0CTYIHEI OKaXyTCS TOJBKO YEThIpe pasjie-
Jla U3 TIPEACTaBIEHHBIX B TabuIe (O HUX — HECKOJIBKO MO3XKE).

OOpaTuTe BHMMaHMe, YTO BCE MMEHA pa3lesioB, KpoOMe TMOCIEOHEro, HaYMHAITCA CO
cidLa. 3To He CydaifHO — pasies MOoAKa4YKH CO3aeTcs He KaK KJIacCHYECKHH pa3fen 1
He CTaHOBUTCH Namnkoi, B koTopodl Haxoasrcs (ainbl. 3TO OTAENbHBIA pa3fielN, He MpH-
BA3AHHBIH K KOpHIO (hailtoBoii cHcTeMbl (KOTOpBI MPeACTaBleH B CUCTEME CIBILIEM),
U 3TOT pa3jiel OnepaTuBHas CUCTEMA MOXET HCIOJIB30BaTh KaK JOTIOJHUTENBHYIO Olepa-
TUBHYIO NaMATh TIPH HEXBAaTKe (PM3UYECKON TOYHO TaK ke, kaK Hchoib3yeT ¢ain moa-
kauku Windows. DTOT pa3zen He MMeeT CMbICIa [JIA MOJIb30BaTeNs, IO3TOMY CYLIECTBY-
€T OTJIEJBHO.

Coszpnanue pasgmena Swap NpH YCTaHOBKE CHCTEMBbI B MOCIECAHMX OUCTpuOyTHBax Linux
MOXeET U He ObITh NMPeyCMOTPEHO, KPOME TOTO, BMECTO pa3/ielia MOAKAYKH MOXET CO3/1a-
BaTheA ¢ailn noaxauku. Ho ecim pazaen Swap co31aTh MOXKHO, H Bbl XOTHTE CO3J1aTh €T0
BPYYHYIO, ‘TO OH JIOJDKEH MMETh pa3Mep He MeHbIle o0beMa AOCTYMHOH ONepaTHBHOM
namsti. Cefiyac jkeCTKHE AUCKM OTHOCHTEINIBHO JELIeBbie, W A COBETYIO CHENaTh pasfel
Swap pa3MepoM B TpH pa3a GoJibile, YeM YCTAHOBJIEHHBIH Ha KommeioTepe 06vem O3V,
NOTOMY YTO OMEPAaTHBHOM [AMATH MOXET B e CIy4aeB HE XBaTaTh, H YTOObl HE HMETh
npoGiem ¢ pa3fienoM NoJaxKayky, Tyylle 3apaHee UMeTh JJOCTaTOYHBIH 3arac.

Ha ﬂepBBIﬁ B34 BCE 3TO CJIOXKHO, 0COOEHHO €eClHM Bbl OO 3TOrO paGOTaJ'lH TOJIBKO
¢ Windows. Ho MOBEPbTC MHE, YTO BO3MOXKHOCTH CO3JaHHA MHOTOYHCJICHHBIX IAIIOK oC
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B BHOE OTAENBbHBIX pa3fie/ioB ABIAETCA NEUCTBHUTEIBHO MOLIHON BO3MOXHOCTBIO. JIBYX
pa3genoB JOCTATOYHO, KOTZA y Bac TOJMbKO OJMH XKECTKMI IOMCK, U KOMIBIOTEP MCIONb-
3yeTcs B KauecTse JoMaiuHeil cuctembl. Ecau Bbl HCronb3yeTe 1Ba BUHYECTEpA, TO JyU-
11I€ CO3JaTh TPH pa3fena:

O /— Ha nepBOM JHUCKe AJIs BCEX CHCTEMHBIX (ailioB;

O Swap — Ha nepsoM aucke. OH OyAeT UCMONL30BATLCA MPH HEXBATKE ONEPATHBHOM
namsaTH (COBpeMeHHbIe JUCTPHOYTHBBI MOTYT He TpeGoBaTh 3TOro paiziena);

0 /home — Ha BTOPOM AMCKE [UIA XpPaHEHHUS NMOJIb30BaTENLCKUX (paiiios.

JIMCKH KenaTeNnbHO MOIKIIOYHTh K pa3sHbIM KOHTpOJUIEpaM (MOACOCAHHHTh Ha pa3jiuy-
Hble LUIeiidBl), YTO MO3BOMUT cHCTeME paboTaTh ¢ YCTPOMCTBAMH MPAKTHYECKH Mapa-
JIEIbHO. DTO MOXET 3HAYMTENLHO MOBBICHTH npousBoautensHocTs OC, motomy uTO
Linux cMoxxeT paboTaTh U C CHCTEMHBIMH, H C MOJIb30BATEILCKUMH daiilaMH OJHOBpe-
MEHHO.

Ecnu Bl HacTpamBaeTe cepBep, TO Ha OTAENbHbIE ((PU3MUYECKUE) HKECTKHE AUCKH UMEET
CMBICT BbIHECTH mamnky ¢aiio (paszgen /home) U pazaen /var. Jlorudyeckue aucku/pas-
JieJibl B 3TOM ClTydae He JaayT jkenaemoro pesynbrata. Ecnu sxe pasmensl /var u /home
BbIHECEHbI Ha OTAENbHBIE TUCKH, TO U1 KOPHEBOro Karanora Oyaer nocrarouo 3 I'Gaitr,
HO MOXKHO CII€N1aTh ero u 6osnblue.

Ha pa3spene /var Toxe Jydile He 3KOHOMHTb W BIACIHHTL eMy 10 I'Gaiit. 3nece 6yayt
xpaHuThCs (aiinbl xypHaioB, WWW- u FTP-daiinel, koToprie GbIcTpo yBenHYHBarOTCA,
M €CJIM OHH 3arOJIHAT BCE JOCTYMHOE NMPOCTPAHCTBO, TO CHCTEMAa MOXET BBIHTH U3 CTpOA
WJIN MPOCTO CTaHET HeJOCTYyNHOH. IMEHHO Ha 3TO MHOr1a pacCUMTLIBAIOT XaKephl, koraa
opranmusytot ataky «Otka3 ot obcmyxuBanua» (DoS). K atoMy Bonpocy mbl elie He pa3
BepHeMcs. HekoTopsle crielManucTsl no 6e30nacHOCTH PEKOMEHAYIOT Pacnosaratb 3TOT
paszies1 Ha caMoM GOJBIIOM AHCKe (Yallle BCEro TaM e COAEPXKUTCA M paszen /home), HO
3TO yAapHT IO NMpou3BOAMTENLHOCTH. Korza »xcypHanel HAXoaATCA Ha OTAETBHOM JHUCKE,
TO 3TO MO3BOJIAET BHINOJIHAT 3alHCh B HUX NMapalieSibHO ¢ 00CTy)KMBAaHHEM OCTAIBHBIX
pa3zenoB. 3TO 3HAYHT, YTO NOJB30BaTeNb paboTaeT co cBOMMH (pailiamu B pa3aene /home
Ha OHOM JKECTKOM AHCKE, a APYrod BUHYECTEpP B 3TO BPEMsS COXPaHsAET BCIO MH(opMa-
uMio 06 akTHBHOCTH monb3oBatens. Ecnin o6e manku 6yayT Ha OfHOM AHCKe, TO 3aMUCh
He CMOXeT ObITh MapalIeNbHOM.

OpueHTHpYiiTECh Ha CBOM TEXHHYeCkHe cpelcTBa. [Ipy HeoOxoaMMocTH pazaensl /var U
/home IeCTBUTENIEHO MOXKHO Pa3MECTHTh Ha OJHOM, HO CaMOM OOJIbLIOM >XECTKOM JIHC-
ke. Tonbko BOT noj pasaen /home HyXHO OTAaBaTh BCe OCTABIUEECH NMPOCTPAHCTBO, IO-
TOMY YTO 31€Ch MOJB30BaTeNU OYIYT XpaHUTh CBOH JaHHBIE (KOTOpblE HOCTHIalOT 3Ha-
YHTENbHOro 0OBbeMal), M eciid MoXKaAHUYaTh, TO MOJB30OBATENH CKOPO HAYHYT BO3MY-
IIaThCA MO MOBOJY HEPEaIbHOCTH COXPAHEHHA Ha CEpBEpPE pPe3y/IbTaTOB OYepeaHOM
urpsl. Ecnu ecTh Takas BO3MOXKHOCTb, TO BBIAEINTE KaXOMY U3 pa3/ie/ioB MAKCMMAaIbHO
6onbiuofi auck K 3abyabTe Npo npobieMsl (Hy, x0T Obl Ha BpeMs).

Jl1a Hawieif TeCTOBOH CHCTEMBI MOXKHO BbIOpaTh MpOCTEHLUMI BapHaHT c ABYMSA pasiie-
J1aMH (KOPHEBO H MOAKAaYKM) U NPOACIIKHUTE YCTAHOBKY.
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Hapo Tatoke uMeTh B BUAY, 4TO GONBIUMHCTBO MOJIB30BaTeNel paboTaloT ¢ Linux B BUp-
TyalbHBIX MALIMHAX M CO3JAIOT TOJIBKO OJWH BHPTYalbHBIN IHCK, — €CTECTBEHHO, YTO
B TAKOM CJTy4ae BCE TOJIbKO YTO CKa3aHHOE NPO ONTHMH3ALMIO 34 CHET pPa3lEeICHHUs JTHC-
KOBOI'O IPOCTPAaHCTBa Ha pa3/eJibl TEPAET CMBICIL...

I/ITaK, €CJIK BbI CO31AJIM HOBBI€ pa3/delibl, TO, BEPOATHO, CIAEAYIOUIMM 3TalloM aBTOMaTH-
YECKH 3aITyCTHTCA Ipoueaypa Cl)OpMaTHPOBaHHﬂ OTHX pa3dCiioB. Ecinun xe yCTaHOBKa
HACT Ha CYLIECTBYIOLIHWE pa3fcibl, rA€ y>K€ MOrja CTOAThb Linux, TO nporpaMma ycrta-
HOBKH 3aITpOCHT Yy Bac HGOGXOI[HMOCTB HX (bopma"mposamm. Ecnu paszeil coacpxai
BOKHBIC NAHHBIC, TO Bbl MOXKETEC COXPAaHHUTh UX, OTMCHHB Cl)OpMaTI/IPOBaHHe._

2.4. Buzbop naxetos Ans ycTaHOBKW

Bri6op nakeToB — BecbMa MHTEPECHBIA MOMEHT, U MMEHHO 3/1eCh OOBIYHO JOMYyCKAIoT
[epBYIO U CaMy10 CTPAlHYyIO OLIMOKY HauyHWHalOL[Me MoJb30BaTeat Linux — ykaseiBaioT
BCE, YTO 3HAIOT, U, TeM Ooliee, UTO HE 3HAIOT (Ha BCAKMIA ciy4ait). Jla, Ha3BaHUe U Ha3Ha-
YeHHe MHOTHX MaKEeTOB HEMOHATHBI W HE3HAKOMBI Oonbliei JacTH HoJb30BaTeNe, 1mo-
3TOMY HAYMHAIOI(HE HEe MOrYT 4YeTKO OMpENeNUTh CIIMCOK TOro, 4To MM HyxHo. Ho 3to
He 3HAYMT, YTO HaJI0 YCTAHABIUBATH BCE MOAPAL.

B 3TOM OTHOUIEHMH MHE MOHpaBUiach ycTaHOBKa mocienHed Bepcun Ubuntu Server —
OHa He CIpall1Baa O TOM, KakHe MaKeTbl HyXHBbI, Y MEHsl OHa MPOCTO OCTaBHIa MHHU-
mansHbi Habop OC u nepesarpy3mwiack. YCTaHOBKa NMPOLUTA HEBEPOATHO OBICTpO, a Te-
nephb s MOTY MOCTaBUTh HEOOXOAUMBIE MaKeThl caM. AIMUHHUCTPATOp CEPBEPHON BEPCHH
JOJDKEH YMETb CaM CTaBUThb BCE, YTO €My HY>HO. K TOMy ke, €C/IM MOMNBITaThCA BHINOJI-
HHUTb KOMaHJy HEYCTaHOBJICHHOTO CEpBHCAa, TO CHCTEMa MOJCKAKET, KaK MOXHO €ro
YCTaHOBHTb.

Panbine Ha OTJNAAOUYHYIO CUCTEMY A CTaBUJI Linux B nojiHOM KOMIUIEKTALIMK CO BCEM, 4YTO
TOJIbKO MOXHO. 37ech f TECTUPYIO HOBBIE MPOrpaMMBl, NMPOBEPAIO paGOTOCHOCOGHOCTB
OTACIIBHBIX MOI[yJ'lEﬁ, OTJIAXXUBAKO KOH(l)PIl"ypaLIPIPl M. U3yYar0 HOBBIC CCPBEPHBIE TIPO-
FpaMMbl/)’THJ'lHTbl. Ho B «b0€eBBIE» CHCTEMBI 4 HE yCTaHaBJIMBAKD HUYETroO JIMIIHCIO.

V XocTepoB Takke €CTh JypHasi MPUBBIYKA CTAaBUTH Bce. S| MOKynal BbIAEJICHHBIA XOC-
TMHT Yy JIByX pa3HbIX KOMITaHHi, H 00e nmocTaBWId MHe 06pasbl Linux ¢ 601BMIMM KOJH-
YECTBOM CEPBHCOB, KOTOphIe MHE HE GbUTM HyxXHBI. [la ¥ HE TONBKO MHE — B MX YHCIIO
BXOJU/IH CEPBUCHI, KOTOpble BeO-cepBepaM He Hy»KHBI BOBCE.

Jroboit auctpubyTuB Linux BkoUyaeT B ce0s HEBEPOATHOE MHOXKECTBO MPOrpamMM, 0Co-
6eHHo cepsepHbIX. TyT u BeOG-cepsep, 1 FTP, u MHoroe npyroe. YcTaHOBHMB MX BCE, MBI
JieJlaeM CBOH KOMMBIOTEDP «IIPOXOJAHBIM JABOPOM». A €CJIM BCE 3TO aKTMBU3UPYETCS MpPH
CTapTe CUCTEMBI, TO 3arpy3ka koMnbioTepa 3ameuiutea: B OC OyaeT OTKPBITO MHOMKECT-
BO [OPTOB, H 3apaboTalOT pa3HoOOpa3Hble CEPBUCH], B KOTOPBIX MBI MTOKA elle JaXe He
pasbupandch. A Beab HET MAEAIbHBIX NMPOrPaMM — BE3J€ CYIIECTBYIOT OLIMOKH, KOTO-
phle pery/spHo oGHapy)uBalOTcs W Hcnpasassiores. Y eciu Xots Obl B OTHOM ieMOHe'
HaliieTCs NOrPEeLIHOCTh, TO KaKOH-HUOY b XaKep CMOXKET NPOHMKHYTE B Ballly CHCTEMY.

! JleMOH — cepBepHas mporpaMma, Kotopas 06pabaThbiBaeT 3anpockl KIMEHTA.
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YcTaHOBHTE Hy)KHbIE KOMIIOHEHTHI MOCIe 3aBepuieHHs ycTaHOBKH OC cTano HacToNbKo
MPOCTO, YTO A HE BHXKY CMBICJIA NBITATBCA CTABHTH Cpa3y Bce, — NOO0ABHUTH HEAOCTAIOLIHE
KOMIIOHEHTHI MOXHO 6yneT B mo6o# MOMEHT.

Cpasy nocnie BbI60pa cepBepHBIX KOMIOHEHTOB, KOTOphie A€HCTBHTENLHO HEOOXOAMMEL,
NporpaMMa YCTaHOBKH MOXKET CIIPOCHTB Mapofb 10 YMON4aHHIO. S Bce He MpoBeps, HO
3Hato, yro Ubuntu npennaraer ycTaHOBHTH Mapojib aqMHHHCTpaTopa i MySQL — no-
myJspHO#H 6a3bl JAHHBIX y)ke BO BPEMA YCTaHOBKH. PaHblile Bce KOMITOHEHTHI CTaBHIIHCh
¢ MapoJIAIMH MO YMOJIYaHHIO WIH BooOie 6e3 maponeii, 4to Toxe He sBiierca Gesomac-
HBIM.

Craprie ycTaHOBLIMKH Linux He nNpefoCTaRIsUITH BO3MOXKHOCTH BhIGOpa Toro, 4ro Oyzer
3alycKaThCA MPH CTapTe CHUCTEMbI, a 6aHAIBHO 3aITyCKalH BCE CEPBHMCHI, MperoJaras,
YTO €CJIM MBI YTO-TO CTABHM, TO 3TO 00A3aTeJIbHO HyXHO 3amycTuTh. Ho B GONBUIMHCTBE
ClTydaeB 3TO HE TakK, MOTOMY YTO Mbl YaCTO YCTaHAaBJIMBaeM 4TO-TO Ha Gymymee. bosb-
IIHHCTBO COBPEMEHHBIX AUCTPHOYTHBOB, KOTOpBIE A BHIEN (XOTA A BHJAEN MX HE TaK W
MHOTO, €CJIH Y4YE€CTh CKOJIBKO BCEr0 JOCTYIIHO), yXKe MPEAOCTaBIIOT BO3MOXKHOCTD BbI-
60pa win He 3allyCKalOT BCE YCTAHOBJICHHOE M0 YMONYaHHIO, M 3TO NMpaBUIbHO. Ecim BEI
BCE )K€ peLUMIH YCTaHOBUTh YTO-TO HE O4Y€Hb HY)KHOE, TO CTOMT 06yMaTh BO3MOXHOCTD
XOTA Obl 3aNIPETHTD €T0 aBTO3AIMYCK.

Boobwe, nocne ycranopku OC ciemyeT NMpOBEPHTH, YTO YCTAHOBJIEHO B aBTO3aITyCKe.
Ecnu BBl YCTaHOBWIH YTO-TO Ha Oymyiee, HO He Oyznere cpasy ke 3TO MCIOJIB30BaTh, TO
CTOMT cpa3y MO 3aBeplLIeHHH YCTAHOBKHM MPOBEPHTH, YTO 3aITyCKaeTC aBTOMAaTOM, H OT-
KJIIOYHTE 3aITyCK HEHY)KHOTO.

B uenax ympoueHus AUCTpHOYTHBOB V1A JOMALIHMX MOJL30BaTeNell NporpaMMbl ycTa-
HOBKM IIpeJOCTAR/IAIOT NpeoMpesie/IEHHbIE BAPHAHTHI yCTAaHOBKH. OHH MOTYT MMETh TAKHE
HIH CXO)KHe Ha3BaHUA:

O BuicTpas — HCNONB30BaTh ONpeJeNeHHYI0 NPoH3BoaNTeNeM KoHburypaumo. Takum
00pa3oM BBl COKPaTHTE KOJIHYECTBO BOMPOCOB, Ha KOTOPbIE HA/IO OTBETHTH BO BpEMA
YCTaHOBKH, HO pe3yJbTaT OyJeT Jajiek OT OTUMANBLHOrO Wi 6e30macHoro;

O Pa3paGorka — 3aaefiCTBOBaTh OCHOBHBIE MAKETHI H BCe HEOOXOAMMBIE KOMIIOHEHTEI
IU1s pa3paboTky npwioxkeHui, kommuwisuuy aapa OC Linux u T. A4.;

O Oduc — ycTaHOBUTH THIIOBbIE NTAKETH! ILTIOC ODHCHBIE NIPUIOKEHHS;

0O KasmeBT — BKIIOYHTH B YCTaHaBiBaeMylo BepcHio OC TONBKO KJIHMEHTCKHE Mpo-
rpaMMBI;

O CepBep — YCTaHOBHTB TOJILKO CEPBEPHBIC IPOTPaMMBI JUIA BHITTOJHEHHA OMpeaesieH-
HOM ponH B Balleil ceTH;

O BuiGopounas — CaMOCTOATENBHO BHIOpaTh TpeOyeMble KOMIIOHEHTEI. DTO Haubonee
NPEANOYTHTE/IbHEIH BapHAHT JUIA CEPBEPOB M KOMIILIOTEPOB, KOTOpble GymayT moa-
KIIFOYEHBI K CETH;

0O O6HoBJieHHEe CymiecTBYIOmel BePCHH — COXPAaHHTh MHOTHE YCTAHOBKH CHCTEMBI,
4TO MO3BOJIMT NMOTPATHTh MEHBIIEC BPEMEHH Ha MOBTOPHYIO HacTpolky. Pasymeercs,
TakoW BapHAaHT MOXXET MOABHTHCA B BEIGOpe, Tonbko eciau OC Linux yxe ycraHos-
JeHa.
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Ha3BaHHA 3THX MyHKTOB M MX KOJHYECTBO 3aBHCAT OT AMCTPUOYTHBA H MOTYT OUYEHb
CWIBHO OTIMYaTbCA B KaxJo#i BepcuM. [locnennmit monp3oBatensckuit AUCTpUOYTHB
Ubuntu BooGine HHYEro y MeHs He CIIPOCHI, a Cpa3y Hayan CTaBMTh 3apaHee Ipeolpe-
AeJIEHHBI Pa3paboTYHKaMH CITHCOK MPOrpaMM. '

B sToT e MOMEHT MHOrAa mnpeanaraercs BoIOpaTe rpadmyeckyio obonouxy: KDE,
GNOME unu apyryto, ecid auctpubyTuB moanepxusaeT Gosiee oaHo# rpaduueckoi
0607104KH.

Jns HayMHAIOLIETO MOXKHO OCTaHOBUTH CBOW BBIOOp Ha BapnanTe PaipaGorka win
Oduc — yTo6H! y Bac ObUIH Bce HEOOXOAUMBIE BO3MOXKHOCTH VI HaNMCAHUA MPOrpaMM
1 paboTEl ¢ AOKYMEHTaMH, HO MPH 3TOM B KOMIIBIOTEPE HE YCTAHABIUBAIHCH CEPBEPHbLIE
npunokeHHs. K ToMy ke, Tak BB CMOXETE MO3HAKOMHTBCA C rpadUUECKUM PEKHMOM
Linux. Pa30o6paBluuce ¢ THNaMH MHCTALULALMH, YKOKHTe MyHKT BbpiGopounas (uaine
BCEro A €ro BHAEN BHH3Y OKHAa) — 3TO MO3BOJIMT BaM BHIOpaTh JOMOIHUTENBHO Tpebye-
MBbI€ MAKETHI.

Iloxa Hpaer yctaHOBKa, MOroBOpUM eme HeMHoro o6 3tom mpouecce. Jlomyctum, yro
B Balllel CETH J0JbKHBI paboraTs TpH ceppepa: BeO-, FTP- u cepBep HoBocTei. Bee atn
QYHKIMH MOXXET BBINOJHATL OMH KOMIBIOTEP, HO 6e30MacHOCTh B 3TOM Ciy4ae 6yner
Jajexa oT uaeana. S Bcerja pasHoOLIy 3aa4M MO pa3sHbIM BUPTYaIbHBEIM KOMITBIOTEPaM.

ConepxaTbh HECKONBKO (PHU3MHECKUX CEPBEPOB MOXKET OKa3aThCA BECbMA HAKIaJHBIM Ja-
ke JuiA GONBIIMX KOMMNaHWiA, He TOBOPA yXKe O JOMALIHHMX MoJib3oBaTensx. S mociaenHue
roabl paGoTaro HaJ BLICOKOHArpyXEHHBIMH CaliTaMH, H Y Hac MCIIONB3YeTCA HE TaK YK U
MHOTO (PH3HYECKHX CEpBEpPOB, HO OYeHb MHOTO BUpTYanbHbIX. HanpumMep, Takoif cepBuc,
kak SFTP', paGoTaer Ha OTAENbHOM BUPTYAIBbHON MaLIHHE, TIE TONBKO OH H YCTaHOBJIEH.
EMy He Hy)XXHO MHOTO BBLIYHCJIHTEJIBHBIX PECYPCOB, a JHCKOBOE MPOCTPAHCTBO CTOMT HE
TaK YK H 0pOro.

CepBepnl  cOopku caifTa, cepBep OOHOBIEHHA Be6G-CaliTOB, TECTOBBIE OKPYXKCHHS
H T. 1. — KaxIblif U3 HUX pabGoTaeT B cBoeM COGCTBEHHOM BHPTyaibHOM cepbepe. Kax-
IbIi M3 HUX H3ONHPOBaH, H €C/IH XaKep BCE JkK€ MPOHHMKHET Ha OJWH H3 CEPBEPOB, TO
Jajbllie 3TOro CEpBUCA YITH OH HE JOJDKEH.

Kaxaplii 3amyineHHblH JeMOH — 3TO MOTeHIHaNbHasA Ablpa B 6e3onacHocTH. JlomycTum,
yro omnbka HaiineHa B cepBepe Apache. B mocnenHee spemMs 3TO NPOHCXOOMT AOCTa-
TOYHO PeAKo, MOTOMY YTO €ro KOJ yX€ OYeHb XOpOLIO OT/aKeH, HO MpeacTaBuM cebe
3Ty cuTyaumio. Omnbka MoxeT ObITh He B caMoM cepBepe Apache, a B oGciyxmiBaeMOM
MM BeG-caiite unu B uHTepnperatope PHP/Perl. B nmo6oM cityuae xakep MOXeET BOCIONb-
30BaThCA 3TOH Opewsio, ¢ NerkocTeio momyuuTh aoctyn k FTP-cepepy M ckadats Bce
CEeKpETHbIE JaHHEIE.

Ecnu ke Ha B31OMaHHOM KoMMblOTEpe paboTaeT TONBKO BeG-cepBep, TO AOCTYMN depes
FTP x kxoHuaeHUHANbHBIM JaHHBIM Xakep MOMYYHTh He cMoxeT. JlocTynmHo Oyner
TOJILKO TO, YTO HaXOJAMTCA Ha BeG-cepBepe, a i HAZIEIOCh, YTO TaM HHYEro KOHGUIEHLIH-

! SFTP (SSH File Transfer Protocol i Secure File Transfer Protocol) — Ge3onacHsiii npoTokos nepeaaun
¢aiinos.
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AJIBHOI'O HE€ OKaAXCTCA. MaKCHM)’M, YTO CMOXET CJA€JlaTh XaKep, — nec])eﬁc (3aMeHa
TJIaBHOM CTpaHHlIbI) WM YHUUYTOXEHHE caitta. Ho 3T0 BoccTaHOBHTE npoie, 4eM BOC-
co3aaBaTh Bce JaHHeIe Ha FTP- unn HoBocTHOM cepBepe. Bnpoqu, XaKep B paac ciay4ya-
€B MOXET NMOJYUYUTDb JOCTYI K Oaze JAaHHBIX, HO 3TO OTAC/IbHasA UCTOPHA.

IIpumep ¢ BeG-cepBepoM He BIOJIHE HarjsAAeH, MOTOMY UTO 3TOT CEPBMC YMEET JAeNaTh
mHoroe. Eciii xakep MoJlyduT BO3MOXMHOCTB 3aKauMBaTh CBOM (aiiibl Ha cepBep, TO OH
CMOXeT 3arpy3uth mns cebs Tysa Web-shell' ¥ BohimonHaATh kOMaHael W 3akaqu-
BaTh/CKauMBaTh OTTYJa Yepe3 CeTb.

YT1o0BI 30yMBILIIEHHUK HE CMOT, B3JIOMaB OJWH KOMIIbIOTEP, MPOHUKHYTh Ha ApPYroW,
BbI JIOJDKHBI 33/1aBaTh U1 K@XIO0T0 U3 HHX pasHble maposu. Hekotopeie anmMuHucTpaTo-
PhI JIEHATCSA 3aIlIOMUHATh MHOTO CJIOXKHBIX KOMOMHALINH, MO3TOMY NMPHAYMBIBAIOT TOJIBKO
ONMH MapoJib U MOTOM YCTAaHABJIMBAIOT €ro Be3je, rae ToJbko MoHO. O maponsx Mel
MIOTOBOPHM B pazd. 2.6 u 2rnage 3, HO yxe ceiyac Bbl JJOJDKHBI 3HATh, YTO JNA Kaxmo#
CHUCTeMBI JAOKEH OBITh CBOH KOA JOCTYNA, a MApOJM CETEBbIX CEPBHCOB JOJDKHBI OBITh
MaKCHMAIBHO CJIOXKHBIMH.

Ho He TonbKO AEMOHBI ABNAKOTCA NMOTEHUMANBHOW npobneMoii. B coctae Linux MHorue
MPOrpaMMBbl BKJIKOYAIOTCA B UCXOOHBIX KOJaX M AOMKHBI KOMIIHIUPOBATECA B MAallIMHHbIE
repen BbIMOJIHEHHEM. [IporpaMMEl, UCHIONB3YIONIHE YA3BUMOCTH Linux-cHcTeM, Taroke
YacTo MOCTaBJIAIOTCA B HCXOAHUKaX. B camoit sxe OC Linux o4eHb peako HCHONB3YIOTCA
HMHCTaNJIATOPHl MPOrpamMM, MO3TOMY BCE€ HACTPOIKH NMPOM3BOIATCS BO BpeMS KOMITHIIS-
LMY UCXOJHOTO KOJa ¢ MoMolbplo 6ubavoTex paspaboTumka v KoMmuisTopa gec. Jis
TOro YToOBI HMM BOCIOB30BATHCA, 3JIOYMBILITIEHHUK 3aKauylBaeT MOAY/b B MCXOIHHKAX
Ha cepBep, KOMIMANPYET €r0 M BHIIOJHAET MporpaMMy. UToOBI KOMMUIALUMA CTala He-
BO3MOXHOM, i PEKOMEHIYIO HE YCTaHaBIMBaTh OUOMHOTEKH pa3paboT4HMKa U KOMIMIIS-
Top gee. Ecnu Hazo, Bce MOXKHO 3arpy3uiTh YK€ B CKOMIMIMPOBaHHOM BHE. JTO Me-
JI0Yb, HO W3 MeNoYed CTPONTCA BCA HAILA JKH3Hb.

M ecnu gcc okakeTcs B3TOMINHKY HEJOCTYINEH, TO Y HErO BOSHHUKHYT MpPOOJEMBI C BbI-
TIOIHEHHEM 3710BpenHoro koga. Ero emy HyxHo Oyner ckoMmuiupoBaTh 3apaHee MOJ
MpoLeccop Balllero cepBepa, M TOJBKO [MOTOM 3aKa4aTh JUIA BeinonHenns. He y kaxmoro
XaKepa ecTh TaKas BO3MOXHOCTb, MIOTOMY YTO GONBLIMHCTBO WX — 3TO CKPHUITT-KMIIM’,
koTopeie cnaaT B Windows.

2.5. 3aseplweHue ycrTaHOBKU

B Linux cymecTByeT MHO)KECTBO 3arpy34HKOB, a CaMbIM MOMYJISAPHBIM CeHYac ABIAETCA
GRUB (Grand Unified Bootloader). B nocneaneit Bepcun Ubuntu anis Mens asTomaruue-
CKH GBI cO3/1aH OTAENBHBIN pa3zes, Ha KOTopbli grub u O6buT 3anKcaH.

! Web-shell — 310 HeGobllas MpOrpaMMKa, KOTOPYIO XaKep 3aTHBAET HA B3JIOMAHHBI BeO-cepBep, YToObI
UMETH BO3MOXKHOCTb €r0 yAAIEHHO H3Y4aTh U aiMUHHCTPUPOBATh.

2 Cxpurr-kumam (ot aurn. Script kiddie, ckpuntoBbie neTkn) — B XaKepCKO# KyNbType YHU3WTEIbHBIN Tep-

MHH, HCHOJILByCMLlﬁ ANA ONMMCAHHUA TEX, KTO NMOJL3YCTCA /il aTaKW KOMITBIOTEDHBIX CUCTEM H CeTeit CKpHI-
TaMH HJIH NIporpaMMaMH, paBpaGOTa.HHLIMH JPYrUMH, HE MOHUMaA MEXaHU3Ma UX JeNCTBHSA.
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Hsuraemcs ganeiie. IIpy HamMYMK B KOMIBIOTEPE CETEBOM KApThl BbI YBHAMTE OKHO JUIs
e BrIbopa. Eciin Hy)XHOTo JpaiiBepa B CIIHCKE HE OKKETCS, TO MOYKHO OCTaBHTh 3Haye-
HHe nome. 3TO He 3HAYMT, YTO CETEBas KapTa He CTaHeT paboTaTh, MPOCTO OyAET UCIIONb-
30BaThCA YHUBEPCAIbHBIH apaiiBep. Hekotopeie QMCTpHOYTHBBI 3TOT ILAr MPOIYCKAIOT,
notomy yro Plug&Play no3sonseT 40CTaTOYHO TOYHO OMPEAEUTE THIT KApThl ¥ BHIOPATh
HaWTy4lIK# apaiiBep u3 60b1I0# 0a3bl, KOTOpas y)ke ecTh Ha AUCTPUOYTHBHOM JIHCKE.

Tenepe noroBopum o Hactpoiike cetu. Eciv B Baieii ceTn HCMoNb3yeTcs eAMHCTBEHHBIN
DHCP-cepBep, ToO MOXHO OCTaBHTH Bce M0 yMomuaHuio. Ecii ske B ceTH HECKONBKO cep-
BEPOB, MJIM €CTh HEOOXOAMMOCTh PACCTaBMTh ajpeca BPYYHYIO, TO yOepHTe rajouky
B rryHkte Hactpouts ¢ momomsio DHCP.

Ecnu BBl He 3HaeTe, kak paboraer npotokon TCP/IP, To B kauecTBe afpeca AJiA npuMepa
MoxeTe ykasaTh 192.168.1.1. Ilepeiinure B mone Hlmio3, U Bce ocTanbHele MapaMeTphl
OyayT 3amonHeHsl aBToMaTHueckd. B monme Macka 10o/mkHO GBITh YKa3aHO 3HadyeHHe
255.255.255.0. B pa3zo. 3.6 Mbl MOroBOpHM O HaCTPOMKE CETH, H Bbl y3HaeTe, KaK MOXKHO
H3MEHHUTH NapaMeTpbl nopkmodeHus. B none Mima xocta ykakute MM, KOTOPOE BBHI
XOTHTE 3aJaTh CBOEMY KOMIbIOTEpY. JTOH HHGOpMAaLUHM XBaTUT U1 HayalbHO# Ha-
CTPOMKH.

2.6. Tlaponb

HocnenHee, 4To HaM Hy)XHO YKa3aTb, — 3TO MMS KOMIIBIOTEPA, MOA KOTOPbIM OH 6ymer
NIOABJIATECA B CETH, H Mapoib aIMMHHCTpaTopa cucteMsl (root). B Linux Henb3s BXoauTh
6e3 naposs, nono6HO ToMy, Kak 9T0 06110 B Windows 9x. Bel 00s3aTeNbHO JOJDKHEI yKa-
3aTh MM M10/1b30BaTes, IOA KOTOpPEIM OyzneTe paboraTh, U €ro Mapoiib, H B 3aBUCUMOCTH
OT BallMX MNpaB BaM OyneT NMpemoCTaBIATECA AOCTYN K OMNpeleleHHbIM pasienaM H
¢dyukumam OC.

OxHoO ycTaHOBKHM UMEHH cepBepa U napois B Ubuntu 18.0 mokazaHo Ha puc. 2.4.

B nuctpubyTiBe MoXeT HMEThCS BO3MOXKHOCTB BBIOpATh YYETHYIO 3aIMCh, 1TOJ KOTOPO#t
OyneT OCyLIEeCTBATbCA aBTOMAaTHYECKHd BXOX B CHCTEMY MpPH 3arpy3Ke KOMIMBIOTEpA.
B noroHe 3a mpocToTO# KTO-TO MpUAyMal Takyko ¢HIIKY, 4To6kl Linux Gblia noxoxa Ha
Windows 95 unu Windows XP Home, ¢ nons3oBateslb He yMal o maporne, Ho s Obl He
COBETOBaJ MO/B30BaTHCA ATOM BO3MOXHOCTHIO. He ieHuTecs BBoaNTE naponu!

V MeHa nake Ha MOMX JIMYHBIX AOMAUTHHUX KOMITBIOTEpAX YCTAHOBJICH I1apoJib. OH oTHO-
CHTCJIBHO HpOCTOﬁ, €ro BCE€ B TOM€ 3HAKOT, HO OH €CTh.

IMporpammMa yctaHoBkM Moero auctpuOytuBa Linux npoBepseT TOJBKO UIMHY Mapois,
W JUIs aIMMHMCTPATOpa 3Ta BEIHYMHA JODKHA ObITh He MeHee 6 cumBonoB. Tak kak
T10/1b30BaTENb roOt MIMEET TMOJHbIE HpaBa Ha CHCTEMY, TO Mapoiib JO/LKeH ObITh Kak MOX-
Ho 6Gonee CIOXHBIM, YTOOBI €ro HeNb3s ObUI0 GRICTPO MoA00paTs.

IIpoBepka [UTMHBI MapoJisi — 3TO YXe XOPOIUO, Beb 3TO 3HAYMT, YTO y aAMHHHCTpaTopa
npocTo 06s3aH GBITH Maposib, U «IMyCTOH» BapHaHT HeBO3MOXkeH. Bce crienmanycTel 1o
KOMIBIOTEPHOH 6€30macHOCTH B OOMH ToJIOC MpOCAT MOAb30BaTelNieil He 3aJaBaTth Npo-
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CTBIE MapoJIH, HO MaJio KTO CI€AyeT 3THM pekoMeHAaumsaMm. Henwss mia smix ueneit
HCHOJb30BaTh MMEHa, YNTaeMBbIe CJIOBA WIHM JaThl poXKIeHHA. Takue maponu jerko B3na-
MBIBAIOTCA MPOCTBIM MepebopoM IO CJIOBApPIO, M 3TO HE OTHUMET MHOTO BPEMEHH, €CITH
CJIOBaph XOPOLIO COCTaBJIeH. A eclu cucTeMy OyaeT B3/laMBIBaTh 4eJIOBEK, KOTOPBIii Bac
3HAET, TO OH CMOXKET 00OMTHCH M 6€3 cJIOBaps, a 3aBepILHT PyYHOH NOAGOP 32 HECKONBKO

MHHYT.
Profile setup
Enter the username and p word (or ssh identity) you will use to log in to the
2.
Your name: et
Your se S name: f lubuntu
The name it uses when it talks to other computers.
Fick B f lenoy

DROKKKK KKK K

Contirm your password: SR RACKN

Import SSH identity: [GSERE]
You can import your keys from Github or Launchpad.

[ Done

Puc. 2.4. Ubuntu: yctaHoBKa Napons U UMeHn cepeepa

Hy, ceiiuac HeKOTOpbIE CKOXYT, YTO BOT OH — MHCaTeNb-04€BUIHOCTD, M OH TOXe Oyaer
pacckas3piBaTh O HEOOXOAMMOCTH BHIOMpaTh ciokHble maponu. [a, 310 oyeBHAHO, M 5
HaJel0Ch, YTO BBI 3TO MOHUMAeETe, MOITOMY He Oyay pacckasbiBaTh MpO HEOOXOAMMOCTH
CJIOXHBIX MapoJie, a MpocTO pacCKaxy, Kak A X BeIOHpato.

Ilpu co3maHumM mapons jkeaaTesbHO TE€HEPHPOBATh CiydaiiHble WMGPBL, COCTOALIME H3
CHMBOJIOB Pa3HOTO perucTpa (NPOMHCHBIX M CTPOYHBIX OyKB), a Taloke UH(p U pa3nuy-
HBIX JOMYCTUMBIX CHMBOJIOB (HanmpuMep, Aeduca WM noauepkupanus). JUiMHa mapois
IoJDKHa ObITh He MeHee 8 cHMBOJIOB, a Jy4iie — 6onee 12. Torna g non6opa xakepy
notpebyercs o4eHb MHOTO BpEMEHH.

Tak BOT f, KOrza, Hy)KHO CreHEpHpOBaTh MapoJb, 3aIyCKal0 KaKOH-HUOYAb TEKCTOBBIA
penakTop M ciy4aiHbIM 00pasom HabMpaio Ha Ki1aBHaType Jo6ble CUMBOMBI B pa3HOM
peructpe. Kak Teneps 3anoMHHTE Takylo kombuHaumo? Jlydie notpatuts napy aHei Ha
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YCBOCHHE CJI0OXXKHOI'O Mapojigs HIH XOTH OBl XpaHHUTb €T0 B KaKOM-HH6yIlb 3allHIICHHOM
XpaHHIHLIE.

Ecny He XouyeTcs 3aMOMHHATH YTO-TO CBEPXCIOXKHOE, TO MOXHO IPHMEHHTh METOJ MO-
TMpollie, XOTA M HAIENKHOCTh MOMyuYeHHoro wndpa OyneTr Hike. PacCMOTpHM OYeHp MH-
TepecHBIi crnocol reHepalyu caydyaiHeix naponeii. JIomycTHM, BBl XOTHTE HCIIONB30BATh
CJIOBO generation. A YTO, OHO JOCTATOYHO AJIMHHOE, HO MPOCTOE U MOXKET OBITH JiEeTKO
BIOMaHo 1o cnosapio. Kak ycnoxHuTs napons? IlocMOTpuTe Ha KJIaBHaTypy H Habu-
paifte BMecTo GyKB CJIOBa generation CHMBOJIBI, HAXOMAIIHECs HEMHOro Beime mx. Ha-
npHMep, NpAMO HajJl g HaXOOMTCA t, @ HAl e — 3 U T. . B pe3ynpTaTte nomy4uTcs napons
t3h34q589h. Takoil napons 3anoMHHaeTCA JIerko, a o CI0Bapio NoJ00paTk €ro CIOXKHEE.

BMecTO BepXHMX MOXHO B34Th OYyKBBI, HaxoIfLIMECAs CMpaBa, W TOrAa Mapoib
generation IIPEBPATHTCA B hrmrtsypm. Toxe Henerkas 3aa4a Ui XaKepa.

A ecnu eme HabpaTh HEKOTOpbie U3 3THX OyKB B BEpXHEM PErHCTpE, TO Maponkb Cpasy
O4Y€Hb CYLICCTBEHHO ycnoxHHUTCA. Hanpumep, Bbl MOXETE YCTAHOBHTh B BEPXHEM Peru-
CTpe TPETHIO H BOCEMY10 OYKBBI H MONYYHTh hrMrtsyPm

Ha pa6ote s npuMepHO Tak H NOCTyNalo, TOJIbKO Gepy napy CJIOB Ha pycCKOM M HaGHparo
MX B aHTJIMHCKON packiiagke, 100aBfs Kak MMHMMYM OJJHH CHMBOJI H Kak MUHHMYM [iBe
wudpsl. HampuMep, djnl’nj2-gfhjkm 3mech Ha CaMOM JieNi€ HallMCAHO: BOT15T02-Naposb.
KoneuHo ke, 310 TONBKO NpiMep. B peanbHocTH 4 6epy €/1oBa NOCI0KHEE H JJIHHHEE.

Bot TakuMH NpPOCTHIMH CMOCO6aMM MOXKHO COOPYIHTB JIETKO 3alIOMHHAEMBIE, HO CJIOXK-
Hble U1 noabopa napond. KoHeyHo, 3TH NMapojiH HE CPaBHHTH C PEAIbHO CITy4aiHBIM
06pa3oM creHepUpOBaHHBIM «MYCOPOM», HO BCE XK€ OHH AOCTaTOYHO CIIOXKHBI Ajis B3JIO-
Ma H B TO k€ BpeMA 3alIOMMHAEMbl HX aBTOPOM.

IToMHMO maponsi aAMHHHACTPATOPa, BaM MOXKET OBITh NPEUIOKEHO 33aBECTH HOBYIO Y4Y€T-
HYIO 3anmKuch (100aBHTH MONB30BaTENs), MO KOTOpo# Bbl OyzneTe B nanbHeHmeM paboTath
¢ cucremoii. KoHeuHo ke, MOXXHO MCMONB30BaTh U root, HO 3T0 He pekoMeHTyeTca. Jlake
aJIMHHHCTPATOPBI AOJDKHBI BXOOUTH B CHCTEMY KaK MPOCTHIE MONB30BaTENH U TOJILKO MpH
KpaiiHeii HaJOOHOCTH MEpPEeKTIoYaThCS HA YYETHYIO 3alMCh root, YToObl BHINOJHHTH
aZIMHHUCTPATHBHYIO 33/1a4y.

B nocneaneii Bepcun CentOS mo cHx mnop nporpaMMa YCTaHOBKHM MPOCHT Napoib AJis
MONL30BaTENA TOOt ¥ MOXKHO (J@Ke JKEIaTeNbHO) CO3AaTh €lle OOHOro MoJb30BaTes.
B Ubuntu Server Hy:KHO cO3/1aTh TOJILKO CBOErO MOJB30BaTENs, a root OyAET OTKIIOYEH.
H 310 NpaBunbHoO.

OnepaunoHHOH cHCTEME MOXKHO pa3pelllMTh aBTOMATHYECKH BXOAWTEL B CHCTEMY IpH
CTapTe KOMMBIOTEpPa MoJ Bauleli Y4YEeTHOW 3alMCbIO MPOCTOro MOJiB30BATENA. OTO HE
CTpALLIHO, €CJIH KOMIIBIOTEP HE COAEPXKUT BaykHOi MHGpopMalMH, H BBl paboTaeTe ¢ HUM
OAMH (TEM He MeHee, JTydIlie HMETh XOTb Kakoii-To naposs). M eciau kTo-T1o nomyuur ¢u-
3UYECKHIT IOCTYI K KOMIBIOTEPY, TO OH CMOXKET MPOYUTATh BallM JIHYHbIE Qailibl, HO HE
CMOXET cJieJlaTh HHYEro Cepbe3HOr0 C CHCTEMOMH, MOTOMY YTO MUIA 3TOrO BCE XKE HYKHO
3HaTh NapoJib AAMHHUCTPATOPA.

B nocneannx Bepcuax Linux npouecc nepeiniodeHHs BBITIAINT MPUMEPHO TaK Xe€, KaK U
B Windows win macOS — Bel paboTaere noa MpoCTOH y4EeTHOH 3anHChlo, a KOrAa BaM
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HY>XHO BBITIOJTHUTb NPHUBHIETMPOBAHHYIO ONEpPaLHio, TpeOYIouylO MOBBILIEHHBIX TPaB,
cHCTEMa 3anpaiidBaeT naposjb aAMUHHCTpaTopa. BBoas naposs, Bbl pa3pellaeTe CHCTEME
BBITIOJIHUTB 3TY OINIEPaLHIO.

Hy u xoraa naponu yka3aHbl, HauMHaeTcs ycTaHoBka Linux (puc. 2.5).

Installing system

from cp:

[ view full log ]
BlZ49

Thank you for usi

Puc. 2.5. Ubuntu: naet ycranoBka cuctems!

2.7. Tlepsuii cTapT

CoBpeMeHHbIE BEPCHH 3arpy34HMKOB KpacHBbI M OTOOpaXkaloT MpPHUATHOE OKHO BbiGOpa
cucteMbl Ui 3arpy3ku. [Ipocto BbiGepuTe Hy)KHBIH BapHaHT W OTKMHBTECH HAa CIIMHKY
CTyJla — MBI NIOTPY>KaeMcsl B MMP MUHIBHHOB.

3arpy3umMk CHCTEMBI MOXET CKPBbIBaTh MPOLIECC CTapTa, HO IAe-TO Noa rpapudeckoit 06o-
JIOUKO# 00fA3aTeNbHO CKphIBaeTCA 3aMmyck cepBHcOB. B craphix cuctemax 3ToT mpouecc
OTOOpaXkasicA B BUE TEKCTOBBIX CTPOK, OEryIIHX M0 3KpaHy.

OC Linux — cucTeMa MHOTrOMNoJb30BaTelbCKass. ITO 3HAYHT, 4TO € Heil MoryT paboTtaThb
HECKONbKO yenoBek. CHcTeMa JO/KHA 3HaTh, C K€M OHa ceiyac paboTaer, moatomy mno-
cie 3arpy3ku OC BaM npeioaT NpeIcTaBHTLCA, YKa3aB UM MOJb30BaTeNs W Naposb.
INepBeiii mapameTp NO3BONAET HACHTHPHLUMPOBATHL Bac, a BTOPOil — 0Ge30nacKTh OT He-
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XKeJIATEJIBHOIO MCMOJIb30BaHHUA BALICro UMECHH NPYTUM NOJIb30BATEC/ICM. HZ[CHTH(l)HKal.IHﬂ
TOJIB30BATE/IA B TCKCTOBOM PEXKMME BRIMIAAUT KaK CTPOKa C MPUIIaLICHHEM BBECTH UM

localhost login:

IMocne BBOJa MMEHH MOJIB30BaTeNA Bbl JODKHBI YKa3aTh napojb, yrobel OC cMmorna on-
penenuTh, YTO BBl ABAAETECH TEM, 3a koro ce6s Bbiaete. Ecau bl BEIGpain BO Bpems
3arpy3kd rpaduueckuii pe)kHM W NpPaBMIbHO HACTPOWIH BHIACOKAapTY, TO IEpel BaMH
NOABHTCA rpadMyeckoe MpHrialleHue Bxoda B cucTeMy. COBpeMeHHble AUCTPHOYTHBEI
YCTaHaBRJIMBAIOT rpadHyuecKHii BXOA MO YMOJIYAHHIO, MO3TOMY TEKCTOBOE IpPHIJIallicHHe
MOX(HO YBHAETH JIMOO MpH HeNpaBWIbHOH HacTpoiike BUACOKAPTHI (1 ¢ TAKUM JaBHO HE
CTaJIkuBancs), b0 mpH ycTaHoBke cepBepHOi BepcuH Linux 6e3 ycraHoBku rpaduye-
cKHX 06osoyvek.

IIpu noaroToBke 3TOM KHUTH s ycTaHaBIMBaN nocneaHiolo Bepciro Ubuntu Server, uro-
6bl OCBEXHTH B MaMATH 3TOT MPOLIECC, [TOTOMY YTO OH MEHAETCA MOYTH B KaXIOH Bep-
cur. Ho ¢ To4kH 3peHHs BXoJa B CHCTEMY TYT HHYEro HE M3MEHWIOCh, OTOMY YTO rpa-
¢duueckas obonouka ¢ cepBepHOii Bepcuel He ycraHaBnuBaeTcs. M 1 He BHXKY NpHYHH
CTaBHUTb ee.

IMpexxae yeM BBOOWTH UMS, OCMOTpUTECh. BO3MOXKHO, rae-TO €CTb KakKMe-TO KHOIKH WITH
meHnto. Hanpumep, y Mandriva 2008 BHu3y ecTh kHonouka THO ceamca, HOKaTHE KOTO-
pO# TO3BOJIAET CMEHHTL rpaduueckylo o6onouky, a obonodek mis Linux Heckonbko.
Camsle pacnipoctpasenHbie 13 HUX — 310 GNOME u KDE. Hau6onee nomynsapHeii au-
crpubytus Ubuntu ycranasnusaet tonbko GNOME. Ecnu Bl npeanountaete KDE, To
CllelyeT yCTaHaBIMBaTh AUCTPUOYTHB Kubuntu, KOTOpPBIFA BBHIITyCKaeTCa TEM XK€ Npou3-
poauTesieM, a uMeHHo — Canonical Ltd.

Ho nop kakoii yueTHoii 3anuceto pabotats? Bo Bpems ycTaHOBKH BBl MOTJIM 3a/JaTh MNa-
pOJIb CUCTEMHOrO aqMUHUCTpaTopa (root) M nobaBiIv noje3opareld. B nocnenHei sep-
cuu Ubuntu Byl 3a1aeTe TOJBKO Naposib VIS CBOETO MOJIb30BATElA, TaK YTO y Bac M BhI6op
NUIIbL 0avH — paGoTaTh OT HMEHH CO3JaHHOTO BO BpeMs YCTaHOBKM noje3obarend. Ho
JlaXKe eC/IM Bbl 3a0a/ld Mapoib JUls MOJb30BaTeNA root, Mo YMOJYaHHIO Y)Ke 3anpelieHo
BXOIMTB O, MIMEHEM root B rpaduueckoM peskume. Jla, 3T0 orpaHHYEHHE MOXKHO 060~
TH, H BO3MOXHO, 4To 00Xx0A Oyner moctyneH U B Oymyiiem. OHaKO €C/IH paHblIe Hac
TONBKO Mpeaynpexaany o6 omacHOCTH paboTel 1oj root, TO Teneps NpPAMO 3anpellaoT
BXO[I.

Pa6oTa noa y4eTHoi 3aMuchbio root MOXET 00JIErYHTE B3/I0M KOMIIBIOTEpa Yepe3 NMpocThie
Ha MepBbIi B3MJIA MPWIOKEHHS M CHOCOOCTBYeT BUPYCHBIM 3nuiaeMuaM. Jlo cux mop
B UNIX-nogoOHbix cucTeMax noytH He 6bUI0 BUPYCHBIX 3MHIAEMHI Kak pa3 H3-3a TOro,
YTO MOJIb30BATENH CUCTEMBI He 061aaatoT nonHbIMU npaBamMu. Bee nporpaMmel, KoTophbie
3afyCKaloTCA MOJIb30BaTeNIMH, 00/1a1al0T TOJIBKO TEMH NPaBaMH, KOTOPbIE €CTh y CaMo-
ro nose3oBarens. M ueM MeHbllie y Bac npaB, TeM JIydilie, Kak Obl CTPaHHO 3TO HH 3BY-
yano.

BprCH HE€ MOT'yT NIPONHUCHIBATLCA B CHCTEMHBIE Q)aifmm, MMOTOMY 4YTO )i 3TOrO BBINOJI-
HAEMOH TIporpaMMe HY>KHbBI NMOBBILLIECHHBIE IIPUBUJICTHH, KOTOPBIC MOIYT ObITH JAOCTHIHY-
ThI TOJIBKO, €CJIM [M0JIb30BaTE/Ib BBEACT NMApOJib A/IMMHUCTPATOPA MPH 3aITyCke NporpaMmMabl.
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JomycTum, 4To BB IMyTellecTByeTe Mo BeO-caiTaM. 3amylueHHbIH BaMH Gpay3ep aBToMa-
THYECKH UMEET T XK€ IIpaBa, uTo M Bbl. M ecnu B HeM HaiineTcs yA3BUMOCTD, MO3BOJIAIO-
a5 MOJyYHTh JOCTYI K HKECTKOMY AMCKY, TO 3JIOYMBILLUIEHHHK CMOXET BOCHONb30BaTh-
A 9TOi 1a3eiKoi U, HANpUMEp, CTEPETh Ha HEM BCIO HH(OpMaLHIO.

Ecnu e paboTaTh noA nojp30BaTENbCKOH YYETHOH 3aMUChIO, TO YHHYTOXHTE OH CMO-
XKET TOJIbKO Te (pailnibl, KOTOpLIE JOCTYMHBI 3TOMY NoJb3oBatemo. CHcTeMHbIe daitnbl
B TakoM ciiydae 6ymyT B 6e3onacHocTH. [Ipn HeO6XOAMMOCTH MOBHILLIEHHUS NpaB Bbl BCe-
ra MoXeTe 3TO CAeNaThb, 3Has Napojib aAMUHUCTpaTopa. JlJis 3TOro CITy»HT KOMaHIa su,
a B KayecTBe mapamerpa (yka3biBaeTcs uepe3 nmpoben nocjie KOMaHIbl) epenaeTcs UM
NoJIL30BaTe A, CTaTyC KOTOPOTO Bbl XOTHTE OOpECTH.

Yt00BI MONYYUTE NMpaBa aAMHHKCTpPaTOpa, HabepuTe KOMaHIy:

su root

HIH
su -

BTopas xoMaHaa Toxe MOo3BOJIAET NMpUOOpecTH npasa root, XoT BMECTO MMEHH YKa3zaH
Jeduc. B oTBeT Ha 3TO cucTeMa 3anpocHT napois. Beeaure naHHble nonb3oBates, npa-
Ba KOTOPOTO Bbl XOTHTE MONYyYHTh, H MOCJE 3TOTO Bbl CMOXKETE BBIMOJHATH KOMaHIbI,
JOOCTYTIHble 3TOW yweTHO# 3amucH. Hampumep, noiyuwB cTaTyc agMHHHCTPaTOpa, Bbl
npHobpeTeTe Bee MpaBa Ha CHCTEMY.

TTPUMEYAHUE

Heobxoaumo 3amMeTuTb, 4TO HEKOTOpble KOMaHAbl, koTopble GyayT onuCLIBATLCA B KHUreE,
MOMYT OKa3aTbCA HeAOCTYNMHbLIMW OT MMEHN NPOCTOrO Nonb3oBaTens. Tak Kak Mbl paccMaTpu-
BaeM HAaCTPOWKM CUCTEMbI, TO HEKOTOpbie AEHCTBUA MOTYT OKa3aTbCA ONACHLIMU, NO3TOMY
[OCTYNHbI OHM TONbKO agMUHWUCTpPaTopy. Ecnu npu nonbiTke BbLINOAHUTL 4TO-NMGO NpO-
u3owna ownbka — HanpuMep, nonyyeHo coobieHne KomaHpa He HangeHa, nonpobynte
nepeKniounTLCA Ha root, U, ckopee BCero, aTo NOMOXET. UcknioueHneM mMoxeT BuiTb Hanu-
yue y Bac IKIOTMHECKOW Bepcuu Linux, Mnu ecnu Bbl HE YCTaHOBUNW BblidbiBaeMylo Npo-
rpammy.

o npaennam 6e30MacHOCTH NePEKTIOUEHHE Ha YUETHYIO 3aMUCh aAIMMHHCTPATOpa B MH-
TEPaKTUBHOM pexxuMe MokeT ObIThb 3anperieHo. HanpuMmep, ecnu Bawe okpyxeHue pa-
6oTaeT c KpeOUTHBIMHU KapTaMH, TO, CKOpEE BCEro, MPHUAETCA MPOXOAUTH CePTUPUKALIMIO
PCI, cornacHo koTopo#i Henb3s paboTaTh B MHTEPAKTMBHOM PEXHMME C MOBBIIEHHBIMH
NPUBHIETHAMH.

Kak xe TOrAa BBITTIOJIHATH KOMaHllH? IIJ'[S[ 3TOro CylweCTBYET Apyrasa KoMaHjaa:

sudo komaHzoa

OTa KOMaH/Ja MO3BOJIAET BBHIMOJIHUTE YKa3aHHYIO KOMaHAy C MpaBaMH aJIMHHHCTpaTopa.
Hanpumep, BbimonHeHHe cieqyrolieii KOMaHAbl 3aBepIINTCA coobLieHHeM 06 owmnbke
Permission denied (HenocraTtoyHo npae nocryna):

cat /etc/shadow

Ho ecnu BEINOJIHUTD KOMaHAay.

sudo cat /etc/shadow
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TO CHCTEMa CIpPOCHT Mapojb aJAMHHMCTPAaToOpa M IOCHE 3TOr0 BHIMOJHMT KOMaHIY.
HmeHHO Takoi pexcum Oonee mpeAnoyTHTENEH, HECMOTPA Ha TO, YTO €CIH BBIONHHTH
3Ty ke KOMaHjy elle pa3, cHcTeMa yxe He Oyner crnpaumMpare naposs. Jake eciu Bbl
nonpobyeTe BBIMOJHHTb OPYTyl0 KOMaHIy, MCNOJb3ys sudo, Naposib CMpPaIlHBaTECA HE
Oyner kakoe-To BpeMsi.

Otnnune KOMaHAbl sudo OT KOMaHAbl su B TOM, YTO Bbl HC OTKPBUIH NMOCTOAHHYXO HH-
TCPAKTUBHYIO CECCHUIO, B I(OTOpOﬁ MOXXETE OTIpaBJIATL MHOXKECTBO KOMaHA OT MMEHH
AIMHUHHUCTPATOpA U BUIECTb pE3yJIbTaT.

be3onacHa nu sudo? B npuHumne, na. IlpobaeMa Mo)keT BOSHMKHYTh TOJIBKO B TOM CJTy-
yae, ecJid KTO-TO (M3MYECKH BOCMOJIb3yeTCs Balliei KJIAaBHATypoi AnA 3amycka KOMaHJ
u3-nox Bawel ceccuu, unu ecam B OC Haiinerca 6ar, KOTOPBIA MO3BOMHT 3/710YMBIIILIEH-
HHMKY MEpeXBaTHTh Bally CeCCHIO. BTopoe ManoBEpoATHO, H €CJIH TaKOe IPOM3OMIET,
OOHOBJIATL cHCTeMy Bce paBHO mpuaercsd. ['naBHoe — 3To yenoBeueckuit ¢akrop. He
ocTapsiiTe cCBOM KoMmMnbioTep He 3abiokHpoBaHHbIM. Ho ngaxke B 3TOM cilyyae 4epes
HEKOTOpOe BpeMs IpH IMOMNbITKE BLIMOIHUTh KOMAHAY sudo MPHAETCA BBOAUTH Mapolib
aJIMMHHCTpaTOpa 3aHOBO.

Kak yxe otmeuanocs, OC Linux — MHOromnosb30BaTeynbckas CUCTEMA H MOIEPXKHUBAET
HECKONbKO TepMHHaoB. [To yMom4aHHIO Bbl BXOAWTE B MEpBbIH TepmuHan. [Jlna Toro
4TOGB! MEPEKTIOUMTECS HA APYroM, Hy)KHO HaXaTb KIaBuIy <Alt> M omHy M3 KIaBHLI
<F1>—<F6>. B oTBeT Ha 3TO nepe BaMH MOABHUTCA YHCTbIM 5KpaH C NPHIJIALIEHHEM BBe-
CTH MMA N0J1b30BaTENs, KOTOPOE MOXKET ObITh Pa3IMUHLIM B KOKAOM TEPMHUHAJE.

Hcnonb3oBaHue TepMuUHAIOB — OYeHb ynoOHas BO3MOXHOCTE. Hanpumep, B OHOM BB
3anyckaeTte nporpammy, kotopas TpebyeT MHOro BPEMEHH JUIS BHINOJHEHHA, MOCIE Yero
nepek/ovaeTech Ha Apyroi TepMHHaN M nmpoao/bkaeTe pabory ¢ koMneoTepoM. B nro-
60i1 MOMEHT MOXKHO BEPHYTBCS Ha MEPBbIf TEPMHHA H MMOCMOTPETE Ha XO MCTIOIHEHHA
TOW NporpaMMbl.

I[pu ymaneHHoit paGoTe ¢ cepBepoM A 4aCTO OTKPHIBAIO 1O TpH U 6onee TepMHHaIa U B
KaXIOM M3 HHX OTKpbIBAlO pasHble mankd. B oaHOM TepMHHalle 3TO MOXeT ObITh Mmamnka
KOH(Hrypauumn Beb-cepBepa, B IpYroM — Marika »ypHajioB OLIMOOK, B TPETHEM — «KO-
peHb» Moero caiita. Tenepb ¢ MoMoLBIO ABYX KiaBuil <Alt>+<Fx> (rae x — 310 undpa
oT 1 1o 6) MOXHO GBICTPO «MEPENpPBIrHBATL) C OXHOM TaKOW MankH Ha APYryto.

INpexxe yem ABUraThes Aaniblie W BbIMOMHATH KOMaH/Ibl, HY>KHO MO3HAKOMHTBCS C TEPMHHA-
JIOM. DTO KOMaHIHas CTpOKa, C MOMOLIBIO KOTOPOH BBINOMHAECTCA YIPABICHHE CHCTEMOH.
B cepeepubix quctpubyTHBax Her rpadHueckux o0onouek (XOTS MX MOXHO YCTaHOBHTD),
M TaM yTIpaB/ieHHe NPOMCXOAMT TONILKO B KOMaHIHO#M cTpoke. B noMalunix auctpubyTneax
TepMHHa/ OTKPhIBaeTCA B BUJIE OKHA C MPHITIallieHUeM BBOIMTL KOMaH/BI.

B o6oux cnyyasx npuriaauieHue BBOAUTb KOMaH/Ibl BLINIAAUT CleOyIOINM obpasoM:
[root@Flenov:/etc]:

Yo 3710 3HauHT? CHavaia MAET UMA MOJE30BATEN, N0 KOTOPBIM BBl BOLILTH B CHCTEMY,
B JlaHHOM ciy4ae 3To root. Her, s peansHO He Boluen Moj 3THM IOJB30BaTENEM, 1 €r0
MPOCTO MOKa3an 34ech B kadecTBe npuMmepa. [locne 3Haka @ cleXyloT HMA KOMIBIOTEpa
M npoGen UMM JBOETOYME, 338 KOTOPbIM CTOUT UMA TeKylueil nanku. Takum ob6pasom, Bel
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BCeraga 3HacTe, ra¢ HaxXOaAHUTECh, U TrAc GYI[)’T Nno YMOJIYaHHIO BBIMIOJIHATBECA BBOJHMBIC
KOMAaH/hbl.

3auem YKa3biBaTh B KOMaHJIHOM CTPOKE HMA KOMl'll:lOTepa? — BC€Ib MBI 3HAeM, 32 KaKUM
KOMIIBKOTEPOM CHAUM. OTBET Ha 3TOT BOITPOC KPOETCA B CCTCBBIX BO3MOXKHOCTAX OC. Bu
MOXETE MNOAKTIOYNATHECA K YAAJICHHOMY KOMIIBIOTEPY € IMOMOLIBIO SSh, M TOoraa Balia Ko-
MaHIHas CTpPOKa 6YIICT BBIIIAAETh COBCPIUICHHO HACHTUYHO, HO BMECTO JIOKAJIBHOIO
HMEHH KOMIBIOTEPA Bbl YBUANUTEC HMA YIANICHHOTIO.

Hanpumep, €CJIN A M3 NporpaMmbl TCpMHHAJIA BBITTOJIHIO KOMaHAY:

ssh flenov@mywebsite.com

TO OTKPOETCH CeccHs ¢ yAAJIEHHOH BHUPTYaJIbHOH MAIUMHOW, Ha KOTOPOH YCTaHOBIIEHBI
MOH CaﬁTbI, H A CMOrYy yImnpaspJIATb UMH, BBIINIOJIHAA KOMaHAbl B TE€PMHHAJIC. To €CTh,
BBINIOJIHAA KOMaHAbI B TEpMHHAJ/IC HA MOEM KOMIIBIOTEPE, s PCAJIBHO 3aITyCKak0 HX Ha
cepsepe.

TyT KE A MCNOJIB3YKO H BO3MOXKHOCTH OTKPBITHA HECKOJIbKHX TEPMHHAJIOB. HpaB,ua, Ac-
nato 310 U3 macOS, TepMUHAI KOTOPOro BHINIAOWT KaKk OKHO ¢ 3aKiajgkamu (puc. 2.6).

flenov.info.3 —4PE VDS — sshif - o~ — 12121
a—— LB

|
|

L.

Puc. 2.6. macOS: yaaneHnHan ceccun ssh ¢ BupTyanbHOM MawumHown Linux

2.8. MuI B cucteme

Hrak, MbI BowH B cucteMy, 1 OC 3amyckaeT g HaC YHHKAIBHOE OKPY)KEHHE, KOTOpOoe
onpeaenseTcs Mo UMeHH nosb3opatens. Cpeaa BKHOYAET MOJNB30BaTENbCKHE KATaOTH,
HACTPOWKU U KOMaHIHYIO0 000IOUKY.

[Nonp3oBaTensCkMe KaTalorM HaXoAATcs B Kartaiore /home M MO YMOMYaHHKD HMEIOT
Ha3BaHHe, COBMNajarollee ¢ MMeHEM mnonb3oBatend. Hanpumep, ans mone3oBatens root
ucnonb3yeTcs katanor /home/root. Eciiv BbI BXOOMTE B cCMCTEMY MOJ UMEHEM [10JIb30BATE-
As michael, To BamkM moMalIHMM KaTaioroMm Gymer /home/michael. B sTom katanore
Bbl MOXXETE XPaHWTH CBOH (aiinbl. JlomalmHUH KaTanor nois30BaTels root ayylle He
TpOrarh.
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Korpna Bbl BXoguTe B CHCTEMY, TO TEKYLIIMM KaTaJOroM CTaHOBHTCA Bail AoMaluHui. Tak,
1A niosib3oBaTens michael TakoBbIM CTaHeT /home/michael, 1 Bce KOMaHbI OyIyT BBINOJ-
HATBCA B 3TOM KaTaJiore, Moka Bbl HE H3MEHHTE €ro.

B Linux cyuecTByer HecKOJBKO KOMaHAHBIX 000J0YeK, M Kaaasd M3 HUX HajesieHa
CBOMMH BO3MOXXHOCTAMH. Yallie BCero nons30BaTesl MPUMEHAIOT 000JI0UKY MOJ Ha3Ba-
Huem bash' (HaxoauTcsa oHa B kaTasore /bin/bash). Mbl OyzeM paccMaTpHUBaTh HMEHHO €€,
KaK HauGonee MOMyJSAPHYIO, U UMEHHO ee Ha3HayaeT noab3oBarenaM Ubuntu. Jpyrue
000N0YKH MOXO0XKH, HO HEMHOTO OT/HYAIOTCA BO3MOMHOCTAMM. JIis CHCTEMHBIX MpO-
rpaMM OueHb 4acTo Ucnojb3yerca obonouka sh (Haxoaurcs B karaore /bin/sh).

Korna s HauuHan ocBauBathk Linux W ycTaHOBHI €€ B MIEPBBIi pas3, TO MOTOM JOIr0 HE MOT
NpPaBWILHO BBIKITFOYUTH, MIOTOMY YTO HE 3HAJI, Kakas AJIA 3TOr0 HMCMOJB3YEeTCs KOMaHa.
51 B3an y 3Hakomoro KHury mo Linux, HO B Heli onucaHKe Mpowecca Bbixona GbuU1o rae-To
B CepeaMHe, M MOKa A Halle/l HY)KHYIO KOMaHIy, MPHILIOCh MecAl o6xomuthbes 6e3 kop-
pekTHoro 3aeepirenus paGotel OC M mpocTo BBIKIIOYATH MUTAHHE KoMnbloTepa. [la,
HurepHera Toraa He 6b1110, M Helb3s GbUI0 MpocTo 3aitTh B Google ¥ monpocHTsb €ro HaiTH

HY)KHYIO KOMaHTy.

B rpaduueckoM nHTepdeiice BBIKIIOUYHATE KOMIIBIOTEP He NpobjieMa — TaM €CThb UIA 3TO-
ro MEHIO, HO €CJIM Bbl HCIIOJIb3yeTe TEKCTOBBIH pexXKHM (HAalOMHIO, Bbl HACTPaHUBaeTe cep-
Bep), TO 63 3HaHHA KOMaHABl KOPPEKTHO BBIKIIIOYMTE KOMIMBIOTEP NPO61eMaTHYHO.

Hrak, nna BpIXOAa U3 CUCTEMBI CITY)KUT KOMaHaa shutdown. Ilociie Hee yka3eiBaeTcs, 4To
MMEHHO HaM Hy)XXHO: -r (1A mepe3arpy3ku) WM -h (WIS BHIKIIOYEHUS KOMIBIOTEPA).
U B KOHLIE KOMaHIBI MOXHO 3a/1aTh BpeMi, Yyepe3 KOTOpoe JOJDKHO Ha4YaThCA BBITIONHE-
HHe KOMaHbl (B YaCTHOCTH now — ceiyac).

Hanpumep, Ans HeMeAneHHO# nepe3arpy3ku cucteMbl HabepuTe koMaHAy:
shutdown -r now
llffﬂ HEMEICHHOTO BBIKJIFOYE€HHA KOMIIBIOTEPA CIEAYET BBECCTU:

shutdown -h now

B nmocnegHux BEPCHAX 3TH KOMaHIbI BBINOIHAKOTCA TOJIBKO C NMpasaMH aAMHHHCTPAaTO-
pa — KOMaHaa, OTAaHHAasA OT UMEHH NMPOCTOro MoJjb3OBaTE/A, HC 6y,ueT BBIITOJTHECHA.

Ecnu e BBIKJIIOYMTE NMUTAHHUE C MOMOILIBIO KHOMKHY Ha CHCTEMHOM OJI0KE, TO MOXKHO MO-
TepATb AaHHLIE, KOTOPhIE OBIIM 3arpy)KeHbl B ONEPAaTHBHYIO NaMATh, HO HE COXPaHEHbI
Ha JKEeCTKOM JHcke. OTo oTHOCHTCA K toboit OC — Linux 3aeck He MCKITIOUEHHE.

Ecnu Bb1 paGOTaeTe B TeKCTOBOM PEXKXHME U NPOCTO XOTHUTE BOWTH NoA ApPYTHUM HMCHEM
MOJIb30BAaTE/14, Ha6epme KOMaHay exit.

! Haspanme «bash» apnseTcs akponumom oT Bourne-again-shell («eute-onua-komannHas-o60104ka-bopHa»)
u npeacrasaser coboii urpy cnos: Bourne-shell — oaxa u3 momynApHEIX pa3IHOBHIHOCTEH KOMaHIHOIA
o6onouxu ans UNIX (sh), arTopoM kotopoii sBnsercas CtueH BopH, ycoBepiueHcTBoBaHHas bBpatianom
®okcoM. Pamunua Bourne (bopH) nepeknukaeTca ¢ aHrIUHCKAM COBOM bom, 03Ha4aloIMM «POAHBLIMI-
C», OTCIONA: POXIECHHAA-BHOBL-KOMaHAHasA 000J104Ka.
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2.9. TToackasku

HekoTopbie onepalMOHHBIE CHCTEMBI CJIABATCSA CBOEH MPOCTOTOH W XOPOLIMMM NMOACKa3-
Kkamu. Ho, kak MBI yxe FrOBOPWIH, [IPOH3BOANTENBHOCTD, HAZIE)KHOCTE M MPOCTOTa — He
Bceraa copmecTHMble Beu. OC Linux coaep)kMT MHOXECTBO KOMaHJ, H y KaXIOH M3
HHMX 6ONbLIOe KOJMHYECTBO napamMeTpoB. [IoMHUTE HX BCe HEBO3MOXKHO, MIO3TOMY pa3pa-
60TurkH noctapanuchk U cHabmw OC o6LmMpHO¥ cripaBKoi.

Ecnu BBl XOTHTE NOJNY4HTh HHGPOPMAIMIO O KaKoH-TH60 KOMaHAE WIH NporpamMme, TO
nonpoO0yiiTe 3amyCTUTh €€ C OOHHM W3 KIIOYeH: -h, -help WIH -2. Pa3Hble mporpaMmel
HCMOJb3YIOT pa3’Hble KIIOUM, HO OAMH M3 3THX, CKOpEE BCETo, 3aCTABHUT BLIBECTH Ha 9KPaH
KOPOTKY1O NMOJCKA3KY M0 HCIONB30BAHHIO MPOrPaMMBlI.

Ina momydyeHus Gonee moapoOHOH MHPOPMALMH HYXKHO BOCIMONb30BaTbCA Clemyolei
KOHCTPYKIMEH:

man mMsa

3aech 1ma — 3TO Ha3BaHME KOMAH/BI WIN MPOTPaMMBl, ONTHCAHHE KOTOPO# Bac UHTepe-
cyet. HanpuMep, yToObI YBHAETH ONHCAHHE KOMaHbl shutdown, BHITOJIHHTE:

man shutdown

Jns BbIXoAa M3 MpOrpaMMBl MOMOILM HY)KHO HaXaTh Ha KJIAaBHAType KIABHIIH <—> H
<e>. B otBer Ha 310 mepen Bamu mosBuTCA coobuieHue Quit at end-of-file (press
RETURN). Haxmure xnapuiry <Enter>, 3aTeM nepefiaure B KOHeLl MPOCMAaTPHBaEMOro
daiina nomoiuy, ucrnonb3ys KiaBuik <|> win <Page Down>, H nporpaMMa man 3aBep-
mT pabory.

Bonee npocToif cnoco6 3aBeplIeHHs MPOrpaMMBl man — HaKaTh Ki1aBuily <q>. B 3ToM
CITyuae BBIXOJ MPOH30#IEeT MTHOBEHHO.

2.10. OcHosbr KOHPUrypUpPOBAHUA

Ilpexxae ueM mepexoauTs K Gonee rIy60KOMYy pacCMOTPEHHIO BOIMPOCOB, CBA3aHHBIX
¢ koH}uryprupoBaHueM OC Linux, MBI JOJDKHBI ONPENENHTECA C MPaBWIaMH, KOTOpbIE
JIEACTBYIOT BHE 3aBHCHMOCTH OT THIa OC U KOHKpeTHOro cepeHca. [IpnaepxuBasce Hx,
BBl CMOXKETE MOCTPOHTH AEHCTBUTE/ILHO 3ALIMIIEHHYIO CHCTEMY (CEpBep WM JaXe CeTh
H3 KOMITBIOTEPOB H CEPBEPOB).

2.10.1. 3anpeuieHo To, uTO He paspelweHo

Koraa Bbl HacTpanBaeTe napaMeTpbl JOCTYMa, TO HEOOXOOMMO MPUNEPKUBATHLCA MPHH-
LMIIa MHHUMAJIH3Ma, KOTOPbIif MOXKHO BBIPa3sHTh CJIEAYIOLIMMH ABYMSA TE3UCAMM:

O Heobxodumo 3anyckamb MUHUMYM 803MOJCH020. ITO KACaeTcA He TONbKO CEPBHCOB
B LIeJIOM, HO H HX coctapsiommx. Hanpumep, eciiv BaM HyxeH Be6G-cepBep, A 3TOro
yaiue Bcero ycraHannupaercs Apache. Ota nporpaMma BKIIOYAeT B ce6f OYEHb MHOTO
BO3MOXHOCTEH, CpeH KOTOPLIX NOAACPKKA HHTEpIpeTHpYeMbIX A3bikoB PHP u Perl,
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HO, KaK MpaBHIIO, IPOrPaMMHUCTBI CATOB HCMONb3YIOT TONBKO OMH U3 HHX, MOITOMY
HET cMbicna paspewath o6a. Ecnu caift npoektupyerca ¢ nomoupsio PHP, To cnexyer
yananuth Perl, u Hao6opor;

O caedyem pazpewamv mMunumym neobxooumozo. MHorue aiMHHHCTPATOPhI HE JHOOAT
3aHMMATbC KaKMMHU-THO0 HacTpoHKaMM, MO3TOMY OTKPHIBAIOT MOJHBIA JOCTYNn KO
BCEMY, YTO TONBKO MOJCem TpUroguTecad. Ho cnoBo «MoxeT» He COBMECTHMO
¢ 6e3onacHocTbio. BO3MOXKHOCTB, KOTOPYIO BbI OTKPOETE MOJIL30BATENO, HA CAMOM
JeJie MOXXET €My He NMOHaJ0OMUThCA, a BOT 3IOYMbILLUIEHHHK 6narogapa JHuIHe# na-
3eiike MOXXeT HaTBOpUTb MHOro Oea. Hanpumep, Ha KIMEHTCKUX KOMITBIOTEPAX YacTo
OTKPBIBAIOT KaKylO-TO MankKy AJiA Bceoblero Aoctyna. 310 MOTHBUPYETCA TEM, YTO
TIOJIb30BAaTEJIIM MOXKET noTpeboBaThc OOMEH NaHHBIMHU. A ecii HeT?

PaccmatpuBas koHdurypupoBanne OC M ee cepBHcOB, 3 Oymqy 4acTo HamoMHHaTh 06
3TOM NpaBuiie, U NMpH pa3bope MpUMepoB Mbl OyAeM OTTAIKMBAaThCA HMEHHO OT MOJIHOTO
3anpera.

2.10.2. Hactpouim no ymonuaHuto

Hactpoiiku no yMonuaHuio npexycMOTpeHbl TONBKO Ui 00Y4EHHA M Yallle BCEro OTKpbl-
BAalOT BO3MOXXHOCTH, KOTOpble He HY>Hbl, — 4YTOObI BBl OLIEHWIH MOLIb NMPOrpaMMbl H
MOTJIH NPUCTYNHTH K paboTe cpa3y nocjie ee YCTaHOBKH. JTO 3Ha4HT, yTo OyAeT paspe-
LIIEHO JTHIIHEE, YTO Y)Ke HapyliaeT nepBblil paccMOTpeHHbI npuHuMn. Jlake eciH ycTa-
HOBKa 10 YMOJTYaHHIO He JeNlaeT JOCTYMHBIMH BC€ KOMIIOHEHTHI IPOrpaMMBl, Yallle BCEro
HACTpOWMKH BCE paBHO OKka3bIBalOTCA HeOe30MacHbIMHM, NMOTOMY HYTO MOTYT COAEPXAThb
ofacHbi€ NapaMeTpbl WK Mapojik MO YMOTYaHHMIO.

Koraa ucnonb3yercs He Tak MHOro KOMaHJ ¥ MapaMeTpoB, JIyHlle 3aHATHCA KOH(HUrypa-
1Med nporpamMMsl ¢ yMcToro Jiucrta. Eciim npoueaypa A0CTaTOYHO CIOXHasA (APKUM MpH-
MepoM sapagercs sendmail), To mpolle Bcero OTTANKMBATLCA OT HACTPOEK MO YMOIYaHHIO,
nobapnss, U3MeHAA WK yaanssa knoud. [lake He nuiTalTech B 3TOM CITy4ae HacTPauBaTh
cucreMy ¢ Hyns. B npouecce kondurypupoBatus o6s3aTenbHO YTO-TO 3a6bIBaETCS, H TEM
CaMbIM MOBBILIAETCS BEPOATHOCTh OWMOKH. CIIOXKHOCTh KOH(HUrypalLMOHHBIX ¢aiios
B TOM, 4TO OHM MMEIOT TEKCTOBHIH hopMaT, M Bce HMEHA MapaMeTpPOB HYXHO HCaTh YeT-
KO W mojHocTblo. Ecnu omubuthes XoTa 661 B 0aHOM OykBe, MapaMeTp CTaHET BOCIpH-
HHUMaTbCA HEBEPHO M GyAeT HrHOPHPOBAThCA.

Korna Bbl nuiieTe MMA napameTpa WiK MyTh B $ailioBoii cucreme, 6yabTe BHHMATENbHBI
HE TOJIBKO K CJIOBaM, HO M K MX HanucaHHio. OC Linux YyBCTBHTENbHA K PErHCTPY UMEH
¢aiinoB u karaioroB. Ita 0cOOEHHOCTb UMeET 3HaYCHHE M JJIA HEKOTOPBIX KOH(Hrypa-
LMOHHBIX (aiioB.

2.10.3. Tlaponm no ymonuaxuio

MHorue ceperchl BO BpeMs YCTaHOBKH NPOIHCHIBAIOT MAPOJIH MO YMONYaHHIO. PaHbiue
B OC Linux sta npobnemMa cTosjia OYeHb JaXKe CEpbe3HO, MOTOMY YTO YCTAaHOBOYHbIE
NaKeTel MPOrpaMM He OOLLATHCH ¢ MOJB30BaTeNleM M He MOIIM MOMPOCHTh €ro 3aJaTh
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napoJb. Ecin 310 nporpamma, T0 MapoJib MOXKHO CIIPOCHTH NPU NEPBOM CTapTe, MOTOMY
YTO TYT BO3HHKHET XOThb KaKOW-TO BHU3YaIbHEIH KOHTAaKT C MOJIb30BaTeEM. A €CIH 3TO
CEPBHC, KOTOPBIA 3aITyCKaeTCs CHCTEMOH M HE HMMEET HMKAaKoro crocoba 3ampocHTh
y MoJb30BaTeNsl YTO-TO BBECTH?

Hanpumep, 6a3a nanneix MySQL nociie ycTaHOBKHM HCIONB3YeT VIS aAMUHHCTpPATOpa
YYETHYIO 3anuch 6e3 napois u ¢ MMEHeM root. 3TO MMA MOXKET BBECTH B 3a0.TyIeHHE,
HO BBl JIOJDKHBI 3HaTh, YTO 3TO UMA (JIOTHH) HUKAKOTO OTHOLIEHMS K CUCTEMHOM 3amucH
He UMeeT. OTO BHYTPEHHAA y4eTHas 3anuch 6a3bl JaHHBIX, U MapOJIM MOTYT W JIOJKHbI
6biTh pa3HeIMH. Cpa3y nocine yctaHoBkd MySQL Heo6xonuMo cMeHHTH Maponb JOCTYna.

KoH¢urypupoBaHueM OOBIYHO 3aHHMMAIOTCS NPOrPaMMHCTHI, KOTOpbl€é HACTPaMBaIOT
6a3bl oA ce6A M No4eMy-To JIFOOAT MCTIONB30BaTh MAPOIH MO YMon4aHHio. S cam mpo-
rpaMMMCT, U NpH pa3paboTke 6a3 AaHHBIX TOXKE MHOTIA TaK JAENalo B HaIeXJe, YTo 3a
MapoyiAiMH NPOCNEANT aAMHHUCTPATOP, a TOT HAJICETCA Ha MEHS, W MOTYYaeTCs, YTO MbI
06a He fenaeM BaKHBIX H3MEHEHHH.

[Maponu nNo yMOMYaHUIO MCIONB3YIOTCA He TOJNbKO B nporpamMmax H OC, HO H B CeTeBBIX
YCTPOICTBaX, TAKMX KaK MapLIpYTH3aTOPEl W YTNpaBisieMble KOMMYTaToOpul. B atu yct-
poiicTBa BCTPOEHa CHCTEMA 3aIUMTHI M aBTOpH3alMH. OQHAKO MPAKTHYECKH BCE OHU MpPH
MPOM3BOACTBE CHAabXalOTCA MPOCTHIMM HMEHAMHU M NapoiiMH — Tuna admin Ge3 naposns,
WK UM ¥ IapoJib B HUX YCTaHABJIMBAIOTCA OAMHAKOBBIMH.

B HHTepHeTe YK€ NaBHO CYLIECTBYIOT CITMCKH naponeﬁ I10 YMOJ/IYaHHNKO AJ1d pa3/IivdHbIX
yCTpOﬁCTB, NMO3TOMY HE 3a0bIBaifTe MX MEHATH MOCTIe YCTaHOBKH 060pynoaamm.

2.10.4. be3sonacHoCTb NPOTUB NPOU3BOAUTENBHOCTU

S yxe roeopuin, 4to 6€30MacCHOCTh U MPOU3BOJMTENBHOCTE MPECHAEAYIOT COBEPILEHHO
pasHble Lie/H, KOTOpBIE Yaile Bcero KOHQIMKTYIOT Mexcay coboil. Hactpausas cepsep Ha
MaKCHMaIBHYI0 6Ge30MmacHOCTh, NPUXOAUTCA BIJIIOYATh TAKHE CEPBHCHI, KK XyPHATHPO-
BAaHHE U CeTeBbIE IKPaHbl, 3 OHU PACXOMYIOT PECYPChI MpoLeccopa U 3aHUMAKOT MECTO Ha
amcke. M yeM Gonblie JOMOMHHTENBHBIX CITyXO BKITIOUEHO, TeM Goblie JIMIHKX 3aTpar.

Kaxapiii cepBrc MoxxeT ObITh HacTpoeH no-cBoeMy. Hanpumep, B pexume xypHanupo-
BaHHA MOXKHO 3aNMHCBIBATH B JKYyPHAIBl TONBKO OCHOBHYIO MH(OpPMALIMIO, YTO MO3BOJHT
YMEHBUIHTL HArpy3Ky, HO YBETHUYMT BEPOATHOCTB TOTO, YTO KaKad-ToO aTaka Npoiiier He-
3aMeYeHHOM.

A MOXHO cpenaTe Tak, 4To B )XypHan O6yayT nomagate aOCOSIIOTHO BCe COOOILIEHHSA.
B 3ToM ciTyyae MoBBIIIAETCA PAcXOl PECYPCOB M YBENWYHBAETCA MOTOK MH(pOPMaLMH,
B KOTOPOM BBl MOJXKETE YNYCTHTh BaXKHOE. A y XaKepa MOSBIAETCA LIAHC YIaYHO MpPOH3-
BecTH aTtaKky DoS, 3a6uB xypHan MycopoM [0 MpedenoB OUCKAa WIH ChEB BCE PeCcypChl
KOMIIBIOTEPA, 3aCTABHUB €r0 TOJIBKO M JAENaTh, YTO MUCATh B XypHal1. OT nepenoiHeHus
JMCKa 3aLIMTUTECA MOXKHO, €C/IM peal30BaTh HUKTHYHBIN JKypHA, HO B 3TOM ClTy4ae
MOJXKHO CJieNlaTh BO3MOXKHOH aTaKy, MPH KOTOpOH Xakep OyneT 3aTHpaTh JaHHbIE Xyp-
Hana.

PasnuuHeIX BapMaHTOB HamafeHHs O4YEHb MHOTO, W 3aINMLIAIOIIAACA CTOPOHA BCerjaa
HaXOJMTCA B HeMHOro 6osiee ya3BMMOii no3uLHM. TIpuxoauTcs BEIGHpPaTh 30710TYI0 cepe-

OVHY.
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Bo Bpems koH}HUrypHpoBaHUs cepBepa H €ro CEpBMCOB BBl AOJDKHBI HCXOOUTH U3 MPUH-
1Mna Heo6xoauMoH gocTaTouHocTH. CieayeT NPUHUMATh BCe MEPEI, YTOOBI cepBep WiH
KOMIIBIOTEP yBCTBOBAIM ce0s B 6€30MacHOCTH, HO NPH 3TOM paboTany Kak MOXKHO Mpo-
u3BoaMTebHEEe. UTOOBI ybenuThcs B HOpMaibHOM OallaHce 3THX MapameTpoB, Mociie
OKOHYaHMsI KOH(UTrypHpOBaHHA HEOOXOOMMO 3acTaBUTh cepBep paboTaTh MpPH MaKcH-
MaJbHO BO3MOXKHOHW 3arpyske (ompenensieTcs IUTaHUPYeMbIM KONIMuYeCTBOM o6pabathl-
Ba€MBbIX 3alPpOCOB B MUHYTY, YMHOXKEHHBIM Ha 2). Ecniu cepBep cnpaBHUTCA C MOCTaBJICH-
Ho# 3aiayeii U cMoXkeT 00paboTaTh BCe 3ampoChl KIIHEHTOB, U TIPU 3TOM ellle OCTaHeTCs
3anac B NPOM3BOJAMTENIBHOCTH MPOLIECCOPa, TO MOXKHO BBOAWTH MALIMHY B BKCIUTyaTa-
uvto. MHadye Heo6X0aAMMO M3MEHATh KOHHMIYpaUMIO WIH HapaluBaTh MOIIHOCTh KOM-
nbloTepa. Y Bac BCeraa JOJLKeH ObITh Mo pyko#i 60/bLI0# 3armac MOIHOCTH, W60 nHorAa
TIPEBBILIAIOTCS JaXKe CaMble MECCUMHCTHYECKHE OLIEHKH Harpys3KH.

Mee npuxoautcs paborats ¢ caiftamu e-commerce (caifiTaMi MHTEpHET-Mara3uHoB) JUIs
poinka CIIA, u o6beMsl TpadHka, KOTOpPBIN MpoxoauT nepen PoxxaecTBoM, myraroouiye.
MHe naxe CTpallHO MpeacTaBUTh, Kakue 0O0BEMbl Tpaduka y COLMATBHBIX CeTel MM
y Google.

2.10.5. BHumarenbHOCTDL

OnHo#t W3 cepbe3HEHIUWX Yrpo3 I KOMIBIOTEPHOH CHCTEMBI SBJISETCS BHUMATENb-
HOCTBb, a TO4Hee, ee oTcyTcTBHe. Kak o0AT roBopuTh, 3TO yenoBeveckuii dakrop. OT-
CYTCTBHE BHMUMATEIBHOCTH MPUCYILIE MHOTMM, H MHE B TOM YHCIIE, U 51, paboTas Haj KHH-
ro#, peryJsipHo 4TO-TO yMycCKato U3 BuAy M Aenato omubku. Kongpurypauus OC Linux u
ee CEepBHCOB B 3TOM OTHOMICHHH Gonee 4yBCTBUTENbHA, OCOOEHHO €CJIU )11 HACTPOHKH
l'lpaBPlTb HernocpeACTBeHHO KOH(UrypauuoHHsle ¢aiiel. OnHa ManeHbkas ommnbka Mo-
JKET OCTAaThCH HE3aMEUEHHOM, HO OYeHBb CHJIBHO MOBJIHATE Ha paboTy cepBepa.

Bce ceppe3Hble H3MEHEHHUs, KOTOphle Mbl TIPOBOANM Ha CepBepax, CliedyeT AeaaTh TOJb-
KO T0J1 IPUCMOTPOM Apyroro 4yenoeeka. [IporpaMMHUCTEI yxke JaBHO UCIONB3YIOT MOAXO
Code Review (npoBepka koaa IpyruM 4eJIOBEKOM) — B Cllydae ¢ KoHUrypauuen xena-
TEJIBHO AENATh TO JKE CaMOe.

MHe, kak NporpaMMHCTY, MHOTJa MpPUXOOUTCs 3amyckath SQL-koMaHIbl Ha cepBepax,
YTOOBI H3MEHUTH WM OGHOBUTH JaHHble. Takoe ObIBaET HE YaCTO, HO BCE XKE CITyyaeTcs.
H B Takux cimydasx s He OOBepAlO CBOEMY ONBITY. Sl MULy KOMaHIbl, KOTOPblE HY)KHO
BBINOJIHNTE, 30BY KOr0-HUOY b M3 NPOrpaMMMCTOB, KOTOPBIi Oy/IET CTOATH PAIOM H Clie-
JWTh 32 OTAaBaEMBIMH MHOW KOMaHAaMH, U Mbl BIBO€M BbINosHAeM Bce. OmpIT — 3TO
XOpOLLO, HO BOT OLUMOKY MOXKET COBEPIUINTD KKABIH.

Korna kakoii-nmu60o cepsep aan c6oif, 1 Hy>)KHO KOH(pHIypHpPOBaTh €ro Ha XOXY, TO MbI TaK
e paboTaeM Haa KOHQUrypHpoBaHHeM Mo ABoe. B 3ToM Huyero crpaluHoro Her. [o-
MOIIBb HHMKOI /2 IMLIHeH He ObIBaeT, Aaxke nocie 25-neTHero ctaxa pabotst B UT.

I'paduyeckue yTwiutsl 6osiee 6€30MacHbl, MOTOMY YTO KKH0€ AHCTBHE MPOBEPAETCA U
KOHTpOJIMPYETCsl NIPOrpaMMoOi, 4Yero He MOXKET clieNlaTh TEKCTOBas KOMaHIHas CTpoKa.
I'pacduueckne nporpaMmel MoryT GeITh ynoOHee M HarnsAaHee (XOTA M He BCETAa ABJIAIOT-
Ci TaKOBBIMH, TIOTOMY YTO 3TO 3aBHCHT OT MX pa3paboTyuka), HO KOH(HIypHpOBaHHE
¢aiinop HanpaMyto 6onee 3¢ dekTHBHO, 0COOEHHO NMPH YAAIEHHO! HacTpoiike.
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2.11. O6HoBneHue

Her, MBi ceifyac He OyaeM ropoputh o ToM, kak o6HoBnaATe OC Linux, — MBI TOJBKO YTO
YCTaHOBHIH ee. S MHIb X04y cKa3aTb, 4To o6HOB/IeHHe OC H ee cepBHCOB ABJIAETCA He-
06XoAHMBIM H CaMbIM BROXHBIM B CTpaTerMM nocrpoeHus GesomacHoi cpensl. OueHb
CNIOXHO €O3AaTh abCOMOTHO HAEATBHYIO M Ge30macHyl0 CHCTeMy — IIOYTH Be3Je ecTh
OLOMOKH, MOTOMY YTO MPOrPaMMBI MHILET YeIOBEK.

ITporpaMMHCTEI, KOTOpPBIE HLTYT KO, — 3TO TOXKE JIIOJH, KOTOPhIM CBOHCTBEHHO OMIH-
6aTbcs. OHM oMOGAIOTCA, M KOT/a KTO-TO HaXOJMT 3TH OIIMOKH (CaMM MpOrpaMMHCTHI
MJTH XaKepsl), BLIMYCKAIOTCA NaT4YH/MCIPaBIICHHA, KOTOpBIE HEOOX0OMMO YCTaHARIMBATS,
M JKeJIaTeIbHO 3TO JENaTh KaK MOXKHO CKOpee I0C/I€ HX MOABICHHA.

VA3BUMOCTH HHOTZIa TIOABJIAKOTCA paHbllle, YEM Bbl YCMEBAeTe CKayaThb M YCTAHOBUTH
nporpamMmy. PerymsapHo ciemuTe 3a MOABRIAIOIMIMMHCA YTPo3aMH M OGHOBNAHTE CBOIO
CHCTEMY, H Ball COH Oyner Goee CIOKOHHBIM.

2.12. Yctpoucteo Linux: aapo u moaynm

A ne 6ymy 3aech BaaBaThes B caMble Iry6okune ne6pH ycrpoticrea Linux, Ho o 6a30BBIX
BElNax MbI MOTOBOPHM, M s MOCTApalOCh 3aTPOHYTH JIMIIB T€ BOMPOCHI, KOTOPbIE MOTYT
BaM NPUTOMTHCA.

Cepaue moboii OC — 3to ee aapo (Kernel). ¥ Linux saapo pacnonoxeHo B katanore
/oot 1 UMeeT UM (aiina vmlinuz-xxxx, rae xxxx — HoMep BepcuH. Bepcuu uMeHHO Aapa,
a He OC.

B katanore /boot MOXeT HaXoAHTLCA Gonee oaHoro ¢ailna spa, M Kakoil HMEHHO 3arpy-
’aTh U3 HHUX NPH CTapTE CUCTEMBI, ONpeaeIAeTCS KOHGHIypaLHei 3arpy3yHKa.

CoBpeMeHHbIE BEPCHH AApa Linux HMeIOT MOAYNbHYIO apXHTEKTYpY. B ynmoMaHyTom pa-
Hee ¢ailte Aapa HAXOAMTCA TOJNBKO HeoOXoauMbIi ¢yHkuHMOHaN. OH ABIAETCA CaMbIM
BAXHEBIM, IIOTOMY' YTO, €CJIM B A1pe €CTh OMMOKH WIH KaKHe-TO NpobiaeMbl COBMECTHMO-
CTH, TO mpo6JieMsl 6yAyT y Bcell CHCTEMBI.

Moxymu aapa Linux nossossior nerko 1o6aBiaTe HEOOXOAUMEIH crucTeMe QyHKIHOHA,
OHH MMEIOT pacliupeHHe ko M pacnioniokeHHl B KaTanore Mlib/moduleshooo, TA€ 00t — TaK
e HoMep BepcHu anapa. Ecim sapo Linux 3aHHMaeT Bcero HeckoJbko MeraGa#T, To Mo-
Iyneii cefiuac ycranasnupaerca 6onee 100 meraGaiit.  naneko He Bce OHH 3arpyxatotTcs
aBTOMaTHYECKH IIPH CTapTe CHCTEMBI.

IToueMy Tak MHoro Moxyne#t aapa? BonpuHHCTBO 3THX (ailnoB MpeAcTaBIAOT co6Oi
ZApaiiBephl PAa3THYHBIX YCTPOHCTB — M TaKoe KOJIMYECTBO Momyiei mo3sonder Linux
HOJAEPXKUBATH OTPOMHOE KOJIMYECTBO PaIHYHOTO 06OPYAOBaHHUA MPAMO «H3 KOPOOKH».
B 3aBHCHMOCTH OT YCTaHOBNEHHOro 00OpYZOBaHHA, MOXET 3arpyXKaTbCsl TOT WIH MHOM
MOJyNb, TaK YTO O4YEHb YaCTO BaM H He NMPHXOMMTCA UCKaTh Apaiisep B UHrepHere.

Jlna nobGamneHna B cHCTEMY HOBBIX BO3MOXKHOCTEH ee BOBCe He TpeOyeTcsa neperpyxarhb
NOJIHOCTEBIO, JOCTATOYHO TOJIBKO 3arpy3HTE HYXHBbIH MOAY/b. TO U MPOHCXOIHT, KOraa
BHI MOJIK/MIOYAETE KAKOE-TO HOBOE YCTPOHCTBO, — HanpuMmep, o USB.
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C ToukH 3peHHs 6€30MacHOCTH M, BO3MOXHO, iaKe MPOU3BOAUTENBLHOCTH, Ha CepBEpax
AAPO MOXKHO ITEPEKOMITHIIMPOBaTh H BKTIOYHTB B HEro Bce HeoOxoauMele MoxynH. ITocne
3TOro JMHAMHYECKYIO 3arpy3Ky MOXYJEH CleQyeT OTKIIOYHTh, IOTOMY YTO K CepBEpaM
He TaK 4acTo noaxmo4alot ycrpoiictsa no USB, na u o6opynoBaHHe MEHAIOT HE CTONb
4acTo, YTo6kI MOHaNOOWIack 3arpy3ka MOIYyJeH.

Ho naxe ecnu BBl paboraeTe He ¢ cepBepHO CHCTEMOI, JIydille NMEpeKOMITHIHPOBATh
AIPO H BKUTIOYHTH B HEro TOJNBKO HeoOxomumble BaM Moxynu. [Ipon3Boaurend AMCTpH-
6yTHBOB He JIENaloT 3TOro, MOTOMY YTO ONBITHBIH MOJB30BaTENb CMOXET clieIaTh Noao0-
HOE caM, a BKJIIOYaTh B Apo BooGlIe Bce MOTY/IM HE MMEET CMBICIIA, OTOMY YTO CJIOXK-
Hee Oyner ero 0O6GHOBIATH, KPOME TOTO, BO3MOXKHO, ITPH 3TOM NpPUAETCA 3arpyXaTth B na-
MATH JIHIIHHE MOIYJIH, KOTOPhIE Ha CAMOM JieJie HE HY)XXHBI.

Ilpn MOHONMTHOM sA/pe, KOTrJa BCce CKOMIIWIMPOBAHO B OIMH ¢aiu1, OGHOBIATH €ro,
B 00IEM-TO, HE TaK YK H CJIO)KHO — IHPOCTO TpebyeTcs BHINOTHEHHE HEKOTOPBIX JIMLI-
HHUX JAelficTBHH, KOTOPBIE HE CTOST TOro, YToORI enaTh MX Ha JOMAIHUX CHCTEMaXx, Mo-
3TOMy AoMallHHe Linux-KOMNBIOTEpBI OCTAaBIAIOT ¢ MOAYJbHOH apxurekTypol. Ecte
MPOEKTHI, KoTopble ynpomaior obHOBIeHHe — Hampumep, Dinamic Kernel Module
Support, KOTOpEI# NO3BONAET AMHAMHYECKH NEPEKOMITWINPOBATL AAPO NMPH YCTAHOBKE
HOBO# BepcHH. Tak 4TO KOJTMUECTBO TUIOIHHX JeHCTBUI NeCTBATENLHO OUYEHD MAIO.

2.13. YcraHoBka AONONHUTENbHLIX NAKeTOB
8 Ubuntu

JlaBHBIM-aBHO, KOTJ1a TOJBKO-TO/bKO pasBaiwica Coserckuit Colo3, H caxap AaBajiy 1o
TaJIOHaM, MporpamMMbl B Linux ycTaHaBIMBAIHCh C MOMOIUBIO HX KOMITWIMPOBaHHMS M3
MCXOJHHKOB. D10 AaBano BoaMokHocTh OC paGoraTe Ha pa3HoMm <kenese», a UNIX-
CHCTEMBI, K KOTOPBIM OTHOCHTCA ¥ Linux, Torma npHXOoIWIOCh CTaBHUTh HE TOJNBKO Ha
npoueccops! Intel, Ho 1 Ha npoueccopsl IBM wnu Sun, koTophie HE GBUTH COBMECTHMBI
¢ uHCTpyKIMAMH Intel. B Te BpeMeHa MMeNo CMBIC pacpOCTPAHATh MpOrpaMMbl B HC-
XOIHBIX KoAax Ha A3bike C M W3 3TOr0 MCXOJHOrO KoAa coOHMpaTe IpOrpaMMel MOJ
pasHbie IwaTtdopMEl.

Ceituac nomunupyet Intel U ero HaGop MHcTpykumii. Bawkaimmni koHKypent AMD
MPOU3BOIMT COBMECTHMBIE MPOLIECCOpH!, H Aaxe Apple (maHui mobutens IBM) Toxe
nepewen ¢ npoueccopoB PowerPC Ha Intel.

Bce MeHbine pazHooOpasus M Bce Goblie monb30BaTenell KOMNbIOTEpoB B MHpe. B Ta-
KOH CHTyallMH He MMEET CMBIC/IA 3aCTaB/IATh NONb30BaTeNeH KOMITMIMPOBaTh NMpOrpam-
MBI M3 HCXOINHBIX koloB, M pa3paGorunkn Red Hat pemmnm cosmate Gonee mpoctoid
METOJ] YCTAHOBKM — rpm. 310 nmporpamMma U ¢opmar daitiia B oiHOM (iakoHe, KoTopast
YCTaHaBJIMBAET YK€ 3apaHee OTKOMIMIHPOBAaHHBIE MPWIOKEHHA. Takue MakeTsl J0CTa-
TOYHO Jierko HaiTuH B MIHTepHeTe WM B CHELHATBHBIX PEMO3HTOPHAX MpOH3BOAMTENEH
IUCTpHOYTHBOB.

Paspa6orunkn Debian (Ha Hem ocHoBana Ubuntu) nouuti apyraM myteM. OHH peliiu
co3gath Gonee MPOABHUHYTHIH MHCTPYMEHT, KOTOpbIH OyIeT He TOJILKO YCTaHaBIMBATh
NPOrpaMMy, HO H CJIEMTh 33 3aBHCUMOCTAMH. J[esio B TOM, YTO s paGoThl KakoH-TH60
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ompeneaeHHOi MporpaMMbl MOXET MOHANOOHUTLCA ONpeAeneHHas 6HOIHoTeKa, U HYXHO,
4T0OBI MPOrpaMMa YCTaHOBKH MOTJIa CAMOCTOATENRHO HaXOJUTh TAKHE 3aBUCHMbIe 6HO-
JIHOTEKH H YCTAaHABNHBATh UX B CUCTEMY.

3aeucumocTH B Linux ObinH cephe3HOi npobieMoit, ocobeHHO B Hayase ee MyTH, MOTOMY
YTO MPWIOXKEHHUA MOTNMM He paboTaTh MO HEMOHATHBIM MPHUYMHAM (B OCHOBHOM, H3-3a
OTCYTCTBHA HY)KHO#M 6MOIMOTEKH), H BCE 3TO MPUXOAWIOCH pelaTh «pyKaMu». 3T0 OHa
M3 NPUYHH, Mo KoTopoH Linux B cBoe BpeMs 3aBoeBasia ClaBy CJIOXHOTO AUCTPHOYTHBA,
XOT# y)Ke 1aBHO TaKOBOH He ABJIAETCA.

Hrak, Debian cosmaer cBoii MHCTpyMeHT M HasbiBaeT ero Advanced Packaging Tool
(apt), XOTOpBI# 0 CHX MOP MCTONB3YETCHd B AUCTPUOYTHBAX, BEIYLINX CBOE MPOHUCXOXK-
nenue ot Debian, Bxmouvas Ubuntu.

Y0 K, He YCIIENH Mbl YCTAaHOBUTH CHCTEMY, KaK TYT JK€ HAaUHHAEM TOBOPHTE O €€ pac-
IIMPEHHH ¢ MOMOIUBIO YCTAHOBKH JOMOMHUTENBHBIX mporpamM... B Ubuntu ana storo
CAYXMT KOMaHIa apt-get. OHa noTpebyeT npaB aAMHUHMCTPATOPA, NMO3TOMY BBLITIOJIHATH
ee HeoOX0IUMO U3 MOJA sudo.

Cpa3y Ke JTy4ylie pacCMOTPETh HECKOJIBKO KOMaH],, NTOMOraromux yCTaHOBHTh AOMNOJHH-
TCJIBHBIC NMAKECTHI. I[J'lﬂ 9TOrO CIIYXKHT ONUMA install:

sudo apt—-get install mc

3nech 1 MCMONB3YI0 KOMaHIY sudo, IOTOMY YTO HaJE€IOCh, YTO Bbl paboTaeTe BCe ke He
¢ npaBaMH agMHUHHMCTpaTopa. B jnanbHeiiiieM s He Oymy xaxaelii pa3 yka3blBaTh sudo,
XOTA NOCTapaloCch AENaTh 3TO KaK MOXHO 4allle, YToObl MOKa3aTh, KaKHMe KOMaH/bl NpH-
BWIETMPOBAHHLIE U TPEOYIOT MOBBILICHHBIX NMpaB. YCTAHOBKAa HOBBLIX CHCTEMHBIX MpO-
rpaMM — KOHEYHO e, PUBHIIETHPOBaHHAA ONepauus.

IMocne napaMeTpa install YKa3biBaeTCs UM nakeTa. B HallleM cilyuyae B kauecTBe MpH-
Mepa s BbiOpan nporpammy Midnight Commander (xomaHzaa mc), ¥ BbiOpan ee He CiTy-
YaifHo, MOTOMY 4TO O Heil MbI 6yIeM roBOpHTh yXke B pa3o. 3.1. Ilo ymonuaHHIO MeHex-
xKep (ailtoB mc He YCTaHAaBIHBAETCA B CHCTEMY, HO BOT TaKo# MpOCTOH KOMaHAOMH ero
MOXXHO YCTaHOBHTb.

Ecnu pe3ynbTar BbINOTHEHAA KOMaHIbI apt-get 3aKaHUMBAETCA coobleHneM 06 oumbke
(nakeT He HailieH), To, CKopee Bcero, JIokanbHas 6a3za AaHHBIX B BalleH cMcTeMe He 00-
HoBjeHa. B ¢aline /etc/apt/sources.list HaxoauTca crucok agpeco (URLs), no kotopeiM
apt-get MOXeT HaliTH M yCTAHOBMUTH TIakeThl MporpamMM. Uro6el 06GHOBHUTb JOKAIBHYIO
6a3y, HyXKHO 3aIyCTHTb IPOrPaMMYy C KITIOHOM update: '

sudo apt-get update

Teneps MOXKHO MONPOGOBaTH ellle pa3 3aMyCTHTh install mc, M Ha 3TOT pa3 Bce JOJDKHO
NPOHTH YCMEIIHO — YXKe Ha dTafe YCTAHOBKM OydyT MpoBepeHbl BCE 3aBUCMMOCTH M
YCTaHOBJIEHbI HEOOX0AMMble GUOIHOTEKH.

Cobpatb 3aBHCHMOCTH MOXKHO M OTIEJIbHOH KOMaH/IOM:
sudo apt-get build-dep mmA_nporpamvel
YcTaHaBIMBaTE MOXHO Cpasy MO HECKOJIBKO [IPOrpaMM, YKa3as X Yepe3 npobe:

sudo apt-get install mmsa_nporpamMull uMa_MNpoTpaMMe2
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Ecnu BBl HE XOTHTE peasibHO YCTaHAaBIHBATh MAaKEThl, a TOJBKO MOCMOTPETh, 4TO OyaeT
YCTaHaBJIMBATLCH, TO MOXHO MCIIOJIB30BaTh KJIIOY -s (simulate, CHMyIHpOBaTh YCTAHOBKY):

sudo apt-get -s install mc

Jl14 npoBepKH 3aBUCHMOCTE# HY)XXHO BBIIIOJIHHTD KOMaHIY:
sudo apt-get check

Ecnn HY>XHO UCNTpaBUTh 3aBUCHMOCTH:

sudo apt-get -f install

YnaneHue paHee yCTaHOBJIEHHOH MpOrpaMMbl MPOMCXOIUT TaK XK€ MPOCTO, KaK M ycTa-
HOBKa:

sudo apt-get remove VMA_POTPaMMEL

Ecnu xakas-to [porpaMmma Oblna YAalli€Ha, HO OCTAJIMCh 3aBUCHMOCTH, TO MOXHO aBTO-
MaTHYCCKH YJANHUTH BCC JINIITHEC!

sudo apt-get autoremove

Jina ycTaHOBKH OOHOBNIEHM YK€ YCTAHOBJIEHHBIX NPOrPaMM BBINIOJIHSEM CIIEAYIOLIYIO
KOMaHJy:

sudo apt-get upgrade

Yrobb1 06HOBUTE caMy OC, BEINOTHAEM KOMaHAy:

sudo apt-get dist-upgrade

Cnenymomyo TpoiiKy KOMaHJ KENIaTeIbHO BBINOJHATH PEryjApHO Uil YCTaHOBKH 00-
HOBJIEHMIA:

sudo apt-get update
sudo apt-get upgrade
sudo apt-get dist-upgrade

Bce 3TH KOMaH[b! O3BONIAT BaM COEpKaTh Baury konuio penusa Ubuntu ¥ ycTaHOB/IEH-
HBIX MPOrpaMM B OOHOBJIEHHOM COCTOSIHMM, HO Ha HOBBIH pelN3 aBTOMaTHYECKH BhI
He nepeiinere. Ecnu Beiies1 HOBBIi penu3, a He MPOCTO OOHOB/IEHUE CYIIECTBYIOLIETO, TO
Ha HEro MOXKHO TNepeiTH KOMaHAOiA:

sudo do-release-upgrade

2.14. YcraHoBKka AONONHUTENbHLIX NAKeToB
8 CentOS

B CentOS — napyroii MeHemKkep nakeToB, M XOTA OH paboTaeT MPUMEPHO TaK XKe, pa3iu-
4K BCE K€ ecTb. UTOOBI yCTaHOBUTH yXke YMOMHHaBIIylocs B pa3o. 2.13 mporpamMmy
Midnight Commander (komMaHaa mc), Hy’KHO BBIIIOJHHT CJIEAYIOLIYIO KOMaH/y:

sudo yum install mc

3neck mc — UM nakera, KOTOpBlif'l MbI XOTHM YCTAHOBHTb.
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OG6HOBJIEHHE MaKeTa mc:

sudo yum update mc

Ecnu He yka3piBaTh UMA MaKeTa, TO KOMaHJa yum OOHOBHUT BCE YCTAHOBJIEHHBIE MTAKETHI.
IMpoBepuTh Ha HANTMYKE OOHOBJIEHHI MOXCHO TaK:

sudo yum check-update

A YIQJIHTB NaKeT TakK:

sudo yum remove mc

2.15. PepaxtupoBaHue gaiinos

B Linux xoH}Hrypaimsa XpaHuTcs B TeKCTOBBIX daiinax, U npexie 4eM ABHraTbcs Aaib-
1e, HeoOX0AUMO PacCMOTPETh, KaK MOXKHO pPelaKTHPOBaTh (aitbl.

OneITHBIE AIMMHHCTPATOPB! NMPEANOYHTAIOT UCMOABL30BaTh YTHIUTY Vi. 3TO JOCTAaTOYHO
CJIOXKHBIH TEKCTOBBIH pelakTOp, KOTOPOMY MOXHO MOCBATHTbL OTAEBHYIO KHHTY. YToOBI
COKOHOMHTb MECTO 3/1€Ch, i PEKOMEHIYIO MPOYMTaTh COOTBETCTBYIOLLYIO CTaThlO Ha
MoeM caifte: http://www.flenov.info/story/show/Tekstovyy-redaktor-vim.

GNU nano 2.9.3 ~ /etc/hosts

host . localdomain localhost
. localdomaing localhosté

alnet
i 31 1lnodes
h-allrouters
ipe-allhos

hhere Is ] y W& Cur Fos M-
B Feplace ncu M Go To Line =4

Pwuc. 2.7. Ubuntu: peaakrop nano
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Ha BTOpOM Me€cTe no momynspHOCTH HAeT peaakTtop nano. OH HAMHOTO MpOILE, U A pe-
KOMEHIYIO ero Aii HaydHatomux. [Ipasiina paboTel ¢ 3TUM peaakTOpOM A Tak e Npea-
CTaBHJ Ha cBoeM caiite: http://www.flenov.info/story/show/Nano-tekstovyy-redaktor.

Ib'lﬂ p€AaKTHpOBaHHA d)aifmon C NMOMOULIBIO NANO BBHIMNOJIHACM KOMaHOY:

nano mMA-damnina

OuyeHp 4acTO KOHGHIypauMOHHbIE (pailipl 3alNMILEHB OT PEJAKTHPOBAHHA, MOITOMY
TPUXOANTCA BBIMOJHATDL MX € sudo. HanpuMmep, cnemyiomas koMaHaa 3amycKaeT peaax-
TUpoBaHHe Qaiiia hosts:

sudo nano /etc/hosts

Pe3yneTat BHIMONHEHHA KOMaHABI MOKa3aH Ha pHc.2.7. O6paTHTe BHMMaHHE Ha HHX-
HIOIO 4acTh 3KpaHa — 3/1eCh HaXOAATCA MOJCKa3kH koMaH[ paboThl ¢ pegakTopoM. CuHM-
BON ” o3Havaer Kiasuury <Ctrl> — T. e. 3anmch M3MeHenni OyaeT BHIMOMHATECA HaXka-
THEM KoMOMHaumu wiaBum <Ctrl>+<O>, a BbIXOA H3 MpPOrpaMMbl — C TOMOILBIO
<Ctrl>+<X>.






FMABA 3

Hobpo noxanosats 8 Linux

B 3To#i rnaBe Mbl HaYHeM 3HaKOMHUTBCSA ¢ camoii Linux. Hagerocs, 4To Bel yxe ycTaHOBH-
JIM CHCTEMY, a HE IPOCTO NMPOYMTANH MPEABIAYILYIO [NIaBy, IOTOMY YTO BCE, YTO MBI CTa-
HEM 3/1eChb pacCMaTpHBaTh, JKEJIaTeNbHO TYT e MPOBepATh Ha npakTuke. Tak Marepuan
Jydille OTJIOKHUTCA B MAMATH H YCBOHTCA — MO KpaiiHeil Mepe, Tak MPOUCXOAUT CO MHOIA.
IpakTHka — my4lumii yauress.

Ham npeacrout noGiirke NO3HaAKOMHTECA € (ail/IoBOH CHCTEMOMH, OCHOBHBIMH KOHOHTY-
pallMOHHBIMH ¢aiilaMH U KOMaHJaMH, KOTOpble MPHrOMATCA B KKNOAHEBHOH paborte.
OC Linux MoxeTt paGoTaTh B JBYX pe)kUMax: rpadpuueckoM H TekcToBoM. S Oyny 60:b-
Ile BHHMaHHA YIEJATh TEKCTOBOMY PeXHMy U KOMaHIHOM CTPOKE, OTOMY YTO MBI BCE
K€ roBOpHM O 6€30MacHOCTH, KOTOpas noJpa3syMeBaeT cepBephl, Ha KOTOPBIX rpaduue-
CKMi pexxuM He Hcnonbdyercs. KoHeuHo, rpadguyeckuii pe)kHM MOXHO BKIIIOYMTH M Ha
cepBepe, HO 3TO Ha CaMOM JieJie JIMIIIHEe.

S nocraparock Moka3aTe BaM IPEHUMYIUECTBO KOHCOJM Mepel KypcopoM Meimu. Jleno
B TOM, 4YTO CEpBEpHI 3a4acTyi0 00XoAATCA Jaxke 6€3 MOHMTOPa H, Kak MPaBHIO, HAXOAAT-
sl ITIe-TO B OTJAJIEHHOH cepBepHOM. YIpaB/ieHHE UMM MPOM3BOAUTCS Yepe3 YAAIEHHYIO
KOHCOJIb, U BH3yaslbHble BO3MOXHOCTH Linux He 3aneicTByrorcs. Torma 3auem 3arpy-
JKaTh TsOKeNble rpapuyeckde OUONMOTEKH, ¢aiinbl U mpoure TakWe pecypchl? Ha moi
B3I, 3T0 GeccMBICIEHHOE pacxofoBaHHWe namsaTH. Kpome Toro, mp NoakIO4YeHHH
K ynaneHHoii cucteme uepe3 SSH pacxon Tpaduka HeBenMK, ¥ 3pPEKTHBHO YNpaBnaTh
CEepBEpOM MOTyHaeTcs Jaxe yepe3 MoOwibHbIA MHTEpHeT.

Cepsepsl, koToprie 1 noaaepxusaio, Haxoaatcs B CIIA, a s paborato u3 TopoHro,
M €AUHCTBEHHBIH cnocob MoIyYyUTh BO3MOXKHOCTD YHPABJIATL 3THMH CEpBEpaMH — MOJ-
KJIFOYAThCA K HUM yIaIeHHO U3 KOMaHAHOH CTPOKH.

Kone4Ho, He Bce kommbioTephl Ha 6a3e Linux ABNAIOTCA cepBepaMy — JOMailHUE CTaH-
UMK Toxe MoryT paboTarh Ha atoii OC, u TyT yaoOHee rpaduueckuii uHTepdeiic, koro-
phifi He0OX0MM U151 paboTEI C MOJIB30BATETLCKUMH YTHIMTAMH H IPOrpaMMaMH.

Kak BuzauTe, BO3MOXKHOCTB paboTaTh B ABYX PeXKHMaxX — 3TO NpenMyluecTBo Linux, a He
Henocrarok. C HenaBHHX nop B Windows Tak >ke MOSABWIAch BO3MOXHOCTB 3arpy»xarth
TOJILKO A1po M paboTaTh B KOMaHOHOH cTpoke 6e3 rpaduyeckolil 060M04KH, YTO NO3BO-
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JIS€T COKOHOMMTh NaMATE W MOBLICHTL HaJexHocTh 3Toii OC. Korma He BiJIOuYeHsbI rpa-
¢uueckue 6M61MOTEKH, TO U NMPO6JIEMBI ¢ HUIMH OTCYTCTBYIOT. CKOJIBKO pa3 Mbl BUIAEH
CHHHe 3KpaHbl ¢ olMbkamu B ApaiiBepe BUAECOKAPThHI?

3.1. $annosaa cuctema

Ilpexpe ueM nepeHTH K HacTpoikaM CHCTEMbl, HaM HYJKHO IO3HAKOMMTBLCA MOOIKE
¢ ¢aitnosoii cucreMoii Linux. O ee cTpykType MBI yrke HEMHOTO ITOrOBOPHITH B pa3d. 2.3,
KOr/ia 3aHMMaJTUCh pa3OHeHHEM JKECTKOro AMCKa Ha pasaenel. B 1abn. 2.1 Gbumm npen-
CTaBJIEHBbl pa3/ielibl, KOTOPBIE MOXHO CO3/aTh B Linux, a 3T0 He 4TO HHOE, KaK OCHOBHbBIE
ManKH, HaXOAsAIHKecs B KOpHe (aiIOBOH CHCTEMBI.

Teneps, HaBepHOE, HyXHO ObL10 GBI PaCCMOTPETh KOMaHbl, C MOMOLIBIO KOTOPbIX MOX-
HO YNPaBIATh KaTaloramMu U ¢aitnamu, a Takke NpOCMaTp1BaTh H peaakTHpoBaTh UX. Ho
MBI 3aiiMeMCA 3THM 4YYTb I103XKeE, a celfuac A XO4uy paccka3aTb BaM 06 OAHO# O4eHb Mo-
ne3noii nporpamme — Midnight Commander (MC). 3to ny4iiee cpeIcTBO 1)isi peILICHUs
BCEX OMMCaHHBIX paHee 3aday. [IporpamMma npucyTcTBYeT B GONBIIMHCTBE AUCTPHOYTH-
BoB. [Ina ee 3amycka HaGepuTe B KOMaHAHOH CTpOKe mc M HaxxMuTe knasuiy <Enter>.
Ecnu nporpaMMa Ha KOMMBIOTEpe He OOHapYXWUTCA, TO €€ Haf0 YCTaHOBHTh, M KaK 3TO
cAenark, OBLIO ONMUCaHO B paso. 2.13.

daitnosriit MeHemxep Midnight Commander sBnsieTcs aHaoroM 3HaMeHHTOro Qailio-
Boro MeHemkepa Norton Commander, pa6ortaswero B MS-DOS. Ux dyHkuuu u naxe
BHELIHHU# BUA o4yeHb noxoxu. U ecnn B MS-DOS Takas yrunura 6bi1a He06X0IMMOCTBEO
H3-3a cabbiX BO3MOXKHOCTEH KOMaHAHOH CTPOKH, TO B Linux 3T0 nmpuATHOEe W yno6GHoe
nononHeHHe. Tak 4YTo ecnu Bbl 3HAKOMBI ¢ TOW MAMATHON YTHNUTOM, BaM OydeT ouyeHb
MPUATHO HOCTIBIHPOBATH MO CTAaphiM A00pbIM BpeMeHaM MS-DOS, cuns B coBpeMeH-
Ho#t Linux. ITporpamma MoxeT paboTaTh Kak B TEKCTOBOM pexkuMe Linux, Tak U B OKHe
TEPMHHA/Ia OKOHHOTO MEHEKepa.

[ToyeMy s HauMHalO 3HAKOMCTBO ¢ ¢aitiioBo# cHCTEMOI ¢ 3Tol nporpammel? OHa npocTa,
yno6Ha ¥ HarinagHa. He HyHO 3alOMMHAaTh MHOXKECTBO KOMaH KOMAH[HOM CTPOKH,
U ¢ 3To#l yTHinToH Mo6AaT paboTaTh He TONLKO HaYMHAIOLIME, HO M OMbITHLIE Mpodec-
CHOHAJIBI. )

Ha puc. 3.1 noka3aHo OKHO TepMHHalIa, B KOTOpOM 3amylueHa nporpamMa MC. OxHo
COCTOHUT U3 JBYX HE3aBHCHMBIX MaHeseH, B KKA0H M3 KOTOPBIX Bbl MOXKETE BUAETH (aii-
JBl M Manky TEKYLIEero Katajora (MMeHa NanoK HAa4YMHAIOTCA CO CJI3LIA — MpAMOii
HaKIOHHO# 4epThl /). A nepeMeLleHUs MeX1y NMaHEIIMH CITY>KHT kiiaBuia <Tab>.

Ha npaBoii naHeu OTKpBITAa KOPHEBasA NANKa — 3TO CaMbIi BEpXHUH YpOoBeHb (aiinopoii
cucreMsl. [locMOTpHTe Ha NpeaCTaBIEHHbIH TaM CMUCOK NManok — GOJIBLIMHCTBO Ha3ea-
HHI HaM 3HakoMo K3 Ta6m. 2.1. Kaxaas u3 3THX nanox Mo)KeT HaXOAHUTHCHA B COOCTBEH-
HOM pasjieJie XXeCTKOro JUCKa, eCId IIpH YCTaHOBKe Bhl ero co3ganu. Ho B moGom cyuae
B ¢aiinopoii cucreme Bbl Oynere BMAECTH HX BCe €OMHBIM GJIOKOM B COCTaBe KOPHEBOM
MAIKH.

B pazo. 2.3.2 Mbl TOBOpHIM NP0 KOpHEBOH Katasnor, kotopblii B Linux o6o3Hayaetcs
Tak: /. IMeHHO OH AB/sfeTcs BepLIMHON MUpaMuIbl B HEpPapXHH Beex marok. [lycts namku
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NONB30BaTe/s HaxXoaaTca B Kataiore /home. Toraa 3amuck homefflenov 6yaet onpenenaTs
MyTh K IOJIE30BaTENBCKOMY MoAKaTaiory none3oaress flenov. YUro6el nonacte B 10T
KaTanor, Hy)KHO HaBeCTH Ha Hero ¢oKyc BbiGopa KWIaBHIIaMH KJIaBHAaTypbl H HaXaTb
kiasuury <Enter>.

Puc. 3.1. OkHO TepMuHana ¢ 3anyweHHoi nporpammoii Midnight Commander

B cnucke nanok u ¢aiinoB caMol riepBoif Bcera CTOMT aNkKa ¢ HMEHEM, COCTOSIIMM H3
IABYX To4ek (/..). B peanbHOCTH kaTanora ¢ TakuM MMEHEM HE CYILECTBYET — 3TO MPOCTO
yKa3areslb Ha POIOMTENIbCKHMH KaTasior, ¢ MOMOIIBIO KOTOPOTrO Bbl MOXKETE MNEPEHTH 1O
Hepapxuy Ha ypoBeHb Boimie. Hanpumep, Bbl HaxozuTech B moaxaranore /homefflenov.
Ecnu BoliTM B manky /., TO Bbl NMOJHMMETECh HAa NMpPEAbITYIIHA YPOBEHb M OKaXKeTeCh
B KkaTtajiore /home.

B HwkHeil yacth okHa MC (cM. puc. 3.1) MOXHO YBHIETH CTPOKY-NIPHUITIALIEHHE /1A
BBOJAa KOMaHA. 3TO Ta e CTpOKa, YTO Mbl BHACIH B TEPMHHAIE, U OHA MO3BOJIIET
BBIMOJIHATH T€ XK€ AUpeKTHBBl. Elle HiDKe pacnosiokeHa CTpPOKa MEHIO C MOJACKa3KaMH
o Ha3zHaueHuH kiaBu <F1>-<F10>:

O 1 Help (ITomowup) — oTobpaxkeHue (paitza NOMOILH MO MPOrpaMMe;
0O 2 Menu (MeHi0) — BBI30B MEHIO OCHOBHbIX koMaHa MC;

O 3 View (IIpocMoTp) — npocMoTp BhLIENEHHOTO (aitna;
m)

4 Edit (ITparka) — penakTpoBaHHE BBLAEJICHHOTO (aiiia BO BCTPOCHHOM TEKCTOBOM
penakrope;

Q

5 Copy (Konns) — xonupoBaHHe BbLOeJeHHOro ¢aiia win nank. EciiH BeLaeTHTE
daiin n Haxate WiaBnury <F5>; To NOABHTCA OKHO MOATBEPHKAECHHA KonupoBanui. [lo
YMOJTYaHHIO OMEPaLMA BBITIONHACTCA B TEKYLIMH KaTalor MPOTHBOIMOJIOXKHON MaHeIH
nporpammsl MC;
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O 6 RenMov (IlepemecTuTh) — IriepeMecTHTh BbIAENEHHbIE ¢aiiel WM namku. Ilo
yMom4anuio (aiin 6yner nepeHeceH B KaTaor, ABJIAIOMIMICA TEKYIWMUM U MPOTHBO-
NOJIOXKHO# naHenn nporpammel MC;

O 7 Mkdir (Hoeslif kaTanor) — co34aTh HOBbIH KaTaJIOr B TEKYLIEM;
O 8 Delete (Yaanurs) — yaanuTs BblaeaeHHbIE (aiiisl U nankwu;

0O 9 PullDn (Beimaparoiiee MeHI0) — BBI3BaTh MeHIO mporpammsl MC, koTopoe Haxo-
JVTCA B BEpXHEH YacTH OKHa;

O 10 Quit (Berxoa) — BBEIXOA W3 NPOrpaMMEL.

®daiiiel ¥ ANk, IMeHa KOTOPBIX HAYMHAIOTCA € TOYKHM, Yallle BCErO ABJIAIOTCA KOHDUTY-
PALIMOHHBIMH, U MO HAee OHH JOJDKHBI OBITh CKPBITHL. ByapTe ocTOpoXkHBI MpH HX mepe-
MELIEHUH M peJaKTHPOBAHMH — KOHGOMIrypalMOHHEIE haiibl HYXAal0TCA B MAKCHMATb-
Hoit 3amure. KoHeYHO, BBl MOXKeTe CO3AaTh COOCTBEHHBIN (ail ¢ HMEHEM, Y KOTOPOTo
B CaMOM Hayajle CTOMT TOYKa M KOTOpbIH He Oymer koHHUrypaloHHBIM. EcTh Takke
MHOXeCTBO (pailyioB 6e3 HayaTbHBLIX TOYEK B UMEHH, ABJAIOIUMXCA KOHPHIYypalLMOHHBI-
mu. Tak 4TO TOUKa — 3TO He 00A3aTENbHbIH MHANKATOP, HO K BHUIMAHUIO NPHU3bIBAET.

Ha na4yansHOM 3Tarme, KOraa Hy»HO MCClleIoBaTh CHCTEMY W MHOTO GpPOAHMTB MO KaTalo-
ram ¥ npocMarpusath aitiel, nporpamma MC moxket 6bITh O4YEHB Mose3Ho#. Brocnen-
CTBHHM, KOT/1a Bbl OJIIDKe MIO3HAKOMHTECH CO CTPYKTYpOii (aiiioBoii cCHCTEMBI, BAM HAMHO-
ro npouie OyaeT BHIMOTHUTE KOMaHTy B KOHCOJIH.

3.1.1. OcHosHbIEe KOMAHALT

JaBaifte paccMOTpHM OCHOBHBIE KOMaHb! (aiioBOi cCHCTEMBI, KOTOpbIE MbI OyaeM Hc-
MOJIE30BaTh B KHUIe, U 3a0HO noApobHee no3HakoMuMcs ¢ daiinopoii cucteMoii Linux.
OTH KOMaHIBI BBITIONHAIOTCA y)ke He B riporpamme MC, a nnpaMo B KOHCONH.

pwd

3Ta KOMaH 12 BEIBOJVT Ha SKpaH MOJHBIA MyTh K TeKylleMy katanory. C ee IOMOLIBIO BB
MOJXKeTe B Mo60ii MOMEHT y3HaTh, TI€ HAXOOUTECh, €CIIH BAPYT 3a0ilyAUTECh B 3TOM Mpe-
KpPacHOM ITHHTBHHBEM JIECY.

Is

KomaHpaa 1s BeIBomUT cniMcoK ¢ailyIoB U NOJKaTAIOroB yKa3saHHOro karanora. Ecnu ums
Katajora (¢aiina) oTcyTCTBYeT B MlapaMeTpax KOMaHAbI, TO OToOpaxaeTcs comepuMoe
TeKylnero karauora. [Io ymonuaHuio Bce HacTpoeuHble ¢aiinsl (MMeHa KOTOPBIX Ha4M-
HAIOTCA C TOYKH) SBIAIOTCA CKPBITHIMA. UTOOBI MX BBIBECTH, HYXKHO YKa3aTh KIIOY ~a:

1s -a

Ecnu MBI, KpPOM€ 3TOro, XOTUM YBUAETb HE TOJILKO HMCHA (C)KaTblﬁ CI)OpMaT), HO H 110JI-
HYIO pmcbopmaumo 0 tbai‘max B KaTaJiore, Hy)KHO 1006aBHTh KoY -1. To €CTh BBINOIHUTD
KOMaHay:

1ls -al
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OnHxako Takas KOMaHIa 0T0Opa3uT (aillibl TEKyLIEro katanora, 1 He ¢akT, 4To Ml ceil-
4ac HaXOJUMCs, HaNpUMep, B KaTaiore /etc, KOTOPbI XOTUM NpocMoTpeThb. UTobsl yBH-
JETh €ro coAepikuMoe, mnocje Kioded (a MOXKHO M 0 HUX) HY’)KHO YKa3aTb TpebyeMyio
Hanky:

1s -al /etc

TTPUMEYAHHUE

Bonee noapo6Hyio uHhopMauUmnio © KOMaHAe 1s MOXHO NOMYYUTb U3 CNPABOYHOW CUCTEMDI.
[ns atoro BbINONHWUTE KOMaHAY man 1s.

BbInosnyB kOMaHTy 1s —al, Mbl HOJyYHM MPHMEPHO TaKOH BBIBOJ:

drwx—————— 3 Flenov FlenovG 4096 Nov 26 16:10 .
drwxr-xr-x 5 root root 4096 Nov 26 16:21 ..
-rw-r--r—— 1 Flenov FlenovG 124 Nov 26 16:10 .bashrc
-rw-r--r-— 1 Flenov FlenovG 2247 Nov 26 16:10 .emacs
-rw-r—--r—— 1 Flenov FlenovG 118 Nov 26 16:10 .gtkrc
drwxr-xr-x 4 Flenov FlenovG 4096 Nov 26 16:10 .kde

ITo ymonuanuio criucok ¢aiiioB BEIBOAUTCA B HECKOJIBKO KOJIOHOK. PaccMOTpuM ux Ha
NpUMepe NepBOi CTPOKH:

O drwx------ — npaBa goctyna. O HUX Mbl 6yaeM noapoGHO roBOpHUTHL B 21age 4.
A ceiiyac HaM riaBHOe 3HaTh, YTO €CJIU nepBas OykBa d, TO 3T0 kataior (directory);

lebpa 3 — YKa3bIBacT KOJHYECTBO KECTKHMX CCBIIOK;
Flenov — HMH{ MMOJIB30BATENSA, ABIAIOILETOCA BJIaAEIbLIEM cbaﬁna;

FlenovG — IpyIna, KOTOpo# NPHHAUIEKUT aiin;

QoaaaQ

4096 — pasmep daiina;

TTPUMEYAHUE

Ha nepeblit B3rnsAa, katanor — He ¢aiin n He UMeeT pa3mepa, HO He CTOWUT YAUBNATLCA,
4yTO pa3mep katanora He paBeH Hynio. [py6o rosops, katanorn — aTo cainbl, B KOTOPbIX
HaxoOMTCA cnucok chainnoB katanora. Pasmep Toxe He cnyyaeH — deTbipe kunobainra
(4x1024), yto paBHO OGNOKy NamaTh (CTpaHULe), BblaenAeMoMy AnA paboTbl C AaHHBIMY.
3710 NUPHYECKoe OTCTYNNIEHNE, KOTOPOE MOXET W He NPUFOAUTLCA B PeanbHOM KU3HHN.

O Nov 26 16:10 — JaTa M BpeMs TOCIIeIHEr0 H3MEHeHus Qaiina;

O . — Touka yKa3bIBaeT Ha TEKYILMii KaTajor.

cat

KomaHpa cat no3BosisieT BBIBECTH Ha 3KpaH CONEPKUMOE YKa3aHHOTO B Ka4yecCTBE apry-
meHTa (aiina. Hanpumep, BBl XOTHTE MPOCMOTPETh TEKCTOBBIN daiin need.tt. s sToro
HY>KHO BBITIOJIHHTh KOMaHLY:

cat need.txt
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310 cpaboraer, ecnu ¢aiil HaxoquTcs B TeKyeM xartanore. A ecnn Her? Torga Hano
yKa3ath MOMNHGIHA MYTh:

cat /home/root/need.txt

tac

Ota koMaHJa, o6paTHas KOMaHJe cat (iake Ha3zBaHHEe KOMaHJIbl — 3TO CJIOBO cat Hao6o-
pOT), H OHA BBIBOJMT Ha dKpaH (halin B o6paTHOM nopajke, HAYMHaA C MocaeHeHd CTPOKH
10 NepBOM.

cd
KoManaa cd no3BosiseT CMEHHTE TeKyLmid Katauor. s 3roro Heo0XoOMMo B KauecTBe
napameTpa 3aAaTh Hy>KHYIO Manky:

cd /home/flenov

Ecnn BBl HaxoaMTecs B KaTajiore /home M XOTHTe NepeiTH B manky flenov, koTopas pac-
TOJIaraeTcs BHyTPH TeKy1ieil, T0 JoCTaTOYHO HabpaTh TONbKO WMs MANKH flenov:

cd flenov

Ecnu Hy)XHO TIepeMeCTHTLCA Ha YPOBEHb BBILE, HAPUMEP, H3 moakaTaiora /homefflenov
B Katayior /home, TO BBINIOJIHAEM KOMaHLY:

cd ..

Kak MBI yxe 3HaeM, Nanka ¢ HMEHEM H3 ByX TOYEK YKa3bIBaeT Ha POJMTENbCKHIA KaTa-
nor. Ecnu nmepeifti B Hee, TO MBI MONajeM Ha YpOBeHb Bhillle B CTPyKType (aiinoBoii
CHCTEMBI.

Cumsoi ~ YKasbIBacT Ha JoMallHuii karanor. Ecnu HYXHO GBICTPO IICPpCMCCTHTLCA B HC-
ro, TO BHIIIOJHACM KOMaHAY:

cd ~

OTOT ke CHMBOJI MOJKHO HCIIONB30BAaTh H B TE€X CTy4YasX, KOrAa HyXHO NMpocTto o6paTHTs-
ca K ¢aiury B cBoeM aomaliHeM katanore. Hanpumep, myTth ~/readme.bd roBOpHT, 4TO
B JIOMaIllHel Marke TeKyllero noib3oBaTes ecTh (aiin readme.txt.

cp
310 KOoMaHxa KonMpoBaHua (paiiia. C ee MOMOHIBLIO MOXKHO BBITIOJIHATE HECKOJIBKO pas-
JIHYHBIX JEHCTBHIA:

0O xommpoBats coaepxumoe daiisia B Apyrod JOKyMEHT TOH ke Marnky:
cp /home/root/need.txt /home/root/need22.txt

3neck conepkumoe (aiiia /home/root/need.txt (McTouHHK) 6yaeT ckonmupoBaHo B ¢aitn
Mmome/root/need22.txt (Ha3Ha4YeHHE);

O xonupoBats (aiin B APYTOii KaTaor:

cp /home/root/need.txt /home/flenov/need.txt
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HIIH

cp /home/root/need.txt /home/flenov/need22.txt

OG6paTHTe BHUMaHHE, YTO B 3TOM CIIy4ae B Manke HazHaueHUs ¢aii MoXeT OBITh CKO-
MHPOBaH KaK CO CTapbiM (MEpBBIii CiTy4aif), Tak U ¢ HOBBIM (BTOpO# CiTy4ail) UMEHEM.
Ecnu yka3zaHO HOBO€ UM, TO BO BpeMsi KOIMPOBAHUSA COJECPKMMOTO HCXOHOro (aii-
na GyneT co3aaH HOBBIiA ¢aill ¢ HOBBIM MMEHEM;

O xonupoBaTh HeCKOJBKO (ailyioB B HOBBIA KkaTaior. Jlns 3TOro Hy»XHO yKa3aTh BCE
baiIbI-NCTOYHUKH W MOCIEHUM NapaMeTpOM — TankKy:

cp /home/root/need.txt /home/root/need22.txt /home/new/

B 3ToM npuMepe ¢aiinbl /home/root/need.txt U /home/root/need22.txt 6y IyT CKONHPOBaHLI
B KaTtajior /home/new. M0>xHO KOMMpOBaTh (aiibl M U3 Pa3HBIX KaTAIOrOB B O/IHH:

cp /home/root/need.txt /home/flenov/need22.txt /home/new/

B 3toM npumepe ¢aiiiel /home/root/ineed.txt U /homeffienov/ineed22.txt 6yxyT ckonupoBa-
HEI B KaTasor /home/new;

O xonHpoBath rpymiry ¢aiinoB KaTajora Wid Bee Jiexallue B HeM (aiibl.

A 4TO ecnu Hamo CKOMMpoBaTh Bee (ailibl, HauMHaKOLIMecs Ha OyKBy n, M3 OJHOrO
Karaora B apyroii? Heyxxenu npuaercs ykassiBath UX Bce? Her, nocraTtoyno ykasate
MacKy n*, [/ 3Be304Ka 3aMeHAET JIo0ble CHMBOJIBI, HAUWHAA CO BTOPOTO:

cp /home/root/n* /home/new/
Ecnn HYXHO CKOITHpPOBAThb BCE cbai«'mu, HMCHA KOTOPBIX Ha4YWHaAIOTCA CHMBOJIaMH ra
H 3aKaH1INBarOTCA 6y1(.BOﬁ t, To Macka 6YIICT BBIIIAETD TAK: ra*t.

3T0 JajeKo He TMOJHBIA CITMCOK BO3MOXKHOCTEH KOMaH IbI KOIMMpOBAHHA Cp. OHa 1ocTaTo4yHo
CJIOXXKHasA K MOILIHaA H MO3BOJIACT BBIITOJIHUTE 3a OAWH BbI3OB J'[l06y}0 3aJavy KOIMMpOBaHHA.

find

Jlna noucka uadopMauuu B $ailioBoii CHCTEMe HCTONB3yeTcs KOMaHAa find. ®ainosas
CHCTEMa CWIbHO pa3BeTBJIeHa, M HaWTH HyXHBIN (aiin 6pBaeT HerpocTo. B npocreimem
BapMaHTe KOMaHA2 MoMcka MyTH K ¢airy (path) Mo ero UMEHH (filename) BBITJIAJMT
clieAyroLMM oOpa3oMm:

find path —-name filename

[Nocne umMeHH KOMaHBl find, MapaMeTpa path H KIIOYA -name 3A€Ch YKa3aHO MMA HCKO-
Moro ¢aitna: filename.

ITocne uMeHu KOMaHIBI MOXKHO YKa3aTh IMYTh K KaTalory, B KOTOPOM HY)XHO IPOH3BO-
auth nouck. [Touck Gyner BiUIOYaTh BCe MOAKaTalord. Bel MoxkeTe yka3aTh HECKOJIBKO
KaTaJoroB NOApPA, HaNpUMep:

find /etc /home —name filename

OTa KOMaH/1a PON3BEAET MONCK (paiiiia £ilename B KaTasorax /etc u /home.
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IMocne KIo4Ya -name MOXKHO YKa3aTh MMA (paiiia WK wabloH, M0 KOTOPOMY HY>XHO HMC-
Kath Qaiinel. Hanpumep, cnepyiomas komaHaa HaHzaeT Ha Aucke Bee ailnbl ¢ MMEHEM
passwd:

find / -name passwd

A 4TO, ec/ld Bbl HE MOMHHUTE, KaKOE€ TOYHO UMA y (haiina: passwd unu password? B aTom
ClTyuae MOXKHO yKa3aTh CIeAyroLuMil abioH:

find / -name passw*d

IMox stor ma6noH nonagaroT o6a MMeHn daiita. CHMBON 3BE3A0YKH COOTBETCTBYET JIIO-
G6oMy HaGopy MOOBIX CHMBOMOB M JaXe OTCYTCTBHIO CHMBOJIOB.

K104 -name, HaBepHOe, CaMbIii MOMY/APHBIA KIIOY A1 KOMaHbl MOHCKA, HO TIOMHMO
HEro KOMaH/a MOAAEPKUBAET TaK XKe CAeIYIOIHE KIFOUH:

O -size wumcno — MO3BOJAET yKa3aTh pa3Mep ¢aiina, ecnu Bbl ero To4yHo 3Haere. Ilo
YMOJIYaHHMIO pa3Mep ykasbiBaeTcs B 6y1okax pasmepoMm B 512 K6aiit. Ecnu HyxHO yka-
3aTh pa3Mmep B GaifTax, TO MOCIIe YHCIa YKaxuTe OyKBYy c;

O -print — 3aCTaBIS€ET BLIBECTH cogepykumoe ¢aiina B KOHCOJb;

0O -mtime wucno— B KayecTBe MapaMeTpa umcio MOXKHO YKa3aTh KOJMHYECTBO AHEi,
MPOIIEANINX CO JHS MOCIEAHEro peflakTHpoBaHHa Qaiina. Hampumep, eciv Bbl Buepa
penakTHpoBaTH (daiy1 ¢ UIMeHeM note,. HO HE MOMHHTE, KyJa €ro COXpaHWIH, TO BbI-
MOJIHUTE CIIEAYIOLIYIO KOMaHy:

find / -name note -mtime 1

‘O -type vno— KIIOY MO3BOJMET yKasaTh TN (aiina. B kauecTBe THUIA MOXHO YKa3bl-
BaTh:

® d— KaTaor;

e f— oObIyHBI (aiir;

® p— MMEHOBaHHBIH KaHa;

® 1 — CHMBOJIMYECKYIO CChUIKY.

C MNOMOWIBK KOMaHAbl find MOXKHO HCKAaTh HE TOJIBKO HME€Ha tbaﬁnoa HJIN KaTaJIoros, HO
M OCYLIECTBJIATH MOUCK IO coaepkumMoMy ¢aitnos. Bor Bam HHTEpecHas koMaHza, KOTO-
PYIO HY’)KHO 3alTOMHUTH HJTH 3anHCaTh.

find . -type f -name "*" -print | xargs grep "TeKkcT, KOTOPDI mmem"”

B 3TOM npuMepe B kauecTBe HAYAJIBHOTO KaTajiora JJist MOMCKa yKka3aHa TOYKa, T. €. Mo-
UcK OyaeT HavaT ¢ TeKyllel mankd, HO BBl MOXETE yKa3zaTb M Jpyrod HmyTh NOMCKa,
MOTOMY YTO 3TO MpocTo npumMep. [ToToM yka3eiBaeM TN MCKOMBIX ¢aiiioB — MpPH 3TOM
OrpaHH4YMBacMCs TOJIBKO CbaﬁJ'laMH, 4YTOOBI NporpamMMa HE MbITAIaCh MYUHTh KaTaJIOrH.
B kavecTBe MMEHH YKa3blBAa€M TOJIBKO 3BE3I0YKY, YTO COOTBETCTBYET BCEM dailiam.
Koy -print 3acTariser oToOpaxkarts coaepxumoe daiina.

Hanee uaet camoe unrepecHoe. ITocne BepTHKaNbHOI YePTHI CTOMT ApyTas KOMaHaa. JTo
3HAYHT, YTO pe3yabTaT paGoThl KOMaH/BI ClieBa OT 4epThl Oy[eT nepeqaBaTbesi KOMaHIEe
cripaBa ot Hee. KoMaHza xargs oObeJMHAET NOTy4YeHHbIE Ha BXOJE NaHHLIE H BHIMOIHAET
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yKa3aHHYH0 KOMaHAy. A BOT KOMaH/a grep HLIET B TEKCTe, KOTOPBIH MOJAaeTCs Ha BXOJ,
CTPOKY, YKa3aHHYIO B Ka4ecTBe rlapaMeTpa.

grep
3OTa KOMaHa Mo3BONACT HUCKATh MO MAaHHBIM, KOTOPBLIC NMOCTYNalOT Ha BXOA. Ha BXOA

JaHHBIE MOXXHO HAaNpaBHUTbh C MOMOLIBIO MarM4eckoro CHMBOJIA BEPTHKAILHOW Y€pTHI.
Hampumep:

1s -al | grep bash

3nech y Hac JBe KOMaHIAbI pa3ieneHsl BepTUKaIbHOM yeproi. KoManza cnesa BeIBOOUT
Ha 3KpaH crnucok (aiios, H NonyyeHHbIA pe3yabTaT IiepeAacTcd Ha BXOA KOMaHIE Crpa-
Ba, KOTOpas WILET CJIOBO bash B BXOAHBIX AaHHBIX. KopoTko rosopa, koMaHaa npeanu-

CBIBaeT Moka3arh Bce (ailnbl B TEKyllleM KaTanore W HaTH CpelH HHMX Te, B KOTOPBIX
€CTb CJIOBO bash.

Eme OJHH BapHAHT:
cat .bashrc | grep alias
KoMmaHpa cneBa BHIBOOMT colepkuMoe dafina .bashrc (He MMeeT ceyac 3Ha4Y€HHe, 4TO

3TO 3a (pailin), a MpaBas KOMaHOa UIUET B pe3yJibTATE CTPOKH, B KOTOPHIX €CThb CJIOBO
alias.

Ecnu HyxHO npocto uckaTh uH$opmawmio B daiinax, To MOXHO OGOHTHCH OOHOI
KOMaHJ0# grep 6e3 BepTHKABHBIX JINHUH U JOMONHHUTENBHBIX KOMaH. dopMaT KOMaH-
Jbl CIIEAYIOLIMH:

grep uTo rie

JormycTiM, YTO BBl XOTWUTE MPOBEPUTL, €CTh JIH B daiine /etc/hosts anpec caifta
flenov.info. DTO MOXHO C/I€NaTh CJIETyIOLHM 00pa3oM:

grep flenov.info /etc/hosts

Eciv Bbl TOYHO He 3HaeTe MMA ¢ailia, HO U3BECTEH KATAJIOT, B KOTOPOM OH HaXOIWTCH,
TO MOXHO HCKaTh BO Bcex (paityiax aToro karajnora:

grep flenov.info /etc/*

CHMBOJ 3BE3I0YKH 3/1€Ch YKa3bIBAET KaK pa3 Ha TO, YTO MCKaTh HyXHO B oboMm daiire.
3pe3nouka B Linux, kak 1 B Windows, ucnonbs3yerca Kak 1abloH — OHa COOTBETCTBYET
moGoMy KOMMYECTBY CHMBOJIOB. EcnM HyHO ucKaTh B (paiiiax, KOTOphl€ Ha4YHHAIOTCA
¢ OykBbI h, TO kOMaHaa OyAeT BHIMTIAAETH Tak:

grep flenov.info /etc/h*

mkdir

Co3panue HoBoro kataiora. Hampumep, ecnd Bbl XOTHMTE CO37aTh moakatanor newdir
B TEKYLIEM KaTajlore, TO HY)KHO BBITIOJIHUTH KOMaH/y:

mkdir newdir
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rm
Komanzaa no3ponser yqanuts ¢aiin win karanor (KOTopbiii A0JKEH ObITh MyCT):
rm /home/flenov/need22.txt

B xauecTBe HMeH ¢ailiioB MOXKHO HCTIONE30BaTh M MackH, Kak B koMaHze cp. Jia ynane-
HHA KaTaJIora MOXeT NOHaO0UThCA YKa3aHHe ClIeAYIOIHX KIoYek:

0O -d— yaanuTh KaTajor;
O -r — peKypcCHBHO yJAIATH COAEPAHMOE KaTalloros;

0 -f — He 3anpalnHBaTh NMOATBEPXKICHHE Ha yaaneHue aitnos. ByapTe BHHMaTENbHBI
[PH HMCMONB30BaHHH 3TOrO KI04Ya, MOTOMy YTO (hainel OyayT ymanaTecs 6e3 kakux
651 TO HH OBUTO MpexynpexaeHni. Bel 10/DKHBI GBITh YBEPEHDI, YTO KOMaHa HalKCa-
Ha NpPaBWILHO, HHa4Y€e MOXKHO YAAJIHTh YTO-TO HYXKHOE, OCOOEHHO ecith Bhl paboraete
MOJY yYETHOM 3aIUChIO root.

[puMep yaaneHus KkaTaiora peKypcHBHO H Ge3 3ampoca Ha MOATBEpXKAEHHE:

rm —rf /home/flénov/dir

df

Ota KOMaH/1a MO3BOJIAET y3HATH 0OBEM CBOOOIHOrO MECTA Ha )KECTKOM JHCKE WIH B pa3-
aene. Eciu yCTpoOIHCTBO He yKa3aHO, TO Ha 9KpaH BBHIBOAWTCA HHGOPMAIHA O CMOHTHPO-
BaHHBIX (aiNIOBbIX CHCTEMAX.

B pesyneTaTe BHINOMHEHHA KOMaHABI MOXET OBITH MOMy4YeH MPUMEPHO TaKoii BHIBOL:

Filesystem 1lk-blocks Used Available Use% Mounted on
/dev/hda2 16002200 2275552 12913760 15% /
none 127940 0 127940 0% /dev/shm

PesynesTupyrouas Tabnnua COCTOMT H3 CIEAYIONIHX KOJIOHOK:

O Filesystem— IOHCK, (paiiioBas CHCTeMa KOTOPOrO CMOHTHPOBAHa,
O 1k-blocks — KOJHYECTBO JIOTHUECKHX G/IOKOB;

O Used — KOJIMYECTBO UCTIONB30BAHHEIX GJIOKOB;

O Available — KOJHYECTBO JOCTYNHBIX 6JI0KOB;

O Uset — IPOLIEHT HCTIOJB30BAHHOIO JHCKOBOTO NPOCTPAHCTBA;

O Mounted on — KaK CMOHTHpoBaHa (aitioBas cucrema.

mount

KomaHza npeHa3sHaueHa UL MOHTHPOBaHHA (aiinoBeix cucteM. Beun BpeMeHa, korja
naxe komnakt-auck (CD-ROM) nmpmxoawnoce MOHTHpOBaTE KOMAHIOH B TEpMHHaJe.
Cefiuac B rpaMieckoM pexHMe BCE Y)k€ MOHTHPYETCA H JEMOHTHPYETCH aBTOMATH-
YeCKH.
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Hrak, yrobei CD-ROM cran ROCTYNHBIM, HAJO BBINONHHTE KOMAaHAy mount, YKa3aB
B Ka4YeCTBE NnapaMeTpa yCTpOACTBO /dev/cdrom:

mount /dev/cdrom

ITocne 3TOro comepxuMoe KOMMAKT-AHCKa MOXKHO MOCMOTPETE B Katajgore /mnt/cdrom —
noJsiyyaetcs, 4To ¢aiyisl M KaTanord KOMIMaKT-OMCKa Kak Obl cimBaloTcs ¢ ¢aiinoBoi
CHCTEMOM.

ITouemy uMeHHO B kaTanor /mnt/cdrom MOHTHpyeTca KOMNAaKT-AUck? Cekper 3aKiIoyaeT-
cA B TOM, YTO JUIA MOQKIIOYEHHMA KOMIIAKT-AMCKA HYXHO HaMHOro Oobllie CBEICHHH,
YeM COIEPXKHT KOMaH/a mount /dev/cdrom OTH CBEJCHHA XPaHATCA B ABYX (Qaiinax, yxe
uMeromuxca B OC ¥ ONMHCHIBAIOMMX OCHOBHBIE YCTPOHCTBA H NapameTphel MO yMOva-
HHIO: fstab u mtab. [lapaifTe no ovMepean paccCMOTPHM 3TH daiiibl.

Jlns Havasa B3r/IAHEM Ha fstab:

# /etc/fstab: static file system information.

#

# <file system> <mount point> <type> <options> <dump> <pass>
/dev/hda2 / ext3 defaults, errors=remount-ro 0o 1
/dev/hdal none  swap sw 0 ©
proc /proc proc defaults 0 0
none /dev/shm tmpfs defaults 0 0
none /dev/pts/ devpts gid=5,mode=620 0 o
/dev/cdrom /mnt/cdrom iso9660 noauto, owner, kudzu, ro 0 ©
/dev/fd0  /mnt/floppy auto noauto, owner, kudzu 0 ©

Daiin conep>KUT CTPOKH IS OCHOBHBIX JHCKOB. KaXkaas 3amuck COCTOMT M3 6 KOJIOHOK.
OO6paTHTe BHMMaHHe Ha MEPBYIO CTPOKY — 3/ieCh ONHCBHIBAETCS MOAKMOYEHHE AHCKA
hda2. B Moeii ¢aiinoBoii cucreMe hda2 — OCHOBHO#M JHUCK, T03TOMY BTOPO# mapaMerp: /.
D10 3Ha4YMT, YTO JUCK OyAeT CMOHTHPOBAH kak KOopHeBOH. TpeThs KONOHKA OMMCHIBAET
¢aiinoBylo cucreMy — B MoeM ciryqae 310 Ext3.

Ipeanocnennas crpoka B ¢aiine onuceiBaet ycrpoticteo CD-ROM. IlocMmoTpuTe BHH-
MaTeJIbHO Ha BTOPOii MapaMeTp: /mnt/cdrom — BOT OTKyJa 6epercs myTh K COAEPKHUMO-
My KOMIMAaKT-IHcKa. YeTBepras KOJNIOHKA CONEP)KMT ONMIHH MOHTHPOBaHMA, B KOTOPBIX
MOXKHO OINHCaTh MapamerTpbl 6e3omacHOCTH. Jl1A KOMNAKT-AMCKAa 31€Ch YKa3aHO He-
CKOJIBKO ommi»'l: noauto, owner, kudzu, ro. OueHp BAXHBLIM ABIACTCSA napamMeTp ro, KOTO-
pHIii FOBOPHT O BO3MOXKHOCTH Tosbko uteHHs CD-ROM. BriosiHe JOrHYHO YCTaHOBHTB
3TOT MapaMeTp IJIA BCeX BHEIIHMX MPHUBOAOB H YCTPOHCTB, KOTOpHIE€ IOYMBIILIEHHHK
MOXXET HCIO/Ib30BaTh A1 PU3HYECKOro MEpPENMUCHIBaHMA HHGOPMALMH C cepBepa.

®aiin mtab HMeeT MPHMEPHO TAKOE XKE COAEPKHMOE:

# <file system><mount point> <type> <options> <dump> <pass>

/dev/hda2 / ext3 rw,errors=remount-ro 0 0
proc /proc proc rw 0 0
none /dev/shm tmpfs rw 0 0
none /dev/pts devpts rw,gid=5,mode=620 0 0

none /proc/sys/fs/binfmt misc binfmt misc rw 0 0
/dev/cdrom /mnt/cdrom iso9660 ro,nosuid,nodev 0 0
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Ecnu BB co3nany kakue-TO pa3fienbl Ha OTAENBHBIX JUCKAX, TO C MOMOLUBIO ¢aiina mtab
CMOXKeTe HacTpauBaTh U MX. PaHee 51 BAM pekOMeHIOBall BBIAENUTH TaKUM 0Gpa3oM pas-
Zen /home ¢ MOJb30BaTeNIbCKMMHU KaTanoramu. Eciv BBl Tak W caenany, To B ¢aiine mtab
MOJXKET NMPUCYTCTBOBATH €Lle OHA CTPOKa MPHMEPHO CIIEYIOILETO BHAA:

/dev/hda3 /home ext3 rw,errors=remount-ro 0 0

IMocMoTpnM Ha ee yeTBepTHIi napameTp. B HeM uepes 3anATyro yka3aHbl ONIMH MOHTH-
POBaHHs, KOTOPBIMHM MOXKHO YTIPaBJIATh Ui MOBBIIEHNA G€30MacHOCTH cUcTeMBI. B Ha-
IIEM MPHUMEPE 3TO: rw,errors=remount-ro. OHH 03HA4YaIOT, YTO MO YMOJYAHHIO OHCK
Oyzmer CMOHTHPOBaH Ul YTE€HHMA M 3alMCH (rw), a NPH BO3HMKHOBEHHM OLIMOOK mnepe-
MOHTHPOBaH TOJBKO JUIfl YT€HMA (errors=remount-ro). B kauecTse onuuii MOHTHpoOBaHUS
JOTOJTHATEIEHO MOXKHO YKa3bIBaTh:

O noexec — 3anpelaer BoinonHeHHe ¢aitnoB. Eciyu Bel yBepeHbl, YTOo B pasfene He
JIOJDKHO OBITh MCTIONTHAEMBIX (hailyioB, TO MOXKHO yka3aTh 3Ty onuo. Hanpumep, B He-
KOTOpBIX CHCTEMaX KaTaior /home JO/DKEH XPaHHTh TONBKO AOKyMeHTHI. UToOb1 xakep
He CMOT 3aMucaTh B 9TOT pa3/iell CBOM NPOrpaMMBl, C MOMOLLBIO KOTOPBIX OyaeT ocytie-
CTBJIATH B3JIOM, A00aBbTE 3Ty onumio. ToyHee cka3aTh, MPOrpaMMBI 3alKUCaTh OH CMO-
JKET, a 3aMyCTUTh — HET;

O nosuid — 3ampemaer ucnonas3oBaHue nporpamm ¢ 6uramu SUID u SGID. B pasnene
/home nX GBITH HE AOJDKHO, MO3TOMY MOXXHO IBHO 3alpPETHTh NMPUMEHEHHE MpUBHIIE-
rupoBaHHbIX nporpamM. O SUID- u SGID-nporpamMmax Mei 6yZieM roBOpHTH ele He
pa3 (HanpuMep, B paso. 4.5), ubo 3To oueHb onacHas Bellb;

O nodev — 3amnpenaeT HCob30BaHUE (aiiioB yCTPOHCTB;

a nosymfol low — 3afpeiacT UCMOJIb30BAHNE MATKHX CCBIIOK.

OnuuM nodev M nosymfollow HE CHWIBHO BIUSAIOT Ha 6e30MacHOCTb, HO MOTYT IPHrO-
IHTLCA.

Boob1e-To, HCHONMR30BaHHE YIOMSAHYTOIO paHee napaMeTpa noexec — OECMOJIE3HOE 3a-
HATHE U abCOIOTHO He 3alIMIIAET CHCTEMY OT NPOPECCHOHATLHOTO XaKepa, MOTOMY YTO
ONBITHEIN B3NMIOMILMK CMOXKET 3aIlyCTHTh MMPOrpaMMy, €ClH 7S BHITIONHEHUA pa3perneH
XoTA OBl OMH pa3gen. Her, mapaMerp HCnoib30BaTh MOXCHO, HO HE CTOMT CUHMTAaTh €ro
naHareei.

HormycTum, uto Baw caiit paspabaTbiBaeTcs ¢ UCTONB30BaHHEM sa3bika Perl. Ecnu ero uH-
TeprnpeTaTop AOCTYNEH AJA BBIMOJIHEHHS, TO B3MOMIUMK CMOXKET 3aIlycKaTh CLIEHApHH
nporpamum Perl B mo6om pazaene, B TOM YHCIie M ¢ YCTaHOBIEHHBIM MapaMeTPOM noexec.
Tax, npu UCIOAB30BaHMM IUTA 3aMycKa CLEHaphs KOMaHOHON CTPOKH Bbl MOIyUYMTE CO-
oflLeHHe 0 HapylleHuH npas goctymna. Ho mporpamMMa BBINONHUTCA, €CIIH OTAATH TaKylO
KOMaHLy:

perl file.pl

B 3ToM ciydae, HECMOTpA Ha TO, YTO file.pl HAXOAMTCA B pa3jielie, B KOTOPOM 3aripe-

ILEHBI HCTIOTHAEMBIE (aiibl, OLIMOKHK He GyNeT, MOTOMY YTO 3aMyCKaeTcs pa3pelleHHas
NporpamMa perl, KOTOpas B CBOIO odepenp 4HTaeT ¢aiin (103BOJEeHHas onepalus) H Bbl-
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TMOJIHAET €r0 B CBOEM aJpeCHOM mpocTpaHcTBe. Benp file.pl — 3TO He nporpamma, a
TEKCT MPOrpaMMBl, KOTOPbIH MHTEpIpeTHpyeTcs ¢ noMoiueio Perl. A BosMokHocTei# Perl
JOCTAaTOYHO, YTOOBI BBITIOJIHATE CJIOXKHBIE MAaHMITYJILMH, KaK M Y MOJHOUEHHBIX Mpo-
rpamm.

BcnomuuTe onucanue daiina mtab, rae g CD-ROM crout 3amnpeT Ha HCIIONIB30BaHHE
SUID- u SGID-nporpammM. To xe caMoe Heo6X0qUMO caeaTh Kak MMHMMYM C pasjena-
MH /home H /tmp — ToOrza Mo/ib30BaTENN HE CMOTYT CO3JaBaTh B CBOMX KaTajlorax npMBH-
JIETHPOBaHHbIE TPOTPAMMBbI, YTO MO3BOJMT MPEJOTBPaTHTL GOJBIIOE KOJHYECTBO BO3-
MOXHBIX aTak. B monp3oBaTenbckHX KaTanorax He JO/DKHO OBITh HMKAKHX NPHIOKEHHH,
paboTarolux ¢ BBICOKMMH NpaBaMM JOCTYTa.

Hrak, nasaiite nonpodyem cMontHpoBats CD-ROM B npyro# karanor. JUig storo cHa-
4asa co3fafMM ero:

mkdir /mnt/cd

Teniepb BEINONHAM KOMaHIY:

mount /dev/cdrom /mnt/cd

Ecnu Ha Bamem xommneiotepe ycranoeieHo ape OC: Windows u Linux, To auck, ckopee
Bcero, conepxut daiinopyro cucteMy FAT32 nnu NTFS. Cnenytonive koMaHIs! o3Bo-
asot noakmounts FAT32 k Linux:

mkdir /mnt/vfat
mount -t vfat /dev/hda3 /mnt/vfat

IepBas koMaHAa co3aaeT karainor /mnt/vfat, Kyaa Gyner noaxmoudarscs auck ¢ FAT32.

Bo BTOpO#i KOMaHIe NMPOMCXOAUT MOHTHpPOBaHME AMCKa /dev/hda3. Bymem cuurars, 4TO
KaK pa3 3TOT AMCK NnpuHamnexuT Windows (Ha MOeM KOMIEIOTEPE HMEHHO TakK H €CTb, U3
sroro u 6ynem vcxoauTs). Kimou -t MmosBonser ykasath THI nofkmodaeMoit ¢aiinosoit
cHCTeME], uTo o0s3atesHo. Jlna CD-ROM Mel aTOro He Aenaiy TONbKO MOTOMY, YTO BCA
Heobxonumas uHGopMaLus WMeeTca B Qaiine /etc/fstab. B kioue -t ykasaHa daiinosas
cuctema viat — 910 ums 111 FAT32, kotopoe ucnonbayercs B Linux.

Bonee HOHPOGHO (0] paGOTe KOMaH/Jbl mount MO>KHO Y3HaTh Ha CTpPaHHLAX €€ AOKYMCHTa-
LHH (man mount).

umount

Ipu noaxmodedun CD-ROM k ¢aiinoBoit cucteMe 310 ycTpoicTBO OI0KMpYeTCs, H
OMCK HeNlb3s Gyner BHITALWTH, TIOKA OH HE Pa3sMOHTHpoOBaH. (i 3TOro MCMosk3yercs
KOMaHAa umount.

Hanpumep, cnexytolnas KoMaHaa no3posser pasMoHTHpoaTe CD-ROM:

umount /dev/cdrom

BHITalUTE CMOHTHPOBaHHLIH KOMIAKT-AMCK NEHCTBHUTENBHO HENb3d, HO eciM Oblia
CMOHTHPOBaHa (hielKa, TO ee BCeraa MOXHO BbIIEPHYTh (PM3HUECKH, H TYyT HHYEro He
cracer.
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tar

B Te BpeMeHa, kora He 6bUTO NMpOrpaMM MJIA YCTAHOBKH NAKETOB — TaKMX KakK apt-get,
NporpaMMBbl YCTaHABIIHBAIHCh M3 apXHBOB, PAaclaKOBBIBAEMBIX C NOMOLIBIO KOMAHIBI
tar. Ceifyac TakuMm 0oOpa3oM ualle BCEro paclpoCTpPaHAIOT MPOrpaMMbl B HCXOIOHBIX
kozax. [l pa3BeprhiBanud daiina apxusa tar Hy>KHO BHIOJHHTH KOMaHLY:

tar xzvf mmagaina.tar.gz

Kak npaBusio, nocne BbINOJHEHHA KOMAaHABl B TEKYILEM KaTanore 6yAeT co3/jaH KaTanor
C TaKMM ke MMEHeM, Kak y apXuBa (Tonbko 6e3 pacumpeHHs). B Hem BBl cMoXeTe HaiTH
BCe pacnakoBaHHbIE (aiinbl.

K pabote ¢ apxuBamu MBI BepHeMcA B 21age 13, Koraa CTaHEM PacCMaTpUBATh pe3epBU-
poBaHue NaHHbIX. Ceifyac ke HaM NOCTATOYHO YMETh PAcIaKOBHIBATh MAKEThI, YTOOHI
YCTaHaBMBATh JOMOJTHHUTEIbHBIE IIPOrPaMMBI M YTHIHTE CTOPOHHHX pa3paboTYHKOB.

rom
Ota KOMaHJa ycTaHaBlHMBaeT makeTbl nmporpaMm RPM, u ee cMbicn Takoil ke, Kak M
y apt-get, Tosbko opmat RPM Obu1 pazpaboran B Red Hat u ucnons3yercs B auctpu-
OyTuBax, mocTpoeHHbIX Ha ero 6ase. S xxe paccmarpusato B 3ot kHure Ubuntu — mo-
toMok Debian. Ho Bce e npoBeieM coBceM Y KPaTKHid IKCKypC MO KOMaHJE rpm.

I[Jlﬂ YCTaHOBKH HOBOI'O MaKeTa MOXHO BBITNOJHUTh KOMaHAY:

rpm -i naker

,HJ’DI oOHOBNEHHA YK€ YCTaHOBJIEHHOI'O MAKE€Ta MOXKHO BBINIOJIHHThL KOMaHOy € MNMapamMeT-
pOoM -U:

rpm -U nakeT

ILI'DI TOro 4toObl BHAETH XO[ HHCTAUIALUNWHA, MOXKHO YKa3aTh €Il¢ H KoY -v. Taknum
06paSOM, KOMaHaa YCTAaHOBKM 6ylle'1‘ BBIIIAACTD CII€AYIOLINM 06pa30M:

rpm -iv nakeT

which

HHorna Heo6xoAMMoO 3HATH Kataior, B KOTOPOM paclojiokeHa nporpamma. s storo
CJTYXXUT KOMaHJIa which ¢ MMEHEM MPOrpaMMbl B Ka4€CTBE NapamMeTpa, KOTopas MpOBEPUT
OCHOBHBIE KAaTaJIOTH, colepikauue HcnonHsemsle ¢ainel. Hanpumep, utobsr onpene-
JIMTh, Ile HaAXOMUTCA MPOrpamMMa MPOCMOTPA COAEPKUMOIrO KaTalOroB s, BHINOJHHTE

CJIEAYIOLLYIO KOMaHY:
which 1ls

B pesynsrate Bbl yBuauTe myTh: /binfls. Ecnu Bama OC nogaepikuBaeT NCeBIAOHHUMEI
(alias) xoMaHa, To MOxHO OyAeT yBHIeTh M ero. TakuM o6pa3oM, NpH BBIMOJTHEHHH
KOMaHbI Ha 3KpaHe BbIBEIETCH:

alias 1ls='ls —color=tty’
/bin/ls
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3.1.2. BesonacHocTs paiinos

B 2naee 4 Mpl 6ynemM noapo6bHo roBopHTh O MpaBax AOCTyna. ITO OCHOBa obecneyeHHs
6€30NMacHOCTH, HO HaJIeATHCA TONBKO Ha HMX Henb3s. HeoGxonaumel JOMONHUTENbHBIE
HHCTPYMEHTEI COXPaHEHHs LIEIOCTHOCTH CHCTEMbl WIH, IO KpaWHeH Mepe, OTC/EeKHBa-
HHA H3MEHEHMI OCHOBHbIX o6bexkToB OC — daiinos. B Hux xpanurcs uH(popMauus,
a MMEHHO OHa MPEACTABIAET LEHHOCTb.

Oara namererna

Camplii npocreiimuii cnoco6 koHTpons — HaGmoneHue 3a naroii penakrupoBanua. [Jlo-
IMyCTHM, YTO B3JIOMUIMK NMPOHHK B Baury cHcteMy B 10:30. Yro6w! y3HaTh, YTO 6BLIO H3-
MEHEHO, MOXKHO ¢ MOMOLIBIO KOMaHABI find 3aITyCTUTb NMOMCK BeeX ¢ailioB, y KOTOPBIX
JlaTa KOPPEKTHPOBKH MO3Ke ITOro BpeMeHH. He yBepeH, YTO Bbl 3aXOTHTE yCTpPaHBaTh
TaKHe MPOBEPKH, NMOTOMY YTO OHM MOKKYT CIMIUKOM MHoro ¢afinos. Hy, a ¢ apyroit
CTOPOHBI, HE KO BCEM MaNkaM MOXeT HMETBCA AOCTYTI.

TeM He MEHECEC, CACIATh 3TO JIETKO, HO HE O4YCHb 3(1)(1)6!('1'HBHO, NOTOMY 4YTO MOXXHO H3ME€-
HHTD JaTy ¢ NOMOLILIO TOM e KOMaHbI touch, KOTOpasA BLIMJIAJUT TaK:

touch napameTpnr MMOMuwad'T daiin

IlponucHbIMM GykBaMH MOKa3aHbI MapaMeTphl JaThl, @ CTPOYHBIMH — BpeMs. Popmar

HEMHOT'O HeNMpHBBIYHBIN, HO 3aMOMHHTh MOXHO. '0Z1 yKa3bIBaTh HeobA3aTebHO, B 3TOM
cirydae 6yner UCTIOJIB30BaThCA TEKYLLHIA.

PaccmotpuM npuMmep. JlomycTHM, 4TO BBl XOTHTE YCTAHOBUTBH Ha (aiin /etc/passwd naty
u3MeHeHns 11:40 21 suBapa. JIng 310ro BHINOAHAEM CEAYIOLLYIO KOMaHAY:

touch 01211140 /etc/passwd

Tenepr Bocnonb3ylTech KOMaHAOH 1s -1 /etc/passwd, YTOObl yOemHTBCA, YTO AaTa H
BPEMsA H3MEHEHHs YCTAHORBJIEHBI BEPHO.

C moMolpio KOMaHABI touch MOXKHO M CO31aBaTh (aiiibl, cpasy ke ykasbiBad HeoOXxo-
JUMYIO AaTy.

Kak BuauTe, natsl co3iaHus ¥ peAAKTHPOBAHHA DaiIOB JIETKO MEHAIOTCA.

Hrak, HaiiTy Bce ¢afinbl, naTa U3MEHEHHA KOoTOphbXx modke 11:40 21 aupaps Tekyiuero
roaa, MOXHO CJIEAYIOMHM 00pa3oM:

touch 0121114010 /tmp/tempfile

find /etc \(-newer /tmp/tempfile \) -1ls
find /etc \(-cnewer /tmp/tempfile \) -ls
find /etc \(-anewer /tmp/tempfile \) —ls

B neppoii cTpoke MbI co313aeM BO BpeMEHHOM KaTasore Amp ¢aiin ¢ Heobxoaumoii natoi
H3MEHEHHs, M0 KOTOpoii M 6yaeT NPOHCXOAUTB MOUCK.

Cnemqyromue TpH CTPOKH NMPOU3BOAAT Mouck ¢aiios. Kaxaas U3 HUX UMeeT CleyIoUrylo
CTPYKTYPY:

find xaranor \( -cpaBHenue ¢aitn \) -ls
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PaccMOTpUM N0 YacTAM 3Ty CTPOKY:
0O find — mporpamma rnoucka (aiinos;

O xartanor — KATAJIOT, B KOTOPOM HYXHO HCKaTh. B HaieM ciTyyae yka3aH cHCTEMHBIN
KaTaJior /etc, B KOTOpPOM XpaHATCA BCe HACTpoeuHsle (aiiib;

O napamertp \ ( -cpapxenue ¢aitn \) COCTOMT M3 (aiiyia 11 COMOCTARJIEHUA U KPUTEPHUA
noHcka $aiioB, KOTOphIH MOXET MPUHAMATD Pa3IMHHBIC 3HAYCHHS:

® -newer — JIaTa U3MEHEHHU M03Ke, YeM Y 3afiaHHOrO (aiina B mapameTpe daiur,

® -cnewer — COCTOSHME M3MEHEHO MMO3XKe, YeM y conocTapisemoro ¢aiina B napa-
MeTpe daiir;

® —anewer — JiaTa MOCJIEAHEr0 [OCTYTa TNPEBOCXOAMUT aHAIOTHYHBIA MapaMeTp
CpaBHHMBaeMoOro gaiina;

0O napamerp -1s — oOTOOpakaeT Ha SKpaHe CMUCOK ¢aiyioB (Kak NpH BBINOJHEHHH
KOMaHAHI 1s).

KoHTponbHbie cymmer

Ha naTsl U3MeHEHHs! MOXHO HaJesThCi, HO HeOOXOMMMO MMETh NONOIHHUTENBHOE Cpel-
CTBO NMpoBepku. HammyumuM MeTooM ABNAETCA MOACUET KOHTPOIBHOM cyMMBl. Jomyc-
THM, YTO Bbl XOTHTE OTC/IEKHMBATh M3MEHEHHA B KaTajore /etc. il 3TOro BLINIOJIHHTE
ClIeAYIOLIYIO KOMaH/y:

md5sum /etc/*

Yrunura md5sum noacuUTHIBaET KOHTPOJIbHYIO CyMMY yKa3aHHBIX B KauecTBE NapaMeT-
pa ¢aiinos. Ha skpaHe BbI NOMy4YHTE Pe3yJIbTaT BHINOJHEHHA KOMaHAbl IPUMEPHO TaKOro
BUJa:

783£d8£c5250c439914e88d490090ael /etc/DIR _COLORS
e2eb98e82a51806fe310bffdd23caB5l /etc/Muttrc
el1043de2310c8dd266eb0ce007ac9088 /etc/a2ps-site.cfg
4543eebd0£473107e6e99ca3fc7b8dd7 /etc/a2ps.cfg
c09badb77749eecbeafd8cb21c562bd6é /etc/adjtime
70abal6e0d529¢c3db01a20207£dé66blf /etc/aliases
c3e3a40097daed5c27144£53f37de3Be /etc/aliases.db
3e5bb9f9%eB8616bd8a5a4d7247£4d858e /etc/anacrontab
fe4aad090adcd03bf686103687d69£f64 /etc/aspldr.conf

PesynbTar oTOOpakaeTcs B [BE KOJIOHKH: MEpBas CONEPIKMT KOHTPOJBHYIO CYMMY,
a Bropasg — uMs ¢aitna. KoHTposbHBEIE CyMMEBI MOICYUTHIBAIOTCS TONBKO A (aiinos.
JIna katanoros GyeT BeiBeeHO coolLIeHHe 00 ommoKe.

B HameM ciy4ae nokasaHsl Bce ¢aiinbl karanora /etc/*. PesynbTaT pacueta BhIBEIEH Ha
3KpaH, HO 3allOMHHMTB CTOJBKO JaHHBIX HEBO3MOXHO, MO3TOMY JIOTMYHO OyneT 3amu-
cath HX B ¢aiin, 4ToGB MOTOM MCIOJIB30BaTh €r0 COAEPKMMOE IS aHAIM3a H3MEHe-
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Huii. Crieqyromas KOMaHAa BBHINOJHAET pacyeT KOHTPOJIBHBIX CYMM M COXpaHseT
pe3yJpTaT pacyerta B ¢aiin /home/flenov/md:

md5sum /etc/* >> /home/flenov/md

YtoOBl CpaBHMTBH Tekyluee cocTosHMe (aiioB Karaiora /etc ¢ coaepXuMbIM daiina
/home/flenov/md, HEO6XOAUMO BBITIOSTHUTE KOMaHTY:

md5sum -c¢ /home/flenov/md

Ha skpaHe nosBuTcs cnucok Bcex ¢ailioB, H HAaNpOTHB KaXKIOTO JO/DKHA CTOATh
HAIOMUCh Success (Ycnex). 3To 03HavaeT, YTO U3MeHeHu He Oputo. [aBaiite MoaupHIM-
pyeM Kakoi-HHOYAb ¢aiin, BEINMOIHUB, HANPUMEP, CIEAYIOLLYIO KOMAaHIY:

groupadd test

IToxa He 6ymem BoaBaThcs B MOAPOOHOCTHM 3TOM KOMaH[bI, ceiiyac AOCTATOYHO 3HATh,
4TO OHa M3MeHseT (aiin /etc/group. CHOBaA BBIMONHAEM KOMaHIY MPOBEPKH KOHTPOJIBHBIX
cyMM (aitnos:

md5sum -c¢ /home/flenov/md

Tenepy HanpoTuB ¢aiina /etc/group Gyner BoiBeneHO coobueHue 06 ommubke, NOCKONbKY
€ro KOHTPOJIbHasA CyMMa M3MeHWIach. TakuM 00pa3oM, faxke eciH JaTa KOPPEeKTHPOBKH
¢aiina ocranach npexHei, N0 KOHTPOJILHOH CyMMe JIerko ONpeAeNTh HaJTMYKe BMElla-
TENBCTBA.

IMporpamma md5sum BxoauT B maker ucommon-utils, KOTOpeIi MO YMOIMYaHHIO
B Ubuntu-cepsep He ycraHaBnusaercsa. Ecnu y Bac OH OTCYTCTBYET, TO UIfl €M0 yCTaHOB-
KM CJIEyET BbINOJIHNTH KOMaHLIY:

sudo apt-get install ucommon-utils

Yro xoHTponuposars?

Llenbto aTaku MoXceT GbITh HE TONBKO KOHGMrypauus, Ho U McnonHsemble aiinel. To,
yro Linux sBnsercs MpOmyKTOM C OTKPHITBIM KOAOM, MUMEET CBOM TNPEHMYLIECTBA M
HEJIOCTaTKH.

Hdeno B ToM, 4TO NpodeccHoHANBHBIE XaKepbl 3HAIOT NMporpamMmmupoBaHue. IM He coctas-
JIS€T TpyAa B3ATb WCXOOHBIH KOI KakoH-THOO YTHIMTEI M M3MEHHUTh €ro IO CBOEMY
YCMOTpEHHIO, 106aBUB B HEro HEOGXOOUMbIE BO3MOXHOCTH. TakuMm o6pa3omM, B CHCTEME
MOTYT OKa3aTbCs OTKPHIThIE MOTaiHbIe ABEPH.

KoHeuHo e, 3TH JBepH noapisioTcs He cpasy nocne ycraHoBku OC. Ho eciu p3noMinmk
NPOHHUK B CUCTEMY, TO OH MOXET IOJMEHHTb CHCTEMHbIE (aiiibl CBOMMH, YTOOBI TaKUM
06pa3oM B Hell 3aKpenuThbCS.

MoOXHO KOHTPOJIHPOBaTh U3MEHEHHA KaK KOH(QMIypaUHOHHEIX (ailoB, Tak U BCeX CHC-
TEeMHBIX Nporpamm, 1 6ubnuotek. S B cBOeil ceTH He pelalo, Kakue KaTajloru OTCIIEHKH-
BaTh, HO A 6b1 106aBWJI MOHHTOPHHT KaTaJIOroB /etc H /bin.

CnenuTs 3a NoJib30BaTENbCKUMH (paiiiaMH NMpOCTO He MMEET CMbIC/A, MOTOMY YTO 3TH
¢ailnb U3MEHAIOTCA YacTo, M B ThICAYaX M3MEHEHHI HalTH YTo-nMHbo cylecTBeHHOe Oy-
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net npobneMatuuHo. CucTeMHble 6MOTHOTEKH TaK JK€ H3MEHAIOTCA C KOKAOH YCTaHOB-
Koif 0OHOBIIeHHH. A BOT KOH(HIypaLMOHHbIe ¢aiiibl U NPOrpaMMbl B HACTPOEHHO#M CHC-
TeMe He M3MEHAIOTCA M HE JNO/DKHBI M3MEHATBHCA, MO3TOMY J100blE X KOPPEKTHPOBKH
YKa3bIBalOT Ha BO3MOXHYIO NpobieMy HIIH BTOpP)KEHHE.

3ameuaHua no pabore ¢ Ppavinamu

OC Linux A0CTaToyHO JEMOKPAaTHYHO OTHOCHTCA K MMEHaM co3/iaBaeMbiX ¢ailios, no-
3BOJIAS MCIIOJIb30BaTh aGCOMIOTHO NIIOOBIE CHMBOJIBI, KPOME 3HaKa /, KOTOpBIi ABnseTcs
pasfenuTeNieM KaTaJloroB, U cMMBona ¢ kofioM 0, KOTOpBIii onpenensier KOHel UMEHH
daiina. Bce octanbHOe IPUMEHATH AOMYCKAETCH.

CaMoe cTpalHOe — 3TO BO3MOXKHOCTD HCIO/Ib30BaTh HEBUANUMBIE CHMBOJIEIL. Jleno B ToM,
YTO HAa HX OCHOBE MOXHO CO3/aTh MPOrpaMMy, Y KOTOpoil B UMEHH OyIyT TOJNIbKO HEYH-
TaeMpl€ 3HAKH, H M0Jb30BATENIb HE YBHIOUT Takoro ¢aiina. HUKTO ¥ HUKOra He BIIIAMABI-
BaeTcsi B MMeHa (aitos, Aa ¥ aIMMHHCTPATOPEI HE CHAAT B MOCTOAHHOM HaGoaeHuH 3a
CHCTEMOIA, MO3TOMY NMOAOOHBIE BELIH JIETKO MPOIYCTHTE.

PaccMOTpuM mpuMep ¢ HCIIONIB30BaHHEM NEepeBoaa CTPOKH. JIoMyCTHM, YTO Xakep Ha3Bas
cBoii ¢aiin hacker\nhosts.allow. B 3T0M ciTydae noa \n nogpasyMeBaeTca NEPEBO KApETKH,
a, 3HaYMT, HMA 3TOro ¢aiina cCocTOMT M3 IBYX CTPOK:

hacker
hosts.allow

He Bce mporpammel MoryT oOpabotate Takoe MMsA npaBwibHO. Ecnm Bawn daitnossiit
MeHepkep paboTaeT HeBEpPHO, TO OH OTOGPa3HT TOJBKO BTOPYIO CTPOKY: hosts.allow.

Eme ogun croco6 cnpsarats ¢aityi — B KavecTBe HMEHH YKa3aTh TOUKY U Ipobel: «. »
WIH JBe TOYkHM H mpoben: «.. ». Pailn ¢ HMeHeM B BHJE TOYKH BCEra yKasblBaeT Ha
TEKYIHi KaTajlor. AIMHHHCTPATOp, BHINOJHUB KOMaHAY ls, MOXKET HE 3aMETHUTh, YTO
CYILECTBYIOT JBa ¢aiila c OTMHAKOBEIMH HMEHAMH, a Npobesia eMy BCe paBHO He BHUIHO.

[Mpo6ensl MOXHO BCTaBNATH B MoOble UMeHa ¢aitioB — HanpuMep, nepen MMEHEM:
(« hosts.allow») Wy, Ha060pOT, B KOHLIE UMEHH, U MPH OTCYTCTBUU JOJDKHOrO BHUMAHHA
BBl HUYero He 3aMeTHTe. UTOOBI YBHAECTH KOHEUHBIH Npo6es1, MOXKHO NMpH BEIBOAE A06aB-
JATh K KOKIOMY MMEHH CHMMBOJ Koco# yepThl (/). l1a aToro mpu BbI30Be KOMaHIBI 1s
HCMONB3YHTE KTI0Y -F,

Cnenmyrommii BApHaHT cnpATaTh $ailn — 3aMeHATh OHH CHMBOJIBI Ha IpyTrHe, CXOXKHE M0
Hayepranuio. HanpuMep, nocMoTpuM Ha uMs daiiia hosts.a11ow. Huuero He 3ameuvaerte
nopo3purensHoro? Ilpu GernoM B3rnsae npoGiaeMy MOXHO MPOMYCTHTb, HO €CJIM MpH-
[JAICThCA MOBHUMATE/ILHEE, TO CTAHET BMAHO, 4To BMecTo Oyks | (L) crout undpa 1
(eauHuULa).

MoskeT Hcronb30BaTCA M Takoi NnpueM — noaMeHa GykBbl b Ha d. 3mech ToXe TPYAHO
YT0-IHOO 3aNOA03PHTDb, MOTOMY YTO €CJIH YEJOBEK KaXAbIH NE€Hb BUAMT OJHO H TO XK€,
TO, Yallle BCEro, BOCTIPHHHUMACT JKEJAeMblii TeKCT 3a aeicTBUTEnbHbIA. [lomyuaerca
6aHanbHBIi OOMaH 3peHH.

IlonoGOHble TPIOKH OYEHb 4YacTO MCMOJMB3YIOTCA BHPYCOMHCATENAMH Ha IUTaTdopme
Windows. Tam onbITHeIE NMOJIL30BaTENH, KOTOpEIE paboTaloT ¢ KommbioTepamu ¢ 1990 ro-
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JI0B, Y€ TOYHO NPHBBIKJIK K NOA0OHBIM 0OMaHaM. S He 3Halo, 30BYT JIH ceifdyac «4aifHu-
KH» JpYy3€# OTPEMOHTHPOBATh KOMIBIOTEP, a B KOHLiE 1990-X MeHA 4acTo NMPOCHIH «I10-
YHHHTE)» peryispHo nagaBwyio Windows 9x, H 8 HacMOTpeJcA Ha pasHble BHPYCHI H
npouue 3nojeckue NporpaMMbl ¢ MOAOGHBIMH MPOCTHIMH OOMaHaMH.

3.1.3. Ccurnku

B Bawueii cucteme MOryT MOABHTHCA JOKYMEHTHI Il COBMECTHOTO MCMONb30BaHuA. Pac-
CMOTPHM 3Ty CHTyauMio Ha mpumepe. JlomycTuM, uto ¢aiin oryeTHocTH /homelreport
nokeH OBITH MOCTYynmeH HecKOJNbKHM mnojn3oBatesiiM. UM 6puio Obl ynobHo, uToOsI
KomuA 3Toro ¢aiina Haxoawnach B MX AOMAalIHUX Kataiorax. OmHaKo co3aaBaTh He-
CKOJILKO KOMHi omHOro ¢aiiia B pa3HBIX MECTax HEPaLMOHAILHO, MOTOMY YTO 3aTpyA-
HMTCA CHHXPOHM3aLIMA U3MEHEHH — BeChMa CJIOKHO coOpaTh B 0HO Liesioe MoandHKa-
LIMH U3 HECKOJNbKUX (aiiyioB, 0COGEHHO eClIH KOPPEKTHPOBAICA OOMH M TOT € KyCOK.
U xto OyaeT oleHHBaTh, YbH H3MEHEHHS HEOOXOAMMO BHOCHTE B o0 daiin?

ITpobnemMa 4acTMYHO peluaeTcs C MOMOLUBIO CCHUIOK, KOTOpbie OBIBAIOT KECTKMMH
(Hard link) u cumBonsHbMH (Symbolic link). YacTH4yHO, MOTOMY 4TO OAHOBpEMEHHaA
paboTa Hax JOKYMEHTOM BCE PaBHO OCTaHETCA HEBO3MOXKHOMM.

s mocTikeHHs caMoii CYTH CCBUIOK HEOOXOAMMO MOHMMATh, YTO Takoe ¢ailt U kakoe
MECTO eMy OTBOJMTCA OTiepalLiMOHHO# cuctemoii. [Ipu co3maHuu daiina Ha aucke Bbijie-
JIeTcs MPOCTPAHCTBO [ XPAHEHHA AAHHBIX, 2 €r0 HMEHH CONOCTABJIAECTCA CChUIKA H3
KaTajlora Ha y4acToK JHCKa, rae ¢usndeckn Haxoautcs aiin. [omyyaercd, yto MOXHO
€03/1aTh HECKOJILKO CCBUIOK Ha OJHM H Te ke AaHHble, H OC Linux nosponser aenars 3t10.

Korpa Mb1 BbIMONHAEM KOMaHay 1s -1, TO Ha 3KpaHe MmosBiseTca noapobHas uadopma-
uus o ¢aiinax B TekyiueM katanore. Hanmomtio ee Bua:

-Irw-r--r--— 1 Flenov  FlenovG 118 Nov 26 16:10 1l.txt

Ecmu k mupexTnBe n00aBuTh KITHOY i (BBINIONHHTE KOMaHZy 1s -il), TO K BbIBOAUMOM
uHdpopMaLum 106aBUTCA elle U JecKpHITTop daiina:

913021 -rw-r--r-- 1 Flenov  FlenovG 118 Nov 26 16:10 1.txt

[epBoe uncyio B 3TOi CTPOKE M €CTh AECKPHIITOP, MO KOTOPOMY ONpeAeNnsiercs Gpuanye-
CKO€ pacrofoxeHne daiina.

XKectkue ccuLnkm

XecTkas ccbUlka yKa3bIBaeT HEMOCPEACTBEHHO Ha JaHHBIE M HMEET TaKOH ke AECKpHII-
Top. Takoii paiin pusHyecku He yaanseTca U3 CHCTEMBI, TOKa He OyayT YHHUTO)XKEHBI BCe
JKECTKHE CCHUIKM Ha Hero. 1o cyTu, kaxaoe ums dailia yke ABISETCS KECTKOM CCHUTKOH
Ha JJaHHBIE.

J1s co3maHHA TakUX CCBUIOK HMCIOJIB3YETCA KOMaHAa ln, KOTOpas MMEET CIemyIOLIHi
BHA:

1n uma_daina vma_ccuutkm
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B oTBer Ha 3TO MporpamMMa CO3acT JKECTKYHO CCBUIKY C MMEHEM ivs_cchutiar, KOTOpas
OyIeT yka3biBaTh Ha Te e JaHHbIE, 4TO U Gaill mva_gaitna.

YtoObl Ha MPaKTHKE MPOBEPHTH BCE, UTO YTBEPXKIAETCA JaJjiee, CO3aiTe B CBOEH cucTe-
me ¢aiin 1.txt. s 3T0ro MOXHO BBINOJTHUTE KOMaHIY:

cat > 1l.txt

Haxwmure iaBuiry <Enter>, BBeIUTE HECKONBKO CTPOK TEKCTAa H HAKMHUTE KOMOHHALIHIO
wiaBuw <Ctrl>+<D> — Teneps y Bac eCTb HeOOGXOAUMBIH ¢aill A1 TECTUPOBaHHU.

Co3spaiire nns ¢aiina 1.txt )KecTKy10 CChUIKY. [t 3TOro BLITIOTHHUTE C/IEAYIOLIYIO KOMaHIy:
In 1.txt link.txt

C noMouiblo KOMaHAbl cat link.txt BBIBEOWTE Ha 5KpaH colepxuMoe daiina link.txt u
y6enuTech, 4TO OHO MAEHTHYHO CTPOKaM B (paitne 1.txt. Termepr BBIMOMHHTE KOMaHIY ls
-i1, 4ToOBI MPOCMOTpPETH COodepKUMoOe KaTtanora. B cnucke ¢aiinoB nomkHBI ObITh 1BE
CTPOKH:

913021 -rw-r--r-- 2 root root 0 Feb 22 12:19 1.txt

913021 -rw-r--r-- 2 root root 0 Feb 22 12:19 link.txt

OG6patuTe BHUMaHHE, YTO NepBas KOJOHKA, B KOTOPOH HAaXOIATCA AECKPUITOPbI A
obonx ¢aiiyioB, comepKUT OAMHAKOBbIE 3Ha4YeHHA. B TpeThell KONIOHKE CTOMT YMCIO 2,
YTO FOBOPHT O HAJIMYHMH JIBYX CCBUIOK Ha JAHHBIE.

Tenepb nonpobyeM M3MEHHTH COAEPXKHMOE JT000ro U3 3THX (aiinos. [ina sToro BeinoN-
HHM CiieIyIolHe KOMaH/bI:

1s > link.txt
cat 1l.txt

B nepBoii cTpoke MBI coxpaHsieM B ¢aiine link.txt pe3ynpTaT paboThl KOMaHabl 1s (pe3y.ib-
TaT OTOOpaXEHHA COAEPHKHMMOro Karanora), a BTopas — OToOpaXkaeT NOKYMEHT 1.txt.
V6enutecs, uTo coaepxnmoe 000MX ¢aiioB U3MEHWIOCh, HO JaHHBIC B HHX 3alHCaHBI
OJVHAKOBBIE.

Hagaiite nonpo6Gyem ynanuthb ¢aiin 1.txt ¥ TOCMOTPETh Ha KaTajor M coAepXUMoe Qaiiia
link.txt. JIJ1f 35TOro BBIMOJHMTE CIEAYIOLIME KOMaHDI:

rm 1l.txt

1s -il

cat link.txt

®aiin 1.txt 6yaer yaayHo yaajieH. A BOT COAEPAKHMOE XECTKOM CChUIKH link.txt HUKyZa He
aeHetcsa. To ecTs AaHHBIE Ha JUCKE HE OBUIH YHHYTOXKEHBI, @ HCYE3/IO TONBKO MMA 1.bd.

OGpaTuTe BHUMaHHe, 4TO Y ¢aiina link.txt 3HaYeHHe CUETYMKA CCUIOK B TPEThEH KOJIOHKE
YMEHBIIMIOCH 10 €AUHHIIBL.

CvMBONbHLIE CCLLNKU

CuMBOJIBHAs CCBUIKA YKa3bIBA€T HE Ha JaHHBIE, a HA UMA ¢aiina. OTo naetr HEKOTOpbIe
NpeUMy1LecTBa, HO ONHOBPEMEHHO BhI3bIBaET OobILOe KOMUYECTBO mpobnem. Jlns
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CO3/1aHMs CHMBOJIBHOM CCBUIKM HY)KHO MCIIOJB30BaTh KOMaHAy ln C KIOYOM -s. Ha-
npuMep:

In -s link.txt symbol.txt

ITocMOTpHM Ha pe3yJsbTaT ¢ MOMOILBIO KOMaHAbI 1s -il:

913021 -rw-r--r-- 1 root root 519 Feb 22 12:19 link.txt
913193 lrwxrwxrwx 1 root root 8 Feb 22 12:40 symbol.txt -> link.txt

Tenepe neckpuntopsl ¢aiiyioB pa3Hbie, HO Ui symbol.txt MEPBbIi CHMBOI ClEAyIOLLEH
KOJIOHKHM npejcTtabneH Oykpoii 1. Kak pa3 oHa M yka3siBaeT Ha TO, YTO MBI HMEEM €0
C CHMBOJIbHOH CCBHUIKOH. B TpeTheii KONOHKE CTOMT €QMHHMLA, a MOCIEOHAA KOJIOHKA
nocJie 3HaKa —> COACPIKUT MM (aiiia, Ha KOTOPBIi yKa3bIBaeT CChUIKA.

Ionpo6yem ynanuTh ocHOBHOIA (haiil U Mocie 3TOro NMPOCMOTPETh COAEPIKUMOE CChUTKH
symbol.ixt:

rm link.txt
1s -il
cat symbol.txt

B nepBoii cTpoke Mbl ynansem caiin link.tt. Bropas koMaHga oToOpaxkaer CiMCOK KaTa-
noros. Y6eautech, uto ¢aiina link.txt Het. Ecnu Bbl Hcronb3yete auctpuOytus Red Hat,
TO KOMaHJa 1s, CKOpee BCEro, HMeeT IICEBAOHUM, KOTOPbIid MO3BOJIAET B 3aBUCHMOCTH OT
THNa ¢aiina orobpaxars ero pasnW4HbIMH IBeTaMu. EC/IH HeT, TO 3aMeHWTE BTOPYIO
KOMaHAY Ha CleAyHILy0:

ls --color=tty -il

Ctpoka, coaepiaias MHGOPMaLMIO O CChLIKe symbol.txt, JoJDKHA OBITH KPaCHOTO LIBETA,
a TEKCT — MHraiowuii Genpiii. 3To rOBOPHT O TOM, YTO CChLIKa «OUTasn», T. €. yKa3biBaeT
Ha HecyuiecTByrowuii daiin. Komanna cat symbol.txt MbITAETCA OTOOPa3HTE COACPHKH-
moe ccpulki. Tak kak dafiia HeT, Mbl yBHIHM coobieHue o6 ommunbke.

Camoe MHTEpecHOe, YTO €C/IM MOMbITATbCA 3anMcaTh KakWe-NH60 JaHHbIE B (aiil
symbol.txt, To ¢aiin link.txt 6yaeT aBTOMaTH4YeCKH cO3laH. DTO OrPOMHBIH HEAOCTATOK,
MO3TOMY Bbl JOJDKHBI CJIEJUTh 32 CHMMBOJIHBIMHM CChUIKAMM Mepei YAIeHHeM (aii-
JI0B — BeJib NOJIB30BaTENIb CMOXKET cO3/JaTh (haiin, koTophlii Gl yAaneH.

BTopoii HeAoCTaTOK CHMBOJIBHBIX CCHUIOK KPOETCA B MpaBaxX JOCTYMa, HO Mbl MX Oynem
paccMaTpHBarth B 2aaee 4.

Ewe oauH MuHyc Tautca B 6nokupoBkax. Ecnu oTKpeITh Ha peakTHpoBaHHe daiin, it
KOTOpPOro CO3JaHa CHMBOJIbHAA MJIM JKECTKas CChbUIKa, TO OH 6nokupyercs. [Ipeacrasum
cebe, 4TO cyllecTByeT cchliika Ha ¢aiin /etc/passwd Wi /etc/shadow. [Ipn GnokupoBke
OJIHOTO M3 HUX BXOJ B CHCTEMY CTaHET HEBO3MOXHBIM.

Yto6Bl B3MOMILUMK HE CMOT BOCMONB30BaThCA OJIOKUPOBKAMH, €r0 MpaBa Ha 3aluCh
B CHCTEMHBIE KaTAIOrH AOKHbI OBITh OrpaHHYEHBI. A MOJb30BaTeNb B GOJBIIHHCTBE
CllydyaeB JOJDKEH MMETh pa3pelleHHe MMCaTh TOJbKO B CBOM JOMAIIHWiM Karanor u
B Katanor Amp. HMHorma npu paspgenenuu daiinos moxker norpeGoBaThes pabota
C YYXHMMH KaTaJloraMH, HO BC€ PaBHO JOCTYN OrpaHMYMBaeTCs KaTajioroM /home, rue
PacrnosoXeHbl MONb30BaTENIbCKHE KATAIOTH.
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I'nans Ha Bce HENOCTAaTKH CCHUIOK, BO3HHUKAET BOIPOC — a HYXKHO JIM JEHCTBHTEILHO
ucnonbp3oBath UX? S peKOMeHIYI0 JenaTs 3TO TONBKO B KpaHEM Cllydae, KOrZa BCe
oCTaJIbHBIE CHOCOOBI peleHus npobneMsl eile xyxe. U ecnn HeT apyroro BeIX04a, TO
OynbTe X0oTs OBl aKKypaTHBI M BHHMATENBHBIL.

3.2. 3arpyska cucremsr

Bo Bpems 3arpy3ku OC 3ammyckaeTcs MHOXKECTBO MPOrpaMM, KOTOpbI€ 3aHUMAIOT MaMsTh,
yMEHbLIas TEM CaMbIM MPOH3BOAMTENIBHOCTh CHCTEMBI.

Tem He MeHee, Nepe3arpy3ka NO3BOJSET ONEPATUBHO BOCCTAHOBUTH paboTy KOMITbIOTEpa
nocne c6o3. Bce MauIuHbl Kora-1M60 NPUXOAUTCA Mepe3arpykaTh — YTOObI BO30GHO-
BUTDL NOJHOLEHHOE GYHKIMOHMPOBAHHE WM MOCIIe OOHOBJIEHHS HEKOTOPHIX CHCTEMHBIX
daiinos, TpeGYIOIIMX Nepe3arpy3ku.

Bo BpeMs 3arpy3kH Bce HEOOXOUMble HACTPOHKH JOJKHBI IPOM3BOIMTLCA aBTOMATHYE-
CKM — 4TO6bI Cpa3y Mocjie CTapTa HE MPUXOMWIOCH YTO-TH60 KOHQHIYpHPOBATH BpYY-
HY10. DTO MOXKET OTHATh C/IMLIKOM MHOTO BPEMEHH, K TOMY )K€ BBITIOJIHATEL OfHH H T€ e
NEHCTBHA KXKIBIHA Pa3 — O4€Hb CKYYHO M HEMHTEPECHO.

3.2.1. AsTo3arpyska

Korga BitiouaeTcs KOMNbIOTEP, TO NMEPBO# 3arpy)aeTcs NporpaMMa, 3arMcaHHas B MHUK-
pocxeme I13V cucrembl, kotopas HaseiBaeTca BIOS (Basic Input/Output System, 6azosas
cucTeMa BBOAa/BriBoAa). OHa yMTaeT rnaBHYyIo 3arpy3ounyto 3anuck (MBR, Master Boot
Record), xoTopas Ha caMoM aene npencrapiier coboi 512 6alTOB Ha XKECTKOM JHCKE.
B Hux pacnonoxeHa HHpopMaLUA O AHCKAX H KOJ HayaibHoro 3arpy3unka OC.

ITockonbky yMecTHTB KOA Bcero 3arpy3yska B MBR B Hallle BpeMs NpaKTHYECKH HEBO3-
MOJKHO, TaM PacroJIaraloT TONBKO HaYalbHBIH 3arpy34MK, KOTOPBIH 3arpyxaert ¢ Apyroro
MECTa JHCKa YK€ MOJIHOLICHHBII 3arpy34uK.

B Linux ceifyac cambiM nomynspHeiM 3arpy3unkoM spisercs GRUB2. Kondwurypauus
9TO# MpPOrpaMMBI Yallle BCEro coAepxurca B ¢aiine /boot/grub2/grub.cfg. B HeM 3anucaHbl
HacTpOMKH, ONpeNesIsIoLIHe, Hy)KHO JIH NOKa3biBaTh MEHIO BBIGOp2 BapuaHTa 3arpy3ku
H KaKMM JOJ/DKHO OBITh 3TO MEHIO, a TaK )K€ YKa3bIBAIOTCA CAMH BApHAHTHI 3arpy3KH
M NpeAnHChIBacTCA, KAKyl0 BEPCHIO AApa CICTYET 3arpy3HTb (Mbl y)Xke TOBOPHIIH, YTO
B Linux MoxeT 6bITE O0ONee ogHoro Aapa).

IMocne atoro Moxer 3arpyxatscs initrd — auck B onepatuHoi namsatu (ramdisk) nns
BpeMcHHOH (aiiioBoii cHcTeMbl, HCMoONb3yeMoi sapoM Linux npu HavansHo# 3arpyske.
Jleno B ToM, 4TO €c/iU PO CKOMIWIMPOBAHO B MUHHUMAJIbHOM BapHaHTE, H BCE €ro BO3-
MOXHOCTH MOIKIIOHAIOTCH B AaJbHEHIIEM C MOMOLUBIO MOAYJEH, TO B 3TOT MOMEHT
y aapa He 6yaeT BO3MOXKHOCTH paboTaTh cO cnelHPHYHBIMM KECTKMMH AUCKAMH, H OHO
HE CMOXET 3arpy)xaTh AanbHediuve AaHHble. [loaToMy cHawana rpysurcs amck
Moot/initrd.xxxx, KOTOPBIH 3arpy>KaeT KPUTHYECKH BaXKHBIE MOMYJIH, H, €C/IH A He OmMba-
I0Ch, MMEHHO OH H 3arpy»aeT KpacHBYIO KapTMHKY, KOTOpYy10 noka3ssiBaer OC BO Bpemst
CTapTa CHCTEMBI.
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Tenephb y siapa ecTh Bce HeoGxomuMoe s 3arpy3ku camoi cucteMel. Ilospnsercs kpa-
CHBAaA KApTMHKA, KOTOpas MpA4YeT BHIBOAMMBINH B KOHCOJb JIOT JANbHEMIIeH 3arpy3kw,
H ynpaBJIEHHE NepeJacTcs nporpaMme /sbinfinit.

INporpamma init 3arpykaer daiin /etc/inittab — koHHIypaLMOHHLIHA ¢aill, B KOTOPOM
nponucaH npouecc HHMnManu3amud OC Linux, » BBIMOJHAET BCE MPEXYCMOTPEHHEBIE
B HEM OTIEPaLHH.

B HacTosLIee BpeMA B CHCTEME 3arpy3KH BCEX CEPBHCOB OCYLIECTBIIAETCA CMEHa JIHAEpa,
U, MOXeT ObITb, NaXe YMECTHO CKa3aTh, YTO 3Ta CMEHa YXKe MPaKTHYECKH MpPOH3OLLIA.
Panblie 3arpyskoii Bcex cepBHcOB ympabisna SysVinit — mnporpamma init, koropas
3arpy’<aeT Bce CEpBHMCHI MOCIEA0BaTENBHO. 3TO Hale)KHO, HO AOJro, MOTOMY YTO €CJIH
KaKoi-TO CepBHC 3arpykaercs MEIJICHHO, TO BCE€ OCTalbHBIE BBIHYXICHBI CTOATDb
M XaTh cBoeit ouepenu. Takoe 4acTo MPOMCXO,(MT C CEPBHCAMH, KOTOPBIE B3aHMOAEHCT-
BYIOT C CEThIO.

Pa3paboTyvku OUCTpHOYTHBOB NpeUIOKWIN HOBYIO MPOrpaMMy 3arpy3kM CEpPBHCOB.
B Ubuntu — 310 Upstart. OHa mo3BoJiseT 3arpyxaTh CepBHCHI napawuienbHo. KoHedHo
e, B Hell peyCMOTPeHO HAIWYMeE CBA3eH M 3aBUCMMOCTEM, Korja onpeaeaeHHbIi cep-
BHC JOJDKEH 3arpy»aThCs TOJIBKO MO OKOHYAHHIO POAMTEBCKOTO.

V xomnanuu Red Hat cBoit B3risa Ha 3arpy3ky M Ha3siBaeTcs oH systemd. CMeich npH-
MEpHO TOT e — 3arpy»KaTh 110 HECKOJILKO CEPBHCOB MapaJUIe/IbHO 1 MOBBILIEHHA CKO-
POCTH CTapTa CUCTEMEI.

M1 pa36upaemcsa ¢ Ubuntu, nostoMy 4yTs Gonee noapo6Ho paccmotpum Upstart.

Upstart nnis 3amycka cmyx6 u 3aga4 ucnons3yer coObitha. Kcraty, 3TH 1Ba NOHATHA:
CITyObl U 33/1a4H — MOXO0XH, HO BCE JKe MMEIOT OHO GONbIIOE pazTHYHe: ecliH CTyx6a
MO KaKoH-TO MpUYMHE OCTaHaBIIMBaeTCA, TO OHa OyeT nepe3anylicHa.

[Ipn 3TOM ympaenate ciry6aMH B KOHCOMH He TaK Y M ClIoxkHO. YToOBI mpocMoTpeThb
YCTaHOBJEHHBIE CITyXObI, HaI0 B3MIAHYTh Ha YCTAHOBJIEHHBIE CKPHITTHI 3aITycka CiTy0
B Kartasore /etc/init.d/. CTaTyc m060ro U3 HUX MOXKHO IIPOBEPHUTD, €CITH BLINOIHUTE JIIO60H
H3 3THX CKPHIITOB C NapaMeTPOM status ¢ IpaBaMH aAMHHHCTpPaTOpa:

sudo /etc/init.d/apache2 status

Ecnu cny6a BeINONHAETCS, TO B KOHCOJIH MOABUTCA COOOLICHHE:

* apache2 is running

Yto6bl OCTaHOBHUTH CITYXOY, HyXKHO BBINIOIHMTE CKPHIIT C MAPAMETPOM stop:
sudo /etc/init.d/apache2 stop

A 14 3a1mycKa AejiaeM TO XKe CaMoe, TOJIbKO C MapaMeTPoOM start:!

sudo /etc/init.d/apache? start

Cocrosuune CEPBHCOB MOXKHO INIpOCMATPHBAaTh U C NOMOILLBIO KOMAHAbI status:

sudo status cups

B atom Cliydae s 3anpalinBal0 COCTOAHHC CEPBHCA cups, KOTOpBIﬁ OTBCYACT 3a Nc4aTth.
A nna ynpasJjICHAS CEPBHCOM MOXKHO HCIIOJIb30BaTh KOMaHAY service:



86 Maea 3

sudo service cups start
sudo service cups stop
sudo service cups restart

I[yMa}o, YTO KaKve-TO JOMONHHUTE/IbHBIC KOMMCHTAPHH TYT H3JIHMIIIHH.

Y0651 MPOCMOTPETE COCTOTHUE BCEX YCTAHOBJICHHBIX CJ'I)’)KG B TOT WIHM HHOH MOMCEHT,
HaJ0 BBIIOJIHATH KOMaHAY:

sudo service —--status-all

HIH:

sudo initctl list

KOMaHIIBI HEMHOTI'O pasHbIC, U BBIBOJ Y HHX OTIIMYACTCA.

Koraa Bel 3amyckaeTe WIH OCTaHABJIMBAETE CEPBUC C MOMOILUBIO MOAOOHBIX KOMaHA, TO
3TO HOCHT TOJIBKO BpeMeHHbIH xapakrep. Ecim xke BbI XoTHTE, YTOOB M3MEHEHHE HOCHIIO
TIOCTOSIHHBIH XapakTep, H COCTOSHHE CITy»Obl COXpaHAIOCh MOC/Ie nepe3ammycka, TO MOX-
HO co3naTth ¢ain /etc/inittumna_cepeuca.override, B KOTOPOM OYyAeT COAEpXaThCA TOJIBLKO
C/10BO manual. I3 KOMaHIHOH CTPOKHM TaKO€ MOJKHO BBINIOJIHHTH C MIOMOIUBIO KOMaHIEI
echo M TIepeHaNPaBUTh pe3y/IbTaT KOMaH/AbI B (afin:

echo 'manual' > /etc/init/mysqgl.override

KoMaHga echo 'manual' FOBOPHT O TOM, YTO HY)XHO Hameyartarb CIOBO manual. OHO
OynmeT HameyaTaHO Ha CTaHAapTHOM BBIBOJE, KOTOPHIM [0 YMOIYAHHIO ABJIAETCA OKHO
TepMuHana. CHUMBOJN > rOBOPHT, YTO BBIBOJA KOMaHJBI ClIEBa HY)XXHO MEpEeHANpaBUTh
B NMOTOK cnpaBa. A cnpaBa uneT ¢aiin. 3HauuT, Teneps clioBo OyAeT HaleyaTaHo He Ha
9KpaHe, a 3alMcaHo B Qaiir.

Ho nanxa /etc TpeGyer npaB anMHHUCTpaTOpa Ui paboThl, a 3TO 3HAYHT, YTO KOMaHIa
3aBEpIUHTCA OLIHOKOM, €C/U €€ BBINONHATE C IpaBaMH MPOCTOrO MOJb30BATEIS.

HpoGneMa peuaeTcs UCMoJIb30BAHUEM KOMAHABI sudo:

sudo bash -c "echo 'manual' > /etc/init/mysqgl.override"

®dparMeHT bash -c FOBOPHT O TOM, YTO HY)XHO MPOCTO BEINOJIHUTE KOMaHIy, KOTOpas
UJIeT Aanbile B KaBblykaX. Ficnosi30BaHHe KOMaHAB! bash -c BBI3BAHO TEM, YTO KOMAH-
Ja sudo He CMOXeT paboTaTh ¢ KOMAHAOH echo M NMEpPEHANpPaBUTh Halll BHIBOA B (aidn,
HOTOMY 4TO echo — 3T0 KoMaH1a He OC, a bash.

3.2.2. 6RUB2

OC — koraa Bbl BKJIOYaeTe CBOI KOMIBIOTEp — cama no cefe He 3arpyxkaercs. Ee
3aMmyck A0/DKEH OBITh KaK-TO MHHLMAIH3UpOBaH: M3HayanbHO CaMBIM MOMYJIAPHBIM HHH-
uuanuzaropoM 3Toit 3arpysku 6eu1 LILO (Linux Loader, unu 3arpysumk Linux), Ho
B mocjefHee BpeMs yxe, KakeTcs, Bce AUCTpuOyTuBH nepeuvid Ha GRUB2 (GRand
Unified Bootloader, 6onpioii 06seAMHEHHBIHA 3arpy3uHK, BepcHus 2).

Kak yxe oTmedasioch paHee, KOrja Mbl BKJIIOYaeM KOMIIBIOTEp, MEPBBIM 3aITyCKaeTcs
cuctema BIOS. Ee 3arpyska ceiiuac MoXkeT OBITH CKpEITa KPaCHBOM KapTHHKO# C joro-
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THMOM TIPOM3BOIMTENA, HO paHbllie B 3TOT MOMEHT Mbl 00A3aTe/IbHO BHAENM JIOTOTHI
BIOS, a no sxpaHy 6exanu undepku TeCTUPOBaHUS OMEPaTUBHOM MNaMATH.

Mowmnocts GRUB2 3awimiouaercs B TOM, 4TO OH MOJJEPXKUBAET passiyHbIe ¢aiinoBele
CHCTEMBI M laxke Mo3BosiAeT paboTath ¢ ¢aiinamu 6e3 3arpyskun OC. Hanpumep, ans npo-
CMOTpa CoepkMMoOro (aia MOXHO HCMOJb30BaTh KOMaHOy cat, KOTOpas HIEHTHYHA
OHOMMEHHOM koMaHJe Linux.

Bce, 4ro kacaercs nporpammel 3arpy3unka GRUB2, Haxoautcs B katanore /boot/grub2/.
Ecnu y Bac Heckonsko OC, To coaepKMMoe MEHIO, KOTOpOe Bbl BUAUTE MPH CTapTe CHUC-
TEMBI, MOJKHO HaiiTi B ¢aiine /boot/grub2/grub.cfg.

KoHdurypaumoHHslii ¢aiin /boot/grub2/grub.cfg creHepMpoBaH Ha OCHOBE HECKOIBKHX
CKPHITTOB, U JXeNaTeJbHO €ro He pedakTHpoBaTh HampsMylo. EciM BbI XOTHTE co3gaTh
CBOM COOCTBEHHbIE IyHKTHI MEHIO, TO HY>KHO 00paTHThCA K ¢ailty /etc/grub.d/40_custom.
Bot B nanke /etc/grub.d/ BBl MOXKETe peAaKTHPOBaTh Bce KOH(UIypaLHOHHble (aiinbl, U
3TH U3MEHEHHA HUKYAa He ucue3HyT. bonee Toro, HUMeHHO 3TH (aiinel ABIAIOTCA UCXOM-
HBIM MaTepuanom s (popMHUpOBaHHA OCHOBHOTO KOH(HUrypaLHOHHOTrO ¢aiina grub.cfg.

PaHplie onucath ¢yHKUMH 3arpy3udka, ocobeHHO Takoro mpoctoro, kak LILO, 6biio
J0cTaTo4HO nmpocTto. Celvac 3To yke BecbMa OOIIMpPHAs TeMa, KOTOPYIO HYXHO pacKpbl-
BaThb MOJHOCTBIO WIH HE packpbiBath BoBce. S monararo, yto no GRUB2 MoxHO Hanu-
caTh OTAENBHYIO KHHIY C TPIOKaMH, OIacaroch TONBKO, YTO OHa He Oy/eT MoMmy/spHOH,
NOTOMY 4YTO PeJaKTHPOBATh (Paiiibl 3arpy3urKa NPUXOAUTCA OYEHb PEAKO, a BCA HE06X0-
AuMas MHpopMalms yxe ectb B UHTepHeTe.

B o6wiem, s y6pan u3 3Toro u3naHuMs npumepbl KOHGUIYPHPOBaHHA M PELUT JaTh BaM
TOJIbKO HECKOJIBKO MOJIE3HBIX CCHLIOK:

O https://help.ubuntu.com/community/Grub2 — 3aecs BBl HalaeTe noapoOHyIO
6a3oByto uHpopmaimio o GRUB Bepcuu 2;

O https://help.ubuntu.com/community/Grub2/Passwords — 31ech ONMCHIBAETCH, KaK
MOXXHO 3aLMTHTh C MOMOILBIO Mapojied MeHo 3arpy3ku. O4YeHb MHTepecHas Tema,
MOTOMY YTO AaJEeKO He KaXKIOMY MOJB30BATEN0 MOXKHO A0oBepuTh noctyn k OC nps-
MO M3 3arpy3uHKa;

O http://rskl.ru/grub2/ — 3gecs MOXHO YBHMOETb peajibHBIN XOpowMA MpUMep Ha-
CTpO¥KH Napons Ha MEHIO 3arpy34HKa.

3.2.3. WNHrepecHuze HACTPOWKMU 3arpy3Kum

PaccMoTpuM Heckonbko ¢aiiioB, koTopble XOTh M HE3HAYMTENBHO, HO BIMAIOT Ha 3a-

rpy3ky:

O mnpexnae 4eM NOABHUTCA IpHIJIallleHUe BBECTH Mapoib, Ha 3KpaHe oToOpaxkaeTcs Tek-
cropas MHGopMaLmi, noscHeHue. Yaile Bcero pa3paboTuMK 3A€Ch MUILET UMA AWCT-
pubyTHBa U ero Bepchro. I1a HHGOPMALIUA XpaHUTCA B Qaiine /etclissue, U €€ MOXKHO
H3MEHHTD B JIIOOOM TEKCTOBOM PEJaKTOPE, B TOM YHCIIE U C MOMOLUBIO BCTPOEHHOIO
penakropa Midnight Commander;
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0 nocne BXoAa B CHCTEMY TEKCTOBOE COOOLIEHHE MOXKET BBIBOOMTHCHA TOXeE, HO MO
YMOJTYaHHIO [TOYTH Bceraa oTcyTcTByeT. B nocneanux epcusax Ubuntu sty dyHkumo
CTaJIM KCIIONIH30BaTh JOCTATOYHO OPUTHHAIIBHO U MOJIE3HO — HOCJIE€ BXOAa HaM MoKa-
3bIBAIOT KOJIMUECTBO CBOOOAHOTO MecTa Ha JWCKe, CBOOOAHYIO MaMATh U T. I. TekcT
aToro coobuwenns Haxomurcs B (aitne Avar/run/motd, M1 €ro MOXXHO NPOCMOTPETS,
BBHIOJTHHB KOMaHAy:

cat /var/run/motd

Ho 3T0 Bcero JMIIb TEKCT, KOTOPbIA CreHepMpoBaH Ha OCHOBe (pailloB U3 KaTaitora
letc/update-motd.d. 31ecs HaXOAUTCA Cpa3y HECKOIBKO (paiiJIoB CKPHIITOB, H BEI MOXETE
pelaKTHPOBAaTh YXe€ CyLIECTBYIOIIME WIH co3ziaBaTh HoBble. FiMeHa daitior umeror
¢dopmar XX_filename, rae XX — nopaakoBelii HOMeP, KOTOPBIH OMpeAeNseT, B KakoM
nopsaake 6ymyT 3arpyxarscs ¢aiinel. [Torom npocto ciexyer ums. Takoii xke dopmat
ucnonedyercs npu koHpurypauun GRUB2 u HEeKOTOpBIX APYTHX MPOrpaMM.

3.3. Peructpaumsa B cucteme

B npouecce crapra OC 3arpykaeT BHpTyalbHble KOHCONH getty. Kaknas u3 HMX mia
paboThl TpeOyeT aBTOpH3aLMH M 3alpallidBaeT MMA Noyb3oBaTend. Ui 3Toro Ha skpaH
BBIBOJMTCA OKHO NpuriamieHysa. BeeneHHoe uMA monb3oBatens nepeaaeTcs NporpaMme
login, a oHa B CBOIO OU€Epe/Ib 3aMIpalLIMBAET NapOJIb.

ITporpamma login cpaBHMBaeT HMsl MOJIL30OBATEJIS CO CMTMCKOM HMEH B (aiine /etc/passwd,
a Mapojib — C COOTBETCTBYIOIlEH 3amuceio B Qaiie /etc/shadow. Bee maponu B daiine
XpaHATCA TOJNBKO B 3allM(ppoBaHHOM BHUie. I103TOMy Is CONMOCTaBIeHHA BBeJAECHHBIH
napojib ToXe WH(pyeTcA, W pe3ylbTaT CPaBHUBAeTCA C 3alIUPOBAHHBIM 3HAUYEHHEM
niapodis B daiine /etc/shadow Ui yka3aHHOTO MIMEHH MONB30BATENS.

INoyeMy mpoBepka NMPOHCXOAMT Tak cloxHO? Jleso B TOM, 4TO BCce mapoiH B daiine
letc/shadow 3amH¢poBaHEl HEOOGPaTHMBIM AITOPUTMOM. JTO 3HAYMT, YTO MaTeMaTHue-
CKHMH METOIaMH W3 pe3y/bTaTa IMM(POBaHUA MOMYyYUTh MCXOAHBIA Mapoib Hesb3d,
MO3TOMY OCTaeTcsA Toslbko moxbop. Jns monbopa maponed CyIMecTBYIOT HECKOJBKO
OYEHB NPOCTBIX MporpaMM. YeM npolie naponis H YeM MeHbLIE ero JIHHa, TeM GEIcTpee
nporpaMma HaiieT HykHblil BapHaHT. ECliM naposie ciioxeH, U ero anuHa 6onee 8 cum-
BOJIOB, a JIy4ine — cBpIe 16, To Nog60p OTHHMET JOCTATOYHO MHOTO PECYPCOB.

Ecnu upeHTHHKaUMA MOJIB30BATENSA COCTOANAch, TO Nporpamma login BBIMOSHHT Bce
aBTOMaTHYECKH 3arpy>kaeMble CLIEHapHH M 3aIyCTHUT 000JI0YKY (KOMaHAHYIO CTPOKY),
yepe3 KoTopyro M Oyner mpoucxomuth pabora c¢ cuctemoif. Ecniu npoeepka mpounna
HeyAa4Ho, TO CUCTEMa BepHET yTpaBiieH’e KOHCOMH getty, KOTopas CHOBA 3aNiPOCHT BBOX,
HMEHH T0JIb30BaTe .

Takum oOpa3oM, oka MBI He MIPOMIEM aBTOpH3aLMIO Yepe3 nporpaMMmy login, 3amycTHTE
0005104Ky (TEKCTOBYIO WIH rpadM4ecKyro) HEBO3MOKHO — HaM OCTAHETCS JOCTYTIHOM
JIMIIB KOHCOJb getty, KOTOpas YMeeT TOJIBKO 3alpaulvBaTh MMs MOJIB30BATeNA M Niepeaa-
BaTh ero nporpamme login.

_Tenepr 06cyauM HekoTOpbIE MPOOIEMEI, KOTOPBIE MOTYT BO3HMKHYTH MpPH BXOJE B CHC-
TEMY, H IOCMOTPHM, KaK OHH peIlaloTcs.
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3.3.1. TeHesure naponu

B ouens crapsix Bepcuax Linux cnucok monb3oBaTenei W napoid XpaHWIHCh B (aiine
letc/passwd B OTKPBITOM BHAE. DTO ObUIO HE O4€Hb XOPOLIO C TOYKH 3peHHA Oe3zomacHo-
CTH, noToMy 4TO (aiin /etc/passwd JO/KeH OBITH JOCTyNeH MJIA YTEHHUA, T. K. HMEHa
none3oBaresied  TpeOyloTcs oOueHb MHOTHM Ge3obuansiM mporpammam. Hanpumep,
KOMaHa 1s (nmpocMoTp ¢aitioB TeKymuero KaTajiora) mpH BBHIMOJIHEHHH olpaiaercs
K CITUCKY Monb3oBateneil 1A MOMyYeHHs WMeH Brajenbues daiino. Tlockoneky ¢ain
JIErKO TNPOYHTATh JIIOOOMY IOJIB30BATENIO, TO H 3alIHPPOBaHHBIE BAPHAHTHI NIApPOJIEH TO-
e BCeM AOCTYIHBI, a 3HAYMT, MoOOH Xakep CMOXeT 3alyCTHTh nojbop naponed H
JK/1aTh 3aBETHOro Yaca X, koraa Oyaer HaiiieHa Hy)kHas KOMOHHALHA.

YToOBl 3alUMTHTE MapoOJIM, BO BCEX COBPEMEHHBIX BepcHAX Linux ux mpa4yT B ¢aiin
letc/shadow, KOTOpBIH JOCTyNEeH /I8 YTEHHA TOJIBKO aJMMHHCTpaTtopy root. Daiin
letc/passwd OCTaICA OTKPBITHIM JJIA BCEX, HO TEMEph B HEM Yxe HeT maposeil. Jlapaiire
MOCMOTPHM, Kak BHINAOMT aiin /etc/passwd. [I1sa npumepa A B3 TONBKO BEPXHHE TPH
CTPOKH H3 CBOero ¢aiina:

root:x:0:0:root:/root:/bin/bash

bin:x:1:1:bin:/bin:/sbin/nologin

daemon:x:2:2:daemon: /sbin:/sbin/nologin

Kaxcnas cTpoka coepxut HHGbOpMaLMIO O NONL30BaTele — CEMb apryMEHTOB, pasie-
JIEHHBIX IBOETOYHAMH. PaccMOTpHM KaKIBIH H3 HUX:

O umsa nmonb3oBarelis — TOT login, KoTopsiii Bl BBOAUTE. B cTpoke Mid nonk3oBarens
root, KOHEYHO e, TYT HallHCaHO root;

O mnaponb — eciM BbIBOJ 3aTeHEH (a2 OH Y)Ke AaBHO TaKoH), TO BMECTO MapojiA 31€Ch
CTOMT GecCMBICIICHHBI CHMBON x (WIM !!), a caM Napoiib B 3allM(POBAHHOM BHAE
HaXOJHUTCSA B COOTBETCTBYIOLLEH 3anucH ¢aiina /etc/shadow;

O crnenyiomde nBa napaMmeTpa: yYHHKanbHbl uaeHTHdukatop mosb3osatrensi (UID) u
yHHMKaJIbHEIH HaeHTH¢uKkaTop rpynnel (GID). B daiine He MoxeT 6bITE ABYX 3anHce
¢ oxuuM H TeM ke UID. A no GID cucrema HaxomuT rpynmny, B KOTOPY¥O BXOAMT
MOJIL30BaTellb, H, COOTBETCTBEHHO, OIpe/eNseT NpaBa, KOTOpbIE AaHbI 3TOH rpymre,
a 3HaYHT, U MOJI30BATEIIO;

0O vHdoOpMaLHa O NoJib30BaTeNe — 37ieCh MOXKET ObITh MOJIHOE MMs, HO Yallle BCero 3Ha-
YEHHE ITOrO MapaMeTpa HASHTHYHO UMEHH monb3osareis. MHpopmaumsa o nons3osa-
TeNe MOXeT OBITh 060, M Ha paboTy CHCTEMBI OHa HE BIHAET. ITO MPOCTO MOsACHE-
HHeE, KOTOpOE aZIMHHHUCTPATOP HCIOJB3YET N0 CBOEMY YCMOTPEHHIO;

0 AOMaLIHHI KaTaJloT — MPHHAIEXAILHi ONb30BaTENO KaTalnor, KOTOPLIH CTaHOBHT-
€S TEKYIIMM [OCJie BXOJa B CHCTEMY, H C KOTOPhIM OH, BOHIA B CHCTEMY, HaUHHAET
paboTaTh;

O nocnequuii napaMeTp — 3T0 KOMaHIHBIIA HHTEpIIpETaTOp, KOTOPHIi Gyner obpabartel-
BaTh MOJB30BaTeNIbckHe 3anpockl. Haubonee pacripocTpaHeHHBIM ABIAETCA MHTEpIpE-
TaTop /in/bash. EC/IH koMaHIbl NOJIB30BATENIs HE JOIDKHBI BBINOIHATECH, TO B KaUECTBE
3TOro mapaMeTpa YCTaHaBIMBAaeTCA /sbin/nologin. IMEHHO 3TO 3Ha4Y€HHE BBEJEHO
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IUIs 3aTIMCEM bin, daemon ¥ MHOTHX JAPYTHX, IOTOMY YTO IOJ HUMH HEJb3sl BXOJUTH B
CUCTEMY, M MpeAHa3Ha4YeHbl OHH TOJIBKO A/ BHYTpeHHero obecrieueHus Ge3omacHo-
CTH OTIpeZIe/IeHHBIX MPOrpaMM.

Teneprs mocMoTpuM Ha ¢aiin /etc/shadow, a TouHee, TONBKO Ha NEPBbIE €r0 TPH CTPOKH —
JUIS IpHMepa 3Toro 6yaeT A0CTaTOYHO:

root:$1$1emP$XMJ3/GrkitC4cdh/:12726:0:99999:7:::
bin:*:12726:0:99999:7:::
daemon:*:12726:0:99999:7:::

31eck Taloke HECKONBKO NTApaMeTpOB, pa3ficfieHHbIX npoeTounaMH. Hac 6yayT uHTepeco-
BaTh MepBble Ba: UM MM0Jib30BaTeNs M naponb. Ilo WMeHH mosp3oBaTeENs NMPOMCXOAUT
CBA3b 3amMMCH U3 daiina /etc/shadow ¢ (aitiom /etc/password. A BOT BO BTOPOM MapaMeTpe
yXe HaxoOwuTcs HacTodulas 3aliMdpoBaHHas BepcHsa mapons. Ho eciu BMecTo maposns
B CTPOKE CTOMT 3BE€3[I0YKAd, 3TO 3aNPEIIACT COOTBETCTBYIOIUEMY IOJIb30BATEIO MHTEp-
aKTHUBHYIO paboTy ¢ cucremod. Hanpumep, Ans none3oBaresied bin U daemon yCTaHOBJIE-
HBl HMEHHO 3BE€3/I0YKU — 3HAYHT, NOJ 3THMH YYETHBIMH 3aIIMCSIMH HENb3st BXOXUTE Ha
KOMITBIOTEP.

B nocnenneit Bepcun Ubuntu napons nosib30BaTess root He CIPALIMBAIOT, U €CIM MO-
cMoTpeThb Ha ¢aiin shadow, To 31€ech OyAeT CTOATH BMECTO MapoJs 3Be3A04YKa, — yKasa-
TeJIb Ha TO, UTO 3TOT aKKAYHT HEJIb3s MCMOJIB30BATh VI BX0OJa B cUCTEMY. MOXHO ycTa-
HOBHTb N1apoJib, U TOTAA BXOA CHOBa GyeT BO3MOXEH, HO HE CTOMT 3TOro aeiarh. He 3ps
e pa3pabOTYHMKH MOILTH Ha TaKOH 1uar.

3.3.2. 3abbrTuii napons

Yro nenare, ecnu Bbl 3a0BUTH MApONb, WK XaKep MPOHHK B CUCTEMY M M3MEHWI €ro?
JlelicTBUTENBHO, CHTyallUs HE W3 NMPHUATHBIX, HO Bce petraeMo. Ecnu y Bamteit yuetHoik
3anMcH ecThb AocTyl k (ailmy /etc/shadow, TO MOJKHO 3aHATBHCA €r0 pelaKTHPOBAHHEM, a
€CJIH HET, TO MOCMOTPHM, KaK MOJyYHTh K HEMY JIOCTYI C OMOLUBIO 3arpy304HOM JUCKe-
ToI (WK QIIEUIKH, YTO ceityac Goslee NMPeANOUTHTENLHO).

3arpy3uBIIKCE C (bIELIKH, BBl JO/DKHBI BOMTH B CUCTEMY KaK root ¥ MOAKIIOUHTh TOT HKe-
CTKMH auck (WM pa3fiesl JUCKa), HA KOTOpPOM HaXOMWTCA mamka /etc. Jiis 3Toro Hy»Ho
BBIMOJTHUTh KOMaHAY:

/sbin/mount -w hdal /mnt/restore

Teneprs katanor /mnt/restore (>kenatenbHO, YTOObI OH CYLIECTBOBAN 1O BBIMOTHEHUS
KOMaH/Ibl) YKa3bIBaeT HA IMaBHLIH pa3jien Ballero jKecTKOro Aucka, a ¢aiin maposeii Ha-
XOMTCS B Kartajiore /mnt/frestore/etc/shadow. Otkpoiite 3TOT (haiin B moboM pemaxrope
W yJaluTe Napoik adMHHHUCTPATOpPa root (NpocTO COTPHTE BECh TEKCT MEXKAY NMEPBHIM
Y BTOPBIM 3HaKaM# ABoeToums). B MoeM citydae mosy4mnocs Tak:

root::12726:0:99999:7:::

Teneprs 0ObIYHBIM crIOCOOOM 3arpy<aiiTe CHCTEMy W B KayeCTBE MMEHH IMOJIb30BATENS
BBOAMTE MMs root. Y Bac Jaxe HE CHpPOCAT Mapoib, MOTOMY YTO OH «ImycToi». He 3a-
OyabTe MOTOM MOMEHATH MapoJib, HHAYe CHTYalUs OCTAHETCSA «OMacHOM AJIA JKH3HH» —
3TO KaK 3JIEKTPHKY paboTaTh 110/ BEICOKUM HampshkeHueM Ge3 cpeacTs 3amutel ©.
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J1s cMeHBl naposs Bbl JODKHBI HaGpaTh KOMaHXY passwd root, B OTBET 3aITyCTHUTCH
nporpaMma, KOTopas MOMPOCHT Bac ABAXBI BBECTH CHMBOJbI maposd. Tako# noaxon
HCKITIOYAeT cyyaiHyIo one4yaTKy npu Habope 1 MoxkeT ¢ 60MbIIOA oneH BEPOATHOCTH
rapaHTHpOBaTh, YTO OyIeT cOXpaHeH BepHbIi naposb. Beab ecau Bbl cryqaiHO HaGepere
HE TOT CHMBOJ K HE 3aMETHTE 3TOT0, TO HE CMOXKETE MOTOM BOCTIPOM3BECTH YCTAHOBJIEH-
HBIA Maponb. A MpHU JBOMHOM BBOJE JBKIBI AOMYCTHTH OJHY ¥ Ty e olMOKy npobe-
MaTH4HO, XOT H BO3MOKHO.

3.3.3. Moaynu ayTeHTU@pUKaLUK

AyTenTnduKaums Ha ocHOBe ABYX (haitnoB: /etc/passwd M /etc/shadow — HEMHOro ycTa-
pesla ¥ MpPeNOCTaB/IAET HaM CIIMILKOM CKyAHble BO3MOXHOCTH. Paspaborunku sapa OC
Linux crapaloTcs MCHpPaBHUTh CHTYalMIO C NMOMOILNBIO A06GABIEHHs HOBBIX aITOPHTMOB
mwndpoBaHus, HO BCEe 3TH MOMBITKH YHCTO KOCMETHYECKHE, a HaM HeoOXOoAMMO Kapau-
HAITEHOE U3MEHEHHE.

AGCONIOTHO HOBOE pelleHHe 1A peanusauuu ayreHtuduxauum — PAM (Pluggable
Authentication Modules, noaknoyaeMble MOXYNH ayTeHTUHKALMM) — TMpeaJIOKIIA
KoMmnaHua Sun.

IIpenMy1iiecTBO MOAYNBHOM ayTeHTH(HKALMKH 3aKIIOYaeTCA B TOM, YTO AJIsl €€ MCIONb-
30BaHNA He TpedyercA nepekoMmwiAUMH aapa. CyluecTBYIOT MOAYJIH WIS OCHOBHBIX
MeTo0B ayTeHTH(HKauMH, Takux kak: Kerberos, SecurelD, LDAP u ap.

KoHdurypaunoHHsle ¢ainpl s KakAOro cepBUca, KOTOPBIH MOXET HCNOJB30BATh
PAM, HaxoaaTca B kaTajiore /etc/pam.d. B GONBLIMHCTBE CITydaeB BaM He MPHIETCA CO3-
JaBaTh 3TH (aiibl BpyUYHyI0, MOTOMY YTO OHHM YCTaHaBJIMBAIOTCA BO BpEMs HHCTALIALMH
nporpaMmsl M3 naketra. Ho Bbl JOJDKHBI 3HaTh MX CTPYKTYPY, YTOOBI MOXHO ObLIO M3Me-
HHMTb KaKHe-TO NapaMeTphl B ClTy4ae HeOOXOAHMOCTH.

Kaxxpas ctpoka B KOHPHUIypaUMOHHOM (aiisie COCTOUT M3 YETBIpEX MOJIEH, pa3saeNeHHbIX
npobenamu:

O Tun Momyns, KOTOPBI MOXET IPUHHMATE ORHO M3 CJACAYIOLIMX 3HaYEHHI:

® auth — MOAYJb OYAET MCNOJIb30BAaThCA M1 ayTEHTHOHUKALMHU M NIPOBEPKHU MPHBH-
JIernii monp3oBareliei;

® account — MOZIYJIb PacnpeacicHuA peCypcoB CUCTEMBI MEXKIY NOJIb30BATE/IAMH;
® session — MOIYJb MOJAEPHKH CECCHM U PErHCTPALIMM ACHCTBHIA MoJIB30BaTeNEi;
® password — MOMYJib [TPOBEPKH T1ApOJIA;

O dnar, onpeaensomuii MapamMeTpsl MOAYJA. 3AeCh MOXKHO MCIIONB30BATh YEThIPE 3Ha-
YEHHA:

® required — MOAY/b 00A3aTEICH;
® optional — He0OSA3aTENBHBIIA;

® sufficient — JOCTATOYHBIN;
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® requisite — MOZYNb ODOs3areneH, a B cilydae OWIMOKM ynpaBlieHHe nepenaercs
MPHIIOKEHHIO;

O nonHelit MyTh K $airy Momys;
O apryMeHTBl MOOYJIA.

PaccmoTpum npumep koHHrypaunoHHoro ¢aiina ans FTP-cepsuca, koTophlif HaxoauT-
cs B (aiine /etc/pam.dfftp. CumBosiom ¢’ 31ech 0603HaYeH NEPEHOC TUHHOM CTPOKH:

#%PAM-1.0

auth required /lib/security/pam listfile.so itemruser sense=deny ¢
file=/etc/ftpusers onerr=succeed

auth required /lib/security/pam stack.so service=system-auth
auth required /lib/security/pam shells.so

account required /lib/security/pam stack.so service=system-auth
session required /lib/security/pam stack.so service=system-auth

3TO0 H Bee, UTO BaM HeoOxoauMo 3HaTh. OcTanbHoe GepeT Ha cebs mporpaMMa cepBUca
6e3 Hallero BMEIATENbCTBA.

3.3.4. CnoxHocTb naponei

Teneps nepeiieM K KOHQUIYPHPOBAHHMIO CIIOXKHOCTH CaMoro mapois. OTa koHdHrypa-
1M HaxoauTcs B (aiine /etc/pam.d/common-password. B HeKOTOpBIX cHcTeMax KOHGHry-
paLyio pa3GHBAIOT Ha HECKONBKO (aiIoB — B 3aBUCHMOCTH OT TOrO, KakMM crnocobom
aBTOPH3YETCH MOJNB30BaTENb, H BBl MOXCETE YBHJACTh B Katajiore /etc/pam.d/ cpazy He-
CKOJIBKO (aiiiioB, MMEHa KOTOPBIX MMEIOT opMaT nnnnn-auth, TA€ Ha MECTE NNNNN MOXET
OBITH OIHO U3 CJIEAYIOLIMX CNOB: syste, smartcard, fingerprint. To ecTh, B 3aBHCUMOCTH OT
TOro, KakuM CrocoGoM aBTOpU3yeTCs MOJIB30BaTENb, MOAIUIIOYAETCA TOT WIX HHOM daiin

KOH(HTypaLHH.

V Hac nogonsiTHas cucreMa Ubuntu, 1 y Hee mapaMeTpsl KOHPUIypHPOBaHHA CIOMXKHO-
CTH TIapoJa HaxoaaTcs B (aiine /etc/pam.d/common-password. OTkpoiiTe 3TOT daiin B Tek-
CTOBOM peIaKTOpe H J00aBETE CIIEAYIOILYIO CTPOKY:

password requisite pam cracklib.so try first pass retry=3 type= ucredit=-2
lcredit=-4 dcredit=-3 ocredit=-1

Teneps pacundpyeM, yTo TyT HanucaHo. 1A ynpaBneHus MaposisiMH HY)XKHO 3arpy3HTh
MOJIYJb pam_cracklib.so. B kauecTBe napaMeTpoB yka3biBaeTcs:

O ucredit — CKoNBKO OyKB B BEpXHEM permcrpe AOIDKEH coAepkaTh napoib. B MoeMm
NpHUMepe MPOMMCAHO 2, a, 3HAYHT, B Mapoje, Kak MUHUMYM, JA0/KHBI 6LITE 1Be GyKBbI
B BepxHeM peructpe. Uro6sl npoue 3anoMHUTh — niepBast OykBa u SIBHO yKa3biBaeT
Ha CJIOBO upper (Bepx);

O lcredit — CKOJNBKO MPOMMCHBIX GYKB HO/DKEH coAepxaTh napoib. B MoeM npumepe
npormcaHo 3. TyT JuIs MpocTOoThl CHOBa CMOTPHUM Ha NepBylo OykBy 1 — OHa ABHO
yka3pIBaeT Ha cyioBo lower (HH3);
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O dcredit — ckonbko LGP AODKEH colepkaTs napossb. [lepBas Gyksa d SBHO IpoMC-
xomuT ot cioaa digit;

O ocredit — CKOJIBKO APYTHX CHMBOJIOB (He OyKB M He LM(Pp) JO/DKEH coaepKarh na-
poJib. SI TYT TOMHO He YBEpeH, HO MHE KKETCs, YTO nepBas OykBa MOMKET yKa3biBaTh
Ha cioBo other.

Heduc (MuHYC) nocne 3Haka «paBHO» Yy NMapamMeTpoB — He CIy4ailHOCTb, OH JeCTBU-
TEJIbHO ABJIAETCA YaCThIO KOHQUIYpaLHH.

I[Tocne M3MeHeHHs KOH(HUTYpauuu nonpoOyiiTe NOMeHATH CBOM Maponk. it 3TOro mpo-
cTo HabepHTe B TEPMHHAle KOMaHIy password. be3 mapamMeTpoB OHa MeHseT Mapoib
TEKYILETo NMOb30BaTEIs.

Ecnn BBl yBuaure ommnbky: Module is unknown (HeH3BeCTHBIH MOIYJIB), TO HHYErO
cTpamHoro B 3toM Her, B Ubuntu mo ymom4aHHIO JAEHCTBHTENILHO HE YCTAHOBJIEH
pam_cracklib.so. [IpocTO Hy)KHO YCTaHOBHTE €ro, ¥ ACHAETCA 3TO CIEAYIOIIeH KOMaH-
noii: '

apt-get install libpam-cracklib

Tenepe Bce NOKHO NPORTH YCMELIHO, H MAPOJIb YAACTCS IOMEHSATH TONBKO B TOM CIIy-
4ae, €CJIM OH COOTBETCTBYET NIPaBHIIaM, KOTOPHIE BBI 3aJ1i B KOHQHTypaLMOHHOM daiine.

3.4. Tlpoueccur

Jlia Toro ¥yro6el 3¢)(eKTHBHO YHPABIATH CBOUM KOMITBIOTEPOM, BBI IOJDKHBI JOCKOHAIb-
HO M3Y4YHTh CBOH cepBep M paboTaolye Ha HeM MpoLecchl. ITO NOMOXET ObICTPO YBH-
JETh B CHCTEME KaKue-TM60 aHOMaJIHH.

IIpouecc — 310 mporpamma wix ee notoMok. IIpy 3amycke IporpaMMBbl CO3aeTCs HO-
BBl npoliecc, B KOTOpoM U pabotaer xoa. Kakzaas nporpamma ¢pyHKIIMOHHPYET ¢ oOIpe-
JeneHHbIMH npaBaMH. CEpBHUCH], KOTOPbIE aKTHBH3HPYIOTCS NIPH CTapTe CHCTEMBI, 06na-
JaroT npaBamu root win nobody (6e3 npas). [IporpaMMsbl, KOTOpbIE BHINIOMIHAIOTCA H3 KO-
MaHIHOH CTPOKHM, HaJeleHbl MpaBaMH{ 3aMyCTHUBLIErO MX MOJIB30BATE/IA, €CIM HE YKa3aH
SUID- wiu SGID-6uT, npH KOTOpOM MpOrpaMMa HMEET TIpaBa BIIaJe/bIa.

Ilpoueccel MoryT paborath B IByXx pexxuMax: ¢poHoBoM (background) m nenrpansHoM
(foreground). LleHTpaibHblii pe)kHM 418 KOKAONO TEpMHHANA UMEET TOJABKO OJHH IpO-
uecc. Hanpumep, 3amycTiB Mo KoMaHJe man 1s NporpaMmy JUIs POCMOTpa MOMOLIH, BBI
HE CMOXXETE BBIMOMHATE JApyrHe KOMaHIbI, NIOKa He BbliijieTe U3 NporpaMMEl man. Ecii Hu
OIIMH LIEHTpaJbHBIA MpoLEecC B TEPMHUHAIE HE 3aMyILUEH, TO HM ABJIAETCA HHTEPIPETaTop
KOMaHJI.

VY Tex, xTo 3HakoM ¢ mporpammoii Midnight Commander, MO)xeT BO3HMKHYTE BOIPOC:
a KaK ke Toraa paboraer mc — BeJb B HEM MOXXHO BBIIIOJIHATh KOMaH/bI OJJHOBPEMEH-
HO? OTBET MpoCT — MPOLECCH MOTYT MOPOXKAATh APYrHe MPOLECCH. DTO MPOUCXOMUT
1 B MC, HO eciH €ro 3aKphiTh, TO 3aKPOIOTCA H BCe MOPOXKACHHBIE MIPOLIECCHI.
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3.4.1. CmeHa pexuma

@DOHOBBIMM MPOLIECCaMH ABJIAIOTCA Bce cepBHChl. OHU BBITIOJIHAIOT CBOM JEHCTBUA MNa-
paienbHO ¢ Bamweii paboroil. Ho U BBl MoxkeTe 3amycTHTDb J1o6yro nporpamMmy B (poHO-
BOM pexcume. JUIs 3TOro J0CTaTOMHO MOC/E YKa3aHWA KOMaH/bl Yepe3s npobes1 NocTaBuTh
3HaK & Hanmpnmep, BHIMOTHUTE cefiyac cCleTyroLlyro KOMaHIy:

man ls &
B otBeT Ha 3TO BHI HE YBUOHUTE cbaifl.na TNMOMOILIH, a HA 3KPaHE MMOABUTCA TOJILKO CTPOKa:
(1] 2802

ITocne 3TOrO TEPMHHAJI CHOBa roToB paboTaTh, MOTOMY YTO UEHTPAIbHBIA Mpouece
3aMyCTI KOMaHAY man 1s B )OHOBOM pEXHMeE, U CBOGOJEH IIsi BBINOJHEHHUA HOBBIX M-
PEKTHB.

A 4TO e Mbl YBH/IE/IM B OTBET Ha BbINOJIHEHHE KoMaHAbl? B xBaapaTHEIX ckoOKax moxa-
3aH MOPAIKOBBIA HOMep (HOHOBOro mpotecca, KOTopeli Mel 3amycTund. Homepa Gyayt
nocjeqoBaTeNbHO yBeNHMYMBaThCA. B HaweM ciydae — 3To nepBas kKOMaHIa, MO3ITOMY
B KBaJIpaTHbIX ckobOkax ctout eauHuua. Homep ¢onoBoro mpouecca dhopmupyercs mis
Ka)KA0ro moss3oBatens. Ecim BOATH B cucTeMy 4epe3 BTOpOH TEpMHHANl U 3aITyCTHTh
Kakoii-mm6o ¢oHOBBII npoLecc, TO BBl yBUAUTE IPUMEPHO ClIEAYIOLLEE:

[1] 2805

B kBaapaTHBIX CKOOKaxX OMATH YHCIIO 1, a BOT cieAyolliee 3HaUeHHE OTIMYAETCA OT Bbl-
BefeHHoro Ha nepsoM TepMuHane. J1o PID (Process ID, uaentudukarop mpouecca)
CO3JaHHOr0 TpoLecca, KOTOPbIH ABNAETCA YHHUKANBHBIM JUIA BCEX MOjb30oBaTesied. 310
3HAYMT, YTO €CJIM BBl 3aMyCTHIIN npouecc ¢ HomepoM 2802, To apyro# nonb3oBatenb HU-
KOI'J]a HEe CMOXET 3aIyCTUTDb NMPOLIECC C TaKHUM ke MAEHTH(UKATOPOM, N0 KpaitHel Mepe
1o pectrapra cuctemsl. Ero PID 6yaer apyrum.

3anoMHuTe PUZ[CHTHCl)PlKaTOpbl, KOTOpPBIC Bbl YBHIACJ/IH, BIIOCIICACTBHH OHH HaM IIpUIrO-
JATCA.

YroOul Y3HaTh, KAKHE MPOLECCH] y BaC 3AITyLUECHBI, BBIIMOJIHUTE KOMaHAY jobs. B otBeT Ha
3TO BbI MMOJTYUHTE:

[1] + Stopped man.Is

31eck MBI BUAKMM, 4TO mpoliecc ¢ HomepoM [1] 3arpyxeH B IaMsAThb, H COCTOAHHE KOMaH-
Il man 1s — Stopped (ocTaHOBNEH).

Kakoil ¢cMBICTT B TOM, YTO MEI OTNPaBWIH MPOCMOTP ¢aiina nomMomy B GOHOBEIA pexuM?
51 He 3ps BBHIOpA 3TY KOMaHIy, IOTOMY YTO B 3TOM €CThb pe3oH. Brt B mo6oit MOMeHT
MoxKeTe cleiaTh GOHOBBIH pexHM OCHOBHBIM. Jl1s 3TOro He06X0AMMO BBECTH KOMaHIy
fg %1, rae YMCIO 1 yKa3bpIBaeT HOMEpP BalEro MpoLecca, KOTOpbIH BLEI BUAETH B KBaJApaT-
HbIX ckoOkax. [TonpoOyiiTe ceifyac BBIMOJIHMTL 3Ty KOMaHIY, H Mepel BaMH OTKpOeTCA
3amyIleHHas porpaMma man, oTobpaxkatomas ¢aiin MoMolM No UCNONb30BaHHIO KOMaH-
IBl 1s.
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Pa3 nporiecc MOXXHO cenaTh LEHTPAIBHBIM, 3HAUMT, MOXKHO TOCTYTIMTL M HaoGopoT. Yro-
Obl BEpHYTb NpoLiecC B HOHOBBIH peXHM, HXMHTE KOMOHHALMIO KiaBuw <Ctrl>+<Z> —
mepen BaMM CHOBA MOABMTCA KOMaHIHas CTPOKa. BEIMONHHUTE KOMaHXy jobs, YTOOBI
ybeauTecs, YTo KOMaHJa man 1s BCe elle paGoTaer.

Ecnu B nporpaMme €cTb BO3MOXHOCTB BBINOJHATH CHCTEMHBbIE KOMaHIbBI, TO BMECTO
covyeTaHua knaBul <Ctrl>+<Z> M0)XHO BBINONHUTE KOMaHAY bg $1. Ywucmo 1— 3t0
CHOBa HOMep INpoLecca.

3.4.2. OctaHoBska npoueccos

Y06l npekpaTHTs paboTaroliuii npolecc, HeOOXOAMMO CAENaTh €ro LEHTPAILHBIM U
OCTaHOBMTH WITATHBIMH cpeAcTBaMu. Yaine Bcero Ha sKpaHe ecTh ITOACKA3Ka, KOTOpas
MIOMOKET BBLIATH U3 NporpaMMbl. Eciii OHa OTCYTCTBYET, TO ClieAyeT oOpaTHThCA K J0-
KyMEHTaLlHH WIH IPOCMOTPETH (bai?m MOMOIIH, BbI3BAB: man MMANPOTPaMMEL

Cepsucel MoryT pabotate TONBKO B )OHE M He MOrYT GBITh BbIBEJEHBI Ha NepeaHHi
niaH. Jiig Toro 4roObl MX OCTAHOBMTh, CYIIECTBYIOT CHELMAIH3HPOBAHHBIE KOMaHIbI,
KOTODBIE Yallle BCero MMEIOT BH:

mMAcepBuca stop

Hnorza npoueccs 3apucator. [la, Takue cutyarmuu 6piatot ¥ B OC Linux. lenTpanbbii
npouecc MoxeT OBITh CHAT ¢ MOMOLIBIO KoMOuHauuu kiasum <Ctrl>+<C> wim
<Ctrl>+<Break>. Ho 3toT MeTon cpabaTbiBaeT He BO BCEX CITydyasX M He JUis BCeX Mpo-
rpaMM. Eciiu He ynmaercs 3aBeplunTh NMpoLecC Mo-XOpoluieMy, TO MOXHO MOCTYIIHTh UHa-
ye. Jlnd 3TOro cyuecTByer KoMaHaa kill. HroObl OTKIIOYMTH MpOLECC MO JIMYHOMY
HIeHTudHUKaTOpy (TOMY, YTO MBI BUIEIH B KBaJIpaTHHIX CKOOKaX), UCTIONIB3YiTE KOMaHAY
kill (Y6urs):

kill sn

ITapamMeTp n Hy»HO 3aMeHHUTH HOMepoM npouecca. HanpuMep, 4yTo6bl 3aBepIIMTL paboTy
¢ OHOBOI NPOrpaMMBI man, HYXKHO BBITIOJIHUTD:

kill %1

3areM cpa3y ke 3aIlyCTHTe KOMaHOy jobs. Bbl JOJDKHBI yBHIETh Ha 5KpaHe COOOILEHHE
THNA:

[1] + Terminated man Is

ITocne noBTOpPHOrO BEI30Ba KOMaH[bl jobs MPOrpaMMBI man OoJiblie He OyeT.

Eciu BB X0THTE 3aBeplunTh paboTy npoliecca, KOTOPBIH 3aIyIeH HE BaMH, HO BbI 3HaeTe
ero PID, To Hy>kHO BBINOIHUTH KOMaHTY:

kill n

3Hak NpoLCHTa B 3TOM CITy4yae HC HYXKCH. Toraa koMaHaa kill MILET npouecc, y KOTopo-
ro PID PaBE€H YKa3aHHOMY YHMCITY n, H ITOCBLIA€T CUTHAJI 471 3aBCPILICHMA.
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3.4.3. TTpocmotp npoueccos

C nmoMompi0 KOMaH/BI jobs BBl MOXKETE YBHAETh TOJNBKO 3aITyLIEHHBIE BaMH [POLIECCHI.
Yro6bl MOMOGOMNBITCTBOBAaTh, YeM B CHCTEME 3aHMMAIOTCA OCTAIbHbIE [10/Ib30BATE]IH,
HYXXHO BBINONMHUTH koMaHAy ps. Ecnu 3anmycTuth ee 6e3 mapaMeTpoB, TO pe3y/ibTaT Ha
9KkpaHe Gy/eT MpUMEPHO CleXyIOLIHii:

PID TTY TIME CMD
1652 ttyl 00:00:00 bash
1741 ttyl 00:00:00 ps

I[Nepen HaMH 4YeThIpe KOJIOHKH, KOTOPbIE MOKa3bIBAlOT HAEHTH(HKATOP NpoLiecca, TEpMu-
HaJl, Ha KOTOPOM 3aITyLIeHa MPorpaMMa, BpeMs paboThl U BBINOMHAEMYIO KOMaH/Y.

310 Kaneko He nonHkbli cnrcok. YTo6s! yBHIETH Bce npoLecchl, HEOOXOAUMO BHITIOJIHKTE
KOMaHJIy ps ¢ Kio4oM -a. Ho ¥ 310 ewme He Oyaer Bech nepeyeHs, NOTOMy 4TO 0TOGpa-
3ATCA TOJNBKO NMPOrpaMMeI cBoero TepMuHania. Ecim TpebyeTca mosHEeIi cnMcok mpotec-
COB, 3aNyLIEHHBIX CO BCEX TEPMHHAJIOB, TO HYXHO 100aBUTh K04 -x. [loMuMmo 3Toro,
BBI MOXKETE MOXKeJaTh YBHIAETh HMA NMOJIb30BATEIA, 01 KOTOPLIM paboTaeT npouecc, 1
aroro nobaBbTe KIO4Y -u. B UTOre, HCYepnbIBarOLIYI0 HHGOPMALMIO MOXKHO MOTYYHTb,
BBIMTOJIHUB KOMAHIY: '

ps -axu

Pe3ynbTat paGotsl Gyzer TakoB:

USER PID %CPU %MEM VSZ RSS TTY STAT START TIME COMMAND
root 1 0.0 0.1 1376 452 2 S 14:25 0:05 init

root 2 0.0 0.0 0 02 SW 14:25 0:00 [keventd]
root 3 0.0 0.0 0] 02 SW 14:25 0:00 [kapmd]
root 5 0.0 0.0 0 0z SwW 14:25 0:00 [kswapd]
root 6 0.0 0.0 0 0?7 SW 14:25 0:00 [bdflush]
root 7 0.0 0.0 0 02 SwW 14:25 0:00 [kupdated]
root 530 0.0 0.1 1372 436 ? S 14:25 0:00 klogd -x
rpc 550 0.0 0.2 1516 540 7 S 14:25 0:00 portmap

KosioHKa STAT NOKa3pIBa€T COCTOSHHE fpouecca. 3nece MOXHO BCTPECTHTH CJIICAYIOLLHC
KOABI:

O s (Sleeping) — cnsAmui, 3T0 HOpMAIBHOE COCTOSHHE JUIA CEPBUCOB, KOTOPbIE MPOCEHI-
MaloTCA TONBKO HAa PEAKHE 3aMpOChl KITHEHTOB;

R (Runnable) — ucnionHseMelii B TEKYIIMii MOMEHT;

T (Traced or Stopped) — B COCTOAHHH OTJIaAKH WIIH OCTAHOBJIEH;

z (Zombied) — 3aBucmnuii. Takue npoLieccbl MOXHO CMeNO «yOHUBATBY;
W — He HMeeT Pe3HACHTHBIX CTPaHHI;

< — obnagaeT BEICOKHM NIPHOPHTETOM;

Qaoaoaga

N — HMeeT HM3KHi NPHOPHTET.
OTO OCHOBHBIE COCTOSIHMSA, KOTOPhIE BHI MOXKETE YBUIETh Y NPOLIECCOB B CBOEH CHCTEME.
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Ecnu B KOJIOHKE TTY CTOMT BOHpOCHTeJIBHI:Iﬁ 3HAK, TO 3TO O3HAYACT, YTO NPOLECCC 3aITy-
II€H €IIe Ha 3TaIll€ 3arpy3KH CHCTCMBI H HE IIPUHAJICKHAT KaKOMy-J'lH60 TEpMHHAITY.

3neck noka3zaH Bcero b HeGombino#i ¢parment ¢aiina. B peansHo pabortatowueii cuc-
TEME TNPOLIECCOB O4Ye€Hb MHOIO, H JaKE NMPH MHHUMAIBHOM KOJIHYECTBE 3aITyLIEHHBIX
CEPBHCOB MOXKET HE XBAaTHTh OJHOTO 3KpaHa Ui OoToOpakeHHA WX Bcex. S mobmo co-
XpaHATh pe3ybTaT paboThl B TEKCTOBBIH ¢aiin, a NoToM CroKoiHHO M3y4aTh ero B Jlo6oM
penaxrope. [ 3TOr0 A BHIONMHAIO KOMaH/Y:

ps —axu >> ps.txt

Y1o0n YBHICTD, YCM B HACTOALIMA MOMEHT 3aHHMArOTCA APYTHE NOJIB30OBATC/IH, MOXHO
BBIMOJIHHTE KOMaHTy w. B pe3ynbrare BB MOMy4YHTe Ha SKpaHe MPUGIH3UTENHLHO TaKyIo
KapTHHY:

10:59am up 37 min, 2 users, load average: 0.00, 0.00, 0.00

USER TTY FROM LOGING@ IDLE JCPU PCPU WHAT
root ttyl - 10:24am 0.00s 0.82s 0.05s w
flenov tty2 - 10:39am 8:13 0.85s 0.03s grotty

H3 3toro npuMepa MOHATHO, YTO B CHCTEME HAaXOIATCA [Ba rois3oBaresii. Ha mepBoM
TepMHHasle paboTaeT MONL30BATENb root, @ HA BTOPOM — flenov. O4YeHb yn0OHO ompe-
JENATh N0 CAMCKY, KOTZa NONb30BaTeNb BOLIEN B CHCTEMY (KOJOHKAa LOGIN@) H YTO OH
AeNnaeT B HACTOALIee BpeMA (KOJIOHKA WHAT).

ITocMoTpuTe Ha cTONGLBI JCPU M PCPU— MO HUM MOXXHO OLCHHTH 3arpy3Ky CHCTEMBI.
Ecnm Bam komneiorep Hayan paGoTaTh CMIIKOM MEJIEHHO, TO 3TH CTONOLBI MOKAXYT,
KaKo# NMpoLiecc OTHUMAET MHOTO MPOLIECCOPHOTO BpeMEHH.

KomaHpa ps BEIBOAMT cTaTHdecKyto HHGopMaumio. [iis HabmoneHHa 3a Harpy3Koi cHc-
TeMBI yio0Hee MCNONB30BaTh KOMaHTY top. OHa OTOGpaXKaeT CIHCOK MPOLIECCOB, OTCOP-
THPOBaHHBIH M0 yOBIBaHHIO B 3aBUCHMOCTH OT Harpysk# (puc. 3.2). 3aeck BbI MOXeTe
YBHIIETh, KAKOH CepBMC WIM NpOorpaMMma OTHHMAIOT AparoueHHBIE peCcypchbl U HE AAfOT
HOPMaJIEHO paboTaTh C KOMITBIOTEPOM.

Ecnn Mo KOMITBIOTEpP HAUMHAET TOPMO3UTH, WK paboTa 3aMeyIseTcs Yepe3 ONpeAeIICH-
Hbl€ IPOMEKYTKH BPEMEHH, TO S 3aITyCKaIO top B OTAENBHOM TEPMHHAJIE H, II0 Mepe He-
06X0IMMOCTH, NEPEKJIOYAIOCH HA HETO, YTOOB! YBHIETh Harpy3Ky IPOLIECCOB.

B BepxHel cTpoke okHa (CM. puc. 3.2) BBIBOAUTCA KOJIMYECTBO I10b30BaTeleH, obmasn
3arpy3Ka CHCTEMBI H CTAaTHCTHKA IpOLIeCCOB: o0luee KONHYECTBO, CILAILHKE, BBINOJIHSAC-
MbI€, 3aBHCLIHME M OCTAHOBJICHHBIE.

[ToMuMO 3TOrO, TaM MOXKHO YBHAETH KPaTKMil OTYET MO HUCIOIB30BaHHIO NTAMATH: KOJIH-
YeCTBO 3aHATON M cBOGOAHOI ONepaTHBHOM MaMATH M pa3Mep pasjiesia nojakadkH. B mo-
€M ClTyyae BUPTyaJbHOH MalllMHe BbieNeH rurabaiiT namsaTH, 4 U3 HUX CBOOOOHO YyTh
6onee 300 merabaiiT, a pa3aen MoJKa4YKH MOKA HE UCNOJBE3yeTcA (CM. TIEPBYIO U BTOPYIO
kosioHKk# cTpokd KiB Mem). [ToueMy Tak Maio cBoGoaHOI MamMATH — Beb YacTO MOX-
HO yCIBIIaTh, YyTo Linux norpebiisier oueHs Mano pecypcoB? Jlesio B TOM, YTO pealbHO
HCTIONB30BaHO TONEKO 113 460 Gaitros (mpuMepHo 100 MerabaiT — 3TO TpeThsA KOJIOH-
ka). Bce ocranpHOoe — K3IMpOBaHHBIE NaHHEIE [UIA MOBBILUEHHA TPOH3BOXHTENBHOCTH
CHCTEMBI (YETBEPTas KOJIOHKA).
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Puc. 3.2. PeaynbTaTt paboTbl kOoMaHabl top

Bropas crpoka uudp (KiB Swap) — 3to daiin noakauku. YeM MeHblIe KOMNBIOTEP MC-
nonb3yeT swap-pa3saen/daiin, TeM 6eicTpee oH pabortaer. KoHedHo, moka 4To 3ToT paszen
NPAKTHYECKH HE UCTIONb3YETCH, HO €CIM MepedTH B rpadu4eckuii peKHUM U 3amyCTHTh
napy MOLUHBIX MPUIOXKEHHH, TO U swap-pa3zaena He XxBaTuT. Ho i 3Toro BupTyansHOro
cepBepa A JaXke He YCTaHaBJIMBaI rpadHueckoi 060104KH, MOITOMY BbIAEEHHOrO r1ra-
OaifTa xBaTaer.

IMporpamMMa top 6yaeT oOHOBNATE MHGOPMALIMIO O 3arpy3ke MpoLeccopa ¢ ornpeaeneH-
HbIM HHTEPBAIOM BpeMeHH. Ui BBIXOJa W3 NPOrpaMMBl HOKMHTE KOMOMHALMIO KiaBHIL
<Ctrl>+<C>.

3.4.4. «30M6U»: NOUCK U yCTpaHeHue

B cucteme MHoraa noaBnsoTCA «yMeEpLIHE» NpoLecChl — «3oMOm». A yacto [IPUMEHALO
Linux IJIA 3aImyCKa pasjiM4yHbIX 3a4ad, Nno pacrnuCaHHK HCMNOJb3yd KOMaHAY cron WIH
NpocTO CKPHUNTHI, KOTOPbIE 06eCKOHEUHO pa60Ta}oT B HUKJI€ M BBIMOJIHAKOT 3aJa4yyd B OIl-
PE€AENIEHHOE BpEMH. OC Linux B 3TOM OTHOLUEHHH ynoGHa H OOCTATOYHO HaA€KHAa, HO
JANICKO HE BCCrjia HaaC)xHbl €€ NPHUII0XKCHU.

W3 n1uyHOro ombiTa — OY€Hb YaCTO BO3HHMKAIOT npobnembl ¢ mporpammoii rsync. Oua
CHHXPOHHM3HpPYET ¢aiinbl MeXIy AByMs XPaHHIHIIAMH, KOTOPble MOTYT HaxOAWThCA Ha
pasHbIX KOMObOTEpax. C MOMOLIBIO ISyNnc AOCTATOYHO NMPOCTO PEATH30BaTh CHHXPOHHU-
3alMi0 KOJa Ha cepBepax A1 Be6G-ceppepoB. JTO OQHA M3 3ajlay, KOTOPYIO peryJsapHO
1A Mens pemaer Linux. OnHako rsync MOCTOSHHO BUCHET. PeuleHne — 3amyckaTh ero
B BUJe AeMoHa. CTaB 1eMOHOM, OH paboTaeT OTVIMYHO M MOKa Y MEHA HU pa3y He 3aBu-
caJi, HO 3TO Y€ OTAeNIbHasA TeMa.
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Ho BepHeMca k «3oMOGu». MTak, y MeHs CKpUNTBI pabOTalOT B MOCTOSHHOM PEXHME H
CO3Ja0T HOBBIE MpoLIECCH (A04epHHE), KOTOPbIE BHIMONHAIOT Kakue-To pabotel. MHoraa
ObIBaeT TakK, YTO ROYEPHHIA MpOLIECC 3aBEpPLINI CBOKO paboTy, a pOOHTEIbCKHiA HE BUAUT
3TOrO M CHHUTAaeT, YTO AOYEpHHil Bce eule paboraer. B cucreme obpasyrorca kak Obl
«30MOM» — KOTOpBIE HE BHIAT, YTO TEJIO yX€e YMEpPJIO», U NMPOJOJDKAIOT «HBILIATE» H
MCIMONb30BaTh PECYpPCHI.

Y MeHs Bce pOAMTENIbCKUE MPOLIECCH] 3aMUCHIBAIOT Ce0s B JKyPHANl B OCHOBHOM CKPHITTE.
A1 3nat0 ux ID, Ho He 3Ha10, KaKOi HMEHHO M3 JOYEPHHX 3aBMC WM NMPEBPaTWICA B «30M-
6u». KomaHna ps maneko He Bceraa Moka3biBaeT NMPaBWIbHO TaKHE MPOGIEMEL.

B Ttaknx ClTy4yasx f BBINOJHAK KOMaHOy:
ps —al

Ota xoMaH/1a BbIBOIUT NOAPOGHYH0 MHGOPMALIMIO O BBIMOIHAIOLMXCS ceiuac npoLeccax:

UID PID PPID F  CPU PRI NI  TTY TIME CMD
0 702 339 4106 0 33 0 ttys000  0:00.05 login -
501 703 702 4006 0 31 O ttys000  0:00.08 -bash
0 8510 703 4106 0 31 0 ttys000  0:00.01 ps -al

CaMbIMH BaXKHbIMH 37€Ch ABJIAIOTCA BTOpas U TpeThA KonoHku: PID (process ID) u PPID
(parent process ID). Bo Bropoii crpoke B kononke PPID 3anucano 702. 3to 3Ha4MT, 4TO
NpoLiecC B 3TOH CTpOKe ABNAETCA HO4YEPHHM Juia mpouecca ¢ PID pasneiM 702. Srtor
NpoLEecc MOXHO YBHIETh B NepBoii cTpoke. TpeTsa cTpoka ABIAETCH AOYECPHEN A/ BTO-
poii. To ecTh TpeTHii npolecc — caMblii HU3UIKA B HEPAPXHUH.

Koraa npoueccoB MHOro, To cpasy Tak MepapXuio NMOCTPOMTEL He Nojay4yHrcs. B aTtom
CJIy4ae MOXKHO (PWJIBTPOBaTh BBIBOJ C IOMOILBIO CIEAYIOLIEH KOMaHABI:

ps —al | grep XXX

3neck BbI BUAMTE ABE KOMaHIbI, pa3aeieHHble BepTHKalbHOH uepToil. [lepas komanza
cieBa:

ps -al

MOKa3biBaeT NoapobHyIo HHPOpMaLIMIO 0 BCeX npoleccax. Bropas:

grep

¢uneTpyer BhiBOA. M mpH 3TOM noka3biBaeT Ha 3KpPaHE TOJNBKO T€ CTPOKH, B KOTOPBIX
€CThb TEKCT Xxx. B kayecTBe 3TOro Xxx Hy*Ho ykasath ID poaurensckoro mpouecca.

TakuM myTem s HAY OT POOHTENBCKOrO NpoLecca K JOYEPHUM H HILy CaMblii MOCIIeHHMA
u3 Hux. Koraa Haxoxy mocnenHuii, ero u «ybusaroo» koMaHaoi kill. Ecau He nomoraer,
TO «yOuBaro» mpeanocnenHuii. OyeHb yacTo «yOHHCTBO» MOCNEAHEro Mpouecca He Mo-
MOTaeT, IOTOMY YTO OH OOBIYHO y)ke peanbHO He paboTaeT, a MpoCTO BUCHT Kak GaHTOM.
A BOT Korza s «yOuBalo» npeanocyie Hui, To 3T0 BUOUT BCA LIEMOYKA E€peBa HepapXHH
MPOLIECCOB.
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3.5. TlnaHuposaHue 3anau

OueHb 4acTo BO3HHKAET HEOOXONHMOCTE BBHIMONHHTE KaKylo-nHb6o onepauuio B onpene-
JleHHoe Bpems. PaHbllie s Hajesaics Ha CBOIO MaMATh H BPYYHYIO BBINOJIHAI HY)KHBIE
komaHabl. Ho kora Heckonbko pa3 MpoH301LIa OceYka — MPOCTO OBUT CIIHLUKOM 3aHAT,
4yTOOBl OOPaTHTH BHHMAHHE HAa Yachl M BBITIOIHHTEL HYXHbIE JEHCTBHA, — i MEPEIOKII
3a7ja4yy MO CJIe)KEHHIO 3a BpeMeHeM Ha kommnbiotep. W nefictBHTenbHO, 3aueM Jep)kaTh
B TOJIOBE TO, YTO KOMITBIOTEP CHEJNAET JIy4llie ¥ TOYHO B YKa3aHHOE BpeMA?

A 4TO, €CJii HeOOXOOHUMO BBIMOJIHATH KaKHe-TO MPOCThie, HO TPYAOEMKHE, 3aJa4YH roce
OKOHYaHHs TpyaoBoro ausa? Heyxenn nmpuaercs ocraBathcs Ha paGore Ha BCIO HOYB?
Koneuno xe, Het. KomnbloTep MOXeT caM Bce caeaTh 6e3 BMEIIATeIbCTBA YeIOBeKa,
rJIaBHOE — MPAaBHILHO €My PaccKa3aTh, YTO H KOIZla Hajfo BBIMOIHHTb.

3.5.1. ZopmuposaHue 3anaHUAa

Cawmbiii NpocToi, HaIeXKHBIH H MOOHMEIA XakepaMH crioco® peliuTs npobieMy 3amycka
B OMNpeJeNeHHOEe BpeMA — 3TO KOMaHJa at. B mpocreiieM ciryyae ¢opmar ee Bbi3oBa
CJICAYIOLIHH:

at hh:mm dd.mm.yy

JlaTy MOXKHO M He 3a/1aBaTh, M Toraa Oynmer B3ATa Gukaiilias BosamoxkHas. Eciiu 3anaH-
HO€e BpeMs MO3XKe TeKyIlero, To GyeT ycTaHOB/IEHa TeKyIlas JaTa, €ClIH paHblIe, — TO
clieay1oLmii IeHb, MOTOMY YTO CErOJHA 3Ta KOMaH YK€ BBIMOIHHTBCA HE CMOJKET.

Paccmo*rpma HCIOJIb30BAHHUE KOMaHBI at Ha pEaJIbHOM IIPUMEpPE, C KOTOPBIM BBI MO-
JKETC CTOJIKHYTBECA B )XH3HH. J.IOITyCTHM, 9TO B HayaJic pa60llero JAHA MBI 3aBCJIH HOBOT'O
moab3opatensa. Mel Takxke 3HaCM, 4YTO 3TOT COTPYAHHK 6)’}.'16’1‘ paGOTaTb A0 IOJIOBHHBI
NEpBOro. Ecnu nocne storo BPEMEHH 3a06bITh YAQUINUTD YUYCTHYIO 3alHKCh, TO NOJb30Ba-
TCJIb OCTAHCTCA B CUCTCME, 4 3TO GonbLias Ablpa B GesomacHocTH.

Jna Havana HeoOXOOHMMO BRLINOTHHTL KOMaHAY at, yka3aB Bpems 12:30. 51 6epy 3anac
20 MHHYT Ha c/Ty4aii, €CJIH N0JIL30BaTeNb 3aCPXKHTCSA B cCHCTeMe. [l 3TOr0 BBIMOJIHUTE

KOMaHZy:
at 12:50

B otBer Ha 3T0 NosABHUTCA MpHriameHye Jia BBoaa KOMaHa:
at>

Beeaute HeoGxoauMele MHCTpYKIMH. HanpuMep, Ui yliaieHHs NOIb30BaTeIs HEOOXO-
JHMMO BEITOJIHUTE KOMaH[Ty userdel H CTEPETh COOTBETCTBYIOIIHIA KAaTANOT"

userdel tempuser
m —fr /home/tempuser

IMoapo6xee 06 ynpaBneHHH MOJIL30BATEAMH MBI Y3HAaeM B 21a6e 4, a ceiiuac HYXKHO JI0-
BEPHTBCA MHE W MPOCTO HCMOJB30BATh 3TH KOMaHIb. KOHeuHo ke, B Bamei cucreme
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cefiyac HET NOMb30BaTeld tempuser, H KOMaH/a He oTpaboTaeT, HO HAC HHTEPECYET CaM
¢aKT ee 3amycka B ykazaHHOE BpeMsl.

Habepure 5TH kOMaHIBI, B KOHIIE KaKAOH M3 HHX HaxuMasd knasumy <Enter>. Jna
3aBepLICHHs BBOJA MCMONB3YiTe koMOMHaImio Kiaum <Ctrl>+<D>. B oTser Ha 310 BBI
JOJDKHBI YBHIETh TEKCTOBOE COOOLIEHHE, CoAepikalliee IaTy H BpeMs, B KOTopoe GyaeT
BHINONIHEHAa KOMaH[a, a Taxke uaeHTHukarop 3aaanus. CoobineHne OyaeT BHIIIANCTh
NPAMEPHO CIEAYIOLUIMM 06pa3oM:

Job 1 at 2005-03-03 12:30

C NmoMOLIBIO KOMaH/IBI atq MOXKHO YBHJIETh CITHCOK 3aJIaHHUH, NIOCTABJICHHBIX B O4Yepelb.
Hanpumep, pe3ynsTat MoxeT GBITE ClIEAYIOLIUM:

1 2005-01-28 12:40 a root
2 2005-01-28 01:00 a root
3 2005-01-30 12:55 a root

B nepBoi Ko/IOHKE CTOMT HOMEp 3aJaHHsA, HM MOXHO YTIpaB/ATh. Ilocse atoro BeIBOAMT-
Cf 1aTa M BpeMs BBLINOJHEHHS KOMAHBI, a B MOC/IEAHEH KOJIOHKE — MM I0JIb30BaTeNA,
KOTOPBIH co3fan 3aaady.

Tenepb fomycTHM, YTO HEOGXOIAMUMO BHITIONHATH B ONPENENCHHOE BpeMs (IOC/IE OKOHYA-
HuA paGovero AHA) pe3epBHOE KOMMMPOBaHME. A YTO, €CITH B KaKOH-THO0 JIEHb COTPYHH-
KH 3aJiep)Kaliuch Ha paboTe, H UM HeOOXOAHMO BBLINONHHTE ONEPALH, KOTOPHIE CHIIBHO
3arpy»aiot cucreMy. B 3ToM cityuae pesepBHOe konupoBaHHe OyzeT MellaTh MX pabore,
1 JIOTHYHEE OTJIONKHTH 3aITyCK 3aJJaHuA.

Jna pewieHns 3Toit mpobnemsbl co3naBaiiTe 3amady KOMaHAo#l batch. Ecim B MoMeHT
BBINONTHEHHMS 3aJaHMA CEpBEP OKMKETCS CIJIBHO 3arpyxeH, To pabora Oyaer Hauara,
KOT/Ia Harpy3ka Ha CepBep CTaHeT MHHHMAIIBHO#M, — 1o yMonm4aHHio MeHee 0,8%.

3.5.2. TTnaHuposumk 3anau

KoMaH/1a at JOCTaTOYHO NpoOcTa H yAo6Ha, HO €e 3a/jaHus BHIOIHAIOTCA OJHOKPAaTHO, a
MHOTHE 3a/1a4¥ aJMHHHCTPaTopa (TO JKE pe3epBHOE KONMHPOBaHHE) TPeOyIOT MHOrOKpar-
Horo 3amycka. JlomycTuM, 4To BHI 3aIUIaHMPOBAJIH PE3EPBHOE KOMUPOBAaHHE €)KEJHEBHO
B 10 yacoB Beuepa. Kaxplit 1eHs HabupaTs KOMaHIy at HE OYEHb MHTEPECHO, 3TO HAI0ECT
yepe3 HemeMO paboTHl U 3aXouyeTcs Kak-TO ONTHMH3MpoOBaTh 3amady. Co3naBath dain
CLIEHapHsl TOXKE He CIIMLIKOM YI0OHO, MOTOMY YTO He0OXOAMMO He 3abBIBaTh €ro BBITION-
HATB.

[Ipobnema peaercs yepe3 HCMONb30BaHUE MporpaMMel cron. Jjig 3T0ro y Bac JOJ/bKeH
OBbITE YCTaHOBJIEH IEMOH crond, a JTyullle, €CJIH Bbl BKJIIOYHTE €T0 B aBTO3arpysKy.

JUis paGothl ¢ JeMoHOM crond Hcnonb3yeTcs mporpamma crontab. Yro6sl 1o6aBuTE HO-
BYIO 3aIIUCh B paciicaHue, HeOOXOAUMO BBINTONHHUTE ee Ge3 napameTpoB. B oTBer Ha 310
MOSBHMTCA ITYCTas CTPOKA, B KOTOPO#H MOXKHO 3a/aBath MIAGJIOH JaThl M Heob6xoauMyio
KOMaHAy. B o0mmeM Buze 370 BBIMTIAOHT Kak:

MMHYTH YacChl O€Hb MECAL OeHbHeneJjlM KoMaHOa
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JleHs Hepmenu yka3sbiBaeTcs uMciaoMm ot 0 go 7. Ha Bockpecenbe ykaspiBatoT 0 U 7. 310
cHeJIaHO HMEHHO TaK, MOTOMY YTO B pa3IMYHBbIX CTPaHaX MO-pa3HOMY OpeleNseTca Ha-
YyaJio HeJeNIM: TIe-TO ¢ NMOHeJeIbHUKA, a rIe-TO ¢ BockpeceHbs. B nepBom ciyvae yno6Ho
BBICTABJIATE 3HaueHus oT 1 Jo 7, B ipyrom — ot 0 10 6.

Ecnu kaxoii-nu6o napaMeTp H¢ UMECT 3HAUYEHHUs, TO BMECTO HETO HCOGXOIIHMO nocrta-
BHTb 3BE3/104KY.

Tenepb paccCMOTPUM HECKOJIBKO NPHMEPOB!
00 5 * * * /home/flenov/backupl_script
311er 3aI10JIHEHBI TOJIBKO 4acbt H MHHYTHI. Tak kak ocTtasbHble napamMeTpel HE )’KaBal:lBI,

TO KOMaHaa 6y11€’1‘ BBITOJTHATHCA €)KETHEBHO B 5 yTpa, BHE 3aBUCUMOCTH OT JHA HEACJIH,
4yucsia WiIH Mecaua.

00 20 * * 1 /home/flenov/backup2_script

Dta KOMaHAa BeIMONHAET (aiin cueHapus Kaxblid MOHeNeNnbHKK (1€Hb Heaenu paseH 1)
B 20:00.

00 * * * * /home/flenov/backup3_script

Takas komaHaa GyaeT BbIMOTHATHCA KaXAbIH 4ac poBHO B 00 MUHYT.

BHUMAHHE!

Ecnu Bbl 3anycTute nporpammy crontab u, He BBEAA KOMaHZ, HaxmeTe koMbuHaumio kna-
euw <Ctri>+<D>, To BCce npeabiaylive 3anaHUA COTPYTCA. byabTe BHUMaTenbHbl — AnNA
BbIx0oZa U3 Nporpammbl 6ea coxpaHeHns UcnonbL3ynTe Tonbko koMbuHaumio <Ctrl>+<C>.

ITomumo 3TOro, y ¢€pBuca cron €CTb HECKOJIBKO JOMOJNHHTCJ/IbHBIX KaTaloros, ynpo-
awiux co3aaHHue pacnucaﬂuﬁ. MosxkHo pacnpeacyinTb BBINOJIHACMBIE CLIEHApHHU IO
KaTanoram:

O /etc/cron.hourly — exxeuacHo;
O /etc/cron.daily — exeAHEBHO;
O /etc/cron.weekly — eXe€HEIENBHO;
O /etc/cron.monthly — exXeMecIYHO.

Bpone Bce mpocTo, HO €l CLIEHapUH BBITIONHAETCS €XKEHEAENBHO, TO B KaKoe BpeMs H
B Kakoif neHp Heaenu? Bce cTaHeT ACHO, korja Bbl IOCMOTPHUTE Ha /etc/crontab — KOHCl)H-
rypauMoHHEI# ¢aiin cepBuca cron. B Hem ecTh crieayrouiye CTpOKH:

01 * * * * root run-parts /etc/cron.hourly
02 4 * * * root run-parts /etc/cron.daily

22 4 * * 0 root run-parts /etc/cron.weekly
42 4 1 * * root run-parts /etc/cron.monthly

B Haualne cTpOKH yKa3bIBaeTCs BpEMs BBLINOJHEHHA. Bl MOXKETE U3MEHUTE €0 TaK, YTO
CLIEHapUM M3 KaTtanora /etc/cron.monthly HAUHYT BBIMIOJIHATBLCA €ke4acHO. Tak 4To Ha3Ba-
HHMA YUCTO CUMBOJIMYECKHE H TOJILKO MO yMONYaHHI0. OHH JIETKO MEHAIOTCA.

OGparuTe TaKkke BHUMaHHeE, YTO B 9THX KaTalorax y»e €CTb CLEHApHH, H Bce HEHY)KHBIE
MOXCHO YOpaTh, YTOOBI H3NHIIHE HE Harpy>aTh CHCTEMY, WIH 3aIUIaHUPOBATh WX BBINOJ-
HEHHE Ha IPYrOe BpeMsi.
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YTtoOBl MPOCMOTPETh CMMCOK CYIUECTBYIOLUIMX 3a/laHHii, BBHIMOJIHUTE KOMaHAY crontab
¢ napameTpoM -1. JIns pefakTHpOBaHHA Y)K€ CO3/IaHHBIX 3aMHCEi BBINOJHHTE KOMaHIy
crontab C MapaMeTpoM -e. B OTBET Ha 3TO 3aIyCTHTCA TEKCTOBLIA pelaKTop, B KOTOPOM
MOXHO KOPPEKTHPOBAaTh 3aIIHCH.

Kcratu, ecnu Bbl He paboTanu ¢ 3THM PelaKTOPOM, TO MOTYT BO3HHKHYTh NpOOJIEMBI,
MOTOMY 4TO OH JOcTaTtoyHo crnelmpuunsiii. Torma HaxmuTe wiaBuwy <F1> u Bocnosk-
syittecs cripaBkoii. KomaHae! Toxe BBOgsATCA HeoObuHO. [To BEIXOMY M3 3TOrO peaakropa
H3MEHEHHA BCTYMAlOT B CHJIIy MTHOBEHHO, a 4TOOBI 3aKOHYHTH paboty 6e3 coXxpaHeHHA
H3MeHeHui, HabepuTe :q! U HoxmuTe KWiaBuury <Enter>.

B npuHumne, Bce 3aJaHUA Cron XpaHATCA B TEKCTOBOM BHJe. [l KOKIOro Mosip3oBaresis
¢dopmupyercs cBoii crontab-¢aiin B katanore /var/spool/cron. HMa co3nanHoro daiina
COBIMAaJaeT ¢ MMEHEM IOJb30BaTENs.

Bot npumep coaepxumoro crontab-¢gaiina:

#DO NOT EDIT THIS FILE - edit the master and reinstall.

# (- installed on Thu Jan 27 13:55:49 2005)

# (Cron version--$Id:crontab.c,v2.13 1994/01/17 03:20:37 vixie Exp $)
lo * ok ok ok ls

Bri MoxeTe PE€AJaKTHPOBATh €ro U HAMNpAMY1O, 6e3 UCNOoIb30BaHUA KOMaH bl crontab -e.

3.5.3. Bbe3sonacHocTb 3annaHUposaHHLIX pabot

Hanocnenok xouercs noGame B 60'-le NMpeUMYLLICCTB KOMaHObI at JIOXKKY ACTTA. 3Ty
KOMaHy MOXHO HCITOJIb30BATHh H HE B OYCHb Onarux uensax. Hanpnmep, XaKep MOXET
3aBCCTH YYCTHYIO 3allMCh ¢ MAaKCHMAaJlbHBIMH TIpaBaMH. 3atem HacCTPOHTh KOMaHOy at
Tak, yTOOBI MOCIE BBIXO/Ia OHA yJassjia 3alnuch H YHCTHWIA CIIEABI €TI0 npeﬁbmamm B CHC-
TEMEC.

B karasore /etc iMeloTCA ABa Cbaﬁﬂa., KOTOpBIC BbI AODKHBI HACTPOHTH:

O at.allow — no ymonuanmio 3Toro ¢aiina Moxer U He GbITb. Ecii OH cyluecTsyer, TO
TOJILKO Te MOJIL30BATEIH, KOTOPbIE B HEM MPOMUCAHbI, MOTYT BBINOJIHATE KOMaHAY at;

O atdeny — B 3TOM ¢haiine mepeyHCIIAIOTCA MONB30BATE/H, KOTOPHIM ABHO 3aMpeILleH
JOCTYTI K KOMaHJe at.

ITopoGHele daiinel ecTh ¥ ANA cepBUca cron:

O cron.allow — 3[€ch ONMMCHIBAIOTCS MOJB3OBATENH, KOTOpPble MOTyT paboTaTe ¢ 3aja-
HUSAMM B Cron;

a cron.deny — B 3TOM cbai»’me YKa3bIBaKOTCA MOJIb30BATEIIM, KOTOPBIM HEAOCTYIEH Cep-
BHC Cron.

A He pa3 yTeep>xIan U OyQy MOBTOPATH, YTO BCE HaCTPOMKH JO/DKHBI HATH OT 3arpeltie-
Hua. CHavana Heo6Xx0aUMO BCe 3aMpPETHTH, a TIOTOM MO3BOJIUTE TOJIBKO TO, UTO ACHCTBH-
TEIbHO HE0OXOJUMO, M JIMIIEL TEM MONb30BaTeNAM, KOTOPhIM MMOCYHTAETE 3TO HYXKHBIM.
HMeHHO MO3TOMY He CTOMT NBITAThCA BHECTH BCEX MONB30BaTeENEH B cniMcok at.deny. Ha-
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MHOrO KOppeKTHee co3iaTh (aiin atallow W A1 Hayana MpONMCaTh TaM TOJNBKO CBOIO
y4eTHyIo 3anuch (Oyaer Jiydine, eciid 9T He root-niosib3oearens). Ecnu Benen 3a 3THM BB
yCIBILIATE XKaN00BI MOB30BaTeIeH 0 HeXBaTKe KOMaH/BI at, TO CHayaa ybeauTecs, 4YTo
OHa MM JeHCTBHTEJILHO HY)KHa, X TOJIBKO OCJIE 3TOrO NMPOIMHCHIBAATE UX yYETHEBIE 3anu-
cH B daiin at.allow.

Hum oaMH nHHMI nosb3oBaTes He JO/DKeH pabotath ¢ komaHIoH at. MHorma mydme
3a0BbITh BBINOJHHMTD KOMaHIY, Y€M MOTEPATh KOHTPOJIb HaJl CHCTEMOHA.

Ec/in BBl He 3aMycKaeTe IUIaHUPOBLIMKH at H cron, TO i PeKOMEHAYI0 yOpaTh cepBHC
crond M3 aBTO3alyCKa, a JIyYIlle Jake BOBce YAAIHTh €ro ¢ ceppepa. Brl He cMoxere
KOHTPOJIHPOBaTh TO, YeM He MOJIb3yeTeCh, IIOTOMY 4TO He Gyznere obpalars Ha 3TO BHH-
MaHHe.

B karanore /etc HMeeTcs ¢aiin crontab, B KOTOPOM HaXOOATCA BCE HACTPOHKH CepBHCa
cron, Sl pekOMEHIYIO BHECTH B HA4aJIO 3TOro (aliia cleayIollyio AHPEKTHBY:

CRONLOG=YES

DTOo NMO3BOJIKT 3aMKMCHIBATh B )KYPHAI KOMaH/Ibl, KOTOPBIE BHIMIONHUIUCE B cron. XypHan
cepBHca HaxoauTca B daitie var/icronllog. Eciii yto-To mpomsoiiner Ge3 Baiero BeaoMa,
TO 3TO MOXHO GYZAET ONpeeNTh 10 XKypHaIy.

3.6. Hacrpoiika cetm

B Linux ceTb siBIA€TCA OJHHM H3 OCHOBHBIX KOMIIOHEHTOB. Jlacke ec/u y Bac HeT nof-
KmoyeHHs k UHTepHeTy, GyIeT YCTaHORIIEHO JIOKATBHOE CETEBOE OKPYIKEHHE, M CETEBbIE
($YHKUMH CTaHYT HCIOJB30BaThCA HEKOTOPBIMH CEPBHCAMH.

I'paduueckas cHcreMa Linux noctpoeHa no WiHeHT-CepBepHO# apxHTekType. JKypHaiu-
POBaHHE TaK X€ IOCTPOEHO MO ceTeBoMy NpHHuMIy. Ecnu samyctuts nporpammy
ifconfig, To oHa moxaxer xota 6B ogHO paboTalollee CETEBOE YCTPOMCTBO C aApecoM
127.0.0.1. Dot HHTepdeiic Hcronb3yeTcs cHCTeMOl 11 obLIeHHs ¢ camoii cobo#. ITo-
X0, KOTZIa TOBOPHT caM c coboil 4esoBeK, a KOrAa 3T0 AENAeT KOMIBIOTEp — 3TO HOp-
MaJIbHO H JaXke XOpOLIO.

IMocne ycranoBkn OC Linux nerko omnpenenser cereBbie kapThl. C 9THM y MeHs elle
¢ Hayanma XXI Beka npo6neM He 6bu10. Ho 1 paGoThl B ceTH 3TOr0 HenocTatoyHo. Bo
BpeMs MHCTA/UIALMH Bbl Y)K€ MOTJIM yKa3aTh OCHOBHBIE MapaMeTphbl MOJIIIOYEHHS, HO
HHOT/Ia MOABJIAETCA HEOOXOAHMOCTh H3MEHHTL HACTPOMKH, H He Oylere ke Bbl nepeyc-
TaHaBJIMBaTh CHCTEMY, KOT/1a Hy)KHO BHITIOJIHMTBL BCETO NMapy KOMaHA.

JUst nepeavun AaHHBIX 110 CETH HEOOXOMMO YCTAHOBHUTH H HACTPOMTH IPOTOKON — Mpa-
BWIa, MO KOTOPEIM [Ba yJaleHHBIX ycTpoiicTBa 6ymyT oO6MeHMBaThes MHGOpMAaLMEi.
TIpaBnia ONHCHIBAIOT, HYXKHO JIH YCTaHABINBATh COEAHHEHHE, Kak MPOKCXOAMT NMpPOBEPKa
LIEJIOCTHOCTH MNepelaHHbIX JaHHBIX, TpeGyeTcs M NoATBepXIeHHE NOCTaBKM H T. 1. Bee
3TO peaTH30BaHO B MPOTOKOJIE, a BAllla 33/[a4a JIMIIL NPaBHIBHO €r0 HACTPOHTS.
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3.6.1. Appecauun

OcHoBHbIM W1 Linux siBnsercs craewumii cranaaptoM 1 UarepHera npotokon TCP/IP
(Transmission Control Protocol / Internet Protocol, mpoTokon ynpasneHHs nepenayei /
npotokon HHTepHeT) BepcuH 4, KOTOPEHIA y)K€ yCTAHOBJNEH, H JOCTATOYHO €ro TOJbKO
HacTpoHTh. Ec/iH BbI €llle HE BCTPEYaUCh C ITHM MPOTOKOJIOM, TO COBETYIO IIPOYMTAThH
COOTBETCTBYIOLIYIO KHHTY IO 9TOii TeMe.

HecMmotps Ha To, uTO0 yxe nocteneHHO nbrraotcs BBoauTs TCP/IP BepcuH 6, 31a BepcHs
J0 CHX MOp He NMOTy4YWIa JOCTATOYHOH MONMYAPHOCTH. MBI He CMOXeM 3]1eCh 3aTPOHYTh
Bce HioaHcel TCP/IP, a ocTaHOBHMCS TOJIBKO Ha 6a30BBIX MOHATHAX.

Jna toro yroObl ceTs paboTasia, HaM HEOOXOOUMO, KaK MHHMMYM, HaCTPOHTB CJIEYIO-
I{He MapaMeTphl:

O yxa3aThb aapec — KaKA0€ YCTPOHCTBO B CETH JOJDKHO HMeTh cBOH anpec. bes atoro
cBA3b Hepo3MoOkHa. [IpeacTaBbTe cebe, ecnu Obl JOMa HE MMENIH CBOMX aapeECOB, KaK
OBI TOrAa MOYTANLOHEI JOCTABRISUTA MHCbMa? FIMeHa KOMIBIOTEPOB [ 3TOTO HE ro-
JATCA, U 06 3TOM MBI IOTOBOPHM B 21aee 11.

Bcsa anpecanus B ceTH npoucxoaut mo IP-anpecy, KoTopEli cocToHT (11 caMoi pac-
npocTpaHeHHo# ceituac Bepcuu 4 mporokona IP) M3 yYeTBHIpEX ACCATHYHBIX UYUCEN
(oxteToB), pa3neneHHbIX ToukaMH. Kaxnoe yucio He MoxeT O6bITh Gonee 255. Ecin
BHI moakmo4eHbl K HTepHETY, To AN Takoro HHTepdekica MOXET GbITh YCTAHORIECH
ajpec, KOTOpBIi BBLAAN BaM mpoBaiaep.

Jins noaxoveHH MO JIOKAIBHOH CETH ajipeca 3aJaloTCA CaMOCTOATENbHO. S peko-
MEeHJIYI0 OrpaHH4HThCA afpecaMu BHaa 192.168.1.x, rae x — uucino ot 1 1o 254 (3Ha-
yenus 0 1 255 wMeroT crnelMansHoe HazHadeHHe). KakaoMy KOMIBIOTEPY AOJDKEH
ObITH IPHCBOEH CBOM azipec, oTawyaroumiica nmocneadeii uupoi. Tpetnit okreT Mo-
ket ObITh TOOBIM, HO 0053aTeIbHO OMHAKOBBIM JJIA BCEX KOMMBIOTEPOB Ballled CETH.
A y cebs ucnons3yro uucio 77, T. €. agpeca MOMX MaLIMH UMeloT BHA 192.168.77 x;

O ycTanoBETHh MAcKy moaceTH — B co4yeTaHnd ¢ [P-anpecom Hcmone3zyercs HOMep,
Ha3BIBAEMBIA MAacKof MOJCETH, MO3BOJAIOIMIA pa3OUTL ceTh Ha bonee MeNKHE cer-
MeHTHI (y31s1). 3 4ero cocTouT Bawl JoMauHui aapec? OTO ropo, yaMlia H IOM.
CeTh HMeET TONBKO [BE XapaKTEPHCTHKHM: HOMEP CETH H HOMEP KOMIIBIOTEPA BHYTPH
Hee. Macka onpeneinsier, kakas 4acTe B [P-anpece OTHOCHTCA K CETH, a YTO XapakTe-
PH3YET KOMITBIOTEP.

Jins npumepa paccMOTpHM MacKy 255.255.255.0. UtoObl MOHATE Ha3HAUYEHHE MacKH,
HeoOXOIMMO KaXJ0e YHCIO MEPEBECTH B JBOMUHYIO cHcTteMy. Macka 255.255.255.0
B GUHapHOM BHI€ BBIMTIAIUT TaK:

11111111.11111111.11111111.00000000

Tenepsb nepeseneM B ABouvuHyt0 ccreMy [P-ampec 192.168.001.001 :
11000000.10101000.00000001 .00000001

H)')KHO COIMOCTaBHTD IP-a.npec H MackKy. TaM, rae B MacKe CToiT €AHHHLBI, 3allHCaH
ajJpec CE€TH, a TaM, I'l€ HYJIH — aApe€C KOMIIBIOTEpPA B CCTH. B Macke eaHHHLIBI obs3a-
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TeJLHO AOJDKHEI MATH CNieBa, a HyJH cripaBa. Heb3s yepeoBaTe €AUHHULIBI C HYJIAMH.
Cnenyrowmas Macka ABJIAETCA KOPPEKTHOM:

11111111.11111111.00000000.00000000

A BoT Takas — omn604HO# (cripaBa OT HyJieii He MOXKeT OBITh €UHHLY):
11111111.11111111.00000000.11111111

[Momyuaercs, uro nepebie Tpu okteTa B IP-agpece npu macke 255.255.255.0 — s1o
aJipec CeTH, a MocleAHH — HOMep KOMIMBIOTEpa B 3TOH CETH, a TaK KakK MO Hero
B JAHHOM CJTy4yae OTBEIECHO OHO YMCIIO, MAKCHMANIBHOE 3HaYeHHe KOToporo 255, To
HETPYAHO JOTafiaThCA, KaKOe KOIUYECTBO KOMITLIOTEPOB MOJKET OBITH B Ballleil ceTH.

PaccMotpum eie npumep:
e 192.168.001.001 — IP-anpec;
* 255.255.000.000 — Macka MOJACETH.

B nanHOM ciTyuae mnepBbi€ Ba OKTETa — 3TO HOMEpP CETH, a OCTaBLUMECH ABa — HO-
Mep KOMIbIoTepa B ceTH. UMCo, KOTOpOe MOXHO 33/1aTh ABYMs rpyNIiaMH, ropasio
Oonblie, yeM 255, a 3HaUYNT, H ceTb OyaeT MaciuTabHee.

Teneppr MOXKHO caenaTh OAHO 3aKJIIOYEHHE: KOMMBIOTEPHI, MMEIOLLNE OOUH afpec CeTH
(coBmajaloT TpH nepBbie YHCIIA), MOTYT OOIIATLCA MEXIY coO0H. A BOT MalIMHBI B pa3-
HEBIX CeTAX He BHIAT APYT APYra, U 4ToObl OHH CMOTJIH B3aHMOJECTBOBaTh, HEOOXOAMMO
CrieUMaIbHOE YCTPOHCTBO (MapLIpyTH3aTOp), KOTOpoe OOBEIUHAET pa3jiMYHble CETH W
MOJKET TNepeiaBaTh MAKEThl MEXIY HUMH.

3.

6.2. NHpopmauma 0 ceTesbIx NOAKNFOMEHUAX

Jna nonyyeHus uHgopMaLUM O TeKylleH HacTpoHke ceTeBbIX kapT U mpotokona TCP/IP
HeoOXOAMMO BBINOJIHUTE KOMAHAY ifconfig. IIpuMep ee BbIBOJa MOXHO YBHIAETD B JIUC-
THHrE 3.1.

I NucTvnr 3.1. UndopMmaums o KOHGUrYPaLUM 1 COCTOSHNM CETH

eth0 Link encap:Ethernet HWaddr 00:03:FF:06:R4:6C

lo

inet addr:192.168.77.1 Bcast:192.168.77.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:108 errors:0 dropped:0 overruns:0 frame:0

TX packets:104 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100

RX bytes:7687 (7.5 Kb) TX bytes:14932 (14.5 Kb)

Interrupt:11 Base address:0x2000

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:122 errors:0 dropped:0 overruns:0 frame:0
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TX packets:122 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:9268 (9.0 Kb) TX bytes:9268 (9.0 Kb)

Kak Buaure, B tuctunre 3.1 nokasaHo aBa uHTepdeiica: eth0 H lo:

O nepBblii H3 HUX — 3TO pealibHas ceTeBas KapTa, MMA KOTOpPoii B oblieM BHIe UMeET
BuA ethX, rae X — uncno, o3Havalouee HoMep ycTpoiicTa cBa3u B cucteme. Hyme-
pauysa HAYUHACTCA C Hyi. Ecan Y Bac B KOMNBIOTEPE ABE CETCBLIC KapThl, TO UX HME-
Ha OyIyT ethO H ethi;

O Btopoit uHTepdeiic umeet umi lo (loopback), IP-anpec 127.0.0.1 u macky 255.0.0.0.
Taxoif uHTEepdeiic cyuiecTByeT B M000H CHCTEME C CeTEBOMH KapToii 1 MMEET UMEHHO
atot IP. B npuHuune, 3TOT agpec HH Ha YTO HE YKa3bIBAaET M HE BXOAUT HH B KaKylo
cetb. Ero yacto ucnoneayloT Ans TECTUPOBaHHA M OTIAAKHM CETEBbIX MPUIOKEHHH.
JlBe pa3Hble mporpaMmel MOryT 0OMEHHUBATBCA MHQOpPMalMeil ¢ NMOMOLIUbIO CETEBOIO
npoTtokona BHyTpH oaHoit OC, He BBIXOAA 3a mpenessl KOMIbIOTEepa, M 310 Oynet
NPOHCXoaNTh Yepes uHTepdeiic loopback. 3tot uHTepdeiic yacto HasbIBalOT nenuiei,
MOTOMY 4TO OH 3aMbiKaeTcs Ha cebd. Bce makeThbl, KOTOpBIE OTMPABNAIOTCA HAa 3TOT
aJipec, MOChUIAOTCA BalllEMy KOMIIBIOTEpY.

ITomumo cBefieHH# 0 KOHUTYypaLMK ceTeBbIX HHTEpdEHCOB, KOMaH/Ia BbIAAET €1le MHO-
ro nose3Hoil HHGOPMaLUH, — HANpPUMeEp, KOJIIMYECTBO OTIMPABJIEHHBIX M MONYyYEHHBIX
IIaKETOB (MapaMeTpbl RX H TX).

EcTb ele oanH WHTEpeCHBIH agpec, KOTOPBI MOXHO YBUIETh Y CETEBOH KapThl eth0, —
napaMeTp Hwaddr (Hardware Address, annaparHeiii anpec). Ero eilie 4acto HaspiBaroT
MAC-agpecom (Media Access Control, ynpasneHue nocrynoM k cpeae). Jro 48-pas-
PAAHBIA CepHiiHBIH HOMep ceTeBOro ajanTtepa, NpHcBaWBaeMblii npouszBoautenem. OH
YHHKAJIEH, MOTOMY YTO Y KaXIOrO H3TOTOBHMTENA CBOH auamasoH ajapecoB. Ilockonbky
uHTepdeiic lo co3aH NPOrpaMMHO (peanbHO He CYLIECTBYET), Y HETO HE MOXET OBITh
annapartHoro aapeca.

3.6.3. MsmeHeHue napameTpos ceTeBOro NOAKNOYEHUN

C noMolpio KOMaH bl ifconfig MOXKHO HE TONBKO MPOCMAaTpPHUBAThL NapaMETPhl CETEBBIX
MNOAKTIOYEHHH, HO U U3MEHATb WX. [ 3TOro NporpamMMe Hy>kKHO yKa3aTb [IBa apTyMEHTa:
O cereBoii uHTEpdeiic, NapaMeTpbl KOTOPOro HYXXHO H3MEHHTH;

O HoBBIE NapaMeTphbI.

O61wuit BUA KOMaHABI BLITIAAMT TaK:

ifconfig ethX napameTprr

PaccMoTpuM HekoTopble 3HAYE€HHs BTOPOrO apryMeHTa:

O down — ocTaHOBUTH WHTepdeiic. Hanpumep, ans 3aBepiueHus paboThl ceTEBOH KapThl
ethO BBINOJIHMTE KOMaHOy ifconfig eth0 down. EciM mocne 3Toro HCronHWTE OUpeEK-
THBY ifconfig 6e3 mapaMeTpoB, TO B pe3yJIbTUPYIOLIEM CITUCKE CETEBOro HHTepdeiica
eth0 He OyJeT BHIOHO;
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O up — BKMOYHTH HHTEpdeiic, ecnH oH GbUT ocTaHOBIeH. Hanpumep, ecau BbI XOTHTE
BOCCTaHOBHTB paboTy ceTeBoi KapThl eth0, BBINOJIHHTE KOMaHAY:

ifconfig ethO up
O IP-anpec — ecnu Bbl XOoTHTE M3MEHHTh [P-anpec, TO ykakuTe ero HOBOE 3HaueHHE

B KadyecTBe Mapamerpa. Hampumep, eciM HY)XKHO NMOMEHATh TeKyluil aapec Ha
192.168.77.3, TO BHINIOJIHUTE KOMaHOY:

ifconfig ethO 192.168.77.3

MoxHo OQHOBPEMECHHO H3IMEHHTH  MaCKy CCTH. Ib’lﬂ ITOr'0 BBHINOJIHACM OHPCKTHBY:
ifconfig ethO 192.168.77.3 netmask 255.255.0.0

31ech mocie KIOYeBOro COBa netmask MOKa3aHa HOBasA Macka CeTH.

Ecnu B MOMEHT M3MEHEHMA azpeca ceTeBod HHTepdeiic OTKIIOUEH, TO €ro MOXKHO
Ccpa3sy e 3aIyCTHTh KOMaHIO#:

ifconfig ethO 192.168.77.3 netmask 255.255.0.0 up.

3TO OCHOBHBIE BO3MOXHOCTH MPOrpaMMBbl ifconfig, ¢ KOTOPbIMH BaM NMPHIETCA CTAIKU-
BaThCA B pealbHO#M xH3HH. bonee moapoGHy0 HHGOpPMaLMIO MOXKHO MOTYYHTb, BHINOJI-
HHB KOMaHAY man ifconfig.

3.6.4. Ytunura ip

INoaroTaBnuBas 3T0 U3JaHUE, A YIKE 3aTyMAJICA O TOM, YTOOBI YaTMTh NpeAbITyINHe ABA
pasfena, HO OrpaHMYWICA TOJNIBKO HamMcaHWeM 3Toro. Jleno B TOM, YTO YTHIIMTa
ifconfig ycTapena, H U3 HEKOTOPhIX AUCTPHOYTHBOB ee yike Hauaii yOouparth.

Cuavana B JoxkyMeHTauuH Ha CentOS nossuiach 3ammch, YTo YTWIHTA yCTapesa, HO 1 He
BEpHII, YTO ee pealbHO YOepyT, MOTOMY YTO OYeHb MHOIO JIOACH MPOMO/DKAIOT HCIIOJb-
30BaTh ee. SI ceffuac nposepwt nocieqHro BepcHio CentOS, H TaM ifconfig HeT.

B moxymernTtauuu Ha Ubuntu noka s He BHJeN NMOAOOHBIX MpeIyNPEexICHHH, U yTHIHTA
BKJIIOYEHA B MOC/eqHE BEpCHU CHCTEMEI B YCTAHOBKY 110 YMOTYaHHIO. A TaK KaK OCHOB-
HbIM aUCTpHOYTHBOM 3TOH KHMTH sBmserca Ubuntu, 1 pemmmn octaBuTh MHGOPMALMIO
0 ifconfig, HO J0GABUTH CBEAECHHA O PEKOMEHIYEMBIX Ceifyac K HCIONb30BaHHUIO HOBBIX
YTHIMTaX.

Jlis nomydenus uHdopmaimn o6 IP-agpecax mcnonssyercs ytwnura ip. JlormyHo, He
npaeaa mu? To jke caMoe, YTO JeNaeT ifconfig, Mbl MOXKEM Y3HaTh, BBINOJIHME KOMaH.IY:

ip addr

Ecnu BBINOTHATE 3TY KOMaHAY € MapaMeTPOM link, MOXKHO YBHAETh COCTOSHHE CETEBBIX
HHTEepdeiicoB:

ip link

B MoeM ciydae pe3ynbsTar 6bUT OMyYEH TaKOMH:

1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN
mode DEFAULT group default glen 1000
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2: enp0s3 <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq codel
state UP mode DEFAULT group default qlen 1000

Bropoii unTepdeiic — 310 ceTeBoil HHTepdeiic BUPTyanbHOH MalIHHBI, KOTOPHIH pabo-
TaeT Kak ceTeBas KapTa.

Ho6asute [P-anpec k ceTeBoMy HHTepdEHCY MOXKHO C IIOMOIIbIO IAPAMETPOB addr ad:
ip addr add 10.0.2.10/24 dev enp0Os3

KoManay 3Ty Hy>kHO 3amyckaTh ¢ NpaBaMd aaMHHHcTpaTopa. IlapameTp dev yka3eiBaeT
Ha TO, K KakoMy ceTeBoMy MHTepdeiicy s xouy nobasurte IP-aapec (B MoeM ciyyae 310
enp0s3).

Yro6bl ynanuTh agpec, MPOCTO 3aMEHAEM add Ha del:

ip addr del 10.0.2.10/24 dev enpOs3

CereBoii HHTEpdEiic MOXKHO OTKITIOYHTh U BKJIFOYHMTD, H JUI 3TOTO HCIONIB3YETCH KOMaH-
Ja link set up/down:

ip link set enpOs3 down

ip link set enp0s3 up

KomaHaa B nepBoif cTpoke OTKIIOUHMT ceTeBoil HHTep(eic enp0s3, a BO BTOPOH CTpoke
Al BIUTKOYAIO €r0.

DOToi ke KOMaHAOM MOXHO ycTaHOBHTH 3HauyeHHe MTU (oT Hero 3aBHCHT NMpPOM3BOAM-
TEJILHOCTb CETEBOTO HHTEpeiica):

ip link set enp0s3 mtu 1500

Y YTWIHTBI ip JOCTaTOYHO MHOTO BO3MOXHOCTEM, U 1 He OyXy ONMHCHIBATh 31ECh HX BCE,

4TOOBI HE MPEBPATUTh KHUIY B CIIPABOYHHK, 3 OFPAHHYYCh 3THMH OCHOBHBIMH MapameT-
pamu. IToapo6Hee 06 HCMOIB30BaHNM YTHIMTEI MOXKHO Y3HATh H3 CIIpaBOYHMKA: man ip.

3.6.5. basosure HacTpoiku cetu

C noOMOWBIO KOMAaHABl hostname MOXHO MPOCMOTPETh HMMS KOMMBIOTEpa (XOCTa).
BRINOJHKTE 3Ty KOMaHAy, M NepeA BaMH NMOSBHTCA MM, KOTOPOE BBl 33/l BO BpeMA
yCTaHOBKM. YTOOBI M3MEHHTb €ro, HyXKHO yKa3aTh HOBOE MMSA B KauyecTBE IapaMeTpa.
Hanpumep, ciieaytoias KOMaHa YCTaHaRIHBAET UM XOCTa B 3HAYEHHE server:

hostname server
3OT1a KOMaH/Ja MEHAET UM XOCTa, HO TaKO€ H3MEHEHHE MOTEPAET CHITY NocJie nepelarpys-

KH KOMNbioTepa. UTo6bl HE MOTEPATh M3MEHEHHS, HY)KHO MEHATL UM B KOHGUrypauy-
OHHOM daiine /etc/sysconfig/network. [lapaifTe MOCMOTPHM Ha €ro COAEPAHMOE:

cat /etc/sysconfig/network

B pe3ynbTaTe Ha 3KpaHe MOSABUTCS MPUMEPHO cleyomas HHbopMalus:
NETWORKING=yes

FORWARD _IPv4=true

HOSTNAME=FlenovM
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HeT cMricia n3MeHsATh kakue-Ni0O M3 3THX MapaMeTpoB BPYYHYIO, KOTJA €CTh Crella-
JIN3UPOBAHHBIE YTHIIMTHL. DTOT (aiin A Nokasail BaM TOJIBKO AJIA PHMeEPA.

YT1o6Bl MOMEHATh MM XOCTa M Cpa3dy COXPaHHTh ero B (pafiyie, MOXHO HCMOJNb30BaTh
KOMaHIy hostnamectl. Ecnu 3amycTuts 3Ty KOMaHmy 6€3 napaMeTpoB, TO MOXHO Gyner
YBUAETH TEKYLllee HMA U HEMHOTO MHOPMAIIMH O CAMOM KOMIIbIOTEpE:

Static hostname: mflubuntu

Icon name: computer-vm

Chassis: vm

Machine ID: e27e96237

Boot ID: a343234423222 .
Virtualization: kvm

Operation System: Ubuntu 18.04 LTS
Kernel: Linux 4.15.0-20-generic
Architecture: x86-64

Japaiite monpo6yemM MOMEHATb HMS XOCTa:

hostnamectl set-~hostname srv.flenov.info

Koy set-hostname YKa3bIBacT Ha TO, YTO Mbl XOTHM NOMCHATh UMA KOMIILIOTEpPA Ha
srv.flenov.info. C-)ry KOMaHay HE 00A3aTeIbHO 3aITyCKaTh U3-11oA aAMHHHCTPpATOpAa.

3.6.6. Tiporoxon IPv6

O nportokone IPv6 3aroBopunu oueHb naBHO. IIpocTo Texymias BepcHs HMHTEPHET-
nporokona IPv4 MakcumansHO moafepkuBaeT 4 MWLUIMapAa YHHKAIBHBIX aJpecoB, HO
3TOro B [EMCTBUTENBHOCTH Y)ke He XBaraeT. Ha mmanere 3emuis ceifvac >xuBer Gosee
7 MunnMapoB 4enobek. Jaxe ecliM y KOKIOro yenoBeka 6yJeT o 04HOMY YCTpPOHCTBY,
noaKIo4YeHHOMY k IHTEpHETY, BCEM afipecoB HE XBaTHT.

Ila, He y Bcex ecTh ycTpoiicTBa, paboTalomye ¢ CETbI0, HO MHOrO Jojeil, HMEIOLIHUX
cMapTdoH, IUIaHIIET K eule X0Ta Obl oquH kommnbloTep. Beb-caiitel B UHTEpHETE Taloke
Hy)KpawoTca B aapecax. Eciu Obl BceM pa3faBany YHHKaJIbHBIE HHTEPHET-aapeca, TO X
yxe IaBHO He XBaTwio Gl BceM. BMecTo 3Toro 1ienble ceTH U CaifThl JeNAT OAMH U TOT
xe IP-agpec Mexay coboil.

PaGorath Hax HOBOWH BepcHell HHTEPHET-NPOTOKOJIA Ha4yalnM yxke o4eHb JaBHo. Ceifuac
B3MJIAHYJ B BHKuneanio, 1 TaM roBOpHTCs, 4TO nepsas Bepcua HoBoro IPvé moseunack
ewe B 1998 roay. Kak ObicTpo BpeMs JIETHT... A CTaHAapTOM 3TOT HOBBIH [MPOTOKOJI CTAN
Tonbko B 2017-M. M HecMOTpA Ha HanMuMe cTaHaapTa, nepexon Ha IPvé mpoucxomut
CJIMLIKOM MeIEHHO, HO OH uaeT. M ecnu oH 3akOHYUTCA, TO BCEM XBATHT YHHKAIBHBIX
aJipecoB, Jaxke KKIOMY YaiiHHKY H KodeBapke.

C TtexHmnueckoit Touku 3peHus IPv4 ucmonw3yer 32-GuTHbIii agpec, a 6-1 Bepcus
128-6urHbiii. Eciin B npuBeiyHOM HaM cucteMe IPv4 aapec coctout u3 4-x uncen ot 0 no
255, pazgeneHHBIX TOYKaMH, TO B HOBOM CTaHiapte — 8 rpynn iecTHaguaTepu4HbIX
4Hucen, pa3JeleHHbIX ABoeTounIMH. BarnsHeM Ha npocToii npuMmep:

£eB80:0db8:0000:0000:0000: ££00:0042:8329
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3aeck ax TpH 6710Ka, B KOTOPbIX BCe YETHIPE YHCIIA PaBHBI HYJIIO, — B TAKOM CJIy4ae 3Ty
rpymiry 6J10KOB MOXKHO OITYCTHTb M 3amUcaTh afpec Tak:

fe80:0db8::££00:0042:8329

O6paTHTe BHUMaHHe, YTO BCE TPH HyJIEBLIE IPYINbI yAaNeHbl, H N0 TaKo# 3alMCH MOXHO
JOrafaThCs, YTO HEJOCTAIOLIME IPYNIbl — KaK pa3 HyjdeBble. A €ClH y Hac BOT TaKoM
azpec:

feB0::££00::8329

3nech ABaX LI MPUCYTCTBYET ABOHHOE JBOETOYHE, M KaK y3HATh, CKOJNBKO TPy OMyLIe-
HO B NEPBOM cCllyyae U CKoJibKO Bo BTopoM? M3 8 nonararomuxcs rpynn Mbl BUAWM TOJb-
KO TpH, 3HA4MT, 3aeck Obuto 5 HyneBoix. Bce oueHp mpocto — B IPv6-agpece moixer
OBITE TONBKO OJHO COKpalleHHe B BHIE ABOMHBIX KaBblYeK, TaK YTO aipec C ABYMS CO-
KpalleHUAMH HEKOPPEKTHBIH.

B crapom IPv4 cranpapte nnis yka3aHus JOKaJbHOTO KOMIbIOTEpPa HCMOJIB3YETCA afpec
127.0.0.1. B IPv6 Ty ke camyto ¢yHKUHIO BeINOHAET aapec ::1. M Tak kak BHayane uayr
IBa BOETOYMSA, 3HAYWT, neped | LenbiX ceMb Ipynn uU3 Hyjeil — Bedb BCEro rpymm
AomwkHO ObiTh 8. BenoMuHaeM koMaHOy ip addr, B pe3y/bTaTe BBIMOTHEHHSA KOTOpOH
ans loopback-untepgeiica 1o B BeiBoae 6yayT qBa aapeca:

inet 127.0.0.1/8 scope host lo

inet6 ::1/128 scope host

V 6-it BepcuH TOXe ecTb pa3/iesieHHe afipeca Ha CeTh M XOCT B 3TOH CETH, U pa3jesieHHe
YKa3bIBA€TCA TaK XK€ — C MOMOLUBIO YHUCJIA [TOCHIE CJIdLa:

feB80:0db8::££00:0042:8329/64

Yucso nociie cn3iua YKa3bIBacT Ha TO, UTO NMEPBLIC 64 6ura B 3TOM azpece yka3bIBalOT Ha
apec CETH. OcTaBllHecs — 3TO aapec KOMNbLOTEPA.

Ecnu IPv6-anpec BoinaH npoBaiinepoM, To nepebie yeTbipe ukciaa 6yayt 2001. Ecau sto
aBTOMATHYECKHU Ha3HaYCHHBIH ceTeBOi KapTe aapec, To OH OyAeT HaYMHATLCA C fe80.

IIJ'IH TECTHPOBAHNA COCAUHEHHNA T10 IPv6 HY>KHO HCIOJIb30BaTh BEPCHIO ping6:
ping6 -I ethO feB80:0db8::££00:0042:8329

3.7. Pabota c moaynamu sapa

CucteMa [0JDKHA 3arpy)KaThCsl TOJIBKO C TEMH MOIYJIIMH, KOTOpbIe MpUMEHAIOTCA. Bee
OCTaNbHBIE JIO/DKHBI MOArpYXaTbesA MO Mepe HeOOXOOMMOCTH M OTIJTIOHAThCH, KOTAa He
HCIONb3YIOTCA.

B pa3zo. 3.2 MBI yxe paccMaTpuBaiM MpoLiecc 3arpy3Kd CEPBHCOB, HO MOMYJIN Aapa —
3T0 HeMHoro apyroe. OHU BBHIMONHAIOTCA Ha Gonee HU3KOM YPOBHE, KOTOpBIi, B OCHOB-
HOM, NO3BOJIAET paboTaTh C YCTPOHCTBaMH, YNpaB/ATh NaMAThIO U T. N. [Ipu MoxynsHO#H
KOMIMWIALIMA BBl MOXETE BIJIIOYATh M BBIKTIOHATh (PYHKLMH YPOBHA A4pa C MOMOIIBIO
CNIEAYIOLIMX KOMaHA! -
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O 1smod — 3Ta KOMaHAa BHIBEOET CITMCOK 3arpy>XCHHbBIX Monyneii. Peaynb'ra'r €C BbI-
TNIOJIHEHHSA HMCET NMPHMEPHO C.Tle,E[y’lOllIHfl BHA:

Module Size Used by Not tainted
binfmt misc 7428 1

autofs 11812 0 (autoclean) (unused)
tulip 42240 1

ipchains 42216 6

ide-cd 30240 0 (autoclean)

cdrom 32000 0 (autoclean) [ide-~cd]
ext3 62284 1

jbd 39804 1 [ext3]

0 modinfo — OYE€Hb TPYAHO pa3obpaThCs, KaKHe MOAYJIH HY)KHBI B CHCTEME, a Kakue
HeT. A Beab HEOOXOAMMO 3arpy’kaTh TOJBLKO TO, YTO JEHCTBHUTENILHO MCIMONB3YyETCH,
HHaye yBE/IMYMBAETCS BPEMS CTapTa CHCTEMBI, MOHAMpPacHY PacXOXyIOTCH Pecypchl
KOMMBlOTepa M T. 4. Tak kak e B 3ToM pa3obpateca? Heo6xomuMo 3HaTh kaxcabIi
MOZYJIb «B JIMLIO» M IIOHUMATB, AJI1 Y€TO OH HYXKEH.

INomyuynts HHGOPMaLMIO O MOIYJIE H NIOMOracT KOMaHaa modinfo. B kayecTBe mapa-
MeTpa HY)KHO NepelaTh €it IMA HHTEpPECYIOIIero MOYJIA, H Ha 9KpaH GyneT BbiBeleHa
nadopmauus o Hem. HanpuMmep, ciedyioilias KOMaHa 3arpalivBaeT y CHCTEMBI HH-
¢dopmario o MomyJe ext3:

modinfo ext3
B oTBeT Ha 3T0 MBI YBHAMM MPHMEPHO ClIETYIOLIEe:

filename: /lib/modules/2.4.18-5asp/kernel/fs/ext3/ext3.0
description: "Second Extended Filesystem with journaling extensions"

author: "Remy Card, Stephen Tweedie, Andrew Morton, Andreas Dilger,
Theodore Ts'o and others"”

license: "GPL"

parm: do_sync_supers int, description "Write superblocks
synchronously”

Takum o6Gpa3oM, HaM CTAaHOBATCA W3BECTHHIMM MMA M pacrnonioxkeHue ¢aiina, ero onu-
caHue, aBTOp, JIMLEH3HA M T. 1. KonxnuectBo oTobpaxaemoli HHpopMaluu CHIBHO 3a-
BHCHT OT MOIYJIA, H, €CJIK YECTHO, B HEKOTOPBIX CITy4asX OHa HACTOJNBKO CKy[HA, YTO
npeaHa3HaYeHHe MOTYJIS OCTAETCA HEMOHATHBIM.

O modprobe — 3Ta KOMaHJa, B OCHOBHOM, HCHOJB3YyeTCS CHCTEMOH IJIA 3arpys3KkH
YCTaHOBJICHHBIX MOAYJeH, HO MOXHO 3TO J€NaTh M CaMOCTOATENIbHO. B kayecTpe
€IMHCTBEHHOTO MapaMeTpa HyXKHO NepeiaTb KOMaHAe UMS MOIYJIs, KOTOPbIi Halo
3arpy3Hrb.

Hamnpumep, crnemyiomas koMaHaa 3arpyaeT MOAyJb. iptable nat (0 HeM Mbl Oyaem
roBOPUTH B paso. 4.12):

modprobe iptable nat
O rmmod — 3Ta KOMaHIa BBIIPYKACT MOAYJh, HMsI KOTOPOrO YKa3aHO B Ka4€CTBC I1apa-

Metpa. Eciu BBl BOCIIONIB30BAIMCh MOMYJIEM IS BBINOJTHEHHA OMpeleieHHBIX aeicT-
BHii, TO He 3a0yabTe o OKOHYaHHUHU pabOTHI €ro BHIrPY3UTh.
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3.8. TlepemeHHas $PATH

B Linux uMeetca nepeMeHHas $PATH, ONpeleNdlolias Narnky, B KOTOPBIX HY)KHO MCKATh
HCTIOIHAEMBIE TIporpaMMebl. YTo6bl MPOCMOTpPETh TeKyllee 3HaYeHHE ITOH NepeMeHHOM,
HY)XXHO HaIlNCaTh:

echo $PATH

B P€3yJIbTaTE Bbl JO/DKHBI YBUACTb CITHCOK MAanokK, pa3ac/iCHHbIX IBOCTOUHAMH:

/usr/local/bin:/bin:/usr/bin

CoOTBETCTBEHHO, KOrZla MBI OTJJaéM B KOMaH/IHO#M CTPOKE KOMaHAy 1s, TO CHCTEMA HaXo-
JIMT €€ UCTIONHAEMBIH (afi B kKaTasiore /bin H 3aITyCKAEeT ero.

Ilpu 3amycke nporpaMM M3 KOMaHAHOM CTPOKM Linux Hy»HO 06A3aTeNIBHO YKa3bIBaTh ./
nepea MMEHEM NMporpaMMbl WK ckpunTa. HanpuMep, ZOMyCcTUM, YTO B TEKYINEM KaTaao-
re ecTh MCTIONHAEMBIH Qaiin publish — Toraa U ero 3amycka Hy)KHO B KOHCOJIH BBINOJ-
HHUTB CJIEXYIOUYIO KOMAHIY:

./publish

B Windows u B Linux Touka yka3biBaeT Ha TeKylMii KarTajor, a, 3Ha4HT, MPHBEACH-
Has KOMaHJa MpOCHT 3allyCTUTh publish MMEHHO M3 TeKyllero kKaraiora. Brpouem,
B Windows rnipm 3amycke nporpaMM M3 TEKyIIEro KaTajiora Mo)XHO HH4Ero He YKa3blBaTh,
noromy 4ro 31a OC crayana uier ¢aiinsl B TeKyLieil nanke, a OTOM yXe B CHCTEMHBIX.
Ho u3-3a 3toro y Windows 6bu14 npo6iems! ¢ 6€30nacHOCTEIO.

OC Linux Bener cebs HEMHOrO MHa4e, M M3 TEKYLIETO KaTajora 1o yMo/lI4aHHIO HHYEro
He 3aITyCKaeT, a MILET B Nankax, yKa3aHHbIX B IEPEMEHHOM $ PATH.

Linux MOXXHO 3aCTaBHTB «CMOTPETb» H B TEKYLIyIO MaIKy — MPOCTO [UIA 3TOr0 TOYKY
HY>KHO 00aBHTb B IEPEMEHHYIO $PATH:

PATH = $PATH:.

He yBepeH, 4To B pealbHOCTH A€/aTh YTO-TO NofobHoe — xopomas uaed. Ho s npupen
3TOT MPUMEP A TOro YToOBl MOKa3aTh, Kak NOGABIATH MAaNKy K NEepeMEHHON $PATH.
Ecnu y Bac ects mporpamma /usrflocal/myprogram/publish, H Bbl HE XOTHTE TPH KKIOM

3aITycKe [MUCaTh 3TOT MOJIHBIA MyTh, TO MOXKHO A006AaBUTH MyTh /usr/local/myprogram/
B NIEPEMEHHYIO $PATH:

PATH=$PATH: /usr/local/myprogram/

CMeIc 3TOi KOMaHBI B TOM, YTO MBI [IPHCBaHBacM nepemeHHoﬁ HOBO€ 3HA4YCHHEC, KOTO-
PO€ COCTOHT H3 YXKE CYLICCTBYIOLUCTO, IUIIOC ABOCTOYHEC H HOBaA Marika. Ecimun npocTo
Hanucarthb:

PATH=/usr/local/myprogram/

TO TEKyLl€€ 3HA4YCHHC SPATH GYIIGT NOTCPAHO, H TEIEPDb SPATH CTaHET paBHa JHUIB
/usr/local/myprogram/.
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YnpasneHue AOCTYNOM

Kaxnawii none3oBatens gomkeH paboTath B cHCTeMe MOA CBOeH YHeTHOM 3amMchio. 310
NO3BOJNIMT €My 00e30macHTh CBOM (aiibl OT YyXOTrO BMEILATENBCTBA, 110 CHCTEMHBIM
XKypHajaM OMnpene/HTh, Korja W kem ObUTH Mpou3BeAEHbl HEKOPPEKTHLIE AEHCTBHA,
MT. I

O6BI4HOMY MOJIB30BATEMO BBl AOJDKHBI BBIACNATH OFPAHHYEHHbIE NPaBa, KOTOpblE MO-
3BOJIAT €MY BBIMIOJIHATH TOJNBKO HeoOXonuMsle aeiicTBua. KpoMe Toro, cnexyet MHHHMH-
3WpOBaTh KOJMYECTBO MOJNb30BaTened ¢ GonbiimMyu npusuieruaMu. Hekotopeie cumra-
10T, 4To B Linux TO/MIBKO OAMH aZMMHHMCTpaTOp root, HO 3TO He Tak. Root — 3T0 nHIIB
MM$, 2 aIMUHHCTPaTOPOB MOXKET OBITh O4Y€Hb MHOTO.

Ecnu BBl siBNsfeTECH aIMUHUCTPAaTOPOM Ha MPENpPUATHH, TO JODKHEI CIEAUTDb 32 aKTy-
anpHOCTHIO 3anuceii. [Ipu yBosibHEHHH cOTpyAHMKAa HEOOXOOUMO YIAJIUTh €r0 YYETHYIO
3aIMCh, YTOOLI — HEAOBOJIBHBIA YBOJIbHEHMEM — OH HE YHHUYTOXXWI BaXKHbIE AaHHBIE.

51 B cBoeii Hemonroit paboTe aIMHHUCTPATOPa yXKe BCTpEUAICA C TAKHMH (aKTaMH.

Jlns paboTsl ¢ KOMaHAaMH yNpaBleHHs JOCTYIOM Bbl JO/DKHBI 061a1aTh NMpaBaMH aMH-
HHCTPAaTOpa, NO3TOMY BXOJHMThb B CUCTEMY BaM HaJO KaK MOJIb30BATEIO root Wi UCMOJIb-
30BaTh KOMaHAY su WIH sudo.

A Teneps nepeiinem K cyTd npodaeMsl.

4.1. Tlpasa aoctyna

JlaBaiiTe BCIOMHUM KOMaHIy ls -al. OHa Bo3Bpalaet crnucok ¢aiioB B cieqyroieM
BHIE:

drwx——----- 3 Flenov FlenovG 4096 Nov 26 16:10
drwxr-xr-x 5 root root 4096 Nov 26 16:21 ..
—I'WXIr—Xr—-— 1 Flenov FlenovG 24 Nov 26 16:10 test

Kax Mbl yxe 3HaeMm, nepBas KonoHka (3aHuMaeT 10 CUMBONOB) — 3TO mpaBa JOCTYmNa.
JlapaiiTe pacCMOTpUM, U3 4ero oHa cocToMT. [lepBbiii CHMBOJ yKa3bIBaeT Ha THIT 3alHCH.
31eck MOXKET HAXOAUTHCA OJHO M3 CIIEMYIOLHX 3HAYCHHH:
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O neduc (-) — obbruHbIH ¢aiin;

O Oykea d — KaTaJor;

0O 6yxBa 1 — CHMBOJIbHas CChUIKa;

O 6ykBa s — COKeT;

O 6yksa p — d¢aiin FIFO (First In, First Out — nepBsiii BoLues, NepBbIii BbILLEN).

Jlanee B KOJIOHKE MpaB AOCTyTIa B KOKAOH CTPOKE ClIeLYIOT TPH IPYIbI MO TPH CHMBONA,
ornpeaeAIOLMX MpaBa A0CTYyTa IS pa3IHYHbIX KaTeropHii monb3oBaTeneii:

O nepBas Tpoiika — Biajesnbly daiina;
O BTOpas — MOJIL30BATEJIAM, BXOAALUHM B IPYNITY BlaJenblia;
O nocnenHAs — BCEM OCTAJIBHBIM.

Kaxzas Takas rpynna coCTOMT H3 TPEX CHMBOJIOB: r (UT€HHE), w (3aNHCh) U x (BBIMONHe-
HHe). Hannune GykBb! FOBOPHT O pa3pellieHHH COOTBETCTBYIOLIETO ACHCTBHA.

BepHeMcsa k HameMy npumepy. [lepsas cTpoka COAEpXXHT MpaBa AOCTYMNA: drwx--——-- .
IMepBbiit cCHMBON d — 3HAYMT, 3TO Katanor. [lotoM HAYT TPH CHMBONA rwx — T. €. XO34HH
¢aiina MoXeT YMTaTh, 3aMMCHIBATE W MCMOJHATE KaTaior. BMECTO ocTalbHBIX LIECTH
CHMBOJIOB CTOAT 3Haku AedHca — 3HAYMT, HH Yy mosb3oBateneit rpynnel FlenovG, Hu
y BCeX OCTa/IbHbIX, HUKAKHX MPaB HET.

Bropas cTpoka: drwxr-xr-x. JTO CHOBa Kataior. [anee cieayeT TpoiKa CHMBOJIOB:
rwx — 3HAYHT, BJIaJeNblly pa3pelleHbl Bce onepauuH. Cineqylolas Tpoika, COOTBETCT-
ByIOILLlasi IpyNIie, paBHa: r-x, a, CTANO ObITh, BO3MOXHBI YTEHHE M HCIOJIHEHHE, HO HE
3amuch. [locnequsas Tpoiika: r-x — MOKa3bIBA€T, YTO BCEM OCTAIBHBIM [0JIb30BATENAM
TaKke JOCTYTHBI TOJIBKO YTEHHE U HCTIOJIHEHHE.

INocnenHss cTpoka B NpMMepe COAEPXHT MpaBa AOCTYNa -rwxr-xr-- AJIA Qaiina (nepebiit
cuMBon — aeduc). Xo3sauH ¢aiina HMeeT K HeMy NOMHBI JoCTyn (nepBas Tpoika: rwx).
ITons3oBaTend rpynnel MOTYT YHUTAaTh U BBIMONHATH (ailyi, HO HE MOTYT €ro H3MEHSTh
(BTOpPas Tpoiika: r-x). Bce ocTanbHble MOTYT TOJIBKO YMTaTh aiin (MocaeaHAs Tpoiika:
r--). ‘

IIpaBa MOXHO 3a0aBaTh W MOCJIEJ0BATEILHOCTBIO HyNe# M eauHnu. Ecnan B onpeaenex-
HOM MecTe cToHMT | (YKa3aH OMH U3 CHMBOJIOB r, w HJIH x), TO ONl€palyi paspeLicHa, a
eciu 0 (ykasaH meduc) — paelicteue 3anpeweHo. JlaBaiite monpoGyeM 3anucaTh npasa
rwxr-xr-- B BHJE HyJIEH U eMHHL. 3anuLiHTe BMECTO OYKB €IMHHLIBI, 2 BMECTO THpE —
HynH. JomkHo nonyunTees 111101100, Paszobeem 31y komM6HHaumio Ha TpH 4yactu: 111,
101 u 100. Tenepb kaxayi0 TPOHKY nepeBelieM B BOCBMEPHYHYIO CHCTEMY MO ClEAYIO-
meii popmyne:

Imdppal * 4 + Luppa2 * 2 + Uudpa3

Y Hac nomy4arcs TpU LHEPpLL: 7, 5 H 4, KOTOpble MOXHO PacCMAaTPHUBATDL KaK AECATHUHOE
yucio 754. 3anOMHHTE €ro, OHO HaM NPHrOJMTCA MPH HA3HAYEHHH NpaB Ha (aitnbl U Ka-
Tanord. Ytobel BaM B nanbHeiieM GbUTO NPOLIE PerjIaMeHTHPOBATh AOCTYII, MpeJiaraio
BCE BO3MOXXHbIEC BAPHAHTHI 3HAUCHHUI V11 OTIENBHOrO pa3pAaa uYncia:
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0O 0 — 3anpemeHo Bce;

0O 1 — pa3peleHo BHINOTHEHHE;

0O 2 — pa3perieHa 3anuch,

0O 3 — paspeLueHsl 3aNMCh U BHINOJHEHHE;
O 4 — pa3pelieHO YTeHuE;

O 5 — paspelleHbl YTEHHE U BBINIOJIHEHHE;
0O 6 — pa3pellieHbI YTEHHE H 3aITHCh;

0O 7 — paspelueHo Bce.

ITonpobyiiTe Tenepp ¢ MOMOWIBLIO 3TOTO CIMCKA OMpPEAENNTh BO3MOXHOCTH, KOTOpBIE
npenocTaBaseT 4duciao 754. Kakaplid pa3pan Hy)KHO paccMaTpuBaTh B OTACJBHOCTH.
CpaBHHTE NOJNy4YEHHBIA pe3yNbTaT C CHMBOJILHEIM NPEICTAaBICHHEM rwxr-xr-—, H3 KOTO-
poro Mel NMOJYYHIH € NMOMOILBIO nepeBofa uucno 754. JIODKHO BEIATH OOHO H TO JKe€.
Ecnu Bce nmomy4wiock, 3Ha4MT, MBI MOXKEM NMOAHATH CTaKaH KOMIIOTa 32 3[paBHe TeX

YMHBIX JIIOZIEH, KOTOpblE NPHAYMATH TaKylO MPOCTYIO H YAOOHYIO0 CHCTEMY pacmpenene-
Hu npa.. Jla, oHa He HAeanbHa, HO BIOJIHE paboTocnocobHa.

BHUMAHUE!

Ans Toro utob6b! MMETL NPaBo CO3AABATL UNKU YAANATL ainbl, HeoBxoaUMO UMETL pa3pe-
LWEHMe Ha 3anUCb B KaTanor. 3To HeMHoro coMeaeT HaYMHaIOLWMX NoNb3oBaTenewn ¢ ToNky,
NOCKONbKy UM 6GbiBaEeT HENOHATHO, NOYEMY NPU HanNWUMKU BCex Npas Ha pann ero Henb3n
yAanuTh.

Ecnu Heobxommmo, 4ToObl MpM KOMHMpOBaHWUM ¢ailla COXpPaHWIMCh M MpaBa JOCTYMa,
H BpeMA J0CTYTIa, MOKHO HCTIOJNb30BaTh KOMaHAY cp € YKa3aHHEM KITI04a —p.

4.1.1. HasHaveHuwe npas

JUia u3MeHeHHA pexuMa JocTyna K oObexkTaM ¢aiiioBoif CHCTEMBl CITYXKHT KOMaHIa
chmod. C ee MOMOLIBI0 MOXHO YCTaHABJIMBAaTh HOBHIE TNPaBa Ha OOBEKT KaK B CHMBOJIb-
HOM (TIpUMEHSEeTCA U1 M3MEHEHHA OTHOCHTE/ILHO TEKYILIErO COCTOAHMA), TAK H B YHCJIO-
BoM Bue (abcomoTtHoe 3axaHue). s Hayama pacCMOTPHM CHMBONBHBIA PEXHM:

chmod napameTph npaBsa dain

KoMnoHeHT napameTpu MOXKET BKIHOYATH KOMOMHALIMIO CIIEAYIOUIMX 3HAYEHHIA:
0O u— H3MEHHUTH NPaBa BIaAeNbLa;

0O g — H3MEHHUTEH NpaBa rpyTNkI;

O o — H3MEeHHTH NpaBa OCTATBHBIX NOb30BaTeNeif;

O a — HU3MEHHTH Bee NpaBa (TO )K€ CaMOe, YTO NMEPEaTh 3HAYEHHE: ugo).

[lepen yka3zaHHeM NpaB MOXKHO 3alaTh PEKHM HX M3MECHEHHA OTHOCHTENIBHO CyLUECT-
BYIOLIHX:
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O +— nobaBHTH;

O - — ynanurs;

0O =— 3aMeHUTH HOBBIMH (CTapblie 3HAYEeHHA OYQYyT YHUUTONKEHBI).
INocne 3Toro ycraHaBJIMBaeTCA PEXHM JOCTYMA:

O r — ureHne;

0O w— 3anucs,

O x — BBINOJIHEHHE;

0

X — BBINOJIHCHHE, €CIIN (l)aﬁJ'l ABJHCTCA KaTajlOoroM WIH Y)XX€ HUMECT aHAJIOrMYHbIC
TpaBa Jis Kakor 0-TH60 MOJIB30BATEIIA,

s — SUID- wnun SGID-6uTt (cM. pa3o. 4.5);

O t — sticky-6ur. B aTom cityuae Tonbko Biazaenen aiina 1 katanora CMOXeT yAaIUTh
ero (cM. pazo. 4.4);

Q

O u— BceM IOJIB30BATEJIAM, KaK H Y BnaJcbLa,

O g — BceM MONB30BaTeNAM, KaK M Y IpYIIIILI;

0O o— BceM NMOJIB30BATEJIAM, KaK H Y OCTAIBbHBIX MoJIb30BaTEJIEH.

B uncnoBOM npeacTaejieHHM KOMaH/Ia BBINISAMT ClIeAyIOLIMM 00pa3om:
chmod mpara dain

IIpapa nepenatoTcs B BHE BOCBMEPHYHOTO YHCIIA M3 YETBIPEX pa3paloB:

O nepBsiii pa3pan onpenenseT AOMOMHUTENbHbIA OUT U MOXET NPHHUMATh OHO M3 3Ha-
YEeHHH:

e | — OUT MPUHAMNEKHOCTH;

e 2 — 6ur SGID;

e 4 — 6ur SUID.

Ecnu nononuuTensHble 6HTH YCTAHABNHBATE HE HAZ0, 3TOT Pa3psa MOKHO OITyCTHTh;

O sropoii pa3psaa onpexenseT NpaBa NoJIb30BaTeNs — 3TO MOXKET ObITh unco ot 0 o 7
BKJIFOYHTEINBHO;

O Tpetuii pa3psaa onpejieNndeT nNpasa rpynIbl — 3TO CHOBa MOXeT ObITh uKcio ot 0 10 7;

O 4eTBepThIi pa3pAn ONMpEAENAET NpaBa OCTANBLHBIX Monb3oBarteneit. Kak Bel mymaerte,
KaKue 3HaYeHUsA MoXkeT npuHUMaTh napamerp? Hy koneuno xe, ot 0 1o 7.

Hanpumep, MBI x0THM, 4yTOOBI Bilafenel] U rpyrina UMelu Bce npasa (yucno 7) Ha daitn
text, @ OCTaNbHBIE MOJb30BATENN MOTJIH €70 TOJNBKO BBITOMHATH (YHCIO 1).

Komanza 6yzet BbIrisaeTh cleaylomum obpasoMm:

chmod 771 text

Yucio 771 B CHMBONBHOM BHI€ COOTBETCTBYET MPABAM: rwXrwX——X.
Crenyromas kOMaHAa OTMEHHT BO3MOXKHOCTb YTeHHs (paitiia y rpymnsi:
chmod g-r text
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Ilocne 3ToO# KOMaHABI NMpaBa AOCTYNA Ha Gaiil CTAHYT: rwx-wx--x.

Tenepb naBaiite 3ampeTuM ans Bcex 3amyck ¢aitna. s 3TOro MOXMHO BBINOJIHHTH
KOMaHay:

chmod ugo-x text

HIH

chmod a-x text

[Tocne HamMx MaHUMyNALMIA NpaBa OCTYNa Ha (ailn CTaHyT: rw--w--—-.

4.1.2. Bnapeneu ¢aiina

Jl1a u3MeHeHus Bnajenbla ¢aiia CylecTByeT KOMaHAa chown:
chown vma dain
Yepes napaMeTp s onpenenseTca Mojib30BaTelb, KOTOPOMY HY)KHO Mepenarh npasa Ha

yka3aHH&I# ¢aiin. Hanpumep, naeaiite caenaeM BnagensueM gaiina test anMHHHCTpaTOpa
root. JUisi 3TOro Hy»KHO BBINIOJIHWTE CJIEAYIOLYIO0 KOMaHTy:

chown root test
H3meHuTs MOXHO M rpynmmy, K KOTOpoil NpHHamiexuT ¢ain. Jlng 3Toro BbIMOMHUTE
KOMaHAy chgrp:
chgrp wma daitn
3necs 3amaercs MMA TPYNNBl, KOTOPOW NPENOCTABIAIOTCA TMpaBa Ha yKa3aHHBIN Gafil.

Hanpumep, ansa ¢aiina test ykakure rpyniy aiMHHUCTpATOpa root, 0TAaB KOMaH.Iy:
chgrp root test

C noMowIBI0 KOMaHABI chown MOXHO YOUTh cpa3y ABYX 3aiilieB M H3MEHHTb M I0JIb30Ba-
TeNA, U TpyNIy OOHOH KOMaHAOH — U1 3TOro rpyIily Hy)XHO YKa3aTh YEpe3 IBOETOUYHE
nocsie MIMEHH MOJIb30BATEIIA:

chown mflenov:web test

MHe no pa60Te JOCTAaTOYHO 4YaCTO NMPHUXOAUTCA MCHATH BIIAAC/IbLA Cpa3y BCEX 00BEKTOB
B KaTanore, ¥ Jyid 3Toro MOXKHO HCNoJib30BaTh KIKOY -R:

chown www:staff /etc/www/website

INono6Hyto koMaHTy MOXXHO HCIOJIB30BATh B CIEAYIOLIEH, HanpuMep, cutyauuH. Ilycrs
y MeHsl €CTb MpoOLECC, KOTOPHI MHOTAA OJDKEH 3arpykath ¢aiinsl Ha cepsep o FTP u
Tnocrie 3Toro Ajis OofpeneneHHOro KaTanora Hy)KHO W3MEHMTh NpaBa A0CTyna TakK, YToObl
CKpHITTHI caiiTa MOINIM ofpalatecs k 3THM (paitnam. OqHo# Takol KOMaHIOH s MEHAI0
pa3spellieHHe JOCTyMNa KO BCEM HOBLIM daiinam.

4.1.3. Tipasuna 6esonacHocTH

IIpn Ha3zHavyeHHM npaB Ha AOCTYN K QaiilaM U KaTatoraM Bbl NOJDKHBI CJIEAOBATh TIPHH-
LIM[1aM MHHHMMAJTH3Ma, OITMCAHHBIM B pa3d. 2.10.1. Ytobbl 3TH npaBuia AeHCTBOBAIH, 10
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YMOITYaHHMIO JOJDKHO OBITH 3ampeineHo Bce. OTKphIBaeM JOCTYT TOJBKO Ha TO, 4TO HE0O-
XOZAMMO, U HE JacM JIMLIHHX IpaB.

Ouenp yacTo B UHTEpHETE MOJKHO YBHAETH BOMPOCHI THIIA: HE MOTY CAeNaTh YTO-TO M3-
3a HEJOCTATKA [paB, U 1 MHOTO pa3 BHEN peKOMEHJALNH YCTaHOBUTE npaBa 777, 4To6sl
pewnth npobiieMy. He yBepeH, 4To 3TO JTydlliee pelieHHe.

B npuHIMIE, B yCTAaHOBKE 1O YMOIYaHHUIO cefiuac y)ke MHOroe, Mojiexallee 3anpele-
HMIO, 3alpellieHo, TO3TOMY MPOCThI€ MOJB30BATENd HE MOTYT MPOCMOTpETh WIH H3Me-
HWTh BaXKHbIE CHCTEMHble (ainbl U BBHIHY)KACHBI MOJb30BATHCA KOMAHAOH sudo isi
BBITIOJTHEHHA KaKUX-THOO CHCTEMHBIX OMepaLuii.

4.1.4. Tlpasa Nno ymonuaxuio

Koraa nons3oBaTesib co3aeT HOBbIH (aiin WK KaTaior, TO MM Ha3HA4aloTCA MpaBa Mo
yMonmyanmio. JlaBaiite paccMOTpHM 3TO Ha npuMepe. Jlna cosmaHus aiina BHIMOIHHM
KOMaH[y 1s U IlepeHanpaBUM BHIBOJ B (aiir:

1s -al >> testfile

Teneps mpoBepUM MpaBa Ha 3TOT ¢ailn ¢ MOMOLIbIO KOMaHAbl 1s —al. JIOJDKHO MOy-
YUTBCA: -rw-r--r-—, T. €. BlIajieJiel} MOXKET YMTaTh H H3MEHATH (aiin, a Monp30BaTENH ero
[PYTIIBI K BCE OCTATBHBIE — TOJIBKO POCMATPUBaTh. B CTaphIX CHCTEMaX H B HEKOTOPBIX
IUCTpUOYTHBAX IpaBa MOTYT OKa3aThCA U TAKMMH: —rw-rw—-r-—, T. €. [I0JIb30BaTeNH rpym-
MBI TOXE CMOryT KoppekTupoBath ¢aitn. Ho B moboM ciayuyae Bce momy4yaroT Bo3MOX-
HOCTh 4MTaTh ¢aiin — 370 paspemieHo. Takue nmpaBa HapyIIalOT TJIaBHOE NpaBwio Ge3-
OMacHOCTH.

B 3TOM OTHOIIIEHNH MOJIMTHKA Ha3HAYEHHA NPAB N0 YMOIYaHUIO MOXET GBbITh HE COBCEM
a¢pdexTHBHA — ecH BBl co3maauTe ¢aiin, KOTOPbIA XPaHHT KOHQHICHUMAIbLHBIE HaH-
Hble, HHQOpMalHa U3 Hero Gyaer moctymHa ans Bceobuwero o6ospenus. U eciu Bol
3aby/eTe NOHU3UTE Mpaga, To 060 CMOXKET YBUIETh H IPOUYMTATh (aiin.

Cmyaumo MOXXHO H3MCHHTH, €CJIM IOHUMATh, KaK CO3Jal0TCA MpaBa aJii HOBOro cbai‘ma.
Onn PacCCUYHTBIBAIOTCA Ha OCHOBEC MACKH, TCKYILIC€ 3HAYECHHE KOTOpOﬁ OIIpEACIACTCA

KOMaHJ0# umask. Ecly BBINIONHUTE €€ Mociie yCTAaHOBKY CHCTEMEI, OYAET Moy4eHo 3Ha-
yeHue 0022 unu 002.

[TocMoTpHM, Kak Macka BIMAET Ha periameHTauuio goctyna. [lo ymonuanmo npasa s
¢aiiioB ycTaHaBIHBalOTCS B 3HaYeHHe 666 MMHYC MacKa, a JUls KaTanoroB — 777 MHHYC
Macka.

Teneps sicHO, uTO ecnu Macka pasHa 002, To w1 HoBoro ¢aitna 6yxyT ycTaHOBJIEHBI
npaBa 666 — 002 = 664, a 3TO COOTBETCTBYET: -rw-rw-r--. IIpu 3HayeHHnH macku 0022
¢dopmyna usmenutes Ha 666 — 0022 = 644, yro Oyner 03HaYaTh: -rw-r--r--.

J1s KaTasoros pacueT aHaJIOTHMYHBIH, U MpH Macke, paBHoi 002, no ymomuaHuio 6yayT
yctaHaBnuBathes npasa 777 — 002 =775 (drwxrwxr-x). B ciydae ¢ Mackoii 0022 3Hayve-
HHe onpeaensercs kak 777 — 0022 =755, a 370 COOTBETCTBYET NpaBaM: drwxr-xr-x, T. €.
BCe MOJIb30BaTe/lM CMOTYT MPOCMAaTpUBaTh KATANOTH M YBHIAAT COAEpXKaIuecs B Heil
daiibr.
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Bce 310 He ecTh xopomo. Tonbko Biaajenen AOJDKEH HMETh AOCTYT, AOCTaTOYHBIA I
NOJIHOLICHHOH paboTel ¢ ¢daiinaMy M KaTaloraMl, a OCTajbHble BOOOLIE He MO/DKHBI
HMETb HMKAKHX MMpaB. Ty CHUTYaLMIO MOXXHO MCMPaBHTh U3MEHEHMEM Mackd. S peko-
MEHIYI0 ycTaHoBHTH ee B 077. B 3ToM cimyyae s kataioro npaBa 6yAyT orpenesieHbl
Tak: 777 — 077 =700 (wm: drwx----—- ), a A daiinos: 666 — 077 = 600 (WiH: -rw--——-—— ).
Toraa moctyn k ¢aitmy uMeeT TonbKO BiIajesnel. Bee octanbHBIE — OTABIXAIOT.

ITpn pacuere npae Ha aitn MOXXHO NOTyMaThb, 4TO s ownbed, Beabr 666 — 077 He paBHO
600. ITouemy e Tak nomyuyniock? [1pocTo BEIYHTaHHE POHCXOIUT MOPA3PAAHO, T. €. U3
nepBo#i uM¢psl 6 B yKclie BHIYATaeTCs NnepBas wiudpa 0 B Macke, 3aTeM oOlepaLHs MPoH3-
BOAHTCA CO BTOphIMH Liudpamu (6 — 7), u T. A. Ecnn kako#-1H60 pe3ynbTaT nomydaercs
OTPHLATENBHBIM, TO OH 3aMEHAETCA HYJIEM.

Bot Takoe nonoxxeHue Aen Hac yxe ycrparHBaeT. UToObl YCTaHOBHTE HOBYIO MacKy, Bbi-
MOJIHMTE KOMaHAy:

umask Macka

B Hamem cnyuae 310 Oyaer:
umask 077

4.1.5. Tlpasa aocTyna K cculnkam

B pa3od. 3.1.3 Mbl rOBOPHIH O XKECTKMX H CMMBOJBHBIX CCHUIKAX Ha daitiel. Jiia Hayana
NPOBEPHM NpaBa Ha ECTKHE CChLIKH:

913021 -rw-r--r-- 2 root root 0 Feb 22 12:19 1l.txt
913021 -rw-r--r-- 2 root root 0 Feb 22 12:19 link.txt

Kak Buaute, npasa aGCOMOTHO HAEHTHYHEI. S HaeIOCh, YTO BbI APYroro H HE OXKHJANH,
Bellb Y KECTKHX CCBUIOK OTHHAKOBEBIE IECKPHITTOPDI.

C CHMBOJIBHBIMH CCBUIKAMH /1610 OOCTOMT KyAa Xyxe. BoT npumep ocHoBHoro daiina
M CHMBOJIBHOMH CCBUIKH Ha HETO M3 TOro Xe paso. 3.1.3:

913021 -rw-r--r-- 1 root root 519 Feb 22 12:19 link.txt
913193 lrwxrwxrwx 1 root root 8 Feb 22 12:40 symbol.txt -> link.txt

Ieppas cTpoka comepHT HHpopMalMIo o daiine, a BTopags — O CHMBOJIbHOM CChUIKe
Ha Hero. Kak BuaMTe, y CCBUIKM OTKpHIT aGCOMIOTHO MOJNHBIA AocTyn. Eciu co3nate
cChUIKY AJiA (aiina /etc/shadow H He H3MEHHTH €€ MpaBa, TO MOXKHO MOMpPOLIAThCA € Ma-
POJIAMH — HMX YKPaAyT Wi oOHynsaT. Bel euie noMHUTE, 4TO /00as onepaums mo u3-
MeHEHHIO dailla CHMBOJIBHOM CCHUIKH 3aTparuBaeT HEMOCPeACTBEHHO caM daitn? Ecniu
yke 3a6bUTH, TO CTOMT 3aTIOMHHTH HJIM Ha PyKe BbIXCUb.

BHAMAHMKE!

Ecnu Bbl pelwuny ucnonb3oBaTs CUMBOSbHbIE CCbUIKW, TO BCErAa NOMHUTE OCOGEHHOCTL
dopmupoBaHnA npae AOCTyna Ha cannsl. Moxete aaxe BbibUTb Ha MOHWTOPE HaANWUChL:
«Ccbinky Ha harnbl CO3AAIOTCA C NONHBIMK Npasamu!ily
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4.1.6. TTpasa AOCTYNA K CCHLNKAM

B Linux u3HavaibHO ObUTa pealn3oBaHA CIMLIKOM IpOCTas CHUCTEMa IpaB [0OCTYyIIa,
yHacnenoBaHHas y UNIX-cucreM. O6ecneuuts 3¢deKTHBHOE yrpaBlieHHe MpaBaMH J10C-
TyNna ¢ TIOMOMIBIO BCEro Tpex HabopoB mpaB BecbMa npobieMaTHyHo. C TOUKH 3peHHs
6e3onacHoct moaxox Ha ocHoBe ACL (Access Control List, cnucok ynpasneHus nocrty-
NoM), KoTophlii peanuzoBad B Windows, HaMHoro 3¢ dexTHBHee.

B Linux cricku AOCTyna MOSBWIHCH OTHOCUTENIBHO HelaBHO. Jlonroe Bpems [is 3ToM
OC uMenMCh HECTAaHJAPTHBIE pEIIEHHMA, KOTOphE OBUTH CIOKHBIMH B YIpaBJICHHH,
H TpeGOBaJIOCh HAKIAABIBATh CIELMANBHBIE MaTYM Ha AAPO, 4TOGBI peann3oBaTh MOA-
Aepxky criuckoB. Teneps Bce paGoTaeT «u3 KOpoOKH».

JaBaiite cozmaguM kakoi-HHOynap ¢aiin, Ha koTopoM OyzmeMm mnpoGoBaTh yrnpaBieHHe
MpaBamMM JOCTYIa ¢ MOMOIIBIO CITUCKOB:

echo Hello > test.txt

Orta koManaa BeiBoauT npocto cyioso Hello, a ¢ moMowpio cMMBoNa > 3TOT BEIBOA Tiepe-
Hampasnsetcs B ¢aiin test.txt. Tenepb y Hac ecTh ¢aiin, B KOTOPOM MPOCTO OAHA CTPOKa
¢ ogHuM ciosoMm: Hello.

HOCMOTpHM Ha CITUCKH AOCTYTIA K 3TOMY (l)aﬁ)'ly, ANd 4Ero BBINOJIHUM KOMaHAY getfacl:

getfacl test.txt

B pE3YJBTATC Bbl HO/DKHBI YBUACTh YTO-TO THIIA:

# file test.txt
# owner mflenov
# group mflenov
user: :rw-
group: : rw-
other::r—-

OTO0 Bce OYEHb MOXOXKE Ha TO, YTO MBI y>KE BUJEIM B 3TOH riaBe paHee. 3Mech HaM
B ¢opMe KOMMEHTapHeB KO BTOPOH M TpeThel CTpOKaM cOOOLIAIOT, KaKoii Moab30oBaTelib
AIBJIAETCA BJAJENIBLEM W KaKas rpynrna UMeeT JOCTyTI.

JlBa mBOETOUMS, pa3feNsiolide MM NapaMeTpa M Mpasa, He ciydaiiHel. [lycrota Mexmy
HHMH YKa3bIBae€T Ha TO, YTO 3TO NpaBa Biagenbla. JIpyrMMH CIIOBaMM, 3TH K€ MpaBa
MOXHO OBLIIO OBI 3anIMCaTh TAK:

user:mflenov:rw-
group:mflenov:rw-

HpOCTO, Koraa yKasbIBalOTCs MpaBa AOCTYMNa Biaaacibla U rpynmnsl BJaAC/ibLa, 3TO UMA
CHCTECMAa HE INOKAa3bIBACT.

JlomycTuM, 4TO Y Hac ecTh noib3oBartens Muima (misha), KOTOpbIi X04YeT MOMYYHTH OC-
Ty K 3ToMY (aiiny, 1 oH He Bxoaut B rpynmy mflenov. C Toii uHdopMaumeii, 4TO MBI
y’Ke HMEEM, MBIl MOXKEM PELIUTh 3Ty 3a7aqy TOJbKO YCTAHOBKOH MOJNHBIX MpaB Ui BCEX
nons3oBatened. Ho 3To He To, 4TO HaM HyXHO, — /IS BCEX OCTAIBHBIX I0JIb30BATENEH
MpaBa AOJDKHBI TaK M OCTATHCA TOJIBKO IS YTEHHS.
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H tyT npuxoaut Ha noMows ACL 1 koMaH#aa setfacl:

setfacl -m u:misha:7 test.txt

Camoe BakHOE 34€Ch HAXOAWTCA B TPEX IapaMeTpax, pa3fieJIeHHbIX JBOETOYHEM:
u:misha: 7. BykBa u yka3biBaeT Ha TO, 4TO MBI A06GaB/IAeM MpaBa [UIA NOJIL30BaTeNA, a HE
JUIA TPYTNBL. misha — 3TO UM#A MOJB30BATEN, @ MOCIEHEE YHCIIO 7 — 3TO MpaBa AOCTY-
na. Yucno 7 uMmeer Takoe ke 3HaYCHHE, KaK M NP BBHINOJIHEHHH KOMaHIB! chmod, KOTO-
PY10 MBI pacCMaTpMBaIX B pazo. 4.1.1.

[Tonpo6y#iTe BBINMONHATL CHOBa KOMAHAY getfacl, U TeNeph pe3yJbTaT AODKEH OBITh
TaKUM:

# file test.txt
# owner mflenov
# group mflenov
user: :rw-
user:misha: rwx
group: : rw-—
mask: : rwx
other::r—-

O6patuTe BHHMaHKe Ha MOABJIEHHE MAarM4ecKoi CTPOKH mask, KOTOPYIO Mbl He 100aBIis-
1M, HO OHa MoYeMy-TO nosiBUIack cama. Ecim cnucok JocTyna MoAUGHILMPOBaH, TO mask
NOKa3bIBaET MAaKCUMAJIbHEIE IpaBa JoCTyNa And ¢daitna. Ml BUINM, YTO B HallleM ClTy4ae
3TO rwx, IOTOMY YTO 3TO MakCHMMaJIbHbIE IpaBa, KOTOpPbIE Mbl AT Muie.

Macka 06HOBNIsETCA NOC/Ie KaKAOro H3MeHeHHs crucka. J[aBaiite nonpoGyeM NMOHH3HTD
npasa Muibi — JaguM €My TOJNBKO IPaBO Ha YTE€HHE M 3alMCh. JTO )K€ TEKCTOBHIH
daiin, 1 ero BEINONHATH CMBIC/IA HET:

setfacl -m u:misha:6 test.txt

Ecnu Tenepe npoBepHTs CIUCOK JOCTYMa Ha ¢aiis, TO MacCka U3MEHHTCA Ha rw-, IOTOMY
YTO TeNeph 3TO MAKCHMAIbHBIH AOCTYN Wi daiiia.

Teneps no6aBuM nMpaBa AoCTyMna rpyrre economic:

setfacl -m g:economic:6 test.txt

O6patute BHUMaHue, YTO OyKBa u B KOMaHIe H3MEHWIACh Ha g, IOTOMY YTO Mbl paboTa-
em c rpynmo#i. IlpaBa noctyna 6 — 3T0 YTeHHe U 3aMUCh.

Ecnu npoBepHTh CIUCOK JOCTYNA K (aiity Teneps, TO OH OyAeT BBIFTIAAETh TaK:

# file test.txt

# owner mflenov

# group mflenov
user: :rw-
user:misha:rwx
group: : rw-
group:economic: rw-
mask: : rwx
other::r——
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Yrobbl OTMEHMTH IpaBa JOCTYTA JUIA MOJb30BATENsA, MEHAEM KIIOY -m HA -x H MPOCTO
yKa3bIBa€M MMA [0J1b30BATEILA:

setfacl -x misha test.txt

Yro6b1 cCOpPOCHUTH CIIMCOK JOCTYTA K [TapaMeTpaM IO YMOJYAHHIO, BBINONTHAEM KOMaHIY
C KJIIOYOM -b:

setfacl -b misha test.txt

4.2. YnpasneHue rpynnamm

Yro Takoe rpynnei? JfomycTtum, uyro B BameH cetu 1000 monp3osarenei, 500 u3 koTopbix
JOJDKHBI UIMETh A0OCTYN K Qaiiiam Gyxrarrepckoi oruetHocTH. Kak nocrynurs? MokHO
kaxaoMy u3 500 none3oBaTesieil Ha3HAYMTH MpaBa Ha HYXXHBIA (aitn 1 3a6bITh 06 3TOM
JI0 OTIpeAeNeHHOTO BpeMEeHH. A Teneph NpecTaBHuM, YTO HY)KHO OTMEHHUTB 3TO paspelie-
Hue. OnaTh BRIMONHATh 500 koMaHA s kaxaoro ¢aina? A, Moxer ObITh, NMHCaTh
COOCTBEHHYIO MpPOrpaMMy, BBINOJHAIOIIYIO TaKylo oTMeHy? Ob6a cnoco6a HeymoOHbI u
TpeOYIOT GONMBLINX YCHITHA.

B Linux Henb3s MpocTO Tak AaTh MOJB30BATENO MPaBO Ha (aill — 3T0 MOXKHO TOJNBKO
B Windows ¢ ucrons3oBanueM criickoB ACL. Urto-To noxoskee NbITalOTCs pealn3oBaTh
B Linux, HO noka nonoOHble peanH3aliiy He NOJY4YWIH NOMyIApHOCTH.

BMecTo 310r0 MOXKHO 0O JUHHTH MHOTHX NOJIb30BaTeNel B rpyIIIy, a yXe eif AaTh rpa-
BO Ha HCIIONb30BaHKE onpeeneHHoro daitia. BnocnencTeuu, ecinu Hy)xHO Gyaet 3ampe-
TUTB JOCTYTI, JOCTATOYHO OJHOH KOMaH/Bl, YTOOBI OTIUIIOYUTH pa3pelieHNe 1A TPyIel,
u Bce 500 nonp3oBareneii Gonbie He cMoryT paboTats ¢ ¢aittoM. Yno6Ho? Jaxe oyeHs.

Ho TyT Bo3HHKaeT apyras npobiieMa — a eC/H NOJIE30BaTENIO HYXKHO OBITH cpa3y B ABYX
rpynnax? CHoBa HaTbikaeMcs Ha 6apbep cTapoit cucteMsl npas Linux.

MPUMEYAHHE

B OC Red Hat Linux ece nonbaoBaTeny NpUNUCHLIBAIOTCA K kakoW-nubo rpynne. Ecnu npu
BBEAECHUN HOBOW YYETHOW 3anncy rpynna He ykasaHa, To oHa Gyaert coaaaHa no yMonuaHmio
NoA UMeHeM Nonb3oBaTensA.

4.2.1. NobasneHme rpynnex

JU1s co3paHuA HOBO# IPYTINEI CITYXHT KOMaHAa groupadd, CHHTAKCHC €€ TaKO#:

groupadd [-g gid [-o0]] [-r] [-f] wMa
ITocne umeHun KOMaHJIbl MOXXHO YKa3bIBaTh CJICAYIOIUHE NMapaMeTphl:

0O -g gid — HAEHTHQHUKATOP IPYMNNEL. JTO HEOTPHUATENBHOE YHMCIIO, KOTOPOE HOJDKHO
ObITh yHHKanbHO. Eciiu BBl BB 3HaYeHHE, KOTOPOE YXKE MCIONB3YETCA B CHCTEME,
TO AJI5 HOPMaIbHOH OTpabOTKH KOMaHbl HYXHO J100GaBHTH elle U KoY -o, B 60J1b-
INMHCTBE CTy4aeB HAEHTH(HKaTOp BooOLIEe He Hy>KHO YyKa3biBaTh. Torma cHcTeMa
BO3LMET NepBOe CBOOOIHOE 3HAYEHHEe, HayHHAas ¢ 500;
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0 -r— 3TOT KIOY YKa3bIBaeT HA HEOOXOOUMOCTh CO3/IaHHs CHCTEMHO# rpynisl. Haen-
TH(HUKATOPHI TaKUX IPyNI Haxomsatcs B auanaizoHe oT 0 no 499. Ecnu B sBHOM BHze
He yKka3aHO 3Ha4yeHWe MapameTpa -g, To Gyner BbIOpaHO mepBoe CBOGOAHOE YMCIIO,
MeHbLee 500;

0 -f — OnokupyeT CO3aHMe Ipynin C OJWHAKOBBIMH WMEHaMH. EciM ykasate sTOT
K104, TO KOMaH/a oTpaboTraet, HO HOBas rpynna He cGopMHpYETCH, a yxkKe CyllecT-
ByIOLIas He 6yneT oOHOBNATHCA.

Ecnu kakue-nn6o napameTpsl He ykas3aHbl, TO OYAyT MCIOJb30BaThCA 3HAYEHHA IO
yMoT4aHH10. PaccMoTpuM npuMeps! co3aanns rpyni (Mociie 3Haka # WAeT KOMMEHTapHid,
MOSACHSIOLIUH paboTy KOMaHAbI):

#CozpaTe rpynny testgroupl ¢ ID mo yMonuyaHMio
groupadd testgroupl

#CosmaTe rpynny testgroup2 c¢ ID 506
groupadd -g 506 testgroup2

#CozpaTe rpymnny testgroup3d ¢ cucremHrM ID no ymoNYaHMIO
groupadd -r testgroup3

Bes uHdopManms o rpynmax go6asnsercs B ¢aiin /etc/group. OTKpoiiTe €ro coaepxmumoc,
Hanpumep, B MC win HaGepuTe B KOMaHIHOH CTpOKe:

cat /etc/group

Br1 yBuauTe conepaxuMoe daiina, B caMOM KOHLIE KOTOPOro HAXOAATCA TPH CTPOKH C MH-
dopmanueii o 1o6aBIEeHHBIX HAMH IPyTINAX:

testgroupl:x:500:

testgroup2:x:506:

testgroup3:x:11:

®aiin cOCTOHMT U3 4 KOJIOHOK: MM#A IPYIIIBL, Napoib, HICHTHHHUKATOP, CIIHCOK M0JIb30Ba-
tenei. KonoHku pasaeneHsl 3HaKaM# JBOETOMHS:

O B mepBoO#i rpyImne Mbl HE YKa3bIBaIH UACHTHHHKATOP, IO3TOMY CHCTEMa BhIOpana 3Ha-
YEHHE 110 YMOJIYAHHIO;

O Bo BTOpOK — B SIBHOM BHJI€ 33JJaH HOMEp IPyIIbI;

O B nocnenHeit crpoke uaeHTUPHUKaTop paset 11, noroMy 4to 6bUT 3aIpOLICH HOMEP MO
YMOJTYAHHIO M3 CHCTEMHOTO THana3oHa (MCIOJIb30BAJICH KITIOY —r);

0 nocnenHAs KOJIOHKa (MOC/IE€ TPEThEro JBOETOUMA) HHYEro He COAEpXKHT. 3aech AOM-
JkeH OBITh CIIHCOK MOJIb30BaTeleil rpynibl, HO OH ITyCT, IIOTOMY YTO MBI €LIE €ro He
¢dopmupoBany.

4.2.2. PepaxtuposaHue rpynnst

JUis penaKkTHpOBaHMA NMapaMeTPOB IPYTINBI MOXHO HAMPAMYIO H3MEHATH (aiin /etc/group,
HO 51 PEKOMEHIY1O HMCMOb30BaTh KOMaHIy groupmod. ¥ 3TOH KOMaH/Ibl TAKHE XK€ KIIOYH,
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YTO M Y groupadd, HO OHa He K00aBNSET Irpymily, a U3MEHAET NapaMeTphl yXKE CyLIEeCT-
BYIOLUEH.

4.2.3. YaaneHue rpynn

Jlns ynanenus rpynnsl CIyXHT KOMaHJa groupdel:

groupdel mmsa

TTpu BBIMONHEHHH TON KOMaHAB! Bbl JO/DKHBEI CAMOCTOATELHO NMPOBEPHTL BCe daiiibl,
RITAJIENBIEM KOTOPBIX SIBJISETCA yAanfsemas rpyrnmna,  npH HeoOXOAHUMOCTH M3MEHHMTh
coOCTBEHHHKA, MHAaYe K TakuM (haitlaM CMOXET MOMYy4YHTh AOCTYN TOJILKO aAMHHHUCT-

parop.
Hapio elle 3aMeTHTB, YTO IPYIINY HENb3s yAAIUTh, €CJIU B Heil ecTh nonb3oBaTen. CHa-
YaJia MX Hy)KHO BBIBECTH M3 PYIINbI U TOJKO MOTOM BLIMOJHATE KOMaHAY groupdel.

4.3. YnpasneHue nonb3osatensmv

Jlns noGaBneHuUs TONB30BATENA CITYKHMT KOMaHAa useradd. C €€ MOMOILLBIO TAKKe MOMKHO
H3MEHHTH 3HaYE€HHs 0 YMOJIYaHHIO, KOTOpble Oy DyT NPHUCBaUBAaTLCA YYETHOMH 3aIHCH.

KomaHza useradd BEINIAANT CIEAYIOWHM 006pa3oM:

useradd napaMeTph MMA

ITapaMeTpoB O4YeHb MHOTO, GONIBLUMHCTBO H3 HMX BaM 3HaKoMo no (aiiry /etc/passwd,
KOTOPBIii MBI paccMaTpHBaIH B 2iage 3. Bot HauGoee yacTo HCTIONb3yeMble apryMEHTHI:

O -c xomvenrapuit — MPOCTOE TEKCTOBOE OMMCAHME, KOTOPOE MOXET ObITh JIIOOBIM;
O -d xaranor — JOMAIIHHI KaTalOr [10JIb30BaTeNs;

0 -e mara— JaTa OTKJIIOYEHMUs yYETHOMH 3aIMCH, MOcie KOTOPOi MONb30BaTENb CTAaHET
HeaKTHBHBIM, BBoauTCca B popMmare I'TTT-MM-T;

O -f uucno — KONMYECTBO AHEH 1O OTKMOUYEHMs 3amucH HaBceraa. Ecnu ykasats 0, To
y4eTHas 3anuch OyAeT CUMTaThCA HEKOPPEKTHOM cpa3sy mnocie ycTapeBaHus MapoJis;

0O -g rpynna — OCHOBHas rpyTmna, KOTopoii 6yaeT npuHaIekaTh Mons3oBares. Mox-
HO YKa3bIBaTh KaK MMA, Tak M WaeHTH(uUkaTop (HanmoMHio, yTo B Red Hat xaxnsrit
NoJib30BaTelb MPUHALIEKUT Kakoi-nubo rpymnmne);

0 -G rpymnal, ...] — JOMOJHHUTENBHbIE IPYNIILL, B KOTOpPBIE OYAET BIIIIOYEH MONB30BA-
Tesb. IMeHa rpynn yka3sIBaloTCA yepes 3aniaTylo;

O -m— KIOY AN CO3IaHHA AOMAaILHEro Katajiora nojae3opateiisa. B cozpanHbIi karanor
OyayT CKOMMpOBaHbl Bce ¢aiibl W3 KaTasiora /etc/skel;

0O -M— He co37aBaTh JOMAIIHHHA KaTaJIOT;

O -r — ecinH yKa3aTh 3TOT IapaMeTp, TO B KayecTBe uaeHTH(HKaTopa OyzaeT BrIGpaHo
YUCJIO U3 CHCTEMHOM 00macTy;
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O -p napons — 3alIM(pPOBaHHBIA NMapoJb, KOTOPEI MOXHO TNOJYYHTh C TMOMOILBIO
KOMaH/JIbl crypt;

0 -s nporpavva — KOMaHAHBIA HHTEPIIPETaTOp, KOTOPBIH 6yAeT o6pabaThiBaTh AUpEK-
THUBBI MOJIb30BATES;

0 -u umenTudpuxaTop — WAEHTH(HHUKATOP, KOTOPHIH AODKEH OBbITh YHHKaNbHBIM. Ecnn
€ro He YCTaHaB/IMBATh, TO CHCTEMa BbIOepeT cBOOOAHOE 3HAYCHHE.

Camelit nocneaHuit napameTp — MMs co3aaBaeMoi yueTHo# 3anmucH. [laBaiTe paccMoT-
PHM, KaK MOXKHO 100aBHUTh HOBOTO Monb30BaTeNs no uMeHu Pobepr (robert), naa xoro-
poro Bce 3HaYeHHs OyAyT yCTAHOBJIEHBI MO YMOTYAHHIO:

useradd robert
cat /etc/passwd

B nepBoii cTpoke MBI CO3Aa€M HOBOrO MOJIL3OBATENSA 10 HMEHH robert. Bropas cTpoka
BBIBOJMT Ha dKpaH coieprkuMoe ¢aiina /etc/passwd, rie xpaHuTcs HHGopMaLHs 060 Bcex
YHETHBIX 3alUcAX. 3aKI0UNTeNbHAsA CTPOKA B HeM GyeT BHIMIANETH cleayloluM obpa-
30M:

robert:x:501:501::/home/robert: /bin/bash

Bcnomuure dopmar aroro ¢aiina, KoTopslii Mbl paccMaTpHBaId B pa3o. 3.3.1. Ilepsriii
napameTp — 9TO UMA. 3aTeM HJET NapoJib, KOTOPHI cpATaH B TEHEBOM (paiiie, mosToMy
3nech yka3aHo x. Jlanee cnexyioT HaeHTHHKATOPHI MOJIB30BATENA H Irpynmnel. Tak nomy-
YHJIOCh, YTO B 00OMX CiTy4yasx CBOOOJHBIMH OKa3alMChb HOMepa, paBHele 501, mosromy
HIEHTH(HMKATOPEI OMHAKOBHI, HO 3TO Jajieko He Bceraa Tak. [lotom uaer moMamHui
KaTtaJior nosae3opatens. [To yMonuaHHIO BCe KaTaJory co3jaroTcs B nanke home M COOT-
BETCTBYIOT MMEHH MOJIb30BaTEIs.

JlaBaitre mocMoTpuM caiin /etc/shadow. O6paTTe BHUMaHHE, YTO B CTPOKE M0JIb30BATENS
robert CTOAT ABAa BOCK/IMLIATENIbHBIX 3HaKa, — MBI HE YKa3bIBAJIM Napoib, H BOWTH B CHUC-
TeMy He MoxeM. Sl U He coBeTyl0 3aaBaTh MAapoJib NPH CO3AAHHH MOMb30BATENA. OTO
NUIIHAE MY4YeHHs, TOTOMY YTO Hy)KHO IIHGpoBaTh ero QyHKUMEH crypt, IPH 3TOM HET
rapaHTUH CJI0)KHOCTH mnapoji. Jlydine H3MEHHTh €ro IocCi€ CO3JaHHA MOJIb3OBaTENs
C NOMOLIBKO KOMaHAbI passwd.

passwd robert

B oTBET Ha 3TO BBl YBUANTE MpPUIJIALICHHE BBECTH Napoib U NMOACHEHUA 0 HEo6X0aHMO-
CTH JenaTh ero cioxHsiM. CoofllieHne, KOTOpoe BBIAAET NPOrpamMMa, BBITJIAOMT Clie-
QyIOLUM 06pa3oM:

Changing password for user robert.

You can now choose the new password or passphrase.

A valid password should be a mix of upper and lower case letters, digits and other
characters. You can use an 8 character long password with characters from at least
3 of these 4 classes, or a 7 character long password containing characters from all
the classes. Characters that form a common pattern are discarded by the check.

A passphrase should be of at least 3 words, 12 to 40 characters long and contain
enough different characters.
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Alternatively, if noone else can see your terminal now, you can pick this as your
password: "trial&bullet_scare".

Y10 no-pycckH 3By4HT NPHMEPHO TaK:

V3aMeHsieTCA naposbs IJIA [ONb30BaTesyia robert.
Ceifyac BH MOXeTe BRHIOpATb HOPBEI MMAapoJyib WM UIASHTMOMKALMOHHYD Opazy.

Xopounz naponbs OOJIREH COCTOATH M3 3arjlaBHEIX M CTPOYHRX OykB, LmMdp M IOpyrmx
3HAaKOB. Bul MOXeTe BBECTM NApoOJib IJMHOW B 8 CMMBOJIOB C MCIONb30BAaHMEM BHaYeHMHA
Kak MuMHMMYM 3 U3 4 yKa3aHHRX KJJACCOB WM MAapoJib U3 7 CHUMBOJIOB, COYETAUMMA 3HAKKU
U3 Bcex wiaccoB. [laposm, copepxamMe 4acTO MCOJb3yemule WaGyIoOHH, OymyT
OTBEPIHYTH.

UnentudnkaumoHHaa ¢pasa HOJDKHA COCTOATb M3 3 cyop ofweil WmHoi oT 12
10 40 CHMMBONOB M COOepX®aTh Pas3HOOOpa3HHE 3HAaKM.

B xayeCcTBe allbTepPHAaTMBH, €CJIM B MaHHHII MOMEHT HMKTO KPOME BacC He CMOTPUT Ha Ball
TepMMHAJ, MOXHO MCHONB30BaTh napone trial&bullet scare.

Kax BHaHTe, KOMaHIa passwd 3HAKOMHT HaC ¢ OCHOBHBIMHM NPAaBWIAMH CO3JaHMA CIIOXK-
HBIX napoJieil H Aaxke NpeasaraeT NpUMep, KOTOPbIi JOCTATOYHO MJIHHHBIA U COACPIKUT
paznuuHble cuMBOJIEL. Ho A He cTan 6Bl ero HCNoip30BaTh, MOTOMY YTO OH COCTOMT M3
BIOJIHE YUTaeMbIX cI0B. MOXHO 3amycTHTh noabop maposei no cJioBaplo, rie paziuy-
Hbl€ CJIOBa OOBbEAUHAIOTCA, KAK 3TO JIeJIaeT passwd. Takas mpoleaypa 3aiMeT 3Ha4YHTelb-
HO Gounbile BpeMeHH, YeM noa6Gop Naposis U3 OJHOTO CJI0Ba, HO BCE )K€ HAMHOIO MEHBIIIE,
yem noabop wudpa spoae OLhslu_9&Z435drf. [ina HaxoxaeHHs 3TOro naposis cJIoBaphb
He MOMOXET, a TMOJIHbIH Mmepebop BceX BO3MOXKHBIX BADHAHTOB 3aiiMET BECbMa MHOIO
BPEMEHH.

A napaiiTe-ka MOCMOTPHM, YTO ceHyac HAXOAMTCA B JOMALUHEM KaTajiore HOBOro MOJb-
3opatend. Bel gymaere, yto Tam Hudero Hetr? IlpoBepum. Ilepeiinmte B Karanor
/Mome/robert HJIH BBINOJIHHUTE KOMaHTY:

1ls -al /home/robert
Kmou -a 3actaBnser oro6paxarth Bce (aiiibl (B TOM YHC/IE H CHCTEMHBIE), a KJIKOY -1

BLIBOIMT NOApoGHYI0 MHGpopManuio. Pe3ynsTaT BHINONHEHHS TAaKOH KOMaHABI JOJDKEH
BBITJIAJETH IPUMEPHO ClIEAYIOLIHM 06pa3oM:

drwx—————- 3 robert robert 4096 Nov 26 16:10 .

drwxr-xr-x 5 root root 4096 Nov 26 16:21 ..

-Irw-r--r--— 1 robert  robert 24 Nov 26 16:10 .bash logout
-rw-r--r-- 1 robert robert 191 Nov 26 16:10 .bash profile
-rw-r--r-- 1 robert robert 124 Nov 26 16:10 .bashrc
-rw-r—--r—- 1 robert robert 2247 Nov 26 16:10 .emacs
-rw-r--r-- 1 robert robert 118 Nov 26 16:10 .gtkrc
drwxr-xr-x 4 robert robert 4096 Nov 26 16:10 .kde

OGpaTrHTe BHMMaHMe, YTO B KaTanore coaepxarca natb ¢aitnoB u oquH katanor. CaMoe
HHTEPECHOE HaXOOMTCA B TPeThed M 4eTBepTOi KOJIOHKAaX BHIBOJA, II€ pacliofaraiorcs
MMA M rpynna Biafensua ¢aiiyia cooTBeTcTBEHHO. B 060MX cTON6Lax noyrn Besne yka-
3aHO MMA robert. ECH Mosb3oBaTeNs ¢ TakMM HMEHEM MBI TOJNIBKO YTO CO3JAIH, TO
rpyrry — Bpoae 6bl He co3naBami. Ho BcnioMHHTE: B pa3d. 4.2 MBI FOBOPWIM, YTO €CJTH
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Npy CO3JaHWM NOJIL30BATENS HE YKa3bIBaeTCs rpyMIa, TO aBTOMAaTHYECKH GOpMHpYeETCA
rpymnma ¢ TakKuM K€ MMEHEM, YTO M YYEeTHas 3aluch, U TyJa Cpa3y >ke NMOMeIIaeTcs Bce
Heo6X0AMMOe U1l HOBOTO MONB30BaTEA.

Eine oaun HroaHc. ITanka ¢ nMeHeM U3 ABYX TOuEK (. . ), yKa3bIBalolias Ha pOAHTE/IbCKHI
Katanor, npuHamiexur root. [Touemy? IMons3oBatens robert — Biajesnen TEKyLIEro Ka-
Tasiora /home/robert (OH 31€Ch XO3fHMH), HO KaTalor Bbilli€, /home, BHE €ro IpaB — OH
MPHHAJIEHKHUT MOIL30BATENIO root, TaK YTO Marka .. TaKKEe HMEET Rilajenblia root.

Bce ¢aiinp! 1 manky, KOTOpble MPUHAUIEKAT YYETHOM 3aMiCcH robert, TOCTYTHBI VIS YTe-
Hus M 3anucy. [lonb3oBateny rpynnsl robert 4 Bce OCTalbHble MOIYT TOJBKO MPOCMAT-
puBaTh HHPOpPMALMIO, 2 pa3pellieHHA Ha H3MEHEHHE Y HUX HeET.

4. 3.1. Taunel M NANku HOBOro Nonb3osartena

Otkyna Gepytca daiiisl B nanke HoBoro nons3opatena? Ilpu ¢opMHpoBaHHH Y4ETHOH
3allMCH B COOTBETCTBYIOLLYIO AOMAIIHIOK MANKy KOMUPYIOTCA Bee Gaiibl U MOAKATAIONH
U3 KaTasora /etc/skel. JlaBaiite co3naaum cBo# ¢aiul B 3TOM KaTajiore ¥ NOCMOTPHM, 10-
najieT M OH B NANKy HOBOTO noJyb30Batena? Urto6pl HHYEro He BBLIYMBIBATh, BHITIOJTHUM
CIICAYIOLLYIO IUPEKTHUBY:

1ls >> /etc/skel/text

3mech 3afaeTcs KOMaHAa 1s I MPOCMOTpa COAEPXHMMOro Tekyuiero karaaora. Ilorom
HIOYT ABa CHMBOJIA >> M UMA cbai»‘ma text B manke /etc/skel. Takas 3anmuch O3Ha4aeT, 4YTO
pe3yNbTaT BBINONIHEHHA KOMaHIbl JO/DKEH ObITh MOMeINeH B ykazaHHbIH ¢aiin. Ecim
daiin He cymecTByer, TO OH Oyaer co3naH. Takum o6pa3oM, MBI IIOATOTOBHIM B HY)KHOM
KaTajiore HOBBIi (aiis, comepKHUMOe KOTOpOro Hac He 0cob0 BOJIHYET.

Tenepp no6arnsgeM HoBoro nosb3oBarens (Denver) U npocMaTpHBaeM COAEPXKHUMOE €ro
TAanKu:

useradd
ls -al /home/Denver

B pesynbTaTe Bbl YBUAMTE, YTO CO3AaHHBIA HaMH B KaTaiore /etc/skel daiin 61 ckomu-
poBaH B MarKy HOBOro MoJs3oBaress. Ho B kaTanorax yxe CyIeCTBYIOLIMX I0JIb30BaTe-
nieit 3ToT afin He MoABUTCA.

3Ty NoNe3Hy10 0COGEHHOCTD S UCTONB3YIO JOCTATOYHO YacTO — YTOOBI Cpasy Ha/le/MTh
HOBOTO M0JIb30BaTE/A [PaBIWIAMH HAXOKJIEHHA B CHCTEME, a Taloke HEOOXOMMBIMH EMY
daiinamu 1 qokymentauueii. Hanpumep, koraa s paGortan B Toproeoit ¢pupme, To B KaTa-
JIOTH MOJIB30BaTelNIeii aBTOMaToOM NMOMeILaICs (a1 ¢ NpaBHIaMH M0J1b30BAHHA KOMIbIO-
TepoM, Kyaa A cobpan Haubosiee YacTo 3aJaBacMbl€ MOJIL30BATENAMH BONPOCHI H OTBETHI
Ha HHX.

Cpenu ¢aiiioB, KomMpyeMbiX B KaTajlor HOBOrO MOJb3OBaTeNd, €CTb M TaKOM:
bash_profile. 310 npodwis KOMaHAHOTO HHTeprpeTaTopa /bin/bash. B HeM MOXHO Ha-
CTpaMBaTh HEKOTOpbIC [1APaMETPEI, B TOM YMCIIe M Macky. B paso. 4.1 MbI ropopwn 06
M3JIMILHHX TIPaBax, KOTOpBIE HAa3HAYalOTCA BCEM HOBBIM (haiinaM rosb3oBaTes, i Hay4u-
JIUCH TIOHIDKATh X C TIOMOHIBIO KOMaHIbI umask.
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3aiiguTe mon y4eTHOH 3amMChIO robert M .MOCMOTPHUTE €€ MacKy C MOMOLUBIO KOMaHAbI
umask. Obpature BHMMaHue — oHa paBHa 0002. To ecTb Mbl B pa3o. 4.1 W3MEHWIH CBOIO
MacKy, HO robert NpH CO3JaHHH MOSY4W1 APYryl0, KOTOPYIO Hano W3MeHHTh. Eciu Bbl
3alynere 3TO cAenarb, TO MOTYT BO3HHKHYTh npobiiembl. YToObl 3TOro He mMpousouwio,
f pekOMeHIy10 106aBUTh B KOHell ¢aiiia .bash_profile cTpoky:

umask 0077

Jlyuie Bcero 3To caenats B ¢aiine /etc/skel/.bash_profile, MOTOMy 4TO OH KOTHpYETCS BO
BCE ManKH HOBBIX MOJIB30BATENeH, U MOXHO OLITh YBEPEHHBIM, YTO BCE OHM IOJIy4ar
HY)KHYIO Macky.

JIns nosrllieHHsA 6e30MacHOCTH 1 He PEKOMEHIYIO NMPHUCBaUBaTh KaTajloraM HMEHa y4er-
Heix 3anuceii. [Ipu noGamnenun monw3oBaTens robert mo ymMomuaHuio 11 Hero Oyner
co3aH karanor /home/robert. Takoe cOOTBETCTBHE MOXET CBHIpaTh 3My10 LIyTKy. Ecnu
37I0YMBINUIEHHUK yY3HAeT UM KaTalora, TO OH JIETKO CMOXKET ONpPEAEIHTh UMA 1TOJIb30Ba-
TeJisA, KOTOPOMY OH MPHHAMLIEKUT, U Ha060poT. BripoueM, s 661 He Ha3Bas 3Ty npobremMy
GonbIKMM YIyLIEHHEM B IUlaHe 0€30MacHOCTH, HO Bce e obas Mpeacka3yeMocThb ee
yXYIIIaeT.

HOBTOMy TIPH CO3JaHHH MOJNB3OBATCNBCKHX KAaTAIOrOB AJOCTATOYHO AAXKE MPOCTO 2[063-
BHTh K HMEHH KaKoii-mHoo npecbnxc, H 3TO YK€ MOXET YCJIOXKHHTH 3aJavy 3JI0yMBILI-
JICHHHKY.

4.3.2. N3meHeHune HACTpOeKk NO yMONUAGHUIO

Hasaiite Tenepb MOCMOTPHUM, OTKyAa OepyTcs 3HayeHMs IO ymMonvaHuio. Bee 3To xpa-
HuTCA B daiine /etc/default/useradd. BarnsHeM Ha conepxumMoe 3Toro ¢aiina:

# useradd defaults file
GROUP=100

HOME=/home

INACTIVE=-1

EXPIRE=

SHELL=/bin/bash
SKEL=/etc/skel

Homep 100 mpucBauBaeTcA NMoJIb30BaTENbCKOH IpyINe, Y KOTOPOi MO YMOMYaHHIO OYEHb
MaJio NpaB. JTO KaK rocTeBoil Maposb, KOTOPbIii I03BONAET TOJILKO MPOCMATPHBATH (aiiibl.

®aiin /etc/default/useradd MOXKHO peAaKTHPOBATh BPY4YHYIO WIH BOCIOJIb30BATHCA KOMaH-
IOH useradd V1S U3MEHEHUA 3HAYEHH 10 yMon4aHu10. YToObl BHECTH H3MEHEHHA C ee
MOMOLIBIO, HYXHO Cpa3y Moc/ie HMEHU KOMaHbi YKa3arth kmod -D. Ilocne storo moryr
HMATH CIIeQYyIOLIHE OTILHH:

O -g— U3MEHHTH IpyIIy;

0O -b — ycTaHOBUTH JOMAIIHHI KaTaIOT;
O -t — BpeMs A0 OTKIIOYEHUS;

O -e — ;maTa OTKJIIOYEHHS,
m

-s — 000/104Ka (MHTEpNpeTaTOp KOMaHx).
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51 coBerylo BaM He HrHOPHpPOBaTh BO3MOXKHOCTb yKa3aHHA BPEMEHM NCHCTBHMA YUETHOMH
3anucu. MiHoraa ObiBaeT Hy)KHO CO3[aTh BPEMEHHBIX MOJIB30BaTesied, KOTOPBIX MOTOM
Jierko 3a0bITh ynanuTh. S cuMTalo, YTo Jy4ilue, KOraa 3T0 Heo0X0AUMO, SBHO YCTaHABIIH-
BaTh JaTy OTKJIIOUEHH.

4.3.3. PepaxtuposaHue nonvsosatens

Jlna pemakTvpoBaHHs NMapaMeTPOB YYETHOM 3aITMCH MOXKHO HaIpsAMYIO KOPPEKTHPOBAaTh
taiin /etc/passwd, HO I COBETYIO HCIIONB30BaTh KOMaHAY usermod. ¥ Hee TaKHE XKe KIo-
YH, YTO U Y useradd, HO OHA HE CO3[a€T MOJB30BATENsA, a H3IMEHACT MapaMeTphl yxkKe
CYLIECTBYIOLIETO.

C noMompo usermod Bbl MOXETE A00GABIATE Y€ HMEIOLIErocs MoJb30BaTe/is B paHee
Co3JaHHyl0 rpynmy. JlaBaiiTe mpojaesiaeM Takylo MpoLeRypy ¢ y4YeTHOH 3amuchio robert
Y OMpeNeNnM ee B IPyNIly root. ITO MO3BOJMT MOJb30BaTeENO robert BEINONHATE HEKOTO-
pbl€ aIMHUHUCTPaTHUBHBIE QYHKLIHH:

usermod -G root robert

3nece Mbl BHIMOIHAEM KOMaHAY C KJIIOYOM -G. DTOT KIIOY IO3BOJAET YKa3aTh, WIEHOM
KaKHX TPy AODKeH ObITh MOJIb30BaTeNlb. MOXHO yKa3aTh HECKOJIBKO IPYII, pa3jielieH-
HBIX 3anATHIMH. B HaweM cnyyae mMpl 106aBiisieM NOb30BaTENA TOJABKO B OJHY IpYIMy
root. /s nomyvenus Gonee noapoOHo# MHGOPMALMH O KOMaHJE usermod BBIMOJIHUTE
KOMaHIy:

man usermod

4.3.4. YaaneHue nonb3osatens

Jlns ynaneHus noJib3oBaress CIIyXKUT KOMaH[a userdel. B kayecTse napaMerpa el nepe-
JAeTCs TOJBKO UMA YYETHOM 3alucH, KOTOPYIO HAaJO YAAIUTh, U MOXHO pacnpoIlaThCA
c Hell HaBcerna. Hanpumep:

userdel Denver

Ecnu nonp3oBateb B 5TOT MOMEHT HaXOOHTCA B CMCTEMe, OyIeT BBIIAHO cooOLIeHHe 00
omubke.

Heo6xoaMMo y4HTBIBaTh, YTO yAaJleHUE MOJIB3OBATENS HE YHHYTOXKAET €ro NOMallHHUiA
KaTalor — BbI JJOJDKHBI CAEJIaTh 3TO BpyuHyto. Eciiu jke yka3aTe B KOMaH/€ KIOY -r, TO
BMeECTe C NoJ1b30BaTeneM OyayT yAaneHbl U ero ¢aiis! B JOMALIHEM KaTaJlore:

userdel -r Denver

CoOBET

Hukoraa He ykaswiBanTe 3TOT KNtoy. BiNonHANTe onepaumio TOMNbKo BPy4HYI0, NPOCMOTPEB
coaepxuMoe KaTtanora u y6eamBLIMCh, YTO TaM HET HyXHbIX ¢aninos.

Ecnu ana monb3oBarens Obli1a aBTOMaTHYECKH CO3JaHa rpymnmna, 4 B Helil HuKxoro Goble
HET, TO MOXXHO YAAJIMTh H €€, BRINOJHUB KOMaHAY groupdel.
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4.3.5. Hactpoiixa
npoueayptr aobasneHus nonv3osareneis

JUns moMHOro MOHMMAaHHA MPOLECca CO3AAHMA YYETHBIX 3amMcell HaM Hy)XHO NMO3HaKo-
MUTHCA elle ¢ daitioM /etc/login.defs. B HeM XpaHATCA HAacTpOHKH, KoTopble OyRyT uc-
10/Ib30BaTECA NMpPH J06GaBneHHH noib3oBarenedl. Coxepikumoe ¢aiila MOXKHO YBHOETh
B JIMCTHHre 4.1.

*REQUIRED*
Directory where mailboxes reside, or name of file, relative to the

#
#
# home directory. If you _do_define both, MAIL DIR takes precedence.
# OMAIL DIR is for Qmail

#

#OMAIL DIR Maildir
MAIL DIR /var/spool /mail
#MAIL FILE .mail

# Password aging controls:

#

#PASS_MAX DAYS Maximum number of days a password may be used.
#PASS MIN DAYS Minimum number of days allowed between password changes.
#PASS MIN LEN Minimum acceptable password length.

#PASS_WARN AGE Number of days warning given before a password expires.

#

PASS_MAX_DAYS 99999

PASS_MIN_DAYS 0

PASS_MIN_LEN 5

PASS WARN AGE v

#

# Min/max values for automatic uid selection in useradd
#

UID MIN 500

UID MAX 60000

#

# Min/max values for automatic gid selection in groupadd
#

GID MIN 500

GID MAX 60000

#

# If defined, this command is run when removing a user.

# It should remove any at/cron/print jobs etc. owned by
# the user to be removed (passed as the first argument).
#
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#USERDEL_CMD /usr/sbin/userdel local

#

# If useradd should create home directories for users by default
# On RH systems, we do. This option is ORed with the -m flag on
# useradd command line.

#

CREATE HOME yes

Pan comepxalumxcs 3nech HaCTpOeK MOXCHO HCTIONB30BATh JUIA MOBBILLEHUA 6e30nacHoO-
cTH. PaccMoTpuM ocHOBHBIE apaMeTpsl daiina:

0 MAIL_DIR — KaTajor, B KOTOpOM OyJeT XpaHHUTBCA MOYTa MONb30BaTeNei;

O pASS_MAX_ DAYS — MaKCHMaJIbHO€ KOJIu4ecTBO AHe# u3HU napois. [To yMonyaHuio
ycTaHOBJIeHO ax 99999. Ecnm pa3menuts 3T0 4Mciio Ha 365, To momyuurca Gonee
270 ner. Iloka nroAYM XHBYT HAMHOTO MEHbINE, H CO 3HAYEHWSIMHM MO YMOIYAHHIO,
CKOpee BCero, HHUKTO Mapoib HUKOrAa HE TOMeHAeT. PekoMeHIyeTcs CTaBHTh
90 nueii;

0 PASS_MIN_DAYS — MHHHMAJIbHOE KOJIHYECTBO JHEH MEIY CMEHaMH MapoJis;

O PASS_WARN_AGE — 3a CKOJIbKO AHeH A0 ycTapeBaHHMs NapoJis NOKa3bIBaTh NMpeynpe-
KACHHE;

O pPASS_MIN LEN — MHHHMalbHas MJIMHA napoyiA (MCHONB3yeTcs TONBKO B KOMaHJE
passwd U HTHOPHPYETCA B useradd). B GonblIMHCTBE AMCTpUOYTHBOB 3ech Oyaer
CTOATH 5, HO A peKOMEHIYIO MocTaBuTh 8. B 3TOM cityyae Henb3s GyaeT yCTaHOBHTH
mo6UMBI GONBLIMHCTBOM MOJIB30BaTENEi MapoJib THIA qwerty;

UID_MAX — MaKCHMAaJbHbIH HAEHTH(HKATOP MOb30BATENbCKHX YUETHBIX 3aIHCEH;
GID_MIN — MHHHMMAJIbHBIH HAEHTH(HUKATOP MONb30BATENLCKHX [Py,

GID_MAX — MaKCHMMaJIbHbIH MIEHTH(HKATOP NOIb30BATENBCKHX IPYIII;

Qaaaq

CREATE_HOME — MPU3HAK CO31aHHA MOJIb30BaTeNIbCKOrO KaTajora (3HaueHHe NnapaMeT-
pa YES MCIOJIB3yeTCA M0 YMOJIIYaHHIO).

HuUKTO He XOoueT MOMHHUTB CJIOXHBIE MaPO/H, H MBI HE MOXKEM 3aCTaBUTh MOJIb30BATE/IEH
BbIOHpaTh 4TO-1MO0 ciokHoe. JIio6oi cneuanncT no 6€30MacHOCTH CKAXKET, YTO Mapo-
JIN HY)KHO MEHATH KaXkable TPH Mecslla, HO HaJieAThCA Ha MOJb30BaTeNEi HEb3a — HH-
KTO M3 HHX He CTaHeT 3allOMHHaTh, KOT/1a ITOC/IeHH pa3 MEHICA MapoJib.

Jns Toro 4roObl 3acTaBHUThL MOJNE30BaTENA MEHATh Napoib Kakawie 90 aHEH, HyXKHO
CKOH(UIypHpoBaTh ONUMIO PASS MAX DAYS. He mnomemaer eme H YCTaHOBUTb
PASS_MIN_ LEN — MHHHMaJIbHYIO JUIMHY napons. [To yMom4aHHIO CTOMT 7, YTO mo co-
BPEMEHHBIM MEpKaM JateKo He caMbiii Oe30macHEI BapHaHT.

K coxanenuio, M3MEHEHHE STHX NMapaMeTPOB HE BIIHAET Ha YXe CYLIECTBYIOLIMX MOJb30-
BaTesiei.

YT06B!I NPOCMOTPETh WM H3MEHHUTh MOMTHKY NApoJiei U1 CyIUECTBYIOILETO MONb30Ba-
Tess, HaM NOHAJO0MTCA YTWIHTA chage. [ NpocMOTpa TEKYIUHMX NapaMeTpPoB M0Jb30-
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BaTeJis BHITONHAEM 3TY KOMaHIy C KJIIOYOM -1 M YKa3blBacM HMS HHTEPECYIOLLEro Hac
MOJIb30BATEJIA: '

chage -1 mflenov

PeBy.l'll:TaTOM BBITIOJTHEHHUSA KOMaHAbl GYIICT Tabnuia Buaa:

Last password change : never
Password expires ! never
Password inactive : never
Account expires ¢ never
Minimum number of days between password change : 0

Maximum number of days between password change : 99999
Number of days of warning before password expires. : 7

JIaBai‘rre [TOMEHSAEM 3TH 3HaueHHA Ha OoJiee panoHATIbHbBIC!

chage -m 0 -M 90 -W 10 mflenov

A Teneps nonojpo6Hee:
0 w04 -m MEHAeT MHHUMaJIBHOE 3HaYeHHE HE — g 0CTaBWI 0;

O koY -M— MaKCHMalnbHOE KOJHYeCTBO OHEl yCTaHaBIIMBaeM B PEKOMEHIOBaH-
HBIE 90;

0 KoY -W— KOJIMYECTBO AHEH M0 HMCTe4YeHHsA Mapoiif, MOC/Ee Yero CHMCTEMa HauHeT
nokaspiBaTh mpeaynpexaeHue. [Ipocto as npumepa pewinl MOMEHATh Ha 10, XOTA
HEeZIeJN BIIOJIHE JOCTaTOYHO.

Ewe pa3 BBI3OBUTEC KOMaHIy C MapaMeTpPoM -1 — YTOOBI y6e,upm>cx, YTO U3IMCHEHHA OT-
PasWiInCh Ha NOJIb30BATEJIC.

Bonee noapoGHO 0 kOMaHAe chage Mbl OyeM FOBOPHTD B paso. 14.1.

4.3.6. Banom naponei

S eme pa3 xo4y HAIIOMHHUTL O HEAOIMYCTHMOCTH UCIIOJb30OBAHHA TPOCTHIX napo.rleﬁ HE
TOJBKO AAMHHUCTPATOPOM, HO U BCEMH MNOJIE30BATE/NAMHU CHCTEMBI. K YA3BUMOCTAM,
KOTOpPbBIC HAXOIAT B Linux-cuc*remax, OTHOCATCA, B YaCTHOCTH, 3KCIUIOUTEI, KOTOPLIE 10~
3BOJIAIOT IMOBBICHTH IIpaBa Xakepa OT IPOCTOro IMoJjib30BaTC/IA 10 root. Ho eciu B3iom-
UK HE CMOXKET NOJYYHUTb AOCTYIl JAXKE B KAUYCCTBE IIPOCTOrO IIOJIB30BATENIA, TO U BOC-
MOJIB30BATECA IKCIUIOUTOM EMY GyI[eT HCBO3MOXHO.

CnoxHple maponu IoDKHBI OBITh abCoMOTHO y Bcex nonab3oBarelnieil. Beriomuure, kak
xpaHsTcs napond. O 3ammpoBaHbl HeoOpaTHMBIM 00pa3zoM. DTO 3HAYHT, YTO TpH
npocToM nepebope KaKAbIH BO3ZMOXKHEIH BapHaHT TOXe IIM(pyeTcs, a MOTOM CpaBHUBA-
eTca ¢ 3amnpoBaHHEIM MaposieM u3 (aiina /etc/shadow. [Tockoneky Takoe mudpoBaHne
M CpaBHEHHME 3aHMMAIOT BeChbMa MHOTO NPOLECCOPHOro BPEMEHH, nepebop CTaHOBHUTCA
CITHIIKOM IPOJOJLKHUTETBHEIM.

Ecnm ke xakep moyy4uT AocTyn K (ailmy /etc/shadow ¢ 1000 3anuceii, To mogGop napo-
neif ynporpaercs. [lonbupath cnoxHoO, eciy Bbl CpaBHHUBaeTe CBOH 3aim¢poBaHHEII Ba-



Ynpaenexue docmynom 135

PHAHT TOJILKO C OAHOM 3anuchlo. A ecim B cucteme 1000 monb3opareneit, TO AOCTaTOYHO
OMH pa3 3amHppoBaTh BO3MOXHBIA BapHaHT Mapojis WU IOTOM COOTHECTH €ro
¢ 1000 3anuceii B daiine naponeii. BepoaTHocTs nonaganus ysenwuuaercs B 1000 pas,
41O M obneryaer noaGop.

Xakep MOXET Takke 3apaHee CO31aTh 3alIH(POBAHHBIE BEPCHH Pa3IHYHBIX Maposed H
NpOCTO CPaBHHUTE MX C 3alMCAMH B (afine /etc/shadow — Torma moabop mpousoiizer
NpaKTHYECKH B MTHOBEHHE OKa.

UYrobbl 3apaHee paccuMTaHHbIe TaOIMIBI HE JaBaM HY)KHOTO pe3yJibTaTa, IapoJid XpaHAT
CO CMELHAIBHBIM AOMONHEHHEM — COIbIO: K MapoMio J00aBIAIOT YTo-HUOYAb cinyyaiiHoe
U NOTOM YK€ IHGPYIOT.

4.4. TunuuHbze ownbku pacnpepeneHus npas

OavH Mol HauaeHHK B 6aHanbHOM ¢aiine Excel Ben Ha cepepe miaH pa6ot, B KOTOpOM
yKa3bIBaJIOCh, YTO, KTO H KOTAa JO/DKEH caenars. OToT (pain 6bU1 JOCTYNEH AJIA YTeHUsA
BCEM, HO €ro HeJb3s 6bUTo W3MeHATh. [IpaBa n3MeHeHHs GLUTH TONBKO Ha KaTaJlor, HO He
Ha HyHbIH ¢aiin. Kak u3aMeHuTs uHpopmaumo B daiine? OcraHoBuTECh M NOAYyMaiiTe.
bykBanbHo yepes ab3ail s npuBeay cnocod peieHus 3Toi npobieMsl.

JaBaiite paccMOTpHM KiaccHdeckuii mpuMep ¢ daiinamu 1 karanoramu. JlomycTum, yro
y Bac Ha KaTajlor MOCTaBjeHbl MaKCHUMaJbHblEe MpaBa: drwxrwxrwx (WM 777), a Ha Bce
¢aiinb B HEM: —rw------- . TTo upnee, mpu TakoM HaGope mpaB ToNbKO Biajenel daiita
MOXET ero MORUGHLHPOBATh, HO Ceif4ac BBl YBUIUTE, YTO 3TO He COBCEM TakK. J[a, HUKTO
0€3 npaB He MOXET U3MEHUTB caM ¢ailll, HO CIIUCOK ¢ailyIoB B KaTAIOre JOCTYIEH BCEM:
paspelleHbl U YTeHHe, U KOpPpPeKTHpoBKa. bnarosaps 3TOMy BITOMILMK MPOCTO YAAJTHT
HYXHbI# (paiin 1 co3aacT Apyroii ¢ HOBBIMH MpaBaMu 6e3 KakuX-THOO0 nperpaa.

Tenepsr AcHO, Kak MOXHO M3MEHHTH Qaiin, HeaoCTynHbIA Wk 3anucu? JloctaToyHo npo-
4UTaTh (aisl U COXpaHUTH €r0 COIAECPKMMOE B APYTroM ¢aiiie — HanpHUMep, BHINOTHHB
KOMaHJy:

cat mMAzanpeumeHHorodanna >> uMaHamwerodamina

Ota KOMaHJa ckonmupyeT coaepxumoe aiina B Hosblil. Eciin ¢aiin He cymecTBoBai, To
OH OyzeT co3aaH U3-moJ Ballei y4eTHOH 3anucu. 3HauuT, Bbl Oyaere ero BiaaeibleM U
CMOXeTe AenaTh ¢ HUM BCE, YTO YTOAHO. Temepb MOXHO YAQIHTH (ailn, co3naHHBIHA
HaYaJbHUKOM, H 3aMeHHTb ero cBoel komuel. [TockonbKy Bbl — Biajenell, Bbl MOXETE
M3MEHUTL 3TOT ¢ailn, noanpaBHB HyKHYIO HH(OPMALMIO, a MOTOM MPOCTO HU3MEHHUTH
BJIaJIe/IbLIA M ATy U3MEHEHHS, YTOOBI HUKTO HHYETO He 3aroA03pHIL.

Xurpo? Huvero Xxutporo, HO MoYeMy-To MaJlo KTO o0pallaeT Ha TaKyl0 MeNno4b BHUMa-
HME, XOTA 3T0, COOCTBEHHO, HE MeJioYb, a Liesias apipa B Ge3sonacHocTH. beccMbiciieHHO
3anpeluath M3MeHeHHe ¢aiina, eciiu NpeaocTaBieHbI MOJHBIE IPaBa Ha KATaJIor.

INonpo6y#iTe BLINOIHUTE ClIEAyIOLIME KOMaHIB!:

su root
1ls -al >> /home/flenov/l.txt
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1s -al /home/flenov/1.txt
su flenov
rm /home/flenov/1.txt

B niepBoii cTpoke nepeKroYaeMcs MOoA MONb30BaTeNA root, YTOOb! OT €ro HMEHH BBITION-
HATH KOMaHabl. BTopas koMaHzaa oTobpaxaeT ¢aiiibl H3 TEKyLIero Karaiora, a pe3yJbTaT
coxpaHsier B ¢aitn /homeffienov/1.bt. Karanor BeiGpaH He cirydaiiHO — 3TO AoOMalTHHHA
KaTaJjior noss3oBaress flenov, B KOTOPOM OH MOXET JA€JIATh BCE, YTO XOYET.

Cnemyomas CTpoka npuMeHsAeT KOMaHIy 1s -al K TOJIBKO YTO CO3ZaHHOMY (aiiry, uro-
6bl MPOCMOTPETH O HeM MOApPoGHyI0 HHpopMawio. YbeauTech, YTO Biajiesel] root U
npaBa JOCTYNa paBHBI: -rwxr--r-—. ECJIH 3TO He TakK, TO 3ampeTHTe H3MEHEHHe daiina
JUIA TPYNIBI ¥ V1A BeeX. B mpuHIMne, 10CTaTOYHO 3aNPeTHTh H3MEHEHHE UIA BCEX, MO-
TOMyY 4TO NOJB30BaTeNb flenov B rpyImTy root He BXOIMT, a 3HAYHT, HE CMOXET H3MEHATD
daiin.

Teneps nepexnodaemcs Ha mons3oBarens flenov u ynansem ¢aiin. IIpukon B ToM, YTO
¢aitn ynanurca. EqMHCTBEHHOE, YTO BBl YBHAMTE — MNpPENYNPEKACHHE, YTO YyAAIAeTCH
¢aiin, 3aIUIIEHHBIA OT H3MEHEHHHA.

H ytoObl 3TOrO HE TNIPOH30II1O0, Bbl AODKHBI OTPaHUYHNBATh JOCTYII HE TOJILKO K ¢ai‘mam,
HO H KaTaJjioram.

BBIBAIOT CTy4aH, KOT/ia KaTajor JOJDKeH HMETh Bce npaBa. Kax npaBuiio, 310 OTKpBITEIE
nankd, 4epes KOTOpHIE MOJIB30BaTeNH MOTyT oOMeHHBaTecA ¢aitaMu. Ho mpu 3tom
HY)XHO 3aIUTHTHCA TakKUM 06pa3oM, YTOOBI TONBKO aIMHHHCTPATOp WM Biajenel (aii-
Jla MOTJIX €ro yaanuTh. Bce ocTanbHble MOIB30BaTENM HE JOJDKHBI HMETh MPaB HA YHHY-
TOXEHHE yXKe CYLIECTBYIOINMX 4YyxHx ¢aitnos. Kak xe pemwnrs 3Ty npobneMy, koraa
KaTaJIor HeOOGX0AUMO CAENaTh JOCTYTIHBIM BCEM, a €r0 COAEPMMBIM JIO/DKHBI YIIPaBJIATh
TOJIBKO X03seBa?

HomyctrM, y Bac ectb kKataior shared. /s Toro 4ro6s! B HeM MOIJIM yaanaTsh (aimst
TOJIBKO BJIAZIENbLBI, HY)KHO YCTAHOBHMTHL 1A Hero sticky-OuT. 310 menaerca koMaHmoid
chmod C TAPaMETPOM +t:

chmod +t shared

ITonpoOyiiTe BHINOJHATE KOMaHIY 1s -al H MIOCMOTPETH NpaBa AOCTYMa K KaTajory. Bl
JOOJDKHBI YBHIETh: drwxrwxrwt. OGpaTHTE BHHMaHHeE, YTO Ha MECTE CHMBOJIa x B 00/1aCTH
NpaB [UIA BeeX MNOJIb30BATeNIEH CTOMT t. 3TO H yKa3bIBacT Ha yCTaHOBJICHHLIH sticky-6wuT.
Teneps nonpoOyiiTe yaanuTh U3 3TOro Karanora ¢aii, MpHHauIeXalui JpyroMy MoJb-
3oBaTemo. Bel yBuauTe coolOmenre: rm: cannot unlink ‘amsa ¢aiisia’: Operation not
permitted.

B Linux ecTb Katasnor Amp, 415 KOTOPOIO KaK pa3 YCTAaHOBJIEHBI MPaBa drwxrwxrwx H B KO-
TOPOM COXPaHSIOTCA BPeMEHHBIE JaHHbIE BCEX MONb30BaTeneil. B coBpeMeHHBIX AHCTPH-
OyTHBax Ha 3TOT KaTaIor yXe BhiCTaBJIeH sticky-OHT.
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4.5. TTpusuneruposaHHbie NPOrpammol

B 2nase 3 s ynomaHyn o cyuecreosaHuH eme aByx 6uroB nocryna: SUID u SGID, u te-
neph Mopa ¢ HUMH MO3HAKOMHTBCA MobGnike. JIoMycTHM, YTO NoNb30BaTels HEOOXOAUMO
OrpaHH4HTL B Npapax, 4ToGBl OH He HATBOPWI 6ell, HO MpH TOM JaTh €My BO3MOXHOCTB
3anyckaTh KaKylo-nu6o MmporpaMMy, YCTAHOBHMB 1JiS Hee NpPH3HAK CNIELMAILHOTO JOCTY-
na — SUID-6ut. B 3TOM ciyyae u nporpamMma cMoxkeT paGoTaTh (OT HMEHH BlaJenbLa),
H Yy NoJIb30BaTeNA He OyAeT MMILIHMX MPHBWIETHI.

but SUID M0XkHO ycTaHOBHTH KOMaHAOM chmod C NapaMeTPOM u+s:

chmod u+s progname

Ecnu Teneps mpocMoTpeTh MpaBa aocTyna K (ailty progname, TO OHH OKQXCYyTCA paBHBI-
MH: -rwsr-xr-x. Kak BUAMTE, MOABWIACh OykBa s Ha TOM MeECTe, rie AODKHO OBITh pa3-
pelleHHE Ha 3aImycK (CHMBOJ x) 1A Biaaensua daiina.

bur SGID noxox Ha SUID, HO OH 103BOJISET 3aIyCKaTh NPOrpaMMY C NpaBaMH rPYTNbI
BiajensbUa ¢aiia. 3ToT GUT ycTaHABIHMBAETCA MOJOOHBIM jke 06pPa3oM KOMaHAOMH chmod
C MapaMeTpoM g+s:

chmod g+s progname

B 3tom cimyyae npapa goctyna k gaiiny 6yayT: - rwxr-sr-x — BO BTOPOH Ipyrne BMECTO
CHMBOJIA x (MPaBO Ha 3aMyCK JUiA FPYMIIBI BlajenbLa ¢aiina) nospuiack Oyksa s.

IMpuewiernu SUID u GUID aocratoyHo yAoGHBI M NOJIE3HBI, HO, C APYTOH CTOPOHEI, OHH
TasaT B cebe oyeHbp MHOro npobieM. Hanmpumep, rocts, obnajaromunii MUHHMaISHBIMH
NpaBaMHy, 3alyckaeT NporpaMMy ¢ yctaHorieHHbIM 6utom SUID, BnanenbueM koTopoit
AiIBJISETCS MONB30BaTeNb root. 3TO 3HAYMT, YTO MporpamMMa Oyner paboraTe ¢ mpaBaMH
root, a He FOCTEBBIMH MapaMeTpaMu nonb3oBatens. Eciu B Heilt okaxetcs ownbka, yepes
KOTOpPYIO MOXXHO BBINOJIHATE KOMaHJIBI Ha cepBepe, TO 3TH JUPEKTHBBI OyqyT peann3o-
BBIBAThCA OT HMEHH BJIaJIeJIbLIa POrPaMMBl, T. €. OT NoJib3oBatens root. TakkM obpasom,
Jaxe €ClM B3NOMIUMK CaM HE UMEET BO3MOXKHOCTH INPETBOPATL B JKH3Hb KOMAaH/Bl, TO
Yepe3 NPHBHUIETHPOBAHHYIO MPOrPaMMY CMOXET MOMYYHThb AOCTYT K 3amlpeLieHHoH 06-
JIaCTH.

Burpl SUID u GUID Hy)XHO MCHOJIB30BaTh aKKYpPaTHO, H B JIIOOOM CiTy4ae BJa/ie/ibLIEM
NpOrpaMM He J0JDKeH GBITh root WM ApYTo# NpHBHIETHPOBaHHBIH Mosb3oBaTens. Jlyy-
1€, eclu 3710 OydeT cnennanbHO 3aBeJeHHas JUIA 9TOi MporpaMMbl y4YeTHas 3alHCh.

4.6. [lononHuTtenbHbLIe BO3MOXHOCTU 3GWMTHI

ITomuMo mpaB poctymna, y moboro ¢aitna ects ewie H aTpUOyTHI, KOTOpPBIE MO3BOJIAIOT
MIOCTPOHTE JOTIOIHHTELHYIO CTEHY 0€30nacHOCTH Ha NMyTH BIIOMIUMKA. EXMHCTBeHHOE
YCIOBHE — aTpuUOYThl MOIYT MCNONB30BAThCA TOJNBKO Ha ¢paitnoBeix cHcTemax Ext2
H ctapuie. Ho orpaHHYeHHEM 3TO MOXKHO Ha3BaTh ¢ 60NbIION HATDKKOH, noToMy uto Ext3,
a reniepb U Ext4, y)xe JaBHO CTaM CTAHAAPTOM JUTA BCeX AUCTPHOYTHBOB.
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[TpocMoTpeTh Tekylune arpubyTE MOXHO € MOMOLIBIO KOMaHIBI lsattr:

lsattr filename.txt
~=me———— filename.txt

[NepBas cTpoka JEMOHCTPHPYET MCNOJIE30BaHUE KOMaH/EL, a BO BTOpOi — oTo0paxcaeTcs
pe3ynbTat ee paboTel. Kak BuauTe, Ml nomy4win Habop neducos BMectTo aTpHOYyTOB, a,
3HAYHT, HH OJIUH M3 HHX HE ONpPENCIEH.

Jns ycraHoBKkM aTpuOyTa NpUMEHAETCS KOMaHJa chattr:

chattr arpuByTe ¢dain

Ecnu TpeGyercs pekypcHBHOE H3MEHEHHE AOCTYMNa K KaTajlory H KO BCEM CofiepiKalliiM-
ca B HeM (aiinaM M moakatasioraM, MOXHO HCMOJNIB30BaTh KIOY -R. B 3TOM ciydae Bme-
CTO NMeHH (paiina ykaxuTe B KOMaH/€e chattr KaTasor.

Bor nepeycHb OCHOBHBIX anH6yTOB, MMPUMEHACMBIX B KOMAH/I€ chattr:

0O »— He co3aaBaThb METKY atime 3allHCH BpPEMEHM NocieqHero obpauleHus k ¢airy.
C ToukM 3peHUs 6e30MacHOCTH TOT aTpUOYT HeceT OTpHLATENbHEIH 3¢ dekT, moTomy
YTO Mo Jate 0OpalleHHs MOXKHO KOHTPOIMPOBATh, koraa daiin 6su1 MoauduuupoBaH.
ITosTroMy He pekoMeHIyrO ycTaHaBiuBatTh 3TOT ¢iar. Ho ecnu y Bac nog OC Linux
paboTaeT nUYHBIH KOMNBIOTEP, U HET HEOOXOAMMOCTH OTCJIEKHMBATh HCTOPHIO HU3Me-
HEHHii, TO MOXXHO YCTaHOBHTB 3TOT aTpHOYT U TEM CaMBIM YMEHBIIHTH KOJIMYECTBO
obpatennii k AMCKy (OTMEHHTS JIMILHIOIO ONEPALMIO 3alTMCH NPH COXPaHEHUH Qaiina);

O a — no3BoJseT OTKPEIBaTh Gaiin TONbKO B pekuMe 106aBIeHHA. DTO 3HAYMT, YTO yKe
CYIIECTBYIOLINE AaHHBIE H3MEHHUTD WIH YAAIHUTL OyaeT HeNb3s,

0O d— 3acTaBnfeT WrHopupoBarh ¢aiin NpH KOMHPOBaHMHM. JTOT ¢uiar MO3BOMIAET
YMEHBIINTH pa3sMep pPe3epBHON KOIMH, HO YCTaHaBJIMBATh €ro0 HY)XKHO TOJIBKO Ha aii-
JIbl, HE UMEIOLIHE LIEHHOCTH M BKHOCTH, — HalpMMep, BpEMEHHBIE;

0O i — 3ampellaeT BBIMONHEHHE C GaiinoM Kakux-TM60 OEHCTBHI MO KOPPEKTHPOBKE
(u3MeHeHHe, ylaJleHHe, NepeMMEHOBaHHe, CO31aHHe CChIIOK);

O s — denaeT HEBO3MOXHBIM BOCCTaHOBIeHHe (aitna nocne yaaneHus. [Ipu yaaneunu
¢aiina Bce NpOCTPaHCTBO Ha AMCKE, IIie OH ObL 3anKucaH, OyeT 3anojIHEHO HyJIAMH;

O s— Bo Bpemsa U3MeHeHMs ¢aiina Bce AeHCTBUA OyayT (PHKCHPOBATHCS HA JKECTKOM
JMCKe.

J1a ycraHOBKM aTpuOyTa nepel HHM HY)KHO MOCTaBHTh 3HAK «ILTIOCY, IJIA CHATHSA —
3HaK «MHHYC». PaccMOTpUM HeckoNbKO MPUMEpPOB:

chattr +i test
chattr +s test
lsattr test

B nepBoii cTpoke Mel fo6aBnsem aTpubyT i, a 3HAYMT, 3anpellaeM KakHe-1ueo U3MeHe-
Hua daitna. Bo Bropoit cTpoke ycTaHapnuBaeM ¢nar s, ¥ Tenepb Npd yaaieHud daiina
MOXHO OBITE YBEPEHHBIM, YTO OH YHHYTOXEH MOJHOCTHIO. KOMaHaa B TpeThbeii cTpoke
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3anpallMBaeT TeKyllHe aTpuOyThl, a B OC/IEAHeH CTPOKE BBl MOXKETE YBHAETh, YTO B ITe-
peuHe aTpUOYTOB NMEpBbIi CUMBOJ PaBEH s, @ YETBEPTHINH — i.

Hraxk, B 4eTBepTOii cTpoke y Hallero ¢aiina CTOAT ABa B3aMMOUCKITIOHAIOIMX aTpHOyTa:
OJIMH 3ampelaeT U3MEHEHHA, Apyroi TpebyeT MOMIHOro CTHpaHUA ¢ AMcka. Uto npousoi-
J€T, ECJIH MBI MOMNbITaeMca YAAIUTS aitn. IlocMoTpum?

rm test

rm: remove write-protected file “test”?

B nepBoit ctpoke Mbl BBINOJNHAEM KOoMaHay yaarteHus ¢aitna. Ha ato OC mpocut noa-
TBEPAMTL ONEPAlLMIO Haj 3allMLICHHBIM OT 3amUcH ¢aiiioM (cooblleHHe MOKa3aHO BO
BTOpO# cTpoke). Kak raure, OC onpenenwna Haw atpubyT i. [Tonpo6yiite BBecTH Gyk-
BY Y, yToOBI NOATBEpAMTD AekicTBHe. Bol yBuauTe coobuenune 06 ownbke, u ¢aiin ocra-
HETCs Ha MecTe.

Hasaiite cHumeM arpulyT i:

chattr -i test
lsattr test

§o-eoee——-—-- test

Iocne oTMeHb! aTpuOyTa A BHINOIHWI KOMaHAY lsattr, YTOOBI yOeAUTbCA B MPaBUIbHO-
CTH BBITIOJIHEHHA KoMaHbl. BoT Teneps ¢aiin Jierko yaanuTe ¢ noMOLIbIO KOMaH B! rm.

4.7. 3aumra cnyx6

B sToii kHHMre 6yneT paccMaTpHBaThCA MHOXECTBO CepBepHBIX ciTyx6. besonacHocTs Ux
paboTsl A1 CHCTEMBI B LIEJIOM 3aBUCHT HE TOJIKO OT MPaBHJIbHON HAacTpoikH caMoi
ciyxO6bl, HO M OT NpaB, KOTOpLIE BhI eif JanuTe.

Bo Bpems MOAroTOBKM MEPBOro M3JaHHUs STOH KHUIM Ha MO# caiT GbUIO MPOU3BEACHO
HECKOJIBKO YauHbIX aTak, MOTOMY YTO HM3-3a 3aHATOCTH A MPOCTO He OGHOBIAN 3TOT
caiiT, KOTOpSBIil pacnonaranci Ha cepBepe H3BECTHOH XOCTHMHIOBOW KOMMAaHMM. 3a [Ba
IHA Ha caifTe IBaKAbl MEHAIM IIAaBHYIO CTPAHHLYY, a MOTOM 3JIOYMBILIJIEHHHKH 3aXBaTH-
nu ¢opyM. MHe mpHLLIOCH ero yGMpaTh B HEJOCTYMHOE MECTO, YTOObl BOCCTaHOBHTh
CBOM NpaBa aAMHHHCTPATOpPa, HAMPAMYIO penaKTHpys 6a3y nanHerx MySQL.

Kak npousowen B3anom? Ha caiite crosn ¢opym phpBB. D10 oauH m3 nomymspHex
ABWKKOB, KOTOpBIH abcomoTHo GecrutaTeH, MO3TOMY BJIAJENBLbI CAHTOB €ro 4acTo BhI-
6upator. MHOrHe Xakepbl CTpeMATCS HalTH OIMOKH B Hanbonee W3BECTHBIX pa3paboT-
Kax, ¥ HHOTZa UM 3To yjaercs. Tonbko cBoeBpeMEHHOE OOHOBJICHHE (popyMa MO3BONIAET
3alMTHTLCS OT HaNaJAeHUs.

IMocne atakyu s 06HOBWI $OpyM, HO 3TO He MoMorJo. Pa3paboTunky He YCTPaHHIH B MoO-
ClIEIHEH ero BepCHH ONHY KPHTHYECKYIO OWIHOKY, a JHIUb AATH HHCTPYKLMH IO €€ HC-
NpaBJICeHHUIO Ha dopyMe cBoero caifta. KoHeuHo ke, s He YBUZEN 3TUX NMpeanucaHuil H
B MTOr€ MOT MOTEPATH BCIO 6a3zy AaHHBIX, ecliM Obl OMMH U3 MOCceTHTENeH caiiTa He Ja
MHE CChUIKY Ha ONHCaHHe OWHOKH U CTIOCOOO0B €€ yCTpaHEHHS.
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JlaBaiite Ha npuMepe abcTpakTHoro caiita www.sitename.com OCMOTpPHM, KaK MpPOHC-
xoauio BropxkeHue. [Ipyn Bxone Ha dopyMe B NpOCMOTp KaKoii-HUOYAb TEMBI B apecHOR
cTpoke 6pay3epa NosBIAETCA CChLIKA:

http://www.sitename.com/forum/viewtopic.php?p=5583
Ecnm k 3To#i cchulke 106aBHTh B KOHEL] ClIEXYIOMMUH TEKCT:
&highlight=%2527.5poster=%60xaManga Linux360.%2527

TO yKa3aHHas KOMaH[a Linux BBIMOJIHUTCA Ha CepBepe.
Bort Tak, HanpuMep, MOXKHO GBLTO IPOCMOTPETh Ha cepBepe ¢aiiibl kaTanora /etc:
&highlight=$2527.$poster=%6018%09/etct09-1a%60.%2527

A BOT 3Ta KOMaH/ja MorJja yanuTh [NIaBHYyIO CTpaHMLYy caifTa:
&highlight=%2527.%poster=%60rm%09index.php%60.%2527

Kak Buaure, 6maromgaps omuOke B ONHOH CTpoke CKpHUINTa (opyMa moj yrpo3oi okasa-
JIOCH CYILIECTBOBaHHME BCETO CepBepa.

B kozne ¢opyma phpBB nociie 5Toro HaxoaMiIM He OHY KPUTHYECKYIO YA3BUMOCTD, HO A
y>Ke ¢ TeX NOp HUKOI/Ia €ro HE MCIOJIb30Bal, T. K. IIPHILIEN K BBIBOLY, YTO Jy4YLIe HamH-
caTh cBOH coOGcTBeHHBIN Kop caifTa ¢ MUHUMAIBHBIMH BO3MOXKHOCTAMH, HO 3aTO 0Oe3-
OnacHHIHA U1 UCTIONB30BaHHUA.

A Be/lb OMAaCHOCTH MOXKHO YMEHBLIMTH, OTpaHHYMB TNpaBa BeO-cepBepa B OC. JIns atoro
aJIMHHHCTPATOpbl JOJDKHBI CO3aTh BUPTYalbHYIO Cpely IS BBIMOJNHEHUs BeO-cepBHcCa,
CHIeNaB IMpPH 3TOM BCe OCTAJIBHBbIE pa3Jiesibl cepBepa HEAOCTYMHBIMH I 370YMBILLIEHHHM-
ka. Torma u katamor /etc OKaXETCA HEJOCATaeMbIM, H MaKCHMAJIBHBINA Bpel, KOTOpBIi
CMOJXKET HAHECTH 3JI0YMBILLUIEHHHUK, — 3TO YHHYTOXXHTh CaiiT U HapymwuTh paboTy BeG-
CEpBHCa, HO BCE OCTAIBHBIE OyIyT TPYAMTHCA B LITATHOM pexxknMe. BoccTaHoBUTH OfHH
CEPBHC MPOILE, YeM HAUTDKHBATh aGCOMIOTHO BCE.

[Tocne cmyyas ¢ ¢popymom phpBB a uenviii neHp 6pommn no MHTEepHeTy B moMckax yss-
BUMBIX GOPYMOB, M TAKHX OKa3aJloCh MHOTO, IOTOMY YTO aJJMHHHUCTPATOPHI CATOB ABHO
He CJIEOWIN 33 OOHOBIECHHAMH. S DyMalo, 4TO B CKOPOM BPEMEHH 3TH aIMHHHUCTPATOpPBI
NpoAIYT Yepe3 Bce Kpyru ajga. PaHo win mo3AHO B3NOMIIMK HaieT ux GOpyMbl, M aj-
MMHHCTpaTopaM HyXHO GyJeT MOJNHUThLCS, YTOObl OH HE YHHYTOXKHI BCIO 0a3y, a TOJILKO
nowanwi. XoueTcs elle pa3 HallOMHUTb 0 HEOOXOAHMMOCTH OOHOBIIEHUA BCEX MPOrpPaMM,
cepBucoB 1 caMoit OC. Eciiu BBl cMOXKETe HCIIPaBHTh OMIMOKY paHee, YeM Xakep ee Haii-
IeT, To 06e30macHTe CBOIO JKH3HbD.

Bo BpeMs MoHcKOB yA3BUMBIX (OpPYMOB i IPOCMaTpHBAT BO3MOXXHOCTH MONY4YEHHs J0C-
Tyna K Karajiory /etc, YToObl yBHIETh HE TOJBKO KOIHYECTBO HEOMBITHBIX BJIa/E/IbLIEB
CaiTOB, HO M HEKOMITETEHTHBIX aJIMHHHUCTPaTOpoB. Brl He moBepuTe, HO HOCTYMN ObLT OT-
KpPBIT, HaBepHOe, Ha 90% cepBepoB. OTo 6e3rpaMOTHOCTE AAMHHHCTPATOPOB MM MX
neHs? ToyHo cka3aTe TpyaHO. 3alHILEHB! OBUIH TONBKO KPYIHBIE CEPBEPHI.

OT1oT cy4ail npou3olen o4eHb AaBHO, M A HaJElOCh, YTO ceiiuac CHTyalms ¢ Gesonac-
HOCTBIO HAMHOTO JTyyIle.
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4.7.1. TipuHumn pabortux

Hrax, 9To6bi yBemauuTh 6€30nacHOCTh CITyXO0, ClieayeT co3gaTh KaTauor, KOTOphlii CTaHeT
IJIA IporpaMmbl kopheBbiM. B Linux 1 3Toro cymecTByeT koMaHaa chroot, CO3aalowas
okpyxenue chroot (puc. 4.1).

B 3TOM OKpYKEHHH H CO3AAETCA KaTaNIor, KOTOPEIi UTpacT posik kopHeBoro. Briuie atoro
KaTajora nporpamma, pabortatomas B okpy>keHuu chroot, monacte He Moxer. Iomyyaer-
cA Kak OBl kopHeBas daiinoBas cucTeMa BHYTPH CyLIeCTBYIOLIeH KopHeBoii cuctembl. Ha
puc. 4.1 mokasaHa yacTh (aiinoBoit cucteMsl Linux. Bo rnaee Bcero CTOMT KOpHEBOM
Kataior /. B HeM Haxoasrca katanory (manku) /bin, /usr, ivar, /home. B manke home pac-
TIOJIO)KEHBbI KaTaloru noss3oBateneil cucteMbl. MBI co3flaeM 3[€Ck HOBHIH KaTanor, ajs
npuMepa Ha3oBeM ero chroot, — OH M CTaHET KOPHEBBIM 1A CTyxObl. B Hem GymyT pas-
MELIATECA CBOM KaTajioru /bin, /usr M T. A., U cepBUC Oynet paboTaTh ¢ HUMH, a BCe, YTO
BeILIE /home/chroot, OKaXeTcA eMy HEAOCTYIIHO.

Ha puc. 4.1 B pamky 0OBeieHEI nanky, kotopsie 6yayT BHaHBI cyx6e. HMeHHO B 3TOM
MPOCTPAHCTBE CTAHET paboTaTh CEPBHC, CUMTAA, YTO ITO U €CTh peaibHas ¢aiinosas cuc-
TEMa cepBepa.

I e e e === A

Puc. 4.1. Cxema pabothi okpyxeHus chroot

Ecnu xakep NMPOHHKHET B CHCTEMY Yepe3 3allMIIEHHYIO CITy>k0y H 3aX04eT NPOCMOTPETh
KaTaJior /etc, To OH YBHAMT KaTayior home/chroot/etc, HO HUKaK He CHCTEMHBIH /etc. UTobbi
BUIOMILMK HHYETO HE 3anoA03pHil, B nanke /home/chroot/etc MOXKHO PacrioIOKHTE BCE Tpa-
JULMOHHO HaXOMfALIHECH B CHCTEMHOM mamnke /etc ¢aiiel, HO 37€Ch COAEPIKAIIHE HEKOP-
pekTHyto MHpopmaio. Y 370yMBILUIEHHHK, 3anpocuB ¢aiin /etc/passwd yepe3 ya3BH-
MBI cepBHC, MOIY4UT AOCTYT JIMIIb K ¢airy /home/chroot/etc/passwd, OTOMY YTO CITyX-
6a BHANT €ro CHCTEMHBIM.

ITpu 3TOM ¢aiin /home/chroot/etc/passwd MOXeT comepkaTh JIOKHYI0 HHpopmanmio. Ha
paboTy CHCTEMBI B LIEJIOM 3TO He momauser, noroMy yro OC Gyaer Gpate naponn u3
daiina /etc/passwd, ciryx6e ke pealbHble KOAbI AOCTYTa B CHCTEMY HE HYXKHbI, TaK 4YTO
B ¢aiin home/chroot/etc/passwd MOXHO 3aCYHYTh BCE, YTO YI'OAHO.
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4.7.2. Ycraroska Jail

BerpoenHas B Linux-cucreMy mporpamma chroot, co3naromas Ha cepBepe BUPTYallbHbIE
MPOCTPAHCTBA, CJIOXKHA IJ1s1 IPUMEHEHHA M He O4YeHb YAOOHa — NPUXOANTCA BHINOJIHATH
CIIMIIKOM MHoro omnepauuit. MIMeHHO mnoaToMy aaMMHUCTpaTopbl OoJibiue JHOOSAT
nporpamMMy Jail, koropyro MoxHOo HaiitTh B HHrepHere mno anpecy: http://www.
jmcresearch.com/projects/jail/. Ckavaiite ee U noMecTuTe apXuB B cBOH Kataior. s
TOro 4YToObl €ro pa3apXMBHPOBATh, BHITIONIHUTE CIEAYIOLIYI0 KOMaHAY:

tar xzvf jail.tar.gz

B TekylieM kaTanore NOABHTCA HOBBIA KaTalor jail ¢ ICXOAHBIM KOIOM Mporpammsl. Jla,
HMMEHHO C MCXOOHBIM, NMOTOMY YTO KOI OTKPHIT, H MPOrpaMMa NOCTABJISETCA B TAKOM
BHIE.

Teneps Hy>XHO mepedTH B kaTaior jail/src (koMaHOo#l cd jail/src) U OTPENAKTHPOBATH
daiin Makefile (HaripuMmep, BcTpoeHHbIM penaktopoM MC). B caMom nauane daiina uper
MHOXECTBO KOMMEHTApHEB, H UX MBI OIMycTHM. Ilocie 3Toro Bl CMOXKeTe YBUAETh Clie-
OyIOoLlUE napaMeTphl:

ARCH=_LINUX _
#ARCH= FREEBSD _
#ARCH= IRIX

#ARCH=__SOLARIS _

DEBUG = 0

INSTALL DIR = /tmp/jail
PERL = /usr/bin/perl
ROOTUSER = root
ROOTGROUP = root

Buayane 3zagaerca tun OC — mo yMOJMaHHMIO YCTAHOBJICHa LINUX, a CIE€AyIOLIHE TPH
crpoku s FreeBSD, IRIX u Solaris 3axomMMeHTHpOBaHBI. OCTaBMM 3TO Kak e€cThb. YTo
HY)XHO M3MEHHTb, TaK 3TO KaTajor AjI YCTaHOBKHM (IapaMeTp INSTALL DIR). B mocnea-
Heil BepcHH (Ha MOMEHT IOATOTOBKH 3TOTO M3/1aHMA KHUTH) 110 YMOJTYaHHIO YKa3bIBaeTCA
Karaior /tmpfjail. He 3Halo, 3aueM ObUIO TaK ceNlaHO, BEAb 3TOT KaTajior npeAHa3HaYEH
JUT BpEMEHHBIX (aiyioB M IOJDKeH ObITh AOCTYIEH Ui YTeHUs abcomoTHO BceM. PaHb-
111e N0 YMOJTYaHHIO OGBUT MpomnvcaH KaTajor /usr/local, H IMEHHO €ro si COBETYIO 31€Ch YKa-
3aTh. Bosiblile HUYEro MEHATHL He HallO.

JIns BHIMOSHEHMS CleAYIOIUX AMPEKTHB BAM NMOHAA00ATCA paBa root, o3ToMy BoiiauTe
B CHCTeMy Kak aJAMHUHHMCTPAaToOp WIH TNOJNy4YHTe Hy)KHBIE MNpaBa, 3alyCTHB KOMaHAY
su root.

IMepen xoMnuwisumeii 1 ycTaHOBKOW ybeaurech, uro y (aiina preinstall.sh ecTh npasa Ha
BhINONHeHUe. Eciu HeT, Bocnone3yitech cleaytolneil KoMaHaoM:

chmod 755 preinstall.sh
Terlepb BCE€ OTOBO K YCTAaHOBKE. Haxo;mcr, B KaTajaore jail/src, BBIITOJTHUTC KOMaHOBI:

make
make install
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Ecnu Bce mpouwno ycnemHo, To B karasnore /usr/local/bin JOMKHBI MOABUTECA MPOrPaMMBl
addjailsw, addjailuser, jail U mkjailenv.

4.7.3. Pabota ¢ nporpammoii Jail

Ipexkne Bcero co3mammm Kartanor /home/chroot, KOTOpBI CTaHET KOPHEBBIM IS MpO-
rpaMMEI, Ha KOTOPO# Mbl 6yIeM HCLITBIBaTh CUCTEMY. J[J1g 3TOrO BBINOIHUM KOMaHIy:

mkdir /home/chroot

Tenepr Hy>XHO MOArOTOBHTH OKpYXEHHE Ul HOpMasibHOH paboTsl Gymyuiero cepBuca.
JLns 3TOrO0 BBHIMONHSAEM KOMaHIY:

/usr/local/bin/mkjailenv /home/chroot

IocmoTpHTe, YTO NMpoM3oLLIO ¢ KaTanoroM /home/chroot. 31ech MOABWIMCH IBa KaTajiora:
dev M etc. Kak MbI 3HaeM, B Kartajiore dev HOJDKHbI HaXOJUThCA OMUCAHUA YCTPOHCTB.
B HameMm cimy4ae nporpamma He cTala JeiaTh MOJIHYIO KOMHIO CHCTEMHOIO Karajora
/dev, a orpaHHYMIIaCh CO3AIaHHEM TPEX OCHOBHBIX YCTpOMCTB: null, urandom H zero.

B karanore etc MOXHO Taloke yBUAeTh TpH ¢aiina: group, passwd U shadow. IT0 Henon-
Hble KOMHMH CHCTEMHBbIX (paiioB. Hanpumep, ecnu B3rjasHyTh Ha ¢aiin passwd, TO OH
6yneT conepikaTh TOJNBKO ClIeIYIOLHE CTPOKH:

root:x:0:0:Flenov, Admin: /root: /bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
nobody:x:99:99:Nobody: /:/sbin/nologin

Bonblue HUYero Tam He GyneT, U, B YaCTHOCTH, He Gyer monb3oBarens robert, koroporo
MBI CO3]1aBaJIH paHbIle (CM. pazo. 4.3).

OnHako OAMH HENOCTaTOK MO yacTH Ge30macHOCTH 3ech MPHCYTCTBYeT — B (Qaiine
/home/chroot/etc/shadow, rae cogep)kaTcs TEHEBble MapoH, HAXOOHTCA pealbHbIA 3amud-
poBaHHbII nmaponb U3 /etc/shadow. Jlyuiie ynanure ero, MHa4e 3NIOyMBIUUIEHHHK, y3HaB
NapoJib Ha CEPBHC, CMOXET MPOHUKHYTh HAa CEPBEP UEpE3 «APYryro ABEpb», KOTOpaA HE
3allMIlieHa BUPTYalibHEIM Kataniorom. KpoMe Toro, nposepeTe npaBa Ha 3TOT daitn, yTo-
6561 oHH ObIH He Oonee 600 (rw----——- ).

IMponomiaeM HacTpoWKy BHPTyalbHOro KOpHEBOro Karayiora. Temepb HaM HY)KHO BhI-
TIOJIHMTD CJIEYIOLIYIO KOMaHy:

/usr/local/bin/addjailsw /home/chroot

Bo Bpems ee paGoThl o 3kpaHy MOOEKUT MHOXKECTEO HHPOPMALIMOHHBIX CTPOYEK O BEHI-
MOJTHAEMBIX ACHCTBUAX, KOTOpHIE 3aKIIOYAIOTCA B TOM, YTO B KaTajnor /home/chroot konH-
PYIOTCA OCHOBHBIE KaTalord W nmporpammbl. Hanpumep, B manky /home/chrootbin 6yayT
CKOMHUPOBaHbI TaKue MporpamMMsl, Kak cat, cp, 1s, rm U T. ., U cepBHC OyaeT ucnonb3o-
BaTb HMEHHO HX, a HE T€, YTO PacoJIOXKEHBI B OCHOBHOM Katajsiore /bin.

IIporpamMMa KomHpyeT TO, YTO CHHTAeT Hy>KHbIM, HO JalleKO HE BCE M3 3TOro NoTpebyer-
ca OyayueMy cepBUCY, KOTOPBI cTaHeT paGoTaTh B BUPTYAIbHOM KOPHEBOM KaTaniore.
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JIumnzee cnemyeT yAQINTh, HO JIy4LI€ 3TO AENaTh NOCJE TOro, Kak Bbl YO€AMTECH, YTO BCE
pabotaer.

Htak, HeoOxoaMMele OporpaMMsbl TMepeHeceHBl, H OKpy)XeHHe roroBo. Tenepsr cloga
MOXXHO YCTaHOBHTb CEpPBHC:

/usr/local/bin/addjailsw /home/chroot -P httpd

B 5ToM npuMepe B HOBOE OKpPY)KEHHE yCTaHaBMBaeTcsa nmporpaMma httpd u Bce HeoOxo-
auMEle eif Gubnuotexu. [Iporpamma jail cama onpenenut, yto O6yaeT HyXHO.

Tenepr B HOBOE OKpY>XE€HHE MOXHO J00aBIIATH MOJIB30BaTeNA. ITO BBHINONHAETCA KOMaH-
JOH:
/usr/local/bin/addjailuser chroot home sh name

3meck chroot — BHUPTYalbHBI KOPHEBOR KaTasor, B HallleM Cliy4ae JOJDKHO ObITb yKa-
3aHO /home/chroot. [lapamMeTp home — AOMalHMIA KaTAIOr MONBL30BATEN OTHOCUTEILHO
BHUPTYAIBHOro Kartaynora. ApryMeHT sh — KOMaHAHBIH HWHTEPIPETATOpP, @ name — UM
MOJIb30BaTENs, KOTOPOE Mbl XOTHM A00aBUTH (OHO JOMKHO YXe CYLUECTBOBATh B OCHOB-
HOM okpyxeHud OC).

IMocMoTpuM, Kak MOXKHO H0OaBHTE Monb3oBaTens robert (OH y Hac yxe ecTb) B BUPTY-
NBbHYIO0 CHCTEMY:

/usr/local/bin/addjailuser /home/chroot \
/home/robert /bin/bash robert

TIPUMEYAHNE

Y MeHs 34eCb KOMaHAa He yMecTunack B OAHy CTPOKY, NO3TOMY A caenan nepeHoc ¢ no-
MOLLbIO CUMBONA «\», KOTOPLIN 0603HAYAET, YTO AMPEKTUBA HE 3aKOHUMNach, N ee Npoaosn-
XeHue 8 cneaylowen CTpoke.

Ecnmu napaMeTpsl yka3aHbl BEPHO, TO Bbl JOJDKHBI YBHIETh yBeaomienue Done, B npo-
THBHOM cJiy4yae OyZeT BeIBeieHO cooliieHue o6 omoke.

Jnsa samycka cepsepa httpd (B Linux sto cepsep Apache) B BUpTyansHOM OKpykeHHH
JIOJDKEH CyLIeCTBOBaTh Mojb3oBaTenb apache. B peansHoit o6osouke OH yke eCTb.
JapaiiTe NOCMOTPUM €ro napaMeTphl ¥ CO31aIUM TaKOTO Xe:

/usr/local/bin/addjailuser /home/chroot \
/var/www /bin/false apache

Kak Teneps nonacts B HOBo€ okpyx«eHHe? BeinonHuTe koMaHay:

chroot /home/chroot

U BBl OK2XKETECh B HOBOM OKPYXEHHH. TONBKO ydYTUTE, YTO OOJIBIIMHCTBO KOMAH] 3/1€Ch
He pabotaer. Tak, HanpuMep, Mbl He YCTaHOBWIH nporpamMmy MC, no3ToMy BBl HE CMO-
HKETE €10 BOCTIOJIb30BATHCH.

Y100l yGCIIPlTLCﬂ, YTO Bbl HAXOAHUTCCHh B BUPTYAITIbHOM OKPYXXCHHH, BBINIOJTHATE KOMaHay:
1ls -al /etc

Bel yBUaNTE Bcero HeCKONbKO (ailloB, KOTOPBIE COCTaBJAIOT MATyl0 YacTh TOrO, 4TO
IOCTYTIHO B peallbHOM Kataiiore /etc. Moxkere mpocMoTpeTh ¢aiin /etc/passwd — B HEM
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Bbl HaiJIeTe TOJNBLKO MOJIb3OBaTENeH BHPTYyalbHOro okpyxeHua. Ecnu xakep Banomaer
€ro, TO OH MOJYYHT TOJIBKO 3TH JaHHBIE H CMOXET YHHUYTOXHTB JIHIIb COAEPKMMOE Ka-
Tasiora /home/chroot. Bes octanbHas ¢aitnoBas cucteMa ocTaHeTcs LieNoi H HeBpeaUMOiA.

Jlns 3amycka cepBuca httpd Hy>HO BBINOJHHUTE B BAPTYAIbHOM OKPYXXEHHH KOMaHy:

/usr/sbin/httpd.

4.8. Tlony4eHue npas root

Teneps, koraa y Hac ecTb JOCTaTOYHO HH(OPMALMH O pa3srpaHH4YEHHH JOCTYTIa, MBI MO-
XKEM pacCMOTPETh THIWYHBIA METOJ B3JIOMIIMKA JUIA MOTy4YEHHS MpaB root U crocoOsl
€ro MaCKMpPOBKH B CHCTEME.

JlomycTiM, YTO 3M0yMBILIJIEHHHK MPHOOpen BO3MOXKHOCTb BBIMIOHATh Kakue-TH0o cHc-
TeMHBbIE€ KOMaHAbl OT UMeHH (¢ npaBaMu) root. CHaeTh NOA ATOH Y4eTHOH 3anuceio 6yaer
CJIMILIKOM OMNACHO M BhI3bIBatolle. K TOMyY 7e M3MEHATH NMapoJib root HeJb34.

Kak >xe Toraa Bxoauth noa ApYruM UMEHEM H B TO K€ BpeMs HCIIOIb30BaTh MAKCHMaIlb-
Hble npaea? Jlapaiite BcnoMHUM, kak Linux paGoraer ¢ mpasamu. B ¢aiine /etc/passwd
XPaHATCA 3aIHMCH N0JTb30BaTeNeil B CIEAYIOLIEM BHIE:

robert:x:501:501::/home/robert: /bin/bash

Tpetuii U yeTBepTHIH NapaMeTpbl — 3TO UAEHTUHUKATOPBI MOJIL30OBATENA M IPYTIIBI CO-
oTBeTcTBeHHO. Koraa Ha o6BbeKThl BbIAENAIOTCA MpaBa, TO CUCTEMa COXPAHSAET TOJIBKO
naentrdukaropsl. Yto 3to 3Haumt? JlomycTHM, 4TO y Bac ecTh moib3oBaTenb robert
¢ uaeHtuduxaropom 501. Brl co3ganu etue oaxHoro nosjs3oparens Dan U nanmm eMy Takoi
ke uaeHtudukarop. Teneps 06e yueTHbIe 3amKcH ¢ oaMHakoBbiMU ID 6ymyT pa3aensats
BJ1aJleHHE OJHUMH H TEMH K€ 0O BEKTaMH.

Yro 310 Ham paet? [locMoTpuTe Ha HAEHTHHKATOP NOIBL3OBATENA rOOt — OH PaBEH HYy-
mo. UmenHo Hyneoii ID, a He UM root ykasbiBaeT Ha MakCHMailbHbIe NMpaBa. [laBaiite
nonpo6yeM y4eTHO# 3amucH robert, KOTOPYIO Mbl CO3JAJIH PaHee, BPYUYHYIO NPHCBOHTH
uaeHTudUKaTOphl MONL30BaTeNA W rpynmnsl, paBHbie 0. B ¢aiine /etc/passwd go/mkHa no-
JNYYMTbCA CTpPOKa:

robert:x:0:0::/home/robert: /bin/bash

Teneps BoiauTE B CHCTEMY MOJ 3TOM YYETHO# 3amMCBIO M NONpobyiTe CHOBa OTKPLITH
¢aiin /etc/passwd U BHECTH M3MEHEHHA WIH MpocTo AobGaBUTh mosb3oBatess. Bee npoi-
[eT ycneuHo, xoTa aiin /etc/passwd MOXeT HIMEHATh Tolbko root. Ilomyuaercs, uro
CHCTEMa MPOBEPSAET HALLUK MPaBa Mo UICHTH(HUKATOPY, KOTOPHIH B HAllleM CITy4ae HyJie-
BOH M COOTBETCTBYET MaKCHMAIbHBIM NIPaBaM.

[Tockonbky MMs MOBE30BaTENS HAYETO HE 3HAYMT, 1 PEKOMEHIYIO NEPEHMEHOBATE MOJIb-
30BaTens root B ¢aiinax /etc/passwd u /etc/shadow Bo uTo-TO Gonee HHTEpecHoe. 3no-
YMBILIJICHHUKH, KOTOpbI€ NMOMNBITAIOTCA B3JIOMAaTh Balll cepBep, 6yayT noabupate napoib
JUI aAMHHHCTPATOpa root, HO TaK kak IOJIb30BaTENA ¢ STHM HMEHEM HET, TO MX AeHCT-
BHA OKax<yTcs Ge3ycneuiHbIMH.
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Bnpouem, nosb3oBaTens root MOXHO OCTaBHTb, HO YCTAHOBMTb €My WIECHTH(HKATOp
6oabLie Hyns. Sl uHOrAa co3nato ydyeTHyto 3anmch root ¢ UID=501 wnu Bellie ¥ ycTaHaB-
JIMBal0 MOHHMTOPHHI 32 3TOH 3alMCBhIO — BAPYr KTO-TO MNOMBITAETCA Moao0pars Mapoiib
WK, He Aai bor, BoiiTu B cHcTeMy mox 3TuM MMeHeM. Ilonyuus moctyn moj umeHeM
TM0J1b30BATENS root, BITOMILHUK JyMaeT, YTO OH 00nafgaeT BceMH MpaBaMH, HO B pealibHO-
CTH OKa3bIBaeTCA MPOCTHIM MOJIE30BATENIEM.

I/ITal(, 3JI0OYMBIIUJICHHHUK, IMPOHUKHYB B CHCTEMY, MOXCET HC I[1OJb30BaTHCH y‘leTHOﬁ
3aMChIO root, a OTpCOAKTHPOBATh J'IlO6y}O ApPYryro nim J.IOGaBHTL €€ OOHY C HYJICBBIM
HIICHTPIdt')HKaTOPOM I0JIB30BATEIIA U NNOJYHUHTh MAaKCHMAJIBHBIC TIpaBa B CHCTCME. Ecnu Bol
ABIACTECH aAMHUHHUCTPATOPOM CEpPBEPA, TO AOJDKHBI OTCJIC)KUBATh HO,E[OGHBIC TpaHC(bOP-
MallHH 1 OCTaHaBJIUBATH JOOBIE MOMBITKH W3MEHEHHUS H,IICHTH(])HK&TOPOB.

Komanga id mo3BosiseT y3HaTh MAEHTH(QHKATOPHI Monb3oBarend. Eciiu oHa BbI3bIBaeTCA
6e3 napaMeTpoB, TO Ha 3KpaH OyayT BBIBEJEHBI HACHTUUKATOPEI TEKYILIEro Moib30Ba-
Tens. UtoOsl mony4uTs HHGOPMALIMIO O KOHKPETHOH YYETHOH 3alucH, Hy)XHO BBINOJ-
HUTb KOMaHIy:

id mMsa
Hanpumep, naBaiite HOCMOTPUM HapaMeTpsl Nonb30Barens robert. Ui 3Toro BBITIONHUM
KOMaHJIy:

id robert

Pesynpratom Gynet crpoka:
uid=501(robert) gid=501(robert) group=501(robert)

Takum criocoboM MOXXHO B JII000H MOMEHT OIpENENTh HAEHTH(HHUKATOP MOJIB30BaTENs
¥ y3HaTh, KAKAMH NPaBaMH OH peanbHO 001afaeT.

4.9. Tipasa npunoxeHuin

[lpaBa moctyma MoryT GBITh HE TOJIBKO Y IONb30BaTeneil, HO W y npuioxeHuid. s
yMpaBjieHHs TaKUMH NpaBaMH B Linux ceffyac cylecTByeT /iBe KOHKYPHPYIOIIHME TEXHO-
norun: SELinux (ucnonssyerca B CentOS) v AppArmor (ucnons3yetrca B Ubuntu). O6e
TEXHOJIOTHH BKJIIOYEHBI B COCTaB sfipa Linux W BBINONHAIOT MPUMEPHO OXHHAKOBBIE
(GYHKLMH, HO MO-Pa3HOMY.

AppArmor onpeaenset ¢aiinsl 1 KOHPUrypauuro 1ocTyna no noiHoMy nytu. Ecnu cos-
JaTh XKECTKYIO CCBUIKY Ha Kakoi-mubo daiin, To 3ammura Ha CChIIIKY yxe He cpaboTaer.
IMpu sTrom SELinux qocTymn yepes >keCTKYIO CChUIKY 3aIIpEeTHT.

CyllIecTBYIOT pa3Hble MHEHHSA, HO GOJIBLIIMHCTBO BCE JKE COTIAILAETCS, YTO C TOYKH 3pe-
HUA ynpaBiaeHus AppArmor npoiue. JIBa OCHOBHBIX AMCTPHOYTHBa, KOTOpBIE €ro Moj-
nepxuBatoT: 310 SUSE u Ubuntu.

HauneM 3HaKoMCTBO ¢ AppArmor ¢ MpocTOi KOMaHAbl apparmor_status, KOTOpas BO3-
BpalllaeT cTatyc. B pe3ynbTare BBINOJHEHHA KOMaHABI Bbl JOJDKHBI YBHIAETh COOOILEHHE,
4TO MOIYNb 3arpy>eH, U YBUACTE NPOoQHUIH, KOTOpblE HCMONB3YIOTCA. MOXHO ycTaHo-
BHUTb CBE)XHE NMPOGIIH, BHINOTHUB KOMaHIY:

apt-get install apparmor-profiles
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[Tpodmnn Ha caMoM Jene mpeacTaBasioT coGOM TEKCTOBBIE KOH(GHIYPaLMOHHBIE (aiiiibl
(xak ¥ noytH Bce B Linux) u pacnonoxeHs! B kaTasnore: /etc/apparmor.d/.

H3mennTs TekcToBble ¢aitnbl npodwteii ana nonHoro 3¢gdexra HeaocTaToyHo. Utobbl
H3MEHEHHA BCTYMWIH B CUITY, HX HYXKHO 3arpy3uTh B PO C MOMOLIBIO KOMaHAbI:

cat /etc/apparmor.d/mma mpoduna | sudo apparmor parser -a

KoMmaHaa apparmor parser pa3bupaeTr nojiyueHHblii Ha BXOJ€ TEKCT W 3arpyXaeT ero
B AApo B kayectBe Mpoduna AppArmor. Koy -a o3HayaeT anobaBneHue HOBOTo npogu-
na. Ecin npodune yxe Obin 3arpykeH paHee, TO €r0 MOXKHO OOHOBHMTb, 3aMEHHMB 3TOT
KITIOY Ha -r.

Ecnu nocMoTpeTe Ha MMeHa KOH(UIypauHOHHbIX $aiinoB M 3aMEHUTb B HUX TOYKH Ha
CJI3ILUH, TO MBI NMOJYYHM MOJHbIA MyTh K ¢aitnaM. Hanpumep, mis nporpammsl /bin/ping
KOH(HUrypaunoHHBIM daiinoM Gyaer /etc/apparmor.d/bin.ping.

Coneprxumoe KOHGUrypauHoOHHbIX (aiiloB npoguieii s paccMaTpuBaTh He cTaHy. Mbl
3[€Chb OrpaHHYHMCA TOJILKO NMOHMMaHHeM, Kak Bce 3To paboraer. JIuuHO MHe HM pa3y
HE MPUXOAWIOCh HACTPAUBATh 3TH (pailyibl — B OCHOBHOM 5l IPOCTO MCMOJIL3YIO YXKeE ycC-
TaHOBJEHHbIE NMPOdHIH.

bonee noapobHyto uHpopMaumio o koHPUrypUpoBaHHH AppArmor MOXHO HaifTH B pyc-
ckoii Bepcuu nokymeHrtauud mno Ubuntu: http://help.ubuntu.ru/wiki/pyxoBoacrso_
no_ubuntu_server/6ezonacnocrs/apparmor.

MHe Hukoraa ele He MPUXOAWIOCH MHCATh CKPUITTHI Al AppArmor, MOTOMy HTO A IpO-
cto He ucnonbdyro Ubuntu Ha paGounx cepBepax. TaM y MeH B OCHOBHOM TPYIHMTCS
CentOS, a y sroit OC HeMHOr0 Apyras pealn3anus 3amuTsl npuiokeHuid — SELinux.

4.10. Cervesois 3xpaH

Jlns 3amMTHl KOMMBIOTEPA OT BTOPXEHHS MO CETH MCMOJBb3YEeTCs CETEeBOH 3KpaH
(Firewall, 6panamayap). Hekotopsle cityx0b1 Linux Taioke HIMEIOT CBOH HACTPOHKHM MpaB,
HO WX MBI OyZIeM paccMaTpHBaTh OTAENBHO, KOra A0HAEM 10 COOTBETCTBYIOIIETO CEPBH-
ca. Ml Bce ke 1 He COBETYIO CHJIBHO JOBEPATh YTNPaBJIEHHIO HA ypoBHe cepBucoB. He 3a-
ObIBaiiTe, 4TO OIIMOKH €CTh MPAaKTHYECKH BO BCEX MPOrpaMMax, H €C/IM CeTeBOH 3KpaH
cTaHeT AyOnHpoOBaTh NMpaBa, NPONUCAHHbIE B CEPBUCE, XyXE OT 3TOro He OyaeT, a ToJIbKO
nyylue.

CereBoii 3kpaH sBNAETCA OCHOBOI 6€30MacHOCTH M MEPBBIM peayTOM 3allUThl. Xakepy
HE06X0AMMO CHauana Mojly4HTb JOCTYN K KOMNBIOTEPY, H TOJNbLKO, €CJIH 3TO YAANOCh, OH
MONBITaeTCA ABUraThCA Jajbilie U NpoOupaThea 10 YpoBHA (paiinoB. TaM yxke aedcTByet
BTOpas JIMHUA 060pOHBI — IpaBa JOCTyNa K ¢aiiiaM U KaTajioram.

CeteBoii dkpaH Mo3BOJISET OFPAHUYHTH JOCTYN K KOMMBIOTEPY B LIEJIOM WIHM K OTAENb-
HBIM [OpTaM, Ha KOTOpbIX paboTaloT cepBHchl, HO He sABngeTca 100-mpoueHTHOH 3aLy-
TOH OT BTOPXKEHHsA. 3TO BCETO JIMILbL MPOBEPKA MAKETOB Ha COOTBETCTBHE MPaBWIAM, KO-
TOpas HE MOXKET rapaHTHPOBATh, HYTO MOJIb30BATE/b ABNAETCA PEATbHBIM OTIIPaBHUTENIEM.
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Ipocreiimuii cnocob obxona cereBoro 3xpaHa — noaaenka [P-anpeca. Hanpumep, MHe
NpUXOIWIOCh paboTaTk B CETH, A€ MPOCTHIM MOJB30BATENAM 3aNpelanoch HCNoAb30-
BaTh noyrosblie MpoTokoyibl SMTP n POP3 (noaxmouenue Ha 25-i u 110-i nopthl cooT-
BETCTBEHHO). Sl OTHOCWICA K 3TOH KaTeropMH M HE MOr HM MOJNy4YaTh, HH OTIIPAB/IATH
MOYTY, OJHAKO y MOEro HayalbHHMKa Takoit aoctyn 6wul. Micnone3oBaHue BeG-HMHTEp-
¢eiica nag paboTel ¢ MOYTOBBIMH CEpBHCAMH Takoke 6JI0KHPOBAJIOCH Ha YPOBHE MPOKCH-
cepBepa. M BOT ogHaXkapl MHE O4EHb HYXHO OBUIO CPOYHO OTIPaBUTh NMUCHMO. Jlisi aToro
5 BBITIOJIHKI CIIEAyIOLIEE:

1. Joxnancs, korJa HauyalbHHK BEIAAET N3 KabuHeTa.

2. BEIKIIOYHI €10 KOMITBIOTEP.

3. Cmennn cBoii IP-afpec Ha ycTaHOB/IEHHBIH Ha ero KOMIBIOTEpeE.
4. CnokoifHO OTnpaBWi MOYTy U BepHYJ] cBo# cTapeblit IP-aapec.

Kor/1a Ha4aJlbHMK BEpPHYJICA, OH PELIMII, YTO KOMITBIOTEP MPOCTO 3aBHC (3TO OBUIO €lle BO
BpemeHa Windows 98), u Huuero He 3anof03pui, a s 6e3 npobiieM cMor BOCIIONb30BaTh-
CA CEpBUCOM, KOTOPHIi OBUT MHE 3aMpeLieH.

OnHaKo Takoi METOX MOXHO pealy3oBaTh TOJIBKO B JIOKaIbHOH ceTH, a B MIHTepHeTe
nogoGHoe yxe He npoiiner. [ToaToMy ceTeBol dKpaH Bce ke ABNAETCA OYEHb XOPOLUMM
METOZIOM 3aLMTHI OT CETEBBIX aTak.

B OC Linux B kayecTBe GpaHaMayspa BbICTyNaeT NporpaMma, (puisTpyromas HHpopMa-
LIMIO Ha OCHOBE OTpeIENICHHBIX NPaBWI, B KOTOPBIX AOJDKHO OBITH Y€TKO MPOMMCaHO, Ka-
KHe IaKeThl MOryT 0OpaGaThIBaTECS MM OTIPABJIATECSA B CETh, 4 Kakue HeT. biaronaps
9TOMy GONBLUMHCTBO aTak 3axJIEOHYTCA YK€ Ha BXOJE B KOMIBIOTEP, MIOTOMY YTO CeTe-
BOIi 3KpaH He MO3BOIMT CEPBUCAM JAXKE YBHAETh MOTEHUHATBHO OMAacHbIE MaKeThI.

CereBoif 5kpaH MOXeT OBITh YCTAaHOBJIEH Ha KaXIOM KOMIIBIOTEPE B OTAENBHOCTH
(3aLMLIATE €ro B 3aBUCHMOCTH OT BBIMOJIHAEMBIX 3a/a4) U Ha BXozie B ceTh (puc. 4.2). Bo
BTOpOM city4yae kommbiotep Firewall peanusyer oOwme Hactpoitku GesomacHOCTH s
BCEX KOMIBIOTEPOB B CETH.

Ecnu B Baweii ceTH o4eHb MHOTO KOMIBIOTEPOB, TO YIPABIATh MU MO OTAEIBHOCTH H
OOHOBJIATH MOJIMTHKY 6€30MacHOCTH KaX/JOro CTAaHOBHUTCS 3aTPyAHHTENBHBIM. Y CTaHOB-
Ka €IMHOTO CEepBepa C CEeTEBHIM SKPaHOM MO3BOJAET YNPOCTUTH 3TH mpouexypsl. JIyumie
BCETO, €C/TH KOMITBIOTEP C CETEBBIM 9KPAaHOM BBICTYTIAET KaK LILTIO3 HJIM KaK aHOHUMHBIH
MpOKCH-cepBep A AocTyma B VIHTepHeT ocTalbHBIX YYaCTHHKOB ceTH. B TakoM city4ae
XaKep W3HauyajJbHO OyAET BUAETH TOJBKO 3TOT KOMIBIOTEP, a OCTAIbHbIE OKDKYTCA Iis
Hero Kak OBl cripATaHHBIMHM 3a 3aHaBeckod. UToObl MPOHHKHYTH Ha JIOOYIO MaLIHHY
B CeTH, JIOYMBIUUICHHHK JO/DKEH OyneT CHayana noJy4MTh OOCTYN K KOMIIBIOTEPY
¢ Firewall. Takum o6pasom, 3awura Lesod ceT HeMHoro ympouuaercs. [ToapoGueit
0 MPOKCH-CEpBepax Bbl MOXETE y3HATh B 21ase 9.

Ceituac GONBLIMHCTBO MOJIB30OBaTeNeH MogwnovaeTcs Kk MHTepHeTy uepes moMaiuuHmue
ceti Wi-Fi, H nakxe B WX AOMalIHUX poyTepax MOXeT paboTaTh CBOi COGCTBEHHBIMH
6panamMaysp. JlocTyna K €ro HaCTpoiKaM BO3MOXXHO U He OyneT — 3amaueif Takoro cere-
BOrO SKpaHa ABJIsieTCA IpeAocTaBienue 6a3oBoii 6e30MacHOCTH.
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Puc. 4.2. Firewall ana 3awuTbl ceTH

IMockonbky nocrabka OC Linux no yMoJI4YaHHIO BK/IIOYAET CETEBOH 3KpaH, HET CMBIC/IA
€ro OTK/IIOYaTh TOJBKO MOTOMY, YTO Ha rpaHuue Mexay FIHTepHeTOM H BalllMM KOMIIbIO-
TEPOM Y€ ACHCTBYET KOpPNOpaTHBHBIA. Bo-mepBbIX, MO MOCICAHHUM HCCIECIOBaHHAM
HaMHOTO Yallle NPOHCXOIAT BIIOMBI CeTeil M3HYTpH (OAHMM M3 YYACTHHKOB CETH), YeM
n3BHe. Bo-BTOpHIX, Kak M B JOMAIIHUX MapLIpYTH3aTOpaXx, 3allliTa Ha KOPHNOpPaTHBHbLIX
CETEBBIX JKpaHax, ckopee Bcero, 6a3oBas.

4.10.1. 3unbTpauuas naxertos

HTtak, ocCHOBHOIi, HO He eJUHCTBEHHOI 3a/1aueii CeTeBOro dKpaHa ABJIAECTCE PUILTpaLH
NakeToB ¢ Lenbio obecneueHns 6esonacHocTd. B Linux yxe BcTpoeH 6panamMayap, H BaM
€ro He MpUJETCS YCTAaHABIUBATh OTAeNbHO. Panbue ux Gbuto ABa: iptables u ipchains.
BTopoit HeMHOro ycTapen M cTajl JOCTOAHUEM MUCTOPHH, HO TEPBLIl — XXKHMBOH H HEBpe-
AUMBIH. MeHAI0TCS TONBKO cnocoObl yTpaBIeHUA UM.

CeTeBrie 3KpaHEBI MO3BOJIAIOT KOHTPOIHPOBaTh TpadMK, KOTOPBIH MPOXOIUT YEPE3 KOM-
netotep no nporokonaMm TCP (Transmission Control Protocol, nmpotokon ympasieHHs
nepenaueii), UDP (User Datagram Protocol, nmonp3oBaTenbckuii MPOTOKON JaTarpamm)
1 ICMP (Internet Control Message Protocol, MpoTokon ynpaBisromux cooOIeH A B ceTH
Hurepner). [Nockonexy TCP sBnserca TpaHCMOPTOM IUIA BCEX OCHOBHBIX MPOTOKOJIOB
Hurepnera: FTP (File Transfer Protocol, mporoxon nepenauu ¢aiino), HTTP (HyperText
Transfer Protocol, mpotokon nepenauu runeprekcra), POP3 (Post Office Protocol, nou-
TOBBIA NPOTOKOI) U Ap., To dunbTpauus TCP nospossieT 3aMMILATL BCE 3TH CEPBHCHI.

Bce 3anpochl, koTopele noctynaroT u3 HHTepHeTa WiM HanpaBJsIIOTCA TyAa, MPOXOAAT
yepe3 CeTeBOH 3KpaH, KOTOPbIH MPOBEPAET HX MO CBOMM BHYTPEHHHMM npaBwiaM. U ecrm
COOTBETCTBHE YCTaHOBJIEHO, TO NaKeT mpomyckaerca. Ecnn kakoii-ni6o mapamerp Hapy-
waeT XoTs 651 OJHO NIPaBHIIO, TO NMAKeT MOXET ObITh yaaeH:
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O 6e3 npeaynpexaeHuit (deny, 3amper);

O ¢ mochUIKOi Ha KOMIBIOTEpP OTIpaBHTENs coobmeHus o6 omubke (reject, oTIIO-
HEHHE).

51 Ob1 He BEIOMpAN BTOPOi BapHaHT, MOTOMY YTO HE3a4yeM HANpaBJATh JHLIHHE MaKeTBl.
Bo-niepBeix, NMpocTO He BIXKY CMbICTIA YTPY)KAATh CeTh AOCTaBKOH 3TOH Menouu. Bo-
BTOPHIX, Y Xakepa He OymeT OTBETa Ha OCHOBHOM €ro BOMpPOC: CEPBUC 3aKPBIT CETEBBIM
3KPAHOM WIIM MPOCTO He BKIoYeH. KoHeuHo, M 3T0 Toxe MeNodb, HO BCE XK€ 3a4eM HaM
JenaTb KOMY-TO )XH3Hb Jierde.

TTpw HacTpoiike NPaBIIT MOXXHO HCTIOJE30BATh /1Ba BapHaHTa GHIbTpa:
O pa3spelieHo Bce, YTO He 3aMpeLleHo;
O 3anpeleHo Bce, YTO HE pa3pelleHo.

HanGonee 6e30macHbIM METOAOM ABJIAETCA BTOpOﬁ, MOTOMY 4YTO BC€raa CieayeT oTrai-
KHBaTbBCs OT 3allpeTa. H3nayansHO HCOﬁXOJlMMO 3alIpE€TUTDH abCoMmoTHO BCEC, a I[IOTOM IO
Mepe Ha,[lOGHOCTH OTKpPBIBATh AOCTYI ONPEAEIICHHBIM I0JIb30BATEIIAM K HCO6XOI(HMBIM
UM CEpBHCaM. HMMeHHO 3TOH NMOJUTHKUA BBl JOJDKHBI NpUOCPKUBATBCA, KOrga HacTpau-
BaeTe MpaBujia ajis BXOAALINX NMAKETOB.

Ecnm pBuratecs ot pa3peuieHusA, TO Mo YMOJIYaHHKO BCE IO3BOJICHO. 4 AIMHUHHCTpATOp
MOXET 3a0bITL WIIH MPOCTO HE 3aKPHITh KaKoif-mHbo BH1 aocTtyna.

4.10.2. TTapameTpur punsTpaLUU

OCHOBHBIMM MapaMeTpaMH MaKeTa, M0 KOTOPLIM MPOH3BOAMTCSA GWIBTpaLUA, ABJIAIOTCS
HOMep MopTa HCTOYHHUKA WM NPHEMHHUKA, afipec OTIpaBHTe A HWIM Ha3Ha4YeHUa H NpOTo-
koj1. Kak MbI yXke 3HaeM, ceTeBbIM SKpaHOM MOMIEPKHBAIOTCA TpH 6a30BBIX NPOTOKONA:
TCP, UDP u ICMP, Ha ocHOBe kOTOpEIX cTpoutcs Bece octansHoe (FTP, HTTP, POP3

up.).

OG6painaio Balue BHUMaHHe, YTO (QHILTPOBATh HYXHO MaKeThl, HAYyLHE B 00€ CTOPOHBI.
[MpoBepka MakeTOB, NMPUXOIALIMX M3BHE, MO3BOJISIET Ha CAMOM PaHHEM JTale OTCeATh
nro0Bie MOMBITKY B3JIOMATh CHCTEMY WIIH BBIBECTH €€ U3 CTpOS.

A 3aueM GWIBTPOBaTh TO, YTO YXOAMT M3 ceTu? Ha nepseiit B3rIAA, 310 6€CCMBICIIEHHO,
HO pe30H ecTh, U OH JOCTaTO4HO BenMK. Mcxonammii Tpaduk MoryT oTnpaBnsTth U 370-
YMBILIEHHUKH, HallpUMep:

O TpPOSHCKHE MpOrpaMMbl, KOTOpPbIe MOTYT OTIPABIATH B C€Th KOHGHASHUHANBHYIO HH-
(opMaLHIO WM CaMH COEIMHATBCS ¢ XaKepOM WM C ero cepBepoM M GpaTh KOMaHbI
U3 Kakoro-HUOyar ¢aiina;

0 cneuuaiu3upoBaHHBIE MPOrpamMMsl Iuia 00xoja npasuin. JIoMycTHM, 4TO BEI 3aNpeTH-
JIM JOCTYN K OmNpeleNleHHOMY MOPTY W3BHE. XaKep MOXET pa3MECTHTh Ha CepBepe
nporpammy, KoTopas Gyner nepeHanpapnaTe TpaduK C pa3pelIeHHOro Mopra Ha 3a-
npeueHHsiii — Hanonobue tyHHenupoBanus OpenSSL (Open Secure Sockets Layer,
OTKPBITHIH MPOTOKOJ 3aIMLIEHHBIX cokeToB). [IpodeccHoHary HanucaTh Takylo yTH-
JIUTY — JI€J10 MATU MUHYT;
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O XaKep MOXCT IOMbITAThCA 3aCTaBUTh Balll KOMMNBIOTEP HHHUHHPOBATH COCAHHEHHE CO
CBOUM — €CJIH KOMMBIOTEPAM H3BHE 3alpelieHO WHHUIMHPOBATH COENUHEHHS C Ba-
HIHMH.

Taxum o06pa3zom, noa koHTposieM Ao/nkeH ObITh Tpaguk B 0GOHMX HAMpPaBICHHAX.

Korna s pabotai ¢ caiiToM 31eKTpoHHOH KOMMepLH (OT aHIJI. e-commerce), rae B 6aze
JaHHBIX colep)kanach MHGOPMALKA O KPeAUTHBIX KapTaX, TO Ha OONbLIMHCTBE CEPBEPOB
[0 yMOJI4aHHIO ObLIO 3anpelleHo 00oe CoeqMHEHHE: KaK BO BHELUHHMH MHUp, Tak U BO
BHyTpeHHMii. Bo BHemHuii MHUp MOXHO OBLIO MOAKITIOYATHCA JMIIE HA OINMpeJeSIeHHBIE
IP-appeca, To )ke caMoe M TIpH MOAKITIOYEHHH W3BHE — TOJIBKO KOMMBIOTEPHI C ONpeae-
neHHsiMM IP-agpecamn nMenu goctyn k cepsepaM. Jliob6oe Bxomsiee coeJMHEHHE, Kpo-
Me 80-ro mopta, OTKpEIBaThH OBUIO 3anpelieHo U Jake He NPeACTaBIsLIOCh BO3MOXKHBIM.
Yr1obbl OTKpBITE MCXOMllEe COEOUHEHHE, HY)XHO ObINO NMPOHTH MHOTOJHEBHYIO MpoO-
Leoypy MpOBepKH, MOKAa HECKOJBKO OTHAENOB 0e30MacHOCTH Ha MOATBEPIAAT, YTO 3TO
AEHCTBUTENILHO HyXKHO M 6e30MacHo.

BbI cipocHTe, Kak e s Toraa NOAKIIOYAICs K KOMIBIOTEpPY, YToObl ynipaaate um? Jlo-
rH4HBIA Borpoc... Jing moctyna B ceth 6bUI0 OAHO MCKITIOYEHHE — HUMEJNICA B CETH OIMH
cepBep, K KOTOPOMY MOXHO ObUTO MOAKIIOYATHCA C MOMOLIBIO YAAJIEHHOro HECKTONa
(Remote Desktop) 1 ¢ koToporo Mo)kHO GBLTO OTKpHIBaTh 6e30MmacHoe coeMHEHHe ¢ BeO-
cepBepami, ¢ 0a30if JaHHBIX, C KILIMPYIOWKMH cepepamu. Ml Ha Bcex 3THX cepBepax
6bU1a onpeaeneHa nNpocTas MOJMTHKA IS BXOJALIMX COCAHHEHHH:

O 80-i mopt Ha BebG-cepBepax pa3speuieH BceM. Ha ocTanbHbIX cepBepax naxe OH 3a-
npelleH;

O na Windows-cepBepax MOpT yJaJ€HHOro YNpaBJI€HHA OTKPH'T TOJNBKO ¢ OMNpe/e/eH-
Horo IP- agpeca;

O Ha Linux-cepBepax nopt 22 (ucronb3yercs A YIpaBiIeHHs) ObL1 OTKPHIT TOJIBKO AJIs
onpeaenerHoro IP-aapeca.

To ecTb UMeics ONpeieNieHHbI KOMITBIOTEP, C KOTOPOr0 MOXKHO ObLI0 MOMY4UTh AOCTYI
K B@XKHBIM NaHHBIM, M 3aJa4a 3aLIMTBl BCEr0 OKPY)XE€HHS CBOJAWIACh K TOMY, YTOOBI
3aIUTHTh 3TY TOYKY JOCTYNa, KOTOpPYIO HaspiBaloT Jump Box, — sammk, ¢ koroporo
«TpBIraloT» Ha paboune cepBepel.

Ha Jump Box Tak ke CTOsA1 ceTeBO# 3KpaH, KOTOpbIH 3anpellan Bce, KpOME COEAMHEHNA
¢ onpeneneHubix IP-agpecoB. Takux pa3pelieHHbIX aJpecoB OBUIO BCEro ABa: ONHMH —
11 POrPaMMHUCTOB W OIMH — JUIA aJMHMHHUCTPATOpoB. JIOCTaTOUHO NMPOCTO MOIAEPHKH-
BaTh Takodl mpoctoil crmucok. Mcxonsume coeaMHEHHMs Tak e ObUTH 3anpemieHsl 1o
yMomyaHH0. Jla, Mo yMOJYaHHIO Bee 3anpelieHo. YToObl noTyuuTh paspelleHHe Ha Co-
€MHEHHE C cepBepaMH, Hy)KHO ObuTO moawmouuThes K Jump Box, 3amyctuts onpese-
JIEHHYIO MporpamMMy, CreHepHpOBaTh OJHOPAa3oBbIi KO (Kak 3TO JeNaloT MHOrME IMpo-
rpamMmel AByX($aKTOpHOH ayTEeHTU(HKALMHK), BBECTH 3TOT KO B NPOrpaMMy, U CETEBO#H
3KpaH OTKpbIBaJl coenuHeHHe Mexay Jump Box u pabounmmu cepBepamu Ha JBa uaca.
IMocne 3Toro HyxHoO GbUIO reHepHPOBAaTh HOBBIA KO M BBOAMTH €ro Ui NPOAJICHHUSA
CECCHH.

BBIFJIH,E[HT 3TO CJIOXKHO, HO AOCTAaTOYHO 6€e30MacHO U HECJIOKHO C TOUKH 3pCHHA yIIpaB-
JICHHA. HpHMeHﬂeMHC TMOJIMTHKHM OYE€HBb MPOCTHIC, MTOTOMY UYTO 3alpellialoT A0CTYTl BCEM,
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KpoMe ofpeleseHHbIX afpecoB. EnuHcTBeHHbI Jump Box-cepBep comepXHT CIIHCKH
aoctyma no my6maHeiM IP-afipecaM, HO 3THX aipecoB TaM HE MHOTO, H MX JIETKO OGHOB-
JIATH B CITy4ae HEOOXOMUMOCTH.

TTpotokonur

Iporokon TCP ucnone3yercs kak 6a30BbIi 111 NepeAayy AaHHBIX 110 TAKHM IMPOTOKO-
nam, kak HTTP, FTP u ap. 3anpeiwuate ero He MMeeT CMBIC/Ia, IOTOMY YTO 3TO OCHOBA,
6e3 KOTOpO# BBl JIMDIMTECh BCEeX yA00CTB, MpexocTaBiseMbIXx HaM BcemupHOI ceThio.
JUia nepenaum nmaHHeIx no mportokoiny TCP cHayana ycraHaBiMBaeTcs COeIUHEHHE
C YA&IE€HHBIM XOCTOM, H TOJIKO MOTOM MpOUCXOAUT o6MeH HH(popManueit. biaronaps
aToMy moagenka IP-agpeca mo6oro y4acTHMKa COEAMHEHHA YCIIOKHAETCSA, a HHOTAA M
CTAaHOBHTCA HEBO3MOXKHOM.

Ipotokon UDP Haxomurca Ha oaHoM yposHe ¢ TCP, Ho nepenaer naHHble Ge3 ycTaHOB-
KH COEAMHEHHA. DTO 3HaYMT, YTO MaKET MPOCTO MOCBLIAETCS B CETh Ha OMNpEAeTIeHHBIN
azipec, M HeT T'apaHTHH, YTO OH AOLUEN A0 aapecara. 34ech HET HUKaKOH 3allMTEI OT NMOA-
nenxu IP-agpeca, no3ToMy B KauyecTBE OTIpPaBHTE/A 3JIOYMBILUICHHHK MOXET yKa3aTh
KOr0 YTOAHO, M Halll cepBep He YBUAMT noaoxa. Eciu Her oco6oit Hano6HOoCTH (HM oqHa
YCTaHOBJIEHHasi Y MeHA nporpamMa He ucnoiszyet UDP), To 4 3anpeiaio npoxoykaeHHe
TaKHX MaKeTOB B 00€ CTOPOHBI.

IMpotokon ICMP cmyxutr mns obMeHa ympapisiolIMMH cooOlueHusamu. Uepes Hero
KOMaH/a ping MpOBEpPAET COENUHEHHE C KOMMBIOTEPOM, a 000pyJOBaHHE WM Mporpam-
MBI cOO0IIAIOT ApYT Apyry 00 omubkax. Ecny 3T0T MpoToKos Henosbs30BaTh TOIBKO MO
Ha3sHaYeHHIO, TO OH oueHb ynobeH. Ho B Hawieii u3HM Bee Raneko ot uaeana, 1 ICMP
yXe He pa3 cTaHOBHICA o6bekToM 1A DoS-arak. Ecnn o6MeH ynpasnsromumMn coobime-
HUAMH HeoOXOMM HCIIOJIE3YeMOH BaMM IporpaMme, nonpoGyiite HAlTH Apyryio, HO U3-
6aBbTech OT ucnonb3oBanuia ICMP, koropblit Tak e He TpeOyeT coeAMHEeHMs, TIOTOMY
yro ucnonsdyet UDP-3anpocel.

EunsTpauma nopros

IlepBoe, Ha YTO Hafgo OOpPaTHTH BHUMaHHE, — 3TO, KOHEYHO e, NOpTHL. JlomycTHM, YyTO
y Bac ecTb BebG-cepBep, K KOTOPOMY HMEIOT AOCTYIl Bce nonb3oBarenu. IIpeanonoxum,
4yTO Ha HeM paboraroT abcomoTHO 6e3onacHble CLIEHAPHH WM CTaTHYECKHE AOKYMEHThI
HTML. IToMumo 3Toro, Bce porpaMMBbl COAEPIKAT caMble MoclieAHHE OOHOBJICHHS U He
umeloT yasBuMocrteii. Ilomyyaercs, yro cepeep 6e3onaceH? [a, HO 10 MOpBI A0 BpeMEHH.
Jlns oGHOBNIEHHS COIEPKUMOrO0 HEOOXOIMM KaKOH-TO OOCTYN Mif 3aKayk ¢aiinos —
Beab Gerath ¢ AUCKaMH K BeG-cepBepy HUKTO He 6yner. Yame Bcero mia pabotsl ¢ daii-
namu oTkpbeiBaloT FTP-cepBuc, a BOT 3TO y)k€ JOMOJHHTENbHAA rOJI0OBHAA 60Jb.

Ins nocryna no FTP MoxHO ycTaHOBUTH HauboJiee 3aLIMIIEHHbIE NPOrPaMMBI U CaMble
CJIOXKHBIE MAPO/IH, HO XaKep PaHO WIH MO3/IHO MOXeT HafiTH BXoA Ha 3ToT cepuc. [la-
poJib MOXKHO MOAOOPaTh, YKPacTh C KOMIIBIOTEPa MOJIb30BaTENA MM BHIBEAATH MApOJb
y HEro camMoro CpeacTBaMH COLHAIbHOMN HiDkeHepHH. CyIUECTBYIOT W APYTHE METOMBI.
JhioGo# kaHai, Yepe3 KOTOphIiH Xakep MOXET MPOHUKHYTh B CHCTEMY, CTAHOBHTCA yS3BH-
MBIM, OTOMY YTO HMEHHO ero OyJeT B3JIaMbIBaTh 3JIOYMBILUIEHHHK, M KaK pa3 Ha 3TO
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OymyT norpa4eHsl Bce ero ycwina. Jla, y oJHOro He NOJy4YMTCs, Y BTOPOro, a COTHIM CITy-
4aifHO BOM/ET ¢ MepBoro pasa.

Takum obpa3zoM, HeoO6Xx0oUMO clieloBaTh Ha cepBepe MOJIMTHKE, NPH koTopoii Ha nopt 80
O6yayT nmpuHHMMaThca Bce noakmoueHus, a FTP-cepsuc (mopr 21), a myume — SFTP
(Secure File Transfer Protocol, 6e3omacHblif npotokon nepenaun ¢aino) — Oyaer
3anpeleH A Becex IP-aapecos, kpome onpeaenenHoro IP-appeca. Ilocne atoro 3no-
YMBILUTEHHHK MOXET XOThb rojaMu noabupars naposib — nio6oi ero tpadpuk Oyner o6-
pe3aThcs, €CIIM OH He 3HaeT 3aBeTHoro IP-angpeca u He MOXeT ero moanenars, B3IOMaB
KOMIBIOTEP C HyXHbIM [P.

BBl RO/DKHBI 3aNPETHTH BCE MOPTHI U NOCJIE 3TOTO OTKPBITh TOJNBKO T€, YTO HEOOXOJHMBI.
Ha ceppepe, KOTOpBIi OXpaHSET LETYIO CETh, 3TO CAENATh CI0XKHO, MOTOMY YTO pa3Hbie
KOMIIBIOTEPEI TPEOYIOT pa3iiM4HBIX cepBHUCOB. OTKPLITH HX BCE — 3HAYMT, Pa3pellHTh
paboTaTh co BceMH MopraMH Ha Jo0oi MainHe. KoHe4HO e, MOXHO NMOMHMO TOPTOB
3afieiicTBoBaThL B npaBwiax IP-agpeca, HO AOMONHUTENBHBIM BapHAHTOM 3allUTEI OyneT
BCE K€ HCIO0/Ib30BAaHHE CETEBOTO 3KpaHa Ha KMKAOM KOMIBIOTEPE BHYTPH ceTH. B atom
ciTy4yae KaxzIblil 3 HHX OyZieT OXpaHAThCA B 3aBUCHMOCTH OT BBINOJHAEMBIX 3a7a4. Eciin
310 BeG-cepBep, To U3 HHrepHera Gynmer BupgeH Tonbko mopt 80, ecnu FTP — ToO
nopr2l,uT. .

TunsTpauma aapecos

W3 npensuayuux cooGpaxkeHHi BMOHO, YTO A GWIBTPALUM MOXHO HCNONB30BaTh H
IP-anpec, x0T MaKCHMaIbHBIH 3rY(eKT JOCTHraeTcs MMEHHO B COUETAHHH MapaMeTpOB:
TIOPT H ajipec.

Homyctum, yTo B Baluei ceTH HaxoaaTcs aBa BeO-cepBepa. Takoe GbIBaeT OUEHb YacTo.
OnuH cepBep AeNaloT AOCTYTIHBIM JUIA Beex mocetHtened n3 HHrepnera, a BTOpoi —
TOJNBKO IS CBOMX MOJIb30BaTesied (BHYTPHKOPNOPATHBHLINA caiT). BrnonHe JormyHeiM
Oyner pazneneHne uHGOPMaLMH — TOTJA Ha 3aKPBITHIH CEpBEp MOXKHO MycKaTh Tpadmk
TONIbKO M3 JIOKANBHOH CeTH, He3aBHCHMMO OT mnopra. Xakepsl W3 MHTepHera BoOoOmIE He
JOJDKHBI UMETE NOCTYTIAa K BHYTPUKOPIIOPAaTUBHOMY CEPBEDY.

Pa3penenue no ceraM BHIMJIAAUT KpacUBO, HO He Beeraa 3ddextuBHo. Her, 1 He rosopio
0 NOJJENKE aIPECOB U O TOM, HTO XaKep MOXET BbAaTh cebs 3a Apyroro. OH caM MOXeT
crath ApyrHM. UTo A 3THM X04y cKka3aTh? Xakep MOXKET 3aXBaTUTh OJHH H3 KOMIIbIOTE-
POB JIOBEPEHHOM CETH, YCTAHOBMTb Ha HEr0 TPOAHCKYIO NPOrpaMMY H HCIIOJIb30BaTh €€
JJ1A IPOHUKHOBEHHSA Ha 3anpeLleHHEIH cepBep.

Komnanuu, paboraromme B cdepe 6e30macHOCTH, MPHBOAA Pa3NHUHHEIE JaHHBIC, ITYTalOT
HAc TeM, YTO OYeHb MHOTO KOMITbIOTEPOB B IHTepHeTe HaXOoaATCA NOA KOHTPOJIEM XaKe-
POB. 3TO0 AEHCTBUTENLHO 6bUIO TaK, HO OYEHB JaBHO. B HacTosllee BpeMa 3TH LMdpEI 110
Pa3HBIM HCTOYHHKaM He npeBbialoT H 10%, X0TA HEKOTOpbIE AHATHTHKH CUHTAIOT, YTO
OHH HaMHoro GoJblie.

MHe e kaxkercs, uyro aaxe 10% — cIMIIKOM MHOro, Beb 3T0 Kaxabld 10-it KoMIblo-
Tep!
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§unb1'pauun HexenarensbHLIX aapecos

Heckosibko JleT Ha3al cepBHC WWW.regnow.com (KOTOpbIii BBICTYNaeT NMOCPEIHHKOM
IU1a npounsBoauTenei Shareware-nporpaMm, nomyyas J€HbIH OT KJIMEHTOB H obecrieum-
Basg 6e30MacHOCTh IUIaTexkei) MOMBITAICA OrPpaHMYUTh AOCTYN ¢ COMHHTENbHBIX IP-an-
pecoB. 310 BronHe JoruuHo. HekoTopele CTpaHbl KMLIAT XaKepaMH, U MPU 3TOM YHCIIO
I0OponopAnoUHEIX MONb30BaTesIeH MPOrpaMM B HUX CTpeMUTCA K Hymo. K Takum rocy-
JApCTBaM OTHEC/H CTPaHbl AQPHKH H HEKOTOPbIX perHoHoB BoctouHoit Esponisl, BKTO-
yas pazpuBarourytocs Poccuio.

OrpaHHYMTENLHEIA LIar cepBUCa OMPABIBLIBAICA TEM, YTO B PAA€ 3THX CTpaH Obuia
BECbMa CWJIbHO Pa3BHUTa TEXHOJIOTHA KapAMHra, koraa topap B IHTepHeTe 3akasbiBaeT-
CA M0 BOPOBaHHBIM KPEAUTHBIM KapTaM. YToOb! HCKIIOUYHUTE KapHHT, CEPBUC 3alPeTHI
JocTyn no uenbiM rpynnam IP-aapecos. BnocneacTsum BEIACHHAOCH, UTO OOOHTH 3Ty
CHCTEMY OYEHb NPOCTO — XaKepy AOCTATOYHO ObLIO BOCHONB30BATHCA AHOHHMHBIM
npokcu-cepsepoM B CLIIA wnu Kanaae, 4ToGbl Ipocko4uTk nperpagy. A BoT y ao6po-
MOPANOYHBIX NOJNIb30BaTeNedl BO3HUKIH Cepbe3Hble NMPOOIEMBI, H OHH JIMIIWINCh BO3-
MOXCHOCTH HCIIOJIb30BaTh CEPBUC AJIA OIUIAThl HEOOXOIAUMBIX YCIYT.

H3-3a cTONb Cepbe3HbIX HENOCTATKOB (GUIBTP OBUT CHAT, M pa3paboTYHKH regnow.com
GoNbllle HE TMBITAIOTCS €ro UCMoNb30BaTh. [IpocenBaTh Bce BO3MOKHEBIE MPOKCH-CEPBEPHI
CJIMIUKOM 3aTPyIHUTENLHO, U 3TO AaeT Maiblil 3 eKT, a penmyTalHio MOXKHO MOTEPATh
HaBceraa. Tak 4To HHOrAA MPUXOAUTCA BHIOHpaTh MeXay 6€30MacHOCThIO H YAOOCTBOM
NONb30BaHHA.

Euwe npuMep — s xuBy B KaHane, u HekoTopsle cepBuchl W3 Poccnu 3meck GrokupyroT-
ca. Jlaxe oHnaifH-TeNeBMIEHHE NEPBOro kaHana GJIOKHPYET HEKOTOpbl€ MepeayH H
(GUABEMBL, TOTOMY YTO OHH MOJIYHAIOT JIMLEH3HIO JUIA TPAHC/ALMH KOHTEHTa TONLKO Ha
teppuropud Poccun. Ho y mens ecte VPN-noawnouenue (Virtual Private Network), u
yepes cepeepbl B Poccuu s Mory cMoTpeTh JitoOble nepeaadd. Takum e o6pa3oM oau
3fech cMOTpAT uwibMel ¢ amepukanckoro Netflix, B koTopom Gonblie xopoiux ¢puib-
MoB, uyeM B Kanage.

ZunbTpauua HesepHLIX aapecos

OueHb BaXHO NMPaBHIIBHO HacTpoHTh 06pabotky IP-anpecos nomyuarens. Ilyctes cepsep
HaCTpOeH TakuM 00pa3oM, 4ToOBI B Cllyuae NPHXO/a HEBEPHOrO MaKeTa OTBEYaTh OTIIpa-
BUTEIO COOOIIEHHEM O HEKOPPEKTHOCTU JaHHbIX. [Ipobiema 3akmouaercs B TOM, 4TO
37I0YMBIIUTEHHUK MOJKET TOC/IaTh Ha CEpBEp TaKo#l MakeT, B KOTOPOM B KayecTBE OTIpa-
BUTEJIi CTOMT ajipec Mojiydatend, — T.€. H B TOM, U B APYrOM CJIy4ae HCTOJb3yeTcs
IP-anpec cepsepa. KoHeuHo ke, cepBHC MbITaics OTOCHaTh coobuieHne o6 ommOKke,
¥ OTNpaBiIsAa ero cam cebe, M cHoBa Buzen ownbouHeid naker. Takum obpa3om npouecc
saiUKIMBaIcA. ECIIM 3NM0YMBILUIEHHUK HanpaBUT THICAYH TaKHX TaKeTOB, TO CepBep
TONbKO M Oyaet caM cebe mockuIaTh coodiueHna 06 omudKax.

O noxoGHBIX MOrPELIHOCTAX A yKE JaBHO HUYETO He CNbIA, HO HET rapaHTHH, YTO OHH
He mosBATCA cHoBa. Jhoau mHoraa omubaioTcs, BeAb OHU He poboThl, 4TOOB! paboTaTh
6e3 omMOOK, XOTA ¥ POOOTHI TOXE UHOTAA JAENAlOT OLUMOKH.
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Ecte IP-anpeca, xoTophie 3ape3epBHpoBaHbl WM He MOTYT MCNOJIb30BaThes B UHTEpHETE.
PaccMoTpHM nMana3oHsl 3THX aipecoB:

O B xauectBe oTnpaputens crout aapec 127.0.0.1. U3 UHTepHeTra nakeT ¢ TakuM azgpe-
COM TPHHTH HE MOJXKET, MOTOMY YTO OH BCErJa HMCIIOJB3YETCH ANA YKa3aHHA Ha Jio-
KanbHyro MawuHy (localhost);

o1 10.0.0.0 mo 10.255.255.255 — 3ape3zepBUpOBaH UM 4aCTHBIX ceTei;
ot 172.16.0.0 no 172.31.255.255 — 3ape3epBUpPOBaH [UIf YaCTHEIX CETEH;
ot 192.168.0.0 no 192.168.255.255 — 3ape3epBUpoBaH IJIA YaCTHBIX CETEH;

aaoaaoaq

ot 224.0.0.0 no 239.255.255.255 — 3ape3epBMpOBaH Ui LIMPOKOBEILATENBHBIX ajl-
pecoB, KOTOpbIe He Ha3HA4alOTCA KOMMBIOTEPaAM, MIO3TOMY C HUX He MOTYT NMPUXOAHTh
MaKeTsl;

a

ot 240.0.0.0 no 247.255.255.255 — 3ape3epBupoBaH Ana GyAylLuero MCrosb3OBaHUA
B HHrepHere.

Funsbrpauma 8 Linux

Jns bunbTpanuu nakeToB No onpeaeneHHbIM BaMy NpaBiiiaM B aapo Linux yxe Bctpoe-
Hbl Bce HeoOxoaumele ¢yHKUMH. Ho 3TO TONBKO OCHOBA, a HyKEH ellleé MHCTPYMEHT,
KOTOpEIi B YA00HO# hopMe MO3BOJIKT yNpaBiATh ITUMH NIPaBHIIAMH.

B OC Linux B kauecTBe ceTeBOro 3kpaHa (6paHamayspa) Mcmonb3yeTcs Mporpamma
iptables, a B Ubuntu ects Gonee npocras yrunura UFW (Uncomplicated Firewall, yro
MOJKHO TEepeBECTH KaK «yMpoOLICHHBIA ceTeBoii skpan»). O6e nporpaMMbel — 3TO BCEro
JMIIB YTHIMTHI, KOTOpbI€ MO3BOJIAIOT YTIPABJATH MPaBHIaMH GHIBTPALIUM, CaAMH OHH
¢unbTpauredi He 3aHuMaioTcd. CaMy (WIBTpalLMIO JKE€ BBITIONHAIOT MOZYJH sAApa
Netfilter.

B anpe Linux onpeneneHsl TpH OCHOBHbIE LIETIOYKH MPaBHIL:

O Input — ans BXOAALIMX NAKETOB;

O Output — 11 HCXOIALUMX NAKETOB;

O Forward — ana nakeros, npeAHa3HaYeHHbIX ApYroH cHcTeMe.

Bp1 MOXXeTe co3fgaBaTh CBOM LEINMOYKH, KOTOpbIE 6y1'IyT TNPUBA3AHBI K onpeneneHHoﬁ no-
JIMTHKE, HO MBI 3Ty TCEMY pacCMaTpHBATh 3CCh HE CTAHCM.

OC Linux nposepseT Bce MpaBWia U3 LIEMOYKH, KOTOpasi BEIOUpaeTcs B 3aBUCHMOCTH OT
HanpaBneHus nepenauu. Ilaker nocnenopatensHo o6caeqyeTCa Ha COOTBETCTBUE KaXIO-
My npaBWIy M3 uenodkd. Ecnu HaiineHo xots 6bl 0HO COBMajeHWE C OMMCAHHEM, TO
BBITIONIHAIOTCA AEHCTBHSA, YKa3aHHble B 3TOMY INpaBWie: DENY, REJECT WIH ACCEPT, T. €.
CHCTEMA peLLacT, MpOMyCKaTh NaKeT AajbLIe WIH HeT.

Ilenoukn HecyT B ceGe oaHy o4yeHb HEMPHATHYIO IJIS HOBHYKOB 0ocoGeHHOCTh. [Jlomyc-
THM, 4YTO Ha BAaLIEM CepBepe Bbl XOTUTE OTKPHITh 21-# nopt Tosbko mis cebs. [lns atoro
MOXHO CO3/1aTh JBa NpaBHIa:

1. 3anperuTs Bce Bxoasure nakersl Ha 2 1-if nopT cepsepa.

2. Paspewmutb nakets! Ha 21-i nopt ¢ koMIbloTepa ¢ aapecom 192.168.1.1.
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Ha nepBbifi B3r17 Bce BEPHO — JOCTYTI 3aMPELIEH UIA BCEX, @ OTKPBIT TOABKO JUIA OXHOIO
IP-anpeca. IlpoGnemMa kpoeTca B TOM, YTO €C/M MockUTKa Oyaer ¢ aapeca 192.168.1.1,
TO NpPOBEpKa MEPBOro NpaBuiia UM IApaMETPOB NaKeTa AacT MOJOKHTENBHBIH pe3ynbTar,
no3toMy Oyaer mpou3BeleH 3ampeT, MakeT YAAINTCA, ¥ BTOpPOE NpaBWio He cpaboTaer
HHKOTZa.

YroObl Hallla MOTMTHKA ACHCTBOBAIAa BEPHO, CTPOKH HaJI0 MOMEHATL MecTtaMu. [Ipu 3ToM
cHauana Gymer mpoBepeHa 3anuch «PaspelmMTh makeTel Ha 21-H Nopr ¢ KoMmelOTepa
¢ agpecoM 192.168.1.1» — KOHTpOJIP MPOMAET yCNEWIHO, a, 3HAUMT, naker Oyaer npo-
nyuweH. Jna ocransHeix [P-agpecoB 3To NpaBwIo HE NMOAOHIET, H MPOBEPKA NPOJOIDKHT-
ca. U Bot Torna cpaGoraer 3anpet AocTymna Ha 21-# nopT 1A BCEX NaKeTOB.

IMakeThl, HanpaBeHHbIE HAa JAPYrHe MOPTHI, HE OyoyT COOTBETCTBOBAThH MNpaBHiiaM, 3Ha-
YHT, HaJl HAMH Gy QYT BBIMOJTHATECA ACHCTBHA MO YMOTYaHHMIO.

4.10.3. bpaHamaysp — He naHaues

Bpanamaysp (Firewall) — 310 Bcero JMie 3aMOK Ha OBEPH MapajHOro BXxoja. 31o-
YMBILLUIEHHHK PEOKO MOJIB3yeTcs NapagHbIM BXOAOM, OH OyleT NMpOHHMKaTh B CHCTEMY
Yyepe3 YepHBIH WIH 1oJIe3eT B OKHO.

CeteBnle 3kpaHbl MOTyT paboTaTh Ha koMnbioTepe ¢ OC (IporpaMMHBIE) HIIH Ha KaKOM-
HHOy b ¢pu3HueckoM ycTpoiicTse (anmapartHeie). B mmo6om cinydae — 3To nporpaMma, a
ee MUILIYT JTIOJAH, KOTOpBIM cBoiicTBeHHO ownbarhes. Kak m OC, Tak u nporpammy cere-
BOTO 3KpPaHa, Hy>KHO pery/sipHo OOHOBIIATE U HCMIPABJIATH MOTPEIIHOCTH.

PaccmoTpum 3amuTy mo nopraM. JlomycTHM, YTo y Bac €cTh BeG-cepBep, KOTOphIH 3a-
IIMILIEH CETEBBIM YKPAaHOM, H B HEM paspellieH Tojbko nopt 80. A xakepy Gonelue u He
Hago!!! Beap 3To He 3HauMT, YTO HEJB3A OyAET MUCMONb30BaTh APYryue NpoTokossl. Moxk-
HO CO3aTh TyHHENb, Yepe3 KOTOpPblH NaHHbIE OJHOrO MPOTOKOJA MEPEaloTCs BHYTPH
apyroro. Tak nosBwiace 3HaMeHWTaA ataka Loki, koTopas CaHKLIMOHMpYeT nepeaady
KOMaHJIBl IS BBIMONHEHNA Ha ceppepe 4epe3 ICMP-coobuieHHs Echo Request (3XO-
3anpoc) M Echo Reply (3X0-0TBeT), MOAOGHO KOMAaHAE ping.

Hy ¥ eme oaMH apryMeHT — HaJIMYHe CETEeBOTO 3KpaHa HHYEro €lLUE HEe O3HAYaEeT, €CIH
€ro He HaCTPOHUTD.

4.10.4. bpaHamay3p kak naHaues

MoeT clnoxHuTECA BlieYaT/ieHHe, YTo 6paHaMaysp — 3TO MyCToe pa3BiieyeHHE M TpaTa
JeHer. 1o He Tak. Ec/ii OH XOpOIIO HAaCTPOEH M MOCTOAHHO KOHTPOJIMPYETCH, a B CHC-
TeMe MCTIONB3YIOTCA 3allMILIECHHbIE MapoJiiH, TO CETEBOH 3KPaH MOXET INpeJOTBPATHTh
6oNBIIMHCTBO NpobeM.

Xopoumii 5kpaH MMeeT MHOXKECTBO YPOBHEH NPOBEPKH NMpaB AOCTYNa, H HENb3fl MC-
NONb30BaTh TOJNBKO OAWH W3 HUX. Ecnu BEI orpaHuumBaere goctyn k MHTepHety wc-
KnoyHTensHo no IP-agpecy, To npurorossTecs omwtayuBath 6onbioi Tpaduk. Ho ecnu
IpH NpoBepke Mpas AocTyna ucnonbdyerca IP-anpec B couetanun ¢ MAC-agpecom u
1apojieM, TO TaKyK0 CHCTEMY B3JIOMaTh y>Ke€ HAMHOTO CJIOKHEE.
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3amMTa MOKeT U A0/DKHa ObITh MHOroypoBHeBo#l. Ecnu y Bac ecth HaHHBbIE, KOTOpPbIE
HYXKHO OTpajJ{Th OT NOCTOPOHHHX, TO HCIONB3YHTE MAKCHMAalIbHOE KOJIHYECTBO YpPOB-
Heil. Ho naneko He kaxaplil KOMNBIOTEP HY)KHO 3alHILATh, KAK YEMOJaH4MK IIPpe3nIcHTa
¢ BoJIeOHOM aTOMHO#M KHOIKOJA.

IIpeacraBeTe cebe OaHk. Y Bxoaa oOA3aTENIbHO CTOMT OXPAHHHK, KOTOPBIH CIIaceT oT
BOpOB M Menkux rpabureneil. Ho ecnu mogpexaTs K TakOMy YHMpEXKACHHIO Ha TAHKE, TO
3Ta OXpaHa He MOMOJKET.

CereBoii 3kpaH — 3TO Kak OXpaHa Ha JBEpAX, OH 3aIUMIIAET OT MEIKHX XaKepoB, KOTO-
PBIX nojassioLlee GONbIIHHCTBO.

ITomuMo oxpaHsl y BXxoJa, AeHbI'M B GaHke Bcerna xpaHstes B ceride. @uHaHCcOBBIE cOE-
pexeHus 1A GaHKa — 3TO KaK ceKpeTHas WH(pOpMalUA I cepBepa, U OHM JOJDKHBI
OBITH MaKCHUMATBHO 3alMLIECHE. UIMEHHO MO3TOMY YCTaHaB/IMBAIOT CeH(BI CO CIOKHBIMU
MEXaHH3MaMH 3alUTEI, U €CJIH BOP HE 3HAeT, Kak X 00OHTH, OH NOTPaTHT Ha BCKPHITHE
3aMKa JIparoLeHHOe BPeMs, U yCIieeT NpHeXaTh MOMMLUA.

B cimyuae c cepBepoM B poJiM cefipa MOXKET BBICTYTIATh WIH(POBaHHE, KOTOPOE MOBBIILAET
rapaHTHIO COXPaHHOCTH JaHHBIX. Jlake ec/iM Xakep MPOHHKHET Ha CepBep, MUHYS CETEBOH
9KpaH, eMy MOHaAOOHTCA CJIMLIKOM MHOTO BPEMEHH, YTOObI pacliHpoBaTh JaHHBIE.

4.10.5. KoHpurypuposaHue 6paHamayspa

CereBas cucrema siapa Linux HaseBaercs netfilter W mpenoctarnser HaM (GUIBTPaLIHIO
MaKETOB C COXPaHEHHEM COCTOAHMS M Oe3 Hero, a Taioke NAT u IP Masquerading. Jlns
yTIpaBJIeHHA CETEBBIM SAAPOM HCIONb3YETCA YTHINTa KOMaHIHOM cTpokH iptables, a nus
ynipasiienus [P 6-it Bepcun — yTwinTa ip6tables. YTwinra iptables cxoxa mo CHHTaKkCH-
cy ¢ ipchains (1crone3oBanacek Lis KOHGUIYPUPOBaHHA CETEBOrO SKpaHa J1o iptables), Ho
IpenocTaB/AeT HaM Golpllie BO3MOXHOCTE.

Cama xoMaH/1a MIMeeT B MpocTeifliieM BapHaHTe TaKoH BHI:

iptables xomanpa |[mmoun]

Komanpa, kak npaBiio, BKIIOYaeT B ce0s ykazaHHe LIEMIOYKH, T. €. Habopa npaBuI, MpH-
MEHAEMBIX B OMpele/ieHHBIX CiTy4asx. B cucteMy BCTPOEHB! HECKOJIBKO LIEMOYEK, KOTO-
pble OCTOAHHEI H He MOTYT OBITh yajieHbl. BOT OCHOBHEIE U3 HUX:

O INPUT — BXOAHBIE JaHHBIE;
O OUTPUT — BBIXOJHBIE JAHHBIC,
O FORWARD — MepeHanpaniieHHE.

JaBaiiTe NOCMOTpPMM Ha mMpHMep, KOTOPEIil paspelaer mo6o# Tpapuk Ha JIOKATBHOM
uHTepdeiice loopback. 3ToT HHTEpdeiic ecTh Ha KaKAOM KOMITBIOTEPE H YKa3hIBaeT Ha
Baury MamuHy. OH Ge3onaceH, H60 Mo ceTH 3TOT MHTEpdeiic HUKTO HE BUIUT, NO3TOMY
Ha HeM MOXHO pa3pelnTs Bee. MTak, koMaH1a BRIIVIAAMT CIEAYIOIHMM 06pa3om:

iptables -I INPUT 1 -i lo -p all -j ACCEPT

Hwudero He nonaTHO? CTpamHo ax xyTh? Ecnu BHI BlIepBbIE BUIUTE KOMaH/B! yIpaBJie-
HHS CETEBBIM 3KPaHOM Linux, TO TOJNIBKO TakMe YyBCTBa MOTYT BBI3bIBATH Ha IEPBBIX
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nopax napametps! yrnuthl iptables. Ho Huuero, xopounii MaHyan ¥ HEMHOTO TNPaKTH-
KH, ¥ Bbl He Oyaere 6oaTbes 3THX npaBwi. Sl HageloCh, YTO MO KHUra CTaHeT JUiA BacC
XOPOIIMM MaHyajioM, a PaKTHKa MPUJET CO BPEMEHEM.

JlaBaiite cnenaeM naysy, CKyllaeM «TBHKC» M 1oka He OyleM pacCMaTpHMBAaTh KOMaHIbl,
a MOrpy3MMcA B TCOpHIO H H3Y4HM, KakKyue napamMeTpbl MOXET TNpPHHHMATh KOMaHAa
iptables.

4.10.6. OcHoBHEIe BO3MOXHOCTU /ptables

BoT cnucok 0CHOBHBIX rnapaMeTpoB, KOTOpbIE MOXKHO NEpEAaBaTh KOMaHe iptables:

O -A uenouka npaswio — J00aBUTh MPaBWIO B KOHELl LeMo4ykH. B kayecTse mapamer-
POB YKa3bIBaeTCA MM LIENOYKH (INPUT, OUTPUT WM FORWARD) M MPaBHUIIO;

) -D uenouxa Homep — YAQIMTH MPABWIO C YKa3aHHLIM HOMEPOM M3 3ajlaHHOM Lie-
TOYKH;

O -R uenouxa Homep npaemsio — 3aMEHMTH MPABHJIIO C YKa3aHHBIM HOMEPOM B LIETIOYKE;

Q

-1 uenouka HoMep npaswuno — BCTABUTh MPAaBWIO B YKa3aHHYIO MEPBbIM apryME€HTOM
LENno4Ky, noJa HOMCpOM, 3aJaHHBIM BO BTOPOM MapaMeETpe. Ecnn HOMEp paBEH 1, TO
MpaBWIO CTAHET NEPBLIM B LIENOYKE,

-L uenouxa — MPOCMOTPETh COAEPIKUMOE YKa3aHHOMH LIEMOYKH;
-F uenouxa — YAQIHTh BCE NMPaBHJIa U3 LIEMOYKH,

-p npoTokon — OMNpPeAesseT MPOTOKOI, Ha KOTOPbIH BO3ACHCTBYET MPaBUIIO;

QaaaQ

-i unTeppeiic — OMpenENnseT CeTeBOH HHTEepdEHC, C KOTOPOro NaHHbIE GBUTH MOMyye-
Hbl. DTOT NMapaMeTp MOXHO MCIIONB30BATh TOJNBKO C LEMOYKAMHM INPUT, FORWARD HIIH
PREROUTING;

O -o unrepdeitc — 3a7aeT MHTepdeiic, Ha KOTOPbIH HanpaBlIfAeTCA MAaKeT. JTOT napa-
METp MOXKHO MCIOJIb30BATE TOJIBKO € LEMOYKAMH OUTPUT, FORWARD MJIH POSTROUTING;

O -j meiicreue — OMepaLysi, KOTOpas AOJDKHA OBITh BHIMOJMIHEHA HaJ nakeToM. B kaue-
CTBE apryMeHTOB MOXXHO YKa3aTh CIERYIOLIHE 3HaUeHHs (PacCMOTPHM TOJIbKO OCHOB-
HblE):

® LOG — MOMECTHTH B )KypHaJl 3aMHCh O MOJy4EHHH NaKeTa,

e REJECT — OTIIpaBHTENIO OyNeT HanpagjieHo coobieHne o6 omnbke;
e DROP — YAAJIUTh NakeT 6e3 HHHOPMHPOBaHHUSA OTIIPABUTENS;

® BLOCK — GJIOKHpOBATh NaKETHI;

O -s ampec — IP-agpec otnpasutens nakera. Ilocne agpeca MOXHO 3aiaBaTh MacKy
yepes Kocylo uepty (/), a mepel aqpecoM — 3HaK OTPHLIAHMA !, UTO Gy]eT COOTBETCT-
BOBaTb JIIOOBIM afipecaM, KpOMe YKa3aHHBIX;

O -d ampec — aApec Ha3HAYEHHs MaKeTa.
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Ecau BBl 3HAKOMEI € ipchains, TO JOJDKHBI 3aMETHTh HEBEPOATHOC CXOICTBO. Ho ectb 1
O4Y€Hb CYLUCCTBCHHBIC pa3jiH4ns. Harlpnmep, ¢ MOMOILUBI0 KoYe#l ~o U -i OYeHb IpocToO
YKa3eiBaTh, ¢ KAKOro U Ha KaKoM HHTepq)eﬁC HarpaBJIA€TCA MMAKET.

Cpa3y KE H806X011HMO 3aMETHTBh, YTO IJIA COXpPaHECHMsA LICTIOYCK iptables HYXXHO BBI-
MNOJIHUTh KOMaHay:

service iptables save

Ecin He coxpaHuTh npaBuia, To oHU OYAyT NeiCTBOBATH TONBEKO A0 MEpBOil Mepe3arpys-
KH, 10CsIe KOTOpoi HacTpoiiku GyayT cOpolleHbl, M BCce NMPUAETCS HaCTPauBaTh 3aHOBO.
A OHO BaM Hy>kHO?

Tenepr nopa nepexoguTh K NPaKTHYECKMM MpUMepaM KOH(HUIYpPHPOBaHHA CETEBOTO
3KpaHa. Kimroq -P CiTy)kuT U1 yKa3aHUs 3HaAYEHHA [0 YMONYAHHIO. A YTO JODKHO OBITH
M0 YMOJYaHHIO JUIS MaKCMMalbHOHN 3amuTel? KoHeuno xe, 3anper. Uro6sl 3ampeTutsb
moOble BXOAALIME, UCXOAALLME U NepeaZpecyeMble MAKeThi, BbIIOIHAEM KOMaH/bI:

iptables -P INPUT DROP
iptables -P OUTPUT DROP
iptables -P FORWARD DROP

PaccMoTpum 31tH Komanzael nmoapoOHee. Ilocne MMEHH KOMaHAbI UAET KIIOY, KOTOpLIi
yKa3bIBaeT, 4To MBI JefiaeM. Kitou —P roBOpHT, 4TO MBI 3aJaeM 3Ha4Y€HHE 110 YMOITYaHHIO.
IMocne 3Toro JOLKHO MATH MMA LIETIOYKH, KyAa AobGapisercsa npaBwio. B nepsom ciydae
3TO LieNo4YKa INPUT, a, 3HAYMT, MpaBwiIo OyaeT AeHCTBOBaTh Ha BXOAsALUME AaHHble. Bo
BTOPOM — OUTPUT, T. €. Ha MCXOJJILIME JaHHbIE, 2 B TPETbeM ciiydae — FORWARD. [lo-
CJIEIHAA LIeNoYKa rOBOPHUT O TOM, YTO HY)KHO AENIaTh C NMAKeTaMH, YIOBIECTBOPAIOLIMMH
YCIIOBHMSAM, KOTOpBIE MBI YKa3aii. [lapaMeTp DROP rOBOPUT O HEOOXOIUMOCTH yJaTICHHS.

Jlagaiire cnenaeM HeGONBLIOE JMPUYECKOE OTCTYIUIEHHE, YTOOBI TMOHATH PasHMILy MEXTY
REJECT M DROP. B kauecTBe nocnenHero napamerpa (aeicTBis) MOXKHO yKa3aTb BMECTO DROP
3Ha4Y€HHE REJECT, YTO ToXKe OyJIeT ABIATHCA 3anpeToM. PasHHIA B TOM, YTO B CITy4a€ REJECT
OTIIPaBUTENb 3aMpoca MOMyYHT YBEAOMJIEHHE O TOM, YTO 3alpOLICHHBIA AOCTYII I HEro
3anpeiieH. Uto He ecThb XOpOLIO — BEOp 3TO JIMILHAA MH(OpMaLM, KOTOPYIO XaKepy He
HYHO 3HaTh. [Ipu K/o4e DROP NOJTy4YeHHbIH 3anpelieHHbIH nakeT OyaeT npocTo yaaineH 6e3
KaKuX-TH0O YBEAOMIICHHI U NpeXyTIPEsKICHHI.

Ecnu cTouT BEIOOp MeXIOYy REJECT H DROP, a BBl HE 3HAa€T€ YTO BHIOpaTh, 1 PEKOMEH/IYIO
BBIOMpPATh DROP.

Hekotopble cneruanicTsl no 6€30MacHOCTH pEKOMEHAYIOT XKypPHAIHPOBATh OOpalleHu,
no06aBMB B ceTeBOi 3KpaH GHIBTP:

iptables —A INPUT —j LOG

51 6Bl He pexoMeHIOBal 3TO Aenath. Y MMyGIHYHBIX CEpBEpPOB 3a AEHb NPOHCXOAWT
HECKOJIBKO COTEH, @ TO M THICAY CKaHUpoBaHuii moproB. Ecny ofpainath BHUMaHUe Ha
K2)KIyI0 TaKylO INOMNBITKY, BaM MPHAETCH YCTaHABJIHBATh Ha CEPBEP CIMILIKOM Gosbiuue
KECTKHE JTUCKHU U1 XpaHEHHUA JKypPHAIOB. A Be/lb €CJIM AMCK OyneT 3alojHeH, TO CUCTe-
Ma BbIHAET U3 cTpod. COOTBETCTBEHHO, XaKkep MOXET IPOCTO HAlpaBUTh GECKOHEYHbIE
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obpallenns Ha 3arpelleHHbIH MOPT H Yepe3 HEKOTOpoe BpeMs J0OMThCA yNauyHO 3aBep-
weHHo# DoS-araku.

Y1061 Mydllle MOHATE paboTy PUILTPALMK, HKENATENBHO YBHAETh KaK MOXHO Gonbiue
NPHMEPOB, MO3TOMY JAaJibilie Mbl OyleM MHOTO MPaKTHKOBaThCA. [l Hauana NoCMOTPUM
KIACCHYECKHH MpHMep yKa3aHWs MpaB JOCTyNa, HeoOxoaumeix moboMy BeG-cepsepy,
T. €. pa3peileHHe obpatienuii k 80-My NopTy Hallero KOMIBIOTEPA U BO3BPAT JAHHBIX OT
Halllero KOMIbIOTepa:

iptables -A INPUT -p tcp -m tcp --dport 80 -j ACCEPT

iptables -A OUTPUT -p tcp -m tcp —--sport 80 -j ACCEPT

B nepeoii cTpoke Mbl JoGaBiiseM HOBOE NpaBUJIO B Lienouky INPUT. [IpaBuio aeiicteyer
Ha nipotokoa TCP, 0 yem roBOpPHT 3HaYeHHe tcp Kmoda -m. Beb-cepsep ucnonb3yer kak
pa3 3TOT NPOTOKOJ UIA Nepeiadn NaHHBIX. C MOMOIIBIO KIlo4a ~--dport YKa3siBaeM NopT
Ha3HAYeHHMA JaHHBIX: 80. W, HakoHel, nocneaHuii mapaMeTp -j ACCEPT yKa3blBaeT, YTO
€CJTH MAKET COOTBETCTBYET BCEM MPaBWIaM, TO HY>KHO €ro MpOImyCcTHTh U o6paboTats.

Cnoxno? IMonpo6yio ApyruMH CIOBaMH: NepBas CTPOKa paspelaceTt aobbie BXOAAILME
naketsl o nporokoay TCP, B KOTOPBIX NPOHCXOAMT MozKmo4eHHe Ha nopt 80. Bropas
CTpOKa pa3pellaeT NepeaBaTh OTBETHI OT CEPBEpa.

Jlna Toro 4yrobel paspewnTs noawtiodeHus no HTTPS, Hyxno nobasute crnenyromme
JIB€ CTPOKH:

iptables -A INPUT -p tcp -m tcp —--dport 443 -j ACCEPT

iptables -A OUTPUT -p tcp -m tcp —--sport 443 -j ACCEPT

31ech JeNaeTca TO e caMoe, TOJIBKO pa3speluaercs pabora ¢ noprom 443.

Crenyiomuii mpuMep pa3speliaeT NoAKI04YeHus 1o SSH:

iptables -A INPUT -p tcp --dport 22 -j ACCEPT
iptables -A OUTPUT -p udp --sport 22 -j ACCEPT

Cnenyiomas KoMaHaa co3faeT QWIBTpP, N0 KOTOpOMYy 3anpelnaeTcss npHHUMathk Echo-
3a1pocCk! OT MoOBIX KOMITbIOTEPOB.

iptables -A INPUT -s 0/0 -d localhost \

-p icmp --icmp-type echo-request -j DROP

31ech -s 0/0 YKa3biBaeT, YTO MPaBWIO OTHOCHTCA KO BCEM aapecam ornpasurens. Kak u
BCETNa, CHMBOJI \ yKa3BIBaeT Ha TO, YTO CEAYIOIlas CTPOKa ABJAETCA MPONOUKEHHEM
npeasiIyLeit. Bel MoxeTe yGpaTh 3TOT CHMBOJ H 3alIHCaTh BCE B OJIHY CTPOKY.

Cnenyroas koManaa 3anpeuaet goctyn k FTP-nopry:

iptables -A INPUT -s 0/0 -d localhost -p tcp --dport 21 -j DROP

Y1061 3anpeTHTh JOCTYI C ONpENENeHHOro MHTepdeiica, 106aBHM KIIOY -i M YKaXKeM
HHTepdeiic ethO:

iptables —A INPUT —i eth0 —s 0/0 —d localhost -p tcp --dport 21 —j DROP

Teneps 3anmpeTHM HCXOAALIME NakeThl ¢ nopra 21. Jlns 3Toro uenosnb3yeM KOMaHmy:
iptables —A OUTPUT —i eth0 —s localhost —d 0/0 -p tcp --dport 21 —j DROP
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Ouenp MOLIHOH 0COOEHHOCTBIO iptables ABJIAETCA BO3MOXHOCTb POBEPKU CONEPIKUMO-
ro NMakeToB. JTo OYeHb YI06HO, HanpuMep, W1 PUIbTpauuu Be6-3anpocos. MoxHo pas-
pelHTh A0cTyn K nopty 80, HO KOHTPONMMPOBaTh, YTOOBI MAKETB COAEPXKAIH TOJBKO
aomycTuMble napamerpbl. K Ge3onacHocTH BeO-cepBepa MBI BEPHEMCH B 21ase 7 U NMO3Ha-
KOMHMMCS C pasHBIMH clloco6aMy 3allUThI. A ceif4ac pacCMOTPHM MPOCTOM, HO YHHBEp-
calbHbIH crocod.

JlomycTiM, 4TO MBI XOTHM paspewuts goctyn k FTP-cepBepy, Ho npu 3ToM GBITH YyBe-
PEHHBIMH, YTO MOJB30BaTENb HE CMOXKET 0OpaTHThCA K daiinaM /etc/passwd M /etc/shadow.
JU1s1 3TOro MOXKHO 3alpeTHTDb MaKeThl, B KOTOPbIX €CTh 3TOT TEeKCT. Eciin xakep mornkita-
€TCcA MocnaTh 3amnpoc, CoAepXKalluii CCBUIKH Ha 3TH (paitnbl, To Takod naker Oyner or-
wioHeH. Cneayrolpe KOMaH/Ibl 3aMpeLaloT AOCTYN K 3THUM ¢aiinam no npotokonam FTP
HWWW:

iptables -A INPUT -m string --string "/etc/passwd” \
-s 0/0 -d localhost -p tcp --dport 21 -j DROP
iptables -A INPUT -m string --string "/etc/shadow™ \
-s 0/0 -d localhost -p tcp --dport 21 -j DROP
iptables -A INPUT -m string --string "/etc/passwd” \
-s 0/0 -d localhost -p tcp --dport 80 -j DROP
iptables -A INPUT -m string —--string "/etc/shadow"” \
-s 0/0 -d localhost -p tcp --dport 80 —-j DROP

Hano Taioke ydecTh acnexT 3amuthl HHGopMauuH. JIomycTHM, UTO Yy Bac €CTh CepBep,
KOTOpBIA MPUHMMaET 3aKOAMpOBaHHbIN Tpaduk ¢ momowbto stunnel (Security Tunnel,
6e3onmacHbIi TyHHenb)!, pacluudpOBBIBAET U MEPENAET ero Ha APYrylo MalluHy. B sTom
Clly4yae BO BXOJAALIMX MAKETaX CETEBOI 3KpaH HE CMOXET HAiTH Takue CTPOKH. A BOT
MCXOIALLME MAKEeThl HAYT YK€ NEKOJUPOBAHHBIMH H COJEPXKAT OTKPBIThIA TEKCT KOMAHI,
B Takoii koHpHrypaLMK He0OX0AUMO KOHTPOJIHPOBaTh 00a MOTOKA.

Haxe ecnn y Bac stunnel nepenaer pacuigpoBaHHbIH Tpaduk Ha APYrod MOpT BHYTpH
OJIHOrO KOMIIBIOTEPA, MOXKHO BKJIFOYHUTH KOHTPOJIb JIIOOLIX MaKETOB Ha BceX HHTepdeii-
cax, YTo6b! OHH MPOBEPSUTHCH NMOCIIE PaCIU(BPOBKH.

4.10.7. Tlepeanpecauus

s paspelueHus nepeaapecalny ¢ MOMOLIBIO iptables HY)KHO BBIMOJHUTE CHIEAYIOLIYIO
KOMaHQy:
iptables -A FORWARD -o ppp0 -j MASQUERADE

B 3To0ii cTpoke no3eonseTcs nepeaapecauus Ha nurepdeic pppo. C noMoLIbIO NapaMeTpa
-3 Mbl TpebyeM npsaTtath IP-agpec oTnpaBuTENS, T. €. BIUTIOYAaEM MacKapajiuHr.
Kpome Toro, Moxno ucnons3osate NAT (Network Address Translation, TpaHcsauus ce-

TeBbIX afpecoB). s yero HyxHa TpaHcnsauua? Ceresbix IP-agpecoB Ha Bcex He XBaTa-
€T, NIO3TOMY JIOKAIBHBIE CETH MCIOMb3YIOT aJpeca U3 3ape3epBUPOBAHHOIO JAMamna3oHa

! Coananme mudpoBaHHOTO kKaHama MEXIY JABYMSA MAIIHHAMK Mbl GyeM paccMaTpuBars B paso. 5.2.
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(10x.x.x win 192.168 x.x). ITH ampeca He MApIIPYTH3UPYIOTCA H HE MOTYT MCIIONB30-
Batbca B MHTepHeTe. Ho kak ke Toraa Mcnonn3oBathk B Takux- cetax MurepHet? Bee ma-
KeThI, HalnpasJifeMble Ha ajipeca B IHTepHeTe, nepeHanpapisioTes Ha LIUIO3, HA KOTOPOM
pabotaer NAT. C nomouipio NAT aapec koMmbloTepa U3 JT0KaJIbHOH CETH NOAMEHAETCA
HHTEpHET-aAPECcOM, H MaKeT NPOJOIKAET CBOH MyTh M3 JIOKAILHOMN ceTH Bo BecemupHyro.
Takum 06pa3oM, 1OCTaTOUHO HMETh TONBKO OJJMH MHTEPHET-aJipec, KOTOPHIi MPUCBauBa-
eTcs LUTI03Y, M BCA JIOKaJIbHasA ceTh CMOXKeT paboTaTh ¢ pecypcamu BeceMupHoii ceTn.

Jlna HacTpoiiku NAT xoMaHaa MOXeT BBIITIANETh CIEAYIOLHMM o6pa3om:

iptables -t nat -A FORWARD -o pppO -j MASQUERADE

Kmiou -t nat yka3ssiBaeT Ha HEOOXOAUMOCTB 3arpy3HTh MOLYJIb iptable nat. Eciiv oH He
3arpy»eH, TO 3TO JIETKO cleJIaTh BPYYHYHO C MOMOLIBIO CJEAYIOWIEH KOMaH b

modprobe iptable nat

3nech iptable nat — MOMYJb A1pa, KOTOPBIH MO3BOJIAET CETEBOMY JKpaHy paboTaTh
c NAT.

4.10.8. YTunura firewalld

YyTh Gonee npocToi YTWIMTOH [Jis yNpaBieHHs CETEBbIM KpaHoM sBisetcs firewalld,
kotopas ucnons3dyerca B CentOS u Red Hat. Ona paGotaer nopepx iptables u npenoc-
TaBJIsAET AOMOJHUTENbHBIE PYHKLIMHM CETEBOTO YKpaHa.

B Ubuntu no ymonyanuio firewalld He yctaHaBaMBaeTcsi, MO3TOMY ANA €€ YCTaHOBKH
BBIMOJIHAEM CJIEYIOUIyI0 KOMaHy:
apt install filrewalld

Ha rnaeHo#i ctpaHmue npoexta no aipecy: https://www.firewalld.org Bbl Moxere
y3HaTb, 4yTo maket firewalld oTIMYHO MOIXOOMT IJIA NOCTPOECHUS IOBEPEHHBIX ceTell U
uLTI030B B MHTEpHET. 3TO TeMa OTAENBHOro pa3roBopa, U Mbl pa3oBbeM ee B paso. 9.7.

4.10.9. Uncomplicated Firewall:
ynpollueHHoe ynpasneHue

Crtonb CIOXKHOEe M MHTEPECHOE YMpaBlieHHE CETEBBIM 5KPaHOM, KaK IMpPeACTaBJ€HHOE
B MpEeABIAYILNX pa3aesiax, MOXKET MPUTroJUTHCS TOJBKO CETEBBIM aaMHUHHUCTpaTopaM. Jlo-
MalliHKe MOJIb30BATe/IM He 3aXOTAT 3HATh HUYETO MPO MOPTHI U IPOTOKONbI, Y HUX MOXKET
ObLITh OOHA 3aJja4ya — pa3peliuTh JOCTYN MPOrpaMme, U OHM XOTAT €€ BBIMOJHHUTh Kak
moxxHo mpowe. M Ubuntu mpeaocraBnser UM Takylo BO3MOXKHOCTh C MOMOILBIO Y)Ke
yMOMSAHYTO# B pazo. « Qurempayua 6 Linuxy yrumatel Uncomplicated Firewall (UFW).

Jomyctum, 4TO BaM HyXKHO pa3pemnTe nporpamMe SSH noawnodaThes K BallieMy cep-
Bepy. Jlns 3TOro npocTo BHINONHAEM KOMaHAY:

ufw allow ssh

KoHeuHo e, 3Ty koMaHIy Hy>KHO BBINOJHHTH C NpaBaMH aaMHHHMcTpatopa. Cornacu-
TeCh, OHa YHMTAETCA AOCTATOYHO MPOCTO: MPOCTON ceTeBOH 3kpaH, paspewnts SSH.
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He HyxHO 3amyMbIBaThCs O TOM, KaKoH MPOTOKOJN HCIONB3YETCA, M KaKOil MOPT HYXHO
OTKPBITh, MPOrpaMMa caMa J0OaBUT Hy)KHbIE NIPaBHJIA.

Pasymeercs, UFW He MoxkeT 3HaTh abCOMIOTHO BCe BO3MOXKHBIE MPOrPaMMbI H OTKPBI-
BaTh A1 HUX A0cTyn. Ho ynpasnenue ¢ ee noMolupio AOCTYNOM M0 NPOTOKOJY M MOPTY
TaK e O4eHb NMPOCTO — ClieAytonias komaHaa paspewt SSH, kotopeiii paboraer no
npotokony TCP u ucnosns3yer no ymordanuio nopt 22:

ufw allow 22/tcp

A1 naxke He NpeACTaBIAIO, KAk MOXKHO OBUTO GBI pELIMTD 3Ty 3aAady elie Npolue.

4.11. Hexoropbre HroaHchr paboThr
¢ 6paHamay3pom

Kaxk Bl NOMHHUTE, Y HAac ecTh MO TPH 3alMCH 1A LieNoYeK INPUT U OUTPUT. Ecnu BaM yxke
He HyxeH 6onbwe noctyn no FTP, Bel 3axotute ero y6pars. Otkmouns FTP-cepeep, He
3a6y/bTe yAQINTh pa3peLiaroLiye NpaBmia U3 STHX LeNoYeK.

OueHb TsXKENO0, ecnn [P-anpeca pacnpenensoTcs IMHAMHYECKH H MOTYT PETYJIAPHO Me-
HaATbea. Ecnu B Baweii cetn ucnone3yercs ceppep DHCP (Dynamic Host Configuration
Protocol, npoTokon AMHAMHYECKOW KOH(HIypauMH XOCTa), TO HY)XHO I03a00THTBCS
0 TOM, YTOObl KOMIMBIOTEPBI, KOTOPEIM HEOGXO0AMM OCOOBIA JOCTYN H NpaBuna (HampH-
Mep, OCHOBHOH 11L1103), BCe XK€ HMEJTH JKECTKO 3aKpeIUIeHHbIE ajipeca.

To ectb, 4ro6b1 YeTko koHTponupoBaTh IP-anpeca, sxenarensHo ucnonszopate DHCP-
CepBep, HO JKECTKO (PUKCHPOBATH ajpeca TeM, KTO HY)KAAeTCs B NMPHUBWIECTHPOBaHHOM
AOCTyIE U UMEET (PUIBTPHI B LIEMOYKaX.

HekoTopsie cepeuchi (Takue kak FTP) MoryT TpeGoBath 1)1s cBoeid paboThl 6osiee oqHOro
nopta. U eciu Bbl He OTKpOETE UM BCe HY)KHbIE MOPTHI, TO MOXETE He MOJyYHTh HeoOX0-
auMoro pesynsTtata. Xota kak pa3 wisa FTP ata npo6iema yxe aaBHO peliieHa BBEACHHEM
NacCCUBHOIO peXKUMa.

TecTupyiite Bce Ucnob3yeMble COSAUHEHUS NOCIE KKAOr0 M3MEHEHH KOHQHIypaluH
ceTeBoro skpaHa. Ilociie BHeCeHHs HECKONbKMX MoaudHKauuii HaiTH OMIHKOKY O4YEHDb
TAXKENO.

PerynspHo nenaiite pesepBHyto xonuio Lenodek. s 3TOro MOMHO COXpaHAThH MX CO-
JEPIKUMOE B OTACILHOM MECTE (XKENaTesIbHO, HA APYTOM KOMIBIOTEPE WIH HA CMEHHOM
HocHtene). Toraa B ciyyae BOZHMKHOBEHHs MPOOIEeM MOXHO ObICTPO BOCCTaHOBHTH pa-
6oTarolire LEeNoYkH, a TECTUPOBaHHE CETEBOro 3KpaHa ¢ HOBBIMM NTapaMeTpaMH MepeHe-
CTH Ha BHepabouee BpeM.

Ceiluac HEKOTOpBIE CKAXYT, YTO A KANHTaH-OYEBUAHOCTH M 060XKalo GropokparHio. ITO
HE TaKk — s Kak pa3 HEHaBIKy OHOPOKpPAaTHIO M CaM HHOTJa Hapyluaio mnpocteiflnue
npaBwia 6€30MacHOCTH, HO HE B TeX CIydasdX, KOrAa 3TO Kacaercs 6e30MacHOCTH 0cobo
BaKHbBIX JAHHBIX.
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4.11.1. O6xon ceresoro 3xpaHa

CeteBoii 3xpaH He MoxeT obecrne4nTh abCONMOTHOH 6€30MacHOCTH, MOTOMY YTO ajiro-
pHTM ero paboTel HecoBeplleHEH. B HallleM Mupe HeT HMYero Ge3ynpeyHoro, CTOmpo-
LEHTHO HA/Ie)KHOT0, UHaye KU3Hb cTana 6Bl CKy4HO!H U HEHHTEPECHOM.

Kak 6paHamMayap 3aluuiiaeT Bal KoMmmnbiotep wiM cepep? Bee 6a3upyercs Ha onpene-
JIEHHBIX MpaBWiaX, MO KOTOPHIM 3KpaH NMpPOBEPAET BeCh MPOXOAALIMI Yepe3 ceTeBOH
uHTepdeiic TpadHK U BBIHOCHT PELICHHE O BO3MOXHOCTH ero mpomycka. Ho He cyiue-
CTBYeT Takoro (uibTpa, KpoMe abCOJIOTHOrO 3ampeTa, KOTOpBIH MOXeT obGecre4nTsh
HOJIHYI0 6€30MacHOCTb, M HET TAKOro MPaBUIIa, KOTOPOE HENb3sA 060MTH.

Ha GonbIIHHCTBE CETEBRIX 3KPaHOB BO3MOXKHO pean3oBaTh aTaky DoS. Ota artaka nerko
opraHusyercs B ABYX CJTy4asx:

(J MOLIHOCTE KaHajia 3NI0yMBILUIEHHNKA 6oJiblue, YeM y Bac;

O Ha cepBepe ecTh 3anaya, TpeOyiomas GOJBIIHX PECYypcOB KOMITBIOTEPA, U €CTh BO3-
MOXCHOCTE €€ BBIIIOJIHHTb.

CereBoif 5kpaH — 3TO C/IOXKHasA MPOrpaMMHas CHCTEMa, KOTOpPOiH HeoOXOOMM 3Hauu-
TeJIbHBIH TEXHHYECKHH MOTeHLMAN I aHAH3a BCEro mpoxoasmero tpaduka, OObias
4acTh KOTOPOTO TPaTUTCA HAa MNMAKEThl C YCTAHOBJIEHHBIM (JIaroM syn, T. €. Ha 3alpoc
coequHeHus. [lapaMeTpbl KaKAOro Takoro mMakeTa JOJDKHBI CPaBHHBAThCA CO BCEMM
YCTaHOBJICHHBIMH MpPaBHIaMH.

B TO ke BpeMa Ui OTIPaBKH Syn-NMakeToB GONBIIMX pecypcoB M MOLIHOTO KaHaja He
Hazgo. Xakep 6e3 npo6Gnem MoxkeT 3abpocaTh pa3pelleHHBIN OPT cepBepa Syn-MakeTaMH,
B KOTOPBIX aJipec OTMpPaBHTEJA MOACTABIIAETCA CiiyyaHHbIM 06pa3zoM. [Ipoueccops! ata-
KyeMOi MalldHbl MOTYT HE CIIPaBHTHECA C GOJBLIMM HOTOKOM 3alpOCOB, KOTOpPBIE HAIO
CBEpATh ¢ (WILTPaMH, H BBICTPOMTCA OYEpEfb, KOTOpas HE INO3BOJMT oGpabarbiBaTh
MOAKIIIOYEHHs JOOPONOPAAOUHBIX MOJIb30BaTENeH.

OueHb 4acTo i COBEPILECHHA aTakh HYXHO HAMHOTO MEHBLIE PECypCOB, YeM Ul 3allH-
Tel. Ecnu ataka uper Toneko ¢ ogHOro xocta, To ero IP moxxHo 650kMpoBaTh, HO YTO,
€cJIM ataka uaet cpady ¢ MHorux IP-agpecos (DDoS)? B takux cnyuasx mHoraa G10KH-
pytotr uensie cetn. Hanpumep, ecth Takas komnanus Prolexic, koropas 3ammuimaer ot
DDoS-arak. X MOHHTOpBI CJIEAAT 33 aKTHBHOCTBIO H, CyAs [0 MOEMY OMNBITY paGoTsl
C MX CHCTEMOH, B CJIy4a€ aTakH KaK pa3 LIEJIbie CETH OHHM U OTKJIIOYAIOT.

Y MeHS OIMH M3 CaiiTOB KWIHEHTa 3allULIaeTCA 3TOH KoMNaHUel. Bechb ero Tpapuk uner
yepe3 €€ LEHTPhl JAHHBIX, Ti€ MHTEpHET-KAHAIBI OYEeHb IIHPOKHE, M 00OpyJdoBaHHE
momHoe. Ho nHoraa ciy4aercs Tak, 4To Bce MOJIb30BaTeNM KpynHeHiuero mposaiinepa
Kanazpl 8 TOpoHTO HE MOTYT COEAMHHTBCA ¢ KAKUM-TTHOO cafitoM. HaunMHaeM BBIACHATD,
a okaseIBaercs, uto Prolexic npocro 3abnokupoBan BCio ceTh.

ATaka He MOXET JJTMThCA BE4HO, U OJIOKMpOBaHHE LENBIMH CETAMM NMPUHOCHUT CBOM [UIO-
Iel. TeMm 6onee, 4ro 3TOT caliT — 1A aMepUKaHLEB, KAHA/LIAM TaM I0JIE30BaThCA HEUEM,
MO3TOMY YyTb YTO, M HX OTKJIIOYAIOT.

Ec/in KIHeHT mochulaeT CIUIIKOM MHOTO JaHHBIX, KOTOPble HE MOTYT OBITH MOMEIIEHB!
B OJIMH NaKeT, TO HH(popMaLHs pa3GHBAETCH HAa HECKONBKO GJIOKOB. 3TOT MpOLIECC Ha3bI-
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BaeTcA ¢parmeHTauuer nmakeroB. Hekotopble cTapbie ceTeBble 3KpaHBl aHAIW3HPOBAIM
TONBKO MepBble 610KH B CECCUM, @ BCE OCTAIbHBIE CUMTATH MpaBWIbHbIMU. JIorHka Tako-
ro NoBe[eHHs MOHATHA — €C/IH TMEPBBIA NaKeT BEpPEH, TO 3a4€M NPOBEPATb MX BCE H
TPaTUTh Ha 3TO AparoueHHble pecypchl cepBepa? B npoTHBHOM cilydae NEpBBLIA MaKeT
OKQXETCS OTBEPrHyTHIM, a OT OCTaIbHBIX HE OyAeT TONKY, MOTOMY UTO COEAWHEHHE
cOpocHTCa U3-3a HapyLIEeHUA LETOCTHOCTH HH(popMaLHH.

YtoOb1 ceTeBoii 3KkpaH MpOITYyCTH JaHHBIE XaKepa, akeThl MOTyT ObITh ()parMeHTHpOBaA-
Hbl CrHieLHaTBbHBIM 00pa3zoM. OT nmogo6HOM aTakd MOXKHO 3alMTHTBCA, TONBKO €CJIH
6paHaMay3p OCYLIECTBIISET aBTOMaTHUYECKYIO COOpKY ¢parMEHTHPOBaHHBIX MAKETOB H
NpOCMAaTpUBaeT MX B COOpaHHOM BHIe. JTOH yA3BMMOCTH OBUIM paHee MOJABEPIKEHBI
Jake HEKOTOpbIe 3KpaHbl, HCTONIb3yeMble B Linux, HO onbka y)ke AaBHO HCIIpaBlieHa,
U ceifuac Tak o6oiiTH Gpanamaysp HeBo3MoxHo. Eciu B Gynymem pa3paboTuMkH He
coBeplaT oWMOKH Mpy 0GHOBNEHUH KOAa, TO nMo00Has aTaka OyAeT MCKIIIOYEHa.

CeteBoii 3KPaH OYE€Hb 4aCTO CTaHOBHUTCA 00BEKTOM aTakKH, U HE Cl)aKT, YTO IOIbITKA HE
OKaXeTCA yCl'lCI.l.lHOﬁ. Ecnu 3JIOYMBILLUICHHHKY YAACTCA 3aXBaTHTb 6paHnmay3p, TO CETH
CTAHET OTKpblTOﬁ KaK Ha JlaJioHH. B 3TOM Clyyae BaCc CMOI'yT CMacTH OT TOTAIbLHOro pa3-
rpomMa TOJIBKO NEPCOHAIBHBIC CCTEBBIC DKpaHbl Ha KaXA0M KOMIIBIOTEPE. Ha MPaKTHKE
MOJINTHKA Ge30MacHOCTH Ha NEepCOHAJILHOM KOMMBIOTEPE HE TaKad KECTKasds, HO MOXET
ObITh BIIOJTHE NOCTATOMHOI AJ1A NpeaO0TBpaLICHHA JaJibHeH1Iero NPOHUKHOBCHHUA B CE€Th.

ATaka Ha ceTeBOii KpaH He 3aBUCHMT OT ero peannsauud. Oumnbku 6biBatoT kak B OC
Linux, Tak H B MapLIpyTH3UPYIOLIMX YCTPOHCTBAX C BO3MOXKHOCTAMH (PHIBTpaLIUH.

OcHoBHas 3aj1a4ya, KOTOPYIO PELIAET CETEBOH 3KpaH, — 3aMpeT AOCTyNa K 3aBeIOMO 3a-
KpeITEIM pecypcaM. Ho cymectByrot oTkpbiThie pecypebl. Hanpumep, eciu Heobxoaumo,
yroObl BeO-cepBep ObLT HOCTynmeH mnonb3oBatensM MHTepHeTa, TO CETEBOH 3KpaH He
CMOXKET 3allIATUTH OT B3JIOMa Yepe3 OLIMOKHU B CLIEHapHAX Ha Beb-cepaepe.

OGBIYHO ceTeBble 3KpaHbl pa3pellaroT JI0ObIe NOAKIIOYEHHs U3 CETH BO BHEUIHMA MHP,
HO 3aMpellaloT COeAHHEHHA U3 BHEIIHEro MHUpa BO BHYTPEHHHi. OTO 3HAYMT, YTO CTy-
yaThCa B JBepb GecrioniesHo. Ho ecnu BHYTpe 3a06pocHTE TPOSIH, TO OH CMOXET YCTaHO-
BUTh COEMHEHHE C BHELUHUM MHpoM. OT 3TOro y>ke HUKyJa HE JCHEUIbCA, [IOTOMY UTO
XOTb YTO-TO, HO IOJDKHO ObITh pa3pelIeHo, HHaue CETh CTAHOBUTCS W30JHPOBAHHOM.

Takum oGpa3oM [eicTBYIOT GOTHETBI — OHH Kak BHPYChl 3apakalOT KOMIBIOTEPBI
M NMOAKJTIOYAKOTCA K BHELTHEMY MHpY IS MTOJTY4EHHst KOMaH/L.

B KpPYINHBIX KOMMAaHUAX B OJIHOH CETH MOXET OBbITh HECKOJIBKO CEPBCPOB. S Tonabko B Ofi-
HOM (l)HpMe U B KMHO BHJEJ, KaK aAMHHUCTPATOpbl AJiA YMpPaABIC€HHUA KKIbIM M3 HHX
pa60TaJ0T 3a HECKOJIbBKHMH MOHHUTOpPAMH M KJlaBHaTypaMHd OJHOBPEMEHHO. B peam:noﬁ
JKH3HHN CNCUHAIUCTB! CJIMUIKOM JICHHBBI, /1a H 0LlH006pa3Hblif'l TPYA YTOMJAET, [103TOMY
OHM CHJAT TOJIBKO 33 OIHUM KOMIIBIOTEPOM, a IS NOAKIIOYEHHA K CEpBEPaM HCIOJb3Y-
0T YAQJIEHHOE€ COCIUHECHHE.

INpaBna, y MeHs B oduce Ba CUCTEMHBIX G10ka. OUH M3 HUX 1 UCTIONb3YIO JUIs paboThi,
a Ha IpyroM OTKpBITH yAAIEHHblE COeIMHEHUs ¢ cepBepaMH. MoxkHO 6bu10 661 060 THCEH
M OJJHHUM, HO MHe yaoGHee aepxaTthb ABa. Ho 3To Tak, OTCTYIUIEHHE OT PEAIbHOCTH. ..
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4.11.2. besonacHuh UHTtepHer

HutepHrer He Oyaer Ge3omacHBIM, MOKa HEJNb3Ad YETKO YCTAaHOBHTH NMPHHAUIEKHOCTD Ia-
keta. Jlio6oe mosie IP-nakeTa MOXHO MOJ/IENATh, H CEPBEP HUKOIIA HE CMOXET OMpene-
JINTH TIOAJIMHHOCTE JaHHBIX. MBI HE MO)KEM apaHTHPOBATh CIIOKOHHYIO XH3Hb, OKA HE
MOX€EM YETKO 3HaTh MCTOYHHMK U KOHKPETHOro uenoBeka. C Apyroit CTOPOHBI, H3MEHEHHE
CHTyalMH MOXKET MOBJIMATD Ha Hallly cBoOoay.

B 0c000 BaXKHBIX CeTAX NOJKHBI IPEeCCKAThCA Jnobkie pa3BE€abIBATCIIEHBIC JelcTBUsA —
HanpuMep, HCMOJB30BAHHE CKaHEPOB IOPTOB, TPpaCCHPOBKAa CCTH M Ip., yTOOBI 3J10-
YMBILJICHHHK 3HAT O CETH KaK MO>XHO MCHBIIC.

Yto Takoe TpaccupoBka? B ceTH kaxablii MakeT MPOXOJUT MO ONpEJEICHHOMY ITyTH.
ITpy HEOOXOAMMOCTH TEepeHanpaBleHUs TaKod MakeT 00A3aTENbHO MPOXOAHMT Yepes
MapLIpyTH3aTOpbl, KOTOpbIE NOCTABJIAIOT €ro B HyXHbIe ceTH. Ho ecnm B ycTpoficTso,
06€eCIIEYHBAIOIIEE MEXCETEBYIO COBMECTHMOCTB, 3aKpajlach OLIMOKAa, TO TMAaKeT MOXET
HaBe4Ho 3a0ryauThes. UToOBl 3TOrO0 He MpoM3oLLIOo, B 3aroyioBke IP-nakera ecte mone
TTL (Time To Live, Bpema >u3Hn). OTnpaBHTENb MAKETa YCTAHAB/IMBAET B 3TO MOJE
OTpEE/ICHHOE YHCIO0, a KaXIBIH MapHIpyTH3aTOp YMEHBINAET CUETYHK PETPAHCIALMIL.
Ecan 3sHayenre TTL cTaHOBHTCS paBHEIM HYJIIO, TO NAKET CUHTAETCA MOTEPABIIMMCA U
YHHUUTOXKAETCH, @ OTHPABUTEIIO NOCHLTAETCA COOOILEHHE O HEJOCTHIKMMOCTH XOCTa.

DTy 0COGEHHOCTb CTATM HCIIONIB30BATh JUIS AHArHOCTHUKM CETH, YTOObI y3HATh MaplupyT,
no koropomy mpoxoaut naker. Kak 310 paGoraer? B GonblIMHCTBE CiTydaeB KadkKObli
3aMpoc WJIET 0 afpecaTa OJHUM M TeM xe myteM. Ha naket, otnpaBnieHHsI# cO 3HaY€HH-
em TTL, paBHbIM 1, mepBblii jke MapLIpyTH3aTOp OTBETHT OLIMOKOH, M MO MOJTyYEeHHOMY
OTKJIMKY MOXXHO y3HaTh ero aapec. Cnemyromas noceinka uiaet ¢ TTL, pasusiv 2. B ot-
BET Ha 3TO OWMOKY BEpHET BTOpoil MapuipyTH3aTtop. Takum o6pa3zoM MOXHO y3HATh,
yepe3s KakHe y3/1bl NPOXOJAT 3alpoCkl K ajpecary.

CeTeBoii 3KpaH J0/DKEH YHUUTOKaTh Jr0oObie naketsl ¢ TTL, paBHeiM 1. 310 3ammuiaer
ceThb, HO ABHO YKa3biBaeT Ha Hanuuue GpaHamayspa. [Taket ¢ peanbHbM 3HaueHnem TTL
JOMIET N0 aapecara, a eclii KOMaH/Ia traceroute BBIAAIA OUIMOKY, TO 3TO 3HAYHT, YTO HA
MyTH ClIeOBaHUA MaKeTa ecTb GpaHAMay3p, KOTOPEIi 3aMpelaeT TpacCHPOBKY.

Jlns BoimosiHeHus TpaccHpoBkd B OC Linux Hy)HO BBITIOJTHHTh KOMaHJy .traceroute
C KJTIOYOM -I, YKa3aB uMs xocta. Harpumep:

traceroute -I redhat.com

B OC Windows ecTh aHajorMyHas KOMaHAa tracert, H B Hell JOCTaTOYHO 3a4aTh HMMS
y3na win IP-agpec, KOTOphIif Hy)KHO TpaccHpoBaTh, 6€3 HCIOJIB30BaHHMA JOMOTHUTEITh-
HBIX KITIOUEH.

Ipy BBIMOJHEHHH KOMaHIbl Ha 3KpaHE HAYHYT IMOABJIATHLCA ajpeca MPOMEXYTOYHBIX
MapLIpyTH3aTOPOB, Uepe3 KOTopble MpoxoauT nakeT. HanpuMmep, pesynbrat MoxeT ObITh
CIIEYIOIIMM:

traceroute to redhat.com (xxx.xxx.xxx.xxx)? 30 hops max, 38 byte packets

1 218 ms 501 ms 219 ms RDN11-f200.101.transtelecom.net [217.150.37.34}
2 312 ms 259 ms 259 ms sl-gwlO-sto-5-2.sprintlink.net [80.77.97.93]
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17 638 ms 839 ms 479 ms 216.140.3.38 /
18 * * * Request timed out.

Ecnu cereBoif akpan npomyckaer ICMP-nakerbl, To CKaHUPOBaHME MOXKHO IMPOBECTH
C MOMOIIBIO traceroute. Bo3aMoxkHO, nosBUTCA coobleHne 06 ommnbke. B Hawem ciyuae
cTpoka 18 coobiiaeT o npeBbIlIEHHH BpeMEHH OXKHIAHUA OTBETA. ITO O3HAYAET, YTO MNa-
KET OTTMpaBJieH, HO cepBep OTOPOCHI 3ampoc, a, 3HAYHT, BeposATHee Beero naker ¢ TTL,
paBHbIM 18, ObUT yHHUTOXEH Oe3 mpeaynpexaeHHs ¥ MHGOPMHPOBaHHA OTMPABUTEN,
M MBI He MOXkeM y3Hatb [P-afipec 3Toro xocrta.

Jlna ckaHupoBaHUA 3TO# ceTH 3a npelenaMd OpaHaAMay3pa AOCTATOYHO BEINOJHHTH
KOMaHJy COelMHEHHs C KoMmbioTepamu BHyTpu cetH ¢ TTL, paBHbiM 19. Bo Bpems
TPacCHMPOBKH MbI YBHIAUM nepBble 17 orBeToB, 18-if mponanert, a 19-i nmpoiiner gansiie
B CETh, MOTOMY YTO Ha CETEBOM 3KpaHe Takoi makeT nosBuTca ¢ TTL, paBHBIM 2, U He
OyZner yaaneH, a BOT B JIOKQIbHOMN CETH MepBblii ie MapLIPyTH3aTOp BEPHET OLIMOKY.

IMpotokon ICMP o4eHb ymoGeH, MOTOMy YTO €ClIM OH pa3pelieH U paboTaeT, TO BbI
B mo0oii MOMEHT MOXkeTe y3HaTh, paboTaer M ceifiuac Balll cepBep, MPOCTO OTIPaBHB
Takoi 3anpoc. Ecnu oTBeT BepHyJica, 3HauMT cepep poctyneH. Ho xakepel MoryT mc-
NOJIB30BATh 3TOT MPOTOKOJ H A1 CKAaHUpOBaHHUA. JIoCTaTOYHO MPOCTO OTMPABHTE COTHH
nakeToB Ha pasHele [P-afipeca u mocMoTpeTh, kakue BepHyTca. [lo oTBeTam MoxHO GyneT
y3HaTb, Kakue IP peanbHble U B TEKYILIHI MOMEHT paboTaroLUKe, H Y)ke B 3aBUCUMOCTH OT
3TOTO MpeaNpPUHUMATh KaKHe-TO AEHCTBHUA.

BHYTpeHHIOI0 ceTb MOXXHO NpocKaHHpoBaTk W uepe3 DNS-ceppep, eciM OH HaxoAMTCA
BHYTPHU Hee M JOCTyMNeH s Bceobiiero ucnons3oBanua. Ho 31o yxke otraenbHas ucto-
pHs, HE Kacalollanca CETEBOro dKpaHa.

4.11 3. JononHutenbHaa 3awmra

ITomumo Q)PUTBTPOB Ha OCHOBE OMPEACICHHBIX aJMHUHUCTPATOpOM NpaBHI B CECTCBOM
3KpaHE MOXET ObITh PeaTN30BaHO HECKOJILKO JOMOJHHUTEIIBHBIX 3allHTHBIX MCXaHH3MOB,
KOTOpbIC paGOTalOT BHE 3aBUCHUMOCTH OT Balleit Konqmrypaunu HWJIH MOryT BKIIIOYATbhCA
CNCLHAIBHBIMH ONIIUAMH.

OnHUM U3 NonyJIsApHBIX MeToAOB 06xoJa OGpaHaMayspa M MPOBENECHUA aTakv ABNAETCA
danscudukaumus IP-anpeca ornpasurens. Hampumep, y Xakepa MoxeT ObITh aapec
100.1.1.1, Ho ¢ Hero 3anpeuteHo noakmo4arkes k ceppucy FTP. Yrobsl momyunTs aoc-
TYII, XaKep MOXKET MOC/IaTh MaKeThl, B KOTOPHIX B Ka4eCTBE OTIIPABMTENA YKa3aH, HaMpH-
Mep, 100.2.2.2, ¢ koToporo KocTyn pa3pelleH.

Ho 370 eue He Bee. [IpocTo BOCTIONB30BABLUKCE YY)KHM UMEHEM, XaKep HH4ero He 106b-
eTcs — OH He YBMIOMT OTKJIHKa cepBepa (puc. 4.3). UToObl Xakep cMOr MOJYy4HTE OTBET
Ha cBo# 3anpoc, B IP-naker nomkHa GeITh f0o6GaBNeHa crielHanbHas HHpOpMaLHs, Mo KO-
TOpO#i cepBep Haiiner peanbHbii anpec xakepa 100.1.1.1.

COBpeMeHHLIC CETEBLIC 3KpaHbI (B TOM YHCJIE H TIOCTABJIAEMBIC C Linux) JIETKO ornpeae-
JIAKOT NOAACNKY H 6HOKPIpleT TaKHE€ INaAKEThI.
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IP: 100.1.1.1

IP: 100.1.1.100

Answer

IP: 100.2.2.2

Puc. 4.3. MoameHa IP-agpeca

4.12. 3anpet u paspeusieHue XocTos

PaGora c iptables MojxeT nokasaTbcs CNOXKHOH, NOTOMY 4TO TpebyeT 3HaHUS HeoOXOau-
MBIX MIOPTOB, HO 3TOT cnoco6 HaubGosee HaAEKHEIH, U 1 IOCTPOCHUS pealbHOM 3aIiu-
Thl pEKOMEH/1yeTCs MCIONB30BaTh HMEHHO €ro. A BOT Ui PELIEHHs MPOCTHIX 3334 eCTh
Jpyroii MeTo — Mcrosb3oBaHKe (ailyios /etc/hosts.allow U /etc/hosts.deny. TlepBoiii daiin
COIEPXKHUT 3aMUCH XOCTOB, KOTOPBIM pa3pellieH JOCTYI B CHCTEMY, a BO BTOPOM IpOMH-
CaHbI 3aMpeTHI.

[Mpn nogxioueHnn K cepeepy (ailibl MPOBEPAIOTCS CNEMYIOLIHM 00pazoM:

1. Eciu cootBercTBME 0GHapykeHO B (pailne hosts.allow, To JOCTyn paspelueH, H ¢aiin
hosts.deny He IpoBepAETCA.

2. Ecyu B daiine hosts.deny HaiiieHa 3anuch, TO JOCTYI 3alpelLeH.

3. Ecnu HeT HU oAHOI noaxoasineil 3anMcH B 060MX ¢aiinax, To A0CTYI N0 YMOJYaHHIO
paspelieH.

Y1n0o6¢cTBO HCMONB30BaHHA THX (aiIoB 3aKJIOYaeTCA B TOM, YTO B HUX HYXHO YKa3sbl-
BaTh CEpPBUCHI, TpeGylolMe OorpaHHYEHHA J0CTYTIa. 3TO JieJIaeTcs B BUIE CTPOK CIIEMYIO-
ILEro BHAA:

CepBMC: XOCT
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CTpoKa COCTOHT M3 JBYX [lapaMeTpOB, pa3felieHHbIX ABoeTo4reM. [lepBriM ykasbiBaeTcs
MM CepBHCa (MM MX CIHMCOK, pa3sfeeHHBIH 3anATBIMH), AOCTYN K KOTOPOMY HYXHO
orpaHH4uTh. BTOpOif — 310 anpeca (ana ¢aiina /etc/hosts.allow — pa3pellEeHHbIE, a Ui
letc/hosts.deny — 3anpelneHHble), pa3felieHHble 3anAThIMH. B KkayecTBe napameTpoB
MOJXHO MCTIO/Ib30BATH KIIIOUEBOE CIIOBO ALL, KOTOPOE COOTBETCTBYET JIIOGOMY afpecy WiH
CEpBHCY.

PaccMoTpuM npumep KOHGUrypupoBaHua ¢aiina. J[na Havana 3akpoem J060# moCTym.
Ins storo B daiine /etc/hosts.deny Hy>XHO MponKMCaTh 3aNpeT JUIA BCEX MOJIb30BaTeIel Ha
mobrie cepBuchl. JIs 3TOro nobasiseM CTPOKy ALL: ALL. B pesynbrate paw daiin 6yaer
BBIMIAAETD CJETYIOLMM obpa3oM:

hosts.deny This file describes the names of the hosts which are
*not* allowed to use the local INET services, as decided
by the '/usr/sbin/tcpd' server.

#
#
#
#
# The portmap line is redundant, but it is left to remind you that

# the new secure portmap uses hosts.deny and hosts.allow. In particular
# you should know that NFS uses portmap!

ALL: ALL

Teneps B ¢aiire hosts.allow CAaHKLMOHHPYEM TONBKO CIIEAYIOLIMIA AOCTYIL:
0O xommetoTepy c anpecoM 192.168.1.1 pa3speineHo nomunoyeHHe KO BCEM CEPBUCaM;

O c fipd-cepercoM MoryT paGoTaTh TONMBKO KOMIBIOTEPHI ¢ aapecamu 192.168.1.2
n 192.168.1.3.

# hosts.allow This file describes the names of the hosts

# which are allowed to use the local INET services,
# as decided by the '/usr/sbin/tcpd' server.

#

ALL: 192.168.1.1
ftpd: 192.168.1.2, 192.168.1.3

Eciu BaM Hy)XXHO MO3BOJIMTH JOCTYTI K KAaKOMy-THOO CEPBHCY LE/OH CeTH, TO MOXHO
yKa3aTb HeMNoJIHBIiH aapec:

ftpd: 192.168.1.

Ora cTpoka paspeinaet goctyn k ftpd-cepucy Bcem koMmnbiotepam cetn 192.168.1.x (mo-
Clle[IHEe YHCIIO afipeca He YKa3aHO, 3HAYMT, OHO MOXET OBITh Mo6bIM).

Kak BuauTe, ucriois3oearth ¢aiinel /etc/hosts.allow u /etc/hosts.deny HaMHOrO mpotie, no-
TOMY 4TO He TpebyeTcs MpOMHMCHIBATH MPaBWIA 1J1A BXOAAMIMX M HCXOMAILMX MaKeTOB.
Ho Bo3MOXxHOCTH 3THX (hailloB CIHIIKOM OrpaHWYeHbl, U 000K ceTeBoi 3KpaH Mo3Bo-
JIAET OCYLIECTBIIATE KyAa 6onee TOHKHE HaCTPOHKH.

A pexoMeHIYI0 MCMONB30BaTh (paiiiinl /etc/osts.allow U /etc/hosts.deny IUis peleHns Bpe-
MeHHBIX npobiiem GeszonacHocTH. Ecin B kakoM-H60 cepBHce HaWaeHa ysa3BUMOCTb, TO
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ero nerko o6oMTH Yepe3 ycTaHOBKH B (paiine /etc/hosts.deny. Ecnu BBl 3aMeTHIIH NMONBITKY
aTaku ¢ kakoro-HuOyAp [P-ajpeca, 3anpetute Ha napy 4acoB JioOble NMOAKIIOYEHMS
¢ Hero, HO, OMATE XKe, UCTONB3YA daiin /etc/hosts.deny.

IMoyeMy HexenaTenbHO UrpaTh ¢ LiENoO4YkaMH ceTeBoro skpaHa? CnyuvaiiHoe ynmaneHue
win nobaBneHne oMOG0YHOM 3aMHCH MOXET HapyLIMTh paboTy cepBepa WM MOHH3HTD
ero 6esonacHocTb. IMEHHO MO3TOMY s HE PEKOMEH/IYIO YCTaHABJIMBaTh B CETEBOM JKpa-
He BpeMEHHbIE NpaBHJIa.

4.13. Cosettx
NO KOHPUIrypuposaHuto 6paHamayspa

KoHurypupoBaHHue CETEBOrO dKpaHa JOCTaTOYHO MHAMBHIAYalbHO M 3aBHCHT OT KOH-
KPETHBIX 3ajiay, pellaeMbix cepBepoM. Ho s Bce ke 1aM HeKOTOpblE PEeKOMEHAALMH,
KOTOPBIM HaJ0 c/IeJ0BaTh BO BpEMA HaCTPOIKH:

O u3HauanpHO HeoOxomMMo Bce 3ampeTuTh. K xopoiemy GbICTpO NpHBBIKaEUIb, U €CIIH
OTKPBITh YTO-TO JIMLIHEE, TO IOTOM OTYYHThb NONb30BaTeNei OyAeT TpyaHo, U MpoLecce
3aKPBITHA CEPBMCA CTaHET NPOXOAUTH C GONBIIMMH CJIOXKHOCTAMH;

O eciu eCTh BO3MOXKHOCTb, HeoOxoauMo 3anpetuts Bee THIBI [CMP-coobinennit. Mei
ewie He pa3 6GyaeM ropoputb 06 OMAaCHOCTH CKAaHMPOBaHHA ceTH ¢ nomouubsio I[CMP-
IIAKETOB,;

0O sanpetuts aoctyn k mopty 111. Ha Hem pabotaer portmapper, koTopsiii Heo0X0aUM
s yaaneHHoro Bei3oBa npoueayp (RPC, Remote Procedure Call) Ha cepsepe u no-
JydeHus pe3ysbTata. C MOMOLIBIO YTHIIHTHI rpcinfo XaKep MOXKET Y3HATh, KaKe
RPC-cepBucel pabGotatior Ha BaiieM cepBepe. HampuMep, BBINOJIHKTE CIEIYOLIYIO

KOMaHOy:

rpcinfo -p localhost

PesyneTaToM 6yaeT npuMepHO ciemaytomee:

Program vers proto port

100000 2 tcp 111 portmapper
100000 2 udp 111 portmapper
100024 1 udp 32768 status
100024 1 tcp 32768 status
391002 2 tcp 32769 sgi fam

Kak BuauTe, 0Ha KOMaHaa MOXET COOOIIMTL BecbMa 60JIbLIOE KOJTHYECTBO MHGOP-
MaLluH, no3toMy 111-i mopt Heo6X0AUMO 3aKphITh;

O ans obneryeHus YIpaBJICHHA JOCTYIIOM K IIOPTaM pa3fac/IMTe OTKPBITBIC PECYpPChI Ha
JAB€ KaTeropuu:

¢ A BCeoOIIero NpoCMOTpa, B TOM HHUCJIE€ H NOJIB30BATEIAMHA HHTepHeTa;

® TONBKO I MCMONB30BaHUA BHYTpH ceTH. Hanpumep, cepBucel, TakHe kak fip
H telnet, HecyT B cebe OMacHOCTb, MOTOMY YTO MO3BOJIAIOT 3aKauMBaTh Qailibl Ha
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CEpBEP H BLINOJIHATL Ha HeM koMaHAbl. Eciu nonb3oBarenam MHrepHeTa Her He-
06X0MMOCTH B 3THX CITy»0axX, TO ClieyeT X ABHO 3alPeTUTh I BHELUHUX MOA-
KIIOYEHHH.

4.14. TlosuiweHue npusunerunis

B 3akmouende paccMOTpeHHA TeMbl 6e30MacHOCTH HeoOXOAMMO MOAPOGHO MO3HAKO-
MMTBLCH ¢ KOMaHAOM sudo, KOTOpas MO3BOJIAET BBHINONHATH MPOrPaMMEI OT UMEHH APYroro
N0J1b30BaTEN.

ME&1 yxe roBopuIIH B pa3o. 2.7, 4To Henb3s paboTaTh B CHCTEME MMOJ YYETHOH 3aMmUChIO
aJIMMHMCTPATOpPa. 3TO OMACHO MO CJIEAYIOWHM NPHYHHAM!

O nporpammel, 3amylLieHHble BAaMH TakMM 0o0Opa3om, paboTaloT ¢ npaBaMu aJIMHMHHCTpa-
Topa. IIpy HaIMYKK yA3BUMOCTH XaKep CMOXET BOCIOJIb30BATLCA €10 U1 MONy4EHHA
TIOJIHBIX NpaB;

O ommbku BBOAA KaKOH-TM60 KOMaH/IBl MOTYT HapylIMTE paboTy Bceil cHCTeMBl. A or-
JIOWHOCTH GbIBAIOT YacTo, motoMy 4to B OC Linux noanepxuMBaloTcs AOCTATOYHO
MOLLIHBIE BO3MOYKHOCTH.

Ecnu y Bac B cMcTeMe HeT Mojib30BaTels, He obnanarollero rnpaBaMd aiMHHHCTPATOpa,
TO no6aBbTE ero ceifuac (cM. pazod. 4.3). Tenepp BoHaHTE B CUCTEMY MO/ €ro y4YETHOM
3anMceio M nonpoOyiiTe nmpocMoTpers ¢aii /etc/shadow, HampuMep, ¢ MOMOLUBIO Clie-
Ayolei KoOMaHabl:

cat /etc/shadow

B oTBeT Ha 3TO BBl JOJIKHBI TNOJTYYHThb cooblueHne 0 Hel0CTaTKe npaB AocTyna. Tenepb
BBIMOJIHUTE TY K€ KOMaHOY 4Y€pe3 sudo:

sudo cat /etc/shadow

Bbl yBuauTe coollleHHe, YTO Bailla YYeTHas 3alucCh OTCYTCTBYeT B (paiine /etc/sudoers,
B KOTOPOM NpPOMNHCHIBAIOTCS paspeleHs Ha UCMONb30BaHHE KOMaHbl sudo. DTOT daiin
MOJXHO MPOCMATPHUBAaTh, HO HE >XeNaTeNnbHO BNPAMYIO PEAAaKTHPOBaTh, YTOObI H306EkaTh
npobneMbl KOHKYPEHTHOro I0cTyma. J[eno B TOM, 4TO Bbl C NIPaBaMH sudo JOJDKHBI MO-
AuduLMpoBaTh (aiiln KOHPUrypaLMy NpaB BHIMOIHEHHA sudo, T. €. Bbl MOAH(HLHpYeETE
npaea jocTyna B ¢aiine, KOTOpblii BaM MpeAoCTaBjseT 3TH npasa. Jlaxe 3By4HT 3amy-
TaHHO, U CHCTEMa TOXKe MOXeT 3amyTateci. Ho riaBHas npo6GneMa MOXeT BO3HHKHYTB,
€CJIH eLIE H JOMyCTHUTh OLUUOKY.

Ytobb1 n3bexath npobneM, 11 pe1aKTUPOBAHUA HY>KHO MCIOJIb30BaTh KOMAHAY visudo.
OHa 3almycTHT TEKCTOBBIM pPeAakTop nano (3TO MoBeaeHHe Mo ymonuanuio B Ubuntu).
Kakof#i penakTop 3amyckaTe — MOXHO HacTpouTh, H B CentOS, kakeTcs, N0 YMOMYaHHIO
3anyckaercs vi. Ilocne penakTupoBaHMs MpOM30AET NMPOBEPKAa CHHTaKCHUCa, U TaKHM
obpa3om MbI cMoxeM obe3onacuTh cebs OT BO3MOXHbBIX MpobneM. [Ipumep copeprxumo-
ro 3Toro KOHGHrypaMoHHoro ¢aiiia npUBeneH B TUCTHHrE 4.2.
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l TNuctudr 4.2. Cogepxmmoe KoHurypaumoHHoro cpanna /etc/sudoers

# User privilege specification
root ALL=(ALL) ALL

# Uncomment to allow people in group wheel to run all commands
# %wheel ALL=(ALL) ALL

# Same thing without a password
# %wheel ALL=(ALL) NOPASSWD: ALL

# Samples
# $users ALL=/sbin/mount /cdrom,/sbin/umount /cdrom
# %users localhost=/sbin/shutdown -h now

B 3TOM daiine ToNbKO 0Ha cTpoka 6e3 KOMMEHTapHs:

root ALL=(ALL) ALL

OHa cOCTOMT M3 TpeX NapaMeTpOB:

3 vMs — moib30BaTeNb (WK Ipynna), KOTOPOMy pa3pelleHO BBITIONHATH ONpelelieH-
HYI0 KOMaHay. Sl pekOMeHIYI0 YKa3blBaTh KOHKPETHBIX Mojib3oBaTeneil. Xakep Moxer
CTaTh YYaCTHMKOM IpyNibl U, He o6siasas npu 3TOM YaCTHBIMHU TNPHBHIIETUAMH, NOJTY-
YMT JOCTYN K BBINOJIHEHHUIO ONIACHBIX KOMaHI;

m KOMIIBIOTEP — HMMA MallWHbI, HA KOTOpOﬁ MOXKHO BBIMOJIHATE KOMaHAY OT JiMLa
aAMHHUCTpaATOpa,

a KOMaH/bl, KOTOPbI€ pPa3peli€HO BBINOJHATE YKa3aHHOMY MOJIB30BATEIO (yl(aBBIBalOT-
C4 NOCJIC 3HaKa «paBHO»).

Hrtak, yToGBl MONB30BATENL CMOT MPOCMOTPETh (aiin /etc/shadow, Heo6xoaUMO Mpomnu-
cathb COOTBETCTBYIOLIee MpaBo. B Moeil cucteMe ecth MpocToit Monb30BaTeNb ¢ UMEHEM
robert. JTns Hero a nobaensio B ¢aiin /etc/sudoers ClieyrOLYIO 3aITHCh:

robert ALL=ALL

Tenepb MoJib30BaTelb robert CMOXeET BBIMOJIHATD C MOMOLIBIO sudo JIKOObIE aAMHHHCTpa-
TOPCKHE 3aa4H. l'[ponepb're 3TO, NOBTOPHB BBIITIOJIHEHHUE KOMAHABI:

sudo cat /etc/shadow

Ha stort pa3 BCE€ JOJDKHO l'lpOﬁTH YCNCIIHO — Ha 3KpaHE NOABHTCA NMPUTIIALICHHC BBECTH
napoJib aAMUHHUCTPATOPA AJId BHITIOJTHEHHA KOMaHBbI.

Ho PaspeUI€CHHUE BBITIOJIHCHUA a0COJIIOTHO BCEX KOMaHJ H€ COOTBETCTBYCT NpHHLHNIAM
MOCTPOCHUA 6e3onacHoit cUCTEMBI. HCOGXOJIHMO BBOJHUTE OIPEACICEHHBIC OIrPpaHHYCHHA.

O6ciryxuBaTh cepBep, KOTOphidH o6pabaThiBaeT eXeAHEBHO MHOXECTBO MOMAKTIOYEHHIA
NoJIb30BaTeNed U Ha KOTOPOM paboTaloT pa3Hble CEPBUCH, B OAMHOUYKY OUYEHb CIIOXKHO.
Yaie B 3TOM y4acTBYeT MHOXKECTBO Jjtofie. OIMH OTBEYaeT 3a caMy CHCTeMy, ApYroi
3aHMMaeTCs TNOAAEpxkKoH BebG-cepBepa, TpeTwil HacTpamBaeT 6Ga3y naHHeix MySQL.
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JlaBaTbh TpeM aaMHHHMCTpaTOpaM MOJHbIE MpaBa HE UMEET CMBICIA — HeoOXoauMo pas-
PELIMTh KKAOMY BBINONHATH TOJNBKO T€ KOMAHIBI, KOTOpEIE TPeOYIOTCA I peanu3alunu
MOCTaBJICHHBIX 33]a4. TakuM 06pa3oM, Hy)KHO YETKO MPOIMHUCHIBATE MpaBa IUIA KOHKPET-
HOTO MOJIb30BaTEN.

robert ALl=/bin/cat /etc/shadow

O6patHTe BHUMaHHE, 4TO i YKa3bIBAIO MOJHBIHA MMyTh K MPOrpaMMe cat (HAMOMHHAIO, €ro
MOJKHO Y3HaThb C TOMOLLBIO KOMAH/B! which), — 3T0 HEOOXOAMMO, HHa4€ BMECTO pe3yJib-
TaTa, MOJy4YEHHOTO MO pa3pelleHHOH KOMaH/IE, NOJIb30BaTeNb robert YBUAUT COODILEHHE
06 owHOKke B KOHGHUTYpaLHH.

JlomycTHM, BBl XOTHTE PacUIMPUTH MPaBa MOJB30BAaTENA H MO3BOJIMTh €MY HE TOJbKO
npocMaTpHUBaTh (aiiln maponeii, Ho # MOHTHpPOBaTh koMnakT-auck (CD-ROM). Jlns sTo-
ro U3MEHAEM CTPOKY, 106aB/IAsA pa3pellieHHe Ha BBIMOTHEHHE KOMaH/Ibl mount:

robert ALl=/bin/cat /etc/shadow, /bin/mount

O6patuTe BHMMaHHWe, YTO B CJIyyae C JOCTYNoM K ¢ailry /etc/shadow Mbl aanu po6po
TOJIBKO Ha €ro NPOCMOTP, ABHO YKa3aB YTHIMTY cat C IapaMeTPOM B BHJIE MyTH K ¢aiiny
€ MaponAMU. 3TO JIOTHYHO, BEAb HET CMBICNIA H3MEHATH €70, KOIIa Uil 3TOTO CYLUECTBYET
KOMaHJa passwd. MOXHO 3a/1aTh NPOCTO pa3pelLleHne Ha BHITIONIHEHHE KOMaH/IbI cat:!

robert ALL=/bin/cat, /bin/mount

Ho B 3ToM Cliyyac noJib30BaTeciib robert cMOXXeT OT HMeHH root npocMartpuBarthb o0ble
c])aﬁnu B CHCTEME, BKJIIOYaA TE€, KOTOPbIC HE JOJDKHBI OBITE €MY BUJHBI.

Jna KoMaHAp! mount MBI He yKa3biBaeM HMYero, kpoMe Hee camoii. TakuMm oGpasom,
MONB30BaTeNb CaM MOJXKET BapbHPOBaTh €€ mapaMerpbl. EcH ABHO yKa3aThb B KayecTBE
aprymenta CD-ROM, To monb3oBaTenb CMOXKET MOHTUPOBATh UMEHHO 3TO YCTPOHCTBO:

robert ALlL=/bin/cat /etc/shadow, /bin/mount /dev/cdrom

B paccMoTpeHHBIX NpMMepax BMECTO MMEHH KOMIBIOTEPA 51 BCETAA NPHMEH: KITIOUEBOE
CITOBO ALL, YTO COOTBETCTBYeT Jt060# MalunHe. TeM He MeHee, TyT JKENaTeNbHO yKa3bl-
BaTh KOHKPETHBIH KOMMBIOTEP, K KOTOPOMY OTHOCHTCS Ta HJIM HHan 3anuck. Yaiue Bcero
3TO JIOKAJIBHEIHN cepBep.

C noMoIlpo YTWINTBI sudo MO>KHO BHITIONHATh KOMaHbI OT JIHLIA Pa3IHYHbIX 10J1b30Ba-
Teneit. i storo ucnone3yercs wnod —u. Hanmpumep, cnemyroias koMaHaa IbITAETCA
npocMoTpeTs (aiin naponeii or MMeHH nonb3osartens flenov:

sudo —u flenov cat /etc/shadow

Ecnu none3zoparens He yka3aH, To nporpaMMa sudo 10 yMOJYaHHIO 3anpalliMBacT naponb
TEKYLUEro nojb3oBarens. 10 He OYEHb YAOOHO, T. K. MPHAETCA COOOIIUTE Napojb aAMH-
HHCTpPaTOpa NOJIb30BATENIO C YHETHOM 3amuckio robert. B Halem cnyuyae noa aAMMHHCT-
paTopoM He MMEETCs B BUIY roOt-N0JIb30BATElNb, 3TO MOXKET OBITh KTO-1M60 ApYroii, KTo
MOXXET BBIMOJHATE KOMaHMy sudo. TIpH 3TOM Tepserca CMBICT B NMOCTPOEHHH TaKoH
CITOXHOM CHCTEeMBI 6e30MacHOCTH — Belb 3Had MapoJib APYTOro Mojib30BaTelNs, Nojb30-
BaTeJlb CMOXET 3aPErMCTPHPORATLECA B CHCTEME KaK aJMHHMCTPATOp M CAENATh BCE, YTO
YTOZIHO.
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XenatenpHo He mepenaBaTb HHKOMY Mapoiie agMHHHCTpaTtopa. Hcnone3syiite napou
IOpYTHX y4YETHBIX 3alHceil, KOTOpbIM paspellieHa pabota ¢ HeoGxoauMBIMH ¢ailiaMK H
nporpaMMamMi. B 3ToM ciyuae npuaerca ykasplBaTh KOHKPETHOE MMs MOJIb30BaTelis,
KOTOpOE Ha3Ha4YW1 aAMUHUCTPATOP 1A BHIMOJIHEHUS KOMaH/bi.

Eme omuH crmoco® coXpaHHTh NapoJib aJMMHHUCTPAaTOpa — Pa3pellMTh MOJIb30BaTENO
BBINOJHATH KOMaHbl 6e3 ayTeHTHdMKaLUMK. J{nsA 3TOro Heo6xoaUMO Mexay 3HAKOM pa-
BEHCTBa H CITMCKOM pa3pelleHHBIX KOMaHA N00aBUTh KJII04EBOE CIOBO NOPASSWD M BOE-
Toune. Hanpumep:

robert ALL-NOPASSWD:/bin/cat /etc/shadow, /bin/mount /dev/cdrom

Teneps npH BHINOJIHEHWH KOMaH/bl sudo MapoJib BOOOILE 3anpamnBaThesi He OyaeT. 3to
He CoBceM 0e30MacHO, €CJIH BBl He yKa3biBaeTe HeoOXOAMMBble KOMaHbl, a JIMLIb KJIK04Ye-
BOE CJIOBO ALL:

robert ALL=NOPASSWD:ALL

U ecnu xakep NOJyYUT JOCTYN K YUETHOMH 3anucH robert, TO CMOXET ¢ NOMOLIBIO KOMaH-
OBl sudo BHIMOJIHATE B CHCTeMe JMoOble koMaHAbl. Eciu e BBl yKa3biBaeTe BO3MOXHBIE
JUPEKTHBEI, TO OMACHOCTh B3JIOMAa CHCTEMBbl YMEHBIUAETCH B 3aBUCHMOCTH OT TOro, Ha-
CKOJIBKO OTIACHBIE KOMaHAbI Bl pa3pelliacTe BIMOJHATH MOJIb30BaTeNo robert, U B Kakoi
Mepe 3allMIlleHa 3Ta y4yeTHas 3aluch (UIMHA U CJIOXXHOCTb Maposs, NMPWIEKHOCTh Bla-
JIeNbLia M T. 11.).

C noMoWBIO YTHINTBI sudo MOJKHO NMPEAOCTaBHTE JOCTYI U1t KOPPEKTUPOBKH (haiinos; HO
A HUKOTAa He JeerMpyl0 BO3MOXXHOCTh KOPPEKTHPOBKH KOHQMIypauLMOHHBIX (aiinos
C MOMOILBIO PENAKTOPOB. '

K noTteHLHaIbHO OMacHbBIM KOMaHAaM, KOTOPBIE HEXCEJIATENbHO NMPCAOCTABJIATL A/ BbI-
MOJIHEHH C MpaBaMH root IPyruM noJib30BaTesigaM, OTHOCATCS:

O penakTHpoBaHHe (ailioB — MO3BOJAET 3JOYMBILUIEHHHKY H3MEHHTBb N1000H KOHOH-
rypaiMoHHbIi daiin, a He TOT, YTO BbI 3a7aH;

O chmod — AaeT BO3MOXHOCTh XaKepy MOHHM3UTH MpaBa JOCTYNMa Ha KOHGMIYpaLHOH-
HbIi aiin U mocne 3TOro peAaKTHPOBaTh €ro JaxKe C NpaBaMHu rocTH;

O useradd — pobaBnser yderHble 3anmucH. Ecnn xakep cozpact mosws3osarens ¢ ID,
PaBHBIM HYJIIO, TO OH TMOJIyYHT MOJIHBIE NIPaBa B CHCTEME;

O mount — MO3BOJIAET MOHTUPOBaTh ycTpokcTaa. [IponuchiBaiiTe B KOHGHIYpalMOHHOM
daiine KOHKpPEeTHbIE YCTPO#CTBa M AOBepAiiTe 3Ty KOMaHAY TOJBKO MPOBEPEHHBIM
nons3oparessM. Ecin xakep CMOHTHpYeET yCTPOHCTBO CO CBOMMH NPOrpamMMaMH, Ko-
Topble OyayT conepxxars SUID-6MTBI WM TPOSHCKHE MPOrpaMMBI, TO OH CMOXKET MO-
JYYHTh B CBOE PacroOpIKEHHE BCIO CHCTEMY;

O chgrp B chown — CaHKLIHOHHPYIOT CMeHy Biajenbua ¢aiina win rpynnel. M3Menns
Brajienblia (aitna naponei Ha cebs, Xakep CMOXET JIETKO €ro MpOYMTaTh WIIH JaXKe
HU3MEHHTH.

Bepcun sudo ot 1.5.7 no 1.6.5.p2 coaepxany oMOKy BbIAEIEHHUA MaMATH. Xakep MOr
BOCIOJIb30BaThCA 3THM I BBINOJHEHHMA aTaKH TIEpenoiHeHus cTeka. [IpoBepbTe Bauly
BEPCHIO, BBI3BAB KOMAHAY sudo ¢ KIIOUOM -V. Eciii BB sIBIs€TECH AAMHHUCTPATOPOM, TO
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YBHAMTE Ha 3KpaHe NnoApoOHY0 MHGOPMALHMIO O MporpaMme, BpoAe MpUBENEHHOH B JIHC-
THHTrE 4.3.

TNinctunr 4.3. Uncbopmauusi 0 nporpamme sudo

Sudo version 1.6.5p2

Authentication methods: 'pam'
Syslog facility if syslog is being used for logging: authpriv
Syslog priority to use when user authenticates successfully: notice
Syslog priority to use when user authenticates unsuccessfully: alert
Ignore '.' in $PATH
Send mail if the user is not in sudoers
Use a separate timestamp for each user/tty combo
Lecture user the first time they run sudo
Require users to authenticate by default
Root may run sudo
Allow some information gathering to give useful error messages
Visudo will honor the EDITOR environment variable
Set the LOGNAME and USER environment variables
Length at which to wrap log file lines (0 for no wrap): 80
Authentication timestamp timeout: 5 minutes
Password prompt timeout: 5 minutes
Number of tries to enter a password: 3
Umask to use or 0777 to use user's: 022
Path to mail program: /usr/sbin/sendmail
Flags for mail program: -t
Address to send mail to: root
Subject line for mail messages: *** SECURITY information for %h ***
Incorrect password message: Sorry, try again.
Path to authentication timestamp dir: /var/run/sudo
Default password prompt: Password:
Default user to run commands as: root
Path to the editor for use by visudo: /bin/vi
Environment variables to check for sanity:
LANGUAGE
LANG
Lc_*
Environment variables to remove:
BASH_ENV
ENV
TERMCAP

When to require a password for 'list' pseudocommand: any
When to require a password for 'verify' pseudocommand: all
Local IP address and netmask pairs:

192.168.77.1 / Oxffffff00
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Default table of environment variables to clear
BASH_ENV
ENV
TERMCAP

Default table of environment variables to sanity check
LANGUAGE
LANG
LC_*

51 He CTan MPUBOAMTE PE3YJNILTAT BHIMOMHEHHS KOMaHBI MOJMHOCTBIO, HO OCHOBHYIO HH-
dopmaLmio 37€Ch MOXKHO yBMAETh. BHauane Ham coofIaeTcs BepcHs MporpamMel
sudo — B HallleM Cllyyae 37O 1.6.5.p2. Hanbonee MHTEpeCHBIMH B 5TOM JIMCTHHI'E SBJISA-
I0TCA ClIEAYIOIIHE TPH CTPOKH:

Authentication timestamp timeout: 5 minutes
Password prompt timeout: 5 minutes
Number of tries to enter a password: 3

B nepaoﬁ CTPOKE YKa3bIBA€TCsA BPEMSA COXPAHEHHSA MAaponid B KILIE. B Hamem cliy4yae 3T1o
5 MHHYT. Ecnu nons3oBateNib B Te4EHHE 3TOTO BPCMCHH CHOBA BBLINOJIHUT KOMAaHAY sudo,
TO MOBTOPHO aYTeHTH(l)HKauP]ﬂ NpOBOANTHLCA HE 6y11e'r

Cnemyiowas cTpoka yka3biBaeT BpeMs O)KHIaHHMA BBOJAA Mapoiis, a MOCHeAHAS — KOJNH-
4€CTBO IOMBITOK €ro 3aaark. Ecnu 3a 3TOT mepHoa BepHbIN naponb He Oynder ykasaH,
paboTa nporpaMmbl npepBeTcs.
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AAMUHUCTPUpOBaHUE

B 37001 rnaBe MbI paccMOTpHM BOIIPOCHI, ¢ KOTOPBIMH aJMMHHMCTpaTopsl Linux-cuctem
€)XKEIHEBHO CTAIKHBalOTCA B cBoel pabore. Ham mpeacTouT no3HaKOMHTBECA CO MHOJXe-
CTBOM KOMaHA Linux, Hay4YHMTbCA MX KCNONB30BaTh M y3HATh HEMAIO MOJIE3HOrO O CHC-
TEMe.

Ho u3yyeHueM KoMaHI Mbl HE€ OrpaHHYMMCH, TIOTOMY YTO MHaue KHMra HpeBpaTHTCA
B niepeBo] pykoBozacTBa no Linux. UToOwl 3TOro He ciIydniiocs, i mocrapaics nogobpars
FOTOBHLIE pPEUIEHHs 3afay, KOTOpble MHE CaMOMY MPHXOAMTCA BBIMONHATL B IOBCEJHEB-
HOM 'kH3HHU. S MOHHMaIO, YTO BCe OOBATEL B OHOI KHUTe HE MOIYYMTCH, HO HAEIOCh, YTO
MaTepHanbl 3TOH IN1aBbl MOMOTYT BaM HafiTH OTBETHI HA MHOTHE BOMPOCH M W30aBUThCA
XOTA OBI OT YacTH MpobJieM.

5.1. TlonesHsre KOMaHAbLI
ANA ceTeBbIX CoeaAUHeHU

Jlns Hayana no3HaKOMHMCS C HEKOTOPHIMH MPOrpaMMaMH M KOMaHIaMH, KOTOpbI€ MO-
3BOJIAT BaM YNPOCTHTH aJMHHUCTPUPOBaHHE U cAeNaTh ero 3ddexTusHee. U HauHeM Mbl
€ KOMaH/1, HeOOXOQUMBIX JUIA MOHMMaHHA MOC/EAYIOLEro MaTepHana.

S Tonbko omHaxabl paboTa YMCTO CHCTEMHBIM aJIMMHHCTPaTOpOM, a BCE OCTaIbHOE
BpeMs 3aHMMAIOCh NPOrpaMMHPOBaHHEM, M OYeHb YaCTO MHE NMPUXOIUTCS MOANEP>KHBATh
n caitel. Koraa s 3aHumancs paspaGoTkoii caiftoB Sony, To B ciydae npoGneM Bce
6ekanH KO MHE, a He K aIMUHHCTPAaTopaM, NMOTOMY YTO S MOTY JMArHOCTHPOBATH IpO-
OneMy He TOJILKO € TOYKH 3peHHsi aAMMHUCTPATOPa, HO M NIPOrPAMMHCTA.

M xorpa 4To-TO NPOMCXOAMT C CEPBEPOM, TO OYEHb HACTO NPUXOAMTCA NMPOBEPATH Nep-
BbIM JIEJIOM CETEBOE COEJMHEHHE: HET JIM NMpobJieM CBA3H C CEpBEpaMM IPHIIOKEHHH,
J0CTynHa M 6a3a gaHHbIX M T. 1. KoManapl paGoThl ¢ ceThio, HaBepHOE, caMbie MOITy-
NApHbIE.
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5.1.1. ping

OpHa M3 4acTO HCNONB3YeMBIX aIMHHHCTPaTOpaMH KOMaHA — ping. OHa MocChbLIaeT
ICMP-nakeTsl B BHIE 3X0-3aMPOCOB Ha YKa3aHHYIO CHCTEMY AJIA ONpEAEIEHUSA MPOITYCK-
Hoi cnocobHocTy cetH. O TakMX 3aMpocax MBI yXKe FOBOPWIH, KOTa paccMaTpHUBalIu
ceTeBoii akpaH (cM. paszo. 4.10).

HanpﬂMep, BBIMTOJIHUTE KOMAHOY. ping 195.18.1.41, 1 B OTBET BbI IOJYUYHTE anbopma-
L0 [IPUMEPHO TaKOro Bpaa:

PING 195.18.1.41 (195.18.1.41) from 195.18.1.41 : 56(84) bytes of data.
64 bytes from 195.18.1.41: icmp seg=1 ttl=64 time=0.102 ms

64 bytes from 195.18.1.41: icmp_seg=2 ttl=64 time=0.094 ms

64 bytes from 195.18.1.41: icmp_seq=3 ttl=64 time=0.094 ms

64 bytes from 195.18.1.41: icmp seq=4 ttl=64 time=0.095 ms

--- 195.18.1.41 ping statistics ---

4 packets transmitted, 4 received, 0% loss, time 3013ms

rtt min/avg/max/mdev = 0.094/0.096/0.102/0.007 ms

B 3710it komange IP-anpec MoxxHO 3aMeHHTH MOObIM aapecoM B Baiueii cetd win B MH-
TepHETE, HaNpUMEp:

ping microsoft.com

I[TepBas cTpoka — uHbOpPMaLHOHHas, B Heil oToOpaxaercs IP-angpec kommnbloTepa, ¢ Ko-
TOpbIM OyaeT MmpoucxoauTbh o6MeH COOOIEeHUAMH (€CIH BBl YKa3ald CHMBOJIBHOE MMs
XOCTa, TO MPOCTON KOMaHIOM ping MOXKHO y3HaTh ero IP-aapec). B koHue cTpoku ykaszan
pa3Mep NaKeTOB JAHHLIX, KOTOpbIE 6YAyT OTNPaBIATHCA.

CJ'IeJlOM Ha 3KpaHC€ HAYHYT NOABJIATHCSA CTPOKH BHAA:
64 bytes from 195.18.1.41: icmp seg=1 ttl=64 time=0.102 ms

Orcroaa MbI y3HaeM, 4to ¢ aapeca 195.18.1.41 6vi10 nonmyyero 64 Gaiira. ITocae aqsoeto-
4Hs OTOOpaKaOTCA CEIYIOLUE MapaMeTphbl:

O icmp_seq — HOMep MaKeTa. ITO 3HaYEHHE JOJDKHO MOC/IEOBATENBHO YBEIMYHBATLCS
Ha eauHuLyy. Ecin kakoii-mu6o HOMep OTCYTCTBYET, TO 3TO O3HAYAET, YTO MAKET IOTe-
psanca B MiHTepHeTe M He Aoluen [0 aapecara, WIH OTBET HE BEPHYJICA K BaM. DTO Mo-
JKET NPOUCXOIUTH M3-3a HEYCTOMYMBOH paboThl 060pYIOBaHUA, TUIOXOrO KaGeIbHOroO
COEIVHEHHUA WIH B ClTy4ae, KOTJa OJHH U3 MapLIPyTH3aTOPOB B CETH MEXTY KOMITBIO-
TepaMH BeIOpaT HENPaBUIIBHEBIH ITyTh, H MAKET HE JOCTUT MECTAa HA3HAYEHHS,

O ttl— Bpems xu3HU naketa. [Ipu oTnpaske makera eMy OTBOOUTCA OMpPENEIEHHOE
BpeMs JKM3HHM, KOTOpoe 3ajaercd LenbiM 4ucioM. [lo yMomyaHuio B GONBILUMHCTBE
BEPCHif ttl paBeH 64, HO 3TO 3HaYEHHE MOXKET ObITh H3MeHeHo. Kaxabrit MapiupyTu-
3aTOp NpH Nepeaaye NakeTa yMeHbIIAeT 3HaueHHe ttl Ha eauHuLyy. Korma oHo cra-
HOBHMTCA PaBHBIM HYJIFO, NAaKeT CYUTaeTcs 3a0MyAMBIIAMCA M YHHYTOXaeTca. Takum
o6pa3om, no 3ToMy 3Ha4E€HHIO MOXKHO MPHOIH3UTEIIHHO CKa3aTh, CKOJNIBKO MapLIPYTH-
3aTOPOB BCTPETHIIOCH Ha MYTH;

O time — BpeMs, 3aTpaueHHOE Ha OXuaaHue oreeta. [Io 3TOMYy mapamerpy MOXHO
CYIHTh O CKOPOCTH CBfI3H M €€ CTa0WIBHOCTH, €C/IM 3HAYEHHE MapaMeTpa He CIILHO
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H3MeHsAeTca OT makeTa k nakery. Ho yuuthiBaiite, 4yTO Bpems, 3aTpauyeHHOE Ha OT-
MpaBKy M MOJyYEHHE NEPBOro MaKeTa, MOYTH BCETAa Bhillie, 0COOEHHO MPH YKa3aHHH
MeHH, a He [P. D10 cBA3aHo c 3atparamu Ha mouck B 6aze DNS. Bce octanbHbie
NaKeTsl AOJDKHBI UATH PABHOMEPHO.

Ecnu oTBeT Ha Kakoi-HMOY b 3anpoc He ObuT MONyYeH, TO Bbl YBHANTE COOOLIEHHE O €ro
norepe. Jloxaurech, Noka nporpaMMa He otnpaBuT 7—10 nakeros, 4ToObI MO MX NapaMeT-
PaM OLIEHHTh KAYECTBO CBA3M, M0CIIE YEr0 MOXKHO MPepBaTh CEaHC HAXKATHEM KOMOHHaLIMH
knasum <Ctrl>+<C>. B pesynbraTe Bbl YBUAMTE KpaTKylO CTaTHCTHKY o6MeHa coobuue-
HUSAMH: KOJIMYECTBO OTIIPABJIEHHBIX, MOTYYEHHBIX U NOTEPAHHAIX TaKETOB, a TaKke MUHH-
MaJTbHOE, CpeiHee U MaKCHMaJIbHOE BpeMs 0O6MeHa nakeTaMu.

BoT ocHOBHEIE rapaMeTpbl, KOTOPbIE MOKHO UCNOJIb30BaTh B KOMaHIE ping:

0O -c n— 3aBepuieHue paboThl Mocie oTnpasku (M npuema) n nakeros. Hanpumep, Bbl
XOTHUTE TIOC/aTh MATH 3aMpoCcoB, TOrAa KOMaHaa Gy/eT BHIMIAAETh CleAyIomHM obpa-
30M:

ping -c¢ 5 195.10.14.18

0 -f— dopcupoBanHan nepenada. Hanpumep, Bam HyxHo ObicTpo otnpasuthk 50 3a-
MpocoB, Toraa koMaHaa Gy/ieT BRIFAAETD Tak:

ping -f —c 50 195.10.14.18

HMeiiTe npu 3TOM B BHAY, YTO KJIIOY -f B COYETAHHUH C OO/BLIMM KOJHYECTBOM NaKe-
TOB 3HAYMTEJBHOrO pa3Mepa MOXKET CHILHO 3arpy3HTh CEThb M KOMIIBIOTEP MOJyyare-
715, a B HEKOTOPBIX CHCTEMaX Jae MMPMBECTH K BPeMEHHOMY OTKa3ly OT obciTyxuBa-
HUs;

O -s n— pasmep nakera. HanpuMep, eclid Bbl XOTHTE OTIpPaBHTh TMAaKeT pa3MepoM
B 1000 GaiiToB, KOMaH/a IOJKHA BBITTIAACTD TakK:

ping -s 1000 195.10.14.18

B Hekotopbix crapsix Bepcusax OC OGbutd OWIMOKM, M NPH MOJYyYEHHH CIHIUKOM
60MBUIOro MakeTa CHCTEMa 3aBHcana. B HacToslee BpeMs NOTPEILIHOCTH TaKOro pojaa
OTCYTCTBYIOT, U BCTPETHTb MOA06HYI0 cHCcTeMy B HTEepHeTe CIIOXKHO.

Or1o Haubosee 4YacTO MCMOJb3yeMbie NapaMeTphbl. J[OMONHUTENBHYIO HHGOOPMALHIO MO
KOMaHJ1€ MOXXHO MOJTy4YHTh B CIPABOYHOM CHCTEME, BBINOJHHB KOMaHIy: man ping.

BHUMAHHKE!

He xaxbiit cepeep OT3bIBAETCA Ha 3X0-3aNPOChl. B HEKOTOPBIX CMCTEMax CeTeBOW JKpaH
MOXeT GbiTh HacTpoeH Tak, 4Tobkl He nponyckaTb ICMP-Tpachuk, u Toraa oteeTa He Gyaer,
XOTA peanbHo ceppep paboTaeT B HOPManbHOM peXvume W NakeTbl APYroro Tuna MoxeT
BOCNpUMHUMATL 6e3 npobnem.

5.1.2. netstat

Dta KOMaHAa NMoKa3bIBaeT TeKyLHEe NOAKIIOYEHHS K KOMNbIOTEpY. Pe3ynbTar ee BhInos-
HEHUS UMeeT NPUMEPHO CJIeAYIOIUH BU:

Active Internet connections (w/o servers)
Proto Recv-Q Send-Q Local Address Foreign Address State
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tcp 0 0 FlenovM:ftp 192.168.77.10:3962 ESTABLISHED
tcp 0 0 FlenovM:ftp-data 192.168.77.10:3964 TIME WAIT

Hudopmauus npencrasieHa B Buae Tabnuusl. JlaBaiite pacCMOTPHM €€ KOJIOHKH:

O Proto-— 6a3oBbIif IPOTOKOII, KOTOpblﬁ UCNOJIB30BAJICA 1A coeanHeHus. Yalne Bcero
30€Ch MOXKHO BHACTDh unix HIH tcp;

O Recv-Q — KonHYeCTBO OalTOB, HE CKOMUPOBaHHBIX MOJIB3OBATENBCKOM MPOrpaMMoii
U3 oyepenu;

O send-Q — konuyecTBo 6alTOB B OUEPEaH Ha OTNPABKY yJAIEHHOMY KOMIIBIOTEPY;

O Local Address — JIOKalbHbIH afpec ¢opMaTa xomnsiorep:nopr. B kauecTBe nopra
MOXXET HCTIONB30BaThCA Kak CHMBOJILHOE MM, TaK M 4Kcho. B npuBeaeHHOM npumMepe
B NIEpBOY CTPOKE NOKa3aH MopT ftp, YTO COOTBETCTBYET HHchy 21;

O Foreign Address — yZajeHHbI aapec B cbopmaTe IP:noprT;
O state — COCTOSIHUE COESOUHEHUS.

VY 3TOH KOMaHABl MHOXECTBO JOMOJHHUTENBHBIX MapaMeTPOB, M MOJHOE WX OMMCaHHMe
MOXHO YBUAETH B daiiie cnpaBky, HabpaB KOMaHy: man netstat.

B ciryyae HenpeABHAEHHON CHTyallMM U NMOAO3PEHHS HA NPOHUKHOBEHHE B CUCTEMY H3-
BHE, BHl C MOMOILIBIO 3TOM KOMaHIbl CMOXETE ONpPENEINHTh, Yepe3 KakoH cepBHC Mpo-
M30LILI0 BTOPXKEHHE, H YTO XaKep B TEKYLIMA MOMEHT MOXeET Mcnob3oBaTh. Hanpumep,
€CIM 3710yMBlLIIEHHHK npobpancs yepe3 FTP, To oH, ckopee Bcero, pabotaer ¢ daiinamu
M MOXET 3aKauMBaTk CBOM MPOrpaMMEI JUIA JajbHEHIIEro B3IOMa WIM yJAIATh CHCTEM-
Hble (aitnbl (3T0 3aBUCHT OT NMpaB AOCTYIIA).

5.1.3. telnet

MouHocTs Linux M ee TEKCTOBOMH KOHCOJH 3aKIIOUYAETCH B TOM, YTO Bbl MO)XCTE BBIIOJI-
HATH BCE AEHCTBHUA HE TOJILKO CHIA HETOCPEACTBCHHO 3a TEPMHHAJIOM, HO H YIAJIEHHO, 32
TBICAYH KHIIOMETPOB. Hy)KHO JMIOb TIOAK/TIOYHTBCA K KOMMBIOTEPY Ha MOPT Telnet-
CepBE€pa C NOMOILBIO Telnet-lmneHTa, H MOXHO CHHUTaTh, YTO Bbl B CHCTEME, H K BalllUM
ycjiyraM MOLIHOCTH l'lpOPl3BOJ.IPITCIIbHOﬁ TEXHHUKH, KOTOpaa MOXET OBITH HEAoCTymnmHa J0-
MAalIHEMY IOJIB30BATEMIO.

B Windows oyeHp Majio yTHIIMT, CHOCOOHBIX paboTaTe B KOMaHIHOM CTPOKE, MO3TOMY
B atoii OC HeoOxoauMM H 1IMpPOKO Hcnonb3yetrca rpaduueckuii pexxum. Jla u cama
KoMaHzHas cTpoka B Windows crana 6onee win MeHee MpOABHHYTOH COBCEM HENAaBHO
(c nossnennem PowerShell). Jina pewmenus stoit npobnemsl 6611 co3naH TEPMUHATILHBIH
JIOCTYTI, KOTOPBIH MO3BONAET HA KIIMEHTCKOA MallliHe BHOETh 9KpaH cepBepa U paborats
C HHM TaK, Kak O6yaTO BBl CHOWTE HEMOCPEACTBEHHO Nepea HUM. Ho 3ToT MeToa oTHHMMa-
€T CIIMIIKOM MHOTO Tpaduka U oueHb Hey100eH Ha MEUICHHBIX KaHalaX CBA3M.

Komananas crpoka Linux mo cpaBHEHHMIO C rpadMYecKMM pEXHMOM TMPAKTHUECKH
He pacxoxyer Tpaduk ¥ MOXeT npuemieMo paboTaTe Aaxke MO CaMbiM MEJIEHHBIM Ka-
HaJlaM — Hanpumep, no coeguHeHHAM GPRS coroBoro tenedona wiM ¢ momauiHero
MoJeMa, Fie CKOPOCTh JOCTATOYHO Mara.
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Kak BbI yxce noHsuH, nporpamMMHoe obecneuenne Telnet cocTOMT M3 cepBepHOi H KIH-
eHTckoi yacteil. [1pu 3amycke Telnet-cepBepa oTkpriBaeTcs Nopr 23, k KOTOPOMY MOXHO
NOAK/IIOYUTBCA C KIHEHTCKOrO KOMIBIOTEPA M BBINOJHATH JIIOOBIE KOMaHABI, KOTOpPbIE
NO3BONAET yJalleHHbIH cepBep.

Ho 3710 eme He Bce — ¢ noMowupto Telnet-kineHTa MOXHO MOACOSANHATLECA M K TO6OMY
CEepBHCY, MPOTOKOJ KOTOPOTO ABJIAETCA TEKCTOBBIM (T. €. KOMaHbl YUTAEMBI U MPEACTAB-
a0t coboit TekcT). Hanmpumep, MOXHO MOAKTIOYHTECA Ha MOPT 25 U MPAMO U3 KOMaHJ-
HoH cTpokH oTnpaBuTh E-mail-coobuenue, mogasas komanasi SMTP-cepBepa.

Ecnu y Bac ecTh ycraHoBneHHbi#i FTP-cepBep, To yxe ceiiuac Bbl MOXKETE BBINIOJHHTH
KOMaHmy:
telnet localhost 21

Ileperiii mapaMeTp 3m€ck — 3TO localhost, MOTOMY YTO A MOApPa3yMeBalo, YTO BB MOJ-
Kirodaetech Kk JokansHoMy FTP-cepBepy. Eciu BeI XoTHTE paboTaTh ¢ yAaJIEeHHEIM KOM-
MBIOTEPOM, TO YKaKHUTE €ro ajzpec. B kayecTse BToporo rnapamerpa yKa3blBaeTcss HOMEp
nopta. Cepsep FTP npuHuMaet ynpasnstoluye koMaHabl Ha MOpTy 21, mo3ToMy f ykasai
3TO YHCJIO.

S pexoMenayro npuMeHATs Telnet-IIMEHT TOIBKO VI OTVIaAKH Pa3IMYHBIX CEPBHCOB, HO
HE U YNpaBlieHHA peasibHbIM KoMibioTepoM. IloaToMy Ha Bcex «60eBBIX» ceppepax
otmouaiite cepeep Telnet. On HeGe3omaceH, moroMy uto aaHHble npu Telnet-
yNpaBieHUH MepefaloTCs B OTKPBITOM BHIE M MOryT ObITH nepexBaueHbl. Bee nomnerrku
caenath Telnet 3amMIeHHBIM 3aKaHYMBAIHMCH HEYAYHO M HE MPUBOMMIH K HKEJIAEMOMY
pe3ynbtaty. OnMH M3 OTHOCHTENBHO Ge30MacHBIX BapHAHTOB Mcnonb3oBaHHA Telnet —
3TO NoAKoYeHHe Yepes kaHan mu¢poaHus OpenSSL (ot Secure Socket Layer, npoto-
KON 3alU{INEHHBIX cOokeToB). Ho HauboMNbLIYI0 MOMyJMPHOCTh MOJNYYWIO YTIpaBIEHHE
cepepoM 4epe3 npotokon SSH (OpenSSH, Open Secure Shell), kotopsiii Mel paccMoOT-
pP¥IM 1o3xe, B pazo. 5.3.

Takum o6paszom, Telnet-knueHT B cucteMe Heobxoaum, a Telnet-cepeep, eciin oH y Bac
YCTaHOBJIEH, ClIEYET CPOYHO YIATNTh U 3a0bITh Kak CTPALIHBIA COH.

Ecnu BBl Bee jke peluin ucnons3oBath Telnet-cepBep, To 3T0 HEOOXOHMO A€NaTh TOMb-
KO 4epe3 NPOTOKOI s Ge30MacHOi CBA3M MO CETH C NPUMEHEHHEM OTKPBITBIX H CEKpeET-
HBIX KoYeit (cM. pa3o. 5.2). Toraa Bech Tpaduk Oyner mmppoBaThes.

Ecnu y Bac ycraHorneH Telnet-ceppep, To nonpobyfite ceifyac NOAKIIOYHTECA K HEMY,
MCIONB3Ys KOMaHAy: telnet localhost. Eciu cepBep 3amylueH, M MOMKTIOYEHHE pa3pe-
LICHO CETEBBIM YKPAHOM, TO NIEpPE] BAMH MOABATCSA COOOIIEHUA IPHMEPHO TAKOTO BHJA:

Trying 127.0.0.1
Connected to localhost
Escape character is '~]°'.

ASPLinux release 7.3 (Vostok)
Kernel 2.4.18-15asp on an i686
Login:
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OueHb U10X0, YTO Mbl BUAMM NMOAPoOHYI0 HHpopMaLmio o AMcTpHOyTHBE H aape. U Bce
9TO CTAHOBMTCA M3BECTHBIM €Il IO perucrpauvu mnobomy moceruremo. Ecnu xakep
YBHIHNT OTKPBITBIH MOpPT 23, TO €My yke HE Halo OyNeT MyUHThCA iA BBIACHEHHS, Kakas
y Bac OC u Bepcus sapa, — KOCTaTOYHO NoAwrounThes k Telnet, n npoGnema peluena.

Wanuunss 6ontnueocts Telnet — Gonbluas qeipa, ¢ koTopoil Hano 60poThCA B MEPBYIO
oyepenb. IIpuBeTCTBHE, KOTOpPOE BBl MOXETE BHUAETH MPH MOAIIIOHEHWH, HAXOAWUTCA
B aiinax: /etciissue U /etcfissue.net. U3mMeHUTE TeKCT cOOOLLEHHA, HANIPUMEP, CIIERAYIOLLMM
oGpazom:

echo TekcTt > /etc/issue
echo Tekct > /etc/issue.net

3aeck Texct — 3TO HOBOE MPUBETCTBHE. MOXHO NMPONKCATh M JIOKHYIO BEPCHIO AApa:

echo Debian Linux > /etc/issue
echo Kernel 2.4.4 on an 1686 > /etc/issue.net

He oymaro, 4To Tak MOXKHO KOTO-TO CHJIBHO 3aIyTaTh, H Ha pealbHyl0 6€30MacHOCTh Mo-
100HBINA 0OOMaH He BIIMSAET, MOTOMY OOJBIIHHCTBO CIIELMATUCTOB MPOCTO PEKOMEHIYIOT
He NOKa3bIBaTh JMiLHero o ceoeit OC.

[Mpobnema B TOM, YTO mOc/e Mepe3arpy3ku cojepxuMoe ¢aiioB BOCCTAHOBHMTCA, W
Telnet B mpUBETCTBMH CHOBa MOKaXXeT BCKO MHpopMaimio o cucteMe. Utobbl 3TOrO He
NPOM3OLLIO, MOCJE H3MEHEHUS TEKCTa TPHUBETCTBHA MOXHO YCTAHOBUTL Ha (hailibl
C MPUBETCTBHEM aTPUOYT +i, KOTOPBIi 3anpellaeT Jo0bie U3MEHEHHA:

chattr +i /etc/issue
chattr +i /etc/issue.net

Ho rnaeHas npo6nema Telnet — He GonTaHBOCTB, a OTCYTCTBHE O6€30MacHOCTH. Y THIHTA
nepenaeT Bce KOMaHObl B OTKpPHITOM Bune, Oe3 mmdporaHus. Ecnu xakepy ynmactes
KaK1M-TH60 06pa3oM nepexBaTHUTh BalLlHM NAKEThI, TO OH CMOXKET YBHIETEH HE TOJBKO BbI-
NIOJIHAEMbIE BAMU KOMaH/Ibl, HO ¥ MAPOJIM AOCTyNa.

5.1.4. r-xomanaur

B Linux ecTb Tak Ha3biBaeMble r-KOMaHJBI: rlogin, rsh, rcp, rsync, rdist. Mbl He GyaeM
WX paccMaTpUBaTh, IOTOMY YTO BCE OHH co34aroT Gomnbiuue mpobieMsl B 6e30MacHOCTH.
Ecnu Telnet-knueHT moneseH AMA TECTHPOBAHHS CEPBHCOB, TO 3TH KOMaHABI 1 BIUTIOUWI
B 0030p TOJIBKO IJIA TOro, 4TOOBI BB YJATMIM UX U3 CHCTEMBI, HCKJTIOYHB TEM CaMbIM
co6na3H HX MCIIOJIL30BaTh H BO3MOXKHOCTE MX MPUMEHEHHS XaKEPOM.

Bce r-komanapl YCTapejin H H66630ﬂaCHbl, NOTOMY YTO IO3BOJIAIOT INOAKIIOYAThCA
K CHCTCMC YIAJICHHO H NMPH 3TOM NEepe€aaloT JaHHbIC Oe3 mn(bponanuﬂ.

5.2. WupposaHue

Bo BpemeHa poxcieHns MHTepHeTa M nepBbIX CETEBBIX MPOTOKOJOB €lli€ He 3aXyMbIBa-
nMck o 6esomacHocTH. O Helt CTalM AymaTh TOJBKO TOTAa, KOTAa HAYaIH NMPOHCXOAMTh
peasibHbIe B3JIOMBI W LIEJbi€ BHPYCHBIE NMHAEMHUH. OTHMM M3 caMbIX GONBLIMX YTy LIEeHHIH
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6bUIO TO, YTO B GOJIBLIMHCTBE MPOTOKOJIOB AAHHEBIE 1O CETH MEPEAOTCA B OTKPBITOM
BHJIE, a CETEBOE 000pYAOBaHAE NO3BOJIAET MPOCIYIIMBATE CETEBON TPadHK.

B nokanbHoii cetu ecth cBOM 0coGeHHOCTH. CoeMHEHNS MOTYT OCYIIECTBIATHCA pas-
JMYHEIMH crocobaMu. OT BHIOPaHHOTO THUMA TOMOJIOTMH CETH 3aBHCHT WCIMOJb3yeMbli
BH] Kabens, pa3beM M NpuMeHseMoe o6opyaoBanute. Tak, MpH NOMKITIOYEHHH MO KOAKCH-
aIbHOMY Kabento coeqrHeHWe MOXKET OCYLUECTBAATHCA MO ABYM CXEMaM: MIIM BCE KOM-
NbIOTEPbl OOBEOUHAIOTCA HAMPAMYIO B OAHY OOLIYIO IIMHY, WIM OHH COEJUHAIOTCS
B KOJIbLIO, KOTAa KpalHHE KOMITBIOTEPH] TOXKE COeMHEHBI Mex Ay cob0ii (pa3HOBUAHOCTh
nepsoro BapuaHTa). IIpu Wcmons3oBaHUM oOuwieil wWMHBI (puc. 5.1) Bce KOMITBIOTEPHI
MOJIK/IIOYEHDI NOCNEN0BATENBHO, H MOCHLIaeMblii MaKeT NPUXOJUT KO BCEM KOMIIbIOTEpaM
CeTH, a YCTaHOBJIEHHbIE Ha HHUX CETEBbIC KapThl MPOBEPSIOT aJpecaTa: €c/ii MakeT Ha-
NpaBJIeH HM, TO MPHHATH, HHaYe — MPOITYyCTHTb.

Puc. 5.1. Cxema coeguHenvs komnblotepos «O6wian wuHa»

Komneiotep o6pabaTbiBaeT To/IbKO CBOH MAaKeThl, HO CETeBas KapTa MOXeT BUAETH abco-
JIIOTHO BCE, 4TO yepe3 Hee NpoXoauT. U npH xeaHUH, BOCHONB30BaBIINCh YTWINTOM AJ1A
NpoCITylIMBaHUA Tpaduka (cHHGPepoM), MOKHO MPOCMOTPETH BCe AaHHbIE, MPOXOAALIHeE
MHMO CETEBOH KapThl, AaKe €C/IM OHM MpefHa3HauYeHbl He BaM. A Tak Kak GONBLIMHCTBO
[IPOTOKOJIOB MPOIMYCKalOT MakKeThl B OTKPHITOM BUAE, TO JIIOOOH Xakep MOXET Mpociy-
LIATh CETh H BbIABUTH KOHHICHUHATbHYIO HHPOpMaLHIO, B TOM YKC/e U MapoNu JOCTY-
na. CoeAMHEHNE MO KOAKCHATLHOMY Kabesllo BCTpeyaeTcs BCE PEXe, H €CIM NMOoAoOHbIi
kabeJsb M HCMoNb3yeTCA, TO MOAKIIOYAETCA OH K CTeLHaNbHOMY MOJEMY, a HE K CETEBOI
Kapre.

CxeMa noaximoyeHHs B oOLYI0 LIMHY He BHyliaerT noBepus. IIpm BbIxoze w3 ctpos
OJHOTO M3 KOMIMBIOTEPOB MOXKET HapyLIMThcA paboTa Bceit ceTH. 3aMbIkaHME B KOJBLIO
OTHacCTH CHHMAET BOMpPOCHI HaZIEXKHOCTH, HO He peLlaeT npobieMbl CKOPOCTH M Heyao6-
CTBa MOCTPOEHHA, 0OCTY)KUBAHHUSA U HCTIONIb30BaHHA TAKOH CETH.

[Tpu o6beaMHEHHH KOMIIBIOTEPOB Yepe3 LeHTpalbHOe ycTpoiicTBo: Xab (hub) win kom-
MyTaTop (switch) — ucrone3yercsi Tonojorua «3ee3ga» (puc. 5.2). B sTom ciryyae kom-
NBIOTEPBI C MOMOLIBIO Kabens «BUTas Mapa» Moiy4aloT oaHy oburyro Touky. Takas cxema
HaJexHee U nossonseT pabotaTh Ha ckopocTh B 100 MOuT/c u 6onee.

Ecnu B uenTpe cetr crout xab (MpocToe M AellieBoe YCTPONCTBO), TO BCE MaKeThl, NPH-
WIeLIHE C OIHOTO KOMITBIOTEPA, KOMHPYIOTCS Ha BCE Y3JIbl, MOAKIIOYEHHBIE K 3TOMY Xa-
6y. Takum obpa3oM, MoOGOH KOMIBIOTEP TOXKE MOXKET BHAETH MAKETHI APYTHX y4acTHH-
KOB ceTH. Xabbl Tak >k€ BBIXOAAT W3 MOJBI, MOTOMY YTO KOMMYTATOpbl CTajli HAMHOTO
newesnie. Jlaxe B JOMaIUHMX CeTAX cefiyac B GONBIIMHCTBE CITy4aeB HCHOJNIB3YIOTCH
yMHBI€ poyTepbl Wi-Fi.



184 lnaea 5

HUB
SWITCH

Puc. 5.2. Cxema coeiMHEHUA KOMNLIOTEPOB «3BEe34a»

Ilpn pabote uepe3 KOMMyTaTOp MaKeThl OyAeT BUAETH TOJNBKO MOMYy4YaTelib, OTOMY YTO
KOMMYTaTOp MMEET BCTPOEHHBIE BO3MOXKHOCTH MapLUpPYTH3aLMH, KOTOPHIE pealn3yloTcs
B OCHOBHOM Ha ypoBHe MAC-anpeca (Media Access Control Address, anpec ynpasinenus
JOCTYIIOM K Cpelle), KOTOphIi Ha3biBaloT ¢u3ndeckuM aapecoM. Pusuueckuit anpec —
aT10 48-pa3panHblii cepuiiHpIii HOMEp CETEBOTO ajanTepa, MPUCBaUBAEMEBINA eMy MPOM3BO-
auteneM. OH YHUKaN€H, MOTOMY YTO Y KaKIOro M3rOTOBHTENs CBOM AMAra3oH aapecoB
(ooHaKO He CTOMT AyMaTh, YTO €0 HEBO3MOXHO M3MeHHTh). K kaxaoMy nopty Kommy-
TaToOpa MOAKITIOUEH KoMMbioTep ¢ onpeaeneHHsiM MAC-anpecom. IlakeT HanpaBnserca
TOJIbKO Ha MOPT afpecarta, U APYrue YH4aCTHHKH CETH €ro He YBUIAT.

Cy1ecTByloT KOMMYTAaTOpHBI, KOTOpble YMEIOT YNpaBiATh nepenayeil Ha yposhe IP-an-
peca (JlorHueckmii agpec), Kak 3TO JeNlaloT MapuipyTh3aropsl (router). [ipu 5ToM nakeTht
OTIIPABJIAIOTCA UCXOAA M3 JIOTHYECKHX, 2 He QU3MUYECKUX aIpecoB, 1 KOMMYTaTOp MOXET
OOBETUHATSD LIENIBIE CETH.

Ho naxe B cimyuae Mcronp30BaHMs KOMMYTaTopa €CTh BO3MOXHOCTb HpOCITYyLIaTh Tpa-
¢ux Ha cepBepe. Takoe nmonoxkeHHe e HHKOrO He ycTpauBaeT, ocobeHHO mpu pabore
¢ KOHUACHINANBHBIMH JaHHBIMH.

[NepenensiBaTh CYINECTBYIOILIHE IPOTOKONBI HEpPEaTbHO, MOCKONBKY 3TO HAKIaAHO M
B HEKOTOPBIX CIy4asX MPOCTO HEBBINOIHHUMO, MOTOMY YTO MOTpedyeT W3MEHEHHA BCexX
cymecTByromux nporpaMm. C BeeneHueM IPv6 pazpaboTunky ywin HEKOTOpbIE HeoYe-
ThI cTapoii BepcuH IP, ToNBKO BOT 6-1 €ro BepcHs 3aBOEBBIBACT MOIMYIAPHOCTD CIIMIIKOM
MEIJICHHO.

Vixke HafigeHo Oonee ynoOHOe H YHMBEpCcalbHOE pellieHHe — TYHHETHPOBaHHE
(tunneling), koTOpoe MO3BOJAET MPOrpaMMaM yJaJICHHOro JOCTYNa pa3fiM4HBIX pa3pa-
60TUYHKOB B3aMMOEHCTBOBATE APYT C IPYIroM, a Takke MOANEPKMBAET HECKOJIEKO METO-
JIOB MPOBEPKH MOATMHHOCTH, CKaTH M IMGpoBaHus JaHHBIX. B o6uux veprax, TyHHe-
JIUPOBAHUE BHITTLIUT clexayiouM obpasom (Ha npumepe FTP):

0 Ha KIMEHTCKOM KOMIBIOTEpe Ha omnpeneneHHoM nopty (ITopt 1) BBl momkHer 3amyc-
TUTH NporpamMMy [uis mmdpoBaHus Tpaduka. Teneps, BMecTo TOro 4robsl nepesasarh
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JaHHble Ha YJANeHHbIH KOMMbIOTEp, BaM cliiegyer ¢ nomoilsio FTP-knuenTa coeau-
HuTeCA ¢ [lopTOoM | cBOEro koMnbIOTEpa U HanpaBiATh AaHHblE Ha Hero. [lomyyeHHBIE
JaHHble OyAyT wmH¢poBaThCs M MeEpelaBaThCA MO CETH B 3aKPbITOM MpPOrpaMMoi
wKppoBaHHUs BHAE;

O Ha ynaleHHOM KOMIIBIOTEPE Ha ONPEAENIEHHOM IOpPTYy 3allyCKaeTcs TaKas jke Mpo-
rpaMMa — OHa NpPHHHUMaeT 3alH(poBaHHbIE JaHHble, AeliWdpyeT MX M NepemaeT
B OTKphLITOM BHAe Ha nopt FTP-cepeepa.

C noMollbIO TYHHENS MOXHO 3alUH(pPOBaTh MPOTOKOA HWIH paboTy MporpamMMel, B KOTO-
po¥i wHdpoBaHUE W3HAYAIBHO HE peann3oBaHo. [[ns HauGosee NomyIspHOro MPOTOKOJIAa
HTTP yxe naBHo peanusoBanu Bepcuto ¢ wunppobanuem: HTTPS, ansa koropoit He Hyx-
HO OTKpBIBaTh OT/EJIbHbII TYHENb.

Ha puc. 5.3 nokasano, kak npoucxoauT wWrdpoBaHHe JaHHBIX — BCE NAKETHI NepearoT-
ca uepe3 WKGPYIOIEro UX nocpeAHuka. B HacTosiee Bpems HaubGosiee pacnpocTpaHeH-
HbIM MpoTokoJioM HdpoBanus aenserca SSL (Secure Sockets Layer, npotokon 3amiu-
IIEHHBIX cokeToB). OH 3apeKOMeHI0BaJI ces KaK HaJeHHOe CPEACTBO OOMEHa JaHHBIMH,
M YK€ MHOTHE roisl 3aliuiiaer Tpanzakuuu B MurtepHere. Hanpumep, koraa Bbi noky-
naeTe B 3JIEKTPOHHOM Mara3WHe Kakoii-mbo ToBap, TO B 3TOT MOMEHT OpraHu3yercs
OezonacHoe coeauHeHHe ¢ LU$pOoBaHHEM, YTOObI HM OAWH 3/OYMBILULIEHHHK HE CMOT
NoACMOTpeTh HHPOPMALMIO O Baileii KpeAUTHOH KapTe. B MOMEHT noaKIIOUeHus K cep-
Bepy no HTTPS Gpay3ep aBToMaTHuYeCKH 3aITyCKaeT HAa KOMIIBIOTEpPE KWIHEHTA LM poBa-
HHe, B 3aLUH(POBAHHOM BHJIE NEPEIAET HA CEPBEP AaHHBIE U B 3aLIMPPOBAHHOM XE BHIE
TMOJIy4aeT OTBETHI.

KnueHT

OTKpbITHIE AaHHbIE

Mporpamma wucpoeaHus

J/ 3alumgpposaHHbie AaHHbIE

UHtepHet

\I/ 3awugposaHHble AaHHbIE

Aewmncpposanve

OTKpbITbIEe AaHHbIe

Cepeep

Puc. 5.3. lilugpposanue kanana

[Monyuaercs, uro wudpoBaHHEe HE WU3MEHSET MPOTOKOJ, OH OCTAETCA TEM € CaMbIM
TCP/IP, npocTo Ha CTOpOHAax KIHEHTa M cepBepa MOSABIAIOTCA MOCPEIHHUKH, KOTOpbBIE
wHdpyroT U aewndpytoT AaHHble. Hcnons3oBaHHe Takoro MeToja oYeHb YAOOHO TeMm,
4TO no3BosseT wudposath Tpaduk Moboro nporokona. Y gaxe ecnu B kpunrorpaduye-



186 lnaea 5

CKOM aJIrOpUTME 6}’116’1' HaiiieHa 0H]H6Ka, HJIN B HEro 6yI[yT BHECEHBI U3MCHCHHA 1A
OoJiee KayeCcTBEHHOTO HIP[(:l)pOBaHHH (Hanppmep, C MCIOJIb30BaHHEM Oonee JJIHHHOTO
KJ'llO'-la), TO HEC NPHACTCA BHOCHUTH U3MCHCHHA B MPOTOKOJI. HOCT&TO'-IHO 0OHOBHTD npo-
rpammy I.llPl(l)pOBaHH)l, H BC€ HOBBIC BO3MOXXHOCTH CTAaHYT OOCTYNHBIMH.

PaccmoTpum mpumMep ¢ BeG-cepBucoM, KoTopelii pabotaer Ha mopty 80. Ha cepeepe
MO>KHO 3aIlyCTHTh IporpamMMy IIM¢poBaHHs, HanpuMep Ha mopty 1443, n Bce naHHbIE,
KOTOpBIe OYIyT MPHXOOUTH HA HETO, CTAHYT NeWNPOBEIBATECA U MEpeaBaThCA Ha MOPT
80. Ecnu Bel xotuTe npepoctaBiAth goctyn K Cetu Tonpko mo mporokony SSL, To
K mopTy 80 MOXXHO 3aKpBITh JOCTYI U3BHE NpPH MOMOLUH CETEBOro 3kpaHa (o padote ce-
TEBOr0 3KpaHa MBI MoApoOHO FOBOPWIH B 21ase 4), a pa3pelluTh JIMIIb MOAKIIOUEHHS
¢ cepBepa WK(POBaHHUA.

Anpeca caifTOB, KOTOpbIE 3aILMILIEHBI CIELUANLHBIMU KI0YaMH, HAUHHAKOTCA C Mpeduk-
ca https://. Bykea s kak pa3 ¥ TOBOPHT O TOM, UTO coeMHeHHe 6e3onacHo. [Tomumo 3to-
ro, Npy MOAKIIOYEHMH Yepe3 Opaysep ¢ BinoyeHHbIM SSL rae-nmubo B ero okHe: B CTpo-
K€ COCTOSIHHA WY B aJpeCHOM — TMOABNAETCA 3HAYOK € U300paXKEHHUEM BHUCAYETO 3aMKa.
Hanpumep, B momynspHoM cpeau nonb3oBareneii Windows Gpaysepe Internet Explorer
(puc. 5.4, a) 9TOT 3aMOK pacnoioXKEH B KOHLIE aipeCHON CTPOKH, a B HE MEHee MOMmyJiAp-
HoM Opay3epe Opera (puc. 5.4, 6) — B ee Hauare.

0
OTUH IR idporn?

15] Dpasura Sesonacsocti

ECNH BaC IpOCT BBECTH RAPOMbE o,
axoaa 8 Chepbarnx Ornain

ANR OTHEHL WK ARNVIMDOBAHA
onepatpit, He JenanTe Irono. B
MOLISHHAGT

Etge coseT

i1 FENEPb MOKHO
By KapTy

Puc. 5.4, a. beaonacHoe coegunenne s 6paysepe Internet Explorer
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/& M7 Banx x e s e e

&« C ) 8 SMP Baok SC § mpbank.su 1

! {CMH BAHK BUIHECY KOPNOPALKAM BARKAM Q canxr-ereptypr

BAHKOBCKME KAPTHE

AKUMY U creunpeanox

Mo 6aHkoBCKUM KapTam

HoBoctn

13/07/2018 03/07/2018 02/07/2018
£MT Basx npey 1

Puc. 5.4, 6. BeaonacHoe coeauHeHune B Gpaysepe Opera

bonee ToyHO onpeneNUTh THN MCMONb3YEMOrO COEAMHEHHA MOXHO 1O CBOICTBAM JOKY-
MeHTa. Bo/bIIMHCTBO Gpay3epoB UMEIOT KOMaHXy MPOCMOTPa CBOMCTB 3arpy)XeHHOM
CTPaHHLIbI, BHI3BaB KOTOPYIO MOXKHO yBUZIETh M NpUMeHseMoe wndposanue. Hanpumep,
B Internet Explorer Heo6xoaumo Bei6pats MeHIo File | Properties (Daiin | CoficTsa).

Iepen BaMu OoTKpoeTcs OKHO, Kak Ha pHc. 5.5. Obparute BHUMaHHe Ha nosie Iloaxmio-
yenne (Connection). MHbopmauus B HEM CBHIETENBCTBYET, UTO UCHONB3YETCA [TPOTOKOJ
TLS 1.2, 256-pa3psaHoe mmndposanue AES n RSA c 2048-pa3psaiHeiM 06MEHOM.

Jns mudpoBaHus WHTepHeT-TpadMKa HyXeH cepTH(HUKAT, KOTOPbIH CTOUT JeHer. Y Ta-
KHX caiiToB, kak Microsoft, Google u npyrux caiiToB ¢ BRICOKOW Harpy3koi, 06paboTky
3aIpoCoB KJIMEHTOB OCYLIECTBIAIOT BecbMa MHOro cepBepoB. OGBIYHO CEpBEPLI, KOTOPLIE
06pabaThIBAIOT 3aMpPOChl, HAXOAATCSA yXKe B 3aILMIICHHOH CETH, U K HUM HEBO3MOXHO
NOJKJIIOYNTECS M3BHE. TONBKO OMpeNeNeHHBI KOMITBIOTEP, KOTOPBIil BBIMOJHSAET POIb
LIUTK03a, MOXKET MOAKIIIOYaThCs K HUM. OH nepenaeT Tpauk M3BHE U pacrnpejenseT ero
1o cepBepaM. JTa OCTATOYHO NPOCTas CXeMa, H OHA MO3BOJIAET YCTAHOBHTL CEpTH(HKAT
TOJIbKO Ha OAMH-€JUHCTBEHHBIH cepBep-1uto3. OH pacngpoBeiBacT Tpadhuk M Hanpas-
JET ero Jaiblle y)ke He 3allMUICHHBIM HA OMNPENENIEHHBIH MOPT. A Mo HOMepy MopTa
MOKHO PEINTB, ABJAETCA TPadHK 3aLMIIECHHBIM WIH HET.
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=) Céepbanx Onnaitn

Mporoxon: HyperText Transfer Protocol with Privacy
Tun: Chrome HTML Document
MNoaxniouerne: TLS 1.2, AES ¢ 256 paspAaHbIM WHDPOBEHUEM Bl

{Buicommit); RSA c 2048 paspaarbim o6merom
3oha: WnrepreT | 3aueHHbIR PEXHM: BLIKNIOYEH

URL-anpec:  https://online sberbank ru/CSAFront/index do

Pasmep: Her paunbix
Cospan: Her gawsbx
Msmeren: Her nannbix

Puc. 5.5. Ceoitctea gokymeHTa B Internet Explorer

5.2.1. Tiporpamma stunnel

B OC Linux mia mudpoBanua u aemndpoBaHus Tpaguka yalle BCEro HCIOIb3yeTcs
nporpamMMa stunnel. OfHako OHa JMIIB OPraHU3yeT KaHal M BBICTYIAET NMOCPeAHUKOM, a
1A camoro mudpoBaHus 3aaeficTByercsa naker OpenSSL, mocTynHblid B 60NbIIHHCTBE
JucTpubyTnBoB Linux. BepoATHO, OH y Bac y)ke YCTaHOBIIEH, a €ClIU HET, TO €ro JIerko
YCTaHOBHTB C MOMOILLBIO cooTBeTcTBYIOLIero RPM-nakera ¢ MHCTALIALIMOHHOTO THCKA.
Bonee noapobuyio mnpopmaimio no OpenSSL u ero nocnexHre oGHOBIEHHA MOXHO
HaiTH Ha caiite www.openssl.org.

B ocHoBy OpenSSL nosnoxeHO NpHMEHEHHE Mapbl KIIOYEH: OTKPBITOrO M 3aKPHITOrO.
C noMoupI0 OTKPHITOTO KI0Ya MOXKHO TOJBKO 3alIM(pOBaTh AaHHbIE, U OH MOChUIaeTCA
KJIMEHTOM Ha cepBep N0 OTKPHITOMY KaHaly (oTcioAa M ero HaspaHue). CepBep HCMOJNb-
3yeT ero Wi muppoBaHusA, HO IJIA paciiuGpOBKH HEOOXOOHUM 3aKPBITHIA KIKOY, KOTOPbIi
M3BECTEH TOJIBKO KIIHEHTY.

VY nmporpamm OpenSSL u stunnel odeHp MHOro mapameTpoB, H paccMaTpHBaThb BCE HMX
31ech GecCMBIC/IEHHO, MIOTOMY YTO 3allOMHHMTBH Bce MpobieMaTH4HO, a M OOBIYHO He
HyxHo. Jlyuyme paszbepeM peanbHbIii NpuMep M NO3HakKOMHMcA C Haubonee yvacrto
HCTIOJIb3yEMBIMH.

Hrak, nasaifte muid Havana 3amycTHM Ha cepBepe mporpammy stunnel, kotopas Oyner
pacuIndpoBIBaTE BXOIAIMI TpadUK U NepefaBaTh ero Ha kakoW-HuOyab MOpPT — Ha-
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npumep, 25 (3oech pabotaer SMTP-cepep sendmail). s 3TOro BhINONHUTE clenyro-
LIYIO KOMaH.y:

stunnel -p /usr/share/ssl/cert.pem -d 9002 -r 25

3nech HCNONB3YIOTCA TPU NapaMeTpa:

0O -p— kmo4, Hocie KOTOporo yka3ssiBaeTcd SSL-cepTHdHMKAT aBTOPU3ALIMH, 11O YMOJI-
YaHHUIO YXe COo3JaHHbli Bo Bpems yctaHOBKH OC wnu nporpammsl stunnel u Haxons-
wiica B paiine /usr/share/ssl/cert.pem;

0O -d — noka3biBaeT, YTO TyHHeNb AOJDKeH pabortaTth kak JoMeH. [locne aroro wmoua
craButca [P-aapec (HeoGA3aTebHBIH TapaMeTp) U MOPT, Ha KOTOPOM HYXHO OXHJATh
noamoueHus. Ecnu agpec He ykasaH, kak B HallleM NpUMepe, TO MPOCTYLIMBaTbCA
6ynyT Bce uHTepdeiicsl N0KanbHOro KOMNbloTepa. B kauectBe mopra Geul BeIGpaH
Homep 9002. Bce npuieniine Ha Hero AaHHbIe CHUTAIOTCA 3alIM(POBaHHBIMU, H OHH
6yayT newndposrIBaTECA 111 NEpeAaiy Ha APYroi NopT JIOKATLHOro KOMIBIOTEpa;

0O -r— mocie 3TOro Kioya ykasblBaeTcs MMsS KOMITblOTepa (HeoOA3aTeNnbHBIH Mapa-
METp) M MOPT, Kya Hy)KHO mepeAaBaTh paciuvdpoBaHHble JaHHble. Ecnu xoct He
yKa3aH, TO JaHHble OYXyT mepechUIaThCsl Ha MOPT JIOKAJTBHOrO KOMIMEBIOTEPa — B Ha-
IeM ciTyuyae Ha nopt 25, rae aoypkeH paborate SMTP-cepeep. Ecniu nanHble npenHa-
3HaYeHbl JPYroMy KOMIIBIOTEPY, TO B KauyecTBe MapaMeTpa yKaKuTe 192.169.77.1:25,
rae 192.169.77.1 — 310 IP-agpec koMmneloTepa. OqHaKO MOMHHUTE, YTO NPHU 3TOM He-
sangpoBaHHble JaHHbIe OyayT MEepechUIaThCcA MO CETH, YEr0 Mbl KaK pa3 MbITAJINChH
n30exaTh.

Tenepb paccMOTpUM 3amyck kiiMeHTa. TyT Bce HAMHOTO TpOLLE:
stunnel -c -d 1000 -r 192.168.77.1:9002

3nech y HaC MOSBWIICA €lle OAMH KIIOY: —-c — OH O3HAYaeT, YTO TYHHENb CO3JaeTcs A
KJIMeHTa (Mo YMO4aHHIO nporpamMa stunnel 3amyckaerca B CEpBEPHOM PEXXHME).

[TomMuMoO 3TOrO, B MpHMeEpeE 3aIycKa KIMeHTa MPUCYTCTBYIOT H YXKe M3BECTHBIE NapaMeT-
pbl: -d C yKa3aHHeM [OpTa, Ha KOTOPOM HEOOXOOMMO JKAaTh MOAKMIOYEHHs (3Haye-
uue 1000), H -r, B KOTOPOM YKa3bIBaeTCs ajpec M MOPT AJs Nepefayy 3alHgpoBaHHbIX
JAHHBIX.

Teneps JOCTaTOYHO HACTPOUTH CBOKO KIIMEHTCKYIO POrpaMMy TaK, YToObl NPH OTHIpaBKe
NOYTHI OHAa Hampaejsajiach Ha nopt (B Hawem ciydae 1000) koMnbloTepa, rae 3amyllEH
stunnel-ki1eHT, koTopbiii Oyaer wWKpoBaTh NaHHBIE U mepechinaTh X Ha mopt 9002
cepBepa c aapecoM 192.168.77.1. Tam 3awmndpoBaHHble AaHHble OyAeT NPHHUMATb
stunnel-cepsep, paciingpoBbIBaTE HX U NepeaBaTh Ha 25-i NopT cepeepa.

Ecnu Ha Baueii cucTeMe BKJIIOYEH CETEBOM 3KpaH H 3alpCulICHbl MOAKIIOUCHHA 0 YKa-
3aHHLIM I10pTaM, TO ONMHUCAHHBIC COCANHEHHUA CCTEBLIM 3KpaHOM 6yI[}'T OTKJIOHCHBI.

5.2.2. fononHutencHeie 8o3moxHocTu OpenSSL

ITpu 3amycke nporpammsl stunnel Ha cepBepe Mbl 3aaId MCMONb30BaHHE cepTH(HKaTa
aBTOPHU3aLIMH, HO HE CKa3ald, KaK MPOBEPATb €ro MOMINHHOCTh. Ui yKa3aHUS YpOBHSA
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MPOBEPKH NMOLJIMHHOCTH CCpTPlePIKaTa ABTOPH3ALIHH CITY)KHT KIIOY -v, MOCJIE KOTOPOro
HACT YHUCJIO:

O 0 — HeT HUKAKOW MPOBEPKH;

O 1 — ecnu cepTudUKaT NPUCYTCTBYET, TO OH MpOBEpAETCA Ha MOAAMHHOCTE. Ecnn mo-
JIy4eH OTPHLATEeNIbHBIN pe3ysbTaT, TO COeAHHEHHe paspriBaeTcA. Hannuue ceprudu-
KaTa He ABJIAEeTCH 00s3aTeNbHBIM, COEMHEHHE MOXKET OBITh YCTaHOBJIEHO U 6e3 Hero;

0O 2 — ceprudukar ABnsercsa oda3aTenbHbIM. EciiM cepridukaTa HET, WIH OH He ABNA-
eTcA MOATHHHBIM, COSAMHEHHE HE MOXET OBbITh YCTaHOBJIEHO;

0O 3 — HanMuMe cepTH(MKaTa 00A3aTENBHO, H MIOMHUMO 3TOTO OH JOJDKEH MPHUCYTCTBO-
BAaTh B JIOKAJIHHOM XpaHWIHile (crenuanbHelid cnucok). B aToM cinydae ¢ nomombio
OINLIMH -a HY)KHO YKa3aTh KaTaJjlor, B KOTOPOM HaXOAATCSA CepTU(DHKATHI.

Cepsep SSL moxet paciuudpoBbIBaTh TpadhHK U IEpeNaBaTh €r0 Ha NOPT NpHUHUMaloLIei
NporpamMMEI HE TOJILKO JIOKAJIBHOTO, HO M pyroro kommnetotepa. TakuMm obpasom, cepeep
SSL u cepeep-nomyuatrens TpadHka MOTYT HAaXOJAHMTBCS Ha Pa3HBIX KOMITBIOTEpAX.
Hemnoxo, 4To0sl cepeep nocie pactiudpoBky AaHHbIX npsatan IP-aapec winenra, ¢ ko-
TOPOro GBUTH OTIpABIEHbl AJaHHBIE, U 3TO BO3MOXKHO, €C/IY yKa3aTh OMUMIO -T.

Bo Bpemsi yctaHoBky nakera OpenSSL Ha Bamiem aucke co3galoTcs cepTU(dUKaThl U na-
PBl KIIOYEH, KOTOPbIE HCITONIB3YIOTCH 1 wndpoBaHua. Bee 310 pacnonoxeHo B kaTajo-
re /usr/share/ssl/.

C noMOILBIO OMNUMH —n MOXKHO HEMOCPEACTBEHHO YKa3aTh MPOTOKOJ, ¢ KOTOPbIM OyneT
npoucxoauts pabora. B Hactoammii MoMeHT noaaepxusaiorcsi POP3 (Post Office
Protocol, mporokon o6pabotku Bxoaswmx coobuienuit), SMTP (Simple Mail Transfer
Protocol, mpocTo# nporokon anexTpoHHoi noursl) win NNTP (Network News Transfer
Protocol, ceTeBoit MpoToKoJ nepeaud HOBOCTEH).

JIns GONBIIMHCTBA OCHOBHBIX IPOTOKOJIOB CYLUECTBYIOT HOMEpA MOPTOB, Y)K€ CTAaBIIHE
ctaHgaptoM. EcTh Aaxke Ha3zBaHHA 3alIMIICHHBIX BAPHAHTOB MPOTOKOJIOB, KOTOPHIE, KaK
NpaBWIo, MOJY4alOTCA 3a cyeT N0OaBIEeHHA K HAaMMEHOBAHHIO OCHOBHOTO OYKBBI S, Kak
pa3 U ykasbiBalollieii Ha 6e3onacHoe coeanHeHUe yepe3 SSL. 3ta undopmMauus npusese-
Ha B Tabm. 5.1.

Tabnuuya 5.1. Cnucok NnpomoKonoa ¢ HoMepamu ropmoe

MpoTokon MopTt TCP npu 06b1vHOM Haasanue Nopt TCP
coeauHeHUH SSL-BapuaHTa npotokona | npu SSL-coeauHennn

HTTP 80 HTTPS 443

SMTP 25 SMTPS 465

LDAP 329 LDAPS 636

TELNET 23 TELNETS 992

SHELL 514 SSH 22

FTP 21 FTPS 990
FTP-DATA 20 FTPS-DATA 989
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Ta6bnuya 5.1 (okoHuaHue)

Npotoxon MopTt TCP npu 06bI1vHOM Haspanwe Nopr TCP
coeauHeHUU SSL-sapuaHTa npotokona | npu SSL-coeauHeHumn

IMAP 143 IMAPS 993

POP3 110 POP3S 995

IRC 194 IRCS 994

O6patute BHHMaHKe, yTo Ajia npotokona FTP TpeGyercsa mBa 3alMILEHHBIX KaHaja:
NepBBIH CY)KUT M1 YNPaB/IAIOIIErO COEUHEHHUs, a BTOPOH — JUIA Nepefayd NaHHBIX.
K sToMy MbI ewie BepHeMcs B 2nage 10, xoraa Gyaem paccMaTpUBaTh 3TOT NPOTOKOII.

5.2.3. WugposaHue gaiinos

HexoTtopsie cepBepbl MOTYT MCIONB30BaThCA I XpaHEHHA apXMBHBIX JaHHbIX, KOTOpBIE,
HECMOTpS Ha TaKOH CTaTyc, JO/LKHBI OBITh CKPBITH OT MOCTOPOHHEro B3rnsaa. Haumyu-
LIHUHA BapHaHT 3alIMTEl — LIHGPOBaTh (aiibl, YTOOBI HUKTO HE CMOT YBUIETE UX COIEp-
*nMoe, ¥ naket OpenSSL npegoctaBiseT HaM Takylo BO3MOXKHOCTB.

[llndpoBaHHe HEOOXOAMMO HE TONBKO [UlS pe3epBHBIX KOMMi (aiyioB WIH apXHBHBIX
AaHHBIX, HO U 1A ¢aiifioB ¢ cekpeTHol MHOPMaLMeEl, KOTOpble HEOOXOAUMO NepenaTh
Mo He3aUIMIIEHHBIM KaHalaM CBS3M — HanpuMep, Yepe3 3JIEKTPOHHYIO MOYTy WiIH mmy6-
nn4nblii FTP-cepaep.

Jna wndpoBaHus He06XOOUMO BBIMOJIHUTH KOMaHAY: /usr/bin/openssl, KOTOpas UMEET
CIeAYIOLINH CHHTaKCHC:

/usr/bin/openssl anroputMm -in dainl -out dain2

KonunyectBo ucnone3yeMbix airoputMoB ucumcisercs Aecatkamd. Hambonee pacnpo-
crpaHeHHbIM sBaserca DES (Data Encryption Standard, cranmapt wmndpoBaHus AaH-

HLIX). S Toxe otparo npeanoYTeHUEe UMEHHO €MY. @) MoAdCPXXHBACMbIX AJIrOPHUTMaAx
MOXXHO Y3HaTh Ha caiite pa3pa601"-m1(03 WIH M0 KOMAaHJE: man openssl.

[TapameTp -in 3amaeT BXoAHOI ¢aiin, KOTOPHI HE06Xx0aUMO LWH(POBaTh, a MOC/E KI0Ya
-out YKa3biBaeTca UMs ¢aiina, Kya COXpaHA€eTCs pe3yJbTar.

Ilpu newndpoBaHnu B koMaHmy HeobxoauMo no6aBuTh KMo4 -d. COOTBETCTBEHHO,
apryMeHTOM mapaMeTpa —in 3afaeTcs 3amM$poBaHHBIA ¢ailn, a mapaMerpa -out — UM
daiina 111 coxpaHeHHs pe3yJibTara:

/usr/bin/openssl anroputM -d -in ¢ain2 -out dainl

B kauecTBe npuMmepa 3aummdpyeM CUCOK maponeii /etc/passwd B ¢aiin /home/passwd no
anroput™My DES. JIns 3TOro BBIMOJHAM KOMaHIY:

/usr/bin/openssl des -in /etc/passwd -out /home/passwd

B otBer Ha 3Ty AMpeKTHBY NporpaMma NonpocHT Bac yKa3arhb NapoJjib U 3aTe€M MOBTOPUTH
€ro BBOJI, YTOObI HCIUTIOYHTH BO3MOXKHBIE OLIMOKH.
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BrInonHUTE KOMaHAY: cat /home/passwd M YOEOUTECh B TOM, YTO COAEPKHUMOE 3TOroO
¢aiina HeYHTaEMO.

Jinsa paciungpoBkH (aiiia BoINONTHHTE KOMaHAY:

/usr/bin/openssl des -d -in /home/passwd -out /etc/passwd

TakuM HEXHTPBIM CIIOCOGOM MBI MOXeEM 6e30MacHO XpaHHUTh Konuio daiiia ¢ maposMH.
K TeMe pe3epBHOro KONMMpPOBAHHA MBI BEpHEMCA B 2nase 13, kotopas OyneT MOIHOCTBIO
MOCBALIEHA 3TOMY BOMpPOCY.

5.2.4. TyHHenb rnasamu xakepa

Xakepsl MOTYT HCIOJIb30BaTh TyHHEIH UIA CBOMX nenei. Hanpumep, Heckonbko feT Ha-
san a 6buT momwnoden K HHTepHery mo TexHonorud ADSL (Asymmetric Digital
Subscriber, acumMeTpuuHas 1M¢poBas aboHeHTCKkas NHHHA). JTO ceiyac Jerko HanTH
Tapudsl ¢ Ge3TMMUTHBIM TPadHKOM, a B Hauane 2000-x ¢ 3TuM GbinH npobnemsl. B abo-
HEHTCKyIO IaTy Bxoawio Bcero 400 MGaiit Tpaduka. Hy uro Takoe 400 M6aitr? Jns
MEHSI 3TO JIeHb pabOTBI B 5KOHOMHOM PeXXHMe, TIOTOMY YTO 00IIAThCS MPHXOIWIOCh MHO-
ro, a U3 NOYTOBOrO fAIIMKA A HHOTA2 BhbikayuBaio 10 20 M6aiit B neHs. [IpeBbieHre xe
JIUMHTa 06XOAWIOCE BECbMa A0POro.

Kak o6oifT orpannyeHne M nomy4uts OecruiatHeiid Tpadmk? ITonoGHo GosbIIMHCTBY
npoBaiiiepoB, Moii Taloke NpefocTaB/sL1 abcomoTHO OecruiaTHBIR TpadHk CO CBOMX
CEpBEPOB, K KOTOPHIM MOXKHO ObUTO 0OpalnaTbecs Ckojbko yroaHo. XKame, 4To Ha 3THX
cepBepax HHYEro MoJe3HOro He ObUIO, HO MOJIE3HBIM OKa3aJiCA CaM TaKo# MOoAxo..

B Mmoro aboHeHTCKyI0 wiary Bxoawio 10 Mb6aiit cepsepHoro mpoctpaHcTsa Ais co3ja-
HMS BU3UTHO# Kaprouku B MHTepHeTe. MakcHMyM, 4TO MOMy4aloch TaM pa3MECTUTb, —
JOMaLIHIOK0 cTpaHHuKy. Ho MHe 65110 Hy)HO He 3To. I 1aBHOe, 4To TpadHk ¢ 3TOro cai-
Ta HAYEM He orpaHuuuBaica. U ecnu ycTaHOBUTH Ha cepBepe NMporpaMMy TyHHENIMpPOBa-
HM#A, TO MO)KHO OpPraHM30BaTh COEIMHEHHE, KaK MOKa3aHo Ha pHc. 5.6.

Hrak, xakep NOAKIIIOYAETCA Yepes nporpammy stunnel k GecriaTHoMy BeG-cepBepy, KO-
TOpBI HAXOAMTCA Ha IUTOaKe npoBaifepa. OTTyna Bech TpadHK NepeHanpaBIseTcs Ha
Kakoii-HHOYy b nmpokcH-cepBep B MiHTepHeTe WK HanpaAMylo nepenaercs Beb-caiTaM. 3a
3TO TakoKe IUIaTHTh AEHBIH HE HAJ0, IOTOMY YTO CBA3b C BeO-cepBepOM B 06€ CTOPOHBI
6ecruiatHa.

Takum 06pa3oM, MOxkHO GbLTO ckaunBath He 400 MbaiiT Tpaduka, a Lesnbie rurabaiThl, 1
Bce GecruiatHo. He 3Halo, ocTayMces ewle rae-To JHMUTHPOBaHHBIE Tapudsl, HO B Kanane
(rae s XHBY) OHM 10 CHX TOP €11l€ €CTh.

Eme oauH cmoco6 HeCTaHAAPTHOTO HMCMOJIb30BaHHA TYHHEIHPOBAHHS — paclUMpeHHe
BO3MOXHOCTEH ceTeBoro aocryma. Hampumep, B HEKOTOPBIX JIOKAIBHBIX CETAX MOXET
OLITh 3anpelneH Kakoit-IH6o nporokon mocryna B MurepHer. Mue nosenock pabotath
B OpraHm3aum, rae O6bUTo pa3spelneHo obpaiieHue K BeO-caliTaM TONBKO IO MPOTOKONIY
HTTP. Bce octansHoe Gbulo 3amnpelieHo. PykoBOACTBO MOTHBHpOBAIO 3TO TeM, YTO
TOJIB30BATE/I HE JODKHBI MMETh BO3MOXKHOCTH nepefayn ¢aiinos B HTEpHeT, YTOGHI
Henb3d OBUIO OTNPaBHTh KyAa-TM00 CEKPETHYI0 HHOOPMALHIO.
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stunnel

Puc. 5.6. MNogkniouexne k UuTtepHeTy yepes Beb-cepeep

Kak o6oifTn Takoe orpaHr4eHne? CHOBa CTaBHM TyHHeNb Ha Beb-cepBepe, H MOXKHO MC-
T0J1b30BaTh HOOOH Apyro# npoTtokod, npsya Beck Tpadpux B HTTP, oTkyna TynHens yxe
HamnpasJISeT NaHHbIE Ha HY)KHBIE MTOPThI C HYXKHBIM MPOTOKOJIOM.

Hanpuwmep, Ham HyxeH aoctyn k FTP. Ha kakom-uubyab cepsepe B MHTepHeTe Ha mopty
80 (mocTyn K KOTOPOMY pa3pelleH, NOTOMY YTO 3TO CTAHAAPTHbIH NOpT 1A Be6-cepBepa)
CTaBHM CepBep TyHHeJIA U HacTpauBaeM ero Ha nojino4yeHue k HyxkHomy FTP-cepsepy.
A Ha CBOEM KOMIBIOTEPE YCTaHABJIMBaeM KIHEHT. C MOMOLIBIO KJIMEHTa COENUHAEMCS
c noprom 80 cBoero cepeepa M MOXKEM MepefaBaTh NaHHble, KOTOpble GyIyT nepeHa-
MpaBJIATECA Ha HyXHBbIH FTP-cepsep.

Takue TyHHENH YyKe He HyXJaloTca B MHUGPOBaHHH M MOTYT OBbITh pealn3OBaHbl C MO-
MOLLBIO HECJIOKHBIX NPOrpaMM — HamnpuMep, clieHapves Ha asbike Perl. [ina nepenaum
nakeroB He oba3atensHo ucnonb3oate HTTP. INopoiiner npakruueckn moboil mporo-
ko Ha ocHoBe TCP. "

Kak suaure, abcomotHo 6e3onacHas Ha mepBbld B3MNIAA M Aaxke MpeJHa3HauYeHHas Uis
3alMThl TEXHOIOTUA NpeBpallaeTcad B CPEACTBO B3JIOMa OTpaHMYEHHMH, KOTOPBIMH «Ha-
rpaawm) Bac aAMHHUCTpPATOp.

Ecnu Bel 06nanaete xopowmuMy 3HaHUsAMM nporpammupoBaHusd Ha PHP win Perl, To mMo-
JKeTe HanMcath BeO-cLieHapuH, KOTopbie Ha cepBepe OymyT oOpallaTbcd K HYXKHBIM BaM
pecypcaMm, ytobbl paboraTh ¢ HEOOXOOUMBIM cepBepoM yepe3 BeG-Opaysep. Ilomyunrcs
YTO-TO MOXOXKee Ha paboTy ¢ mouToit yepes CeTb. ITa BO3MOXHOCTbL €CTh Ha 6OJIBLIHH-
CTBE MOYTOBBIX CEPBUCOB, U BaM OHA AOJ/DKHA OBITH 3HaKOMa Ha MPaKTHKE.
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5.3. TTporokon SSH

MBI yxe roBopwin o ToM, yto Telnet He MOAXOANT A1 YAAIEHHOrO YIIPaBJICHUsA CepBe-
pOM, MIOTOMY YTO AajleKo He Ge3onaceH. A jenaHue H NOTpeOHOCTh B TAKOM YNpPaBIICHHH
ecTh. B Gonplumx ceTsix, Kak NpaBwio, 3aAeHCTBOBaHbI HECKOJBLKO CEPBEPOB, U Gerath oT
OJHOr0 MOHHTOpa K JApYroMy HawiagHo W HeynoGHo. Jloboil agMuHHCTpaTOp XOYeT
CHIETh 3a OJHHM KOMIBIOTEPOM W YAQIEHHO YIPaBNATh BCEM KOMIUIEKCOM, MCMOIBb3YA
npH 3ToM 6e30MacHEIe KaHajbl CBA3H.

Bo BpeMs ceaHCOB YNANEHHOro YIpaBJieHHA aAMHHHUCTPATOp MEPENAET MO CETH MHOIO
KOH}uUIEHUMATBHOM HHbOpMaLHK (HanpHMep, Napoiy root), KOTOpas HH B KOEM Cliy-
yae He J0JKHA OBITh BUAHA MPOCHyKBaOmWMM yTHAHTaM. [na o6ecneuenns 6e3onac-
HOM CBA3M CO3/1aHO MHOXKECTBO Pa3iM4YHbIX IPOrpaMM, HO CaMOH MOMyJIApHOH cTana
SSH, kotopas ceifdac noctaBiasercs B 601bIHHCTBE AUCTPHOYTHBOB Linux.

Ha Windows-cepsepax 1 yacto Hcnosb3yto ytunury Cygwin, B KOTOpo#t y MeHsa pabo-
TalOT paznuuHble ckpunTel. Cygwin — 3TO aHanor KoMaHAHOH cTpoku Linux nox
Windows, B koTopoii ecTb npakTHiecku Bce Linux-komanabl. He 3Haro, kak ceifyac, HO
paublie B Cygwin, kaxkeTcd, He 6bLI0 KOMaH/Ib sudo, H YTOOBI MOTY4UTh NPaBa aZAMHHH-
CTpaTopa, JOCTATOYHO GbLIO MPOCTO COEAHHHTHCA Mo SSH-mpoTokomy ¢ nokaibHOM Ma-
wHOM. OTkpeiBaeM Cygwin, COeIMHAEMCS C JIOKAJILHOH MallIMHOM OT M0JIB30BaTeNs root
U BBIMOJIHAEM KOMaH]Ibl Y>K€ OT €ro HMEHH.

[TpenMyiiecTBo mpotokona SSH 3akiro4yaeTcs B TOM, YTO OH MO3BOJIAET YIAJIEHHO BbI-
MOJHATh KOMAaHJbl, HO MpPH 3TOM TpeOyeT ayTeHTHdHKaUMH W MUPYeT KaHal CBSA3H.
BakHBIM MOMEHTOM SIBIAETCA M TO, YTO AAXKE MAPOJIN NPH NPOBEPKE NMOATUHHOCTH MOJIb-
30BaTesia NepeaaroTcs B 3aliMGpOBaHHOM BHJE.

B Hacrosilllee BpeMsA CYILECTBYIOT ABE BepcHH mnpotokoja SSH — ¢ Homepamu 1 u 2.
BTopas Bepcus Mcrob3yeT Gosiee CTOHKHHA aJIrOPUTM IIN(PPOBAHHUSA U MCTIPaBIAET HEKO-
Topble olMOkK npeasiayei Bepcuu. B Linux ceifuac nonaepxuBarorcs obe BepcHu.

JIroGoneitHo, yto B OC Linux 3a mpotokon SSH orseuaet OpenSSH, ans xoroporo poa-
Ho#i mnatgopmoi MoxkHO cuutaTh Apyrylo UNIX-cucremy — OpenBSD — u koTopsiii
kionuposaics Bo Bce UNIX-mnatgopmel, B ToM uncne u B Linux. Ho paxke ceituac
B KOHGUIypaLHOHHBIX $aiiiax MOXXHO HHOTIa YBHIETE B koMMeHTapuax HMsa OpenBSD.

Mporokon SSH Tpebyer mns paboThl HacTpoHkH cepBepa U kinHeHTa. CepBep OKUAaeT
MOAKITIOYEHUA W BBIMOJHAET JUPEKTHBBI MOB30BATENS, a C NOMOILBIO KIIMEHTa BBl OCY-
IECTBIIIETE COEAHHEHHE C CEPBEPOM U MOCHIIaeTe 3anpochl Ha BBHIMOJHEHHE KOMaH.
Takum o6pa3oM, W1 HOpMaibHOM PaboTHI BBl JOJDKHEI MPAaBHILHO CKOH(UIypHpPOBaTh
00e yacTu npoTokona.

5.3.1. KoHpurypauuoHHuie gannst

Bce nactpoeunsie ¢aiiisl npotokosna SSH HaxonsTcs B katanore /etc/ssh. 3qech MOXKHO
YBHIETH CeAytomii Habop:

O d¢aiin kondpurypauun SSH-cepsepa — sshd_config;

O daiin kondurypauun SSH-wneHTa — ssh_config;
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O daiinb KnoYel a1 pa3IMUHBIX aANrOPUTMOB!
¢ ssh_host_dsa_key;
¢ ssh_host_dsa_key.pub;
e ssh_host_key;
e ssh_host_key.pub;
® ssh_host_rsa_key;
e ssh_host_rsa_key.pub.

[oyeMmy Tax MHoro ¢ainoB ¢ kmoyamu? Ilpocro SSH pabortaer ¢ pa3HBIMH anropur-
MaMH KGPOBaHHA M NOAAEPKHBAaET ABa Haubojee MOMYJAPHBIX M KPHITTOCTOMKMX
anroputMa: DSA (ssh_host_dsa_key, ssh_host_dsa_key.pub) 1 RSA (ssh_host_rsa_key u
ssh_host_rsa_key.pub).

3amedy, uto nepBoe cokpaiueHie — DSA — o3vauaer Digital Signature Algorithm (an-
roput™ uu¢poBOi MOANMCH), TOrAa kKak BTopoe — RSA, HeCMOTps Ha CXOXeCTb HallU-
CaHMsA, COCTOMT U3 NepBbIX OYKB HMEH OCHOBaTeJeil OHOMMEHHOrO aJIrOpuTMa 1Hdpo-
BaHuA: Ronald Rivest, Adi Shamir u Leonard Adleman.

Ocrasiumnecs aBa (aiina: ssh_host_key u ssh_host_key.pub XpaHAT KIIOYH 115 NEpBOii Bep-
cuu SSH. Jlna xaxporo anropurMa tpedyercsa no apa ¢afina: ¢ pacIIMpeHHEM pub —
XPaHMT OTKPBITHIA K04, €3 pacllHpeH!s — COAEPKHUT MPUBATHBIIH (3aKpPBITHII) KIHOY.

C noMouIBI0 OTKPHITOro KiIl04a MOYKHO 3alindpoBaTh AaHHBIE H OTMPABUThE UX HA cep-
BEp, HO U1 pacluU(pPOBKM HYXXEH TOJbKO 3aKpBITHIH KJIIOY, KOTOPBIH HE MOXET OBITh
noxobpaH npocteiMu anroputMamu. OH JO/KeH ObITh TOJNBKO y Bac, €ro HeoOGXoaHMO
6epeub U HUKOMY HE MOKa3bIBaTh.

5.3.2. OcHoeHuze napameTput
KOHPUrypauum cepsepa SSH

Hagaiite Teneps paccMoTpuM coaepxumoe (aiina koH¢urypaumun SSH-cepBepa (sshd).
daiin noctatouHO GOBLIOH, M U1 3KOHOMHH MECTa A NpPUBEN TOJBKO HEGOIBLIYIO €0
yacTb (MTUCTHHT 5.1),

[ JTuctunr 5.1. ®ann kondurypaumm sshd J

#Port 22

#Protocol 2,1
#ListenAddress 0.0.0.0
#ListenAddress ::

# HostKey for protocol version 1

# Kuou mis nepBoOit BepcuM MNPOTOKONA
#HostKey /etc/ssh/ssh host_key

# HostKeys for protocol version 2
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# Kimouu mns BTOpoOit BEpPCMM NPOTOKOJIA
#HostKey /etc/ssh/ssh_host_rsa_key
#HostKey /etc/ssh/ssh_host_dsa_key

# Lifetime and size of ephemeral version 1 server key

# BpeMa FM3HM M pPasMep peTreHEPMPYEeMOT'CO CEPBEPHOTO kjmoua Bepcum 1
#KeyRegenerationInterval 3600

#ServerKeyBits 768

# Logging

# BenmeHue JIOTOB

#obsoletes QuietMode and FascistLogging
#SyslogFacility AUTH

SyslogFacility AUTHPRIV

#LogLevel INFO

PaccMOTpHM OCHOBHBIE TIapaMeTpbl, KOTOPHIE BaM MOLYT IPHTOAMUTHCS:

O port — mopT, Ha KOTOPOM OXHAAKOTCA MoAKwno4eHud. [lo ymomuanmio — 22. Heko-
TOpbl€ aJJMHHHCTPATOPHI JEOGAT W3MEHATh 3HAYEHHE 110 YMOIYaHHIO, IEpPEHOCA cep-
Bep Ha apyroii nopt. B kakoii-To crenenH 3to onpasaaHo. Hanpumep, ecnu y Bac Het
Beb-cepBepa, To MoxxHO nomecTHTe SSH Ha nopt 80. Xakepnl 6yayT 1ymars, uTo 3TO
BeO-cepBep, H HE CTaHYT €ro JIoMaTh;

O Protocol — mNoALep>KHUBaeMble NMpoTokonbl. OOpaTHTE BHUMaHHE, YTO MEPBBIM MOET
yKco 2, a 3aTeM 1. D10 3HaUMT, 4YTO cepBep OyaeT cHayana NbITaThCA MOMKIIOUYHTHCS
MO BTOpPO# BEPCHH IIPOTOKOJA, H TOJBLKO 3aTeM 1o nepsoii. S pekoMeHoyio yOpath
3HaK KOMMEHTApHA C ITOH CTPOKH H yIAIHTh YHCJIO 1, YTOOBI HCMONIB30BAIACH TOJIBKO
MOCJIeIHAA BepcHA. YKe JaBHO Nopa OOHOBHTH KIMEHTCKOE NIPOrpaMMHOE obecreye-
HHe ¥ repeifTH Ha Oosee 0e30MacHBIE TEXHONOTHH. 3aLMKJIMBAHHE Ha CTapbIX Ipo-
rpaMMax MpHHOCHT TOJIKO YOBITKH;

O ListenAddress — ajpec Ui NPOCITYIIHBaHHA MOAKIIOYEHH:A. Y Ballero cepsepa Mo-
et OBITh HECKONBKO ceTeBbIX KapT. [To ymMon4yaHuio HAET NpoCIylIMBaHHE BCEX HH-
TepgeiicoB. Bl N0/DKHBEI YKa3aTh TOJBKO T€, C KOTOPHIX Oynere MOAKIIIOYATHCA MO
SSH. Hanpnmep, o4eHp 9aCTO OJHA CETEBas KapTa CMOTPHT BO BHYTPEHHIOIO CETh, a
apyras — B Unrepner. Eciu Bol Gynere noaxnoyarses no SSH-npotokomy nums 13
BHYTPEHHEH CETH, TO CJIEAyeT MPOCTYIINBATh TOJIBKO ITOT aapec (3aaaercs B popMare
ampec:nopt). Pa3pelaercs BIOYaTh HECKONBKO TaKMX 3alMCeH, YTOOR! yKa3aTh Tpe-
GyeMble nHTEpdeich;

0 HostKey — myTh K (haiinam, comepkamuM Kmoyn mudpobanud. HyxHo nponuceiBats
TOJIBKO 3aKpBITBIE KJIIOYH, KOTOPBIE HCTIONB3YET CEpBEP IS PaCIIM(POBKH MAKETOB;

O KeyRegenerationInterval — HHTEPBaJl BPEMEHH, Yepe3 l(OTOpLIﬁ CEpBEp o6HoBmseT
KoY. B Bepcu 1 BO BpeMs CECCHH KIIOYH MOTYT PereHepHpOBaThCA. ITO MO3BOJS-
€T CAENaTh HEBO3MOXHEIM PACKPEITHE NAKETOB 33 CYET CMEHBI KIIOYei, KOTOpEIe Mo
YMOTYaHHIO MeHsAI0TCs kakable 3600 cexynn. Ecnu  ycraHoBHTL 0, TO pereHepauuu
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Q a

He Oyner. Tak kak MBI OTKa3alHCh OT NEpBOii BEpCHMU MPOTOKONA (CM. Mapamerp
Protocol), TO 3TOT aTpHOYT He BIuAET Ha paborty;

ServerKeyBits — JJIHHa CEPBEPHOro KJmoya. Ilo YMOJYaHHUKO YCTAHOBJICHO 768,
MHHHUMaQJIBHOC 3HAYEHHE — 512;

SyslogFacility — THH coOOLIEHHH, KOTOpbIE OYXyT COXpaHATLCA B XKypHaJe;

Loglevel — YPOBEHBb COOLITHH, KoTOpele GyayT momaaate B KypHal. Bo3MmoxHbie
YPOBHH COOTBETCTBYIOT CHCTEMHBIM, KOTOpPBIE MBI Gy/ieM paccMaTpHBaTh B pazo. 12.5;

LoginGraceTime — HHTEpPBaJl BPEMEHH, B T€YEHHE KOTOPOro IMnojb30BaTe/ib NO/KEH
BBECTH l'lpaBHJIbHBlﬁ NnapoJib, HHaA4¢ COCAUHCHHUE 6yner pa3opBaHoO,

Permi tRootLogin — (pnar, onpeaessioLLHii, paspewieHo (yes) WIH 3anpeweHo (no)
BXOIMTb B CHCTEMY no npotokoixy SSH nox nons3oBarenem root. Mbl yke roBopwiH,
4TO root — 3To 6Or B CHCTEME, H €r0 BO3MOXHOCTH HYXHO HCHOJIb30BaTh aKKypaTHO.
Ecnu B cucTeMy Henb3s BXOAUTD C TAKUMH npaBamu, To K o SSH rem 6onee. Cpoyno
MEHSHTE 3TOT NapaMeTp Ha no;

StrictModes — d¢uiar, perjiamMeHTHpYIOIMH HeoOXOAUMOCTb MNPOBEPKH COCTOAHHSA
¢aiinoB M MX BnajeNbLeB, NOJIL30BATENBCKUX (aiiioB M JOMALIHEro KaTajiora A0 BBOJA
naposa. Xenare/bHO YCTaHOBHTD yes, MOTOMY YTO MHOFHE HaYMHAIOLIKE MOJIb30BATE-
JIH IeNaloT BCe CBOM Gailibl AOCTYIHBIMH JJ1A 3aITHCH;

RSAAuthentication — pa3pelleHa Jin ayreHTH¢ukauusa no anroputmy RSA. [lapa-
METPp ACHCTBYET 1 NEpBOi BEPCHH NMPOTOKOA;

PubkeyAuthentication — [03BOJIEHa JIM ayTeHTH(HKaUUA Mo MyOGAHYHOMY KIOUY.
[Tapamertp neficTByet 1 BTOpoH BEepCHH MPOTOKOJIA;

AuthorizedKeysFile — (ail1 ¢ MyONMYHBEIM KITIOYOM, KOTOPbIH MOXKET HCIIONb30BaTh-
cA A ayTeHTHUKALHMM;
RhostsAuthentication— ¢uar, pa3spemalolwmi ayTeHTHOMKaUMIO Mo dainam

$HOME/.rhosts M /etc/osts.equiv. [Io yMoT4aHHIO CTOMT no, H 63 ocoboil Hano6HOCTH
MEHATH 3TOT NapaMeTp He CTOMT, MOTOMY YTO 3TO Heb6e30MacHo;

IgnoreRhosts — ()Iar, 3anpellalonii YuTaTh (ailiel ~/.rhosts U ~/.shosts. be3 Heob-
XOIUMOCTH 3HA4YeHHE JIydlle He H3MEHAThb, MOTOMY YTO 3TO MOXKET MOBJIMATL Ha
6e30MmacHOCTS;

AuthorizedKeysFile — ¢ailll AJ11 XpaHEHHs CMHMCKA aBTOPH30BaHHBIX KoyeH. Ecin
NoJ1b30BaTelb BXOJHUT B CHCTEMY C MMEIOILMMCA B 3TOM (Qaiiie KI04oM, TO €ro myc-
TAT aBTOMaTHYECKH Oe3 BBO/Ia AOMOJIHUTE/IBHBIX Mapoliei;

RhostsRSAAuthentication — ¢uar, perJaMEHTHUPYIOWIMI HCMONBb30BAHKME NPH AyTEH-
THPUKALMH KIOYa XOCTa M3 Katanora /etc/ssh/ssh_known_hosts. [Tlapamerp npumens-
ercsa B nepeoi Bepcun SSH;

IgnoreUserKnownHosts — MapaMeTp, YKa3bIBAIOWIMA Ha HEeoOX0AUMOCTD UTHOPHPO-
BAHMA I0JIb30BATEbCKUX CITHCKOB JOBEPEHHBIX KOMIbIOTEpoB. Eciu OH paBeH no, TO
HeoOX0JMMO IOBEpATh KOMIIbIOTEPaM M3 CIUCKaA ~/.ssh/known_hosts NpH ayTeHTH(HKa-
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UMM RhostsRSAAuthentication. He BepeTe HMKOMY, MO3TOMY MapameTp JIyullle BCETo
H3MEHHTb Ha yes;

O PasswordAuthentication — TpeGoBaHHe nmapons. Eciii 3HaueHHe paBHO yes, TO Oyder
TpeGoBaTbcs maposib. IIpH HCMONB30BaHHH aBTOPH3ALMH uepe3 KIIIOYM MapameTp
MOXHO OTKJIIOYHTB;

O PermitEmptyPasswords — pa3pelleHHe MycThiX naponei. [lo ymonyanuio ycraHosne-
HO no, YTO 3aMpellaeT UCIOIb30BaHUE MyCThIX MapoJiei, ¥ H3MEHATh 3TO 3Ha4YEeHHE He
CTOMT;

O KerberosAuthentication — HCMONB30BaHHE MPOBEPKH MOMTHHHOCTH MO NPOTOKOTY
Kerberos. B nocenHee BpeMs MMEHHO 3Ta ayTeHTH(HKaLMA HabHpaeTt GonbuIyIO HO-
MyJIsSpHOCTh Gnarogaps cBoe 6e30nacHOCTH;

O KerberosOrLocalPasswd — €ciu maponb Kerberos He ObUT MPHHAT, TO BKIIOYaeTcs
TNpoBepKa JIokallbHOTO (aiiia maponei u3 gaiina /etc/shadow;

O KerberosTicketCleanup — ynajieHde 6unera Kerberos u3 kslla npu BbIXOAE M3 CHC-
TEMBI;

O Banner — MO3BOJAET YKa3aTh (aiy, B KOTOPOM HaXoaWTCA TEKCT MPUBETCTBHA, OTO-
6pakaeMOro noys30BaTENAM.

5.3.3. TTapameTtpur aoctyna k cepsepy sshd

KpOMe JUPEKTHUB, IIPUBCACHHBIX B JIMCTHHIC 5. l, MOXXHO HCNOJIB30BATH CIICAYIOLLHE:

O AllowGroups — MO3BOJUTH BXOJ B CUCTEMY TOJIBKO MOJIB30BATEAM YKa3aHHbIX TPy
(yxasbiBatoTcs yepes npoben B ONHO# CTpOKe);

O AllowUsers — pa3pellUTh BXOJ B CUCTEMY NOJIb30BaTe/IIM, HMEHA KOTOPBIX yKa3aHbI
yepe3 npober;

O DenyGroups — 3alpeTHTh BXOJA B CHCTEMY MOJIb30BATEAM YKa3aHHBIX 4epe3 mpoben
rpymnm;

O DenyUsers — 3alpeTHTh BXOA B CUCTEMY MOJb30BATENAM, HMEHa KOTOPBIX yKa3aHBI
yepe3 npoGen. 3ToT nmapamerp ObiBaeT ynoOeH, KOTla AaHO pa3pelleHHe Ha BXO.

rpynme, HO Hy)KHO OTKa3aTh B nojkiiodeHHH K SSH-cepeepy onHoMy U3 ee nonb3o-
BaTesei.

51 pekoMeHIyIO0 BaM ABHO MPOIMKCATh IPYMMbl WIK MMEHA MONIb30BaTENEeH, KOTOPhIE MO-
I'yT BXOAMTH B cucTeMy o SSH.

5.3.4. KoHpurypuposaHue knueHta SSH

Hactpoiiku SSH-kiueHTa comepxkat ellle MeHbllle napaMeTpoB. B daiine /etc/ssh/ssh_
config HaxoaaTcs rnobGanbHble HACTPOHKHM IIA BceX Nosb3oBatesnieid B cucteMe. Ho Bei
MOXeTe IJIA JIIo0Oro W3 HHUX TMNepeonpenennTh NPOU3BOJIBHBIA NapameTp B daiine
.ssh_config M3 Kartajiora nose3oBarens. B nucTuHre 5.2 nmpuBeseHO comepiKUMOE IJIo-
6ansHoro ¢aiina HacTpoek 6€3 HEKOTOPbIX KOMMEHTAPHEB.
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NucTunr 5.2. KondurypaumnoHHbiin tain /etc/sshissh_config |

# Site-wide defaults for various options
# 3BHaueHMA HEKOTOPHX MapaMeTpoB IJIA BCEeX NOJIb30BaTesNed MO YMONUYAHMIO

# Host *

# ForwardAgent no

# ForwardX1ll no

# RhostsAuthentication yes

# RhostsRSAAuthentication yes
# RSAAuthentication yes

# PasswordAuthentication yes
# F#11BackToRsh no

# UseRsh no

# BatchMode no

# CheckHostIP yes

# StrictHostKeyChecking ask

# IdentityFile ~/.ssh/identity
# IdentityFile ~/.ssh/id rsa
# IdentityFile ~/.ssh/id dsa
# Port 22

# Protocol 2,1

# Cipher 3des

# Ciphers aesl28-cbc, 3des-cbc,blowfish~cbc, cast128-cbc, arcfour
# EscapeChar ~

Host *

Protocol 2,1

HekoTopbie M3 3THX MapaMeTpoB Mbl yxe BUAEIH NPH pacCMOTPEHHH CEPBEPHOTO KOH-
¢urypanroHHoro ¢gaiina. 3nech Taloke MOXHO YBHAETb MapaMeTp Protocol, B KOTOpPOM
yKa3biBalOTCA Hcnonblyemele Bepcid SSH. B naHHOM cilyyae He CTOMT 3amnpellaTh Bep-
cuio 1. Ha 6e30omacHOCTs KJIMEHTa 3TO He TMOBJIMAET, 3aT0 He Gyner mpobieM npu noa-
KJIIOYEHHH K CepBepy, KOTOpbIi paboTaeT TONbKO Ha Takoil BepcHH. S Hanerock, YTo 3TO
Oyner He Baui cepsep ©.

Bot xapakrepHble 11 KWIHEHT2 KOMaHbL:
O Host — cepBep, K KOTOPOMY OTHOCSTCS ClI€AYIOIIHE HaCTPOHKH;

O cCheckHostIP — pa3pelueHHe npoBepku IP-anpeca ¢ ykasaHHBIMH B daiine known_hosts
ajipecamMH;

O Compression — pa3peLueHHe (yes) WIH 3anpeT (no) UCMOIB30BAHHA CXKATHA JaHHBIX,

O KerberosAuthentication — pa3petleHue (yes) WIH 3anpeT (no) UCTIONB3OBAHUA AYTEH-
TH(}HKaLuu no npotokoy Kerberos;

O NumberOfPasswordPrompts — KOJHMYECTBO MOIMBITOK BBOJA IapoJs. Ecnu nmapons He
BBEIICH BEPHO, TO COCANHECHUE pa3sphIBACTCA,

a IdentityFile — UMA q)ai'ma, COACPIKALLETO 3aKPBIThIC KITIOYH NOJIb30BATEIA,

O PasswordAutentication — peXXHM ayTeHTH(UKALMH 110 Mapoio.
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5.3.5. Tipumep pabotur knueHra SSH

Tenepb paccMOTPHM Ha NMpHMEpE, Kak MOXHO MOMKITIOYHTHCA K yAaneHHOMY CepBepy.
Jlns 3TOro CITy’)kMT KOMaHza:

ssh none30BaTens@cepBep

Hanpumep, uro6el noncoeauHuThed k cepeepy fltnovin nox umeneM flenov, HykHO BbI-
TIOJIHUTH CIIEAYIOLLYIO KOMaHAYy:

ssh flenov@flenovm
B oTBeT Ha 3TO BBl MOXETE YBHACTDE coonelme:

The authenticity of host ‘localhost(127.0.0.1)’ can’t be established
RSA1 Key fingerprint is f2:a1:6b:d6:fc:d0:f2:a1:6b:d6:fc:d0.
Are you sure you want to continue connection (yes/no)?

DTHM coolLleHHeM nporpaMMa HHGOPMHpYeT Bac, YTO MOIIMHHOCTb XOCTa He ObLia
yCTaHOBJIEHa, U oToOpaxkaeT cHUMOK RSA-xmoua. [i1 npoao/bkeHns coeIMHEHHA HeoO-
X0aMMo HabpaTh Ha KJiaBHaType yes. Ha 3kpaHe nosiBUTCA yBe1OMIICHHE:

Permanently added ‘localhost’ (RSA1) to the list of known hosts.

3aeck cooliaercs, YTO K04 J06aBleH B CIHCOK H3BECTHBIX XOCTOB. OTO 3HAYMT, YTO
B Katajore .ssh/ Balllero AOMAIHETO KaTanora nosBwica (WM o6HoBwica) aiin
known_hosts ¢ KITIOHYOM yAAICHHOH CHCTEMBI.

3aTeM mnpeqiaraeTca BBECTH NapoJib monb3oBatesi. Eciin ayTeHTHMKAIMA npouwia yc-
NEILHO, BBl OKA3BIBAETECH B CHCTEME M MOXETE BBHIMOJHATH KOMAHIb Ha yOAICHHOM
KOMITBIOTEpE, Kak OyaTo 6B1 CHAMTE 3a €ro KIaBHaTypo#.

IMoaxmouyatbes k SSH-nopty Linux Bel Moxkere u u3 Windows. s 3TOro cyuiecTsyet
MHOXKECTBO Pa3/IHYHBIX KJIHEHTOB.

5.3.6. Bxoa no knrouy

HamHoro ynoGHee u GesomacHee crioco6 aBTOpH3alMH IO KIIOYY, a BXOA [0 [ApOIIo
MoxkeT OBITh Aaxke M BoBce 3abnmokupoBaH. O6pamenne k cucreme no SSH He BnonHe
6e3zonacHO. 3IOyMBILUIEHHHK MOXET MOACMOTPETh Mapoib, KOraa Bel OyleTre BBOAHTH
ero B Apyroi nporpamme. Toraa 3adem mndposate SSH-coenuHeHHe, eciin cekpeTHOE
CJIOBO MOXET OBITH BBIABJIEHO IpH paboTe C APYTUMHU NpOorpaMMaMu?

Kaxnoe noqwmoyeHue A0DKHO MMeTh CBOM naposin. Ho MOMHHTE MX BCe OYeHB CIIOXKHO,
NO3TOMY JIyullle [ aBTOPH3ALMH HCIONB30BaTh KIOYHM, KOTOpble M TaK 3alliMIICHBI
nanbie Hekyna. HyxHo caenath Tonbko HeGoNbune M3MEHEHHUA B KOHQHIYpaLKH.

Jlna Hauana Hago co3paTh HOBBIM KWIIOY. JIA 3TOro CIyMT KOMaHIa ssh-keygen. Y Hee
€CTh TaKUe NapaMeTphl:

0 -t — Tun KMoYa. 3eCk MOXKHO YKa3bIBaTh rsa WM dsa i BTopoii Bepcuu SSH wim
rsal — Ju14 nepBoi. Jyi1 npuMepa co3nauM KoY rsa;
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O -f — ¢aiin, B koTOpoM GyaeT coxpaHeH 3aKpbIThiii K104. OTKPHITHIH K104 IOTy4YHT
TaKO€ XK€ HMA, HO C PaCLIHPEHHEM pub;

O -b— anuHa KIo4a, KOTopas MOXET 6bITL He MeHbIle 512. [lo YMOJI4YaHHIO YCTAHOB-
JICHO 3HAYC€HHMC 1024, OCTaBHM €TI0 H HE GyIleM YKa3bIBaTh 3TOT NApaMeTp.

H'rax, JUIA F€HEpAallHHK KIl04Ya BbINOJIHHM KOMaHOY:

ssh-keygen -t rsa -f ~/.ssh/myrsakey

ObpaTHTe BHUMaHHe, YTO A yKa3all COXpPaHEeHHe KITo4Ya B MoaKaTaiore .ssh cBoero Jo-
MaillHero kataiora (06 3TOM CBHIETENBCTBYET 3HaK ~). 10 katanor, B kotopom SSH
6yner HckaTh Bce HacTpoiku. EciiH BbI ellle He NOAKTIOYAINCH K CEpBEPY, TO 3TOT MyTh
H K04 OTCYTCTBYIOT. 11 MCHIpaBRIEHHs CHTYallMH HYXHO NepeiiTH B CBOH JOMalIHHH
KaTaJIor M CO3JaTh B HEM KaTaJIor .ssh:

cd /home/flenov
mkdir .ssh

Ecnu npu reHepauiMu xmnoya He yka3siBaTh ¢aiin A1 ero COXpaHeHHs, TO M0 YMOIYaHHIO
oH Oyzner co3gaH B katanore ~/.ssh/ c uMeHeM id_rsa ;i1 RSA-mmdposanus. J[na DSA-
mudposanus ¢aitn Gyaer pacnosararsca TaM xke, Ho ero UM 6yaer id_dsa. S cneumasns-
HO 3aJaJ1 HM4, YT0o6bI MOKa3aTh, Kak ¢ HUM paboTaTh.

Ecnu nporpaMma 3amyCTHIACH YCIEIIHO, TO Ha SKpaHe Bbl JO/DKHBI YBUAETH ClIEAYIOIIEe
MpUrialeHue:

Generating public/private rsa key pair.
Enter passphrase (empty for no passphrase):

3meck roBOpPMTCA, YTO HayaT MpoLecCc reHepauuH mMy6nwyHoro M 3akpeitoro RSA-
Kmoyeii. BaM npeanaraerca BBecTH KoAOBYIO (pa3y WiHM OCTaBUTh €€ IMycToi. S peko-
MEHIYIO JIyullle YKa3aTh NOCTATOYHO MJIMHHYIO ¢pa3y (He MeHee 10 cHMBOJIOB, a JIydy-
me — uenoe npemnoxkenue). [locne HaxkaTua knaBuun <Enter> BaMm mpemioxar mnoa-
TBEPAUTH KOMOHHALIMIO, YTOOBI HCKTIOYHTH OLIMOKH MPH BBOJE.

Ecnu Bce TIPOILIUIO YCNICLIHO, TO BBl ZOJDKHBI YBHACTDH CJICAYIOLLECE coo0IeHHe:

Your identification has been saved in ~/.ssh/myrsakey.
Your public key has been saved in ~/.ssh/myrsakey.pub.

B ero nepsoii cTpoke Hac MPOMHGOPMHPOBATH O TOM, YTO 3aKPHITHIA KIOY COXpaHEH
B ¢aiine ~/.ssh/myrsakey, a BO BTOpPOW — YTO OTKPBITHIA KIO4Y COXpaHEH B (aiine
~/.ssh/myrsakey.pub.

IMomyuus witoum, Bbl AOJDKHBI OTNIPaBUTH (aitn ~/.ssh/myrsakey.pub Ha ynaleHHbIH KOM-
netotep, uroOsl SSH-cepsep Mor ucnone3oBate ero s ayreHTHOHkaumH. [lepenauy
MOXKHO CMENIO OCYLIECTRIATh 4Yepe3 OTKPHITHIE KaHANbl CBA3H, MOTOMY YTO ITyOIMYHBIH
KoY HHYero He ctoMT Ge3 ¢passl (mapoiyis), KOTOpPYIO Bbl BBedH, H 6€3 CeKpeTHOro
Kimoyda. Jlake eciu xakep cMOXeT MOMy4HTh ¢aiis myrsakey.pub, MOJB3bI OT ITOTO EMY HE
O6yaeT HUKAKOIA.



202 Fnaea 5

AJIMMHHCTpaTOp cepBepa AOJDKEH N00aBHTH coaepuMoe IyOJIH4HOro Kioua B ¢aitn
.ssh/authorized_keys. JI111 3TOro MO)KHO BBIIOJTHUTE Ha CEpBEpE CAEAYIOLIYIO KOMaH/TY:

cat myrsakey.pub >> .ssh/authorized keys

Tenepb MOXHO MOAKTIOYATHECA K CEPBepY, MCMOJBL3YA MyOGaHUHBIN KIIOY 1UIA MOATBEp-
xaeHus vuHocTH. Ho nepen 3TuM yGeauTech, 4To B KOH(HUrypaLHOHHOM daiine cepse-
pa BKJIIOYEHBI CIIEQYIOIUE TUPEKTHBBIL:

RSAAuthentication yes
PubkeyButhentication yes

Jlng noaAKIIOYEHHs K CEpPBEPY BBINIOJIHMTE KOMaHy:

ssh -i ~/.ssh/myrsakey

C noMolupio napamerpa -i Mbl yKasbiBaeM ¢aiin my6amuHoro wiova. Ecnu sroro He
caenatb, To OyaeT HCNonb30BaTheA id_rsa— ¢haill Mo yMON4aHHIO, €ro UMsA 3ajaer
JUPEeKTHBA IdentityFile B KOH(pHUrypaioHHoM daiine SSH-kimenTa.

Teneps cepBep GyneT 3ampalidBaTh y Bac He Napodib, a ciioBo ((ppasy), koTopoe BbI yKa-
3aJIM MPH reHepaLmy MyOIMYHOro KIoya:

Enter passphrase for key

Ecnm B koH$urypauuonHoM daiine SSH-cepBepa U3MEHHTh MapaMeTp PasswordAuthen-
tication Ha no, TO Mapojb MPOBEPAThCA He OyleT, a CBA3b CTAHET YCTaHABJIMBATHCA
TOJILKO Ha OCHOBaHMH Kimouei. JIng oOecnieueHus 6e30MacHoH CBA3H 3TOro A0CTaTOUHO.

5.3.7. 3awmuieHHas nepeaa4a AAQHHLIX

B cocras nakera SSH Bxoasar eme ape nosesnsie nporpammsel: SFTP-server (FTP-cepeep
¢ noggepxkkoil mudpoBannsa nepenaBaeMbix AaHHbIX) U SFTP-iment (FTP-kauent mus
noanoueHus k SFTP-ceprepy). JlaBaiiTe mocMOTpHUM Ha MOCIEAHIO CTPOKY ¢aiina
koHurypauun SSH-cepBepa: /etc/ssh/sshd_config:

Subsystem sftp /usr/libexec/openssh/sftp-server

JlMpeKTHBa Subsystem ONMpenenseT AOTIOIHHTENBHBIE CEPBHCHL. B mnpHBeneHHOi cTpoke
Kak pa3 u 3amyckaercs SFTP-server us nakera OpenSSH.

Pa6orta ¢ xinenrom SFTP npaktnyecku He otTiavyaerca oT pabotsl ¢ SSH-wiueHTOM.
BeimonHuTe kOMaHay: sftp localhost, M Mepell BAMHM MOABUTCA NPHIJIAlICHHE aBTOPHU-
3allMM, KOTOPYIO MBI PacCCMaTpHBaIM B pa3o. 5.3.5. Beens npaBwibHbIA Napoinb, Bl OKa-
3pIBaeTech B koMaHOHo# crpoke FTP-kiueHTa U MoxeTe nepenaBarb WIH NMPUHHUMATH
¢aiinel, ucnons3ys koMaHasl npotokonaa FTP. 3ror npotokon mMel 6yaeM noapobHo pac-
cMmaTpuBath B 2rage 10, a ceifyac BaM AOCTaTOYHO 3HaTh, YTO OOJIBIIMHCTBO KOMaHI
CXO0XH ¢ fupekTHBamu Linux mis ynpapneHus ¢aiinami. OCHOBHbIE KOMaHABI IPOTOKO-
na FTP npuseneHsl B npunoscenuu 1.

[NonwiTaiiteck ceifuac Bocrons3oBaThesa KineHTOM SFTP 1is noakmoueHus k cBoeit cuc-
TeMe. ABTOPH30BaBLIMCh, MOXKHO MONPOOOBaTh BHITIOIHUTE KOMaHAY 1s WM cd, YTOObI
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yb6eauteca B pabotocnoco6HocTh nporpammel. [l Beixoaa u3 SFTP HaGepute komaHay
exit.

Ecnu Bam Heo6xoanMMo mepenath Ha cepBep WIH CKa4yaTh C HEFO CEKpPeTHyI0 HMH$opma-
Mo (HanpuMep, JOKyMeHTH! Wi ¢aitn maponeii), To Hcnonb3yifte g atoro 6e3onac-
Hoe coeauHenue no SFTP. Ipoctrie FTP-iwinentsl nepenarot ¢aitiel B OTKPBITOM BUIAE
(6e3 wndposakus), No3ToMy 06O Xakep CMOXET MpociTyluaTh TpadHK U y3HaTh HH-
¢dbopMaLmio, KOTOpasi MOMOXKET BIJIOMATH Balll CEpBep.

B komanaHo# ctpoke SFTP B ocHOBHOM MpUXOAHTCA paboTaTh CO ClIEMYIOIUMMH KOMaH-
AaMH:

(m) pwd — MOKa3aTh MyTh K TEKYLIEMY KaTajiory,
1s — MOKa3aTh ¢ai’mu B TEKYLUECM KATaJIOoreE,

mkdir NAME — CO3JaTh Narnky ¢ HMEHEM NAME,

Qaa

cd PATH — mepelTH B manky. B kadecTBe PATH MOXHO YKa3bIBaTh MOJIHBIA MyTh
K Manke Ha yAaJI€HHOM CEpBEpEe WIH TOJIBKO MMsA Karajaora, KOTOpbIi fBIfeTCs J10-
YEPHHUM K TeKyLIeMy;

Q

put FILE — 3arpy3uTh FILE C JOKQJIBHOTO KOMIIBKOTEPA HA ynaneHHmﬁ;

O get FILE — cKauyaTh FILE c cepBepa. [lo ymonuaHuio oH OyneT cKkauuBaThCs B Ty
Tarnky, KoTopas ObL1a akTHBHOMH Nepea akTHBaUHEH COeAMHEHNA.

BBl JOMKHBI YUNTBIBATh, YTO AasieKO He Bce FTP-KIMeHTh! Moanep)kuBaloT WHdpoBaHHe
SSH, nostoMy y6enutech B nomaepxke 3Toro NMpoTOKO/ia CO CTOPOHbI BALLIETO MPOrpamMM-
Horo obecnevenus. Hanpumep, ecnmn Bel pabotaete B Windows M XOTHTE OpraHHM3oBaTh
6e3onacHoe coeanHeHne ¢ Linux mns oOHOBneHMsA ¢ainoB, MOXKeTe BOCMOJB30BATHCA
nporpammoii WinSCP (www.winscp.net). OHa oGnagaer npocThiM M yAOOHBIM rpagH-
4yeckuM HHTepdeiicoMm, a moburenu aBmkeHus Open Source CMOTYT JaXke HalTH UCXOA-
HbI€ KOZIBbI IIPOrPaMMBI.

5.4. Nemom inetd/xinetd

Hna Toro ytoObl cepBep cMmor o6pabaTeiBaTh 3aMpoChl KIMEHTOB, MMPOrpaMMa JO/DKHA
ObLITH MOCTOAHHO 3arpy)KeHa M CBfi3aHa C ONpeleSiCHHBIM MopToM. B 3TOM Her HMyero
CJIOXKHOTO, HO MHOTZIa ObIBaeT HEBBITOAHO NMOCTOAHHO JAEPXKaTh MPOrpaMMmy B MaMATH,
ecJi oHa Gonbluas, a paGotaer odeHb penxo. Eciu nepen Hamu paGounii Be6-cepsep, To,
KOHEYHO e, Apache nomkeH paboTaTh Ha HEM MOCTOAHHO. A €CJIH 3TO KaKafi-TO TECTO-
Bas MALUMHA, TO IeP>KaTh BCE 3aMyLLEHHBIM HET CMbICIIA.

B pszne ciydaeB nyulne, Koraa OAHH CEpBHC B cHCTeMe OyleT cleuTh 3a NOpTaMH M 3a-
MmycKaTh HEOOXOOMMEIi cepBUC NpH obpallneHud K onpeneneHHoMy kaHary. B OC Linux
TaKas BO3MOXHOCTb €CThb, M [UTA 3TOTO HUCIOJIb3yeTcA AeMoH inetd win ero Gonee HoBas
BepcHa — Xxinetd.

Kax onpeaenuts, uto 3amyckats? J{na sToro cnyxur ¢aii /etc/services, B KOTOPOM Haxo-
JMTCS CIMCOK CEPBHCOB M MX TIOPTOB B cleayiowleM dpopmarte:

mMA nOpT/ﬂpOTOKOJ’I rncepooHMM
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3nech:
O »ma — Ha3BaHHE CEPBUCA, KOTOPBI HEOOGXOAMMO 3aITyCKaTh;
O Hopr — HOMEP KaHalla, KOTOPbIi JODKEH NMPOCTyIIHBATHCS;

0O nporoxon — cepBHc inetd ymeeT pabotatk ¢ npotokonamu TCP u UDP, noptel koto-
PBIX He mepecekaloTcsa (OHU COBEPILIEHHO Pa3lIMyHBI), TAK YTO HEOOXOOUMO B SBHOM
BHJIE YKa3bIBaTh [IPOTOKOIT;

O ncesnonum — BBIMBILUIEHHOE MMA JUTA CEPBUCA, KOTOPOE MOJKHO HE YKA3LIBaTh.
Hanpumep, B daiine /etc/services Bbl HaieTe clieQyIolIMe CTPOKH:

tcpmux 1l/tcp # TCP port service multiplexer
tcpmux 1/udp # TCP port service multiplexer
rje 5/tcp # Remote Job Entry

rje 5/udp # Remote Job Entry

echo 7/tcp

ftp 21/tcp
ftp 21/udp fsp fspd

A crienmansHO BEIOpAN 3TH CTPOKH, YTOOHI Bbl YBUZIENH BapHAHThl ONMUCAHHUS Pa3THYHBIX
CEpPBHMCOB.

Ecnu 8ol Mcnions3yere crapeiii quctpubytuB OC Linux, To B HeM, cKopee BCETO, elle
paboraer inetd. Ho MBI y)xe roBopwiy, YTo AaBHHIIHHMI AUCTPHOYTHB He MOXET OBITH
6e30MacHBIM, M ¢ HUM YTO-JIM0O Aenats GecnionesHo. Jlyuinas 3amura — oOGHOBJIEHHE, H
TOT/Ia OCHOBHEIM CEPBHCOM ByieT Xinetd, KOTOpEIH CTAHOBHTCA, €CIIM elle HE CTall, CTaH-
J1apTOM AJIA BCEX.

S pexomeHay10 nepexon Ha Xinetd, MOTOMy YTO B HEM MOABHIOCH MHOTO JOMOJHHTEIb-
HBIX BO3MOJXKHOCTEH, KOTOphle MOBBHILIAIOT yAOOCTBO aJAMHMHHCTpUpOBaHMA M Oesomac-
HocTe. Hampumep, B 3TOT CepBHC BCTPOCHBI MPOBEPKa BCEX YAAYHBIX W HEyHAa4HBIX
COEIMHEHUI, BO3MOXKHOCTb KOHTPOJI JOCTYNa M JaxXe NPENOCTaBlIE€HHE €ro CTpPOro
B ONPEAEICHHOE BPEMS.

ITo ymonuanuio xinetd MoxkeT GBITH HE YCTaHOBJIEH. 3TO AOCTATOYHO JIETKO MPOBEPUTH.
BBINOMHKTE B KOMaHOHOI# cTpoke: xinetd. Ecim koMaHza 3aBepiinTcs ommnbKkoif, To Tpe-
Oyercs ycTaHOBKa:

sudo apt-get install xinetd

5.4.1. KoHpurypuposaHuwe xinetd

OcHoBHoIi KoH}HUTrypauHoHHBIH (aiin ana xinetd — 3T0 /etc/xinetd.conf. B HeM onuceiBa-
I0TCS HACTPOMKH MO YMOJYAHHIO /1A 3alTyCKaeMBIX CEPBHCOB, a TakkKe KaTaior, B KOTO-
poM OymyT HaXOAUTECA KOH(HUIypaUHMOHHBIE (aiiisl, BIMAIOIIHE Ha paboTy KOHKPETHBIX
cepBucoB. PaccMoTpyuM npuBeeHHOE B JIMCTHHTE 5.3 cogepxuMoe 3toro ¢aiina.
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| NucTumr 5.3. ®aitn KoHdMrypaum fetc/xinetd.conf

#
# Simple configuration file for xinetd
# INpmMep xoudUrypaumoHHoro odamna mwiAa xinetd
#
# Some defaults, and include /etc/xinetd.d/
# HexoTopee napaMeTphl [0 yMOJTYaHMIO
# u nomwmouenme karanora /etc/xinetd.d/
defaults
{
instances = 60
log _type = SYSLOG authpriv
log_on_success = HOST PID
log_on_failure = HOST
cps = 25 30

}

includedir /etc/xinetd.d

[Tocne KMOYEBOro C/OBa defaults B (PHIYPHBIX CKOOKaX OMHCHIBAIOTCA HACTPOMKH
MO YMOJYaHUIO Ui BceX cepBHCOB. JlioGoe U3 3THX 3HAUYEHHMH MOXXHO H3MEHMTb A
KaXI0oro OTAENIbHOTO CEpBHCa.

TMocneansas cTpoka MOAKIIOYAET KaTanor /etc/xinet.d. B 3ToM kaTasiore A KakIo# CiTyx-
661 ecTb cOOCTBEHHDbIH KOHGHIypauMOHHbIH ¢afin, rae MOXHO W3MEHHTh MapameTphl.
HMeHa (aiyioB COOTBETCTBYIOT Ha3BaHMAM CEPBHCOB, a COACPXHMOE — IMOXOXKE Ha
/etc/xinetd.conf. B nMcTHHre 5.4 npuBeneHo coiepkuMoe KOH(urypauHoHHoro daiina
letc/xinet.ditelnet n1a cepeuca Telnet.

TNucTunr 5.4. Kondpurypaunomeiit paiin ans ceps

# default: on

# Mo ymomuaHMIO BIJIOYEH

# description: The telnet server serves telnet sessions; it uses \
# unencrypted username/password pairs for authentication.

# Ommucaume: telnet-cepemuc obciymmBaeT ceccum telnet. Od ucnone3yeT
# HesammbpoBaHHHE MMA NOJE30BATEIIA M Napoib WA ayTeHTUPUKaLmm
service telnet

{

disable = no

flags = REUSE

socket _type = stream

wait = no

user = root

server = /usr/sbin/in.telnetd

log_on_failure += USERID
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PaCCMOTpHM OCHOBHBIC MapaMETPhl, KOTOPBIC MOXXHO H3MCHATD:

O disable — napaMeTp, yCTaHOBKAa KOTOPOro B yes 3amlpelliaeT MCIOJIHEHHE CEPBHUCa.
Kak yxe rosopwiock, cepeuc Telnet HeGe3zomaceH, U NMO3TOMY HMEET CMBICI €ro
3aMpETHTH;

O flags — aTpUOYTHI BHINOIHEHUA CEPBHCA;

O socket_ type — THN Hcnonb3yeMoro cokera. Jlna mporokona TCP 3gech momkHO
OBITh 3HAYE€HHE streem, a L1s npotokona UDP — dgram;

O protocol — HCNIONBE3yeMBblii W nepenayn gaHHbix nporokon (TCP win UDP);
O server — MOJHBIHA MyTh K 3aIlyCKaeMOH MporpaMMe;

O user — mpaBa goctyna. B 60/ibIIHHCTBE ClTydaeB MOXHO YBHAETH MMA MOJIb30BaTeNA
root. 310 HopMansHO, noToMy 4to B OC Linux ans paGoTel ¢ HoMepaMH MOPTOB
MmeHee 1024 HeoOxoauMbl MpaBa agMUHUCTpaTopa. B HacToswiee BpeMa GONBbIIMHCTBO
CEpPBHCOB MOHIKAIOT CBOM MPaBa B COOTBETCTBHH C YCTAHOBKAMHU;

0 instances — MaKCHMaJIbHOE KOJMYECTBO ONHOBPEMEHHO PaboTAIOLINX 3K3EMILIAPOB
NPOrpamMMBl;

O log_type — (haiin WM CHCTEMHBIH XypHa JUIA 3alIHCH COOBITHH;

O log on success M log_on_failure — HHdJOpMauml, KOoTOpas 6yne’r COXPaHATLCA
B XXypHaJi¢ NpH yAa4YHOM H HE€YAAYHOM BXOAE€ B CHCTEMY COOTBETCTBEHHO. 311er
MOXHO yKa3bIBaTb 3HAYE€HHA: PID, HOST WIH USER;

O per_source — MaKCHMAIbHOE KOJHYECTBO COEANHEHHI OT OJHOro noJys3oBarens. Mx
MOXET ObITh HECKOJIBKO, IIOTOMY HTO MOMB30BAaTENH TIOOAT MAKCUMAIBHO HAarpyXartb
KaHaJbl ¥ MOBBILIATE CKOPOCTh PaboThl € MOMOLIBIO CO3/JaHHSA HECKOJIbKUX OJHOBpeE-
MEHHO paboTalolHX COeAMHEHHIA;

O server args — apryMeHTHI, C KOTOPbIMH Gy leT 3aImycKaTbCs CepBep.

IIpn paccMOTpeHHH MapaMeTpa user Sl YNOMSAHYJ O HEOOXOAMMOCTH NpaB aAMHHHCTpA-
TOpa UIf JOCTyNa K MopTaM ¢ HomMepoM MeHee 1024. D10 neiCTBHTENBHO TaK, HO 3a4eM
aTo HyxHo? [leso B TOM, YTO, HE MMes NpaB root, MoJb30BaTENb HE CMOXKET 3aMyCTHTh
cepBep, KoTophlit pabotaer ¢ moptoM ot | no 1024. Takas 3ammra HeobxoauMa, NOTOMY
YTO B 3TOM JHana3oHe (yHKLUHOHHPYIOT OYEHDb BaXKHBIE CEPBUCHI, H UX HEIb3s 3aITycKaTh
HPOCTOMY MOJL30BATENIO.

IpencraBbTe cebe, 4TO Xakep ¢ NMpaBaMH IPOCTOro MOJb30BaTeNs CMOr Obl 3aIyCTUTDb
FTP-cepBep, mpuueM, BO3MOXKHO, €My YAalnoch Obl MOAMEHUTb KOHGHIYpaUMOHHbBIH
daitn npu 3amycke, YToObl paclIMpUTH CBOM npaBa. Caenai OH 3TO, U y HEro MOABHMTCA
BO3MOXKHOCTb 3arpy’kaTh Ha cepBep ¢aiiibl H CKayHBaTh MX K cefe Ha KOMMBIOTEP, YTO
HE)XXeJI1aTeIbHO.

5.4.2. besonacHocTb

MB&1 yke 3HaeM, 4To nporpaMma Xinetd Mo3BonseT onpenensaTs NpaBa M BpeMA AOCTyNa
K cepBucaM. Jlng storo B KOHGHIypauHOHHOM ¢aiie MOXKHO HCIONB30BaTh TPH AUPEK-
THUBBI: no_access, only fromM access_time.
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JIMpeKTHBA no_access 3ampeliaeT JOCTYI C yKa3aHHBIX KoMIblotepoB. Hampumep, cre-
AYIOLLasA CTPOKa B KOH(UTypalMOHHOM ¢paiisie 3aKpbIBaeT JocTyn ¢ aapeca 192.168.1.1:

no_access 192.168.1.1

Eciu HeobxonuMo 3ampeTuTth AOCTYMN LEJOH CeTH, TO AOCTATOYHO YKa3aTh TOJILKO €€
HoMep. Hampumep, ecnu Hy)XHO 3aKpbITb BXOI BCEM KOMMBIOTEPAM C aJpecaMH
192.168.1.x, roe x MoXeT ObITH JTIOOBIM YHCIIOM, CleIyeT HMCIOJB30BaTh CIEXYIOLIYIO
CTpOKY:

no_access 192.168.1.

OG6paTHTe BHUMaHHe, 4TO B 3TOM Cily4yae yka3aHHbli [P-aapec COCTOMT U3 TpeX OKTETOB,
pa3deNeHHBIX TOYKaMM, a He YeThIpeX, NpaBia, Mocjie TPEThEro YMC/a YKasblBaeTCs
TOYKa.

Jns nonHoro 3anpera A0CTyna HEOOXOANMO yKa3aTh B KOH(UrypaUHOHHOM Qaiine cie-
AYIOLLYIO CTPOKY:

no_access 0.0.0.0

Tenmepb MOCMOTPHUM, KaK MOXKHO MPENOCTaBIATH AOCTYN C MOMOIIbIO JHPEKTHBBI
only from. OHa ymoGHa TeM, 4TO W3HAYaJIbHO 3aMpeLIacT BCE, KPOME yKa3aHHBIX B Kave-
cTBe mapamerpa aapecoB. [lonyuaercs, 4To Mbl JAelicTByeM OT 3ampeTa. Yka3ae 3Ty
KOoMaHZly 6e3 napaMeTpa, Mbl BOOOILE 3aIIpeTHM AOCTYIL:

only from =
51 pexkoMeHIyl0 BKIIOYMTH 3Ty CTPOKY B OCHOBHOW KOHGHIYpalLMOHHBIH dain
Jetc/xinetd.conf, a MOTOM Il K&XKZOTO OTAENBHOIO CEPBHCA B ero COOCTBEHHOM KOHQHry-

pauroHHOM (aiine npommcats paspewendda. Hanpumep, nasaite OTKpoeM aocTyn
¢ anpecoB 192.168.1.2 u 192.168.1.19. lns 3toro noGaeinseM B KOHGHMIypaLUMOHHBIH

¢aiin cnemymolyio CTpoKy:

only from = 192.168.1.2 192.168.1.19

MoskHO pa3perats JOCTYN LETIBIM CETAM:

only from = 192.168.1.

A 4ro, eciM BCell ceTH paspelieH OOCTYM, a KOMIBIOTEpY ¢ HoMepoM | 3ampemieH?
B 3ToM ciyyae MOXKHO MpPOMNKCATh CIEAYIOIIHE JBE CTPOKH:

no_access = 192.168.1.1

only from = 192.168.1.

3anper uMeeT GOJIBIINIA MPUOPHTET, H A@KE HECMOTPA Ha TO, YUTO Y CETH €CTh paspellie-
HHE, KOMIBIOTEP U3 3TOH ceTH ¢ HoMepoM 192.168.1.1 MOAKTIOYHTECSA HE CMOXET.

Teneps paccMOTpHM, Kak MOXKHO 3aJaTh BpeMs focTyna. Ecnu Bl HacTpaMBaeTe cepBep,
KOTOphIii Gyzer paGorare B 0KCE KOMMAHUH, TO BIOJHE JIOTHYHLIM OyAeT paspelmuTsh
NOJIJIIOYEHHE K HEMY Tonbko B paboyee Bpems. Hampumep, cieqyromas cTpoka aesaer
CepBHCHI AOCTYNHBIMHU ToJbko ¢ 8:00 no 18:00:

access time = 8:00-18:00
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B 3tom ciydae s Gbl yBenuumwn BTopoe 3HaueHHe Ao 19:00, mOTOMy YTO COTpYAHHKM
4acTO 3aJePXKUBAIOTCA Ha paboTe, U HE XOUETCA, YTOOBI OHH IEPrajld MEHS KOKIbIi AeHb
u3-3a I0CTyNa.

OyHKUMHK obecrieueHns 6e30macHOCTH, BCTpOeHHbIe B cepBUc Xinetd, ynoOHBI M oOnanaror
JOCTATOYHO MOILHBIMH BO3MOXKHOCTAMH, XOTA H OyOJMpYIOT MNpaBa AOCTyma, KOTO-
pble MOXKHO HacTpaMBaTh U3 ¢aiinoB /etchosts.allow M /etc/hosts.deny. Mue Gosnbliie HpaBHT-
Ci 3aHMMaTbCA HACTPOHKOH Oe30MacHOCTH ¢ MOMOLIBIO KOH(HUrypaumoHHbBIX (hailion
cepBHca xinetd, NOTOMy 4TO MapamMeTphbl AOCTYTIa XpaHATCA B TeX (aiiax, Ha KOTOpble OHH
BJIMSAIOT.
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B ctune Samba

HsnavaneHo ans obmeHa daiinamm Mexay kommbioTepamMu cayxun nporokon FTP
(o Hem MBI noApoOHO morosopuM B 2rage 10). Ho oH HeynobeH, T. K. OCHOBaH Ha TEXHO-
JIOTHH «KJIMEHT-cepBep». UToGBI BBl MOTIIM MOMYYHTh € Ybero-TO KOMIIbIOTepa daiin, Ha
HeM JojvkeH ObiTh 3amymieH FTP-cepsep, a BaM ¢ noMolbio cneuHanbHON MPOrpaMMel,
Ha3eiBaeMoil FTP-winenToM, Hamo OyaeT MOAKMIOYMTBCA K 3TOMY CEpBEpy M CKadaTb
Hy>HbIH ¢aiin. ClIo)KHOCTB 3aKJII0YAETCA HE TONBKO B HEOOXOAHMOCTH YCTaHOBKH M Ha-
CTPOMKM Pa3nHYHBIX MPOrpaMM, HO H B KOHTpOJIE JOCTYMA.

Yrobel He yTpyxnaaTh cebs HacTpoiikamu FTP-cepBepa, MHOTHE CTaIM OpPraHH3OBBIBATH
B CBOMX JIOKQJBHBIX CETAX CHELNaNN3UpOBaHHbie OOMEHHHKH. s 3Toro BBLAENAICHA
FTP-cepBep ¢ OTKpBITBIM IOCTYTIOM, KOTOPbIii OBICTPO MpeBpailiaicd B MyCOPHYIO KOP3HHY.
B Windows nosBuncs Gonee yaoGHsIi ciocob myGnukoBate cBou aiinel — «CeteBoe
OKDYX€HHE», C MOMOLIBI0 KOTOPOro yAaleHHbIH MONb30BaTeNb MOXKET 3aiiTH Ha J1000H
KOMIIbIOTEP M MCIMONB30BaTh €T0 OTKPBIThIE PECYPChl. TO AEHCTBUTENBLHO XOpoluas BO3-
MOXHOCTb, U TI0JIb30BaTe/M MPUBBIKIHN K Heil, HECMOTPA Ha TO, 4TO paboTa ¢ OTKPBITBIMH
pecypcaMH B NEpBOii peanu3aLy ccTeMBbI GbU1a He6E30MacHOM.

Yrobb nonp3oBatenn Windows Moriin BuaeTs cepBep Linux B cBOEM CETEBOM OKpyXe-
HUM u pabotate ¢ HUM kak ¢ Windows-MalliiHOIl, GsU1 pa3pabotan maket Samba (4acTo
MOXXHO BCTPETHTH COKpalleHHe smb), KOTOpbIfi COCTOMT M3 ABYX NpOrpaMM: CEpBEp Mo-
3BOJIsET My6IMKOBATh JIOKAbHBIE NANKH i Bceoblero npocMoTpa, a ¢ MoMOLIbIO KITH-
€HTa Bbl MOXETE MOIKIIIOYAThCA K JPYrMM KOMIBIOTEpPaM U paboTaTh ¢ MX OTKPHITHIMH
pecypcamu.

Taxum obpazomM, ¢ nomMompio Samba MOXKHO cOeNaTh JIETKOAOCTYTIHBINA U YAOOHEIH B HC-
nosib30BaHHH (aiinoBelii cepeep. PaHblie y MeHA Ha pabote Iuisi 3THX Lieell HCNoib30-
Baica cepeep Windows 2000, kotopslii napauiensHo paboTan kak cepBep 6a3 JaHHBIX.
Ho ¢aiinosbiii apxup 3aHUMaeT CIIMIIKOM MHOIO ME€CTa, OTHUMAaeT pPecypchl CETH H cep-
Bepa. K ToMy ke, ucnonssoBath aoporocrosuryro OC Windows kak ¢aitinoBoe xpaHH-
JIMIIE MPOCTO IITYNO — 3TO TO XK€ CaMOE, YTO BHIBO3MTH MYCOP M3 JOMa Ha pacCTOSHHE
B 20 mMeTpoB Ha «mepcenece». [1oaToMy GbUIO MPHHATO pellieHHe NepeHecTH (aitnoBeii
apXxHB Ha OTAeNbHBIH pu3ndecknii cepsep c 6ecruatHoit OC.
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OnHo u3 MolUHeAHX NpeuMyLIecTB Samba — BO3MOXHOCTh YAQIEHHOTO YIpaBieHHs
yepe3 SSH mnu SWAT (Samba WEB-based Administrative Tool, HaGop agMuHHCTpaTO-
pa uepes Beb mna Samba).

6.1. KoHpurypuposaHue Samba

OcHOBHBIM KOH(HUrypaunoHHbsIM (paiinoM ans Samba sBnserca smb.conf, KOTOpBIH MOX-
HO HaiiTH B KaTajiore /etc/samba/ (B HEKOTOPHIX AUCTPHOYTHBAX 3TO MOXKET ObITh KaTaior
letc). KpoMe Hero B 3TOM kaTtaiiore Haxogutcs (aiin Imhosts, ¢ MOMOLIEIO KOTOPOTO Mpo-
HCXOOUT conoctaBieHde [P-anpecoB M MMEH KOMMBIOTEPOB, — AHAIOTHYHO (paiinam
letc/hosts B Linux u [Auck:]\Windows\System32\ drivers\etc\imhosts.sam B Windows.

JIOTIONHUTENIBHO B 3TOM K€ KaTaiore MOXHO CO3/1aTh CleAytolune ¢aiinbl (HEKOTOpbIe U3
HHUX MOTYT CYLLECTBOBATH):

0 smbusers — CIMCOK MOJb30BaTENEH, KOTOPEIM Pa3pelleHO MOAKIIOYATECA K CEpBEpY
Samba;

O smbpasswd — napoJin nonp3oBareneii U3 daitna smbusers.

Kak Buaure, y Samba — cBom KoH}MrypauvoHHble (aitibl /I8 XpaHEHHs CIHCKa
nonb3oBatenei. Eciau Bbl co3naere MX Bpy4dHYIo, TO yOeaAHTeCh, YTO MpaBa Ha YTeHUE H
3aMUCh YCTAHOBJEHBI MpaBHibHO. Dailn JomkeH 6bITh OCTYNEH TOJNbKO aqMMHHCTpa-
TOpY, T. €. BNaJeJIbLIeM MOXXET OBbITh JIMIIb root 1 HUKTO HHOM.

KoHourypauuoHHsiii ¢aiin smb.conf COAepKUT He TaK MHOTO JUPEKTHB, MOTOMY IUIA
ynoOGcTBa BOCIPUATHA S MPHUBEN B JUCTHHre 6.1 HeGonbLWIOH npUMep, KOTOPHIA MOMO-
eT BaM YBUZETH oOLIyIO CTPYKTYpy Takoro ¢paina. B nanbHeiimieM HaMm mpeacTouT
paccMaTpuBaTh Apyrue cepseps! Linux, rae HacTpoek HaMHoro 6onbLue.

E NucTuHr 6.1. OparMeHT KOH(UrypPaLMOHHOrO chaina smb.conf

[global]
# OCHOBHHE IMPEKTUBH
workgroup = MYGROUP
server string = Samba Server

; hosts allow = 192.168.1. 192.168.2. 127.
load printers = yes
printing = lprng

; guest account = pcguest

# IMpeKTMBH XypHasa
log file = /var/log/samba/%m.log
max log size = 0
syslog only = no

# IvpeKkTMBE Ge30MaCHOCTHU
security = user
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; password server = <NT-Server-Name>
; password level

8
; username level 8
encrypt passwords = yes
smb passwd file = /etc/samba/smbpasswd

; usershare max shares = 100

unix password sync = Yes
passwd program = /usr/bin/passwd %u

passwd chat = *New*password* %n\n *Retype*new*password* %n\n
*passwd: *all*authentication*tokens*updated*successfully*

pam password change = yes
; username map = /etc/samba/smbusers

; include = /etc/samba/smb.conf.$m
obey pam restrictions = yes

# HacTpoiika cokera

socket options = TCP_NODELAY SO RCVBUF=8192 SO_SNDBUF=8192
; interfaces = 192.168.12.2/24 192.168.13.2/24
H bind interfaces only = yes

# Hacrpoitka npocMmoTpa

; remote browse sync = 192,168.3.25 192.168.5.255
; remote announce = 192.168.1.255 192.168.2.44

; local master = no

; os level = 33

; domain master = yes

; preferred master = yes

# PaBoTa C cepBepoM

; domain logons = yes

H logon script = $m.bat

; logon script = %U.bat

; logon path = \\%L\Profiles\%U
; wins support = yes

# WINS-cepsep
wins support = no
wins server = w.x.y.z
dns proxy = no
name resolve order = lmhosts host wins bcast

# OroBpareHue odaitmoB

H preserve case = no

; short preserve case = no
H default case = lower

; case sensitive = no
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Peanvnbidd akin B Bauiei cucreme 6yner HaMHOro Gosblue, MOTOMY YTO OH CONEPKHT
MHOXX€CTBO KOMMEHTapHEB C ONTMCAHMAMH H MPHMEPaMH KOH(PHUIYPHPOBaHMA OTKPHITHIX
KaTajoros. 34eCh 8 BCE 3TO yAanwi, 4yTo6bl BaM 6bL10 Mpolle OpHEHTHPOBATLCS, KOrjaa
MBI CTAHEM pacCMaTpHBaTh Ha3HaYeHHe KOMaH/.

B 6onbuinHcTBE KOH(HrypauHOHHBIX ¢aiinoB Linux u ee nporpamMmax IS ONMCaHHA
JAUPEKTHB HCHONb3yeTca popMart:

MMAIIMPEeKTMBE 3Ha4YeHue

Hms JAHPCKTHBBI B 3TOM CITy4a€ NOJDKHO COCTOATH M3 OJHOIO CJI0BA H HE MOXKCT COAEp-
XKaThb l'lp06€J'll>l. Ilocne uMeHH cTaBUTCA npoﬁen, 32 KOTOpPBIM HAET 3HAYCHHE TUPCKTHBBI.

B Samba-ceppepe npumeHseTcs HECKOJIBKO HHOH (opmat, npuGIDKeRHbl K daiiiaM Ha-
crpoek Windows:

MallMpekTUBR=3HaueHne

3Ha4YeHHEe JHPEKTHBEI CTABUTCA I10C/IE 3HAKa paBeHCTBA. TakuM o6pa3oM, HMs AHMPEKTH-
BBl MOXXET COCTOATh H3 HECKOJIbKHX CJIOB, colep)KaTh Mpobenbl H pasNuYHbe CHMBOJIBI
(xpoMe 3Haka paBeHCTBa). CTPOKH, HAUMHAIOIIHECH C TOYKH C 3aNAToH (;) WIM C pelueT-
KH (#), pacCMaTpHBAIOTCA KaK KOMMEHTapHH.

6.1.1. OcHosHble HacTpoOAKU

KoHdurypawmoHHsiit ¢aiin pasour Ha cexin. Camoii nepBoil MaeT cexuua [global],
B KOTOpO# OMMCLIBAIOTCA MI0OaJIbHBEIE HAacTpoikH cepBepa. B Heil MoXHO yBHIETH che-
IYIOLIHE JUPEKTHBSI:

O workgroup = uma — KM TPYMIbL, B KOTOPYIO BXoAMT cepBep. Koraa 8 Windows B
BXOJHUTE B CETEBOE OKPY)KEHHE, TO MOXKETE YBHUIETEL BCE JOCTYIHbBIE PeCypchl, pa3tu-
Thi€ Ha KaTEropuu. B ka0# rpymnme MOryT GbITh CBOH KOMITBIOTEPbI HIIH CEPBEPEI;

O netbios name = iz — MM, KOTOpPOE MOJIb30BaTENH GYMyT BUAETh B CETEBOM OKpY-
’KEHHMH A ITOrO CepBepa, OHO HE MOJDKHO COBMANATh C MMeHeM paboueii rpynrei;

0O server string = omucanme — CBOOOIHBIH TEKCT, KOTOPBI MOXHO OyleT yBHAETh
B nosie Description (KoMMeHTapHit) CBOHCTB cepBepa WM OKHE CETEBOTO OKPYKEHHs
B pexinme Details (Tabauua). B 3ToM none Bel MoXeTe MOMECTHTb KOMMEHTapHii,
OIMHCHIBAIOLIHA CONEPIKUMOE CEpBEPa, — HANPHUMEP: GaiIoBult apxus Cepres

O hosts allow = ampeca — yKka3aHue (4epe3 npo6ein) IP-anpecoB unu cereii, KOTOpPEIM
paspeuien goctyn K Samba-cepsepy. Hanpumep, 4To6bl OTKpBITE AOCTYN BCEM KOM-
netorepam cetu 192.168.1.x u onnoMy xomnetoTepy ¢ anpecom 192.168.2.2 u3 apyroii
CETH, HaJI0 HaMHUCAaTh CNIETYIOLLYIO CTPOKY:

hosts allow = 192.168.1. 192.168.2.2

O printcap name = ¢aitn — (ai1 OMMCaHHA MPUHTEPOB, NOAKTIOYEHHbIX K cHcTeMe. [To
YMOJIYaHHIO 3TO /etc/printcap; )

0O load printers = yes— YCTaHOBKa peXHMa (yes) ABTOMATHYECKOI0 BKIFOYCHHA
TNPHHTEPOB B CIHCOK OTKPBITEIX PECYPCOB. Ecnd B 3TOM HeT Ha.Il06HOCTH, TO YKaXKH-
T€ no,
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(| printing = cucrema — THII CHCTEMBI ME€YATH. 3J.ICCL MOXHO HCIIOJIb30BaTh OAHO H3
CJIEQYIOLIUX 3HaYeHHUH: bsd, sysv, plp, lprng, aix, hpux WIH qnx.

6.1.2. beaonacHocTb

B 3TOM pasnene Mbl pacCMOTPHUM JHPEKTHBEI, KOTOPhIE HANIPAMYIO WIH KOCBEHHO BIIHA-
10T Ha 6e30MacHOCTSh:

O guest account = iMa— OnpeleNsieT YYETHYIO 3allHCh, C IpaBaMH KOTOPOH MOJB30-
BaTellb CMOXKET BXOAWTh B cHcTeMy. Eciu Bamn cepsep He CONEPXKHMT CEKPETHOM
HHGOPMALIMK ¥ UCTIONB3YeTCA OJIA OTKPHITOro ooMeHa (aiinaM, To MOXKHO 3aBECTH
rOCTEBYIO YYETHYIO 3aITHCh, HHaUe Takoit BXxoa Hebe3zonaceH;

O log file = ¢aitn — 3anaer Ha3paHMe daiina-xypHana. HanpuMep, MOXHO HammMcaTs:
/var/log/samba/%m.log. OOpaTHTe BHMMaHHE, YTO B UMEHH TNPHCYTCTBYET CHMBOJI
NpPOLIEHTa, 32 KOTOPLIM cliefyeT OykBa m. JTa KOMOHHAaLWMA BO BpeMa paboTwl 6yner
3aMeHeHa UMEHEM MOJIb30BaTeNsA, aKTHBHOCTh KOTOPOro coxpamsercs. Tak, HampH-
Mep, )11 nonb3oBartess robert 6yaeT co3aaH >KypHai ivarflog/sambalrobert.log;

O max log size = n— onpeAesdeT MAaKCHMAIBHBIH pa3Mep XypHalla B KuwiobaiTax.
YkakuTe 3HaUeHHE 0, €CIIH OrPaHUYEHHA He JOJDKHO ObITh;

O syslog only — MPEANMCHIBAET HCMOIB30BATh IS )KYPHATHPOBaHUA TOJBKO Syslog;

O security = ypomenr — oONpeAenseT creneHb aoctymna. Ilapamerp yposene MOXET
MPUHUMATB OJTHO M3 CNIEAYIOLIUX 3HAYESHUH:

® user — JIOCTYN Ha YPOBHE NOJIb30BAaTEJIA;
® share — ayTeHTH(HKaIMA HA OCHOBE HMEHH H MapoJis;

® server — MPOBEPKa Mapoiis MPOU3BOAUTCA CTOPOHHMM smb-cepsepom. MM cep-
Bepa, Ha KOTOPOM XPaHATCSA NapoJIH, 33/Ja€TCA C OMOIIBIO THPEKTHBBI:

password server = }MMaCepBepa

YTO MO3BOJISET JEPXKaTh MApoM Ha ApyroM smb-cepBepe, koTophi U byner ocy-
IIECTBJIATH MPOBEPKY Napos;

® domain — BKJIIOYaeT cepsep B foMeH Windows NT, a mapons 114 nocTyna yxasbl-
BaercA B daiine, onpeneneHHOM ¢ MOMOMIBIO AHPEKTHBBI:

smb passwd file = Wumadaitna

m encrypt passwords = yes — IMO3BOJIACT ].lIHCprBaTL napoJiy, nepenanaemue 1o CCTH.

Ora onuus TpeGyeT NOACHEHHIA, MOTOMY YTO MOT'YT BO3HMKHYTH NPOG/IEMEI IPH aBTO-
pH3auMu ¢ komnbiotepos ¢ cucteMmoit Windows. CyTs B ToM, uto Windows 95 Boo6-
me He mudpoBala NapoiH, M OHHM TNEpeJaBaTUCh B OTKpbIToM BHiae. HaumHas
¢ Windows 98, o ymon4anuio cucteMa cTana mugpoBath Napoiu. 3aimHpoBaHHBIHA
napone nepemaercs MO CETH, U Ha cepBepe MpPOMCXOAHT ero nemHdposka. Ecin
CHCTEMa 0XKHAET 3alM(POBAHHOTO MAPOJA, @ KIIMEHT MOChUIaET He3amH(ppOBaHHbIHA,
TO C COEIMHEHHEM BO3HHKAIOT CEPbEe3HBIE NMPOOIEMBI.
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CoBpeMennble BepcHH Windows MIMQPYIOT Maposib, HO Bbl MOXETE OTKIIOYHTh
3Ty BO3MOXHOCTb. JIiA 3TOro B peecTpe Hy)KHO M3MEHUTb IapameTp
EnablePlainTextPassword, YCTAHOBUB B HeM 3HaueHue 1. B Windows 9x sTot napa-
METp HaXOAMTCA B peecTpe IO afpecy:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\VxD\ VNETSUP

Jing Windows NT ato:
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Rdr\ Parameters

B Windows 2000 n Gosnee no3aHHX BEPCHAX:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\
LanmanWorkstation\Parameters

Eciu coOTBETCTBYIOLIErO MapamMeTpa He CYLIECTBYET, €ro ciiexyeT co3aate. OH aoi-
’KE€H UMETD THI Dword.

Ecnu BO3HUKIH MPOGIEMBI C BXOAOM B CHCTEMY, TO MEPEKIIOYHTE CUCTEMY B PEXHUM
paboThl ¢ He3alMppoBaHHBIMH MapoiaMu. B 3ToM cmydae Samba ucnons3yer ans as-
TopH3auMH ¢ailbl /etc/passwd M /etc/shadow. IlomyueHHBIH OTKpBITHIH Maponb WHpPY-
erca no anropurMy MDS 1 cpaBHMBaeTCs co 3HaYEHHAMH H3 3TOrO (aiina.

Ecnu Bel paGoTaere B pexkime ¢ WHGPOBAHHBIMU MApOJIAMH, TO NMPH aBTOPH3ALMH
6ynet ucnonn3oBatbea (aiin /etc/samba/smbpasswd (3TO MOXKHO H3MEHHTD C IOMOLIBIO
JMPEKTUBBI: smb passwd file). Tako#t ¢aiin HeoGxoauM M3-3a pa3nnumii B uKudposa-
Hun Windows u Linux;

COBET

He npumensiiTe oTkpbITbie naponu 6ea ocoboi HagobHocTn. He 3abuialiTe 0 cylwecTBoBa-
HWM nporpamm-cHupchepoB, KOTOPLIE aHANU3NPYIOT CETEBOW TPacguK W NO3BONAIOT HaNUTU
naponw, nepeaaBaembie NO ceTw. Ecnu olu He 3awmdpoBaHb!, TO 3NOYMBbILLNEHHUK CMOXET
MPOHUKHYTL B BalUy CUCTEMY.

O smb passwd file = ¢ain— YKa3blBaeT Ha pacnoinoxeHue ¢aiina ¢ maponamu. Io
YMOJIYaHHIO OH HaXOOHTCA B TOM )K€ Karajiore, rie pacnoyioxeHbsl KOHQHIypalMoH-
Hble (aitnel Samba;

O ssl CA certFile = g¢aitn — 3amaeT ¢ai ceprudukara, HeoOXoaUMBIH L1 paboTel
nporokona SSL, rapaHTupyroiero 6e30macHOCTh Nepefayy JaHHBIX;

O unix password sync = yes — pa3peLiaeT mosb3oBatensM Windows MeHsATL maponsb
Samba, ogHOBpeMeHHO OOHOB/AA CHCTEMHBIe napoiu B Linux. Ecnu B 3TOM Het He-
00X0OMMOCTH, YCTaHOBMTE 3Ha4yeHHE napamerpa no. (s paboThl 3TOi AHPEKTHBLI
HY)XHO YKa3aThb NMpOrpaMMbl, KOTOpble OYIXyT W3MEHATb MapoiH (mapaMeTp: passwd
program) ¥ COOOLIEHHA, MOABJAIOIIKECH Nepel Moyib3oBaTeneM (MapaMerTp: passwd
chat). IlpuBexy nmpuMep MCMOJIB30BaHUA:

unix password sync = Yes

passwd program = /usr/bin/passwd %u

passwd chat = *New*password* %n\n *Retype*new*password* %n\n
*passwd:*all*authentication*tokens*updated*successfully*
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ITomumo 3TOro, HeOGxo,ElPIMO HCNOJIb30BATh AUPEKTHBBI: encrypt passwords H smb
passwd file;

O username map = ¢ain — YKa3aHde Ha ¢aiii, rae XpaHUTCS CIHCOK MOJIb30BaTEsIEH
ceppepa Samba mis kiventoB Windows 9x (o Hem noapoGHee Mbl MOrOBOPHM
B paszo. 6.3),

O usershare max shares — MaKCHMaJIbHOE KOJIHYECTBO ITOJIb30BATEIbCKHX KaTajioros,
KOTOpBIC MOI'YT ObITH OTKPBITHI OJ14 06u1ero A0CTyINA,

O usershare allow guests = yes — €CJIH 3TOT MAPAMETP BKIIOYEH, TO T'OCTH CHCTEMBI
CMOTYT MOY4YHTb JOCTYI K OTKPBITHIM pecypcaM. [To yMonuyaHHIo 3TOT napameTp oT-
KJII0YeH, YToObI JOCTYN K OTKPBHITBIM pecypcaM MOMy4anH TOJIbKO aBTOPH30BaHHbIE
MoJIb30BaTENH.

6.1.3. Cem

B 3TOM pa3zene Mbl H3y4HM OHPEKTHBLI HACTPOHKH CETEBOrO MPOTOKOJIA:

O include = ¢ai1 — MO3BOJNAET TOAKTIOMHTH AOMOMHUTENBHBIA KOHQPUIypalMOHHBIA
¢aiin, Hanpumep, ¢ APYTOro KOMMBIOTEPA, WIH COAEPXallWii HaCTPOMKH [UIA KOH-
KPETHOTO MOAKI/IIOYAIOLIErocs KOMIbIoTepa. B mocneqneM ciryuae uMs ¢aiina o6b14HO
3afaetca B popmare: nyrs.3m. 34€Ch nyTe — 3TO HaYyalo MOJHOrO MMEHH Qaiina, a
sm — NetBIOS-umsa komneiotepa. HanprnMep: /etc/samba/smb.conf.robert;

O socket options = TCP NODELAY SO RCVBUF=8192 SO_SNDBUF=8192 — 3a/Ia€T mapaMeT-
pbl IPOTOKOJIA K pa3Mep BXOJHOrO U BhIXoAHoro 6ydepos. 3aecs:

® TCP_NODELAY — Mo3BoJifeT OpicTpee (6e3 3aaepikek) nepenapaTh AaHHbIE,
® SO_RCVBUF — pa3mep NpHHUMalowiero 6ydepa;
® SO SNDBUF — pa3mep nepenatouiero 6ydepa;

O interfaces = uurepdeiice— €CIU Y BaC YCTAHOBJIEHBI IBE€ CETEBhIE KapThl, KOTOpBIE
HalpapJIEHblI HA pasHbIC CE€TH, TO C NOMOLIBIO 3TOM JUpPEKTHUBBI MOXXHO IO3BOJIMTh pa-
60TaTh ¢ Samba MoNb30BaTENNAM U3 KaKOH-TO KOHKPETHON WM H3 00EHX ceTeit;

O bind interfaces only — MO3BOJIMET MPHUBA3ATbCA TOJMBKO K HMEHOBAHHBIM MHTEp-
¢elicaM WIH ceTAM, YKa3aHHBIM B NapaMeTpe interfaces. EC/IM Bala ceTh He 3aliu-
IIEHAa CETEBbIM 3KPAHOM, TO HACTOATENBHO PEKOMEHIYETCA UCIONB30BATh 3TOT Mapa-
MeTp, YToObl JOCTYN K cepBepy Samba MMeaH TOJIBKO KOMIBIOTEPHI U3 BallICH CETH, a
He J11060# ynaneHHsbli nons3oBatens U3 HHrepHerta.

6.1.4. 3ameHa cepesepa Windows

Ecnu nocMoTperh Ha mapaMeTphl, ONHMCaHHBIE B 3TOM pa3feie, MOXHO YBHIETh, YTO
Samba cnoco6Ha nonHocTeIO 3amMeHUTs Windows-cepBep, U paboume craHuuM Ha Ga3e
Windows He 3amMeTAT Hey100CTB: '
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0O local master = yes — IO3BOJSET cAeNaTh Samba-cepBep OCHOBHLIM Opay3epoM ceTH;

0O domain master = yes — AaeT BO3MOXKHOCTB clieNlaTh Samba-cepBep riiaBHbIM Opay-
3epoM JoMeHa. He ycTaHaBnuBaiiTe 3HaueHHE yes, €CIIH B Balllel CeTH yXe €CTh KOH-
Tposiep nomeHa Windows NT;

O logon script = daitn — eclin JUpPEKTHBA domain logons BKIIOYEHA, TO B 3TOM Ia-
paMeTpe MOXKHO YKa3aTh ¢aiin bat-clieHapus, KOTOpbIiA OyneT BBIIONHATHCSA Ha KOM-
NbIOTEpe KIHEHTa NpH BxoJe B cucTeMy. CLieHapuii MOXeT, HanmpuMep, 3aaBaThCs
B BHIE 3m.bat (3aMeHfieTCS UMEHEM KOMIMBIOTEPA) WIH $u.bat (MOAMEHsAETCA Ha MMs
[OJIb30BaTeENINA);

0 logon path = nyre — ONpEHENSET MECTO XPAHEHHMSA MOJb30BATENLCKUX Mpoduiei.
ITpu ¥icnosb30BaHUM 3TOM AUPEKTHBBI HEOOXOAMMO yOpaTh KOMMEHTApHH C CEKLHUH
[Profiles], KOTOPYIO MOYKHO HaifTH B ¢aiine KoHPUTypaLuH No yMOITYaHHIO.

6.1.5. TTonnepxra WINS u DNS

WINS (Windows Internet Naming Service, cmy»0a umen Hureprera mis Windows) — 310
CepBHC U1 COTIOCTAaRJICHHS MMEH koMIbioTepoB H IP-anpecos. baza nannbix WINS yeM-To
HanomuHaer DNS (Domain Name Service), Toneko B Heil xpanarcs NetBIOS-uMena koM-
mpioTepoB, 2 DNS o6cnyuBaet JOMeHHBIE HMEHA.

Jna nactpoiiku pabotsl uepes WINS ciyxar cnemyromue AMPEKTHBBL:
O wins support = yes — pa3pelIuTh Hcronb3oBanne WINS-cepsepa;
O wins server = w.x.y.z — IP-anpec WINS-cepBepa;

0 DNS Proxy = yes— €CJIM 3Ta OINLMUA pa3pelleHa, TO Hepacno3HaHHble NetBIOS-
HMeHa MOXKHO ToNBITaThes onpenenuTs yepe3 DNS-cepsep;

O name resolve order — IOCNEAOBATEIBHOCTL, B KOTOpOﬁ 6yLICT IIPOU3BOAHNTECAH
TMOUCK aZpeca XoCTa o €ro HMEHH. B KOHCl)Hr‘ypauHOHHOM cbai’me MOXKHO HaHTH cne-

Iyroluuii npumep:

name resolve order = lmhosts host wins bcast

Ecnu Hcrmonb30BaTh 3TO 3Ha4Y€HUE, TO MPH MOUCKE aipeca CUCTeMa CHavana oyaer uc-
KaTh MMA X0cTa B (paiinie Imhosts, 3aTeM B hosts, moToM 6yaer 3aneiicTBoBaH ¢aiin wins
¥ mocneAHUM — bcast (broadcast win mMpoxoBeliaTenbHbIi 3anmpoc).

6.1.6. OtobpaxeHue gaiinos

B Linux 1 Windows npuMeHsIOTCA pasHble NpaBuUia HMeHOBaHUA (aitioB. Hanpumep,
B Linux Ha3BaHHA YyBCTBHUTENBHEI K perucrpy, a B Windows — HeT. 3T0 3HAYHT, YTO
¢aiiiel DATA.TXT 1 data.bd B Windows 6yayT BOCHpMHATBI Kak OOWH H TOT e ¢aiin,
Yero He cKakews o Linux.

JUna perreHns 3Toii npobieMbl €CTh HECKONBKO KOMaH/:
O case sensitive = no— HE MPHUHHAMATH BO BHUMaHHE pa3lINvUeE B perucrpe,

O default case = lower — OTOOpaKaTh Bee (ailibl B HIDKHEM PETHCTPE;
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O preserve case = no H short preserve case = no — 3alIpCTHTb COXPAHCHHC UMCH
(haiinoB ¢ y4eTOM perucTpa.

Ecnmn y Bac B cetd paboratoT nonbzoBarenm Windows-cCHCTEM, TO PEKOMEHIYETCA OCTa-
BUTh yKa3aHHbIe 3Ha4eHHA. g omqHOpoaHO#M Linux-ceTH MOXKHO pa3pelinTh COXPaHATh

perucrp.

6.2. OnucaHue obvektos

ITocne onpeneneHWA OCHOBHBIX MapaMeTpoB Samba-cepBepa MOXHO OIMMCHIBAThH OOBEK-
Thbl, K KOTOPBIM MOXXET TOJTy4aTh JOCTYH MOJIB30BaTENb. ITO AENAETCH B OTAESNBHBIX CEK-
UHAX, KOTOPHIE HIYT NOCHIE CEKLHH [Global], paCCMOTPEHHOM B pas3o. 6.1.

6.2.1. Tlopa aomoin

Koneuno xe, moboii nones3oBatens 3axoder paboTaTh co CBOMM kataiioroM. Jiis 3Toro
OH JI0JDKEH MMETh YYETHYIO 3anuch B Linux, ¢ kotopoit u Gyner cBa3aH ero kartaior. O6-
palLleHNe K TaKOMy Katajory 6yzer BRITJIAAETD TakK: \\ceppep\umsa, IJIE€ cepsep — 3TO HMA
cepsepa WM ero IP-aapec, a ynaa — 3TO MMA MOJIB30BATENSA, AOMALIHMIA KAaTalOr KOTOPO-
ro He0OXOAUMO YBHIETb.

Yro6BI pa3peliNTh MOJIB30BaTENAM PaboTaTh ¢ COGCTBEHHBIMU KaTalOraMH, Hy>KHO OITH-
caTh pa3fieN [homes]. PaccMoTpuM npumep Takoii cekumu:

[homes]
comment = Home Directories
browseable = no
writable = yes
valid users = %S ; %S - CTpoka C NEpPEeUWMCIIEHMEM [1O0JIb30BaTeNei
create mode = 0750
directory mode = 0775

B sToli ceKlMH MOTYT NPUCYTCTBOBATEH CASAYIOLUE UPEKTHBBI:
O comment — TEKCTOBBI KOMMEHTapHii, KOTOPBIH He BIUIET Ha paboTy;

O browseable = no— peXXUM OTOOpaOKeHMs pecypca B cMcke mpocMotpa. Ecnu yxa-
3aTh yes, TO B CETEBOM OKPY>XEHHH OyXyT BUAHBI MAIIKH MOJIb30BaTENEH;

O writable = yes — MpeIHKAT 3alIMCH B AOMaIIHMiA kaTtasor. [Ipu 3HaYeHHH no co3aa-
HHME M U3MEHEHHe (ailIoB CTaHET HEBO3MOXHbIM;

O create mode = 0750 — MpaBa AoCTyna IJiA co3aaBaeMbIX ¢aiyioB. B atoM ciydae
Brajenel] ¢aiina MMeeT MoJHbIE MpaBa, MOAb30BaTe/IM IPYINIBI MOTYT YHTATh M BBITION-
HATBH €ro, a ocTalbHble — Gecrpaenbie. HOrAa ciieyeT MOHW3UTH 3HaYCHHE NapaMeTpa
2o 740, 4yToGBI MOJIB30BATENH IPYTIIHI MOTJIH TOJIBKO YHTATE;

O directory mode = 0775— NpaBa JOCTYTa Ui CO3/IaBaeMBIX KaTaloroB. B atom ciy-
Yae y TOJIL30BaTeNel IPYINbI TOXKE CIIMLIKOM BBICOKHE IpaBa, H s GBI MOHM3MI HX
1o 755, uroObl 3anmpeTHTe UM cO3AaBaTh Qaiinel B HOBOM Katanore. OcTabHEIE
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MOTYT TOJNIBKO NMPOCMATPHBaTh KaTajaor, HO M 3TO MOXKET OKa3aTbCA JIMIIHMM, W [JIA
6onbLueii 6e30MacHOCTH TydllMM perieHueM Oynet 3HaueHune 750;

O valid users = nomb3oBaTem — CIHMCOK IMOJIb30BaTENEH, KOTOPEIM pa3pellieH JOCTYT
K JOMAIIIHHUM KaTajioraM. 3HaueHHs pasnendgroTcs HPOGBIIOM. ITo YMO4YaHHIO OOCTYyT1
MUMEIOT BCE, HO B PeaIbHBIX YCIIOBHSX 3TO HEOOXOIMMO TONBKO HekoTophiM. [ToaTtoMy s
PCKOMECHOYIO B ABHOM BHIEC INPOINCAaTh HMEHA TECX TOJIb30BaTENIEM, KOTOpPBIC HYXKOAIOTCA
B pa60Te CO CBOMM JOMAIIIHNUM KaTaJIoroOM.

6.2.2. [lomeHHurh BxOA

Ecnu Bbl HacTpowin cepsep Linux Tak, yTo6sl mons3zoBarenn Windows MOIIH BXOAHTH
B CUCTEMY 4YEpE3 smb, HCITOJIB3yA €ro KakK cepBep AOMEHA, TO HCOﬁXOJ.IHMO y6paTL KOM-
MEHTapUH C CEKIINH [netlogon]:

; [netlogon]

; comment = Network Logon Service

; path = /usr/local/samba/lib/netlogon

; guest ok = yes

; writable = no

B 3T0# ceklMK TaKke MPHCYTCTBYIOT KOMMEHTapHid W IUPEKTHBA writable. [lonp3oBa-
TEeJIU He JODKHBI MMETh NMPaBo 3alIMCH B 3TOT KaTaJor, MOTOMY YTO 3[eCh XPaHATCA CLie-
HapHH, KOTOpBIe BBIMOJHAIOTCA NIPH BXoJe B cucTeMy. Maiibl U3 3TOro Karanora JOJDKEH
H3MEHATH TOJIKO aJJMHHUCTPATOP.

IToMHMO 3TOTO, €CTh €Il IBE KOMAaH/IbI:
O path = nyTe — MOJHBIA MyTh K KaTaJlory netlogon;
O guest ok = yes — pa3pellleHHe FOCTEBOro BXOAa.

Takke HyXHO yOpaTh KOMMEHTapHH B CEKLHH [Profiles], KOTOpas BBINIAAWUT CJIEAYIO-
KM 06pa3oM:

; [Profiles]

; path = /usr/local/samba/profiles
; browseable = no

; guest ok = yes

B 3TOM KaTtayiore XxpaHaTcs NpoQWIM MONB30BATENCH, H OH HE OJDKEH ObITh BUIEH B Ce-
TeBOM OKpyxeHHH Windows, MO3TOMY AHPEKTHBA browseable = no 3alpewiaeT oTodpa-
XKEHHE.

6.2.3. Pacneuartka

Yrto6bl MOJNIB30BATENAM CTaJIM AOCTYINHBI MPHHTEPHI, MOAKIOYEHHbIe K Linux-cepeepy,
HY>XHO HaCTPOHTH CJIEAYIOLIYIO CEKIHIO:

[printers]

comment = All Printers

path = /var/spool/samba
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browseable = no
guest ok no
writable = no
printable = yes

O6paTtuTe BHHMaHHE, YTO MO YMONYAHHIO CEKLHMA OTKPBITa, U 3apeTHCTPHPOBAHHBIC
TIOJIL30BATENM YK€ UMEIOT AOCTYN K mpuHTepaM. Ecnu Bel XoTHTE, UTOGBI M «TOCTH»
CMOTJIM UCTIONIB30BAaTh NMPHHTEP, TO J00aBbTE CTPOKY public = yes. OfHaKO A He peKo-
MEHYIO 3TO JIeNIaTh, IOTOMY YTO Takas Jo6aBKa MPeAOCTaBHT I10JIb30BATE/AM JTHLIHIOK
BO3MOXKHOCTb UlA MoauryyuBanns. Hampumep, B Moeli cet Gbut citydaii, koraa cotpya-
HHK pacchllall Ha Bce NPHHTEPSI ¢ OOIMM AOCTYNOM pa3Hble KapTHHKH. Bpone 6e306ua-
HO, a paboTy TOpMO3UT, U Oecrnoie3HO pacXOayIOTCA KapTPHIKH.

6.2.4. O6wwmia poctyn

Yame Bcero Ha cepBepe HEOGXOOMM KaTallor, yepe3 KOTOphIH 1000k nonp3oBaTenb cMo-
xer obMeHMBaTbcs (paillaMu ¢ APYrMMM ydyacTHHKaMH ceTH. Ui HacTpoilkM Takoro
KaTaJiora CITy)KMT CEeKLUA [tmp):

; [tmp]
; comment = Temporary file space
; path = /tmp

; read only = no
; public = yes

ITo yMonmuaHuIO CeKLMA 3aKpbiTa, M 414 pa3pelleHus I0CcTyna K Heit HeoOxoauMo y6paTe
KoMMeHTapuu. O6paTiTe BHUMaHHE Ha ITyThb K OTKPHITOMY KaTajiory. 1o /tmp — KaTa-
Jor I XpaHeHHA BpPEMEHHEBIX (ainoB nons3oparesiefl. C MOMOLIBIO OHPEKTHB read
only (3HaueHHe no) U public (3HaUeHUE yes) MbI yKa3biBaeM cepBepy Samba, YTo KaTa-
JIOT OTKPHIT, U B HETO MOTYT 3alMCHIBATh U U3 HETO YMTATh (pailibl Bce MOJbL30BATENH.

Hecmotps Ha yRo6cTBa, KOTOphIE MPENOCTABIAET 3TOT KaTajlor, A PEKOMEHYIO HCIIOJIb-
30BaTh €ro TOJBbKO B 3aKphIThIX ceTAX. Ecnm y Bac ectb Beixoa B HMHTepHer, TO ¢ mo-
MOLIBIO CETEBOro 3KpaHa HeoOXOAMMO OTpaHU4MTh AocTyn K Samba. Tak kak B karanor
pa3pelleHo 3aMuchiBaTh JIOOBIM MMONB30BATENAM, JTOYMBIULIEHHUK MOXKET 3anucaTh
B Hero cBoH (ailiel, KOTOpbIE MOMOTYT €My MOTY4YHTh Ha CEPBEPE NPaBa aJIMMHUCTPATOpa.

6.2.5. JluuHeze katanoru

Bce paccMoTpeHHble paHee pa3zenbl (CeKUMH) KOHGHUrypallHOHHOro ¢aila UMEIOT yCTo-
ABIIMECS UMEHa U NpeIHa3Ha4YeHbl [UT pelleHus onpeaeieHHbIX 3aqa4. Ho B HekoTopbIx
Cllyqasx Bbl MOXXET€ MU3MEHHMTh MMsA pasjiesia, ¥ Ha paboTe cepBepa 3TO HE CKaXeTcs.
Onnako 51 He PEeKOMEHIYIO 3TO JeliaTh, MOTOMY YTO B OOHOH Bepcun Samba Bce Oyner
paboTaTh XxOpowIo, a Npy OOHOBJIEHHH MPOTPaMM CepBepa CUTYallUs MOXKET M3MEHHUThCH,
U NOTOM TpyaHoO 6yner Haiitu ownbKy, H3-3a KoTopoii Samba craHeT paboTaTh HEBEPHO.

Tem He MeHee BbI MOXKETE CO3/1aBaTh COOCTBEHHBIE pa3fieibl, B KOTOPLIX OyneTe onmuchl-
BaTh HeKoTophie npasa. Hampumep, BaM MoHamoOMTCA OpraHM3oBaTh OOLIMI Kkaraior,
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B KOoTopoM ¢aiutsl 6yayT JOCTYTIHBI BCEM MONB30BATENAM, HO 3alIHCHIBATh TyJa CMOTYT
TONBKO MMOJIb30BATEIN ONpeAe/ieHHOH rpynmsl. JIOMycTHM, YTO B 3TOM KaTa/lore JAOJDKHBI
XPaHHTBCA KAKHEe-TO KApTHHKH. JUIA pellleHHs Takoil 3aJa4d MOXKHO CO31aTh pasien
[shareimages] CJIeAyIOLIMM 00pa3oM:

[shareimages]

comment = Share Images
path = /home/samba/images
public = yes

writable = yes

write list = @staff
printable = no

JUia 3Toro pasznena 3ajaroTcA CICAYIOINE JHPEKTHBEIL:

O path = /home/samba/images — KATaJIOr, KOTOPBI MBI XOTHM OTKDHITB;
O public = yes -— MpH3HAK nocwnﬂbcm;

O writable = yes — 3alHCh B KaTaJor pa3pelleHa;

0O write list = @staff — OMNpeAeNseT IPyNIy staff, KOTOpas MOXXET 3alMChIBaTh
¢aitnbl. /g Bcex OCTAIBHBIX KAaTalOT OTKPBIT TOMBKO U1 YTEHHS.

B Takux 00BbABIEHHAX KATAIOrOB MOXHO MCIONB30BATh JIIOObIE IUPEKTHBBI, KOTOPHIE MBI
paccMaTpHBaJIH B 9TOH IJ1aBe.

6.2.6. COD-ROM

OtnensHeM pa3aenoM B ¢aitne KoHpUrypalmm HayT HacTpoitku npae Aoctyna k CD-ROM.
Bot npuMep 3THX HacTpoeK:

; [cdrom]

; comment = Samba server's CD-ROM
; read only = yes

; path = /cdrom

; guest ok = yes

OO6paTuTe BHUMaHHe, YTO B Ha4ajle KaKAOH CTPOKHM CTOMT CHMBOJI TOYKH C 3anAToii. S He
CITy4YalfHO OCTaBWJI X Ha MecTe, YTOOBI yKa3aTh, YTO N0 YMOTYAHHIO OHM €CTh (10 Kpaii-
Hell Mepe y MeHA) — T. €. Bce ONUMH pa3fena 3akOMMeHTHpoBaHbl. Ecnu y Bac aTnx
CHMBOJIOB HET, TO CPOYHO MOAyMaiTe 0 TOM, YTOOE! NMPOWEPCTUTh BCIO CUCTEMY OYEHb
NoApo6HO, — MAJIO JIM YTO €1l Balll IPOU3BOIUTEIL Pa3peLiii MO YMOTYaHHIO.

Hrak, Bce OTIUIIOYEHO, a 3HAYUT, KOMIIAKT-AUCK He Oynaer BUAeH no cetd. Ecin HyxHO
OTKPBITh K HEMy JIOCTYTI, HACTPOHTE CleAyIOLHEe ITapaMETPBI:

O comment = Samba server's CD-ROM — KOMMEHTapHii;
O read only = yes — ¢aii/ipl AOCTYTIHBI TOJBLKO /I YTECHHA,

O path = /cdrom— myTh Kk Aucky. Ecnu y Bac nBa u Gosee IMCKOBOAOB, HYXKHO YKa-
3aTh, KaKOH H3 HHMX BBl XOTHTE «PaclIapHTL», €CIIH XKe TOJNBKO OIHH, TO BCE PABHO

HYXHO YKa3aTh ITyTb, Kyla OH CMOHTHPOBaH;
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O guest ok = yes — pa3pelUHTh JIH JOCTYI K AUCKY U «rocTeil» (HeaBTOpH30BaHHBIX
B CUCTEME MOJIB30BaTeIei).

6.3. YnpasneHue nonb3osarensamm

Jna Hayana pasGepeMca ¢ HIMeHaMH nonb3oBateneii. 1o yMonuaHHio A1s qocTyna K cep-
Bepy Samba mpHMeHAIOTCA MMeHa M3 cHcTeMHoro ¢aiina /etc/passwd. Ho BBl Mokere
3aBECTH OTAENbHBIC 3amucd Samba-cepBepa, KoTopble OyOyT COOTBETCTBOBaTh peajib-
HBIM, OJTHAKO MX MOXKHO OyIeT MCIOJIB30BaTh TOJIBKO 1A MOAKIIOYEHHA k Samba, a He
K CHCTEME.

HmMena Samba onuceiBaloTcs B aiine /etc/samba/smbusers, pacnoJIoxeHHe U Ha3BaHHE
KOTOPOTO MOTYT OBITh M3MEHEHBI THPEKTHBOM username map (paitna smb.conf. Conepxn-
Moe (paiina /etc/samba/smbusers MOXeT OBITh, HAMPHUMEDP, TAKUM:

# Unix name = SMB_namel SMB name2
root = administrator admin
nobody = guest pcguest smbguest

VY crucka MMEH HEeCKOJIBKO MpeaHa3HaueHuH. Bo-nepBhIX, ¢ €ro MoMoubio Bbl MOXETE
OTpa3uTh MMEHa, NMpHUBLIYHbIE 11 Nonb3oBatesieit DOS n Windows, Ha y4eTHbIE 3alTHCH
Linux. Hanmpumep, B Windows MakcCHMaibHbIE MpaBa IPHHAIJIEKAT I0J1b30BaTENIO
Administrator, a B Linux 3to root. 1 Bo BTopoii cTpoke NpHBEAEHHOIo MpUMEpa ycTa-
HaBJIMBaeTCA COOTBETCTBHE HMEHH Administrator MoJb30BaTeNIO root.

Bo-Bropeix, ucnone3oBaHue 3Toro (aiina no3BojiseT aKKyMyJTHPOBaTh HECKOJIBKO HMEH
Ha OOHOMN yueTHo¥W 3ammcu. Hampumep, y Bac ecth rpymna Hoib30BaTeliei, KOTOPbIM
JOJDKHBI ObITH Ha3HaueHbl OIMHAKOBEIE MpaBa. i 3Toro 3aBoguM B Linux Tonkko oaRy
YYETHYIO 3alHCh nobody (oA Heil OyayT paboTath Hosib3oBaTeNn), a B Samba nponucel-
BacM i1 HEC HECKOJIBKHX HOHLBOBaTeHeﬁ:guest,pcguest H smbguest — MNOA 3THMH
HMEHAMH OHM OYAyT BXOANTE B CHUCTEMY.

HecMoTps Ha To, 4TO MBI OTpa3swIy MMeHa monb3oBarteseil administrator ¥ admin, u 310
pa3Hble YYeTHbIE 3aNMCH, U1 HUX GyaeT HCrob30BaThCA OJJMH NMapoJik — Ha3HAUEHHbIH
TOJ1b30BaTEMO root.

HudopMalms O mMONB30BaTENAX, KOTOPHIM paspelleH IOCTYN, XpaHHTcA B (aiine
letc/samba/smbpasswd. Ero pacnonoxkeHne W uMs MOryT OBITh H3MEHEHBI C NOMOIIBIO
JIMPEKTHBHI smb passwd file ¢aitna smb.conf. PaccMoTpuM npumep cozepakuMoro daiina:

flenov:0:813D6593C11F1173ED98178CA975D79: [UX ] :LCT-41FAB18F
robert:500:813D6593C11F1173ED98178CA975D79: [UX ] :LCT-41FAB18F

Cpasy BHAHO, 4TO (haii1 yeM-TO MoX0XK Ha /etc/passwd. OH Taloke paszie/ieH JBOCTOUYHAMH
Ha HecKoJIbKo KoloHoK. Hanbonee HHTepecHBI W3 HHUX NEpBLIE TPU: HMSA MOJIb30BATES,
ero UID B cucreme Linux 4 napons.

Ho nobarnate noss3oBartenedl Bpy4Hyl0 He O4eHb YAOGHO, notoMy 4To Tpebyercsa 3a-
wH$pOBaTh H NMPONHCATh Mapojib, YTO HE TaK YK M mpocto. Yto6bl obnierduTs 3agady,
B MakeT Samba BKIIOYEHa yTWIHTa smbpasswd, KOTOpas MPUHHMAET ClIEQYIOIHE Napa-

METPphI:
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O -a— nob6aBUTH MONB30BaTeNs B CHCTEMY. YYeTHas 3alHCh JAO/DKHA yXe€ CYILIECTBO-
BaTh B (aiine /etc/passwd. Hanpumep, napaiire mponuuem PobGepra, ¢ KOTOpBIM MBI
yxke He pa3 paboranu:
smbpasswd —a robert

B otBet Ha 3TO MporpaMma NMOMPOCHT Bac ABaKAbl BBECTH Maposib. YKa3aHHas BaMM
KOMOMHALMA HUKaK He BMMACT HA CHCTEMHBIH Napoib U HUCMOJB3YETCA TONBKO s
ngocryna k Samba. Takum o6pa3oM, mapoiu MOTyT OTJIHYATLCA APYT OT Apyra. S naxe
pexoMeHaylo caenatb X padtHyHbiMH. OC Windows yMeeT 3anOMHHATh MapojiM U
XpaHHTh B cBoeil cucteme, H Bepcud Windows 9x menarot 310 He6e30macHBIM CMOCO-
6oM. Eciu 310yMBIIUIEHHUK CMOXKET yKpacTh Maponk Ha Samba, TO OH NMPOHMKHET
H B CHCTEMY;

0O -x— yganute none3oBatens. Urobsl uckmounts Pobepta U3 cucTeMsl, BHIMOIHATE
KOMaHAy smbpasswd -x robert;

0O -d — pmeakTHBUpOBaTh nosb3oBateni. Ecnu Heo6X0AHMO BpEMEHHO OTIIIOMHTH AOC-
TYI [UIA TONB30BATENsA, HE YAAlAs €ro U3 CHUCTEMBI, BHIMOJHUTE KOMaHAY smbpasswd
-d robert. JlaBaiiTe MOCMOTPHUM Ha CTPOKY, COOTBETCTBYIOLIYIO0 Pobepry, nocne Bbi-
MOJIHEHHA ITOI KOMaHJbI:

robert:500:813D6593C11F1173ED98178CA975D79: [DUX ]:LCT-41FA818F

OO6paTHTe BHMMaHHE, YTO B YETBEPTOH KOJIOHKE B KBAJIpaTHBIX CKOOKax MOABHMIACh
6ykBa D. OHa kak pa3 M yKa3blBaeT Ha TO, YTO 3allUCh JeakTHBMpoBaHa. Takum obOpa-
30M BBl JIETKO MOXETE OINMpPEAENINTD, KAKHE 3aITHCH aKTHBHBI, @ KAKUE HET;

O -e— AKTHBHUPOBATh NOJIb30BATEIA. C noMolLpl0 3TOi KOMaHABl MOYKHO MOAKTIOYHTE
JCAaKTHBHPOBAHHOT'O paHEE MOJIB30BATEIIA: smbpasswd —e robert.

Ecnu 3amycTuTh smbpasswd 6€3 NapaMeTpoB, TO Bhl CMOXKETE NMOMEHATH CBO# Mapoiib, U
3TO MOXXHO 6}’[[6’1‘ caenarthb ¢ TCKyIHMH IpaBaMH. BrinonHeHue Bcex OCTAJIbHBIX KOMaH
Tpe6ye'r npaB aAMHHHUCTpATOpa, NMO3TOMY HUX MPHOETCA BLINOJHATE C HCMONb30BAHHEM
sudo.

HanomuHato, uto ¢aiin /etc/samba/smbpasswd MCMOJIB3YeTCA, €CJIM NMApOH NEPEAaloTCcs
no cetH B 3amM$poBaHHOM BHAE. B 3TOM ciryyae, yToObl peaocTaBuTh AOCTYN K Samba
BCEM [MO/NB30BATENAM CHCTEMBI, HEOOXOAMMO Ui KaXKJOrO BBIMOJHHTL KOMAaHAY:
smdpasswd. ECTb clieHapHH, KOTOpble aBTOMaTH3HPYIOT PaboTy, HO UX MCTIO/Ib30BAHUE HE
o4eHb 3(PEKTHBHO, MIOTOMY YTO OHH HE 3a/al0T MapoJIA M, Yallle BCETO, MEPETACKHBAIOT
BCEX [MMOJIb30BaTeNe, faxe TeX, KToO HE JO/DKeH HMETh Joctyna B cuctemy. K Takum
MOJIb30BATEIAM OTHOCATCA CHCTEMHBIE y4eTHbIE 3anucH THNa bin, adm, deamon u ap.

6.4. Vicnonb3osaHue Samba

CepBuc Samba B 0CHOBHOM co3aaBaiics AJis nojib3oBareneit Windows, HO H NOKTIOHHUKH
Linux Toxxe OLIEHWIH BCe MPEHMYLIECTBA 3TO TexHoMoruu, TeM Gosnee yro OC Linux
yTIpaB/IS€T COBMECTHBIM JOCTYNOM K (paiinam mo cetn He xyxe Windows, a B ueM-To
naxe sy4ie. [ina pabotel ¢ Samba u3 OC Linux cimy)kHT kOMaHa: smbclient.
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YT06bl MOAKTIOYHUTECA K CEpPBEPY, HEOOXOAMMO YyKa3aTh Kak MHHMMYM JBa KJlO4a: -L
(anpec cepBepa) u -U (MMs moNb30BaTesisA). B oTBeT Ha 3TO MporpamMMa 3anpoCHT BBECTH
napons. Ecnu Bbl He Mcnonb3yete wH$ppoBaHue, TO HEOOXOAMMO BBECTH CUCTEMHBIH Ma-
pofb, B MPOTHBHOM CJly4ae BOCIOJIB3YHTECh TEM, KOTOPBIi BBl YKa3ald MpH MepeHoce
MoJIb30BaTesiA B ¢aiin /etc/samba/smbpasswd (Tpu 3armycke KOMaHIbl smbpasswd).

Hrak, BEINOIHMTE ClIEAYIONTYIO KOMaHAy A TECTHPOBAHUSA cepBepa:
smbclient -L localhost -U root

ITocne BBOAa mapons MoJL30BaTeNs root Bbl JOJDKHEI YBUAETh BCE OTKPLITHIE PECYPCHI
cepBepa. Pe3ynbTar BBINIAOUT NIPUMEPHO Tak:

Domain=[MYGROUP] 0OS=[Unix] Server=[Samba 2.2.3a]

Sharename Type Comment

;;;; _____ ;;;_ ;;;_;;;;;;e (Samba Server)
ADMINS Disk IPC Service (Samba Server)
Server Comment

FLENOVM Sa.mb;_;;;‘_/e r

Workgroup Master

WROP  FLENOW

BBl HOMKHBI YUHTEIBATH, YTO B 3TOM CIHCKE HaXOJAATCA He Bce katanord. Ecim, Hanpu-
Mep, y OOMAallHMX KaTaloroB M3 pasfena [homes] ¢ailla KOHPUrypauuum AMpeKTHBA
browseable YCTaHOBJIEHa B 3Ha4€HUE no (CM. pa3zd. 6.2.1), Takux KaTajoros BHOHO HE
O6yzner. D10 BMONHE JIOTMYHO, MOTOMY YTO 3JIOYMBILUIEHHHKY Helb3s AaBaTh BO3MOX-
HOCTBH JIMLIE3pETh UMEHA KaTaloros, 0COOEHHO eClIM OHH COOTBETCTBYIOT HMEHaM IOJib-
30BaTesieil WM coaepaT KoH(QHUAeHLHalbHble NaHHble. HHkoraa He M3MeHsAWTE 3TOT
napameTp, 4ToObl Xakep He 3HaN, YTO OH AOJDKEH CJIOMATh.

Jina noaistoueHns K OTKPBITOMY PeCypCy cepBepa Hy)KHO MOJaTh KOMaHAy: smbclient,
nepenas eif MMa pecypca, kotopoe 3anaerca B ¢dopmare UNC (Universal Naming
Convention, yHHBepcaJlbHOE HMEHOBaHHE 0OBEKTOB) C MPUMEHEHHEM CJIETYIOMIErO CHH-
TaKcHca:

\\MmsCeprepa \pecypc

Hanpumep, Bbl XOTHTE MOAKTIOUNTD AOMAIHMIA KaTanor nonb3oBatens flenov. Ero aape-
coM Oyner:

\\192.168.1.1\flenov

Ho 3necs Hago caenats ogHO 3aMeuanue: B Linux obparHas kocas depta (\) sBiseTcs
ClTy»eGHbIM CHMBOJIOM, IO3TOMY Kbl Takoii 3HaK JAOJDKEH 3aMEHATHCA JBYMS CHM-
BoJIaMH \\ (T. €. KOKIBIi 3HaK \ 3KpaHHpyeTca eule oaHuM 3HakoM \). [Tockonbky B Ha-

yanne UNC-uMeHH UOyT ABa 3HaKa \\, TO OHH 3aMEHAIOTCA Ha YeThipe 0OpaTHBIX KOCBHIX
4EpThl, U NPABEJEHHBII 371Ch aipec AOJDKEH OBbITh BBEACH Tak:

\\\\192.168.1.1\\flenov.
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Utak, 11 NOAK/IOUEHHS K PECYPCY BHIMOJIHAEM KOMaH/Ty:
smbclient \\\\192.168.1.1\\flenov

Ecnu BB OGpaiiaerecs k pecypey, KOTopblii TpebyeT aBTopH3aLnH, Heo6X0AUMO yKa3aTh
MM [10JIb30BaTeNA, 06/IaJaroLIEro NpaBaMH:

smbclient \\\\192.168.1.1\\flenov -U flenov

Tpu yAaYHOM MOAKITIOYEHHH K OTKPHITOMY pecypcy Bbl YBUIMTE Takoe MpHUrialleHue:
Smb: \>

Teneps MOXHO BBINOJHATH paxiHuHble onepauuy Haj daitiamu. Utobbl y3HaTh, Kakue
KOMaH[bI JOCTYIHEI, BBEAHTE AMPEKTHBY help WIH 3HaK Bompoca (?). KomaHapl, koTo-
phie BBl yBHIMTE, O4eHb NoxoxH Ha koMauzael FTP (6onee nogpo6no ¢ FTP Mel no3na-
KoMHMcH B 2nage 10, cM. Taxoke npunoscenue 1). JIna oTiuIOueHHs OT pecypca HeoOxo-
JUMO BBINIOJIHUTD KOMaHAY exit.

BonbmuscTBO AUCTpHOYTHBOB Linux BKMOYAOT CTaHAApTHHIH MakeT Samba M HHuero
Gonbiue. A Beap B IHTepHETE MOXKHO HalTH CTOPOHHME Pa3pabOTKH, KOTOPbIE MO3BOJIA-
IOT MOHTHPOBaTh OTKpLITEIE B Samba pecypchl B daitnoByto cucteMy Linux Tak ke, kak
muckery (¢niewky) win CD-ROM, wnu paboTath ¢ o6MMH pecypcaMH B rpaduveckom
pexume, kak 31o aenaerca B Windows. OnHako MMeHTe B BUIY, YTO 3TO He Beeraa Ges-
OIAacHo.

6.5. Passutue Samba

Xota ceprc Samba HMeeT JaBHIOIO HCTOPHIO H BIOJIHE YCTOHYHBEIH KO, OH NMPOAOJI-
’aeT pa3BuBaThCA. B HacTOAMA MOMEHT MociefHsAs CTaOWIbHas BEPCHsA MpPOrpaMMbl
uMeer Homep 3.5. Bce Bepcun, HaumHad ¢ 3.0, cmocoOHBI MogKmoOuYaTbed K AOMEHY
Active Directory, T. €. k ciyx6e KaTanoro, NpoJBHraeMoid M pa3BHBaeMoOii upMoii
Microsoft co Bpemenu Beimycka Windows 2000 Server. OnHako B kauecTBe KOHTpOJLIepa
noMena Active Directory cepsep Samba noka BeicTynate He MoxkeT. Ceityac pa3pabarhbi-
Baetcs Bepcusa 4.0 cepepa Samba, koTopas Gyner JMLIeHa 3TOro HEAOCTaTKa, M TOraa
MOJHO GyZieT NOMHOCTBIO AOBEPHTH Linux cepBepHYIO YacTh CETH, KJIMEHTCKHE KOMIMbIO-
Tepsl KoTopoii paGoTator nox Windows.

Texymee cocroane paspaboTkn Samba MOXKHO y3HaTh Ha caifTe MpoekTa: www.samba.org.
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Beb6-cepsep

HecMoTps Ha TO, 4TO W3HAYAIBHO CETh CO3AaBAIACh Ui oOMeHa ¢aiiaMu, ¢ MOABIEHHU-
eM nepeoro 6paysepa nmomyiaspHocte WWW-CTpaHull Hayana pacTd He MO AHAM, a Mo
yacaM. Ceityac yxe TpyaHo ceGe MpeacTaBUTL He TONbKO XH3Hb Ge3 MHTepHeTa, HO M
HurepHer Ge3 Be6-cTpaHHuLL

Jna Toro 4ToGBI MONB30BaTENh CMOI POCMATPHBATH C BAILEro y3na XoTs Obl MpocTei-
e BeO-cTpaHuukH, HeoOxoauM BeO- unu HTTP-cepsep. Yke monroe Bpems caMbiM
pacnpocTpaHeHHLIM U3 HHUX ABaseTcd Apache. TpyaHo TouHO cka3aTh, Kakas 10Ja cep-
BepoB pabGoraer Ha Apache, HO MOXXHO ¢ yBEPEHHOCTBIO YTBEp)KAATh, YTO HUX Oonblue
nosoBHHBl. XoTa s Linux cymectsytor u apyrue BeG-cepeepsl (Hanpumep, TUX),
Koraa rosopatr o BebG-cepsepe moj Linux, moapasyMeBaioT MMeHHO Apache. [la u
B Windows MOXHO OYe€Hb 4acTO BCTPETHUTh HMEHHO Apache, XoTs B mocienHee BpeMs
GonbIyI0 NOMYJIAPHOCTD CTaN noiy4ats Microsoft IIS.

Apache — abcontoTHo GecruiaTHblid cepBep M goctyneH He Tonbko s UNIX-cuctem,
Ho u g OC Windows. S ana paspabotku ucnons3yto macOS u Apache, v xoraa g my6-
NMKylo caidt Ha cepBepax CentOS, MHe abCONMIOTHO HUUYETO MEHATh HE NPUXOAMTCA.
OdmumansHeiii caifit paspaboruukoB — www.apache.org, rae, nomumo HTTP-cepsepa,
MOXXHO HaWTH ellle psn APyruX mpoekToB. [loyeMy 3TOT cepBep cTan Tak MomynspeH?
Heyxenu Tak nosnusn daktop Hynesoit LeHsi? becruiartHocTh, KOHEYHO, COGIA3HHTENb-
Ha, HO KaYeCTBO NpEBEILIe BCero. ITO He eAMHCTBEHHBIN 6ecrnaTHeli cepep, Ho Apache
pacronaraeT rpoMajHbBIM KOJIHYECTBOM BO3MOXHOCTEH W NpH 3ToM obnajaer ciexyro-
LIIUMH HEMAJIOBOKHBIMH OCOOEHHOCTAMHU:

O 6e3onacHOCTE — MHOrME NMPOGECCHOHAIBI OTHOCAT €ro K paspsgy CaMBIX 3aLUMILEH-
HBIX;

O nHagexxHocTh — B codyeraHnd ¢ OC Linux 3toT Beb-cepBep MoxeT paboraTh 6e3 nepe-
3arpy30K roJlJaMH, a €CJIM M CIIy4aloTcs Nepe3arpy3ku, TO, 4alle BCEro, Ui OOHOBIIe-
HHA CUCTEMBI,

O HenpuXOTIUBOCTH — paboTaeT ¢ MUHHUMABHOM Harpy3koii Ha cucteMy (He TpeOyer
0COOBIX pecypcoB);
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O npou3BOAUTENIBHOCTh — BBICOKAA CKOPOCTh OTKJIMKA M 06paboTKH 3ampocoB Mob30-
Batened. Bo3MOxkHO, He caMas BBICOKas, HO [JOCTAaTO4YHas, YTOObI CIpPaBiATLCA
¢ GoJNBIIMMM OTOKaMHU TpaduKa.

Ha ocHoBe Apache cTposiT cepBepsl, koTopbie BOCTYNHBI 99,9% BpeMeHH B roa. MHorue
KOpIopaluy BBEpPAIOT €My CBOM BaXKHBbIE JaHHbIe. J[a 4TO TaM roBOpHTb, MOH BeG-CaifThI
paboraloT y xocTepa Ha cepBepax ¢ Apache.

EnuHcTBeHHBIH HEJOCTATOK, KOTOPBIA OTMEYAIOT MOJIL30BATENH, — 3TO CHOXKHOCTH KOH-
¢urypupoBanus. [Ipuxoaurcs peAakTHPOBaTh TEKCTOBBIA (haili, a Tak KaK HACTPOEUHBIX
napaMeTpoB OTPOMHOE KOJIMYECTBO, TO 3TO MOXKET CTaTh YTOMHTE/IbHBIM 3aHATHEM. [Ipu
3TOM OYEeHb CJIOXKHO rapaHTHPOBATh, YTO BCe HACTPOikH OyXyT clielaHbl ONTUMAIbHBIMU
1 6e3onacHBIMH — BeJb OYEHBb NErKO YIMYCTHTh 4TO-THOO MMM 6aHANBHO OrNMe4aTaThes.
Jla, B HEKOTOpBIX CITyuaax KOHQHIrypaLHOHHble ¢aiinbl He Tak HarJIAOHBI, Kak rpaguue-
CKHE YTHIIUTBI, HO 3TO OeN0 NpHUBbIYKK. OueHb MHOTHE aAMHHUCTPATOphbl, HA0GOPOT,
NPeanoYUTaoT HMEHHO TEKCTOBBIH OPMAT HACTpOeK.

B 2310l KHHre MBI HE CMOXKEM PacCMOTPETL BCE€ BO3MOXKHBIC [MApaMETPbl HACTPOEK
Apache, NMOTOMY 4YTO MX CJIMLIKOM MHOrIO. MbI KOCHEMCS TOJILKO OCHOBHBIX H cocpeno-
TOYHAMCHA Ha TOM, YTO MOXKET CKa3aTbCA Ha NMPOHU3IBOAUTECNIBHOCTH H 6e3onacHocTH cepee-
pa. Paccmarpuaaemoro MaTepHala XBaTHUT B OoNpIIHHCTBE CJIy4yaeB, H JINYHO MHEC HH-
Korjaa He NpUXOoAWI0Ch UIMEHATH HUYETrO U3 TOro, YTO Mbl OITYCTHM.

7.1. OcHoeHbIe HACTPOUKM

OcHoBHBIe HacTpoiku cepBepa Apache pacnionaratorcs B ¢aiine /etc/httpd/conf/httpd.conf
(ans HekoTOpBIX AUCTpUOYTHBOB — B /etc/httpd.conf). C BeixomoM Apache2 koHurypa-
LMA nmepeMecTiiach B /etc/apache2/. Eciin paHblile Bce HACTPOMKM HaXOAWINCH B OZHOM
¢aiine httpd.conf, To ceifuyac OHM pa3ieneHbl Ha HeCKOJIbKO (haiiioB, YTO AOCTATOYHO
yIA0GHO, MPOCTO HEMHOIO HEMPHBBIYHO. B NpHHLIMIIE, MOXHO TaK e 000WTUCH ¥ OJTHUM
daitnom, kak U paHblue.

Ecnu Bbl He BUANTE KOHHIYpaUMOHHBIX (aiiioB, TO BO3MOXKHO Apache y Bac npocto He
ycranosneH. Yto6el yctaHOBHTD ero B Ubuntu BEINOTHAEM:

sudo apt-get install apache?2

A B CentOS:

yum install httpd

Tenepb nonpobyiite npoBepUTh, AOCTYNHBI T KOHGHIYpaLOHHBIE (aiinbl:
1s /etc/apache2

OHM AODKHEI OBITH JOCTYTIHBI.

HauHeM paccMoTpeHHe C OCHOBHOTO KOHGHIypauMoHHoro ¢aiina: /etc/apache2/apache2.conf:

O ServerRoot — KOPHEBOH KaTayior, B KOTOPOM HaxoiaTcs (ailnbl koHQUrypauuu M
HYPHAIBI;

O Timeout — MpEAENBHOE BPEMsl OXKHMAAHMA B CEKYHJAaX UIA MOJIyYEHHS M OTIPaBKH
MaKEeTOB;
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O HostnameLookups — ¢uiar, oTBevaroLuii 3a npoBeieHHe npeobpasosanms [P-agpecos
B IoMeHHble uMeHa 1714 oroB U CGI-nporpamm. Ecin ycTtaHOB/IEHO 3HaYeHMe on, TO
IP-anpec wineHTa, 3anmpocHBLIEro JaHHbIE ¢ cepBepa, Oyaer npeo6pa3oBaH B JOMEH-
HOE UM, HHaue OyzaeT ucnonb3oBarbes IP-aapec. Eciu B 3TOM HeT HeOOXOAMMOCTH,
IU1 IOBBILLIEHHS ObICTPOAEHCTBUA MOXKHO YCTAHOBHTh 3Ha4YEHHUE of f;

O User M Group — MM# MOJIE30BaTeA U Ipymmna, ¢ npaBaMH KoTopeix 6yzer paborars
cepBuc. ITo ymonyanuio B Linux ucrone3yercs uMs u rpynna www-data. 1ot none-
30BaTelNb M Ipynmna A0J/okHel 06J1agaTh B CHCTEME MHHHUMAIBHBIMH MPaBaMH, KOTOpbIE
TONbKO HEOOXOAUMEI Ui paboThl BeG-cepBepa U ero MoayJeid. Huuero nuunHero pas-
pelliaTh UM HEJb3A.

B daiine apache.conf Bbl He yBuauTE UMEH, 31€Ch OYAYT TONBKO NEPEMEHHBIC BUIA:

User ${APACHE RUN_USER}
Group ${APACHE_RUN_GROUP}

ITocne 3Haka ponnapa B QUrypHeIX ckoOKax MAYT UMEHA NepeMeHHbIX. PeanbHble ke
3Ha4YeHHs ITHX NepeMeHHbIX HaxomatTca B (hailne /etc/apache2/envvars (Environment
Variables, nepemeHHbie okpyxeHus). B 3tom ¢aiine nepeMeHHble 0GBABNEHBI Clle-
TyoumM obpasom:

export APACHE RUN_USER=www-data
export APACHE RUN_GROUP=www-data

He nmymaio, 4yto BaM npuzaercs koraa-mubo MEHATh 3TH MapaMeTpbl, TaK YTO 3Ta
uHpopMaums npocto k cseAeHuto. Hu oqun Beb-cepsep He aomkeH pabotaTh ¢ mo-
BBILIEHHBIMU npaBaMu. [lonb3oBatens U rpynna www-data He obnanator B cuctemMe
HHYEM CBEPXbHECTECTBEHHBIM U ABJIAIOTCA NPOCTBIMH IOJIL30BATEIAMH, KaKOBbIMH U
JOJDKHEI OCTaBaThCA;

O ErrorLog U CustomLog — MECTONOJIOKEHHE XypHaNIoB. OMATh XKeE, 34€Ch Bl YBHIHUTE
NepeMEeHHYIO $ {APACHE LOG DIR}, KOTOPYIO TaK )K€ MOXKHO 3a1aTh B (aiiie nepemen-
HBIX OKpY)KEHH;

O LoglLevel — cTeneHb MOJAPOOHOCTH COCTaBJIEHHA XCypHaia. MOXKHO yka3aTh OJHO M3
CleayrOLIMX 3HaYEHHH: emerg, alert, crit, error, warn, notice, info, debug;

O KeepAlive — pa3pelieHHe 0OpabaThIBaTh HECKONBKO 3anpoCOB 33 OJHO COENHMHEHHE.
I[To ymonyanmio 3TOT MapaMmeTp BBIKIIOYEH (off), M JUIA MOJy4YeHUs Kaxporo daiina
TpebyeTcs oTAeNbHOE coequHeHHe. IT0 HedP(PEKTUBHO M MPUBOIMT K JIMLIHEMY pac-
Xony pecypcoB. JIOMyCTUM, YTO MOJIb30BATEND 3anpoCckil cTpaHHLY ¢ 10-t0 kapTuHKa-
Mu. B oTBeT Ha 310 Gpay3ep kineHrta oTkpoeT 11 coemuHeHuit ¢ Be6-ceppepoM (0aHO
s nomyqenus nokyMenta HTML m 10 — s kapTuHok aokyMeHta). Ecnm Brmo-
YUTB TOT MApaMeTp, TO 33 OOHO MOAKIOYEeHHE MOXKeT GbiTh 06paboTaHO HECKOIBKO
3anpoCoB.

OpnHako npH BKIIOYEHHH NMapaMeTpa on cepBep OyleT OTKPhIBaTh COEAMHEHU Ha 101~
ruit cpok. Eciun 3noyMbilvieHHHK OTKpoeT 60NnbUIoe KOJMYECTBO COEAHHEHHH ¢© cep-
BEPOM H HE 3aKPOET HX, TO TEM CaMbIM CMOXET HCHYEPNATh BCE €r0 PECYPCHI, H HOBEIE
N0JIb30BaTENH MOAKIIOYATbCA He cMOryT. EcTh cneuyaibHble MPOrpaMMBbl, KOTOpEIE



228 naea 7

MO3BOJISIOT OTKPHIBATh COEAMHEHHS H C HEOONBIIOH CKOPOCTHIO CKauHBaTh JaHHBIE'.
MensieHHas aKkTHBHOCTDb 3aCTaBJIseT cepBep He 3aKpbiBaTh COEAMHEHHE, H TaKHM 00-
Pa3oM C HCNONb30BaHHEM JIHIIL OJHOTO KOMIBIOTEPA XaKep MOXET cAeNaTh Heaoc-
TYNHBIM JaXe MOLIHBIA cepBep. Tak 4TO mapameTp KeepAlive XOTh H HE fIBJISETCA
TNPHYHHOM aTaKH, HO OH €€ YTIPOILAET.

O TOM, KaK 3alMTHTECA OT 3TOr0 BHIA aTaK, MOXKHO IPOYHTATh B OT/IMYHOH 3aMeTKe:
https://community.qualys.com/blogs/securitylabs/2011/11/02/how-to-protect-
against-slow-http-attacks ot Sergey Shekyan;

) MaxKeepAliveRequests — MaKCHMAJIBLHOE YHCIIO 3aIIPOCOB, KOTOPOE MOXET OBITh BBI-
NOJHEHO B TEYCHHE OAHOr0 COCAHHCHHA,

O KeepAliveTimeout — BpPeMA OXKHIAHHA OYEPEAHOTO 3afpoca OT OJHOrO M TOro e
KNMeHTa (B cekyHaax). Ecnu 3a ykasaHHEBIH NEpHOA 3a1poC HE MOCTYNHMT, TO COeTHHe-
HHE 3aBepLIacTCH.

PaccMoTpuM Teneps kOHGUTypaLMOHHBIH Qaiin /etc/apache2/conf-enabled/security.conf:

0 ServerTokens — xapakTep MHPOpPMaLHMK 00 YCTaHOBJIEHHOM NMpOrpaMMHOM obecrie-
YeHHH, Bo3BpaulaeMslii cepsepoM. ITo ymonmyanHio nipu mo6oM obpaleHnH k ceppepy
OH BO3BpallaeT 3arojIoBoK ¢ MoApoGHoii nHopMaLmel o cHcTeMe, KOTopast BKITIOYa-
et Bepcun Apache, OC Linux u Bcex umeromuxcs Moayned. Ecim xakep y3Haer, uto
Ha cepBepe YCTaHOBIIeHa cTapas BepcHs HHTeprniperatopa PHP (win moboii apyro#
MporpamMMmsi), TO Ha B3IOM YAIET HAMHOTO MeHbLIe BpeMEeHH. bonTiuBele napaMeTpel
HeoOXOAMMO OTKIIOYaTh, @ HH(OPMALIMIO O CEpBepe NMPATAThb. ServerTokens MOXET
MPUHUMATE OJHO U3 CJIEAYIOIINX 3HAUCHHH:

® Full — oTOOpaXkaTh MONHYI0O MHPOPMALMIO O CepBepe H YCTAHOBIEHHBIX MOIY-
nax, BKIOYas WX Bepcun. Camoe omacHoe Ui CEpBMCa — 3TO HCIOJIb30BAHHME
MMEHHO 3TOr0 NapaMeTpa;

® Min — MOKa3aTh MHHHMYM CBeZIEHHH (TOJNBKO Ha3BaHHE CepBepa U YCTAHORJICHHbIE
Moxynu). HHorna aaxe Tako# npoctoii cnucok 6e3 BepcHi MOXKET CKa3aTh Xakepy
CJIMIIIKOM MHOT0;

® ProductOnly — TOJIBKO Ha3BaHHE CepBepa, B HalleM ciydae Apache BepHer cBoe
ums (apache) Oe3 ykazanus BepcHii. Bot 310 kak pa3s To, 4TO HaM HyXHO;

O serverSignature — €CJIH 3TOT NapaMeTp YCTaHOBJIEH B on, TO cepeep Oyaer mobas-
JATH K CreHepUPOBaHHBIM CTPAHHLAM TEKCTOBYIO HH(popManmio, xotopas Oynmer
colep>kaTh UM CEpPBEpa ¥ BUPTYaIbHOTO XocTa. B paGoumx cHcTeMax Jydile oTKmo-
4aTh 3TO, YCTAHOBHB NapaMeTp B off.

7.2. Moaynu

Ipu HacTpoiike cepBuca Apache o4eHb BaXKHBIM 3BEHOM SIBIAIOTCA MOXY/IH. PaHblie ux
HY>XXHO OBUIO ONHMCBHIBaTh B KOH(UrypauloHHOM (afine /etc/httpd/conf/ttpd.conf ciemyro-
MM 06pazom:

! Iina Linux MoxHO ckauarts nporpaMmy slowhttptest ¢ cafira: code.google.com/p/slowhttptest/.
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<IfDefine HAVE PERL>
LoadModule perl module modules/libperl.so
</IfDefine>

Cefiuyac Bce cTrano HaMHOro mpoule. Yke yCTaHOBJIEHHBbIE H aKTMBHPOBAHHBIE MOAYJIH
MOXCHO YBHJETh B KaTasiore /etc/apache2/mods-enabled. JlocTaTOYHO MPOCTO NPOCMOTPETH,
Kakue ¢ailnel TaM UMEIOTCA:

1ls /etc/apache2/mods~enabled

ITo ymonuaHHIO 3arpy>xaloTcs Bce YCTaHOBJIEHHbIE MOIYJIH WIH T€, KOTOPbI€ Bbl BHIHTE
B 3TOM Katajore. Y MeHs 1Mo ymoadaHuio rpysutcs PHPS, koTopeiii cTan oueHs moimy-
JapHbiM B cBaske LAMP. S 651 nocoseroBan 3arpyath TOJBKO TO, YTO BaM JCHCTBH-
TeNnbHO HykHO. Hanpumep, Bocrions3oBaBinch omnbkoi B cueHapud PHP, 3noymeriu-
JICHHHK MOXXET BBITIONHATh Ha cepBepe Kakue-TH00 koMaH[bl. XOpoluHe CalThl HCHOJb-
3yIOT Kako#i-To OAMH sa3blk BeO-mporpammupoBanus: Perl, PHP wan Python, u BBI
JOJDKHBI OCTaBUTh TOJbKO TOT MOXYJb, KOTOPBIH HEOOXOAMM, 8 OCTAILHBIE HEMCMOJb-
3yeMble MOTY/IH OTKIIOYHTb — 3TO 3HAYUTENIBHO CY3UT BO3MOXKHOCTH 3JI0YMBILIUIEHHH-
ka. Huyero He HanmoMuHaeT BaM Takas pexkoMeHaaumsa? [la, 3T0O CHOBa CaMO€ BaKHOE
NpaBWIO: JIMIUHASA POrpaMMa — Bpar aAMHHUCTPATOpa M AOMNOIHHTENBHASA «ABEPh) IS
XaKepa.

S obpaTtwn BHHMaHHe, YTO MOIyJb rewrite He 3arpyxaetcd. Jlasakrte wcnpaBHM 3TO
H 320[HO NMOCMOTPHM, KaK MOXXHO BIUTIOYHTh HOBbI€ MOAYJH. Jjifs 3TOro BBIMOIHAEM

KOMaHJy:

sudo a2enmod rewrite

3aech a2enmod — 3TO MpoOrpaMma, KOTOpas MOMOraeT BKIIOYATh HOBbIE MOMYJIH, a
rewrite — 3TO MMA Momysia. [IpoBepbTe eile pa3 karanor /etc/apache2/mods-enabled
H ybenuTech, 4To BB BUAHTE TaM ¢aiin rewrite.load.

Bce ycTaHOBJICHHbIE B CHCTEME MOXYNH (M aKTHBHPOBAaHHbIC, H HEAKTHBMPOBAHHBLIE)
MOXXHO YBHAETE B KaTajiore /etc/apache2/mods-avalable.

MBI BIJIIOYWIH MOIYJIb, HO H3MEHEHHUS He BCTYNAT B CHIy, M0Ka Mbl HE MEpPE3arpy3uM
Apache. JIng 3T0ro BHINOIHAEM KOMaHY:

sudo /etc/init.d/apache2 restart

7.3. Tlpasa aoctyna

CHoBa BoO3BpallaeMcs B OCHOBHOH ¢aiin koHdurypauuu /etc/apache2/apache2.conf, HO
Teneph MOroBOPHM O MpaBax AOCTyNa K kataioram. OHU OMUCHIBAIOTCA CEAYIOIHM 06-
pasom:

<Directory /var/www/html>
Order allow,deny
Allow from all
</Directory>
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WIH, HalpUMep, TaK:

<Location /server-status>
SetHandler server-status
Order deny,allow
Deny from all
Allow from .your-domain.com
</Location>

ITepBoe o6bsABNIEHNE pa3pelIaeT JOCTYN K ONPEeAeIEHHOMY KaTajlory Ha qucke (B Hallem
ciydae K /var/www/html), a BTOpoe — OrpaHH4YHBAET JOCTYN K BHPTYAJIbHOMY KaTaiory
(B mpuBeageHHoM mnpumepe: http://servername/server-status), paspelnas ero TOJBKO
KJIMEHTaM W3 IoMeHa your-domain.com.

Ecnu 8ol 3nakomMbl ¢ HTML (HyperText Markup Language, a3sik pa3MeTKH THIepTEKCTa)
uma XML (Extensible Markup Language, paciinpeHHsIi A3bIK pa3METKH), TO TaKoe 005-
ABlieHHe OyAeT BaM 3HaKOMO M Gosiee-MeHee NMOHATHO 6e3 JOMOHUTENBHBIX MOACHEHUHA.
Jns Tex, KTO He B Kypce, i CeNal0 HECKOJIBKO MOACHEHU Ha MpUMepe KaTalloros.

HUrax, oOpaBneHne HauUMHaeTCs CO CEMYIOLIei CTPOKH:

<Directory MyTe>

B yrnoBeIx cKkoOKax yKa3piBa€TCA KIIIOYEBOE CIIOBO Directory M MyTh K KAaTaJlory, Npasa
JOCTyna K KOTOPOMY HY)KHO U3MEHHMTb. DTO Hauyalo ONMUCaHHUs, Mocie KOTOPOro HMIyT
KOMaH[Ibl, OfpefesoLye npasa. biok 3akaHuuBaeTcs cTpoKoif:

</Directory>

IMapameTps! IOCTYyNA K KaTanory MOryT GBITh OMMCaHbl HE TOJIbKO B OCHOBHOM KOH(HIY-
pauuoHHOM daiine, HO U B (aiise .htaccess, KOTOpEIH MOXET HaXOAUTHCA HEMOCPEACT-
BEHHO B CaMOM KaraJore.

MPUMEYAHHE

Yro A umelo B BuAy nNoa OCHOBHLIM channom? B aasucumocTun ot AucTpubyTusa, aTo MOXeT
6biTb /efc/apache2/apache2.conf wnw /usr/local/apache2/conf/httpd.conf (Kakme KOHUrypauuoH-
Hble painbl UCNOMBIYIOTCA B kakux AUCTPUGYTUBaX, MOXHO YBUAETb Ha CTpaHWuue:
https:/iwiki.apache.org/httpd/DistrosDefaultLayout). Janee s B ocHoBHOM Gyay ccbl-
naTteCA Ha httpd.conf, KOTOPLIA ABMAETCA KOHPUIYPaUMOHHBIM (hainnomM No ymonyaHuio (B Tom
uucne y meHs Ha macOS), xots B Ubuntu 3T1o ¢aiin apache2.conf.

Cam daiin .htaccess TpeOyeT oTaensHOrO paccMOTpeRus (cM. pazo. 7.5.1), a ceityac BEI
JOJDKHBI TOJIBKO 3HaTh, YTO pa3pelICHHs, yKa3aHHble B KOH(Mrypauuu BeG-cepBepa,
MOryT OBITH MepeonpeaeieHbI.

Ipu 3amanuu npaB noctyna cneayer MMeTh B BUAY, 4To Apache npocmatpusaer paspe-
LIEHHUA W 3aMpeThl [UIA BCEX KAaTA/lOroB, HAXOAAIINXCA B HEPAPXHHU BbILIE 3aMPOLIEHHOTO.
Ilpu onpeneneHMH mpaB NOCTyna K KaTalory crepBa OMpeAeNsloTcs npaea N0CTyna
K KOPHEBOMY KaTaIOTy, KOTOPhIE 3aTEM MOTYT OBITh MepeonpeaeeHbl MpaBaMH JOCTyNa
K JII060My MOJKATAIOrY, JIe)KallleMy B IMyTH K 3alipoLIEHHOMY NOKYMEHTY. DTO MO3BOJII-
eT 3¢ PeKTUBHO yNpaBnsATh MpaBaMH.
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ITockonbky Mel ;yMaeM o 6€30MacHOCTH, HAOO BCTIOMHUTH Hallle OCHOBHOE [TPaBWIIO: 3a-
NpPELIEHO BCe, YTO He pa3pelieHo sBHO. [lo3ToMy UMeeT cMBICT MOMECTHTH B OCHOBHOM
KOH(UrypaLMOHHBI daii (httpd.conf WK apache2.conf) ClieayrOLIME CTPOKH:

<Directory />
Order deny,allow
Deny from all
</Directory>

KOTOPBIE 3aNpeLlaoT JOCTYN K Jk0ObIM (aiiiaM, a 3aTeM OTKPBITh AOCTYM TOJBKO K TEM
KaTajoraM, K KOTOpbIM OH HeoOxoaum. Ternepb, ecnu Ha cepBepe co3[aTh HOBBIH KaTa-
JIoT, a MpaBa JJOCTyna K Hemy He MPONUcaTh, TO AOCTYN K HeMy OyeT 3aKphIT, KpOMe TeX
cllyuaeB, KOrJia KaTalor co3JaH BHYTPH KaTajora ¢ Y>K€ OTKPbITHIM JOCTYTIOM.

Tenepb PaccMOTpUM, KaK 3aJar0TCA MpaBa NOCTYTIIA. I[)'lﬂ 3TOro CJy>Xat CIEayrolMe au-
PEKTHBBI:

O allow from napameTp — OINPEACAACT, ¢ KaKMX XOCTOB MOXHO IMOJY4YHTh IJOCTYII
K YKas’saHHOMY Kartajory. B kauectBe napameTp MOXHO HCIIOJB30BATh OJHO H3 CJI€-
Ayrouux 3HAYCHMH:

e all — pa3pellaer AOCTYM K KaTaJory BCEM;

® 1oMeHHOe ImMa — ONPEACNIACT NOMEH, C KOTOPOro MOXHO IMOJYYHTh JOCTYII K KaTa-
sory. Hanpumep, MOJKHO yKka3aTh domain.com. B 3TOM ciTydae TONBKO MOJb30BaTe-
JIX 3TOro AOMEHa CMOIyT NOJIYYHTh AOCTYIl K KaTajlory 4e€pe3 Cerp. Ecnin kakas-
1160 nanka CoOAepXHMT onacHele (aiinbl, ¢ KOTOPHIMH HODKHBEI paboTaTh TOMBKO BB,
TO JIy4ill€ OrpaHU4YHATE AOCTYTI CBOMM JOMEHOM HIJIH TOJIBKO JIOKAJTbHOH MaIIIPIHOﬁ,
YKa3aB Allow from localhost;

® IP ampec — CYXaeT JOCTYN K Kataiory no onpeaenenHoro IP-anpeca. 31o oueHb
yHOGHO, KOT/1a Yy BallIero KOMITBIOTepa eCTh BbLIENEHHbIH ajpec, U BBl XOTHTE obecrie-
YYTH JAOCTYT K KAaTAIOTy, COepiKallleMy aAMHUHHCTPAaTOPCKUE CLIEHAPHH, TOJIBKO IJIf
cebs. Anpec MoXKeT ObITh KaK MOJTHBIM, TaK M HETOJIHBIM, YTO MO3BOJIAET OTPaHHYHTD
JOCTYI K KaTaJl0ry ONpeesieHHOMN CEThIO;

® env=luallepemerHol — pa3pellacT JOCTYI, €C/IM OnpeAesieHa yKa3aHHas NepeMeH-
Has okpykeHus. [TonHbld popmaT TUPEKTUBBIL:

Allow from env= VmallepeMeHHON

O Deny from napamerp — 3alpellieHHE NOCTyNa K yKa3aHHOMy karajnory. Ilapamerps
TaKHe e, KaK Y KOMaH/Ibl Allow from, TOJILKO B JJAaHHOM CJIy4ae 3aKphIBA€TCH JOCTYTI
A1 YKa3aHHEBIX aJipecoB, JOMEHOB U T. A.;

O Order napaMetrp — OYCPECAHOCTH, B KOTOpOﬁ NPpUMCHAIOTCA JUPCKTHBBI allow H deny.
MOFyT OBITH JIBa BapuvaHTa:

® Order deny,allow— HM3Ha4YaJIbHO BCE pa3peLUEHO, IOTOM MPOBEPSIOTCS 3aNpeThl,
HO OHM MOryT OBITh OOOWHIEHBI NMpH MOMOILK pa3pelieHHH. PekomeHnyercs 3To
UCIMONB30BaTh TOJIBKO Ha OOLIMX Karajorax, B KOTOPLIE MOJB30BATENd MOTYT
CaMOCTOATENBHO 3aKaYnBaTh (haiiyibl, — Hanpumep, CBOH H300paXKeHHs;
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® oOrder allow,deny — CHa4ajia BCe 3aMpelleHO, BCE/ 32 3THM MPOBEpSAIOTCS pas-
pElIEHHA, HO U OHM MOTYT OBITh OobofifeHEl 3anpeTtaMH. PexoMeHayercs npuMe-
HATH JUIS BCEX KaTaJOrOB CO CLICHApPHAMH W JUIA BCEX KAaTaJIOroB, Iie HaXOAATCA
¢aiiipl, HCIONB3yEMEIE OIPEAETICHHBIM KPYTOM JIHL, — HalpHMep, aqMHUHUCTpa-
TOPCKHE CLIEHAPHH;

O Require napaverp — MO3BOJIAET 3a/aTh MOJB30BaTesieH, KOTOPHIM pa3pelleH AOCTYIl
K KaTaiory. B kauyecTBe napamerpa MOXHO yKa3hIBaTh:

® user — HUMeHa nonp3oBareliel (WM ux ID), KOTOpEIM pa3pellieH JOCTYN K KaTaso-
ry. Hanpumep: Require user robert Flenovi;

® group — Ha3BaHUs IPYIII, MOJIE30BATENAM KOTOPBIX MO3BOJIEH AOCTYI K KaTajory.
JupekTnBa paboTaeT Tak ke, Kak U user;

e valid-user — JOCTYN K KaTaliory paspelieH o0oMy ayTeHTH()HLHPOBAHHOMY
NOJIb30BATEIIO;

(m) Satisfy napamerp — €CJIH YKa3aTh 3HA4YCHHE any, TO M1 OrpaHHYCHHA NOCTYyTa HUC-
MOJIL3YETCA WIH JIOTHH/Tiaposib, WM IP-anpec. [iia uaeHTHHKALMH MOB30BaTENIsA TI0
JBYM YCJIOBHAM OJTHOBPEMEHHO HAJO 3a1aTh all;

O AllowOverride napamerp — OIpeNeNf€T, Kakue TUPEKTHUBHI U3 (paiisia .htaccess B yka-
3aHHOM KaTaJlore MOT'yT NepeKpbiBaTh KOHHrypaimio ceppepa. B kadecTBe napamerp
MOXKHO YKa3aThb OJHO W3 CJIEQYIOIMMX 3HAa4YeHHH: None, All, AuthConfig, FileInfo,

Indexes, Limit H Options;

O AuthName — JOMEH ABTOpPH3ALNH, l(OTOpblﬁ JIOJDKEH HCIIONB30BaTh KIIUEHT IPH OIpe-
ACNICHUHU UMEHH H T1apoJif;

O options napameTps— OIpEJEIAET BO3MOXHOCTH BeG-cepBepa, KOTOpHIE AOCTYIHEBI
B yKka3zaHHOM Katanore. Ecnu y Bac ecTh Karajior, B KOTOPEIi NOJIb30BaTeNAM pa3pe-
IIEHO 3aKa4YHMBaTh KAPTHHKH, TO BIOJIHE JIOTHYHBIM SBJSETCA 3aMpeT Ha BBIIOJHEHHE
B HeM JIIoOBIX cueHapueB. He Hamo HaziesaTbes, YTO BEI CyMeEeTe MPOrpaMMHO 3arpe-
TUTH 3arpy3Ky JoObIX (paitnoB, kpome u3oOpaxeHuid. C NOMOIIBIO ONMUMA MOXKHO
clenath TaK, YTo6bI cLieHapHii Be6-cepBepOM He BBINTOTHHICS.

B kayecTBe apryMeHTa napameTpu YKa3blBaeTCs All — O3Ha4aeT paspelleHHe BCeX
onuuii, KpoMe MultiViews, None — 3alipelllacT BCE OMLMM, WIH KOMOMHALUUA U3 Cle-
JQYIOLIHX 3HaYECHHI:

® ExecCGI — paspemteHo BbinonHeHne CGIl-cuenapueB. Yame Bcero s atoro
HCIONIB3yeTCA OTACNBHBIA KaTaior /cgi-bin, HO H B HEM MOXHO ONpPEAENTb OT-
JleJIbHbIE MTOIKaTaIOTH, B KOTOPBIX 3alpellleHO BHIMOTHEHHE;

® FollowSymLinks — IO3BOJIIET HCTOJIE30BaTh CHMBOJIbHBIE CCHUIKH. YOeIuTech,
YTO B KaTIOre HET OMAaCHBIX CChUIOK M MX INMpaBa He W3OBITOYHbI. MBI yXe roso-
puiM B pa3o. 3.1.3, 4TO CCBUIKH CaMH 10 cebe OMacHbl, M03TOMY ¢ HUMH HYXHO
obpallaThcs akKypaTHO, rie 6bI OHH HH HaXOJWIHCh;

® SymLinksIfOwnerMatch — CJI€AOBaTh IO CHMBOJIBHBIM CCBUIKaM, TOJLKO €CJIM BJia-
ACJIBLBI LICTICBOTO cbaifma H CCBUIKH COBMNANaAIoT. HpPl HCTIOJIB30BAHHH CHMBOJIBHBIX
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CCBUIOK B TOM MJIH WHOM Karajore Jy4ille YyKa3aThb 3TOT NapaMeTp BMECTO
FollowSymLinks. Ec/IH Xakep cMOXeT cO3AaTh CChUIKY Ha KaTaior /etc 4 npocnexy-
eT nmo Heil H3 BeG-Opaysepa, TO 3TO BBHI3OBET cepbe3Hble MpobneMbl B Ge3omnac-
HOCTH;

® Includes — ucnonn3oBath SSI (Server Side Includes, Biouenns Ha cTopoHe cep-
Bepa);

® IncludesNOEXEC — HCNOJB30BaTh SSI, KpoMe KOMaH exec H include. Eci Bl HE
Hcnonbayerte B cueHapuax CGI Takne koMaHIBI, TO 3Ta ONIMA MPEANOYTHTENBHEE

npesITyLIE;

® Indexes — OTOOpa3HTh CMMCOK COAEPHKHMMOIO KaTajlora, eciid OTCYTCTBYeT (haiin
no ymonm4aHwio. Yamme Bcero noip3oBaTeNd HabHpaloT ajgpeca B YKOPOYEHHOM
¢dopmare — Hanpumep: www.cydsoft.com. 3nech He yka3aH ¢aiisi, KOTOpEIH HyX-
Ho 3arpy3uTth. [lonusiii URL BeirnsauT Tak: www.cydsoft.com/index.htm, Ho ec-
JM yKa3aH TOJNbKO JOMEH, CepBep caM HIleT (ailn mo yMonyaHHIO U OTKpPBIBA€T
ero. 3to MoryT ObITh ¢aitel index.htm, index.html, index.asp HiHM index.php,
default.htm 1 1. 1. Ecnu HH oquH U3 Takux daiinoB no ykazaHHOMY IyTH HE HaileH,
TO NMPH BKIOYEHHOM OMNUMH Indexes OyleT BbIBEleH CIIHCOK COAEPKHMOro Karta-
Jiora, a HHa4Ye — CTpaHMLa omHOKHU. S pekoMEHAYIO OTKIIOYATh 3Ty OINLMIO, I10-
TOMY YTO 3VIOYMBIUUTEHHMK MOXET MONYy4YMTb C/MIIKOM MHOro HHGpOpMalHH
O CTPYKTYpeE KaTajlora u ero Coaep>kKuMoM;

® MultiViews — INPEACTaBIICHHE 3aBHCHT OT npenno'rreﬂnﬁ KJIIHCHTA.

l'[epen KOKAON M3 3THX ONLMA MOXKHO CTaBHTb 3HAKHM «ILTIOC» HITH «MHUHYC», 4YTO
COOTBETCTBYCT paspClICHHIO HIIH 3alpPCIUCHHIO OIMIHH. Ecnu 3Hak He YKa3aH, TO 310
COOTBETCTBYCT pa3spClICHHIO.

Bce onucaHHBle 30€Ch JHPEKTHBLI MOTYT HaXOAMTHCA HE TOJNIBKO B OCHOBHOM (aiine, Ho
H B ¢aiinax .htaccess, pacnosiaraeMeiX B OTAENbHBIX KAaTAIOrax Uil ONpeaeiCHHA NpaB
3THX KaTaJioros.

l'IpaBa AOCTYTIa MOXKHO OIIpCAC/IATE HE TOJBKO Ul KaTaJloroB, HO H Aj11 OTACJIBHBIX (l)aﬁ-
JI0B. 3TO ONMHCaHHe AeNaeTcA MEXOY ABYMA CICOYIOLUIUMH CTPOKaAMH.

<Files Wmadanna>
</Files>

Takoe o6BABNEHHE MOXKET HAXOAWTBCA BHYTPH OOBSBIIEHHSA MNpaB AOCTyMNa K Karaiory,
HampUMep:

<Directory /var/www/html>
Order allow,deny
Allow from all
<Files "/var/www/html/admin.php”>
Deny from all
</Files>
</Directory>
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JupextuBel s daiina coBnafaroT ¢ AMpEKTHBAMH 1A katanoros. [TostomMy B mpuse-
JEHHOM IIpHUMeEpe K NoaKatagory /variwww/html pa3pelieH OJOCTYIl BCEM MOJIb30BaTENIAM,
a Kk aiiry /varimwww/html/admin.php U3 3TOrO KartaJyiora 3amnpelieH A0CTy aGCOIIOTHO BCEM,
4TO, pa3yMeeTcs, He HUMeeT 0cobOro cMbicna W NMPHBEIEHO TONbKO AJIS NpUMeEpa, Mo-
CKOJIBKY B TaKOM CJIy4ae pa3yMHee MpOCTO YAAIUTh 3TOT ¢aii, pa3Be UTO 3alpeT HOCHT
BPEMEHHBI XapakTep.

[TomuMo ¢aiinoB U KaTaloroB, MOXKHO OTrpaHHYMBATE U MeToAbl npoTokona HTTP, takue
KaK GET, POST, PUT, DELETE, CONNECT, OPTIONS, TRACE, PATCH, PROPFIND, PROPPATCH, MKCOL,
COPY, MOVE, LOCK, UNLOCK. I'me TyT «cobaka 3apeitan? J{omycTHM, 4TO y Bac ecTh CUEHa-
pHii, KOTOPOMY MOJB30BATEND AO/LDKEH TEpenaTh MapaMeTpbl. JTO AENAETCS OJHHM M3
METOAOB: POST WIH GET. EciM BB 3aBEOMO 3HaeTe, YTO MPOrpaMMHCT MCIIONB3YeT TOJb-
KO METOJ GET, TO 3alIPETHTE BCE OCTANIbHBIE, YTOOBI Xakep He CMOT BOCIOB30BaThCA M10-
TEHLHANBHOH YA3BHMOCTHIO B CLIEHapHUH, M3MEHHB METOI.

Ho ecnn YE€CTHO, HACTPaHBATh TAKO€ MOXET ObITH HaKNagHO, MO3TOMY HHKTO 3TOr0 HE
JCnacr. Onpeuenm‘ b, ¢ IOMOLIBKO KaKOro Merona JOIyCcTUHMO oGpamanca K TOYKE J0C-
TyIa, MOXHO ¥ CPCACTBAMH sA3bIKA [IPOrpaMMHpPOBaAHUA.

BeIBalOT cHTyalMH, KOTJa HE BCEM MOMBL3OBATEIAM MO3BOJIEHO OTHPABNATH JAHHBIE HA
cepsep. HanpuMep, clieHapun B ONpefieIeHHOM KaTanore MoryT ObITb JOCTYNHBI AJIA
HCTIOTHEHHS BCEM, HO 3arpy»kaTh HHGOPMALMIO Ha CEPBEP MOTYT TOJIBKO aMHHHUCTPATO-
pbl. 31a npobsieMa NErko peuraeTcs ¢ MOMOLIBIO pa3srpaHHYEHUA MpaB KCMONb30BaHUA
metonoB nportokona HTTP.

I'Ipasa Ha UCTIOJIb30BAHHUE METOAOB ONHUCHIBAIOTCA CIICAYIOLNM 06pa30M:

<Limit MmsaMerToma>
IIpaeka
</Limit>

Kak BuamTe, 370 NMoxoxke Ha ONMCaHHe paspellieHHil Ha Qaiiibl, naxe npasa AocTyna
UCMONB3yloTcA Te ke camble. OHH pasMellaroTcs BHYTPHM OMNpelefeHHs KaTajaoros
(<Directory> MM <Location>) M BIMAIOT TOJILKO HAa yKa3aHHbIH KaTaor.

K npumepy, Tak MOXKHO 3anpeTHTh M0OYI0 Mepefavy AaHHBIX U3 KaTaiora /home B JilO-
60M HanpaBneHHH:

<Directory /home>
<Limit GET POST>
Deny from all
</Limit>
</Directory>

ITpn 3TOM BHYTpHM omnpeneneHHs Mpae 1JiA kartajiora /home yCTaHaBIMBAEeTCA 3anpeT Ha
MeToJbl GET M POST.

S Bcerna cHayana 3aKkpbIBalO BCE, YTO TOJBKO MOXXHO, H TOJIBKO [MOTOM MOCTENEHHO
-CMArYaio 1papa, 4YToObl BCe ClIEHapMHM Hadald paboTaTe BepHO. Jlyuine nuuiHuMii pa3
NpOMHCaTh ABHLIH 3anper, 4eM IOTOM YIYCTHTb ONAacHOE pa3pelieH e,
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7.4. Co3naHue supTyanbHuix Be6-cepsepos

Ha onxoM ¢usieckoM cepeepe MoxkeT paGoTats GOJbIIOe KOJHMYECTBO BHPTYAIbHBIX BEO-
CEPBEPOB — HANpHMEP: WWW.,your_name.com H www.your_company.com. JTO /B3
pa3HeIx BeO-caiiTa, HO OHHM HaXOJATCA Ha OJHOM cepBepe. Takoe pacroyioXeHHe JaeT
HaM clieyIolHe NpeuMyIIecTBa:

0 3xkOHOMHA NEHET Ha 3aKyIKe CEpBEPOB;

O sddexTuBHOE UCMONB30BaH1E KAHANOB CBA3H, €CJIM CaiiThl HeOONbILINE, H HAarpy3Ka Ha
cepBep HEBLICOKa,

O skoHomus IP-aapecoB, TMMHT KOTOpHIX Yke JaBHO Gbin Obl McuepnaH, eci Obl Bce
caliThl HaXOJWIHCh Ha BbIJEJNEHHBIX cepBepax. BupTyanbHble BeG-cepBepbl MOIYT
MMeThb Kak oTaeibHble [P-anapeca, Tak M Mcnonbs3oBate o61Mi aapec, a pa3nH4aThCa
JOMEHHBIMH UMEHaMM;

O ynpolueHde agMHWHUCTPHUPOBaHMS W KOHTpons 3a Ge3somacHocTbio. KoHgpurypatws
Be6-cepBepa M ero 3alluTa — JOCTaTOYHO CJIOKHBIH MpoLece, No3TOMY HAMHOIO Jier-
Yye HACTPOUTH U OGHOBNIATE MporpaMMHoe obecrieueHne 0JHOro Gpu3NYECKoro cepae-
pa, YeM COTHH CEPBEPOB, PECYPCHI KDKIOTO M3 KOTOPEIX UCTIoNB3yloTes Ha 1%.

C npyroi#i cTopoHsl, BeigeneHHbie IP-agpeca narot HemHOro 6osbllie MPEeMMYLIECTB MO
paborte c caiiToM, 1a U NOMCKOBBIE ONTHMH3ATOPHI JIIOGAT HMEHHO BBIIEJICHHBIE ajipeca.
Ho 370 yke oTaennHas HCTOpHS.

Be6-caiiTbl onuchIBalOTCA B KaTasore /etc/apache2/sites-available. 31ech y)ke MOXET Haxo-
auThes paiin caiiTa Mo YMOJIYaHHUIO, @ BBl MOXETe co3JaTk HoBble daitnel. Hanpumep, s
HalllUX TECTOB MOXHO co3AaTh (aiin testsite.com. Tenepb, YTOOBI MOMYYMTH NOCTYII
K 3TOMY CaifTy Ha KOMIBIOTEPE, C KOTOPOro Bhl OyeTe 3arpykarh cait, 106aBbTe B ai
host UM caiiTa 1 ero aapec.

JloImycTiM, BBl XOTHTE C 3TOTO K€ KOMIbIOTEpPa HMETh JOCTYI k cBoeMy caiity. JlobaBeTe
B CBOii ¢aiin /etc/hosts cTpoky:

127.0.0.1 testsite.com

A,upec 127.0.0.1 Bceraa ykKa3bIBa€T Ha TOT XK€ KOMIIBIOTEP, C KOTOPOro NMPOU3BOAHTCA
NOAKITIOYCHHUE, T. €. Ha HALL XK€ CEPBEP.

W3 koMaHAHOM CTpokH 106aBUTh YTO-TO B $ail hosts MOXHO ClIEAYIOLIUM 0Opa3oM:

echo 127.0.0.1 testsite.com | sudo tee -a /etc/hosts

CneBa oT BepTHKAIbHOMN YepThl HAXOAWTCA KOMaHMAA echo, KOTOPas BHLIBOAWMT B KOHCOJIb
HY)KHYIO HaM cTpoky. KoMaHaa cripaBa OT BEpTHKaJIBHOH Y€PThl YMTAET JAHHBIE KOMaH-
Ibl cieBa. TyT y Hac nporpaMMa tee, KOTOpas BCE MOMYYEHHBIE JaHHbIE 3aMHCHIBACT
B ¢aiin. [Tockoneky daiin /etc/hosts 3aIUILEHHBIA, MBI THIIEM H3-NOA sudo, a KIOY -a
no3BoJjiseT J00aBIATs B KOHell (aiina.

Teneps nocmoTpum, kax B co3gaHHOM (akine /etc/apache2/sites-available/testsite.com co3-
JaTh HOBBIH BeG-caiiT. [{na 3Toro oTkpoiTe 37T0T (aitn ¢ MOMOILBIO TEKCTOBOIO PElIaKTo-
pa M 3anMceIBaiiTe B HEro Bech NPUBOAMMBIN Jaji€e TEKCT.
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Jns co3naHus BUPTYaIbHOTO CEpBEpa CITYXHT ¢opMar:

<VirtualHost aunpec:nopT>
</VirtualHost>

Mexay 3THMH TeraMH yKa3blBalOTCA NMapaMeTpsl BUpTyaubHOro cepsepa. Bot mpumep
onucaHus cepeepa, aapec kotoporo 192.168.1.1 u nopr 80:

<VirtualHost 192.168.1.1:80>
ServerAdmin admin@your server.com
DocumentRoot /var/www/your_server
ServerName your server.com
Errorlog logs/your server.com -error_log
CustomLog logs/your_server.com -access_log common

<Directory /var/www/your_server/>
AllowOverride none
</Directory>
</VirtualHost>

PaCCMOTpHM TOJIBKO OCHOBHBIC MAapaMETPhl, KOTOPHIEC YKA3bIBAIOTCA IIPH ONHCAHHH BHP-
TYANIBHOI'O CepBEpa:

O ServerAdmin — E-mail anmMuHKCcTpaTOpa, koTOopoMy OyayT HanpaBiATECA COOOLIEHHS
06 omnokax;

O DocumentRoot — KaTaJlor, B KOTOPOM pacroloeH KOPHEBOH KaTalor caifTa;

O serverName — HMs cepBepa. Eciim oHO HE yka3aHO, TO HCMOJB3YyeTCA JIOKaIbHBIA
IP-anpec cepsepa.

JupexTHBsI ErrorLog M Customlog HaM yxe 3HakoMsl. Ilocie aToro B HaimeM nmpumepe
HJET yKa3aHHe NpaB JOCTYINa Ha KaTalor /var/www/your_server/, KOTOpPBIA ABJISAETCH KOp-
HEM JJIA BHPTyaJlbHOro BeO-cepBepa. PaspellieHMs MOXXHO yCTaHaBJIMBaTh Kak BHYTPH
00DbsABIEHUS BUPTYyalIbHOTO CEPBEpPA, TAK U BHE €ro.

3a Gonee noapo6Ho# HHpopMaumei obpaTHTech K IOKyMeHTalMH 1o Apache.

7.5. Ewe Heckonbko cnos o 6esonacHocTU

B xoHpurypaumonHoM ¢afiie ecTh HECKONBKO JHPEKTHB, KOTOpPbIE MO3BOJAIOT YNpaB-
naTh 6e30macHOCTBIO. JTH ke KOMaHbl MOJKHO YKasbpiBaTh B Qaiine .htaccess. JlaBaiite
MX pacCMOTPHM:

O AuthType napameTp — THN ayTeHTH(HKauuM. B kauecTBe napameTpa MOXKHO HCIONb-
30BaTh OJIHO U3 3HAYEHMIA: Basic WIM Digest;

O AuthGroupFile napamerp — ¢aill, B KOTOPOM XPaHMUTCA CHHMCOK TpYMNI TMOJb30Ba-
Teneu;

O AuthUserFile napamerp— (aiil, comepkaMii MMeHa mojb3oBaTenell W TNapoJIM.
OTOT cnHcoK ayulle GopMHPOBATh YTUINTOM htpasswd;
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O AuthAuthoritative napamerp — CHOCO0 TNPOBCPKH MpPaB. ITo yMonm4aHHIO AMpEKTHBA
BiUIIOYeHa (on). EcnK oHa BBIKIIOYEHA (off), a MONB3OBATEND HE YKa3al HMA, TO €ro
ayTeHTH(MKALIHA OCYLIECTRISETCA APYTHMH MOXYJIAMH — Hanpumep, no IP-aspecy;

O AuthDBMGroupFile H AuthDBMUserFile — aHAJIOrMYHBI AuthGroupFile H AuthUserFile,
HO B Ka4ecTBE NapaMeTpa yka3siBaetcs (aitn B popmare 6a3bl naHHbIX Berkley-DB.

DTH KOMaH[Ibl NIOMOTYT BaM HAaCTPOWTh MACHTU(HMKALMIO MOJb30BaTeNeH npu obpaiie-
HHM K ONpele/ieHHbIM KaTanoraM. X MOXHO yKa3biBaTh KaK B OCHOBHOM (aiine caiita,
TakK M B dafine .htaccess.

Hanpumep, ecnu y Bac ecTb katanor, pabota ¢ KOTOpbIM pa3pellieHa TOJIbKO aBTOPH30BaH-
HBIM TI0JIb30BaTe/IAM, TO MOXHO yKa3aTh ¢aiin mapoyieil ¥ AMPEKTHBY Require valid-
user. Toraa npu 3anpoce ¢aiiioB U3 3TOro KaTaaora cepsep NMpeUToKUT aBTOPH30BATLCH,
yKa3aB HM$ M0JIb30BaTeNA H Napoib.

7.5.1. annur .Ataccess

Ecnu kakoit-nubo katanor Beb-cepBepa J0JDKeH UMETh ocobble Mpasa, TO JIyylle CO31aTh
B 3TOM KaTajiore ¢aiin .htaccess. Paspelienns, onicaHHbie B TakoM ¢aiine, JeACTBYIOT Ha
KaTajior, B KOTOPOM OH HaxomuTcs. PaccMoTpuM npumep coziepxkuMoro ¢aiina .htaccess:

AuthType Basic

AuthName "By Invitation Only"
AuthUserFile /pub/home/flenov/passwd
Require valid-user

B 31OM daiisie 1A TEKyLIEro KaTaiora ykaspiBaeTcs THI ayTeHTH(HKALMH Basic. ITO
3HAYMT, 4TO Gy/IET MCTIONB30BATHCA OKHO 1S BBOJAa HMEHH H Maposif. TeKCT, yKasaHHbIA
B OMpPEKTHBE AuthName, OTOOpasuTCca B 3aronoBke okHa. Ha puc. 7.1 npuBeaeH npuMep
TaKoro OKHa.

I OICI Cancel

Puc. 7.1. OxkHO 3anpoca UMEHKU v NaponA
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JlupekTHBa AuthUserFile 3ajaeT ailn, B kOTOpoM HaxoauTcs 6aza MMeH M mapoJeit
nojL3oBatener caiTa. OTOT daii MOXKHO (M HyXHO) pa3MeluaTs BHe 0061acTH, AOCTYII-
Hoii uepe3 BeG-cepaep. [locnenHAs KOMaHAa Require B KaYeCTBE MapaMeTpa MUCMOJb3yeT
3HaYEHHE valid-user. DTO 3HAYUT, 4TO (afNbl B TEKyIEeM KaTajlore CMOTYT OTKpPbITh
TOJIBKO T€ MOJIL30BATENH, KOTOPHIE MPOLLTH ayTEHTHHKALHIO.

BoT TakMM NpocThIM cIOcOO0M MOXCHO 3alpeTHTh HEaBTOPH30BaHHBINH AOCTYM K KaTajo-
Ty, COfEpKalleMy CEKPETHbIE JaHHbIE WM CLIEHApHH aMHHHUCTpaTopa.

Kak 1 yxe rosopun, B ¢aiine .htaccess MOryT HaXOAUTBHCA M AMPEKTHBLI THIA Allow from,
KOTOpbIE€ MBI pacCMaTpHBAIK paHee (CM. paso. 7.3).

Hanpumep, eciau HyKHO paspelldTE AOCTYN TONBKO ¢ onpeaenenHoro IP-agpeca, To
B daiine MoxeT coaepaThcs CEAYIOIaA CTPOKa:

Allow from 101.12.41.148

Ecnu o6beaMHUTD 3alIMTy AMPEKTHBOH Allow from M TpeOOBaHME BBECTH Mapoib, TO
3a/1aya Mo B3JIOMy CEpBEpa CHIIBHO YCIO0XKHHUTCA. 3[ECh YK€ HENOCTATOYHO 3HAHUS apo-
711 — HeoGxoauMo y3HaTh KOHKpeTHbI# IP-aapec nns obpamenuns k conepxumomy kara-
jiora, a 3To TpebyeT 3Ha4YUTENbHBIX YCHIIHIA.

OTH e napaMeTpsl MOXKHO YKa3bIBaTh M B aiine httpd.conf, Hanpumep:

<directory /var/www/flenov/secret>
AuthType Basic

AuthName "By Invitation Only"
AuthUserFile /pub/home/flenov/passwd
Require valid-user

</directory>

UYem cTaHeTe nOJIB30BAaTLCA Bbl, 3aBHCHT OT JIMYHBIX MpeAnoYTeHHid. Mue Gonblue
HpaBHuTca pabotath C QaiiioM .htaccess, MOTOMYy YTO HacTpoiku GezomacHocTH GynyT
XPaHHUTBCA B TOM JKE€ Karajiore, Ha KOTOpPhIH yCTaHaBiWBaloTCA npaBa. OmHAKO 3TO He-
Ge30macHO, MOTOMY YTO XaKep MOXET MOTYy4YHTh BO3MOXHOCTH IPOYMTATh ITOT (paii,
YTO HE €CTh XOpOLIO.

Hcnone3oBanue ueHTpainzoBaHHOro ¢aiina hitpd.conf naer npeumyllecTea, T.K. OH
HaXOJIUTCA B KaTajiore /etc, KOTOpbI HE BXOAUT B KOPEHb BeG-cepBepa M AOJKEH OBITH
3anpellieH A1 IPOCMOTPa MOJIb30BaTENAM.

7.5.2. Taunur naponeis

Tenepb Ham NMpeACTOUT y3HATDh, KaK co3faloTcs (aiiel napoieil U Kak UMM YIpaBiIATh.
JInpekTHBa AuthUserFile JJI XpaHeHHs HHGOpMaLHHK 06 aBTOPU3aLIUK MCTIONB3YET MPO-
cTo# TekcToBbIH (aiisl, B KOTOPOM COAEPIKATCA CTPOKH ClIEAYIOLIEro BH/a:

flenov: (SHA}1ZZEBtPy4/gdHsyztjUEWbOd90E=
B aTo0ii 3anmcu JBa MapaMeTpa, pa3saciCHHbIC IBOCTOYHEM. CHavana YKa3aHO UMA IOJIb-

30BaTeNs, a Mocjie pasnenuTens — 3ammdpoBaHHel# no anroputMy MDS napons. ®op-
MHPOBaTh TaKo# (paiy1 BpyYHYIO CIIOXKHO H HE UMEeT CMBIC/a, MOCKOJIbKY s obierye-
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HHMS JKM3HM aJMHHUCTPATOpPOB ecTh yTWiuTa htpasswd. C ee moMowipio co3faroTcs H
OOHOBNIAIOTCA MMEHa M napoiu s OasoBoil ayreHtH¢mkauun Be6-cepsepoM HTTP-
Moib30BaTeNeid.

Y106cTBO yTHIMTHI B TOM, YTO OHa MOXET WK(poBaThk NMapoau M no anropurMy MDS,
M C MIOMOLUBIO CHCTEMHOHN (PYHKUMH crypt (). B ogHOM (aiine MoryT HaXOAMTLCA 3aMHCH
¢ 060MMH THIIAMH NapoJe.

Ecnu Bbl XpaHuTe MMeHa M mapoau B ¢opmarte 6a3el maHHeix DBM (a1s ee ykaszanus
B (paiiyie .htaccess CITy)KHT AUPEKTHBA AuthDBMUserFile), TO [ YNPABJICHUA €10 HYXKHO
NpUMEHATh KOMaHAYy dbmmanage.

Hagaiite paccMoTpuM, Kak noab3oBaThes nporpammoid htpasswd. O6mmii B KOMaHAB!
BBI30Ba BBIMJIAOUT ClleYIOIUM 006pa3om:

htpasswd wuwou ¢ain_mMa naposb

Hapom: H HMA ¢ai7ma ABIAKOTCA H6065l3aTCJ]beIMH, H HX HAUIMYHC 3aBUCHT OT YKas3aH-
HBIX oniuii. OCHOBHBIE KJTIOUH NporpamMMel:

O -c — co3naTth HOBBIH Qaiin. Eciu ykazaHHbIH (afin yxe cylllecTByeT, TO OH nepe3a-
MMCHIBAaETCA, U CTapoe colep)kuMoe Tepaerca. Hanpumep, MoxHO HanmMcaTh:

htpasswd —c mypasswd robert

ITocne BBIMOMHEHMA 3TOH KOMaHIbl Nepel BaMM MOSABMTCA NpHUIJIaLIEHHE BBECTH
napoiib s HOBOrO Mojb3oBatels robert U MoaTBepaMTHL ero. B pesynbrate Gyner
co3nad ¢aiin mypasswd, colepkaluMii OHY 3alUCh 1 Monb3oBaTens robert ¢ yxa-
3aHHBIM BaMH NapoJieM;

0O -m— ucnons3oBath MoaubHuupoBaHHeiii Apache anroputm MDS5S mns naponeit. 3to
NO3BOJIMT MEPEHOCHTH CO3/aHHbIN ¢aitn Ha mobyio apyryio miatdopmy (Windows,
UNIX, BeOS u T. 1.), rae pa6ortaer BeG-cepBep Apache. Takoit witou ynobeH, ecin
y Bac pasHOpOAHas ceTh, U OAMH ¢ailyl ¢ MapojAMH HCMOJbL3YETCs Ha pasHbIX cep-
Bepax;

0 -d — NpUMEHHUTb CUCTEMHYIO QYHKUMIO crypt () AJIS LIH(pPOBaHHMS,

O -s— npumennts SHA-mudposaHue (Ha Ga3e aropuTMa XEHIMPOBAHMSA), KOTOPOE
HCnonb3yercs Ha ruiatgopme Netscape;

0O -p— He wudposats napoau. S He peKOMEHAYIO MCNOJBb30BaTh ITOT KIIIOY, IOTOMY
YTO OH HeOe3ormaceH;

O -n — He BHOCUTh HHUKaKHX HBMCHCHHﬁ, a TOJIbKO BBIBECTH PE3YJIbTAT HA 3KPaH.

IIHH noﬁannemm HOBOT'0O NMOJ1b30BaTe/I1 MOXXHO BBIITOTHUTE KOMaHOY Oe3 YKa3aHHa Kno-
qeﬁ, a nepeaatsh B Ka4eCTBE 11apaMeTPOB TOJIBKO HMEHA cbaﬁna H MOJIb30BATEIIA:

htpasswd .htaccess Flenov

Hano oTMeTHTB, YTO XOTA Maposib MOXKHO 3a/1aBaTh B KOMaHHOM CTPOKE, J€/1aTh 3TO HE
clexyeT, MOCKONbKY Takas koManza HebezonacHa. KomaHa MOXET COXPaHHTBLCA B HCTO-
PUM KOMaHIHON 060MOYKH, U He3aUIH(POBaHHbIH Napoib TakuM (WIH ApYruM) obpazom
OK@)KETCA M3BeCTHbIM Xakepy. Ecnm maposs He 3agaH, HO TpeGyercs, TO Mporpamma
3alIPOCHT €ro B HHTEPAKTHBHOM PEKHME.
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VY komaHbl htpasswd €CTh JJBa OrpaHU4YC€HHA: B HMECHH MNOJIL30BATEC/IA HE MOJDKHO 6bITE
CHMBOJ1a IBOCTOYUA, U MAPOJIb HE MOXKET NMPEBLIIATH 255 cumBosios. Oba ycjioBud aoc-
TaTO4YHO ACMOKpPATHYHbI, H C HHMH MOXXHO CMHUPHTLCH. H3 MOMX 3HAKOMBIX CTOJb IJIHH-
HBIH napoJib MokKa €ue HHKTO HE 3aXO0TEJl YCTaHAB/IHBAaTh, 8 HCIOJIL30BAaTh HMA MNMOJ1b30-
BaTeJiA ¢ IBOCTOYHEM PE€AKO KOMY MPHXOOHWT Ha YM.

7.5.3. Tipobnemur asTopusaLvum

ABTOpH3aLMS — 3TO CIIMIIKOM NpocToi crniocob obecneyenns 6esonacHocTH. Ilpu nepe-
nave naponu wudpyloTca MpOCThIM KoAHpoBaHHeM Base64. Ecniu xakep cMoxer nepe-
XBaTHTb NAKeT, COAepHKaLUMit UM 0JIb30BATENA M NMAapoJib, TO OH NMPOYUTAET 3Ty HHPOp-
Mauuio yepe3s nath cekyHn. Jns pacumngporku Base64 ne HyxHo noaGuparh mapons,
JOCTaTOMHO BBIMOJIHMTL OAHY (YHKLHMIO, KOTOpas BCKPOET HH(POPMALIMIO MPaKTHYECKH
MOMEHTATBHO.

Jlns co3gaHus peanbHO 6€30MacHOrO CoeaWHEHHs HeoGXOomMMO cCHayaia 3amngpoBaTh
Bech Tpaduk ¢ nomouusio npotokona HTTPS, kotopeii nenonedyer SSL. O HeM M1 ewe
TIOrOBOPHM B pazo. 7.9.

7.5.4. Obpabotka Ha cepsepe

HTML-¢aiinel moryT obpabaThiBaThcs NpAMO Ha cepBepe (TaK )K€, KaK BIMOMHAIOTCA
¢aiinel PHP). C onHoit cTopoHbl, 310 yno6Ho, notoMy uro kox PHP moxwno Oyner
BCTaBJIATH B aiinel ¢ pacidpeHueM htm, c apyroii croponsl, HTML-daiinel nanexo
HeOe30MacHBbl, H €CITH XaKep CMOXKET UX U3MEHATh, TO CEpBEpP OKXKETCA MO Yrpo3oii.

Yto6Bl pa3pellinTh cepBEpPY BBIMOIHATEL (aibl ¢ ONpeAeNeHHbIMH PAaCUIMPEHUAMH, CITy-
JKMT JIUPEKTHBA AddHandler. B koH¢urypauuoHHoM ¢aiine httpd.conf MOXKHO HaifTH clie-
JIYIOIIHE CTPOKH C 3TOH KOMaHMAO#:

AddHandler cgi-script .cgi
AddHandler server-parsed .shtml

Ecnu y Bac HeT HeoOXOAMMOCTH HCMONB30BaTh MHTEPIpeTaToOp A3bika Perl, To nepByio
CTPOKY CJIeNyeT 3aKOMMEHTHPOBATh, YTOOB! OHa Jake He cMyllana. Bropas cTpoka Ges-
o6u/IHa, HO €CITM TaKKUM e 06pa3om paspewnth cepaepy paborare ¢ HTM- nnn HTML-
¢aiinamu, To 310 YXe cTaHeT HeGesonacHeIM. Cnenyroiei CTpokH B BallieM KoH$Hrypa-
UMOHHOM ¢haiine ObITb HE JOJKHO:

AddHandler server-parsed .html

Ecian roe-to geitcTBUTENBHO €CTh HEOOXOOMMOCTH BHIMOJHATH BKIoYeHus B HTML-
JIOKyMEHTaX, TO MpONULIMTe 3TO B Qaiine .htaccess. B octanbHbIX kaTanorax s peKOMeH-
IYIO B IBHOM BHJE 3anpeTuTh 00paborky HTML-daiinos cepsepoM. J{ng sToro nobaeste
CllelyIOLIYIO CTPOKY B KOHGHIypalHMOHHBIH ¢aiin httpd.conf wiu B daiin .htaccess kaxmo-
TO KaTajora:

RemoveHandler .html .htm
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Tak Mb1 3anpeTuM BhIMoHeHHe ¢aiina Ha cepBepe, HO HE OTMEHMM SSI-HHCTPYKLMH.
Hanpumep, cnenyrommit kon B SHTML-¢aiine Gyner BoimosneH:

<!--#include virtual="filename.shtml" —-—>

Ecnu sxe Bbl He ucnonb3yere SSI u, cootBercTBeHHo, SHTML-¢aiinbl, To 3aKOMMEHTH-
py#Te M cneqyouyio cTpoky (1o YMOTYaHHIO OHA aKTHBHA):

AddHandler server-parsed .shtml

7.6. Tlpowe, ynobHee, 6uicTpee

IMpouecc koH}HrypHpoBaHHUA AOJDKEH OBITh MAaKCMMaIbHO YAOOHBIM. J[0 MoOsRIEHHA
Apache2 Bce Hactpoiiki Haxoawnuch B onHoM daiine /etc/httpd/confinttpd.conf, U paso-
6paTbcs B HUX ObUIO OYEHb CAOXKHO. A 4YeM Gosibliue MapaMeTpoB, TEM BhIllE€ BEpOAT-
HOCTb, 4TO BBl uTO-M60 mpomyctute. Celiuac kOHUrypauus pa3bura Ha HECKOJIBKO
¢aiinos, HO Bce paBHO OHH AOCTaTOYHO GonbLIHe. YTOOB YIIPOCTHTH MOARAEPKKY BalIEro
Be6-cepBepa, MOry NOCOBETOBATh PHAEPKHUBATBCSA CIIEAYIOMIMX PEKOMEHIALMIA:

O ans ynoGcTBa aAMHHHCTPHPOBAHHA BCE OMUCAHHA IMPAB AOCTYTNa MOXKHO IMEpeHeCTH
B KOH$HrypauuoHHbli ¢aiin .htaccess. BeineneHne 4acTu paspellieHHi B OTACNBHbIMH
daiin neficTBUTENBHO MOXKET MOMOYL B YIIPaBJICHHH, MOTOMY YTO NMpaBa B OTAEIBHOM
taiine OyayT BUIHBI KaK Ha JIAJIOHH,

0 koMMeHTHpYiiTe Bce BallM aeiicTBuA. MHOrne HacTpoWKH He H3MEHSIOTCS roJaMH,
H y)Ke 4epes MoAroaa TpyaAHO BCIIOMHHTB, 3a4€M Bbl YCTAHOBHIIH OINpPEACTICHHYIO IH-
pextvBy. Hanpumep, BbI 3anpeTiin JOCTYN WA Beex MoJb3oBaTeed K KakoMy-Tu6o
KaTajory, KOTOPbli BPEMEHHO HCIMOJIB30BAICA Ui TECTHPOBAHHA cLieHapHueB. Uepes
KaKoe-TO BPEMS Bbl MOXKeTe 3a0BbITh 00 3TOM M CITy4aiiHO OTKPHITh AOCTYTl K CLIEHapH-
M, KOTOpbl€ HE OBUIM MONHOCTBIO OTJIKEHBI M MOTYT CTaTbh NMPHYHMHOH B3JIOMa HWIH
KPYLUEHHA CHCTEMBI.

Ecau BBl MocnenoBany nepsbIM AByM peKOMEHIALNAM, TO HYXKHO BKITIOMHTB 3TH (ailibl
.htaccess B OCHOBHOI1 ¢aiin TpH MOMOLIM AUPEKTHBBI Include:

Include /etc/httpd/conf/access.conf

I1px 5TOM CTOMT NPOBEPHTD, YTO TaKasA AUPEKTHBA HE BKIIIOYEHA B $aiisl 10 yMOTYaHHIO.

Yem ynobHee ynpasnsath 6€30MacHOCTHIO CEpBEpa, TEM MEHbIlIE OIMHO0K BBl COBEPLUHTE.
Ecnn Bce napamerpe! Xopollo BHIOHBI, @ MOAPOOHBIE KOMMEHTADHH HalOMHHAIOT BaM
O Ha3HaYeHWHM CHAENIAHHBIX HAcTpoeK, ynpaBsieHHe Oymer ynoGHee. Takoit momxon
K aJIMHHHCTPHPOBAHHIO TakKE MOMOXKET ONEPATHBHO PELUATh BO3HUKAIOIIME NPo6IeMBI.
A, KaKk M3BECTHO, B BOiHE aJMMHHUCTPAaTOpOB H XaKepoB MOOEKAAET TOT, KTO Gonbiue
3HaeT, UMeeT Gosblue onbiTa U GbicTpee pearupyer. [locneaHee oYeHb BaxcHO.

LleHTpanu3oBaHHOE XpaHeHHe MpaB AOCTYMNa B KOH(PUrypauMoHHbIX ¢aiiiax BeG-ceppepa
npHeMJIEMO TOJIbKO Ha HebonblMX caiftax. Korna paboTaer coTHA BHPTYalIBHBIX CEpBe-
POB, TO TAKHE ONUCAHUA CTAHOBATCA CIIHLIKOM FPOMO3IKUMH.

Jns Gonplumx caiiToB S pekOMEH/IYIO0 ONUCHIBAaTh B KOHGUrypauHoHHHIX daiinax ceppepa
TONBKO OOILLMeE MpaBiia, KOTOpHIE 3aTPAarMBalOT Cpaly HECKOJBKO KAaTaloroB. JTo BO3-
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MOXHO, MOTOMY YTO IPH YKa3aHHH IMYyTH K KaTajlory MOXXHO HCIOJIb30BaTh pery/sipHbIe
BeIpaxkeHHsA. [IpuBeny nprMep, KOTOPBI onpeAenseT NpaBuia A BCEro, YTO HAXOAUTCA
B Katajiore /home:

<Directory /home/* >
AllowOverride FileInfo AuthConfig Limit
Options MultiViews Indexes SymLinksIfOwnerMatch IncludesNoExec
<Limit GET POST OPTIONS PROPFIND>
Order allow,deny
Allow from all
</Limit>
<LimitExcept GET POST OPTIONS PROPFIND>
Order deny,allow
Deny from all
</LimitExcept>
</Directory>

C noMOLUBIO TAaKHX pery/spHbIX BbIpaKeHHH ynoOHO co3gaBath obiuve mpaBwia s
pa3nuuHbIX KatanoroB. Hampumep, ecnM ykasaTb B KayeCTBE Karajora 3HayeHHe
/home/*/public_html, TO Bce KaTtamnord public_html B kaTanore /home 1 1060M €ro noj-
Katanore OyayT UMeThb YKa3aHHblEe NpaBa, €Cld OHHM fIBHO He IepeorpeneNeHsl s
OTJAENbHBIX MamoK. JTO 3HAYMT, YTO NHoj IIAaGNOH momagyT TakHe MNankW, Kak
/home/robert/public_html, /home/other_user/public_html & T. a.

7.7. besonacHocTb cueHapues

Kak Mbl yxce TOBOpHIM, CLIEHApMH NpeACTaBIAIOT JUIA BeG-cepBepa cephe3Hylo omnac-
HocThb. Yepe3 OIMOKH B HUX NMPOHMCXOIMIO OYEHBP MHOTO POMKHX B3JIOMOB. Mbl yxe
3HAaeM, YTO HEOOXOAUMO OTKJIIOYMTH BCE HHTEPIPETATOPBI, KOTOPhIE HE MCMOJB3YIOTCA,
M OCTaBUThb TOJIBKO T€, YTO HYXHBI. OTUM MBI YCIIOXKHUM 3a/1ady XaKepa, HO He pelldM
npo6ieMy NMOHOCTBIO.

Hau6onee GezonacHelit caift — 3T0 TOT, YT0 Henonb3yet cratiydbie (HTML) nokymen-
Thl U HE MMeET CLeHapHeB, BbIMoMHAeMbIX Ha cepBepe (PHP, ASP, Perl, Python u np.).
IpaBna, Takoii caiit 6ymer mpakTudecku Gecrione3eH M HMKOMY He HykeH. [Toatomy
BO3MOXHOCTH TOTO HHTEPNpETaTopa, KOTOPBIH BBl BCE JXKE HCHONb3YyeTe, HEOOXOAHMMO
MaKCHMAITBHO OrPaHHYHTD.

JomycTim, Bam caiit ucnone3dyet cueHapuy PHP, u B aTux cueHapusx ecThb QYHKLMH,
KoTopble oOpawiaioTes k cucteMe. Ecnn Bbl MX HeBepHO mponuiiere (HanpuMep, He cTa-
HYT NPOBEPATHCA MapaMeTpsl, 3aJaHHbIE MOJIB30BATENEM), TO JIOYMbILUIEHHHK MOJTYyYHT
BO3MOXKHOCTh MepefaTh Takue 3HAYeHHA, KOTOpble MOIYT HapyliMTh paboTy cepsepa.
Mu1 He GyaeM rOBOPUTH O TOM, KaK MPaBHIBHO ITHCAaTh CLIEHAPHWM H KaK WX Aenath Ges-
OMAacHBIMH, MOTOMY YTO 3TO 33Ja4a nporpaMMHCcTOB. Ho He CTOHT HajeATbCs Ha UX Mpo-
theccoHanM3M, MOTOMY YTO BCE MBI — JIIOJM, M HaM CBOMCTBEHHO oKWbaThCcA. AIMUHN-
CTpaTop JOJDKEH CAENaTh BCe, YTOObI MOrpeLIHOCTH He CTaM ¢aTalbHbIMH.

B untepnperatope PHP ecTh BO3MOXXHOCTb OINMCHIBATH MpaBH/Ia BBIMOTHEHUSA KaKHX-
mmbo nelicTuii, Henonb3ys Gonee Ge3onacHsle HACTPOKKM M NpaBa JOCTyNa — 3TO pe-
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JKHUM safe_mode. Ho Bbl JomxHBI OTHaBaTh cebe OTYeT B TOM, YTO HEKOTOPBIC. CKPUIITHI
MOryT OTKa3aTbCA paﬁOTaTb B 3TOM PpPEXKHUME. Ecnn aJAMHHHUCTPATOPHl OTKIIOYAlOT
safe_mode, TO 3TO HE COBCEM BEPHO. A Bcerna cHavana MPOBEPAKD, MOXKHO JIN NICPEIHUCATH
CHCHapHFI Tak, YTOOBI MOXKHO ObIJIO MCIIONB30BATh 3TOT P€XHM, H BbIKJIIOYaIO Ge3omnac-
HBIH PEXUM JIULUB €CJTH 3TO HEPEAIbHO.

[Ipn 3TOM cremyeT yuecTb, YTO MapaMeTp safe mode OTKIIOYAET Te (PyHKLIMHM, KOTOpbIE
GONBIUMHCTBY CalTOB AEACTBUTENBHO HE HY)KHbl. TaK 4TO Jydille BCE XK€ OCTaBMTb
napaMeTp BIJTIOYEHHBIM H MOANPABHTH/3aAMEHHTH CKPHUITBHI.

Kcratu, Bce HacTpoiikn qns untepnperaropa PHP xpanstcs B daiine /etc/php.ini. Mbl ero
paccMaTpuBaTh He OyaeM, MOTOMY YTO 3Ta TeMa BBIXOAMT 3a paMKH KHHMrH npo Linux.
Eute onnn Hamek Ha XOpOLLUKii NapaMeTp — Maru4yeckue KaBbIYKH: magic_quotes.

7.7.1. OcHoeur 6esonacHOCTU cueHapues

B HacTosuee BpeMa 60JIbLIKHCTBO B3JIOMOB B IHTEpHETE COBEpLUAETCA C MOMOLLBIO HITH
Gnaropaps ommnbkaM B cueHapusax Be6-ctpanuu. Jlapaiite nompobyeM paso6parbes, no-
YeMY 3TO MPOUCXOAMT.

boneliMHCTBO BrasenbLEeB NOMALUHUX CATOB — 3TO MPOCTHIE MOJNB30BATENH, KOTOPBIC
XOTAT GBICTPO MONY4HTb COGCTBEHHYIO CTPaHHULy C MHOXXECTBOM BO3MOXHOCTEH. A 4TO
MMEHHO HYXHO caiTy? KoHeuHo e, 3TO rocreBas kHMra, GopyM, 4aT, rojloCOBaHHE
H T. A. Bce aTH pa3nensl Henmb3s caenaTh ¢ NoMoLbio A3bika pasmeTkn HTML, u HyxHBI
3HaHUA MporpaMmHpoBaHus — HanpuMmep, Ha Perl wnu PHP. Ilonwp3oBatenn He xoTaT
(MM He MOTYT) BHMKATh B TOHKOCTH IPOrpaMMHPOBAHHA, MO3TOMY HCIIOJNBb3YIOT B CBOMX
NPOEKTAX yike FOTOBbLIE (IU1aTHbIE WM GECIUIaTHBIE) ABHXKKH.

Kak s yxe HeomHOkpaTHO roBopui, JioOas pa3paboTka MOXKET cCOAepXaTh OLIMOKH,
NPOCTO O HHUX /IO MOPBI 10 BpEMEHH HUKOMY HE H3BECTHO. Ec/iM BBl B KAKOM-TO JKypHa-
Jie npouMTany, 4yto BeO-ABIKOK XXX cynepbe3onaceH, TO HE CTOMT Cpa3y K€ 3TOMY
BepuThb. JKypHaNuMCTBI 4YacTO HCNONB3YIOT TPOMKHE YTBEpXAEHMs, 4TOOBI caenaTh
cTaTeM Kpacusee. Ho peanbHOCTh Takasi KpacHBas He BCETa.

PﬂCl'lpOCTpaHeHHaﬂ nporpaMma CTaHOBHTCA JIAKOMBIM KYCOYKOM JJ1A noboro XaKepa,
TMMOTOMY YTO €€ B3JIOM NO3BOJIACT NPUHMKHYTH Cpa3y BO MHOMXECTBO CHCTEM, ra€ OoHa
YCTaHOBJICHA.

Ecnu agMHHHCTpaTOp caiiTa YCTaHaB/IMBAEeT Ha CBOIO CTPaHWYKY MOMYJIAPHbIA GopyM, TO
OH J10JDKEH NMOHUMATb, YTO B HEM KorJa-HMOyab HaHayT yA3BUMOCTh, U YEPE3 Hee KaKoM-
HUOYIb 30YMBILIEHHHK MPOHUKHET B CHCTEMY. UTOObBI 3TOr0 He MpOM3OLLIO0, aAMMHH-
cTpaTop caiiTa JOJDKEH PEryisipHO OOHOBNIATb MCHOJb3yeMble BeO-mporpaMMel H BeO-
CLICHapHH.

Ecnu Bel 3HaeTe XOTA Obl OCHOBHEIE NPHHLMIBI 3aLUUThI BEO-MPHIOKEHHA W PeLIIM
HamnucaTe coGCTBEHHBIH GopyM [u1s caiiTa, To Bawa paboTa MOXeT Ooka3aThcs OGe3onac-
HEee, 4eM NPH HCI0b30BaHMM JIto60# roToBod nporpamMmel U, TeM Gonee, mporpaMmel
C OTKPBITBIM KOJOM, MO CIEAYIOLIHM [PHYHHAM:

O s Hanerock, Bei OyneTe pealn3oBbIBaTh TOJbKO Te (YHKLUMH, KOTOpble AeHCTBUTENBHO
BaM HY)XHBI. A YyeM MeHbule (yHKLHHA, TEM MEHbLIE BEPOATHOCTh OLIMOKH. YHHBEp-
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CaJTbHBIE CKPHITTHI HHOT/IA CJIUIIKOM CJIOXKHEIE M MBITAIOTCH 0OBATH KaK MOKHO 60JIb-
1€, YTO MOXET CTAaTh MPHYHHOMH OIHOKY;

O Baw ucxoaHsld koA 6yneTr HeaoCTyneH. DTo He peluaer mpodiaeMbl Ge30macHOCTH, a
TOJILKO HEMHOTO YCJIOXKHSET paboTy BIIOMILHKA;

O uUeHHOCTH B3JIOMa BallEro CKpHIITA HE TaK BBICOKA, KaK B3JIOM 4Y€ro-to OYCHb MOITy-
JIAPHOTO.

Hy a ecnu Bl He 3HaeTe ocoOeHHOCTeH A3bIKa WK BOOOLIE HE 3HAKOMBI C MPOrpaMMHpO-
BaHHEM, TO JIyyllle 3a 3TO H He 6paThca, — NaXke HaYMHAIOIMK XaKep HaiJeT B BalueM
MPOXYKTE YA3BHMOCTB, ITyCThb M HE 3HAf HCXOJHOrO KOAA, CTPYKTYpbl 6a3bl JaHHBIX M
OPYrHX NapaMeTpoB, YIPOLLAIOLIKX BIIOM BeG-CLIEHapHA.

Ecnu BB oTBeuyaeTe 3a 0MH BeG-cepBep, TO JIErkO CMOXeTe KOHTPOJIUPOBAaTh OOHOBJIE-
HHe mporpaMM. XyJke BCero aiMHMHHCTpPaTOpaM XOCTMHIOBBIX komnaHui. Ha ux cepse-
pax pacrojio)keHbl COTHH, a TO M ThicAyM BeO-caiiToB. [IpocneanTs 3a BceMH X034€BaMH
CaifTOB HepealbHO, MOITOMY HYXHO 3alMTHTh CBOHM BJIafiCHMA OT HEAOOPOCOBECTHBIX
WIH JIEHUBEIX [0/1b30BaTeNel. B 3THX wenax mydviue BCero HCnoib30BaTh NMporpammy jail,
0 KOTOpO¥i MBI FOBOPHIIH B 21age 4. [l Be6-cepBHca BB JOIDKHBI CO31aTh €ro coOCTBEH-
HbI BHPTYanbHBIH cepBep, B KOTOpoM OH M 6yaer paborate. Eciu 3moyMBlieHHHK
B3JIOMaeT CHCTEMY 4epe3 BeO-mporpammy, TO CMOXKET HapYLIUTh paboTy TONBKO BUPTY-
aJIbHOTO KaTaJora.

Bo Bpems moAroToBKM MaTepHAIOB 1A MpebIAYLIero U3AaH|A 3TOW KHHUTH B OMHOM H3
NOMyJIAPHBIX (OpyMOB Oblna HaiiieHa YyA3BMMOCTbh, MO3BOJIAIOIAs BBHIMOJHATH Ha yAa-
JIeHHO# cucTeMe mobble kKoMaHBl. i 3TOro HykHO 6BLIO crieLHanbHBIM 06pa3oM Iie-
penate qupekTHBy depes ctpoky URL. 31y riaBy k TOMy H3[aHHIO 1 Ha4aJl IUCATh Yepe3
MecALl MOCJiE 3TOr0 CTPallHOTO OTKPBITHA M KaK-TO pa3, BCIIOMHHMB MNP0 HaiIEeHHYIO
B ¢opyMe onOKy, pewuwt npoeepuTh B MHTEpHeTe Bee caifThl, conepikaliye ya3BUMbI
dopyM. A 3armycTun no cepeepamM COOTBETCTBYIOLIMiE MOUCK W — BBI HE MOBEPHTE — HO
HX OBIJIO COTHH.

MeHns 3auHTEpecoBana napa caWTOB, pacNoNOKEHHBIX Ha CEpPBEpax KPYMHBIX XOCTHH-
roseix komnaHuii. Ha o60ux s BEIMONHWI KOMaHAY 1s -a /etc. PesynbtaT He 3acTa-
BUN cebs XKIaTh — A YBHAEN BeCh KaTaior /etc, H MOMX MpaB XBaTalo AaXe Ha y[ale-
Hue daiinoB u3 namnku, rae HaxoAATca ¢ainbl Beb-caiita. KoHeuHo e, nenath 3Toro A
He CTaJl ake B TECTOBBIX wenAX. J[iA JMokasaTeNbCcTBa CEphE3HOCTH OMIMOKM 5 mepe-
MMEHOBaN 1o OJHOMY ¢aiiny Ha KakIoi cucTeMe M cooOLMA 00 YA3BUMOCTH HX aiMH-
HHCTPaTOpaM.

BHUMAHHE!

He coBeTtyio Bam noBTOpATL NoaoGHbIe AercTBuA. Banom paaxe ¢ 406pbiMM HaMepeHUsIMK
He BCEMU aAMUHUCTPaTOpaMu BOCNPUHUMAETCA NonoxuTtenbHo. HekoTopbie MoryT coob-
W1Tb O BalMX AENUCTBUAX B NPaBOOXPaHUTENbHbIE OpraHbi, W Toraa Bam He u3bexatb
cyaebrbix TAxG. Bnarve nobywaeHns moryT GbiThb BOCMPUHATEI HEBEPHO. Ecnn A Haxoxy
kaKyo-nubo Apipy, TO BCeraa coobwialo agMUHMCTPATOPam, HO OTNPARNAI0 ANA 3TOFO NUCHL-
MO aHOHUMHO. :

310 GBUIO JaBHO, cefiyac cMCTeMa yxke B KOHQUIypalMH «HM3 KOpPOOKH» 3alLMINAET BCE
¢aiinbl KaTasnora /etc, H HHKaKMX JOMOHHTENBHBIX HACTPOEK JeNaTh He Tpebyercs.
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[epemecTuB Apache B BUpTYaJibHOE MPOCTPAHCTBO, BBl 00€30NacHTE TONMBKO CBOIO CHC-
TeMy, HO BCe CaiTbl, KOTOpble paboTalOT B 3TOM IMPOCTPAHCTBE, OCTAIOTCA YA3BHMBIMH.
3nech yie HY)KHO MCKaTh IpyTHe METOJBI 3alllHThi — HalpHMeEp, Yepe3 npasa AOCTYTa,
3aITycK HecKoNbKMX konuit Apache (kakaas paGoTaer B CBoeM NPOCTPaHCTBE), BBIIEIICH-
Hble CepBepsl T KaXIoro caifTa, 3anpeT Ha BBINOJHEHHE OMACHBIX QYHKLMIA B MHTEp-
nperatope PHP u T. 1.

Oco60 BaxkHbie CaliThl JOJDKHBI PAacloaraTbCA Ha BBIIEJICHHOM CEpPBEpE H HAXOMUTHCA
NoJ] MPHCTAIBHBIM NpUcMoTpoM. Hanpumep, Henb3a pasMelaTh Ha OTHOM (GH3HYECKOM
cepBepe CalT JIeKTPOHHOrO Mara3svHa M JOMALIHHE CTPAHHYKH, OYCHB YaCTO HCNOJIb-
3yrolHe GecrUlaTHble WIH HEKaueCTBEHHbIE MOAYIH, B KOTOPHIX ObIBalOT OMOKH, H
NOJBb30BaTeIM KOTOPHIX, K TOMY JKe, He OOHOBNAIOT 3TH nporpammel. Korza-HuGyae
3JI0yMBILIIEHHHK B3JJOMAaeT IOMAILHIOIO CTPAaHHYKY depe3 €€ YSA3BHUMEBIE CLEHApHHM M
CMOXET YKpacTb HOMepa KpPEeAMTHBIX KapT Nojb3oBaTeledl MHTEpHET-MarasyHa. 3To
MOCTaBHUT KPECT Ha Balleil Kapbepe aqIMHHHCTPATOpa.

7.7.2. Moaynb mod_security

HecmoTps Ha TO, yTo Ge30macHOCTh BeG-cepBepa, B OCHOBHOM, 3aBHCHT OT BbINOJHSAE-
MBIX Ha HEM CKPHUINTOB-CLIEHAPHEB U MPOrPaMMHCTOB, KOTOPHIE HX MHINYT, €CTh BO3MOX-
HOCTh 3alLUTHTEL CEpBEp BHE 3aBUCHMMOCTH OT 3THX ¢$akTopoB. OTIHYHOE pellleHHe Ipo-
6nembl — GecruiaTHbI MoXysTb Wi Apache mox Ha3eanuem mod_security.

TMpuHUMN JeACTBUS ITOr0 MOMYJI CXOXK C CETEBBHIM 9KPaHOM, KoTophii BcTpoeH B OC,
TOJIBKO B IAHHOM CJTy4ae OH CHelManbHO pa3paboTaH s obecnieueHHs B3aHMOAEACTBHSA
no nporokoiy HTTP. Moxyns Ha oCHOBe NpaBHi, KOTOpBIE 3aaeT aIMHHHCTPATOP, aHa-
JIM3UPYeT 3aMpockl MOJIL30BATENEH K CEpBEPY H BHIHOCHT CBOE PEIIEHHE O BO3MOXHOCTH
IpOIYCTHTH MakeT K BeG-cepepy.

IlpaBuiia onpenensIoT, YTo MOXKET OBITh B 3aMpoce, a YTo HeT. TaM OGbIMHO COAepHKHTCS
URL-aapec, ¢ KOTOPOro HeoGXOAMMO B3ATh AOKyMeHT WiH ¢ain. Kak Mox#Ho cdhopmy-
JIMPOBATH MPABWIO IS MOAYJIS C TOYKHU 3peHUA 6€30NacCHOCTH CHCTEMBI?

PaccMOTpuM npocTeiinii MpHMep — U CepBEpa OMAcHO He3aKOHHOe obpalleHne
Kk ¢aiity /etc/passwd, a 3Ha4HT, ero He FomkHO 6bITh B cTpoke URL. Takum oGpasom, ce-
TEBOIA 3KpaH MpOBepseT Ha OCHOBe 3afaHHBIX ¢wisTpoB agpec URL, u ecnu oH Hapyua-
€T MpaBHJIa, TO 3alpoC OTKIIOHAETCS.

Moxayns mod_security Hano cka4ath ¢ caiita www.modsecurity.org. [locne ero ycra-
HOBKH B (haiisie httpd.conf MOsABIAETCA BO3MOXXHOCTE PUMEHATD JIOTIOJTHUTE/IBHBIC THPEK-
THBbI QUIBTpaLUK 3anpocoB. PaccMoTpuM Hanbosee HHTEpPECHBIE U3 HUX:

O secFilterEngine On — BKIIOYHTH PEXHM CbH.IIpr&Imn 3aMnpocoB;
O SecFilterCheckURLEncoding On — mpoBepsATh koauposky URL;

O SecFilterForceByteRange 32 126 — HCHOJB30BaTh CHMBOJIEI TONBKO M3 YKa3aHHOTO
auamna3oHa. CylIecTByeT JOCTATOYHOE KOJIMHECTBO CIIY)KCOHBIX CHMBOJIOB (HarpH-
Mep, MepeBO KapeTKH, KOHELl CTPOKM), KOAbI KOTOPHIX MeHee 32. BonbUIMHCTBO M3
HUX HEBHUIMMEI, HO TpeOyIoT 06paboTKH HaXKaTHA COOTBETCTBYIOMMX Kiasmi. Ho kak
’Ke TOorza xakep Moxet BeecTH Takoii cumon B URL? Tonbko depe3 ux koa. Hampu-
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Mep, utoObl nomectuth B URL cuMBON nepeBoja CTpokH, HEOOXOAMMO YKa3aThb
B afpece %13. B aT0ii AMpekTHBE KOABI CHMBONIOB MeHee 32 H 6onee 126 oGbsBNsIOTCA
HEIOIMyCTHMBIMH 1UIA ajpeca, U Takue NaKeThl He NPOITycKaloTcs K BeO-cepsepy;

O SecAuditlog logs/audit log — ompeaenser ¢aiin xypHana, B KOTopoM OyzmeT co-
XpaHATbcs MHPopMaLua o6 aynure;

O SecFilterDefaultAction "deny, log, status:406" — 3a4acT JeHCTBHE 1o YMOTYaHHIO.
Ceiiuac 3aeck ykasaH 3anpeT (deny);

(O SecFilter xxx redirect:http://www,webkreator.com— obecrieunBaer nepeaape-
CalHuLo. Ecnu npasuwia CO6J'llOIleHbI, TO MOJbL30OBATEIA OTIPABJAIOT Ha caiit
http://www.webkreator.com;

O secFilter yyy log,exec:/home/apache/report-attack.pl — 3alyCKaeT CLEHapui.
Ecnu ¢punbtp cpabatsiBaet, To 6Y/ET BRINOIHEH CKPHITT /home/apache/report-attack.pl;

O secFilter /etc/passwd— YCTAaHAaBJIMBaeT 3afpeT Ha HCIOJb30BAHHE B 3ampoce
NoJib30BaTeIs MOACTPOKH /etc/passwd. TakuM ke 06pa3oM Hy)KHO 10OaBUTEH OrpaHH-
yeHHe Ha daiin /etc/shadow;

O secFilter /bin/ls— OTKa3 MOJb30BaTeNAM B OOpallleHMH K OMPEKTHUBaM. 31ech
3anpeliaeTcs KOMaHaa ls, KOTOpas MOXET IMO3BOJIMTh XaKepy YBHIETb COAEPMMMOE
KATaJIOroB, €CJIM B CLIEHapHH ecTh olnbka. HeoOxoaumo npenorepaTtuts obpaliueHus
K TaKHM KOMaHJ1aM, KaK cat, rm, cp, ftp H Jp.;

O secFilter "\.\./"— Kilaccuueckas ataka, korqa B URL ykasbiBaloTCa JBE TOUKH
HOAPAA 1A Mepexoa B poauTeNbekHii katasor. Mx Tam 66Tk He NO/DKHO;

O secFilter "delete([:space:]]+from" — 3alpeT TEKCTa delete ... from, KOTOpblﬁ
yaule Bcero coaepxurtca B SQL-3anpocax s ynaneHns JaHHbIX. Takas cTpoka Mo-
JeT UCMOoNb30BaThesi B aTakax TMna SQL injection. [ToMuMmo 3TOroO, pekoMeHxyeTcs
YCTaHOBHTb CJIEHyIOLIHEe TP GHUILTpA:

® SecFilter "insert[[:space:]]+into" — Hcnoiab3yercs B SQL-3anpocax ans go-
OaBJIeHHUA JaHHBIX;

® SecFilter "select.+from" — HCHOMNB3yeTca B SQL-3anpocax anf YTeHHA JaHHBIX
H3 TabuLpl 6a36! JaHHBIX,

® SecFilter "< (.|\n)+>" M SecFilter "<[[:space:]]*script" — I[O3BOJIAET 3a-
muTHTECA OT XSS-atak (Cross-Site Scripting, MexcaiiToBoe BHINOJHEHHE ClLieHA-
pHeB).

BoT ocHOBHBIE METOIBI, HCIIOJIB30BaHHE KOTOPBIX MOXET MOBBICHTL 6€30MacHOCTE Baille-
ro Beb-cepBepa, a Taloke 3alUMILATD LieJIbie CeTH U3 cepBepos. JlononHuTenbHy1o MHGOp-
MaLMIO MOXHO TOYUYHTh C caifTa pa3paboT4MKOB.

7.7.3. CexpeThl U coseTtul

Kak OBl akkypaTHO NMPOrpaMMHCT HM NMHCAT CLIEHapHH, Kak Obl Bbl MX HHM 3allHILATH
C MOMOILBIO CMEUHANBHBLIX MOAYJCH, HEIUIOXO MPEANpPHHATH JOMONHHMTENBHBIE Mepbl
6e3zonacHocTH. EcTh ewie paa napaMeTpoB, KOTOPEIMHM MOXCHO BOCIIONIb30BAThCA IJIA ITHX
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uenei. B atom pasnene s cobpan kpaTkue peKOMEHIaLMH, KOTOpbIe OMOrYT BaM cJie-
naTh HeoOX0AUMBIE HACTPOMKH.

OrpaHuueHue cueHapues

Bo-nepBbiX, OrpaHHYbTE BHINOJHEHHE CLIEHAPUEB TOJILKO OTHAENIBHBIM KaTtanorom. Yawe
BCET0 3TO KaTasior cgi-bin.

PesepsHute xonuu

Hukoraa He coxpaHsiiTe pelepBHble KOMHH CLIEHapUEB B KaTanorax, AOCTYMHBIX BeO-
cepsepam. Hampumep, ecnu Ha cepepe ectb PHP-ckpunThi, TO mosb3oBaten BHUIAT
TOJILKO Pe3yJIbTaT X BbINOJAHEHUsA. UTOOBI TOCMOTpPETh UCXOOHBIH KOJI, Xakepy Heobxo-
UM A0CTyn k cepBepy — HanpuMmep, FTP unu Telnet, nockonbky cepeep Apache He ne-
PEAAeT TAKHMX JAHHBIX KIIMEHTY.

Ilepen TeM kak BHOCHTh M3MEHEHHs B CLIEHapHii, MPOrpaMMHUCThI JIIOOAT CO31aBaTh Ha
CepBEpe MX PE3EPBHBIE KOMHH, YTOOBI B Clyyae OLIMOKM MOXHO OBUIO BOCCTAHOBMTB
cTapy1o, Ho pabouyro Bepcuio. [l 3TOro o4eHb 4acTo cofeprkumoe (aiina xonupyercs
B TOT )K€ KaTaJor, Mo TeM ke UMEHEM, HO C ApPYrHM pacllMpeHueM — Hanpumep, old
WM bak (Hanbonee 4acTo BCTpeyaeMsle).

Takue nporpamMel yke He BBINOJHAIOTCA CEPBEPOM, HO €C/IM XaKep 3alpocHT TaKoi
daiin, TO OH YBUOAMT €ro MCXOAHBIA KOJA, YTO MOMOXKET eMy ObicTpee HaWTH OLIMOKH
B CKpHNTAaX.

Korna 3noyMellIEHHHK HcClieyeT CLEHapHH Ha CepBepe, TO HHUKTO HE MEHIaeT eMy
NPOBEpUTL HAJIMYHE pe3epBHOM KomuH. YBHAEB, 4YTO Yy Bac ecTb ¢ain
www.servername.com/index.php, xakep nonpoGyeT 3arpy3uTb www.servername.com/index.bak
WM www.servername.com/index.old. Ha HerpogeccHOHaIbHBIX cafTax TakMe BEPCHH BCTpeya-
I0TCA 04eHb YacTo. He mormyckaifre nogoOHbIX MPOMaxoB.

JIro6oii cneupanuct no 6e30MacHOCTH JOJDKEH 3anpeTHTh paboTy ¢ pe3epBHBIMU KOIHs-
MH. CkonibKo 661 Mbl HY FOBOPWIH MPOrpaMMHCTaM O TOM, YTO HeNb3s AEpXKaTh Ha cep-
BEpe HHMYEro JIMLIHEro, OHM BCE PaBHO MPOJO/LKAIOT ITO AEjaTh, MOTOMY YTO UM TaK
yao6Ho. Hawa 3anaya — cpaenatb xpaHeHue 3TMX konuid 6e30macHbIM, T. €. 3alpeTHTb
K HMM JOCTYII CO CTOPOHb! Be6-IJIMEHTOB.

Kak ysxe oTMeuanock, 4aile BCEro juis pe3epBHBIX konui ¢aiinoB KCIONB3YIOTCH TE HKe
MMeHa (ailnoB, HO paclUMpeHHe MeHseTcs Ha bak unu old. Ciexylowmuii npumep 3amnpe-
ILAeT MOJIb30BATENIAM JOCTYT K TaKUM daitnam:

<FilesMatch "\.bak$">
Order deny, allow
Deny from all

</FilesMatch>

<FilesMatch "\.olds$">
Order deny, allow
Deny from all
</FilesMatch>
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7.8. WHpexcaumws seb-ctpaHul

3a nocneanune roabl UHTEpHET paspocca 10 TaKMX pa3MEpoB, YTO HAHTH B HEM YTO-THOO
6e3 xopolueli MOUCKOBOH CHCTEMBI CTaJI0O HEBO3MOXKHEIM. [lepBbie TakHe CHCTEMBI Tpo-
CTO MHIEKCHPOBAIH CTPAHMULIbI [0 UX COACPKUMOMY H MOTOM HMCMONb30BATH TMONyUYEH-
Hylo 6a3y JaHHBIX HJIA1 MOWCKA, YTO AAaBaIO0 O4YeHb NpUOIM3UTeNbHBIE pe3ynbTaThl. Ecin
BBECTH B Ka4eCTBE KOHTEKCTA CJIOBO styk, TO OyneT 0ToOpaHO OrpOMHOE KOJIMYECTBO caii-
TOB MO MHIIEBO MPOMBILLIEHHOCTH U MO cTpenbbe u3 yiyka. B GonblumHCTBE A3bIKOB
€CTB CJI0Ba, KOTOPBIE HMEIOT HECKOJIBKO 3Ha4YEHHI, H MOUCK MO HUM 3aTPyJHHTEINEH.

INpo6nema He TONBKO B JBYCMBICIIEHHOCTH HEKOTOPBIX CJI0B. ECTE MHOXeECTBO HIMPOKO
ynoTpeGnseMbIX BHIPOKEHHI, 110 KOTOPbIM TOXKE CJIOKHO MPOH3BECTH TOUHYIO BHIOOPKY.
B cBs3U C 3THM MOMCKOBBIE CUCTEMBI CTA1M Pa3BMBAaThCA, U TeNEpb MOXHO N00aBAATH
B 3ampoc pa3liMuHble napaMeTpel. OQHON M3 CaMBIX MOLUHBIX ABJIAETCA MMOHUCKOBas CHC-
TeMa Google (www.google.com). B Heil peann3oBaHO MHOTO BO3MOXHOCTEH, IMO3BO-
ASIOLIMX cleaTh MOUCK Gosiee TouHbIM. JKaib, 4To 60BLIMHCTBO MOJb30BaTeNEl HE OC-
BOWIH MX, @ BOT B3JIOMLIMKH H3y4YWIH BCE Takue (PyHKLUH U UCTIONB3YIOT B CBOMX LIEJAX.

OnuH U3 caMbIX NMPOCTHIX CNOCOO0B B3VIOMa — HAWTH C MOMOLLBIO IOHMCKOBOMH CUCTEMBI
3aKphITYyI0 Be6G-cTpaHuily. HekoTopeie caifTel HMEIOT 3aceKpeuyeHHble 00JIacTH, K KOTO-
PBIM JOCTYN OcyllecTBIsAeTca no maposmo. Crola ke OTHOCATCS IUIaTHBi€ pecypehl, rae
3alllMTa OCHOBaHa Ha MPOBEPKE MapoJis NpH BXOAE, a He Ha 3allUTe KaKIOH CTpaHULIBI U
ucnonb3oBaHuu SSL. Tlpu sToM yacTo ciy4aetcs, yto Google HHIeKcHpyeT 3anpelleH-
Hble CTPaHHLBI, H HX MOXXHO NMPOCMOTpETh 4epe3 MoucK. J[a 3Toro Bcero nmime Hano
YeTKO 3HaTh, Kakad HHGOpMaLHs XpaHUTCA B daiine, U Kak MOXHO TOYHEE COCTABHTH
CTPOKY MOHCKa.

C nomomwpio Google MOXHO HAMTH JOCTATOMHO BaXKHBIE NAHHbBIE, KOTOPLIE CKPBITHI OT
TMOJIB30BaTENsA, HO MO OMOKe aJMHUHHCTPATOpPa CTAIH NOCTYTIHBIMM JUIS MHIEKCHpYIO-
weii MammHbl Google — Hafo TONBKO BO BPeMs MOMCKA MPaBHIIBHO 33/1aTh NapaMeTphI.
HanpuMep, MO>KHO BBECTH B CTPOKY MOMCKa CleIyIoLIMii 3anpoc:

Tomosoit oTuer filetype:doc

%015

Tomosoit oTuer filetype:xls

U BwI Haitnere Bce nokymeHTsl B popMate Word u Excel, conepxkaiuue cnosa «I"ogosoii
otyeT». Bo3amMoxkHO, AoKyMeHTOB GyneT HaliieHO CIIMIIKOM MHOTO, I03TOMY 3anpoc MNpH-
JIETCA YXKECTOUYMTh, HO KTO HILET, TOT BCeraa Hainmer. CyllecTBYIOT peaibHble PUMEPBI
M3 XKHM3HH, KOI/Ia TAKMM MPOCTHIM CIIOCOOOM OBLITM HaiiIeHBlI CEKPETHBIE AaHHEBIE, B TOM
YuClie AeACTBYOLIME HOMEpa KpEOUTHBIX KapT H GHHAHCOBBIE OTYETHI GHPM.

Moe MHEHHE — OuYeHb INTyNo JepKaTh KaKHEe-TO OTYETHI Ha OTKPBITHIX cepBepax. Yk
ecnu Google MoxeT noGpaTbes 10 HUX, TO M Ipyrue cMoryT. Ho moueMy-to Takue daii-
I POAOJDKAIOT AEPHKATH B OTKPHITYIO.

JlaBaiiTe paccMOTPHM, KaKk MOXHO 3aNpeTHTh WHIAEKCALMIO KaTaloroB BeG-CTpaHHML, KO-
TOpBbIE HE JODKHBI CTaTh AOCTYNMHBIMH 1UIA Beeobiero nmpocmotpa. [ns atoro Heobxo-
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JAVMO MOHMMAaTh, YTO HMEHHO HHIEKCHPYIOT NOMCKOBBIE cHCTEMBL. Ha aToT Bonpoc otBe-
THTH JIETKO — BC€, YTO MOMNAJaeTcs MOA PYKy: TEKCT, ONHMCAHUA, Ha3BaHMA KapTHHOK,
JOKyMeHThI noaaepxkupaeMbix popmaro (PDF, XLSX, DOCX uT. a.).

Hawma 3agaya — oOrpaHH4NTh HAaCTOMYMBOCTH HMHAEKCHPYIOIIHX POOOTOB MOHCKOBBIX
MallHH, YToObl OHH HE TPOTraJiM TO, 4YTO 3anpeuieHo. s 3Toro po6oT A0JDKEH MOTYYHTh
omnpeaeneHHbIi curHan. Kak sro caenats? Bruto HaiiieHO JOCTaTOYHO MPOCTOE, HO dMe-
raHTHOE pELIEHHE — B KOpEHb caiiTa moMelaerca ¢aii ¢ uMeHeM robots.txt, KOTOpbIi
CONEPIKHT MPaBWIa U1 IOMCKOBBIX MAIIHH.

JomycTuM, 4TO Y Bac ecTh calT www.your_name.com. Po6ot, npexae 4eM Hayarb
cBolo paboty, npobyer 3arpy3uts ¢aitn www.your_name.com/robots.bt. Eciin oH Gymer
HaW/IeH, TO MHAEKCAUWA TOHAET B COOTBETCTBHH C ONMHMCAHHBIMHU B ¢aille mpaBHIaMH,
HHave NpPOLECC 3aTPOHET BCE MOAPAL.

®opmar aiiia o4eHb MPOCT H COCTOUT BCEro JIMIIb M3 IBYX JUPEKTHB:

(] User-Agent: napamerp — B Ka4€CTBC MapaMeTpa MNEpeaacTCa UMA MOUCKOBOM CHCTe-
MBI, K KOTOpOH OTHOCATCA 3anperbl. Takux 3anuceid B (aiine MoxeT 6BITH HECKONIBKO,
M Kakaas 6yJeT ONMChIBaTh CBOIO MOHCKOBYIO cHcTeMy. Eciy 3anpeTst JO/DKHBI Jei-
CTBOBaTh Ha BCE NOHCKOBHMKH, TO JIOCTATOYHO yKa3aTh B Hayaie ¢ailla AHPEKTHBY
User-Agent C NMapaMeTPOM 3Be3104Ka (*);

0O Disallow: ampec — 3aMpelIacT HHIEKCHPOBATh ONMpPEAEICHHbIH anpec, KOTOPEIH yKa-
3piBaeTcs oTHocHTenbHo URL. Hanpumep, ecnu Bbl XOTHTE OTKA3aThCcd OT MHAEKCa-
unu crpaHul ¢ URL www.your_name.com/admin, To B kayecTBe napaMeTpa HyXHO
yKa3ath /admin. Kak Buaure, sToT aapec 6eperca umeHHo n3 URL, a He u3 Baieii pe-
anbHOM (paiinoBoii CUCTEMBI, TOTOMY YTO MOHCKOBas CHCTEMA HE MOXKET 3HATh UCTHH-
Hoe noJiokeHHe (aiioB Ha AUCKe cepBepa U onepupyeT Tojbko aapecamMu URL.

Bot npumep daiina robots.txt, KOTOpBIi 3anpelacT HHAEKCALIMIO CTPAHHLI, HAXOAAIMXCS 110
agpecaM www.your_name.com/admin 4 www.your_name.com/cgi_bin, 11 moObIx MH-
JEKCHPYIOLIHX poOOTOB MOMCKOBBIX CHCTEM:

User-Agent: *
Disallow: /cgi-bin/
Disallow: /admin/

DTy npaBWiIa 3ampemarT HHAEKCALMIO ¢ yyeToM noakatanoroB. Hanpumep, daiinisl no
afipecy www.your_name.com/cgi_bin/forum toxe He 6yIxyT MHIEKCHPOBATHCA.

Cremyromuii npuMep 3anpeilaer HHIEKCalHUIO caifTa BOBCE:

User—-Agent: *
Disallow: /

Ecnn Ha BamueM caiite ecTb kaTanor ¢ ceKpeTHbIMM JaHHBIMH, TO CICAYET 3alPETHTh HX
nHaekcawuo. Ho 3to He saBnsercsa 3¢ ¢eKTHBHBIM METOAOM 3alUHTHL, IOTOMY YTO Gaiil
robots.txt MOXeT ckadaTh MOOOH enaloLWui, a, 3HAYUT, ITO JaKe JMIIHUA pa3 YKaKeET,
Tl KCKaTh BaxkHble (ailibl U JOKyMeHTHl. Tak uTo Jy4luHii MeToA 3alliiThl — He Xpa-
HHUTh HHYETO BaXKHOTO Ha OTKPHITHIX cepBepax. JIydine /Ui 3Toro co3naBaTh OTAEIbHBIE
caiThl, KoTophle OYAyT JOCTYHHBI TONBKO C onpeaeneHHsIx [P-anpecoB H Toneko ¢ goc-
TYINOM IO NApPOJTIO.
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7.9. be3onacHocTb noakntoueHUs

Pa3nuyHble TEXHOJOTHU NPOCHYLIMBaHHA CeTeBOro Tpaduka B OCHOBHOM 3()(eKTHBHBI
B JIOKQIBHBIX CETAX, HO XaKepbl OOoJbLIe JIFOOAT HHTEPHET-COEANHEHHSA, TIOTOMY YTO 31€Ch
MO>XHO HaHTH 60JIbLIIe HHTEPECHOTO, H €CTh JIadeiika, YTOOb! YAaTeHHO MPOBOAUTD aTaky.

YTo onacHoro MoxeT YBHIETh XaKep, KOraa KIHEHT MpPOCMaTpPUBAaEeT CTPaHHLIbI Ha BeG-
cepBepe? Mbl KaAablif 1eHb BBOAMM Ha BeO-CTpaHMLIaX kakue-TM60 NaHHBIE, Maposiy,
HOMepa KPeAUTHBIX KapT, U UMEHHO 3TO ABJIAETCS OCHOBHOM LIENIBIO XaKepa.

Kak mMoxxHO, HanpuMep, Haxonsch B EBpone, nepexBaTuth TpadHK, KOTOPbIA NPOXOAUT
mexay aByMms ropoaamu B CIIIA? Ckopee Bcero, nakersl 6yayT cienoBaTh N0 KaHainaM
CIIA, u B EBponie M penats Hedero. Ho 3anaya xakepa cliesiaTh CBOH KOMITBIOTEP MMO-
CpeIHHUKOM B repeaue NakeToB JaHHBIX — YEM-TO HanoaobMe NpoKCH-cepBepa.

CaMoe CII0XKHOe — OpraHM30BaTh, YTOObl KJIMEHT MOAKITIOUWIICH HE K peaJbHOMY BeO-
cepBepy, a K BaileMy KommnbioTepy. Uaile Bcero Mbl B Opay3epax HabupaeM CHMBOJIbHbIE
HMeHa aJpecoB, HO coequHeHHe npoucxoauT no IP-aapecy. s Takoro conocraBieHus
ncrons3yrorcs DNS-cepBeprl. Xakep MokeT 0OMaHyTh KJIMEHTa C MOMOLIBIO JIOXKHOIO
DNS-otseta wnu noacrasHoro DNS-cepBepa 1 TeM cambIM nepeHanpaBuTh TpaHK Ha
cebs1.

3aTeM KOMITBIOTED 3/IOYMBILIEHHHKA OyJeT nepeaapecoBbIBaTh NaKeThl pealbHOMY BeO-
cepBepy M BO3BpaLlaTh OTBETHI KWIHEHTY (puc. 7.2). Takum obpa3oM, Beck TpaduK cTaHeT
TIPOXOJHTh YEPE3 KOMITBIOTEP XaKepa.

|

Puc. 7.2. Nepexsar Tpacduka

Ho atoT Meron 6bu1 Xopoil HECKOJIBKO JIeT Ha3af, koraa He 6su10 HTTPS-npoTtokona u
6e3onacHoro coearHeHus ¢ nomoubto SSL-undposanus. Toraa 6su10 Mpoue o6MaHyTh
cepsepsl DNS. '

JaBaiite BCHOMHHMM, YTO I NOMKIIOYEHHS Mo SSL nporpamMma-iiiMeHT U cepBep oOMe-
HMBAIOTCA KJIKOYaMH, C TIOMOILBIO KOTOPBIX MPOMCXoaMT wudposanue. Jna HTTPS no-
MHMMO OTKPBITOrO M 3aKPHITOrO K04 HeoOXoauMbl MOATBEPIKAEHHbBIE CepTU(UKATSI,
KOTOPBI€ BBIJAIOTCA CHMELUMATH3MPOBAHHBIMH HEHTPaMH ¥ MOATBEPAIAIOT NOATHHHOCTE
wioua. [IporpaMma-KIIHEHT npoBepseT cepTUHKAT, U €clM OH AocToBepeH (LndpoBas
MOANMCH NMPHHAIEKUT aBTOPU3OBaHHOH ¢HpMe), TO moakIoyeHue paspewaercsa. Cep-
TH(UKATBI MOXKHO Cr€HEPHPOBATh CAMOCTOATENIBHO, @ BOT MOANUCH MOANENaTh MPaKTH-
YeCKH HEBO3MOXKHO.

Ecnu xomnbloTep xakepa 6yaeT npocTo nepefaBath JaHHbIE MEXAY KIIMEHTOM M cepBe-
poM, To TpadHk ocTaHeTcs 3aluMpPOBAHHBIM, H IPOCMOTPETH €ro eMy He yaactes. Eaun-
CTBEHHBIM BapHaHTOM MOXET OBITh CIIEyIOIIas CXeMa:
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1. Ha kxommsloTepe xakepa reHepupyeTcs napa Kio4ei v cepTHUKar.
2. KimeHT mojxirovaeTcs K KOMIIBIOTEPY Xakepa H OOMEHHBAETCA C HUM KIIIOYaMH.

3. Ilpu nepenaye uH$popMaunu wKHpPOBaAHNE MPOUCXOAUT C KITIOUOM, KOTOPBIH CreHe-
pHUpOBaI Xakep, No3ToMy oH 6e3 npobiieM paciIH(POBBIBAaET BCE JaHHBIE.

4. KoMmbloTep Xxakepa COeAMHSAETCA ¢ BeO-cepBepoM U MONTyHaeT ero KoY.

5. Mexxay KOMMBIOTEPOM Xakepa W BeO-cepBepOM YCTAHABIIMBAETCA COEAMHEHME IO
K04y Beb-cepBepa.

Ilpu Takoil cxeMe KIHEHT NoNMy4aeT KoY, KOTOpBIi CreHepUPOBaH XaKepoM H HE UMEET
HY)XHOH MOAMUCH. DTO 3HAYHUT, YTO Y KIMEHTA MOABUTCHA COOOILEHHE O MOAKIIOYEHHH
K cafity 6e3 HeobxoaumMoro ceptu¢mkara. I BOT TyT NMpOMCXOAMT caMoe CTpalllHOe —
OONBIIMHCTBO MONB30BaTENe, KOTOpEIe AaBHO paGotaior ¢ MHTEPHETOM, yCTalH CMOT-
peTh Ha pa3IM4HBIE TPEAYNpPEKACHUA, MOITOMY, HE 4MTas COOOLIEHHA, HAKHMAIOT
kHonky OK mns nponosbkeHus pabotsl. Jaxe s HUKOra HE CMOTPIO Ha CTPOKy B Opay-
3epe ¢ npeaynpexxaeHueM o 6e30MacHOM COeAUMHEHHH.

Pewnts npobneMy Mo JI0:HOro MOAKIIOUEHHS] MOXKHO TOJIbKO 3aiuToii DNS-cepsepa,
4TOOBI XaKEp HE CMOT CTAaTh MOCPEJHHKOM B COEAMHEHHH MEXIY KJIMEHTOM H CEPBEPOM.
He ucnone3syiite npokcu-cepBepbl, B MPOHUCXOXKAEHHH KOTOPBIX Bbl HE YBEPEHBI, BEIb
OHM MOTYT MpPHHAIJIEKATh XaKepy, M TOTAa Bech Ball Be6-Tpaduk Oka3bIBa€TCA B Omac-
HOCTH.

EnuHCTBEHHOE, YTO JOJDKEH NMOMHMTH MOJbL30BaTelNb: NPH HEABTOPU3OBAHHOM COEIMHE-
HHUHM HeNb3s BBOAWTH AEHCTBHTENBHO CEKPETHYIO HHGOpMalMio — HampHMep, HOMepa
KPeMTHBIX KapT. BoT 3To mpenynpexaeHHe AOMKHO NOABIATBCA GONBIIMMH OykBaMH
NpHU NMOAKTIOYEHHHU K CEpBEPY C HEMOANUCAHHBIM CEPTH(HHKATOM.

Koraa MHe Hy)XHO BBECTH TZle-TO JAaHHbIE KPEAWTHOM KapThl, BOT Toraa s o6s3aTeqbHO
cmotpio Ha ctpoky URL 6paysepa, utobb1 yOeauThes, YTO COCMHEHHE YCTAHOBIIEHO MO
HTPPS, u yto cepTHdHUKaT TaM NOANKUCAH H3BECTHBIM MHE LIEHTPOM.
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dNeKTpoHHaa noura

Jna koro-ro MHTEpHET — 3TO MPOCMOTP COMHHMTEINBHBIX cTpaHul Ha WWW, ans Heko-
TOPBIX — CI0cO0 HalTH CONMEpHMKa WIH HallapHUKa B Urpe, a MHOTHE MCTOJIb3YIOT CETh
Ans pabotel MK o6yuenus. Ho Bce Mbl He MoXeM XUTh Ge3 oOLIeHHs, H, HECMOTps Ha
HOBBI€ TEXHOJIOTHH, KOTOpbl€ BBIAYMBIBAIOT IJI9 o0JierdeHHd oOmeHHsA (CoUMaltbHbie
CETH, MECCEHDKEPBI U T. I1.), SJIEKTPOHHAA I0YTa WA, )KUBeT U Oyner xkuth. IMeHHO
C 3JIEKTPOHHOH MOYTHI HayaJil pa3BHUBATHCA CETH, H OHa ObLTa OHMM U3 MEPBHIX CEPBH-
coB HHrepHera.

JIM4HO 11 MEHs MOYTOBBIH KJIHEHT CTall OCHOBHO#M MPOrpaMMOoii, KOTOpO# 1 MOJB3yI0Ch
yaiue Bcero. S BeMy NMepenucKy ¢ YHTaTeNsAMH, APY3bAMH, HAYAIBCTBOM H T. A. Tak yx
MOTYYHJIOCH, YTO JIIOAH, C KOTOPbIMH A paboTalo, HaXoAATCsA B APYTHX rOpoAax H JaKe
CTpaHaxX, M pacCTOAHHE MEXKIY HaMH U3MepseTcs ThicAuamMH kwiometpoB. Eciiu paHblue
3TO GBUIO CONpsDKEHO ¢ GonbIMMHK MpoblieMaMH, TO Tenepsb, G1aroaaps KOMNBIOTEPY H
HurepHery, 1 Mory, k nmpuMepy, XKHTh B TEILTbIX KpasfX, a BHINMONHATE PpaboThl U KOM-
MIaHHH, KOTOpas HaxoauTca Ha Asnacke. Takum o6pa3oM, Jilerko M HOTH COXPaHHUTD B Tell-
ne, ¥ 3apabaThIBaTh JEHBIH B XOJMIOAHBIX 00NacTaX.

Kak pab6otaer snektponHas nouyra (E-mail)? PaccMoTpuM OCHOBHBIE MOMEHTBI JJOCTaBKH
MHCHEMa:

1. Ilonp3oBarene co3naer B MOYTOBOM IKJIMEHTE (IIPOrpaMMe SJIEKTPOHHOH IOYTHI)
IIHCBHMO, YKa3bIBaeT MONTy4aTeNs M OTIPABIIAET €ro NOYTOBOMY cepBepy. B HacTosiee
BpeMs 14 Nepenady coobIIeHHH yalle Bcero cnonssytoreas SMTP-cepsepel, a o
pabotsl ¢ HUMH — nmpotokon SMTP.

2. Cepeep, NOTY4HB MUCEMO, ONMpeNEIAeT MECTO Ha3HaYeHHUA, T. €. UMA cepBepa. Afipec
COCTOMT M3 JBYX YacTeil: HMEHH MOJIb30BaTels H HMEHH CepBepa, pa3feeHHbIX MEeX-
Ay coboii 3HakoM @, — HanpuMep, djon@servername.com. 3aech djon — 310 UM
MONB30BaTENA, @ Servername.com — UMs cepBepa. SMTP-cepeep ¢ nomomsio DNS
y3Haer IP-anpec cepeepa (B Hamem ciiydae servername.com), KOTOPOMY IOJDKHO
OBITH JOCTaRIEHO IMHCHMO.

3. Iucemo HanpasniseTcs cepBepy, Ha KOTOPOM 3aperHCTPHPOBAH MOJTydYaTellb.
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4. Tlomy4uB NMCBEMO, CEPBEP SErvername.com MpoBEPACT HAIUYHE aApecara (y Hac 3TO
nons3oBarens djon), 1 €CM OH NPUCYTCTBYET, NMOMELIAET. IUCHMO B €0 MOYTOBBI
awuK. Ecny ykaszaHHOro nosie3oBatesisa HET, cepBep coobuiaeT 06 3TOM OTNPaBUTENIO,
BO3BpAllas MHCBMO WU €ro YacTb.

5. Tone3oBaTesb NMpoCMaTpHUBacT CBOH MOYTOBKI AWIMK C TIOMOLIBIO MOYTOBOrO KJIHEH-
Ta H MOXET CKa4YaTh IMMHCbMO AJId YTCHHA.

OnucaHHBIA npouecc MOX0oXK Ha paboTy TpaauMLMOHHOM noutsl. B ponu cepBepoB Tam
BBICTYNAIOT NOYTOBBIE OTIEJIEHHS, KOTOPble COPTUPYIOT MOYTY U, B 3aBUCHMMOCTH OT aj-
peca HazHaueHus, IEPECHLUIAIOT MMCbMA Ha NOYTOBOE OTAENICHUE MOJTyYaTeNs.

Kak s yxe oTMeTHI, IUIA nepeaayn coobuuenuii ciryxur npotoxkon SMTP, paspaboTaH-
HBIH enle Ha 3ape cTtaHoBneHus MuTepHeta. Ero ¢pyHkuuii y)ke 1aBHO HeAOCTaTOYHO, HO
OH He yTpaTuJ cBoeii akTyarbHOCTH. MHOrHe ¢ y1OBOJILCTBHEM 3aMEHHWIIH Obl 3TOT Mpo-
TOKOJ 4eM-HUOyap Gonee 6e30macHbBIM, HO HLIHELIHME CEPBEPBHI CIMIUKOM MOMYJIAPHBI,
4To6BI B OJMH MHT B3Th ¥ OTKa3aThCS OT HHX.

Heckonbko AECATKOB JieT Ha3aa A paboThl ¢ MOYTOH LKMPOKO UCNONB30BAICA MPOTOKOI
UUCP (UNIX to UNIX Copy, xonupoBanue Mexay UNIX-cucremamu). Ho oH Obin
CJIMILKOM CHJIbHO MpuBA3aH k OC u npH 3TOM 00nafan orpaHU4eHHBIMU BO3MOXKHOCTS-
MH, MO3TOMY He MOJyYHJ1 paclipOCTPaHEHUS U B HACTOsAILEE BpeMs NMPAKTHYECKH HE TPH-
MEHSAETCH.

s nprueMa nouThl HCMONb3YIOTCA TPH NPOTOKOJIA:

3 POP3 (Post Office Protocol v3, nouroBelit NpoTOKO BepcHM 3) — B HacTosLlee Bpe-
M3 HanGonee pacnpocTpaHeHHBIN MPOTOKOJ MpHEMA MOYTHI;

O IMAP4 — cymecTByIOT ABE HHTEpNpETaLMH 3TOro cokpauleHus: Internet Message
Access Protocol (ITporokon noctyna k coobwenusm B cetd MHtepuer) u Interactive
Mail Access Protocol (IlpoTokon MHTEpaKTHBHOrO JOCTYNa K 3JEKTPOHHON mouTe).
3toT npoTtokon obnagaer GONBIIMMHA BO3MOKHOCTAMH Mo cpaBHeHHto ¢ POP3 — Ha-
HpUMep, MO3BOJIAET YMPABIATH COOOIICHHAMH MPSAMO Ha cepBepe, 3arpyxas Ha KoM-
NbIOTEP MOJIb30BATENA JIMLIb 3aF0JIOBKH NMHCEM Ul Noceayoiero orbopa;

O MAPI (Messaging Application Programming Interface, untepdetfic npuxiagHoro
NpPOrpaMMHPOBAHUs NIEKTPOHHOMN MouThl) — paboraer B ceTax Microsoft Ha cepse-
pax Microsoft Exchange.

Kpome Toro, cefiuac oueHp pacrpocTpaHeHsl 6azupyouuecs B CeTd CHCTEMBI MPOCMOT-
pa NouThl, KOTr/Ja MoJib30BaTeNH BOBCE HE CKaYMBAIOT NOYTY HA CBOH KOMIMbIOTEP, a Npo-
CMaTpHBaIOT €€ OHJIAlH, HCTIoNb3Ys Opay3ep.

CaMbIM pacripocTpaHEHHBIM CPEICTBOM AOCTaBKH NOYTHI B Linux sBNseTcs BecbMa CTa-
pas mporpamma sendmail. Ona oOnagaer OONBIIMMH BO3MOXKHOCTAMM, HO JIOCTATOYHO
ClIOXKHa B peanm3auiy. M3-3a noureHHoro Bospacta B cepsepe sendmail coxpaHuiack u
BO3MOXHOCTb nepenaun no mnporokory UUCP, xotopas ceiiyac ucronis3yerca KpaiiHe
peaKo.

[Tpunumn pa6otel sendmail goctaToyno npoct. [omy4HB MUCEMO OT KJIMEHTa, MPOrpam-
Ma OnpeJeNseT ModyvaTesNs U 3aHOCHT HEOOXOAMMYIO JUIA JOCTAaBKH CIYXeOHYIO HH-
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dopmanmio B 3aroJioBoK mucbMa. JlansHeiiue neficTBUs 3aBUCAT oT HacTpoek. Hampu-
Mep, MUCbMO MOXET ObITh OTOCIAHO HEMEIUIEHHO WIH NOMEILICHO B XpaHHnuile. Yepes
OMnpeieNIeHHbIE MPOMEXYTKM BPEMEHH HAKOMMBINMECS IMMHChMa. OTNPABIAIOTCA CBOHM
ajipecaTam.

8.1. Hacrpoika sendmail

OcHoBHOH KOHGMIypaUHOHHBIH (aiin, KOTOpHI BaM NOHAA00UTCA, — /etc/sendmail.cf.
Cepgep sendmail umeeT wioXyro penyTanuio B CBA3M CO CIIOKHOCTBIO HacTporku. Jlei-
CTBHTEJIBHO, CTOMT JIMLIL B3MJIAHYTH Ha pa3Mep ¢aiina /etc/sendmail.cf H CTAHOBUTCA XyT-
ko — 310 32 Kbaiir (6onee 1000 cTpok). A ecnu 3aryisiHyTh BHYTph (paiiia, To cTaHer ele
CTpalliHee OT HEMOHATHBIX KJIIOYel U TUPEKTHB.

B caiine xoHdurypanuu sendmail Bce mapameTpsl crpynmdpoBaHsl o pasfenam. Pai-
OueHue odopmiseTcs B BUIE CCAYIOIIMX CTPOK:

HhAHHERRARE SRR SRS
# Local info #
HHAHEAHRAE AR AR

Cronb «kpacuHBoe» O(OpMIECHHE O3HA4YaeT, YTO Janee CIEAYET pasfaes Local info.
IMomo6HBIX CexiMit HECKONBKO — B YaCTHOCTH, OOBIYHO NMPUCYTCTBYIOT ClIEYIOIIHE:
Local info— JIOKalbHasg HHGOPMALMs, OCHOBHBIE CBEIEHHS O CEpPBEPE H JIOMEHE;
Options — HacTpoiku paboTel mporpaMMel sendmail;

Message precedences — IPUOPHTETHI COOOLLEHHIA;

Trusted users — JOBEPCHHBIC MOJIL30BATEIIH,

QoOaoa

Format of headers — ¢)OpMathl 3ar0JIOBKOB.

PaccMoTpeTs Bce HACTPOIKH B 3TOi KHUre HEBO3MOXKHO — B MOe€i cHCTeMe 3TOT KOoHpu-
rypauoHHsIi aitn 3aHnmMaer 50 Kobaiir. Ecii pacnuchiBaTh K&KABIA MapaMeTp, MOHAI0-
burcsa otnenbHoe m3gaHue. Hama uens — s¢dexTuBHOCTE M 6€30MacHOCTD, MOITOMY
pPaccMOTpPUM TOJIBKO T€ HACTPOMKH, KOTOpHIE KACalOTCS 3TUX BONPOCOB, M HCIIBITAEM
sendmail B neficTBuM.

Jna ynpouenus kon¢urypupoBanus sendmail B nmocnegHUX BEpCHAX 3TOTO MOYTOBOrO
cepBHCa MCHOJb3yeTcs HOBbIA (hailn — sendmail.mc, KOTOPBIA MOXKHO HalTHU B KaTajore
letc/mail. TIpumep comepaxuMoro atoro ¢aiiia npuseaeH B JucTuHre 8.1.

Lm&_fm&&r 8.1. ©parmeHT {bai'ma lete:lmawsmmu,m -

divert (-1)

dnl This is the sendmail macro config file. If you make changes to this
dnl file, you need the sendmail-cf rpm installed and then have to

dnl generate a new /etc/sendmail.cf by running the following command:

dnl OTo damn MakpokoHurypalmy sendmail. Ecim BH OesaeTe M3MEHEHMA B 3TOM
dnl ¢daine, BaM HyxHa MHCTa/AUMA rpm sendmail-cf, ¢ nomowelo KOTOPOM MOXHO
dnl creHepupoBaTk HOBHIA /etc/sendmail.cf, 3anycTuB KOMAHIY:
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dnl md4 /etc/mail/sendmail.mc > /etc/sendmail.cf

dnl

include (" /usr/share/sendmail-cf/m4/cf.md")

VERSIONID( linux setup for ASPLinux')dnl

OSTYPE (" linux')

dnl Uncomment and edit the following line if your mail needs to be
dnl sent out through an external mail server:

dnl PaCkOMMEHTHDPYIHTE CIeOylllyD CTPOKY, €CJIM BaM HYXHO [IOCHUIATL NOYTY
dnl yepe3 BHellHVT! [OYTOBLI1 CEpPBEp:

dnl define( SMART HOST', “smtp.your.provider"')

define (" confDEF USER_ID', "8:12''})dnl

undefine (“UUCP_RELAY')dnl

undefine ('BITNET_RELAY')dnl

®aiin sendmail.mc umeeT Gonee npocToi GopMaT 1Mo cpaBHEHHIO CO CTapbiM sendmail.cf,
Gnaronaps ueMy yMeHbINAeTCA BEPOSTHOCTH JOIMYCTHTh OMIMOKY npH KoH$Urypupoa-
Hud. [Tocne BHeceHMs H3MeHeHHH ero HEO6XOAMMO CKOMIWIHPOBATH (NepeBecTH ¢aiin
sendmail.mc B popMaT sendmail.cf) crieliMaIbHOH KOMaHJOM, B PE3yJIbTAaTE Yero Moayyaer-
ca ¢aitn /etc/sendmail.cf.

Mst B ocHOBHOM 6ymeM paccMaTpHBaTh MapaMeTphl, KOTOpble HYXHO YCTaHaBJIMBAaTh
B ¢aiine sendmail.cf, a ecu onuckiBaeTca napamerp ¢akia sendmail.mc, s 6yay ABHO yka-
3bIBATH Ha 9TO.

HHoraa nmpy HempaBWIBHBIX HACTpoOMKax 3arpyska Linux MokeT 3aBHcaTh NpH cTapre
cepsuca sendmail. 3To MPOMCXOAMT M3-3a TOrO, YTO Balll [IOYTOBBIH CEPBEP HE MOXKET
omnpeaenHTs MMA KoMnbioTepa. OTkpoiite (haiin /etc/hosts. B Hem wawie Bcero 6yner B Ha-
JIMYMH TOJIBKO OJHA CTPOKa:

127.0.0.1 localhost.localdomain localhost

IMoapo6Ho ¢ 3TuM ¢aiinoM MbI TO3HAKOMHMMCH B 21a6e 11, koraa ctaHeM paccMaTpUBaTh
DNS. Ceityac HaM HaJO 3HaTh, YTO 3Ta cTpoka onuceiBaet IP-anpec 127.0.0.1, xoTophii
cootBetcTByeT HMeHH localhost. B mo6oii cucreme Takue aapec U UMs yKa3bIBalOT Ha
Bally JIOKaNbHYI0 MamnHy. Korza B ceTeBeIX nmporpamMMax Bbl yka3biBaete localhost, To
9T0 MM npeobpasyercs B IP-anpec 127.0.0.1.

IMporpaMma sendmail Mcnone3yer UMsA KOMIBIOTEPa, KOTOpPOE BBl YKa3ald BO Bpems
yctaHoBkH OC Linux. Beinonsure koMaHIy hostname, 4T0OBI 3TO MMA y3HaTh. B MoeM
ciy4ae 310 FlenovM. Ho Ha iernie Bee ceTeBbie 0OpalleHHs MPOHCXOIAT He 10 UMEHH, a M0
[P-anpecy, u ecnu sendmail He MOXeT ONpeaeIHTh afApec 10 UMEHH FlenovM, NPOHUC-
xoauT 3aBucanne. UToGbl HCIPaBHUTh 3Ty CHTYalMIO, 106aBbTe B (aiin /etc/hosts CTPOKy
BHJA:

192.168.77.1 FlenovM FlenovM

He 3a6yapTe TONBKO 3aMEHHMTH NPHBEACHHBIH 31€Ch NapaMeTp FlenovM Ha WMA Ballero
KOMITbIOTepa M, pa3yMeercs, ykaszaTh cBo#t IP-agpec. Ilocne storo nporpammy sendmail
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MO>XHO NOMELIATh B aBTO3aITyCK, H OHA 6yzle‘r pa60TaTB BEJIMKOJICITHO JaXE C Hacmoﬁ-
KaMH 1o YMOJIYaHHIO,

Jnd kaxmoro mnosb3oBaTens CHUCTEMbl ABTOMATHYECKM CO3[aeTcs MOYTOBBIA SALIMK,
H eci cepBuc sendmail 3amy1eH, To MM y)ke MOXKHO MO/b30BaThcA. Bee nouroBhle Amu-
KU XpaHATCH B KaTanore /var/spool/mail. IX nMeHa COOTBETCTBYIOT HIMEHaM I0JIb30BaTENEH.
Tak, nns ydeTHo# 3anvcy root AuMk 6yaeT pacnonoxeH B ¢afie /var/spool/mail/root.

Jlns pabothl ¢ NOYTOH HaM Hy’)KeH IMOYTOBBIM KIIMEHT, KOTOPHBIA OyIeT oOTnpaBiATh MUCh-
Ma cepBepy M NMpPHHMMAaTh OT HEro HOBble cooOuieHHA. Takux nporpaMM CyLIECTBYeT
MHOXXECTBO, H B HEKOTOpBIX AUCTpUOyTHBax Linux mpeasnaraercs axx ceMb pa3IMYHBIX
KiHeHToB. Kakoii BeiGepere Bbl, 3aBUCHT TOJIBKO OT JIMYHBIX MPeANIOYTEHHIA.

B o6mieM-To, MoxkHO 060ifTHCE 1 6€3 KIHEHTa, a COeIMHEHHE C CEPBEPOM OCYILECTBIATh
Hanpamyio 4epe3 cepBuc Telnet, 6naro komanael SMTP pmocratouHo npoctsl U HMH
JIETKO MO/B30BaThca. B 3TOM ciTyvae As OTIIpaBKM MOUTE! HY)KHO MOAKITIOUHTECA K MOp-
Ty 25 (nopt SMTP), a s nomyyenns — x 110 (mopr POP3).

8.2. Pabora noutx

PaccMoTpum paboty smmukoB Ha mpumepe mouytoBoro wideHra KMail — rpaduueckoii
NporpamMMel, KOTopas AOJDKHA y Bac NMPUCYTCTBOBaTh, €CNIM ycTaHoBjeHa cpena KDE.
B ocTanpHeIX IporpaMmax HacTpoiika OyJeT NMpOWCXOAWTH NPHMEPHO Tak xe. Jlns
3amycka KMail u3 rnaBHoro Menio Linux BeiGepure xoManay Internet | KMail. Ilepen
BaMM OTKpPOETCS OKHO, NIPEACTaBJIeHHOE Ha pHc. 8.1.

#: KDE Mail Client - KMail

File Edit View Folder Message Seftings Help

Folders %

Sender i Date (Order of Arival)

sent-mail
trash

Puc. 8.1. MhaBHoe okHO nporpammbl KMail



258 naea 8

IMporpamMMa eiie He 3HAaET, ¢ KAKMM MOYTOBBIM ALIMKOM MBI XOTHM paboTaTth, H 3TO He-
obxonuMo HactpouTh. Bocrnone3yiitece myHkTtom MeHio Settings | Configure KMail.
Ilepen BaMu oTkpoeTcs OKHO KOH¢urypauuu. B Hem BeiGepute pasmen Network, u Bul
YBHIUTE OKHO c ABYMs Biuiagkamu: Sending u Receiving (puc. 8.2).

+& Configure - KMail 2101x|
Setup for sending and receiving messages

&

Sending

Identity

Outgoing accounts (add at least one):

Name Type

Sendmail sendmail (Default)

l Add... I
:
&)
Appearance
Composer
. — Common options
Security [~ Confirm hefore send
@ I~ Send mall in Outhox folder on check
Miscellaneous Defaylt send method: | Send now v|
Message property: | MIME Compliant (Quoted Printable) w |

| S [ [

P#uc. 8.2. OkHO ceTeBblx HacTpoek nporpammel KMail

8.2.1. Hactpoiika cepsepa Ans OTNpABKM NOYTHI

Ha Bxnanke Sending MBI JOMKHBI yKa3aTh MapaMeTphbl cepBepa, depe3 KoTopelil Oyaer
NpoMcXoauTh oTnpaBka. Ilo ymomyanuio yokanbHbifi sendmail yxke HacTpoeH, HO yTO
JenaTh, €CJIM MOYTOBBI cepBep pacnolloXkeH Ha ApyroM koMmneiotepe? JlaBaiite yaanum
CYIIECTBYIOUIYIO 3aITHCh (BBIAEMTE €€ U HAKMHUTE KHOTIKY Remove) U co3gaaum cBo.

Haxxvure kHonky Add g noGasneHus Hoo# 3anucH. [lepen Bamu oTkpoeTcst OKHO BbI-
6opa nporokona: SMTP win Sendmail. Beibupaem SMTP kak HauGonee yHuBepcaTbHEII
BapHaHT. Teneps OTKPOETCA OKHO, B KOTOPOM HYXHO yka3aTh napamerpel SMTP-cepsepa,
Yyepes KOTopblil MBI 6yeM noceunath noury (puc. 8.3).

B 3TOM OKHe Hy>KHO 3allOJHHUTB CJIEAYIOUIHE MOJA:
O Name — uMs cepBepa, KOTOPOE MOMKET OBITh JIOOBIM;

O Host — anpec SMTP-ceppepa. Eciu BBl HCTIO/IB3yeTe JIOKABHBIN CEPBEP, TO MOXKHO
ykasats localhost win 127.0.0.1;
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#: Add transport - KMail

Transport: SMTP

General a
Name: {unnamed
Host: |

Port |25

[ Server requires authentication

1
|

i"' Sl GRE nEswannd i connioiraion e

Precommand: i

I Cancel I

Puc. 8.3. OkHo HacTpoek SMTP-cepeepa nporpammbl KMail

O Port — nopr SMTP-cepeepa. Hawe Bcero ucrnonp3yercs mopt 25, HO 3TO 3HaAYEHHE
MOXeET OBITh H3MEHEHO;

O ecnu cepsep TpeGyeT ayTeHTH(HKALHH, TO MOCTaBbTE rajloyky B Server requires
authentication u 3anonnure orkpeiBiKecs nons Login u Password.

Ecnu Bl He nepBbiii neHs B MHTepHeTe M paboTanM ¢ 3/IEKTPOHHOM MOYTOM, TO MPOLIECC
HacTpoiiku napamerpos SMTP-cepBepa He noJDkeH BBI3BaTh NMpo6IIEM.

8.2.2. Hactpoiia cepsepa ANa YTeHUS NOYTLI

Teneps paccMOTpHM HacTpoiKy cepBepa Ui uTeHMA nouThl. Ilepedinure Ha BKIAAKY
Receiving, n Bbl yBUAHTE CIIHCOK cepBepoB. BrimennTe HMEOIHECS 3alIHCH H YAAIHTE
ux. 3ateM Haxxmute KHonky Add, uto6Ge1 10OaBHUTE cepBep, Yepe3 KOTOphHIA Mbl OyaeM
nosny4ars nouty. [lepen BaMu OTKpOeTCA OKHO, B KOTOPOM HYXHO BHIOpaTh THIT cepBepa
13 npeaioxenHoro nepeuns: Local mailbox, POP3, IMAP, Maildir mailbox. Yame
Bcero ucnone3dyerca POP3, u mporecc cozganus 3amucH Ui paboTbl ¢ HUM IOXOX Ha
aHaIorMyHeIi npouecc a1 SMTP-cepBepa. Bri Taioke JO/DKHBI YKa3aThk afpec cepBepa,
nopt (o ymon4yaduio 110) u uMs ¢ naponem.

Hau6onee uHTEpEeCHBIM MOXKET OKa3aThCs MCIIONE30BaHUE JIOKABHOrO AlIMKa. laxe ec-
11 SMTP-cepBep He ycTaHOBIIEH, B CHCTEME CO3AAETCA KATAIOT C JIOKAJTbHBIM ITOUTOBBIM
AILMKOM, KyZa Uls aIMHHUCTpaTopa root moMumo npuBbiyHbIX E-mail nonagator n3ee-
meHns mo 6e3onmacHoctd. Eciu BEI paGoTaeTe B KOHCONMM M yBHAENH COOOILEHHE THMA
You have new mail, To 3To 03HauaeT, YTO B Balll AIIHK B JOKAJIbLHOM KaTajiore monajio
HoBoe coobuieHue. JIis ero npoBepky ynoGHee BCero NCMoJIb30BaTh IOYTOBEIMN KIIHEHT.
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Hrak, co3naaMM HOBYIO YUYETHYIO 3alMCh, YTOObl MOXHO OBUTIO B yOOHOM BHAE YHTaTh
cooOienus no GezonacHocTd. Haxmure kHonky Add, 1 nepes BaMH OTKpOeTCA OKHO BbI-
6opa THna cepsepa. Bribepure THI Aiuka Local mailbox u Haxmure OK. Tlepen Bamu
OTKPOETCs OKHO CO3/IaHUs HOBOTO akkayHTa (pHc. 8.4).

#: Modify account - KMail

. Location: ‘ | Nyar!spoolfmailfrout v _” Choose... l

Locking method : . —
(e Procmail lockfile .  ' l fvar/spool/mail/rootlock ,1,
C Mut‘tdoiiockk ‘ - ,

| " Mutt dotiock privileged
rogoNn
 None (use with care)

[~ Exclude from “Check Mail*
[~ Enable interval mail checking : ; |
Destination folder: | inbox , - i
Precommand: i

{ Help m , . | 0K [ Cancel |

Puc. 8.4. Oxro HacTpoek akkayHTa Tuna Local mailbox nporpammu KMail

31ech HEOOXOAMMO 3aIOJIHUTE CJICAYIOIIHE MOJIA:
0O Name — MMA 3aNHCH, KOTOPOE MOXeET ObITh HOOBIM;

O Location — pacnoJioxkeHHe JIOKaTbHOro AumuKa. [To yMonyaHmio Bce AIIMKH XpaHAT-
ca B ¢aitne var/spool/mail/ums, Tie ums — 3TO HMA T0JIb30BaTeN. Jy1a agMMHHCTpaTo-
pa root Hy>KHO yka3aTh pa3MeLleHHe /var/spool/mail/root.

OcTalbHBIE ApPaMETPhl Yalle BCEro OCTAIOTCA 3aaHHBIMH 1O YMONYAHHIO, €CIIH aJMHU-
HHMCTPATOpP HE HATBOPHJI Y4ero-To 0coboro B KOH(PHrypaLmH.

IMonpoOyiiTe mpo4yMTaTh MOYTY pasHBIMH MPOTOKONaMH. YOeauTech, Yro Bee paGoTaeT
BEPHO, COOOLIEHHA NPUXOMAT Ha Balll MOYTOBBIH AMMK H JOXOMAT 10 nomydarens. Ecnu
yKa3aHbl HacTPOMKM IO YMOJIYaHHIO, BCE IO/DKHO pabortats. B ganpHefimem MBI pac-
CMOTPHM HEKOTOpbie crielipHIHBIE HACTPOHKH, KOTOpHIE MOMOTYT CAEeNaTh Ball [OYTO-
BBl cepeep Gostee Ge3omacHBIM, HO MpeXkAe Y€M MPHCTYNATh K YIYYIIEHHAM, HYXHO
yGenuThcs, 4To paboraer 6a30Bhli BApHaHT.
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8.2.3. be3sonacHocTs coobueHuis

Coobwenna E-mail nepeceutatorcs 1o cetd B BUAE NMPOCTOro Tekcra. Eciu 3yoymeliu-
JIEHHHK TEPEXBATUT TaKoe coobieHue, To 6e3 npodnemM cMOXeT ero npoudTars. Iloaro-
My MpH NepeAaye koHPHAEHUMANLHOM UHbOpMalUK Heo6XOAUMO HCMONb30BaTh LIHMQ-
poBaHHe.

Hawubonee pacnpocTpaHeHHBIMM METOJaMH MH(POBaHHS B HACTOSALIEE BpEMs ABJIAIOTCA:

O S/MIME (Secure/Multipurpose Internet Mail Extensions, 6e30macHbie MHOTOLIENIEBbIE
pacUIMpeHHA 3IEKTPOHHOM MoYuTHl B ceTH UHTepHeT) — 3TOT cTaHaapT HpoBaHHUA
MOIEPXKHUBAETC B OCHOBHOM IOYTOBHIMH KinueHTaMH Netscape W €ro KIOHamH.
ITpumenenne crangapra S/MIME HaxnafbiBaeT HEKOTOpbI€ OrpaHUYEHHA — BEJb Ja-
JIEKO HE BCE MOJB30BaTely celfuac Henob3yloT mporpaMmel Netscape;

O PGP (Pretty Good Privacy, «aoctaTouHo xopomas MpHBaTHOCTb») — MporpamMMa
IWK(POBaHHUA, KOTOpasAs UCHOJIB3YETCA BO MHOTHX 06JIacTAX, B TOM YHCJI€ H B MOYTO-
BEIX cOOOIIEHHAX. DTOT CTaHAApT NOAJAEpIKHBAeTCd GONBLUIMHCTBOM MOYTOBBIX KJIH-
eHToB. CyliecTByeT HeCKONbKo peanu3auuit PGP, HO MHOrHe crieLHaNuCThl pEKOMEH-
oyt ucnons3oBath GnuPG. Her, oHa He mydme apyrux, noromy 4ro Bce PGP-
KJIOHB! OCHOBaHBI Ha OJHOM W TOM ke npuHuune. IIpocro GnuPG paspaGorana 3a
npeaenamu ClIIA, T. e. TaM, rfie He JeHCTBYeT 3aKOH 00 OrpaHHYEHHH ATHHBI KII0Ya.

Hrak, mMbl M¢pyem tekcT coobienus. Ho camu mpotokosbl pabotaror Ges mmndpopa-
HUA, TO3TOMY BCE NMapOJIH MEPEAAIOTCA MO CETH B OTKPHITOM BHJIE, H HX TOXe Heobxoau-
MO 3alMTHTh. 1A 3TOro MOXKHO MCMOJB30BaTh OJHH H3 COBPEMEHHBIX CTaHIapTOB
RFC-1734 (MD5 APOP Challenge/Response), RFC-2095 (MD5 CRAM-HMAC Challenge/
Response) unu npuGerHyTh k nomMoluy stunnel.

8.3. TTonesHble xomaHALI

Hapaifte paccMOTpUM HEKOTOpblE KOMaH/ibl, KOTOpBIE IOMOIYT BaM B aJMHHUCTPUPOBa-
Hud sendmail-cepBepa:

O hoststat — MHOKa3aTh COCTOSHHE XOCTOB, KOTOpPBIE HEAABHO pa60'ra.rm C JIOKANbHBIM
INOYTOBBIM CEPBEPOM. KoMaHaa sBnseTcs SKBUBAJIEHTOM sendmail —bh, KoTOpas Io
YMONT4YaHHIKO HCAKTHUBHA,

O mailq— OTOOpa3uTh KPaTKyio HHPOpMALMIO O COOOILEHUAX B O4EPEAM, OXKHIAIOLINX
o6paboTtku. [IpuMmep pe3ynbTaTa BHINOTHEHHA KOMaHIbL:

/var/spool/mqueue (1 request)

jOIANnST11838 6 Tue Jan 18 13:49 <flenov@flenovm.ru>
(host map: lookup (flenovm.ru): deferred)
<root@flenovm. ru>

W3 nepBoit cTpOKH BHAHO, YTO B OYEPENH HAXOAUTCA oaHO coobueHue. Bropas crpo-
Ka BKJIIOYAET JaTy MOCHUIKM M ajpec OTHPaBHUTENA: flenov@flenovm.ru. B nocnenne
CTpOKE o*roﬁpa;xaercﬂ NnoTy4aTreiib COOOLIEHMA: root@flenovm. ru;
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O mailstats — 0TOOPa3UTh CTATUCTUKY COOOILIEHHMI U KOTHYecTBa 6aiiToB;

O sendmail — 3amycTuTh cepBep sendmail. Mcnone3ys 3Ty koMaHay ¢ pazsiM4YHBIMH
KTI0YaMH, MOXXHO YBHIETH JOCTaTOYHO MHOro mnosiesHod HH$opmauun. 3a Gonee
noapoOHoH cnpaBKoi cnexyeT oOpaTHThCA K AOKYMEHTALMH: man sendmail.

8.4. be3sonacHocTy sendmail

BesonacHocTh cepBrca sendmail najneka oT uaeana, ¥ B HEM PETYJIAPHO HAXOAAT OMIMO-
ku. Ilo 3ToMy moBoAy aAMHHHCTPATOPbl U NMPOrpaMMHUCTHI HAYAH CJIaraTb aHEKAOTHl H
NpeBpaTWIN cepBUC B OOBEKT Ui HacMexaTenbeTB. S chnblan, 4To HEKOTOpbie JaXe
JeJlalii CTaBKH Ha TO, OyaeT M HaliaeHa omKnbKa B 3TOM MeCSLE WIH HeT.

Kak s 1 oGerman, 31ech Mbl IIOTOBOPHM O HEKOTOPBIX NapaMerpax, MoBbiamux 6e3-
omnacHocThk sendmail.

8.4.1. baHHep-6onTyH

ITpo6nempl 6e30nacHOCTH HauyMHAIOTCA ellle Ha 3Tane noakmodeHus. Cepsuc sendmail,
KaK ¥ GONBIIMHCTBO APYTHX CiTy>k0, BBLIAET CTPOKY MPHBETCTBUA, B KOTOPOiA CONEPKHUT-
cs nHpopMauus 06 UIMEHH U BEPCHH MPOTPaMMBI.

Xakep He MOJDKEH 3HATh 5TUX JaHHBIX. COOTBETCTBEHHO, HEOOXOOMMO M3MEHHTH Mapa-
METP SmtpGreetingMessage B ¢haiine /etc/sendmail.cf. B crapeix Bepcusx sendmail stor
rapameTp ObL1 paBeH:

SmtpGreetingMessage=$j Sendmail $v/$Z; $b

Camoe omacHoe 3[eCh — KIIOY $v/$Z, KOTOpBI OTOOpaKaeT BEpPCHIO M CaMO WM
Sendmail. IMEHHO MO3TOMY Temepp 3HaYeHHE 3TOMY MapameTpy MpPHCBAMBAETCA Clie-
OYIOIIKUM o6pa3oM:

SmtpGreetingMessage=$j $b

Ecnu paia cucrema coobuaetr o cebe YTO-TO JIMINHEE, TO 3TO 3HaAYE€HHE HEOGXOAHMMO
y6path. MOXHO ke IOCTaBUTE COODIEHHE IPYTOro CepBUCa;

SmtpGreetingMessage=5$j IIS 5.0.1 $b

Jho6as ynayHas NombiTKa BBECTH XaKepa B 3a0ITy>kIeHHE — 3TO BBHIMIPHILI BO BPEMEHH,
9TO PaBHOCHJIBHO MaJIeHbKO# mobene.

8.4.2. Tonbko OTNPABKA NOYTHLI

OueHb YacTo NMOYTOBBIE CEPBHCHI HCMOJB3YIOT TOIBKO IS OTNIPaBKM Noutsl. Hanpumep,
Ha Be6-cepBepax sendmail MoXeT CTOATB JMILIB )il TOrO, YTOGBI MOXCHO GBITIO OTOCHATH
NHChMO MpsAMO U3 cuieHapues Ha Perl uny PHP. Ecnu Bam cepBep He fo/DKeH NpHHH-
MaTh THCEM, TO HEOOXOIMMO 3aNpeTUTh pexxuM npuema. Jlis storo otkpoiite daiin
/etc/sysconfig/sendmail 1 UBMEHUTE €r0 COACPKUMOE:
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DEAMON=yes
QUEUE="qg1h"

Bropas ctpoka 3amaeT napametpsl, KoTopble OydyT nepeaaBaThca nporpamme sendmail
npH 3amycke. Yto6bl BO30GHOBHTE NPHEM MOYTHI, K3MEHHTE 3HAYEHHE glh HA bd.

Ecnu y Bac Her ¢aiina /etc/sysconfig/sendmail (OH UCTIONIB3YETCA HE BO BCEX AUCTPHOYTH-
BaX), TO MPUAETCA PeJaKTHPOBaTh CLIeHapHii /etc/rc.d/init.d/sendmail. Hafinure B 3TOM daii-
Jie MapaMeTpel, KOTOpbIE NEPEAAIOTCS NMpOorpaMMe, H H3MEHHTE HX Ha glh NMPAMO B TEKCTE
CLIEHApH.

8.4.3. Tipaea aoctyna

Hu onun cepsuc B OC He AomkeH paboTaTh OT MMEHH aMHHUCTpaTopa root. Eciu B ko-
Jie nporpammMel Oyaer HaiijeHa nazefika, MO3BOJIAIOLAA 3aMyCKaTh KOMAHEL, TO MOXKHO
CYHTATh CUCTEMY TOTEPAHHOM, MOTOMY YTO AMPEKTHUBBI OYTyT BBITIOJIHATHECA C TMPaBaMH
root. OnbITHBIE MOJIb30BATENH KOMIBIOTEPOB, HABEPHOE, MOMHAT, YTO HECKOJIBKO JIET Ha-
3ax B sendmail YyyTh 1M He KOKAYIO HEJENIO HAXOAWIH OWIHOKH, H GONBIIMHCTBO U3 HHX
ObUTH KPUTHYHBIMH.

CepBuc aomkeH paGoTarh ¢ MpaBaMH MOJIb30BaTeNS, KOTOPOMY HAOCTYIMHEI TOJIBKO He-
ob6xoaumsie A8 paboTel katanord u ¢ainel. B nocneqnnx Bepcuax sendmail 3to yxe
pealH30BaHO ¢ MOMOLIBIO NapaMeTpa RunAsUser:

O RunAsUser=sendmail
Ilo YMOJIYaHHIO 3TA CTPOKa MOXET ObITE 3aKOMMCHTHpOBaHa 3HAaKOM # B HayaJie CTPOKHM.

VY6epure koMMeHTapuii. MOXKHO Taloke ABHO NOGaBHTb ONHCAHHE IPYIIIEI, C MpaBaMH
KOTOPO# NOJDKHA MPOUCXOANTH paboTa:

O RunAsUser=sendmail:mail

3nech sendmail — 3TO UMSA NoJIb30BaTeA, @ mail — UMSA IPyNNbl.

8.4.4. NuwHue xomaHALT

IMouroBklii cepBep 0OpabaThiBaeT MHOMXKECTBO KOMaH[, HO HE BCE M3 HHX MOTYT OKa3arb-
A TIoNIE3HBIMHU. Y6eauTech, YTO B BailleM KOHGHIypalUMOHHOM ¢aiie NMPUCYTCTBYIOT M
HE 3aKpbIThl KOMMEHTAapHEM CJIEAYIOLIHE CTPOKH:

0 PrivacyOptions=authwarnings
O PrivacyOptions=noexpn
O PrivacyOptions=novrfy

Mo>kHO TaKKe B OJIHOM KOMaHae YyKa3aThb BCC NMapaMeETphl HEPE3 3aMATYIO0:
O PrivacyOptions=authwarnings,noexpn,novrfy

Haubonee onacHoit 1uis cepepa MOXET OKa3aThbCA OMLHA VRFY, KOTOpas MO3BOJIAET MpO-
BEPUTH CYLECTBOBaHHE MOYTOBOTrO AlIMKa. IMEHHO ee 3ampelmaeT TpeThs CTpoOKa (Tpe-
THi NapaMeTp) B MpUBEIEHHOM IIpUMeEpeE.
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BTopas cTpoka yCTaHaBIMBaeT MAPaMeTP noexpn, 3alpelalonIHi KOMaHIy EXPN, KOTopas
MO3BOJIAET MO MOYTOBOMY IICEBAOHHMY OTpenenuTh aapec E-mail win naxe uMs moss3o-
patena. C MoMolIbio 9TOH QUPEKTHBBI XaKepbl MOTYT cOOMpaTh CIUCKH I PacChUIKH
cnaMa. He cToMT naBath B pyky 3/I0yMBILUIEHHHKA TaKylo HHGOpMALHIO.

8.4.5. BunonHeHue BHewWHUX KOMAHA

B nouroBoM cepBHCe eCTh OJIHa cepbe3Has npobiieMa — eMy HeoOXOOMMO BBITIOJIHATH
CHCTEMHBbIE KOMAHIEI, a 3TO BCErAa onacHo. EciM Xakep CMOXET 3alyCTHTh TaKylo
KoMaHIy Ge3 BeAOMa aAMHMHHCTPaTOpa M C MOBHIIEHHLIMH NpPaBaMH, TO 3TO TPO3MT
GONBIUMMH HETIPHATHOCTAMHA. IMEHHO NMOSTOMY MBI MIOHWDKAITH NPaBa, ¢ KOTOPBIMH pa-
6oTaeT CepBHC, HO 3TOTO HEJOCTATOYHO.

YroObl 3anpeTHTh BHIMOJIHEHHE CHCTEMHBIX KOMaHJ, HeoOXOAHUMO 3acTaBHTh sendmal
pabotath Yepe3 GezomacHsiil HHTEpIpeTaTop KoMaHA. Jiia sToro crnieumanbHo 6wl pas-
paGoraH MHTepnperarop smrsh. UToObl MOYTOBBIA CEPBHC HCIONB30BAN HMEHHO €ro,
npouue Bcero 106aBUTh B (aiiyl sendmail.mc ClICIYIOLLYO CTPOKY:

FEATURE ( 'smrsh', '/bin/smrsh')

31eck B CKOOKax yKa3aHO [jBa MapaMeTpa: HMs KOMaHAHOTO HHTEPIPETAaTOpPa H KaTalior,
B KOTOPOM OH pacrnojaraercs. Y6eaurech, YTo B BalleH CHCTEME K HEMY BEAET HMEHHO
TaKO#H IMyTh, WIH H3MEHHTE MapaMeTp.

Mo yMonyaHHIO HHTEpHIpeTaTop smrsh BHINOMHAET KOMaHABI H3 KaTajiora /usr/adm/sm.bin.
[MporpaMMbl M3 APYrHX KaTajloroB 3alyckaTh HeBo3MoxHo. Eciu B karamore
/usr/adm/sm.bin HaXOAATCA TOJNBKO 6e30MacHbIe NPOrpaMMBl, TO Ballla CHCTEMa HaHMeHee
MOJBEPIKEHA YA3BHMOCTH.

8.4.6. [losepeHHbIe nonb3osatenu

B cepBuce sendmail MoXHO cO34aTh CIMCOK MoJb30BaTelie, KOTOPHIM BBl JOBEpAETE
U pa3pemiaeTe OTHPaBIATb UM coobuieHHA 6e3 Kakux-mHGo NpexynpexaeHHi. IToT
nepedeHb HaxoauTca B (hafine /etc/mailtrusted-users. S He pekOMEHIYIO BaM 37€Ch YKa3bl-
BaTh peajlbHBIX I10/1b30BATENIEH.

Ho daiin Bce xxe MoxeT GuITh nosieseH. B Hero MoxHO 106aBHTH MONB30BaTENA apache
4ro6sI Mpoilie 6bUTO pacchuIaTh MUCHMA H3 BEO-CLICHAPHEB.

8.4.7. Otka3 ot obcnyxusaHus

ITouToBEIE CepBeEpHI AOBOJIBHO YacTO MOABEPraloTca arakaMm THma DoS, moToMy 4ro oHH
JIOJDKHBI TIPHHHMATh COENMHEHWA I OOCIy>KMBaeMBIX TMOYTOBHIX AIIMKOB OT JIIOOBIX
none3oBatenei. CoOTBeTCTBEHHO, MOMKTIOYEHH Ha opThl 25 U 110, yamme Bcero, obie-
JIOCTYTIHBIL.

Jlna sammTe cepeepa ot DoS-atak co cTOpOHEI Xakepa HaM MOMOTYT ClIEAyIOLIHE Napa-
MeTphl cepBHca sendmail:
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O MaxDeamonChildren — OIpaHH4YEHHE KOJHYECTBa OJHOBPEMECHHO 3aNyLUCHHBIX Mpo-
ieccoB. C MOMOLLBIO 3TOr0 MapaMeTpa Mbl MOXEM 3alUTHTL PECYPCHI cepBepa (po-
ueccop) ot mnumHe# neperpysku. [To yMonyanmio ycTaHoBI€HO 3Ha4yeHHe 12, HO
JJIA MOMIHOTO KOMIBIOTEPA €r0 MOXHO MOBBICHTh, YTOOBI d((eKTHBHEE HCNONB30-
BaTh MpoLieccop, a IUiA c1aboro — yMEHbLUHTh;

O connectionRateThrottle — MaKCHMAIbHOE KOJIMYECTBO OTKPBLIBAEMBIX COEIHHEHHM
B cekyHay. [To yMon4aHHIO 3TOT napaMeTp paBeH 3, M MOBBIATh ero 6e3 ocoboi Ha-
JNOGHOCTH HEe CTOMT, pa3Be YTO Bbi YBEPEHbl B NPOH3BOAHTENILHOCTH CEpBEpa.

8.5. TTourosas 6omb6apavposka

C noyroBo# 60oMOapaupoBKoii A BCTpeTwica nepBblii pa3 6onee 10 ner Ha3an. OaHakAbI
s B yate ocTaBun cBoii E-mail (1o 3Toro s HMKoraa He «CBETWI» CBOMM afpecoM), H, Kak
Hal10, B 3TOT MOMEHT TaM CHJEN HauYWMHAIOLIWIA Xakep, KOTOPbIH MPOCTO IIYTKH paau
3abpoca MeHs IOYTOBBIMH GoMbamu.

Yro Takoe nouroBas 6omM6a? IT0 MpocToe MUCEMO ¢ OECIONEe3HBIM CONEPKHMBIM Ji060-
ro pazmepa. Xakepbl 3a0pachiBalOT CBOIO JKEPTBY TaKHMH MOCIaHUAMH, YTOOBI MEpENno-
HHUTH €ro fIHK, JHMIUWB BO3MOXXHOCTH NPHHHMATb APYTHE COOOILEHMA. ITO KIacCH-
yeckas ataka DoS, Tonbko B OTHOLIEHHH MTOYTOBOTO AIIHKA.

Ha nepBsiii B3rnsa, HEOGXOAMMO MPOCTO YBENHYHTH pa3sMep AINWKA WK yOpaTh JIMMHT
BOBCE. JTO HEBEPHOE pellieHHe, Mo3ToMy 3a0yasTe nmpo Hero. Ecnu Amyk He Oyner uMeTh
HpeZiena, TO Xakep CMOXET NMpou3BecTH aTtaky DoS Ha Bech cepsep.

IMouTtoBBle COOOIIEHHA — €QMHCTBEHHBIH CrMoco0 3akayaTeh WHOOPMALMIO HAa CEpBEP.
Koraa 3noymeiuuienHuk ornpasiser E-mail, oHo coxpaHserca Ha ceppepe, Moka He Oy-
JeT CKayaHo nonb3oBatesieM. CIHIIKOM GoMbLIoe KOTHYeCTBO HHGOPMALHH 3aiiMeT BCE
MPOCTPAHCTBO Ha JKECTKOM JHCKe, U cepBep OoJibliie He CMOXET IPHHMMATh COOOIIECHHUS
HH Ha OJIMH M3 MOYTOBBIX AIIHKOB.

CaMas Xyquias CUTyalLms IpH MOYTOBOH GoMOapIpoBke MOXKET BO3HHKHYTb, KOr/Ia roy-
TOBBIE ALMKM PacriofiaraloTcs B Katajiore mo ymomyaHwio (paszen /var). Eciu 6ynet ne-
PEMOJIHEH 3TOT pa3jiel, TO CepBep He CMOXeT GoJblie 3aNMUChIBAaTL B Hero MH$opMa-
LMIO. A B pasjelie /var XpaHATCA elle W XypHaisl 6e3onacHocTd. Ecim oM He cMoryT
HOMOJHATBCAH, TO CEPBEP OKDKETCS MOMHOCTBIO HEAOCTYMHBIM.

Orpal-mqel-me Ha HCIOJIB3YEMOC TIOA XPAHEHHE IMHCEM IPOCTPAHCTBO HeoOXxoauMo.
.TIy'-lU.le NOTCPATh KOHTPOJIb HaA OAHMM HOYTOBBIM ALUHUKOM, Y€M Haa BCEM NOYTOBBLIM
CCPBEPOM.

Ot noutoBo# 60MOapAHPOBKH 3alMTHTECA HEJIb3fl, HO MOXHO TOMBITAThCS YCIOXKHHTD
3IOYMBIILIEHHHKY 3aiady. Jlia 3TOro HaM MoHano6ATCA MapaMeTphbl, KOTOPbIE Mbl pac-
CMAaTpUBAIH B pa3o. 8.4.7. KpoMe Toro, kenatenbHO OrpaHH4YHTh MAKCHMAJbHbIH pa3Mep
coOOLIEeHHUs [0 MPHEMIIEMBIX MPEAENIOB C MOMOILBIO MapaMeTpa MaxMessageSize. Eciu
3TO cAeNarb, 3JIOYMBILUUIEHHHKY NOHAJ0OMTCA HAMpaBiATh Ha CEPBEP MHOXKECTBO Ma-
JIEHBKMX NTHCEM BMECTO HECKOJIBKMX GonbLunX. OIHAKO, K COXKAIEHHIO, O0NIbIIHE MUCEMa
MHOT/Ia OTTIPABJIAIOT HE TOJIBKO XaKepbl, H 3THM Bbl YCJIOKHHTE XKH3Hb H PEalbHBIM KOp-
pECMOHAECHTaM.
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8.6. Cnam

Ipo6nema XXI nHpoOpMaLHMOHHOr0 BeKa — pacChUIKA HEXENATeNIbHOH KOppecnoHaeH-
uMH. 310 NeHCTBUTENBHO 60Ne3Hb, C KOTOPO# Hafno 60POTHCH, a CYILECTBYIOLIHE METOMBI
NoKa He MPHHOCAT HeoOXOAUMOro pe3yNbTaTa, ¥ CllaM OTHHMaeT 6OMbUIYIO YacTb OYTO-
BOro Tpaguka.

OnuH 13 cnioco6oB 60ps0BI ¢ HEXENaTebHOH KOppecNoHieHUHER — 3anpeT cepBepoB,
C KOTOPBIX NPHXOAUT cnaM. Ho Te, KTO 3aHMMalOTCA TAKMMH PacChUTIKAMH, HaXOAAT BCe
HOBbI€ IYyTH AJ1 06xoma GapsepoB, B TOM HHUC/IE HCIONB3YIOT OOLIENOCTYMHBIE WM
B3/IOMaHHbIe B IHTEpHETE cepBephl.

Ecnu Xakep 3aieiiCTBY€ET Balll CEPBEP A1 PACChUIKHM CMaMa, TO 3TO MPO3MUT CJIEOYyIOIHUM:
O numHue pacxonbl Ha TpadHK, €C/IM Bl OIUTa4YMBaeTe KaxapiH rurabaiT nngopmanmy;

0O nomnonaHUTEeNbHAA Harpy3ka Ha pecypchbl. PaccbUIKH B OCHOBHOM MAacCOBBIE H OTHM-
MaroT MHOr0O MNMpOLICCCOPHOro BpEMEHH, TEM CaMbIM 3arpyxas KaHajn CBA3H.

Ho noMuMo 3TOro, eciu Ball cepBep Napy pa3 pasolUIeT CraM, OH MOXET MoNacTh
B YEpHBIii CIMCOK, M TOTa BCA BaLla KOPPECNOHAEHUHA OyneT GHILTPOBaTbCA U He 0M-
JeT 1o ajipecara.

8.6.1. bnoxuposka npuema crnama

HpueM HexenaTeJIbHON KOPPECIOHACHLIMHY TIPUBOAUT K CIAEAYIOUIHUM HEraTHBHBIM IIO-
CJICACTBHAM:

O u3nHLIHME pacxoasl Ha TpaClJHK, KOTOPbIC NOCTOAHHO YBCIIHYMBAIOTCA,

O orBnedYeHHe BHHMaHKMA COTPYJHHUKOB BALIETO NMpEeaNpPHATHA WIH MOJb30BaTeENE CeTH,
MOJIB3YIOIMXCA YCITyraMH MOYTOBOTO CepBepa;

O cnam-cooO1eHHsa HEPEAKO 3aHUMAIOT CJIMUIKOM MHOIO MeCTa, U AJI1 UX XpaHCHHA Ha
CepBEpe Tpe6yerc;1 AONOJIHHTEIIBHOC JUCKOBOC NMPOCTPAHCTBO.

HpH'-lHH 60p56l>l CO ClI1aMOM HaMHOTIo GOJIBIHC, HO s HaJCIOCh, YUTO 3[€Ch ONMMHCAHHBIX YK€
A0CTAaTO4YHO, yTOOHI BBl HAYAIH MNMpEANPHHHMATD KaKHC-TO MCPBbI.

ZunbTpauva cepeepos

B sendmail ecTb BO3MOXHOCTb (HIBTPOBATh CEpBEPBl, ¢ KOTOPHIX MPUXOAMT HeXela-
TenpHaA noyra. s 3toro syqme Bcero B ¢ailte sendmail.mc 106aBMTH CTPOKY ¢ 3a-
nperoM. IIpo6nema B ToM, YTO 1M pa3nu4HBIX BepcHid sendmail 3Ta cTpoka BHINIAAXT
MO-pa3HOMY:

Bepcus 8.10:
FEATURE ('dnsbl', 'spam.com', ' 550 Mail not accepted from this domain')dnl
Bepcuu 8.11 u 6onee nozauue:

HACK('check dnsbl', 'spam.com', '', 'general', 'reason')dnl
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B obeux cTpokax mapaMeTp spam.com Hy>KHO 3aMeHUTh Ha ajapec cepsepa DNSBL —
CepBepa, Ha KOTOPOM XpaHATCA crnucku [P-ampecoB (Tak Ha3biBaeMble CHAaM-JIUCTBI),
C KOTOphIX pacchltaeTcs cnaMm. CHCOK TaKHX CEPBEPOB MOXHO MOCMOTPETH MO afipecy
http://spamlinks.net/filter-dnsbl-lists.htm. IIpn Hanuuny agpeca B cNUCKe COEIMHEHHE -
¢ HMM OlokupyeTcs. 3TOT METOA He O4YeHb 3(PPEeKTHBEH, IOTOMY YTO CMAM-JIUCTHI, pa3y-
MeeTcs, coIepXKaT aapeca JIMLIb HEKOTOPBIX, Y)K€ CHJIBHO Hac/leMBLIHX, CIIaMEPOB.
K ToMy e, HanpoTuB, GbUIM cly4yad, Koraa ownbouHo GnokupoBaiuck 6e306HaHbIE
cepBepbl.

OnHax sl MOif cepBep, C KOTOPOro MPOMCXOAUT MpOAaXKa NMPOrpaMMHOro obecre4eHuns,
6511 3a6710KMpOBaH B OJJHOM M3 CIIAaM-JMCTOB. JTO ObUIM BpEMEHa, KOTAa B YEPHEIE CIH-
CKHM TONajaly K Mo Aeny, ¥ npocto Tak. Koraa s pacceuian CBOMM IOJB30BATENSIM HMX
perucTpaumoHnHsie K04, To 10% coobiennii Bo3ppamanocs. B pesynsrare HekoTophie
T10J1b30BaTeIH He MOIiM paboTaTh ¢ HallMMH NpOrpaMMamH. JTO NPOAOIDKAIOCH B TeYe-
HHe Mecsla, NM0Ka COCTABUTENH CNaM-IHCTa He YOequiuch, YTO OH mepecTan ObiTh 3¢-
(EKTHBHBIM, M CTAJTH HCKAaTh JPYrHe METOBI.

FunbTpaums coobuieHnid

Bonee a¢dexTnBHbIl MeTon — GNOKHpOBKa coobieHut o ux conepkumomy. Crneuna-
JH3WPOBaHHas MporpaMMa aHAIM3MPYET BCIO MH(OPMALIMIO, KOTOpas MPOXOJMT 4epes
cepBep, W HIIET XapaKTepHble NMPH3HAKM cnam-pacceuikd. Ecnu ompeaensercs, uTo
MHCHMO COJEPIKHUT CIlaM, TO OHO yJaJfeTcH.

Jtot cnocob 6onee 3¢ddexTHBEH, HO MQ TEKCTY OYEHD CII0XKHO OMpPEAEIUTh, ABJETCA JIH
MHACBMO pPeKJIaMHOI pacchUTKOi. Xakepbl MOCTOAHHO HIXYT HOBBIE MyTH 00X0Ja TaKMX
6JI0KMpPOBOK, MO3TOMY NpOLEHT GWIBTPALMH HEBLICOK. Bbl MoOXeTe HacTpoOWTh mnpo-
rpaMMy TakK, YTO OHa OyJeT YHHUTOXaTh Bce COOOILEHHNS, B KOTOPBIX €CTh CIIOBA «KYIHY,
«mpojaato» ¥ TOMY nofgoOHble, XapakTepHsle s cnaMa, HO TOraa MoryT OeITe ylaieHsl
W HeoOXOaUMbIE BaM NTMCHMa.

Ins s¢dexruBHOM GoprObl co criamoM B Linux ecth yrunHta SpamAssassin. OHa mo
YMOJTYQHHIO HE YCTaHaBIMBAETCA, NO3TOMY, YTOOB! ycTaHOBHTE ee B Ubuntu, BHINONHAEM
KOMaHJy:

apt install spamassassin

A B CentOS:

yum install spamassassin

N3 UnrtepHera Oynet ckayaHo okono 30 MeraGaiT ycTaHOBOYHBIX cbapmos a cama ycra-
HoBka notpedyet go 130 MGaiit Ha qucke.

ITo 3aBepLIeHNH YCTAHOBKHM OTKPBIBAaEM VI PeAAKTHPOBaHHA KOHQHIypallMOHHBIH daiii
letc/mail/spamassassin/local.cf 1 yOHpaeM B HEM KOMMEHTapHii CO CeAyIOLEi CTPOKH:

rewrite_header Subject ***SPAM***

A Taxoke ﬂOGaBHﬂeM €lIe JBa NnapaMeTpa, €ClIU OHN OTCYTCTBYIOT:

required hits 8.0
report_safe 0
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Ecnu y Bac Ha cepBepe 3JIEKTPOHHAA MOYTa OTHPABIAETCA OJHOMY WIIH JABYM TOJIb30Ba-
TeJM, TO MEPBHIii MapaMeTp MOXKHO TIOHH3HTH JI0 5. OT0 nopor, nocijie KOTOPOro MACEMO
Oyner BOCIpHHUMATHCA KakK CraM.

Ternepb HyXHO CO3/1aTh MONB30BaTENA M IaTh MY [IpaBa Ha 3aMMCh B KypHATI:

useradd -s /bin/false -d /var/log/spamassassin spamd
chown spamd:spamd /var/log/spamassassin

ITpu co3maHnK MOJIB30BaTENs spamd s C MOMOILBIO NIApaMeTpa -s 3aJajl KOMaHAHY1O 000-
JI0YKY /binffalse, 4To6BI 3TOT NOJIb30BATENb HE CMOT BOHTH B cucteMy. HaM ke OH Hy>keH
JIMLIB JJIA TOTO, YTo6B!I JaTh MpaBa JOCTYINA K XKypHaIaM.

TlocnenHss cTpoka MNpedOCTaBJAET MOJIB3OBATENIO spamd HOCTYI K Tamnke /var/log/
spamassassin.

Teneps oTKpbIBaeM kOHOHUIypaLMOHHEIH aiin /etc/default/spamassassin, B KOTOPOM HYX-
HO YCTAHOBHTS CJIEYIOLIHE TIapaMEeTPBI.

ENABLED=1
CRON=1
SAHOME="/var/log/spamassassin/"

OPTIONS="--create-prefs —--max-children 2 --username spamd \-H ${SAHOME} -s
${SAHOME } spamd. log"

Ha stom ROchm"ypaum 3aKOHYCHa, MOXXHO 3aITyCTUTh CEPBHC.

service spamassassin start

CepBHC spamassassin rotoB GpuibTpoBaTh Bally MOYTY, HO 3TO Bcero auiub GpuistTp. OH
He YMEET YUTaTh MOYTY U He YMEET JOCTaB/ATh ee. OueHb YacTo Ui MOMy4YeHHA MOYThI
ucnons3yercsa cepsuc postfix. HoBoe HazBanue? MEI yxe paccmoTpenu cepBuc sendmail,
KOTOpBIit OTNpaBNAET MOYTY, U CEPBUC Spamassassin, KOTOpblii ee QUILTpyeT. A cepBHC
postfix noury npuHumaet (6onee noapobHo cepsuc postfix omican B paso. 8.7).

Hacrpoiiku cepBuca postfix HaxonaTcs B daiine /etc/postfixymaster.cf. OTkpoifTe ero B Tek-
CTOBOM PENaKTOpe M HalauTe CTPOKY:

smtp inet n - n - - smtpd
Jlo6aBETe B KOHELl 3TOil CTPOKM CEAYIOIIMA TEKCT:

-o content filter=spamassassin

A Taioke 1o6aBbTe elue oaHy CTPOKY:

spamassassin unix - n n - - pipe user=spamfilter
argv=/usr/bin/spamc -f -e /usr/sbin/sendmail -oi -f ${sender} ${recipient}

Yrto6b1 UBMEHEHHS BCTYTIHIIH B CHITY, postfix Hy>kHO nepe3ammycTiThb:
service postfix restart
.| MOJIB3YIOCh CCPBHCOM spamassassin YK€ CBBILIE TPEX JIET, M TOJIBKO ABA pa3a BLITACKHU-

BaJ1 U3 MankKy crnama BakHele NMUchMa. Takoke oueHb P€AKO YyT0o-M1H60 HEHYXXHOE ITpoca-
YHBACTCA B NaNKy BXOJALINX MOETO pa6oqero amuka. B LEJIOM, 1 O4Y€Hb NOBOJICH 3THUM

¢duibpTpOM.
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8.6.2. bnoxuposka nepechLnkM crnama

IpHn xoHuUrypaLmyu noYToBOro cepBrca Bl AOJDKHBI CAENATh TaK, YTOOBI 3OYMBILLIEH-
HMKM HE CMOIIH NOCHUIATB CBOH cmaM uepe3 Baul cepBep. UtoObl Takas Maccopas
pacchUika nepectana 6uITh 3¢ ekTHBHOI, BaM HE06XOIMMO MPOU3BECTH HECKOIBKO Ha-
CTpOeK:

O no ymonvanuto nporokosn SMTP He TpebGyer aBTOpH3auMH, NO3TOMY 060# MOJNB-
30BaTejk MOXET MOAKIIOYHTHCA K CEpBEPY M OTNPaBHUTh NMHCBMO KOMY YTOZHO.
Yt06b1 H36€XKaTh 3TOr0, MOXKHO BBIIONHUTh OXHO U3 CIEMYIOUMX JCHCTBHIA:

® 3a[IPETHTH C MOMOILLUBIO CETEBOTO KpaHa nojwnoveHue k nopry SMTP mons3oa-
TeJIEH, KOTOphle HaXOAATCA BHe Ballled ceTH. Takyro 3allUTY Yalle BCEro MCmosb-
3y1I0T MpoBaiaepsl U aJMUHHCTPATOPhl YAaCTHBIX WIHM KOPIMOPATHBHBIX CeETEi.
C peanu3aredi 3Toro 3ampera y Bac He JOJDKHO BO3HHKHYTh npobiieM, moTtoMy
YTO MBI YK€ HE pa3 ee paCCMaTpHBAIH;

® paspeluaTh OTIIPaBKY MOYTHI TOABKO B T€UYEHHE OMNpPENENICHHOro BPEMEHH (HampH-
Mep, 10 MuHYT) mocne npoBepku noutsl no nporokoay POP3. B MoMeHT nposep-
KH TOYTEI CEPBEpP MPOU3BOAMT aBTOPH3ALMIO KIHEHTA, H MO 3THM JAHHBIM B ceTe-
BOM 3KpaHe MOXXET CO3JaBaThCA BPEMEHHas paspelialolias 3alHuchk A1 JOCTyna
k SMTP (MoxxHO nmpuMeHHTHL M ApyroH Kakod-nubo crnocob). Tenepp B TeueHHe
10 muHyT ¢ 310TO IP-anpeca MoxHO 6yA€T OTNPaBIATD MOYTY;

e HcmoJip3oBaTh aBropu3aimio SMTP. H3HavyaneHo B cTaHaapTe Ha NPOTOKOA OT-
npaBkH cooOLleHWit HeT HW4ero o6 WAeHTHHKALMH MONb30BATENA, MO3TOMY HE
Bce cepBephl ee noaaepkupaiorT. Ho B sendmail U apyrux MOLUHBIX MaKeTax €CcTh
pacLIMpeHHe, KOTOpPOe MO03BOJISET pealn30BaTh aBTOPH3ALMIO H CAENATh ee 06s3a-
TENBHOMM;

0O 3anpeTMTe OTNPaBKy CJIHMIIKOM OONBIIOro KOMTHYECTBA MHCEM C OMHOIO H TOro e
IP-anpeca. BrionHe HopManbHeiM uMcioM sBisercs 20. IMonb3oBarens He HODKEH
MMeETD NpaBa nockutath 6onee 20 nucem 3a 10 MUHYT;

0O 3anperHTh OTHPaBKY NMHCeM GoNBIIOMY KoiuuyecTBy noiydareneit. ITucemo Moxer
comepxatb B none Komms cnucok nonb3oparesiedf, KOTOPHIM HAnpaBJI€HO MHCHMO.
XKenarenbHO yCTAaHOBHTH OrpaHH4€HHE Ha pa3Mep TOro CIUCKa.

C)’HICCTB)’IOT H APYIrH€ METOAbl, HO JAXKE 3THX 6}’1'161' AOCTATOYHO.

B nocnennnx Bepcusax sendmail no ymonuaHuio paspeiaercs nepechbUIKa MOYTH TONBKO
C TeX KOMIBIOTEPOB, KOTOPBIE NMpOMKHcaHbl B (aiiie /etc/mail/access. B nuctunre 8.2 npu-
BEJICHO COZIEPXKHMOE 3Toro (aiina.

Nuctunr 8.2.’ @aﬁn Jetc/maillaccess

# Check the /usr/share/doc/sendmail/README.cf file for a description
# of the format of this file. (search for access db in that file)

# The /usr/share/doc/sendmail /README.cf is part of the sendmail-doc
# package.

#
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# CmoTpuTe daitn /usr/share/doc/sendmail/README.cf nna nosrydyeHms

# mudpopmawym no ¢opmaty daivia (mumTe crnoso access_db B 3ToM daiine)
#

# by default we allow relaying from localhost...

# o yMOMUaHMIO MH pas3pellaeM PaCCRUIKY TOJILKO C JIOKANLHOI'O XOCTa

localhost.localdomain RELAY
localhost RELAY
127.0.0.1 RELAY

B 3tom ¢aiiie MOXKHO OCTaBHThL pa3pelIeHHE OTCHUIATH MOYTY TOJIBKO C KOMIBIOTEPOB
BHYTPEHHEl ceTH WIH ¢ caMmoro cepeepa. Jlng 3toro ¢ain no/DkeH coaeparh cleayo-
1IHE 3alHCH:

localhost RELAY
your_domain.com RELAY

Bce ocTanbHbie HE CMOTYT BBIMOJNHATE PacChUIKY MUCeM. Takol MeToA XOpoll TOJNBKO
B TOM C/Ty4ae, KOrja cepBepbl H KOMMBIOTEPHI 3alHiIeHbl. Eciiu xakep npoHuK B ceTb, TO
OH CMOXKET pa3ociaTh JioGoi craM OT HMEHH MoJb30BaTesa ceTH. OT 3TOro HUKyna He
netscA. EC/IM ecTh XOTh Kakoe-TO pa3pellieHHe, TO MM MOXXHO BOCMOJIb30BaThCA, M Ballia
3aj1aya cIeJIaTh TaK, 4To6kI 910 661110, MO KpaiiHeit Mepe, CIOAKHO.

3anper pacchUIKH HE BCETra MOXET ObITh peaTH30BaH, MO3TOMY NPUXOJMTCA HCIIONB30BaTh
IpyTHe METOABl — HarNpHMEp, 3aCTaBHTh IMOJIb30BATENEH MIPOBEPATH MOYTY MO MPOTOKOTY
POP no ormpasiu nucem. [[iA OCYIIECTBIICHHS 3TOr0 METOAA MOXHO BOCMOJB30BATHCA
cepBrcoM pop-before-smtp (popsmtp.sourceforge.net), KoTOphIii npoBepsieT >ypHal
coobuieHnii /varflog/maiflog, M OTMpPaBKa MOYTHI pa3peLlaeTcs, TONbKO €C/IH B HEM HaiIeHa
yJAadHas aBTOpH3aLMA 3a onpelesieHHbli nepHoa.

ERMHCTBEHHBIH, HO CYLECTBEHHBI HEIOCTATOK 3TOTO crnocoba 3akiovaeTcs B TOM, YTO
€C/IH Ha MYTH CJIeJOBaHMA NMHCbMA CTOMT AHOHMMHBIHA MPOKCH-CEPBEP WIH MAaCKHpYIO-
K ceTeBoi dKpaH, TO Makersl OyayT npuxoauTs ¢ ApyruM IP-agpecom. 3to 3Hauwr,
YTO BCE IMOJIb30BATENM, KOTOpPbIEC MOAKIIOUCHBI Yepe3 TOT Jke MPOKCH WiK OpaHaMayap,
TalOke aBTOMAaTHYECKH CYMTAIOTCA aBTOpU3oBaHHbIMM. Takum o6pa3oM, nouck no-
IP-aapecy 3anucei B xypHajie HE MOXXET JaTh MOMHOM 3aLMTBI.

Hau6onee npeanoytHTeNbHBIM ABJIAETCA METOH, MPU KOTOPOM Hcnonb3yetcs SMTP-
aBTOpHU3aUMA (SMTP AUTH), KoTopas onucaHa B RFC 2554. B cepsuce sendmail nopaoepix-
Ka 3TOro pacLIMPEHHsA CYLLECTBYET elue ¢ Bepcuu 8.10. .

Ecnu BoI PELINJIH UCTNIONB30BaTh SMTP AUTH, TO y6emrrecs, YTO MOYTOBLIEC KIHCHTHI MOJIb-
30BaTelicii HMEKT BO3MOXKHOCTD aBTOPH3alMH HA CEPBEPE U MPH 3TOM HACTPOCHBI Ha €€
HUCINOJIB30BAHHUC.

8.7. Cepsep Postfix

B moeii mo6umoii Mandriva ucnone3syercs 6onee npocToii B HaCTpoOiike MOYTOBBIH cep-
Bep, koTophiii HasbiBaeTca Postfix. Ero MoxHo Taioke Bctpetuts B Debian n SUSE. 3a
KOH(HUrypaLHio 3Toro cepsepa orbeuaet (aiin /etc/postfi’main.cf. 3qecr napameTpoB He
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TaK MHOIO, MIOTOMY YTO BCA KOHQHIypauus cepBepa pa3bHTa Ha HecKoNbKO (aiinoB, H
main.cf ABJIETCA [IaBHBIM, HO He eqMHCTBeHHbIM. Hanpumep, Gonee nonHas Bepcus 3T0-
ro daiina — main.cf.dist.

MBI paccMOTpHM 3/1eCh JIMLIb Ga30Bble NapaMeTpsl KOHGUrypaumH cepsepa Postfix. 3Ha-
HM€ aHTJIMIACKOro M XOpOILMe KOMMEHTapHH B (haitne KOHPHUIypalMK NOMOrYT BaM pa3o-
6paTbCA CO MHOTMMH 3Ha4Y€HHSMHM, €C/IH BJAPYr MOHajoOHMTCA YTO-TO M3 TOrO, YTO MBI
He paccMotpesii. A ke moctapaics BeIOpaTe HauOonee BaXKHbIE MapaMeTphbl, KOTOpbIE
MOKPOIOT MaKCMMaJIbHOE KOJIMYECTBO BallIHX MOTPEOHOCTEM.

IMepBeiii MapaMeTp, KOTOPbI MOXET MPHroAMThCA, — myorigin. Kak M 60NMBLIHHCTBO
6a30BbIX MMapaMeTPOB, €ro MOXKHO HalTH B (aiine main.cf.dist. TaM BBl yBHAMTE ax 1B
CTPOKH CEYIOLIEro BUAa:

#myorigin = $myhostname

#myorigin = $Smydomain

O6e CTPOKH 3aKOMMEHTHPOBaHbI — OHH JIMLUB MPENIAraloT BaM BbIOPaTh TOT BapHaHT,
KOTOpBIH Jiyywie noaxoaut. YroOel OaHY H3 CTPOK CIENaTh aKTHBHOM, NpocTo ybupaem
CHMBOJI KOMMEHTapHni # B Hayase CTPOKH. ITocne cumBosa PaBCHCTBA UACT 3HAYCHHE, HO
YTO XK€ 3TO 3a HHTEPECHBIC 3HAYCHUSA, HAYHHAKOIIHECA C CHMBOJIa ,uo.rmapa? 16 4\+) nepe-
MCHHBEIC. BCC, YTO HaYHHACTCA ¢ A0JUIapa, — 3TO NEpPEMEHHBIC, H Bbl MOXKETC CO3daBaTh
coOCTBEHHBIE IEPEMEHHBIE W OTNpeNeNATh UM 3HaYeHHa. Hanpumep, B cneayrowei crpo-
Ke Kofa sl co31ajl NEPEMEHHYIO $siteofflenov CO 3HAYCHHEM www. flenov. info!

$siteofflenov = www.flenov.info

Tenmepp MOCMOTPHM Ha MEpeMEHHBbIE, KOTOPHIE MBI HEJABHO YBHMAEH: $myhostname H
$mydomain. [To HMeHH yXe MOJKHO NOHATH, YTO MEpBajd paBHA HMEHM XOCTa, a BTOpast —
nomeny. Tak uTO e 03HauaeT mapaMeTp myorigin? OH omnpejiendeT, kak cepsep Oyner
MPEACTABIIATECA MpH paboTe C APYTHMHU CHCTEMAMH.

Crnemyrouunii napaMeTp — inet_interfaces. C ero nomowpbl0 MOXXHO YKa3aTh HHTep-
¢eiicel, C KOTOPBIX HY)KHO 0)kMAaTh nouTty. [lo ymonuaHuio cepsep 0KHAAET MHCbMa €O
BCEX aKTHMBHBIX MHTepQeiicoB, U NapaMeTp paBeH 3HaueHHIO all. Ho nHoraa Heobxonm-
MO 3aMpeTUTH OMpe/eNeHHble HHTEP(HEHChI.

IMapameTp mydestination OMpeaensieT AOMEHBI, JUIs KOTOPBIX CEpBEp NPUHHMAET NOYTY.

8.7.1. TlcespoHuMuI

Jlns HacTpOMKM TMCeBIOHHUMOB CiTyxMT (aiin aliases. B 3ToM daiine HaxonsTcs 3anucH
BHJA:

admin: root

CneBa OT ABOETOYMSA CTOMT MCEBAOHHM (anuac), a CrpaBa MOXKHO YBHIAETb MMA M0OJB30-
Barens. B waweM ciyuae uMa admin siBiseTcs anuacoM JUiA root — APYTMMH CJIOBaMH,
BCE MKCbMa, KOTOpbie OYAYT MPUXOAUTH Ha HMA admin, CTaHyT aBTOMATUYECKH MEpEChI-
JIaThCA Ha ALIHMK root.
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HyxHo umets B BHAY, uTO Qaiin aliases ABIAETCA KOHPHUIYPAMOHHBIM M TEKCTOBBIM,
a cepBep MCMOJIb3yeT ero GHHapHYIO BepcHIO aliases.db. Yro6nl cosnath 3tot db-dhaiin,
Heo6XOAUMO BBIMIOIHUTH KOMAHITY:

postalias aliases

Ho u 3710 ewe He Bee. M3MeHeHHs BCTYNAT B CHITy He Cpa3y, a TOJNBKO O MpPOLIECTBHH
KaKoro-To BpeMeHH. Ecniu Bbl TOPOMHTECh ¥ XOTHTE MOITYYHTh PE3ybTaT HEMEAJIECHHO,
MOJXKHO Mepe3almyCTHTL cepBep. 3T0 noMoraet Bceraa. Ho HeykenH mocie xaxaoro us-
MEHEHHA HY)KHO nepesamyckaTh nporpammy? KoHeuHo ke, HeT, 3T0 He camoe JIydiuee
pellieHHe, MOTOMY YTO €CTh CIOCO6 MPOLIE — BBINOJHHUTE CIEXYIOLIYIO KOMaHy:

postfix reload

8.7.2. PerpaHcnauus

Cepsep Postfix Moxer nepenapath MCbMa, TONBKO €CITH:

O oTnpaBHTENb NPHUHAIJIEKUT OJHOH M3 ceTeil, yKa3aHHbIX B MEPeMEHHOM $mynetworks.
Io yMonyanuio 3Ta nepeMeHHas paBHa BCEM CETAM, KOTOpbIe MOAKIIOYEHBI K JaHHO-
MY KOMMBIOTEPY, HaNpUMEp:

mynetworks = 168.100.189.0/28, 127.0.0.0/8

O noMeH OTNpaBHMTENA WIM JOMEH MONyYaTels cOoOGIUEHUs MPUCYTCTBYET B NepeMeH-
HOM $relay domains.

Takas 3amuTa Heo6xoauMa, YTOOBI CIaMephl HE HCIIONB3OBAIH BaUl MOYTOBBIA cepBep
B Ka4yeCTBE CPEJCTBA PaclpOCTPaHEHHs craMa. 3a cnaM B Hallle BPeMA CHJIBHO HaKa3bl-
BaioT. Her, B TIOpbMY caxaloT peiko, HO B «MFHOP» MoMemalor 6e3 pasrosopa. A ecnu
cepBep MoMnajer B CMUCOK HTHOPHPYEMBIX, TO BBl HE CMOXKETE OTHPABJATh HUKAKHX CO-
oOlL1IeHH]A.
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Wintos 8 NHTepHeT

Ml yxe 3HaeM, KaKk YCTaHOBHTb H HACTpPOMTH cepBep Linux, caenaTe €ro coeMHeHHe
6e30nacHBIM M TIOOKJIIOYMTh OCHOBHBIE cepBuChl. Ho Takue ciryxObl, kak BeG-cepsep H
3MIEKTPOHHAs MOYTa, UCMONB3YIOTCA HE TOJBKO B JIOKaIbHOH ceTH. X MakcHManbHble
NpeuMYIIEeCTBa NPOABIAIOTCA NMPH HHTErpauMu ¢ BceMupHoi ceTelo.

Koraa Mel CTpOMM I0M, TO ye NpH BO3BEAECHHH CTeH 3a60THMCA 0 6€30MacHOCTH, ycTa-
HaBJMBas OKHAa M IBEpPH, IyMaeM 00 HX Hae)KHOCTH, a 3aKOHYMB OTAEJIKY AOMA, CTaBUM
curHam3awmio. JIoM Ml Y)ke IOCTPOWIH H CENaIN ero 3aluuimneHHsIM. HMeHHo noaro-
My 6e3omacHOCTb ceTH paccMaTpuBaiack nepBoil. Tenmeps HamM HeoGXOAMMO MOCTaBHTH
IBEPH, Yepe3 KOTOpsie MOXKHO GyaeT BRIXOOUTb W3 JoMa Ha ynHuy (B Murepuer). Ilocne
3aBEpLIEHUs BCEX HACTPOEK Mbl IOBECHM Ha Hallly OOMTE/Nb CHTHANH3ALMIO — CHCTEMBI
MOHHTOPHHIa U BbLABJIEHHS aTaK, KOTOphie OyayT paccMaTpHBaThca B 21ase 12.

B kauecTBe naBepeii Bo BceMmupHyio ceTh OyAyT BBICTYNaTh ILUIIO3 M MPOKCH-CEPBEP
(Proxy). UMeHHO 0 HMX MOWAET peys B 3TOM riaBe, H Kak pa3 MX MbI GyaeM moapo6Ho
paccMmarpuBath. Ho HacTpoiika CBs3M He 3aKaHYHBAeTCA KOH(PHIypHpPOBaHHEM CepBepa,
Ha KJIMEeHTe TOXe HeOOXOAMMO MPOU3BOANTE OMNpees/ieHHbIE ACHCTBUA, C KOTOPBIMH HaM
TaKKe NPEACTOUT NO3HAKOMHTBCS.

9.1. Pabota npokcu-cepsepa

H3anauansHo npokcu-cepBepsl (Proxy) co3naBanvch Aj18 peLICHHA y3KOro Kpyra 3aaady, a
MMEHHO — [UIA K3LIMPOBaHUA JaHHBIX, Mony4aeMelx m3 Hureprera. Hanpumep, cotpya-
HHKM Bawei ¢pupmbl paboraior Ha 100 KoMnbrOTEpax, KOTOphie noawmoyalTes K UH-
TepHETY 4epe3 oauH (usuyeckuii kaHan cBa3u. He cexpert, yro 66/bias YacTh NMOJB30-
BaTeJsieil 3arpy’kaeT Mo HeCKOJIBKY pa3 B IEHb OJIHH M Te )K€ CTPaHHLIbI, H KAXK/IbIH pa3 3Ta
3aKayka «JAaBHT» Ha KaHal CBA3H M TpaQHK.

CpaenaeMm npocreiiuinit pacuer. ExxegHeBHO MBI 06paiiaeMcs K NOHCKOBBIM CHCTEMaM —
HanpuMep, www.yahoo.com w11 www.google.com. Tenepe mnoacyMTaiiTe, CKOJBKO
MPOMCXOIMT 3arpy3ok caiita www.yahoo.com co 100 KOMNBIOTEPOB, €CJIH YYECTh, YTO
B CpelHeM YenoBek o0palliaeTcs K MOMCKOBHKaM He MeHee 10 pa3 B JeHp 1A MOMCKa
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pasHoii HH(popMaLMK M yTouHEeHHA 3anpocoB. [TomyunTcs uucno 6onee 1000. [Ipu 3ToMm,
€C/IH CaMH CTPaHHMLbI MEHAIOTCA B 3aBUCHMOCTH OT 3allpoca, TO, CKaXeM, KapTHHKH
OCTalOTCA OJHMMHM U TeMM xe. Takum o6pa3oM, Tpaduk pacxomyeTcs HampacHO, KaXKIbli
pa3 nepeaaBas OAHY M Ty e KapTHHKY.

JU1s 5KOHOMMH HHTepHeT-Tpaduka U GBUTH NpUIAyMaHbl NpokcH-cepBepbl. CoO BpeMeHeM
MX BO3MOXKHOCTH CTalM HapallMBAaTBCH, H B HACTOfLIEE BPEMA MOXXHO BBIAEJHUTDH Clie-
IQyHollye NpeMMYLIEeCTBa OT HCIIOJIb30BaHHA NMOJOOHBIX MPOrpamMM:

O x3wMpoBaHHe JOKYMEHTOB, MIOJy4aEMBIX 110 CETH;
K31MpoBaHue pesyabtatoB DNS-3anpocos;
opranu3alms 1UTo3a Joctyna B CeTb;

yrnpasjieHHe aoctynom B MHTepHeT;

Qoga

aHOHMMHBIH AocTyn B CeTh 4epe3 COKphITHE afpeca;
O skxoHomus IP-anpecos.

B sT10ii r1aBe MBI MOrOBOPUM O camMOM MOMyJIApHOM B Linux npokcu-cepBepe squid, pac-
CMOTPHM €ro BO3MOXXHOCTH, OLIEHHM 6€30MacHOCTb U MO3HAKOMHMMCS C KOH(UrypUpoBa-
HHEM.

Yr1oObl COKOHOMHTE TPapUK U OHOBPEMEHHO YBEJIMUUTh CKOPOCTh 3arpy3KH Ha cepBepe,
yepe3 KOTOpbii ocylecTaIseTcs Bbixod B MIHTEpHeT, ycTaHaRnMBaeTca crneLMaIn3upoBaH-
Has mporpaMma (TpOKCH-cepBep), koTopas Kauupyet Bech Tpaduk (puc. 9.1). Korna nepseii
N0/Tb30BaTeNb 3arpy’kaeT cTpaHuLy www.yahoo.com, To Bce ee comepkuMoe coxpaHsaeTcs
B K3LlI€e MpoKcH-cepBepa. [Ipu ciemyromeM obpallieHHH K ToMy ke Be6-y3iTy Bce KapTHH-
KM cKayuBaroTca yxe He n3 VIHTepHeTa, a ¢ IpokcH-cepBepa, a TEKCTOBAaA 4acTh (B 3aBU-
CHMOCTH OT COAEPKHUMOT0 CTPaHMLIBI M MPOHCLIEIIINX U3MEHEHHIT) MOXKET OBITh 3arpy-
JKeHa C cepBepa.

Internet

Proxy =

ggoog

Puc. 9.1. Opranusaumn pa6ots ¢ UHTepHETOM Yepea Npokcu-cepeep
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Kak npasuno, Ha cajitax HMEHHO rpadMyeckuii MaTepHai 3aHHMaeT HanboNbLINH 00BEM.
Ecnu TekcToBas 4acTh cTpaHHL oOblvHO He mpesbiwiaer 15 Kb6aiit, To obmmii pasmep
rpaduky gocturaet 100 K6aiit u 6onee. 3arpyxas 3Ty MHGOPMALHMIO C JIOKATBHOTO MpPO-
KCH-CEpBEpa, BBl 9KOHOMUTE TPaUK H BpeMs.

CKOpoCTb 3arpy3Kd YBeIHYMBAETCs 32 CUET TOTO, YTO MPOKCH-CEPBEP HAXOTHUTCHA B Ba-
uieii JIOKQIBHOM CeTH, M CBA3b C HUM, 4aile Bcero, ObicTpas. PeankHas ckopocTh cooT-
BETCTBYET BalleMy 00OpYIOBaHHIO, MPOIYyCKHas CHOCOGHOCTE KOTOPOro B HACTOslUEe
BpeMs AaKe B CaMbIX JelieBbiX BapuaHTax aocturaet 100 M6ur/c. [To stoMy kaHamy Bbl
3abupaere OOMBLIYIO YacTh MHGOPMAaUMU: BCIO rpaduky, (rel-aHUMalUHIO U HEH3Me-
HEHHYIO TEKCTOBYIO 4YacTh. CBA3b ¢ UHTEpHETOM HAMHOTrO Me/UIEHHee, H B Majibix Ou-
cax B cpefiHeM cocTaejser oT 54 M6ut/c. Takoil HU3KOH CKOPOCTb MOXKET ObITh U MPH
UCMOJIb30BaHuM JeueBoro obopynosaHus Wi-Fi. M yem paibiie Bbl OT nepenaryuka,
TeM Xy)Ke MpHeM U cKopocTb. Ho yepe3 3ToT kaHai Bbl 3a6MpaeTe TONbKO U3MEHEHHBIE
TEKCTOBBIE AaHHble (4alle Bcero coaepxumoe HTML-daiinos).

IMoMuMO K31IMPOBaHUA COAEPKHMMOIO CTPaHML, MPOKCU-CEPBEP MOXET COXPAHATH pe-
3ynbtatel DNS-3anpocoB. D10 Takke cnocoOHO MOBBICHTE MPOU3BOANTENILHOCTD. Ione-
30BaTeNl0 yNo0Hee BBOAMTL CUMBOJIbHBIE aJpeca, 3 KOMIbIOTEp OOMEHHBAETCS JaHHbI-
MH, ucnonb3ysa IP-agpeca. CooTBeTCTBEHHO, MpeXk e YeEM HaYHETCA 3arpy3ka, nporpaMma
JOJ/DKHA BBITIOJIHUTD TaKyIO MOAMEHY, YTO 3aHMMAET KAKOE-TO BPEMS H CO3JAET 3aEPHKKY
nepen HauyajioM oOMeHa naHHeIMU. Ecnin 0 Bac yxe kto-HHOyab obpaiancs k caiity mno
CHMBOJIbHOMY HMEHHM, TO 3ajepika Ha paboty ¢ cepsepoM DNS Oyner MeHblle, MOTOMY
YTO MPOKCH-CEPBEP BO3LMET aJipeC U3 CBOEro KdLIa, He 06palliasch K yaaneHHOMY cepBe-
py. bonee nogpo6Ho 0 DNS Mt moroBopuM B 2nase 11.

C passutueM HMHrepHeTa H motpeOHOCTeH monb3oBaTeneil CTaaH pacTH M BO3MOXHOCTH
NpoKCH-CepBepoB. IIpokcH-cepBep MOXET MrpaTh polib LT03a U 6e3 JOMOJIHMTENBLHBIX
nporpaMm Wiy obopyaoBanus obecneuuts goctyn B MutepHer. [lTomumo sToro, oH cra-
HOBUTCS LUMTOM B CETH OT BTOp)KeHHs M3BHe. Hampumep, ecnu Bce mojib30BaTeNln Moj-
KIIOUeHbl K MHTEpHETY uepe3 MpoKcH-cepBep, a OH MpsueT peaibHbiii IP-anpec nakeros
M OTIPABJISET UX B CETh OT CBOEro MMEHH, TO XaKepbl yBHIAT Tojbko [P-anpec npokcu-
cepBepa ¥ OyayT JloMaTh €ro, a KOMIBIOTEPL! PeaTbHBIX MOJb30BaTEEi OCTAHYTCA He3a-
TpOHYThIMH. TakuM 06pa3oM, NpH OpraHMW3alKH 3alUTEl OT BHEIIHErO BTOP)KEHHUA MOXK-
HO Goblie BHUMaHHA yIeJATh OXpaHe MPOKCH-CEPBEPA, YEM KIIHEHTCKMX KOMITBIOTEPOB.

Bo3MoxHOCTb cokpbiTHA [P-anpeca maer ewie oAHO NMPENMYLIECTBO — 3KOHOMHSA anpe-
coB. MHTepHeT-apec n0/bkeH GBITE TOJMBKO y NMPOKCH-CEPBEPA, MOTOMY YTO MMEHHO OH
0oOMeHHBaeTCs MaKeTaMH ¢ BHELUHUM MHUpPOM. Bce ocTanbHbIe KOMMBIOTEPDI B BalLEH JIO-
KanbHOM ceTM MOTYT MMETh HeMapLIpyTH3HPyEMbIE aipeca, KOTOpbI€ 3ape3epBHUPOBaHbLI
LU YacTHBIX ceTel (anana3od 192.168.x.x win 10.x.x.x).

ITpokcu-ceppepbl GbIBalOT Npo3payHble 1 aHOHUMHEIE. IIpo3paynblie MPOCTO NepechUIaoT
naketsl nojis3oBatens (6e3 M3MeHeHWs alpeca OTIPaBUTENA) Jaiblue Ha BebG-cepsep.
[pokcu-cepsep, koTophlii ckpeiBaeT IP-agpec, Ha3biBaeTcs aHOHMMHBIM. Tako# cepsep
oblaercs ¢ BHEUWIHUM MHPOM OT CBOErO MMEHH. DTHM OYEHb HacCTO MOJIb3YIHOTCA 3J10-
yMbILLTeHHAKH. HanpuMep, ecnu xakep XoueT BCKPBITh CEPBEP M 3aMECTH CJIEABL, TO OH
NPOM3BOJIMT BCE CBOM AEHCTBHA Yepe3 aHOHUMHBIH NMPOKCU-cepBep, YTOObI aJMUHHCTpa-
TOP He CMOT y3HaTh, KTO HUMEHHO MPOM3BOKIT B3JIOM.
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B Hacrosmee Bpems B HHTepHeTe paboTaeT MHOXKECTBO aHOHHMHBIX MPOKCH-CEPBEPOB,
HO He BCE€ W3 HUX pealbHO MpAYYT azpec. B OTAeNbHBIX CITyYasX HCTOYHHK OCTaeTcs JA0C-
TYNHBIM JUIS YAQJICHHOH CHUCTEMBI, a HEKOTOPbIE CEPBEPBI COXPAHAIOT BCIO AKTHBHOCTH
B XKypHaJiaX, H HX MOTYT IPOCMOTpeTh NPaBOOXPAaHHUTENIbHEIE OpraHbl. TakuM obpasom,
3NIOYMBILIUIEHHHK HEe MOXKET ObITh YBEPEHHBIM, YTO HUCIOJNIb3YEMBblil UM CEpBEP HCHCTBH-
TeNbHO aHOHMUMEH.

Y myGnuyHBIX MPOKCH-cepBepoB MHTepHEeTa ecTh elle OMH HEIOCTATOK — HeJNb3s rapaHTH-
poBaTh, YTO Ha HEM HET HMKAKOH «3apa3el». Hanpumep, HekoTopoe BpeMs Ha3aj y Hac Ha
pabore agMuUHHCTpaTop 3ampeTwn AocTyn k caiftam vkontakte.ru n odnoklasniki.ru.
S mymaro, MHOTHE W3 Bac BOHIYT B MOE MOJIOXKEHHE H MOMMYT rope noib3oBarencii. 3ToT
3anper Jierko 0OXOAUTCA C MOMOLIBIO MPOKCH, HO Mpo6JieMa B TOM, YTO MepBblii xke Imyo-
JIMYHBIA cepBep, KOTOPBIH A Hallelsl, ONAPHWI HEKOTOPBIX MO0JIb30BAaTENCH CETH LEeJOH
Ky4e# BUPYCOB U NPOrpaMM-LIITHOHOB.

Iockonbky He Bce KOMIMBIOTEPHI B CETH JOJDKHBI MMETh MpaBo pabortate ¢ HMHTEpHETOM,
TO Ha YPOBHE MPOKCH-CEPBEPA MOXKHO MPOU3BOJAMTH ayTEHTH(PHUKALMIO MONB30BaTENA.

B HEKOTOpPBIX BEpPCHAX NMPOKCH €CTh OYeHb YAOOHas BO3MOXHOCThH — 0OMeH uHopMa-
nuei Mexry cepBepamu. Hanpumep, B 30aHHM B OfiHOH 6OJIBIIOH ceTH HAXOATCA He-
CKOJIbKO O(pHCOB, KKABIA U3 HUX IUIaTHT 3a MIHTEpHET OoTAENBHO, HO O6LIaeTCs C BHew-
HHUM MHPOM 4epe3 CBOH INpoKcH-cepBep. MoXHO OGBEAMHHMTE HECKONBKO MPOKCH-
CEpPBEPOB, U €C/IM HAa OJHOM HET B K3LIE€ HY)KHOTO caifTa, TO OH MOMBITACTCA B3ATH
HHGOPMALIMIO C COCEIHETO CepBepa.

Yauie Bcero i peaji3alMi TakoH BO3MOXHOCTH npuMeHsercs nportokon ICP (Internet
Cache Protocol, npoTokon uHTEpHET-K3KMpoBaHuA). Ecnu Bawn cepeep He Haimen Hyx-
HOro JOKyMeHTa, To oH HanpaBnsetr ICP-zanpoc npyrnm cepeepam. Ecnu kakoii-nubo
MPOKCH-CEPBEP OTBETHT MOJIOKHTENIBLHO, TO MHPOpMaLms GyaeT B3dTa y Hero.

Ilpu ucnone3opanmu npotokona ICP (unv MHOro crnoco6a NoMcka JAHHBIX B JPYTHX IMPO-
KCH-CEPBEpPAX) BHIMTPBILI B CKOPOCTH 3arpy3KH HE CTOJIb 3aMETEH MPH oOpallleHHH K JOKY-
MEHTAM MAJICHBKOTO pa3Mepa, OTOMY YTO BO3pacTaloT pacxoAbl BpeMeHH Ha ICP u momck
uHpopmalmu B Kkaie. [Ipu Gonbllo# Harpy3ke Ha cepBepsl U 6onbio# Gase KaIa MOMCK
MOJKET OKa3aThCA CJMLIKOM JOJITMM, H MPEHMYLIECTBO B CKOPOCTH Mcue3aeT. EnuHcTBeH-
HOE, YEM MOJIE3HO TAKOE PeLIeHHE, — SKOHOMMA TpadHka, KoTopas MOXeT cOepeyb IeHLIH
TeM, KTO OIJIaYNBaET KKABLI NMoTyyaeMblii Merabaiir.

MBe1 paccMOTpenH OCHOBHEIE BO3MOXHOCTH IPOKCH-CEPBEPOB, HO 3TO HE 3HAYMT, YTO BCE
OHM ecTh B JoOOM cepBepe. Bce 3aBuCHT oT pa3paboTuMka, H HEKOTOpHIE pealH3yIOT
TOJIBKO OJIHY 3aa4y.

Jina paboTel 4epe3 MPOKCH-CEPBEP BB JO/DKHBI HACTPOUTL COOTBETCTBYIOLUYIO MPOrpaM-
My — HamnpuMmep, 6paysep Mozilla. 3amycTrTe 3TOT 0603peBaTENL M BHIGEPUTE KOMaHIY
MeHio Edit | Preferences. B oTkpriBieMcs OKHe ¢ JIeBOH CTOPOHBI PacroioKeH CIIHCOK
KaTeropuii s koHdurypuposanus. Beibepute Advanced | Proxies u nepeiiaure k Ha-
CTpo¥ike NMOIKIIOYEHHS Yepe3 MpokcH-cepeep. 1o yMONYaHHIO YCTaHOBNEHO aBTOMATH-
yeckoe ompeneneHue coenuHeHus (Direct connection to the Internet). Brl momkHBI
NIOMEHATD 3TOT NapaMeTp Ha py4yHylo koHjurypaumio (Manual proxy configuration)
n ykasats [P-aapec ¥ nopt npokcu-cepepa Ui Kaxaoro nporokona (puc. 9.2).
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Preferences

Category

@ Appearance
& Navigator Configure Proxies to Access the Intern:
& Composer ¢ Direct connection to the Intemet

& Mail & Newsgroups

@ Privacy & Security & Manual proxy configuration
= Advanced HTTP Proxy: |192,1 68.8.77
Scripts & Windows SL Proxy:
Cache 8 o l
Proxies ETP Proxy: |
HTTP Networking Gopher Proxy: [
Software Installation SOCKS Host: l
Mouse Wheel
DOM Inspector " SOCKS v4 < SOCKS v§
Offine & Disk Space No Proxy for: |

Example: .mozutamgémm’
" Automatic proxy configuration URL:

l -

Puc. 9.2. Hactpoika coeguHeHun Yepe3s npokcu-cepaep B Gpayaepe Mozilla

Iocne sToro 6paysep GyaeT mockUIaTh BCE 3aMpOCH POKCH-CEPBEPY, a TOT Y)ke NepeHa-
NpaBUT HX CEpPBEPY, €CJIM CaM HE MOXET OTBETHUTh camocrosTtenbHo. IIpokcH-cepsep
JOJDKEH MOCTOAHHO HAXOAWTHCA B 3arPY’>KEHHOM COCTOSHMM H NpPOCTYIIHBATh ONpenae-
JIeHHBIA MOPT (WK HECKOJIBKO MOPTOB V1A Pa3HBIX MPOTOKOJIOB).

Iloa kakmyro 3amavy, NOAACPIKHBAIOLIYIO ONpeAeC/CHHBbIH NMPOTOKON, KaK NPaBHIO, BbI-
nenserca otaeNbHbidi nopt. Jna nporokona HTTP, npuMenseMoro ans 3arpy3ku Be6-
CTpaHHull, Yalle Bcero Uenonb3ytoresa noptel 3128 wiv 8080, HO 3TH 3HaYEHHA 3aBHCAT OT
cepBepa U MoryT ObITh H3MeHeHBI. [lepen HcTONb30BaHHEM ONMPEAEICHHONA IMPOrpaMMBl
NpoKcH-cepBepa yOeaurech, YTo OHa o0NlalaeT HEOOXOAMMBIMH BaM BO3MOXHOCTSAMH
H obecne4nBaeT MOANEPKKY BCEX HYXHBIX nmpoTokonoB. HenonnepxuBaeMble MPOTOKO-
JIBl IPUAETCS HAMpaBJIATE HE Yepe3 CEpPBEP, a HAMPAMY1O, Yepe3 LILTI03.

JIns nopblleHHs 6e30MacHOCTH Bauled ceTH HEOOXOIHMMO C MOMOLIBIO CETEBOrO IKpaHa
3anpeTHTh MOIKIIOYEHH W3BHE Ha Hcmosblyemble cepBucoM squid moptei. Hanmpumep,
ana pabotel ¢ npotokosioM HTTP no ymonuanmio oH paGoraet yepe3 nopt 3128. U ecu
K 3TOMY NopTy GyzAeT pa3pelleHo MOAKIIOYaThCA TONBKO H3 JIOKAILHOM CETH, TO XaKep He
CMOXET BOCIOJIB30BATLCA 3THM MPOKCH-CEPBEPOM B CBOMX LIE/IAX HIH UM MOMyHMEHHA
JOCTyTIa K KOMINBIOTEPaM 3aIlMLIEHHOH UM CETH.
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9.2. KawwuvposaHue

Sl nonarato, YTO ceifyac He TaK YacTO B KAKHX-TO CETAX YCTaHABJIMBAETCH MPOKCH-CEPBEP
I K3WMpoBaHUA Tpaduka, mpuxoasmero U3 HMurepHera. KaHanbsl cTaiM HacTONbKO
IUMPOKHMH M CKOPOCTHBIMH, a VIHTEpPHET HAacTOJNBKO OTPOMHBIM U JUHAMHYHO pa3BH-
BAIOLIMMCA, YTO KILIMPOBaTh 4TO-THOO npakTudecku 6ecnosne3Ho. CTpaHHULBI HOBOCT-
HBIX JIEHT MEHAIOTCSA MOCTOAHHO, U €CIIH B KAKOH-TO MOMEHT 3aK3IUHPOBaTh rpaduky Toi
WM MHO#M CTPaHMLBI, TO Yepe3 Yac Ha 3ToH cTpaHMLE rpaduka oKaxeTcs yxe ApyToH, U
U3 K31a GyeT AOCTaBJIEHO MOJb30BATEINO BCEr0 HECKOIBKO CTaTHYHBIX ¢aiinos. CTouT
3Ta 3KOHOMHA TpaHKa 3aTpaT Ha cepBep H ero conpoBoxaeHHe? TpyaHo ckasaTs...

MHe kaxercs, 4TO celiuac NMPOKCH-CEpBEp Hallle MCIMOIb3YEeTCHA BJAAENbLAMH CaHTOB
¢ 0COOEHHO BBICOKO#H HAarpy3kod. 3TOT cepBHUC O4Y€Hb OBICTPBI W HEIUIOXO CIpaBiseTcs
B KayecTBE MepBOi JIMHUKM 06OpOHBI NPOTHB HarUTbiBa 6osbworo Tpaduka. Ilo kpaitHeit
Mepe, A UCMOoJb3yHo squid MMEHHO Tak, H aBaiiTe MOCMOTPHM, KaK 3To paboTaer.

DTOT CepBUC yCTaHABIMBAETCA Ha CEPBEPBL, KOTOPbIE IPHHUMAIOT 3aMPOCHI OT M0JIb30Ba-
tens. Ecnu 3anpaiinBaemblii ¢aiin ecTh B Kdllle, TO OH TYT e BO3BpaLIaeTcs Mojb30Ba-
TeJI0, 3KOHOMA PECYPChl OCTANBHLIX cepBepoB. Eciin daiina Het, TO OH 3ampaiiBaercs
y>Ke y OHOTO U3 Beb-cepBepoB. A UX y GOJBLIMX callTOB MOXKET ObITH HECKOMBKO.

9.3. TTpokcu-cepsep squid

Kak s yxe oTMeuan, cambIM pacripocTpaHEHHBIM MPOKCH-CEpBEpOM aBiseTcd squid. Otot
cepBep HMEET BeChbMa JJTHHHYIO HCTOPHIO, H 32 BPEMs €ro CyLIECTBOBAHHA B HEM peain-
30BaHO MHOI'O BO3MOXKHOCTEH.

OcHoBHO#H KOHuUrypauoHHbli ¢aiin mia squid — /etc/squid/squid.conf (B HEKOTOPBIX
CHCTEMaX MECTO €ro pacnoiokeHH /etc/squid.conf). Dailn o4eHb BEJUK, U IPUBOJUTH €r0
MOJIHOCTBIO HET CMBICA, T. K. 3HAYMTEJIbHYIO €ro YacTh 3aHUMAIOT MOAPOOHBIE KOMMEH-
TapyH MO UCIOIB30BAHUIO IUPEKTHB.

PaccMOTpHM OCHOBHBIE KOMaHAbI, KOTOpBIE MOCTYTIIHbI HaM Uil YIpaBjieHHA MPOKCH-
cepBepoM. Kak 06bIYHO, Bce mapaMeTphl, BIMAIONMIME Ha MPOW3BOAUTENBHOCTb U Ges-
OMacHOCTh, Mbl pa3bepem noapobHo. OctanbHble HACTPOHKH OyIDyT paccMOTpeHbI Golee
MOBEPXHOCTHO — C HUMH MOXXHO NoGITibke MO3SHAKOMHTBCA, MPOYHTAB KOMMEHTAPHH K3
KOHHrypalMOHHOTO (aiina.

9.3.1. Aupextusur Hactpovixm HTTP

Ipu nomwiroueHnn k MUHTEpHETY MONB30BaTENH MEPBBIM JENIOM 3arpyxaiwT BebG-cTpa-
Huuel. Ecnm ucnone3yerca squid, To Heo6XoauMO MpaBWIBHO HAaCTPOMTH MPOTOKOJ
HTTP. [inna pewenns 3toii 3agaun B haitne squid.conf ecTb clieayiouide AMPEKTHBbI:

O http port n— HOMep MOPTa, Yepe3 KOTOpbIA OyAeT NMPOMCXOAMTH MOAKIIOYEHHE.
IMopTel, Ha KOTOpPBIX cepBep 6yleT OXKHMAATh MOMKTIOYEHHA KIHEHTOB, — 3TO MEPBOE,
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4TO HEOOXOXMMO HacTpouTh. Takue NUpeKTHBEI MMEIOT dopMaT XXXX_port. Jlns nopra
HTTP 3anuce 6yner BbIrNAAETh TAKMM 00pa3oM:

http port 8080

IIpu koHpurypupoBanuu Gpaysepa Ha KIHEHTCKOM KOMIBIOTEPE Bbl JOJDKHBI Oynete
yka3atb [P-anpec cepsepa, rae yctaHoBieH squid, ¥ MPOMHCaHHBIA B 3TOH AHPEKTHBE
TopT;

O hierarchy stoplist — omnpeaenser nepeueHb URL-aapecos, 1aHHBIE ¢ KOTOPBIX BCE-
ra IO/DKHBI MONY4YaTheca C CepBepa, a He M3 Kalua. Sl pekomenayto 106aBHUThL B 3TOT
CTHCOK CJIOBa cgi-bin M BOMpocHuTenbHbiii 3Hak. Aapeca URL, conepkawue takow
TEKCT, YKa3bIBalOT Ha CLEHApPHUH, KOTOPbIE MOTYT MCIMONHATHCA Ha CEpBEpe, U HX
pe3yJIbTaT )KeJlaTeNbHO HE K3LIMPOBATh.

PaccmotpuM nipumep. TlpeanosioxXdM, 4TO BBl MPOYMTATH BEG-CTPAHULY WWW.
servername.com/cgi-bin/ping.cgi, Ha kKoTOpOit MOXKHO Yepe3 BeG-HHTepdeiic BbINO-
HHTb KOMaHay ping. JlomycTuM, 4To npu nepBoM oOpalLieHHH BBl 3aMyCTUIIN KOMaHAY
ping K agpecy 18.1.1.1. Pe3ynastar GymeT coxpaHeH B K€ MPOKCH-cepBepa. B ciie-
OYIOLIMI pa3 Bbl oOpallaeTech K CLEHapHIO, YTOOBI BBIMOIHUTE ping 18.1.1.18, HO
6pay3ep BepHeT NepBbiii pe3ysibTaT, NOTOMY YTO BO3BMET €r'0 U3 CBOETO K3lla.

CTpaHHLBI CO CLEHApHUAMH MOTYT BO3BpallaTh pa3Hblii pe3yjbTaT B 3aBUCMMOCTH OT
CHTyaLMH M NMapaMeTpoB, KOTOpblie BbIOpan nonbs3oBatenb. ECiH ke Takue CTpaHHULbI
K3LIHMPOBaTh, TO Bbl Beeraa Oyaere BUAETE OAHO U To xke. B pesynpTrarte oT coeanHe-
HUA Yepe3 MPOKCH-CEPBEP BbI MOJMyYHTE TOJIbKO HEy00CTBA.

BOl'lpOCHTCJ'leblﬁ 3HAK O4Y€Hb YAaCTO HCMONB3YCTCA AJiA mepeaady napaMeTpos, IO-
3TOMY TaKH€ CTpaHHLbI TOXKE HE PEKOMEHIYETCS KILUIHNPOBATh.

Ter hierarchy stoplist 3amnperuaet OpaTh CTPaHML M3 K3LIa, a ClIEAyHOIME ABe
CTPOKH 3aJal0T NpaBuJIo, no koropoMy crpanuuel ¢ URL-aapecomM, conepkaluue cno-
Ba cgi-bin MM BOMPOCHTENBHEIN 3HaK, BooOIe He OyXyT KILIMPOBATHCA:

acl QUERY urlpath regex cgi-bin \?

no cache deny QUERY

Iymaio, Bbl COrnacutTech CO MHOM, YTO He3a4eM K3LIMpOBaTh TO, YTO BCE PABHO MpH
HOBOM 3anpoce OyJaeT Mody4aTbCA C CEPBEpa, W 3ps pacxoaoBaTh AHCKOBOE Mpo-
CTPaHCTBO.

9.3.2. Oupextueur Hactpoiiku FTP

Jna pa6otsl no npotokosry FTP Toxe ecTh HECKONBKO AUPEKTHB!

a ftp_passive napameTp — PEXKHUM paGOTbl. Ecnn B kayecTBe nmapaMeTpa yKa3aHO 3Ha-
YeHHe on (YCTaHaBIHMBaeTCA MO YMOIYAHHUIO), TO MACCHBHBIN PEXKHM paspeLleH.

Cepeep squid nossonsietr paGotats ¢ nporokonoM FTP, Ho mma atoro moxer morpebo-
BaThCA IOMOJIHUTENbHaA HacTpoiika. Hanpumep, ecnu squid HaXOAMTCA 3a CETEBBIM IKpa-
HOM, 3anpelUalolMM NacCUBHBIN PeXHM, TO JIyqlle M3MEHHTh 3HAUYCHHE MapameTpa o
YMOJTYaHHIO, YCTAHOBHB U151 3TOrO CJIEAYIOLIYIO AMPEKTHBY:

ftp_passive off
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O ftp_user ampec — ompeaeisieT aapec E-mail, kotophiii 6ynetr ucnons3oBarscs B Ka-
YeCTBE MapoJii IPH aBTOPM3AaLMU Ha aHOHMMHOM FTP-cepsepe.

Hu oauH cepBep HEe MOXET TOUHO CKa3aTh, MPaBWILHO JIM Bbl YKa3aJH afipec, MO3TOMY
npoBepka MoxeT GwiTh oTkmoueHa. Ho HekoToprie FTP-cepeeprl mpoBepsioT kop-
peKTHOCTh HanucaHus anpeca. [lo ymonuanmio squid ucnons3yer B kauectBe E-mail
CJIOBO squide@:

ftp_user squid@

ITo ymonuanmio B (paiine /etc/squid/squid.conf 3Ta CTPOKA 3aKOMMEHTHPOBaHa, HO JKeJla-
TeJILHO MOMeHATH B Heil anpec E-mail, Hanpumep:

ftp_user squid@hotmail.com

Taxkoii anpec mo6o#i FTP-cepsep BoCIpUMET Kak KOPPEKTHBIHA, TOTOMY YTO OH COOT-
BETCTBYET BCEM MpaBwiam Hanucanui E-mail;

O ftp list width n— YHMCJIO n 337a€T LIHPHHY JIHCTHHTA NPH NPOCMOTPE CONEPIKHMO-
ro FTP-cepepa. 310 3HaueHHWe NODKHO OBITh JOCTaTOYHBIM, YTOOBI YBHIAETH BCE
¢aiinel. Eciu ycTaHOBHMTH CIHIIKOM MaJIeHPKOE 3HaY€HHE, TO WMeHa (aiinos 6ymyT
obpe3aTtnca.

9.3.3. HacTpoiika xawa

OT Toro, kak BBl HACTPOMTE Kdll, 3aBMCHT yJ00CTBO paboTHI 4epe3 MpOKCH-cepsep,
MO3TOMY A MOCTapaloch MOKa3aTh BCE COOTBETCTBYIOLIME JHPEKTHBBI M MOAPOOGHO pac-
CMOTPETh KOXIYIO M3 HHX:

O cache dir Tun xaranor paamep L1 L2 ompm — ONpPEAENAET MapaMETPHl KaTasora,
B KOTOpPOM OyneT XpaHUThCA Ka1l. OCHOBHBIMH U1 HAC ABIAIOTCA v, kaTasnor H pas-
mep. B OOJBIIMHCTBE CITy4aeB JUIs THNA MPAMEHAETCA 3HaUYEHHE ufs, HO €C/IH BBl MC-
TMoJIB3yeTe aCHHXPOHHBIH BBOJ/BHIBOA (A HE COBETYIO, IOTOMY YTO 3TO MOXKET BHI3BaTh
npoGnemsi B paboTe), TO HyXKHO YCTAHOBHTD aufs.

Karanor HyxHo BbIOpaTh B caMoM 60mBIIOM pasfene, 4robbl HHpopMalus He pa3ol-
Iasach 1Mo HeCKONbKUM JMcKaM. EciH ke y Bac HCMONB3yeTCs OOHH AMCK C OJHMM
pa3ziesioM, TO PacrosiOKEeHHe KaTalora He MMeeT 0co00ro 3HaueHHA.

Pa3mep karanora no ymomyanuio paseH 100 M6aiit. 3Toro gocTaTo4yHO WA ycKope-
HMA paboTsi Tpex nonn3oBatesniel. Ecu B Balne# cetv MHOTO Mosb30BaTeNeH, H y Kax-
JOro CBOM BKYCHI (JMIOOHMBIE CAlTEI), TO 3HAYEHHE XKENATENBHO YBEJIWYHMTH. S mMc-
nonb3ylo He MeHee | I'Gaiit xowa. BeineneHHoe MpocTpaHCTBO OBICTPO Mcue3aert,
0co0EHHO eCIIH cepBepy pa3pelleHo KIINpoBaTh Oonblixe aiiibr;

O cache mem n MB — 3a/jaeT MaKCUMAJIBLHBIA pa3Mep ONEPaTHBHO# NMaMATH, HeoOXoaH-
MBI# ana nporpamMsl. [lo ymomyanuro 3agaHo 8 M6aiit. Ecnu HacTpauBaeMblii koM-
NBIOTEp pellaeT TONBKO 3a/a4d MPOKCH-CEPBEPa, TO MOXHO YKa3zaTh 3Ha4YeHHe, paB-
HOe pa3HHile 06beMOB ONEPaTHBHOM MaMATH U MaMATH, HeoOxoauMo# nna OC. Jlns
OC B TexcroBoM pexume 64 M6ait 6yner 6onee yeM AOCTaTOYHO, H, HATIPHUMEP,
ecnu y Bac O3Y 512 MG6aiit, To 448 MGaiiT MOXHO OTHATh MPOKCH-CEpBEPY — YEM
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6onnine Y Hero onepa'rmaﬂoﬁ NaMATH, TEM GBACT])CC OH CMOXCET OTBCHATh HAa 4acTo
TNOBTOPSAECMbLIC 3aNIPOCHI;

O cache_swap_low n—— MNpOLEHT 3amolHeHHsA k3ma. Korma pasmep kaiia npeBblaeT
3Ha4Y€HHE n, CepBep Ha4YHHAET ero YNCTHTh, YOHpas ycrapeBiine 0OBEKThI, NOKa pa3-
MEp He CTaHeT YOB/ETBOPATH NapaMeTpy;

O cache_swap_high n-— MNpOLIEHT 3amojHeHuA k3ma. KoMaHaa aHalorHyHa npeasiay-
IeH, HO CEepBep HauHHaeT ocBOOOXKAATh K3 Gojee HHTEHCHBHO. DTO HEOOX0mHMO,
4TOObI HE BO3HHIUIA CHTYalMs, KOTr/a K31 GyIeT NepenoiHeH;

0O minimum object_size n KB — MHMHHMAaJIbHBIH pa3sMep o0bekTa, KOTOPHIH MOMaAaeT
B K311 [To ymonmyaHHIO ycTaHORIEHO 3Ha4eHHe 0 — MpH HEM MOPOT OTCYTCTBYET;

O maximum object_size n KB — MaKCHMAaJbHbIii pa3Mep o6bekra, KOTOpBHIH HOJDKEH
k31upoBathea. [lo ymonyanmio crout 3HayeHue 4096 K6aiir, uyto coorBercTBYET
4 Mbaiit. JIna noBBILIEHHA POM3BOIAMTENBHOCTH cepBepa HEOOXOMHUMO TIOHH3HTH 3TO
3Ha4Y€HHE, HO TIPH 3TOM MOXKET YBEJIMYHThCA pacxol Tpadmka. Eciu 3xoHOMHA Tpa-
¢HKa BakHee NPOHU3BOJMTENBHOCTH, TO 3HAYEHHUE n JIy4Ille YBeHYHTb;

O maximum_object_size_in_memory n KB-— MaKCHMalbHBIH pa3mep ob6bekTa B ma-
mATH. [Io ymonyanuio ycraHoBneHo 3HaueHue 8 Koair;

O ipcache_size n— pa3Mep k3wa i XpaHenus IP-anpecos. [lo yMomyaHmio 3a1aHo
aHadyeHHe 1024 Ko6aiir;

a ipcache_low n H ipcache_high n— COOTBETCTBCHHO MHMHUMAIbHBIH B MaKCHMAaIb-
HbIH MPOLECHTHI 3aNOJIHCHHSA Killa a5 IP-a,upecon;

O reference_age napamerp — BpeMs JKH3HH 0ObekTa B k3ie. Ecnu o6bekT mponexan
JOJBILE, TO €ro MOXKHO YAAIATH 0 CTapoCTH. PacCMOTpHM HECKOJIBKO NPHMEPOB HC-
MOJIb30BaHUA AUPEKTHBLI:

reference_age 1 week

reference_age 3.5 days
reference_age 4 months
reference_age 2.2 hours

Ilo YMOJ4aHHIO HCTIOJIB3YETCA 3HAUYCHHE B OAHH IrOl:

reference age 1 year

O quick_abort min n KB— MHHHMajbHBIH pasMep 00bekTa, MpPH KOTOPOM B Cilydae
06pbIBa COEMHEHHA HEOGXOAMMO NOCTIE €r0 BOCCTAHOBJICHHSA 3aKOHYHThL CKAYHBaHHE
06BEKTa H MONHOCTBIO €r0 COXPaHHUTh. JTO MO3BOJAET COKPATHTh TPahMK M YBENH-
YHTL CKOpOCTE paboThl B ceTH. Hanmpumep, nosib3oBaTenb 3ayCTW Ha CKauHBaHHe
daiin 11 npoBepku coemMHEHHA H oGopan cBa3e. Ecin cepeep ycnen coxpaHHTh
¢aiin, To Npr NOBTOPHOH MOMLITKE HE HAO CHOBA CKAYHMBATL Te ke AaHHbIE. JlocTa-
TOYHO HX B3ATh M3 K3Ma. Ilo yMOJYaHHIO YCTAaHOBJICHO 3Ha4YeHHe 16. Yrobwl oTiumo-
YHTh 3TY BO3MOXHOCTh, MOXHO 33/JaTh 3HAYCHHE -1;

O quick_abort max n KB— MakKCHMaIbHbI OCTaTOK OOBbEeKTa, MPH KOTOPOM 3aKaykKa
6yner npepsaHa B ciiyuae oOpbiBa coeqHHeHUA. [0 yMon4aHHIO yCTaHOBJICHO 3Haue-
HHE 16;
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quick abort_pct n-— MapamMeTp aHAIOTHYEH quick abort min, HO B 3TOM Cily4yae
yKa3blBaeTcs MPOLIEHT Y)ke NojyueHHoH HHdopMaLuy;

negative_ttl n minutes — KOJIMYECTBO MHHYT, KOTOpbIE HY)KHO K3LIHPOBAaTh Hera-
TUBHBI OTBeT cepBepa. Hampumep, monp3oBaTens 3aulen Ha cepBep M MONYYHI
OLIHOKY, KOTOpas MOXeT ObITh BPEMEHHO#H, MO3TOMY HeNb3sl KILIMPOBaTh OTBET Ha
JUTITENBHBIA cpok. 3HaYeHHe Mo yMonyaHuio — 5 mMunyT. Ecnu mone3osatens o6pa-
TUTCA MO TOMY K€ aJipecy Mo UCTEYEHHH 3TOro BPEMEHH, TO KOIMHUA U3 K3Lia He Oyner
MCTIOJIb30BAThCSA, a IPOU3OHIET HOBas MOMNLITKA 3aiTH Ha CaiT;

positive dns ttl n hours — BpeMs B 4acax, B TEYCHME KOTOPOro HYXHO K3LLHpO-
BaTh NonoXutensHbli pesynbTaT DNS-3anpoca. B 3ToT npoMexyTok BpeMeHH npH
noBTOpHbIX oOpaieHusx k DNS IP-agpec 6yner p3sr u3 kawa. [To ymonyaHuro 3ana-
HO 3HauyeHHe 6 4YacoB, B HACTOALLEE BpeMs €ro MOXKHO YBETH4YMTH 100 24 yacos. He-
ckoJsibko et Haszaj IP-agpeca vMenu TEHAEHUHMIO OYEHb YAaCTO MEHATHCH, NO3TOMY
NPUXOAWIOCh OrpaHMYMBaTh BpeMs XH3HH 3anpocoB. Ceiyac OONMBIIMHCTBO CaHTOB
HMEIOT CTaTHUECKHE ajpeca, KOTOpble M3MEHAIOTCA TOJNBKO MPH CMEHE XOCTHHTa, a
KpYTIHBIE MOPTalTbl 3ape3epBUPOBAIIN cebe cobcTBeHHBIE nocTosHHbIE IP-anpeca. Ecnu
BBl HE XOTHTE HCMOJb30BaTh kamupoBaHue [P-agpecos, BcTpoeHHoe B squid, To MOX-
HO YCTaHOBMTB 3TOT IApameTp B 0;

negative dns_ttl n minutes — MNPOMEXYTOK BpeMEHH B MUHYTaX, B npeJeliax KoTo-
pOro Hy>XHO K3LIMpOBaTh HeraTHBHBII oTBeT DNS-cepBepa. Ecnu no uMeHu He Haii-
aeH IP-aapec, To, Bo3MoXHO, npobiieMa ¢ cepBepoM HMeEH, a He ¢ uMeHeM. Takue Bo-
MpOCHI Yallle BCEro pelaroTcs B TeUEHHE 2—3 MUHYT, NO3TOMY OTPULIATENbHbIA OTBET
He CTOMT Jep>KaTh B KdllU€ JOJbLIE, HHAYE BCE 3TO BPEMA KIMEHTHI HE cMOryT obpa-
THTbCA K caiiTy. S Aenato 3ToT napameTp paBHbIM | Wi 0, 4TOOBI NONB30BATENH YBU-
JIeJTH HY)KHBIi caifiT cpa3y nocJie ycTpaHeH!s npobiemsl;

range_offset limit n KB — MOPAJOK M€peNayl KJIMEHTY HEMONHbIX JAaHHbIX. [lons-
30BaTe/Ib MOXKET 3alpOCHUTh HE BECh ¢aii, a NHb ero 4acTb. B 3ToM ciydae squid He
MOJKET KILIHPOBATh TaKo# (aii, He ckayaB ero LeankoM. OHaKO ecii 3anpolleHHan
4acTh CHIIBHO CMELIEHa OT Hadana daiina, To 3170 npuBenet K 60bLIO# 3anepxke ne-
pen TeM, Kak squid HayHeT BO3BpaLIaTh YTO-JIM60 KIMEHTY. JINs KOHTPOJIA Hax TaKu-
MM CHTyaUHAMH W NPeIyCMOTPEH 3TOT MapaMeTp — €C/H CMELIeHHEe 3arpoLIeHHOM
uacTH Goslee napameTpa n, TO IPOKCH-CEPBEp 3anpocHT Y cepeepa B MHTepHeTe nuuib
HeoOX0OUMYIO MOMb30BaTeNO YacTh ¢aiina u He Oyner ero KamupoBaTh. Ecim yka-
3aTh 3Ha4yeHHe -1, To squid Oyner Bceraa 3arpyxaTh Bech ¢aiil M KIUWIHMPOBATh €ro
cojepxumoe. EciiM ke ykasaTb 3HadeHHe 0 (IO YMOJYaHHIO), TO, HanmpoTHB, squid
Oyner ckauMBaTh TOJBKO 3alpOLIEHHbIE YaCTH (aiioB U KILLIHPOBATh HX, JIMIIb eCllH
3ampoLleH Bech (ajin.

3.4. XypHanu

B koHburypaunoHHoM ¢aiine ecTb HECKONBKO MapaMeTPOB, BIMAIOIIMX Ha pabory mpo-
KCH-CEPBEpPa C XKypPHAIOM (3KYPHAJIBI JIETKO YHTAXOTCHA B JIIOOOM TEKCTOBOM peAaKTope):

O cache_access_log ¢aitn — MKYPHaI, B KOTOPOM COXpaHsieTca BCA aKTHBHOCTh MOJIb30-

Barened, a MMeHHo: HTTP- u ICP-3anpocel. ITo ymonuaHuio 3TOT napametp paBeH
Ivarflog/squid/access.log;
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()

)

cache_log daitn — ¢aiin 11 XpaHeHUs1 OCHOBHOM MHpopMaLuu o kaiue. [To ymonya-
HHIO 3TO /var/log/squid/cache.log;

cache_store log ¢aiun — JXypHaJl onepauuii Haa oObekTamu B Kawe (yYOpaHbel WiH
nomeLleHbl Ha kakoe-To Bpems). ITo yMonyanmio ucnone3yercs caiin Avarlog/squid/
store.log, HO BBl 6€3 Mpo6ieM MoXKeTe OTKIIKOYHTB ITOT XCYPHAll, YKa3aB B KayecTBe
3Ha4Y€HHUA none, MOTOMY YTO YTHJIMT /11 aHANH3a COXPAHAEMBIX JJaHHbIX HET, 1a H BO-
o611e NoaB3bl B TAKMX AaHHBIX MAJIO, @ paCXOJbl HA X COXPAHEHHE MPHCYTCTBYIOT;

log_mime_hdrs nap-.eTp — €CJIH B Ka4€CTBE MapaMeTpa yka3aHO on, TO B XypHaie
access OyayT coxpaHsaThes 3aronoskd MIME;

useragent_log — XYpHaJl, B KOTOPOM COXpaHAETCA IOJI€ User-agent 3aroJIOBKOB
HTTP. Cmbicna B 3TOM MoJjie HET, IOTOMY YTO €r'0 JIErKO NMOAAENaTh, U HUYETOo MoJie3-
HOrO >KypHaJll He ]acT, MO3TOMY 10 YMOJI4aHHUIO OH HE HUCTIONb3YeTCA.

B pazo. 12.5 mpl GyneM roBopHTh 0 JKypHaiax pa3THYHBIX cepBHCcOB Linux, a B pazo. 12.5.4
noApo6HO pacCMOTPUM COAEP>KUMOE OCHOBHOTO JKypHasa squid — /var/log/squid/access.log.

9.

3.5. PaspgeneHue x3wa

Yro6hl Balll cepBep MOr 0OMEHHMBAThCA 3alpocaMM € APYrMMH squid-cepBepaMH, paspe-
7113 TakiM 0Opa3oM Colep)KHMOe Kd1Ia, Bl A0JDKHBI HACTPOHTh COOTBETCTBYIOLLMIH Npo-
TOKOJ. JI1s 3TOrO €CTh CNeayIOLINe XUPEKTHUBEI;

)

icp_port n-— HOMep Mopra, KoTophlit 6yaer ucnons3oBathes ans ICP-nporokona.
ITo ymonyanuio 3anaHo 3navenue 3130. Eciu ykasats 0, To npotokon 6yaer 3abio-
KHpOBaH;

htcp_port n— HOMep MOpTa, koTopelit 6yaer ucnons3obatbes A ICP-nporokona,
pabortatoitero nosepx TCP/IP. [To ymonuanuio 3anaHo 3HaueHue 4827. Ecnu ykasate
0, To npotokon 6yner 3a6IOKUPOBaH;

cache peer ampec Tun http nopr icp_nopr onwm — CEPBEP, C KOTOPBIM MOXHO 00-
MeHMBaThCA HH(popMaumeil. B kauecTBe agpeca yka3piBaeTcs UMA (WM afpec) cepe-
pa, ¢ KOTOphIM IpeanoJsaraercs B3aumonercteue. [lapaMeTp http nopr onpeaenser
nopt, Ha koropoM HactpoeH HTTP-npokcn, U cOOTBETCTBYET MapaMeTpy http port
B ¢aiine koHurypauun squid. ATpUOYT icp nopr onpenenseT NOpT, HA KOTOPOM Ha-
ctpoeH nporokoi ICP, u cooTBeTcTByeT mapaMeTpy icp port B (aiine koHHUTypauuu
squid ynaneHHo# cucTeMbl. B kauecTBe THMa MOXET yKa3blBaThCA OJHO U3 CIEAYIO-
LIMX 3HAUEHHUH:

® parent — CTapUIKA B HEPAPXHH;
® sibling — paBHO3HA4HbIH;
¢ multicast — IIMPOKOBEILATENBHBIMN.

INocnenuuii napaMeTp onwm MOXKET MPUHUMATh MHOTO PadIMYHBIX 3HA4YEHHH, 03TO-
My Mbl €10 pacCMaTpuBaTh He OyaeM, YTOObI He YTKENATh KHUry. B KoMMeHTapusx,
CO/IepXKalLMXCA B KOHQHIypaLMOHHOM aiine, KaKIsli napaMeTp noApoGHO ONUCaH;
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(m ] icp_query timeout n— Bpe€Ms OXH/JAHHMA B MWUIMCEKYHIaX. Yame Bcero IMpOKCH-
CepBEpEI PacTIONOKEHBI B JIOKAbHOH CETH € BHICOKOH CKOPOCTBIO JOCTYTIA, H OXH/a-
Hue Gonee 2000 mc Gyner mumHuM. MHave, ecin oTBeT He GyA€T MOMyYeH U MpUIET-
cs obpammatbes B VIHTepHeT, Mob30BaTesb Oy THT GOMNBLIYIO 3aJepPIKKY;

O cache_peer domain xoct momen — Pa3pelIMTh AJIA COCEJHEro MPOKCH-CEpBepa, pac-
TIOJIOXKEHHOTO MO aApecy xoct, paboTy TONBKO ¢ YKazaHHBIMM JoMeHaMH. Hanpumep,
clieyromas CTPOKa MO3BOJMT 0OpalIaTbes K COCEAHEMY NPOKCH-CEPBEPY C aJpecoM
192.168.2.20 (xorophlii Jo/DkeH OBITh OMMCaH IUPEKTHBOH cache peer) TOJNBKO 3a
TeM, YTO OTHOCHTCAH K JOMEHY .cOm:

cache_peer domain 192.168.2.20 .com

Bce ocranbHBle 3anpocsl He GYIyT HalpaBIAThCA Ha yKa3aHHBIA cocelHMi cepeep,
4yTOObI HE Meperpyarb ero nuimHeil paboroii. C MOMOIIBIO 3TOro NapaMeTpa MOKHO
HACTPOMTh B CETH HECKOJIBKO IMPOKCH-CEPBEPOB, TI¢ KAXKABIA OyneT oTBeyaTh 3a CBOM
JOMEH.

9.3.6. dononHurensHure AMpexTUBLE

PaCCMOTPHM NpeACTaB/MIONNE AJIA HAC LCHHOCTH OCTAaBUIHECA MNMAapaMETpbl, KOTOPLIC
A HC CMOTI OTHECTH K ONPCICIICHHBIM KaTErOpHsiaM:

O redirect rewrites host header napamerp — pa3spellleHHe (on) WIM 3amnper (off) Ha
HW3MCHEHHE T0/IA Host B 3arojioBKax 3ampocoB. EciiM W3MeHeHHe pa3pelieHo, To cep-
Bep paboTacT B aHOHHMHOM peXKHMeE, HHaYe — B MPO3payHOM. AHOHHMHBIN pexuM
TpebyeT JOMONMHUTENBHBIX 3aTPaT, HO MO3BOJIAET MCMONB30BaTh Beero oaun IP-aapec
Ui BHEIIHUX COEIMHEHW B ceTH moboro pasmepa. IIpo3paunbiit pexxum paboraer
ObicTpee, HO KaKABIH KOMITBIOTEP AO/DKEH UMeTh coOcTBeHHBIH IP-anpec, nomxons-
muii g pabotsl ¢ MHTEpHETOM;

O redirector_access crcox — MEPeYEHb 3aMPOCOB, MPOXOAAIIMX Yepe3 MepeHanpaBH-
tensb (redirector). IlepeHanpaBuTens — 310 HeGoibllas NMporpamMma, Kotopas Mpo-
cMaTtpuBaeT 3anpammBaeMele URL H, BO3MOXHO, 3aMEHSIET UX. OTOT MEXaHU3M
MO3BOJIAET PealN30BaTh JOBOJBHO 3(P(PEKTHBHBIA (HIBTP, 3anpellalolidii, Hanpu-
Mep, npocMoTp nopHorpaguH. boiee moapoOGHyo HHPOpPMalLMIO MOXHO HaWTH
B pasd. 9.5.6 n B nokymeHTtaumn no squid. Ilo yMomyaHMIO mNepeHanpaBHTeENIO
OTIPABJIAIOTCA BCE 3aIPOCHI;

O cache mgr email — agpec E-mail, Ha koTophIit 6yneT mocaaHo MUCEMO B ciTy4ae BO3-
HHUKHOBEHHA po6iieM ¢ paboToii npokcu-cepeepa;

O append_domain momen — AOMEH No yMoiranmio. Hanpymep, yaine Bcero nons3oBaTenn
paboraloT ¢ axpecaMH JoMeHa .com. BrionHe norwyHemM Oyner ykasaTh B AMpEKTHBE
HMEHHO €ro (append_domain .com). EclM momb3opatens BBeneT azapec, HampHMep,
redhat, T0 squid cam J06aBUT UM JOMEHA M HANpaBHT Ha caiiT redhat.com;

O smtp_port n— HOMep NOPTa, Ha KOTOPOM HyXHO oxuaare SMTP-zanmpocel mis
otnipaBku coobuiennit. Koneuno xe, SMTP — a1o Takoii npoTokon, KOTOphIA He
TpeSyeT KIIMpOBaHHMA, H paGoTa 4epe3 MPOKCH-CepBEP HE CIKOHOMHMT TpadHK, HO
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BO3MOXKHOCTh MOXET OKAa3aThCsl MOJIE3HOM, eClIH HeNb3s YCTaHaBJIMBATh LIUIIO3, @ pas-
pelIeH TOJIBKO MPOKCH-CEPBEp;

O offline mode napamerp — pexuM paboTsl. Eciii mapameTp paseH on, To squid Gyaer
B3aHMOJEICTBOBATh TONBKO C K3LIEM, U oOpauennii kK UHrepHery He Gyner. Ecnu 3a-
MpaIMBaeMO# CTPaHHULBI B K3LIE HET, TO NMOJIB30BaTeNb YBHAHT omH6Ky. Urobe! squid
Mor obpamarteca k UHTepHeTy, He0GX0MMMO YCTaHOBUTh MApaMeTp of £ (YCTaHOBJIEHO
10 YMOJT4aHHIO).

9.4. Tlpasa aocTtyna k squid

Ot10 caman GonbHas TeMa i Moboro agMuHUCTparopa. Jla, ¥ B squid Toxe ecTh npasa
JIOCTyTia, H OHH TaKKe OIMCHIBAIOTCA B KOHGUrypalMoHHOM ¢aiine /etc/squid/squid.conf.
Ho MBI paccmaTpuBaeMm npaBa OTIENBHO, MOTOMY YTO OCHOBHOH ymop nenaem Ha 6e3-
onacHocTb. UIMeHHO NMo3TOMy 3TOH TeMe OTBEJIEH OTAENbHBINA pa3fel.

9.4.1. Cnucox xoHTpona aocryna

IlepBoe, ¢ yeM Ham npeacTouT nosHakomuThes, — 310 ACL (Access Control List, cnin-
COK KOHTPOJIA AOCTYNA), KOTOPHIi MpeaocTaBaseT Gonblune BOSMOMKHOCTH A/ JaIbHEH-
el HaCTPOWKM MpaB JocTymna Kk caifram. C noMOUIBIO CIIHCKa MMEH Bbl Kak Obl rpynmu-
pyere neiicTBus WK nonb3oBateneil. Mcnonb3yiire s 3T0ro Cieayiouyto JHpeKTHBY

acl mMa THMN napaMeTp
VY 3710ii AMPEKTHBHI TPH NIapaMeTpa:

0O s — MoxeT ObITh OOBIM, HO JTydllle BCErO, €C/IH OHO OyJeT OMMCHIBATH BBIMOJI-
HAE€MbI€ NeHCTBHS,

O napaverp — 3anaeT maGNOH WIM CTPOKY, CMBIC] KOTOPOH 3aBMCHT OT THIIA 3allHCH
(BTOpO#i apryMeHT);

O Tun — MOXET MPUHUMATH CIEAYIOUIHE 3HAYEHHA: src, dst, srcdomain, dstdomain,
url pattern, urlpath pattern, time, port, proto, proxy_auth, method, browser, user.
PaccMOTPMM OCHOBHBIE THIIbI, KOTOpHIE BaM IPHrOAATCA NpH (OPMHPOBAHHMH IIO-
cneanero napamerpa (LabnoHa):

e src — 3ajpalorca [P-anpeca nons3oBareneii;

® dst — yKa3bIBalOTCA aJpeca CEpBEPOB;

® port — ONpENEIAETCA HOMEP NOPTa;

® proto — ONHUCBHIBAETCA CIIMCOK MPOTOKOJIOB (Yepe3 mpobein);

® method — yKa3bIBa€TCA HCNOJIb3YEMEIH METOl, HATIPUMEP: POST, GET H T. A.;

® proxy auth — ONpEAECIACTCA CIMMCOK HMECH MoJib30BaTeNei, 3HaYeHUS pa3acisioT-
cA l'lp066J'laMH. B xayecTBe HMEHH MOXKHO HCNOJIB30BaTh REQUIRED, YTOOKI TIpPHHH-
MaJIMCh /MOObIE JeUCTBUTENbHBIE 115 CcEpBepa HMEHa (acl password proxy_auth
REQUIRED);
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® url regex — ycraHaenuBaerca URL unu perynspHoe Breipaxkenue s URL;

® time — 3ajaeTcs BpeMa B ¢opMare muv hl:ml-h2:m2. C MOMOIINBIO TAKOi 3amHcH
MOXKHO OFPaHHYMTH AOCTYI TONBKO ONpEeAENIeHHbBIMH AHAMHM HeAenu U o0ycloB-
JICHHBIM BpeMeHeM. B kauecTBe AHeH Henenu MOXHO ykaspiBaTh: S— Sunday
(Bockpecense), M— Monday (noHeaenbHuk), T— Tuesday (BTOpHHK), W—
Wednesday (cpema), H— Thursday (uetrBepr), F— Friday (nartuwua), A—
Saturday (cy660Ta).

B ¢aiine koHdurypauuu yxe onucaHo HECKOJIBKO MpaBWl, KOTOPBIE FOTOBbI K MCIIONB30-
BAHMIO U B GONBIIMHCTBE CllyyaeB He TpeOyIOT BMEINATENbCTBA. JTOT CIMCOK MpaB JOC-
Tyrna, HeoOXOIUMBIX 11l paboTEI IPOKCH-CEPBEpPA, MPUBEAEH B JIUCTHHTE 9.1.

NucTunr 9.1. CNUcok acl-npasur, ONUCaHHBIX N0 YMONYaHUIO
‘B KOH(PUrypaUMOHHOM chavne /etc/squid/squid.conf .

acl all src 0.0.0.0/0.0.0.0

acl manager proto cache object

acl localhost src 127.0.0.1/255.255.255.255
acl SSL ports port 443 563

acl Safe ports port 80 # http
acl Safe ports port 21 # ftp
acl safe ports port 443 563 # https, snews
acl Safe_ports port 70 # gopher
acl safe ports port 210 # wais
acl Safe ports port 1025-65535 # unregistered ports
acl safe ports port 280 *# http-mgmt
acl Safe ports port 488 # gss-http
acl Safe ports port 591 # filemaker
#

acl Safe ports port 777
acl CONNECT method CONNECT

multiling http

Paccmotpum nepByio crpoxy. 3aeck 3agaerca ACL ¢ uMeHneM all. [lockonsky ucnob-
30BaH THIN IabNoOHa src, TO 3TOMY CIHCKY MPHHAUIEKAT IOJIb30BATENHN, Y KOTOPBIX
IP-anpec cootrBercTyer 0.0.0.0/0.0.0.0, T. . Bce moONB30BaTENH.

Cneayromas crpoka co3naeT ACL ¢ uMeHeM manager. OHa onpefeser AocTyn K NpoTo-
KOy, TIOTOMY 4YTO THIl 3allICH proto, a NOCJECAHHMH NapaMeTp 3aAaeT NpPOTOKOJ ——
cache object. U Tak manee.

Jagaiite nonpo6yem 3anatsb cBoro 3anuck ACL. [lomycTuM, B Baiteit ceti ecth 10 koM-
neroTepoB ¢ afgpecamu ot 192.168.8.1 mo 192.168.8.10 (macka noaceru 255.255.255.0),
KOTOpBIM pa3pelieH JocTymn K HTepHeTy. 3HaUUT, BCEM OCTaJIbHBIM HY>KHO 3aMpeTHTh.

Vike IIpH CO3JaHHH CITUCKA BBI JOJDKHBI OTTAJIKUBATBCA OT HACH, YTO U3HAYAIbHO JOCTYII
3arpeileH BCEM, H NMO3BOJATE TOJIBKO TEM, KOMY 3TO JAEHCTBUTEIILHO HY>HO. HTal(, CTpO-
Ka 11 BCEX Y HAC YK€ €CTh, H €€ UMA all. I[J'lﬂ ciucka u3 10 KOMITIBKOTEPOB CO3daauM
3anuch C MIMEHEM AllowUsers, M €€ OITUCaHHEC 6y1.ICT () (1474 0)110700

acl AllowUsers src 192.168.8.1-192.168.8.10/255.255.255.0
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3Ta 3anKMch OTHOCHTCH K THITY src, 3HAYHT, CIOJ4a BKIIIOYAIOTCA BCEC KOMIIBIOTEPHI C aJpe-
CaMH, YKa3aHHBIMH B Ka4€CTBC IIOCJICAHETO nmapamMerpa.

9.4.2. OnpeaeneHue npas

Ilocne co3maHus CIHUCKOB MOXHO yKa3aThk MpaBa OOCTyNa IS KOKAOro U3 HUX C Io-
MOIIBIO CJICAYOUIMX KOMAaHO:

O http access paspemenne i — ONpPEAENAET MpaBa JocTyna no npotokony HTTP.
B kayecTBe napaMerpa paspemenue MOXKHO YKa3bIBaTh allow (OOCTYI pa3pellcH) WIH
deny (mocTyn 3anpeiteH). ITocneauuii aprymeHT yna — 310 MM ACL-3anucu. B cie-
OyIolLleM MpuMepe 3anpewaercsa goctyn no nporokony HTTP BceM nonb3oBaTensm,
KpoMe yKka3zaHHbIX B ACL-3anucH AllowUsers:

http access deny all
http access allow AllowUsers

Vka3as npaBa 10ocTyna st CIMCKA AllowUsers, MBI OJHOM CTPOKOM JaeM pa3pellcHHe
JUISA BCEX KOMIBIOTEpOB, Bxoaaumx B 370T ACL. Takum o6pa3zom, HeT Heo6XoauMo-
CTH MPOMHCHIBATh NMpaBa KWKAOMY KOMITBIOTEPY B OTAENBHOCTH. JTO 3HAYHTEIBHO
obnervaer XXU3Hb aIMHUHUCTPATOPOB B GONBLINX CETAX.

B npensimymem npumepe (cM. pa3zo. 9.4.1) MBI ONKCANH CIIUCOK AllowUsers Kak CITH-
cok KommeiotepoB ¢ IP-agpecamm u3 guanasona 192.168.8.1-192.168.8.10. Ecnu
K MPOKCH-CEPBEpY OOPAaTUTCA KOMIIBIOTEP C JPYTHM aipecoM, TO B I0CTyre OyaeT oT-
KazaHo;

O icp_access paspewenue s — OINMCHIBAET pa3peUIEHUE AOCTYNa K NMPOKCH-CEPBEPY
no nipotokoiy ICP. Ilo yMom4anuio JocTyn 3anpeLieH A1 BCEX:

icp_access deny all

0 miss_access pa3spewenme 1mMa— OIMCBHIBACT paspelICeHHE Ha INOJIyUY€HHE OTBETA
MISSES. B CICTYIOIIEM NMPUMEPE TOJIBKO JIOKAIBHBIM I10JIb30BATEIIAM A3HO IpaBO T10-
JIydyaThk OTBET MISSES, a BCE OCTa1bHBIC MOTI'YT NIPUHUMATH TOJIBKO HITS!

acl localclients src 172.16.0.0/16
miss access allow localclients
miss_access deny !localclients

9.4.3. AyteHTuUgpukauus

3amura no IP-axpecy He rapaHTHpyeT OT ero HOIENKH 310yMbILIIeHHHKOM. K ToMy xe,
OCTAeTCs BEPOSATHOCTb, YTO KTO-TO MONYYMT (PU3NUECKUI AOCTYN K KOMIBIOTEPY, HMEIO-
1eMy JOCTyN Bo BceMUpHY10 ceThb, M clieflaeT HEYTO Hepa3peLIeHHOE.

Mmue noBenock pabotath B pupMe, rie KKAOMY COTPYIHHKY OBUIO pa3pelleHO CKayuM-
BaTh M3 CETH OMNpeJelieHHOe KonuuecTBO Merabaitt. IlpoBepka npoxonamna 4yepes
IP-anpec, ¥ npu NpeBbILIEHHN JTUMHUTAa PYKOBOACTBO TpeGOBaIO OT pabOTHHKA MOKPBITH
pacxo/ibl 3a CBEPXHOPMATHUBHBIA TpaguK. ITO HOPMAIbHAA CHTYaLys, IOTOMY 4TO pabo-
TO/IaTelNb He JODKEH OIUIaYHBaTh GeCCMBICIEHHBIE MPOTYJIKH COTpyAHWKa B MHTepHere.
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Ha pa6ory npuxoasT, 4ToObl BHINONHATH CBOM OOA3aHHOCTH, 3 HE MOJBICKUBATh 0060H
IUIA COOCTBEHHOTO KOMITHIOTEpa.

OnHaxapl Y HEKOTOPhIX pabOTHHKOB Oka3ajnock Gomnbloe npeBbilieHHe Tpaduka. Bpoae
Ohl HIYETro YIUBUTENIFHOIO, HO HACTOPKHBAIO TO, YTO 3TH TOBApHILH ObLIH B OTITyCKaXx.
KTo-T0 nopmensiBan 4y)kHe aJgpeca M HMCHoab30Ban ciyxeOHblii MHTepner B cBOMX
uensx.

Y1oOBl BEI HE CTOJNKHYJINCh ¢ MONOOHOM cUTyalueH, HeoGXOOMMO HPHUBA3BIBATECA HE

ToNbKO K IP-ampecy, HO M CTPOMTH JOMOJHHTEIBHYIO 3allMTY Y€pPe3 MPOBEPKY UMEHH

none3oBarenia U mapoys. s ayTeHTHHKAIMH HEOOXOOHMO OINpPEAEIUTh CIIEAYIOIHE

IUpPEKTUBEL:

O authenticate _program nporpamma ¢aitn — 3a4a€T IIporpaMMy ay*remn(onxaunn (no
YMOTYaHHIO He MCIoNb3yeTcs) U ¢aiin naposnei. ECIM BEI XOTHTE NPUMEHUTD Tpajiu-
LMOHHYIO IPOrpaMMy ayTEHTH(HKALMK, TO MOXHO YKa3aTh CJEAYIOLIYIO CTPOKY:

authenticate program /usr/lib/squid/ncsa_auth/usr/etc/passwd

ITyTs K mporpaMMe ncsa_auth B Balllel CHCTEME MOXKET OBITh HHBIM.

YT10o6BI MCTIONB30BaTh BO3MOXKHOCTH ayTEHTH(HKALMH IPOKCH-CEPBEPA, Y Bac JO/DKHA
MPHCYTCTBOBaTh XOTA Ob1 onHa ACL-3amuch THIa proxy auth;

O authenticate children n— ONpeAENAeT KOJHYECTBO TMapajUIENILHO paboTarolux
npoieccoB ayTeHTH(HKaMH. OIHH NPOLIECC HE MOXET OCYLIECTBIIATE NPOBEPKY He-
CKOJIBKMX KJIMEHTOB, IIO3TOMY, €CJIH OJJHH MOJIb30BaTeNb NPOXOAMT ayTeHTH(HKALIHUIO,
TO APYTHE He CMOT'YT MOJIY4HTh KOocTyT k MIHTepHeTy uepes cepsep squid;

O authenticate ttl n hour — CPOK (B 4acaxX) XpaHEHMs B KJIIE pe3y]bTaTa ayTCHTH-
¢uxammn. B TeueHHe 3TOro BpeMEHH N0JIb30BaTeNb MOXET paboTaTh 6€3 NOBTOpPHOIA
npoBepku. Ilo ymMomyaHMIO ycTaHOBIEH 1 4ac, HO eclIM BBEICH HENpaBWIbHBIH
NapoJib, TO 3aIMCh YJAIAETCA U3 K3LIa;

m] authenticate_ip ttl 0 second — CBA3BIBACT IP-anpec C ay’reu‘mdmxauneﬁ. He-
OGXOIIHMO YCTAaHOBHTH 0, qTOOKI [TOJIB30BATENIM HE MOIIH BOCHOJIL30BATHCS OJHHM H
TeM ke maposieM ¢ pa3Heix IP-agpecos. HekoTophbie mojp3oBaTesd CYMTAIOT, YTO
MOXXHO ACJIUTHCA MAapoJIiCM C APY3biAMH, HO HE CTOHT HM 3TO pa3peuiaTh, IOTOMY UYTO
3a pa3gady napoieil Ao/KEH OTBEYaTh TONLKO AIMHHHCTPATOP.

Ecmu B Bamieit cetu ecth dialup-nose3oBaTeny, NOAKIIOYAIOIINEC C MOMOIIBIO MO-
JieMa, TO 3TO 3Ha4YeHHe MOXKHO yBEIHYMTH A0 60 cexyHn, 4yToObl NpH pa3pbiBe CBA3H
ObL1a BO3MOXHOCTh nepe3BoHuTs. Ho 06p1yHO npH dialup-momionioueHnH UCHONB3Y-
10TcA quHamMudeckue IP-axpeca, KOTOpBIe BBIAAIOTCA NPH KKAOM COCAHHEHHH, U HET
rapaHTHH, 4YTO IIOCJIE IOBTOPHOTO 3BOHKA aipec COXPaHUTCS;

O authenticate ip ttl is_strict napamerp — €CJH MapaMETp paBeH on, TO AOC-
Tyn ¢ Apyrux IP-agpecos 3amnpemieH, Noka BpeMs, yKalaHHOE B authenticate ip
ttl, He BBIHIOET.

BHHNMAHHE!
AyteHmnchmxaumna He paboraeT, ecnu squid HacTpoeH Ha paboTy B NPO3PaYHOM peXxmrMe.
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9.5. Hexoropure HroaHcur paboTur co squid

Ceiiuac HaM NpPeJCTOMT HEMHOIO MOrOBOPHTH O HEKOTOPBIX BOMpocax 6Ge30macHOCTH
cepBHca squid M JONOJHUTENLHBIX BO3MOXKHOCTAX, KOTOPble MOTYT YCKOPHTh paboty
B UHTepHere.

9.5.1. besonacHocTb cepsuca

Korza s BriepBbie 3HAKOMWICA C JOKyMEHTAIMeH Ha squid, TO MHE O4eHb MOHPABWIHCH Clie-
JyloLIMe [(Ba MAapaMeTpa: cache effective user M cache effective group. Ecnm squid
3aIMyIXEH OT HMCHH aAMHHHCTpaTOpa root, To H.ZleHTHd)HKaTOpH NOJIL30BATEIIA H IpyINbl
GymyT 3aMeHEHBI Ha yKazaHMble B 3THX Nnapamerpax. [0 yMONYaHHIO YCTAHOBIEHO 3Ha-
ueHHe uaeHTHOUKaTopa squid | JU14 TI0Nb30BATEIA, H /1A TPYTIbI:

cache_effective_user squid
cache_effective group squid

Takum obGpa3soMm, squid He Gyaer paGoTaTs ¢ mpaBaMH root, ¥ NpH MOMNBITKE CAENATh 3TO
CEpBHC caM MOHM3HT CBOM npasa 10 squid. He cront BMemnpathea. Cepeucy squid He
HMeEET CMBIC/Ia jaBaTh GONBILEro, MOTOMY YTO €My JIOCTaTOYHO NMpaB TOJBKO Ha pabory
C KaTajlioroM Kaiua.

9.5.2. Ycropenue caiita

CepsHuc squid MoxxeT yCKOpHTB paboTy omnpeze/ieHHOro caiiTa, pyHKIUMOHHpPYA Kak httpd-
akcesieparop. [l 3Toro HeoOXOOMMO yKa3aTh KaKk MHHHMYM TpH MapaMeTpa: aipec
YCKOPAEMOTrO cepBepa, KOTOpHIi HaJ0 KILIHPOBATh, €ro MOPT H aTpHOYTHl cepBepa, KO-
TOPBI HalO YCKOPATh. JTO AENIAeTCA C NMOMOLIBIO ClEAYIOLIMX JHPEKTHB:

O httpd_accel_host ampec — aJipec pealbHOTO CepBepa;

O httpd_accel port nopr — NOPT BeO-cepBepa. Yaime Bcero 3To MOPT M0 yMOTYAHHIO
(oH paBeH 80), ec;ii He yka3aH ApyTo#;

O httpd_accel_uses_host_header napamerp — 3arojiobok HTTP Brmodaer B ce6a none
Host. CepBep squid He mpoBepsieT Host, M 3TO MOXET OKa3aThcA GonblIoH ALIpoi
B GesonacHocTH. Pa3paGoT4UHKH peKOMEHIYIOT OTKIIOHYaTh 3Ty AHPEKTHBY, yKa3aB
B Ka4eCTBE MapaMeTpa 3HaueHHe off. Bkmovate ee HeoOxoaHMo, eciu squid pabora-
€T B IPO3PaYHOM PEXKHME;

O httpd_accel with_proxy napamerp — (piar HCIOJB30BAHHA KILUHPOBAHHA CTPaHHMIIbI
U189 JOTIONIHHTENBHOIO NMOBELIMEHHA CKOPOCTH (on/of £).

9.5.3. ManeHbxuis cexper nons User Agent

MHorue cTaTHCTHYECKHE CHCTEMBI HE YYHTHIBAIOT WM HE MYCKAIOT K cebe monp3oBare-
nel, 3anpochl KOTOPBIX COINEPXAT MyCTOE 3HAa4YeHHE B Mojie User Agent. MMEHHO Tak
onpenesercs, 4To Bel paboTaere uepes MpoKcH-cepBep.
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OnATte ciy4ail U3 coOCTBEHHOI NMPakTHKH. S| CHOBa BCTIOMHHAIO (QHpMY, Iie MHE MpH-
uutock paboTaTh YeTwipe roja, W rae 3aumMTa Gbuta opranuzoBaHa mo IP-anpecy. Moif
oT/IeN 3aHUMAICA aBTOMaTH3aLuell NpOU3BOICTBA, H B HEM paboTalH IEKTPOHILIHUKH, a 5
ObUT €IMHCTBEHHDII MPOrpaMMHCT M aIMUHUCTPATOp B 0AHOM JHLE. loctyn B UHTEpHeT
ObU1 pa3pellieH TONMBbKO MHE, Ha4allbHHKY OT/A€eNa H €ro 3aMecTHTemo. Yepes HeCKoIbko
4acoB JIOCTYIl MMEJIU Bce coTpyAHMkH otaena. Kak sto mpoucxoauno? PeweHne oueHb
MPOCTOE — A MOCTaBWI Ha CBOH KOMIBIOTEP MPOKCH-CEPBEP, K KOTOPOMY MOIJHM IMOA-
Kmo4aTbca 6e3 ayTeHTH(PUKaLIMK MOH COCITY>KHBLIBI, 8 OH YK€ MEPENPaBJIs 3TH 3aNpocCkl
KOpIopaTMBHOMY NpokcH-cepBepy. [lockonbKy Bce 3anmpochl LUTH OT MEHS, TO TNIABHBIH
MPOKCH-CEpBEp HE BO3paXKal.

Ha nepselii B3r/isa pellieHyue HAEAIBHOE, HO TYT €CTh OAMH M3bAH. [la, 3T0 mone User
Agent, KOTOPOE CTAHOBMTCA IyCTBIM NPH TMPOXOKACHHH MAaKeTOB uepe3 Mo squid-
cepeuc. Ho mone MoXHO 3a7aTh Bpy4HY0 B KoHGHrypaumoHHom daitne. [lna 3toro
CYyLIECTBYET JUPEKTHBA fake user agent. Hanpumep, criefyiommas cTpoka MOXeT 3MyJIu-
poBaTth 3anpochl, kak 6yaTo oHu HIYT oT 6paysepa Netscape:

fake user agent Netscape/1.0 (CP/M; 8-bit)

9.5.4. 3awmTa cet™

Cepsuc squid MoxxeT OBITh kKaKk CPEICTBOM 3alLMTBI CETH, TaK H OPYJAHEM IIPOHHKHOBEHHA
XaKkepa B ceTb. YT0Obl BHEILIHHE MO/b30BATENN HE MOIJIH 3aACHCTBOBATE MPOKCH-CEPBEP
JUTA TIOAK/IIOYEHHS K KOMIBIOTEPaM JIOKAJIbHOH! ceTH, Heo6xonnMo 106aBUTL B KOHGHrY-
PaLMOHHBIH (paiin ciexyrolHe CTPOKH:

tcp_incoming_address BHyTpeHHMIT ampec
tcp_outgiong address BHeuwnuit ampec
udp_incoming_address BHyTpeHHMi1 azpec
udp _outgiong address BHewumii_appec

31ech BuyTpennmit_ampec — 3TO aJpeC KOMIIBIOTEpA ¢ YCTaHOBJICHHBIM squid, ceTeBoe
COeIMHEHHE KOTOPOro HAMpaBJieHO Ha Ballly JIOKaNbHYIO CETh, @ BHewHuit_ampec — 3TO
ajipec CEeTeBOro COelHWHEeHMs, HampasjeHHoro B MHTepHer. Ecniu HempaBWIBHO yKa3aTh
ajipeca, TO Xakep CMOXKET MOAKIIOYATECA K KOMIIBIOTEpaM JIOKATLHON CETH, HaXOMsCh 3a
ee npenenamu. Bot npumep omnbouHoro koH$pUrypuposanua squid-ceppuca:

tcp_incoming_address BHewnuit ampec -
tcp_outgiong address BHyTpeHHMit ampec

udp_incoming address BHewHwit ampec

udp _outgiong_address BHyTpeHHMI ampec

9.5.5. Bopbba ¢ 6aHHepamu M BCRNLIBAOWMMU OKHAMMU

B ¢upme, rae s paGoran, nosBHICA HOBBIH COTPYHHK, H B NMEPBYIO HEAEMO MBI OLYTH-
JI¥ yBelu4eHne Tpaduka. ITo ObIBaeT CO BCEMH, MOTOMY YTO J1060# HOBEIH MONB30Ba-
Tens MIHTepHeTa HAYMHAET CMOTPETh BCe cTpaHULbl noapsaa. Co BpeMEHeM HHTEpeC CTH-
XaeT, ¥ TpapHK MOHHKAETCH.
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M5l y)ke rOBOpPHIIM O TOM, YTO Ha JMOGOM caiite 6OMBLIYIO YacTh Tpaguka OTHUMAET rpa-
duka. B GonpmmHcTBe Gpay3epos oToOpaKeHHe KAPTHHOK MOXKHO OTKIIIOYMTh, HO MOCIIE
3TOrO ITYyTEWIECTBUE OKAWKETCA He oveHb ynoOHbIM. Hekotopeie caiftel 6e3 rpaduku Te-
PAIOT MHHPOPMATHBHOCTb, U C HUIMH CTAHOBHTCS CIIOXKHee paboTaTh, MO3TOMY OTKa3aThCs
COBCEM OT ITOr0 PeXXUMa HEBO3MOJKHO.

Ho ects rpadmka, xotopas Hagoenaer, pa3gpaxKaeT M HE HECET MONE3HOH MHOpMAaLHH,
a rilaBHoe, OT Hee MOXHO U36aBUTHCA. S roBopio npo OaHHephl. J[aBaiiTe paccMOTpUM,
KaK UX MOXXHO OTIKJTIOYHTb €llle Ha YpOBHe NMPOKCcH-cepBepa. Jlns aToro cHavana qo6aBuM
B (haiin squid.conf cneayrolme npasuia:

acl banners_regex url_regex "/usr/etc/banners_regex"
acl banners path regex urlpath regex "/usr/etc/banners path regex"
acl banners exclusion url regex "/usr/etc/banners exclusion"

ITepBas cTpoka coznaer ACL-CIMCOK ¢ IMEHEM banners_regex THIA url_regex, KOTOPBIH
nossoJjiser cpaBHuBath nonueli URL-aapec. B nocneanem mapamerpe onpenelsieH ¢aiin
lusr/etc/banners_regex, B KOTOpoM OyIyT yKa3biBaThC Hy)KHBIE azipeca. Hac uHTEpecylor
URL 6aHHepHBIX CHCTEM, H BBl MOYKETE TIOMECTHTE HX B 3TOT daiin.

Bropas cTpoka cosmaer ACL-ciMCOK € HMEHEM banners path _regex THIA
urlpath regex. B mocneanem ee mapaMerpe CHOBa yka3aH daiin /usr/etc/banners_path_
regex, B KOTOpOM Bbl A0/DkHbI onuchiBaTh MyTH URL, KOTOpEIE BMOCAEACTBMM MBI
3aMpETHM.

Tperss cTpoka cX0xa C NepBoi, HO MMEET UMs banners_exclusion H CBA3aHa ¢ (aiinoM
fusr/etc/banners_exclusion. B nepBbix AByx ¢ainax Bbl AOJDKHBI OMMCHIBATE ITyTH WIH
1wa6IIoHEI, O KOTOphIM NOTOM OyayT obpe3atbcs GanHepsl. Ho GbiBatoT cirydau, koraa
MOXKHO NPOMaxHyTbCA M OTCE€Yb BIOJHE MONe3Hylo MHbopMaimio. Ecnn Haiiaen omu-
GOUHBIif ITyTh, TO €ro MOXCHO 3amucaTh B 3TOT (aiii, 1 6aHHep OyaeT 3arpyxeH.

Teneps no6asnsem eie nBe ctpoku nocne onucanusa ACL-3anucei:

http_access deny banners_path_regex !banners_exclusion
http_access deny banners _regex !banners exclusion

O6e OUPCKTUBBI UMCIOT OJUH M TOT )K€ CMBICJI — 3aNpellaeTcsa 3arpy3ka no aapecam,
MMPONMHUCAHHBIM B CIIMCKE banners_path_regex WIM banners_regex, €CJIH aIp€C HE BXOIUT
B MCKJIIOUEHHe, onncaHHoe B daiine ACL-cniucka banners _exclusion.

PaccMoTpuM ¢parmeHT coaepikumoro ¢aiina /usr/etc/banners_regex:

“http://members\.tripod\.com/adm/popup/.+html
~http://www\.geocities\.com/ad_container/pop\.html

HanomuHato, uro B 3toM ¢aiine Haxoaarca URL-myTH mis cpaBHeHMs, M BCe ajpeca,
KOTOpbIE UM COOTBETCTBYIOT, OYAyT OTOHIBTPOBAHBI.

[IJabnoHy H3 mnepBoil CTPOkM COOTBETCTBYeT, HampuMmep, aapec http://members.
tripod.com/adm/popup/popup.html, Tak yro oH He Oyaer 3arpyxkeH. Jla, Tak npocTo.
H nonb3oBarenu Gonblue He YyBUAAT BCIUIBIBAIOLIME OKHaA C caifta tripod.com. Eciu Bel
3HAKOMBI C PErYNAPHBIMH BBIPAKEHHSAMH, TO CMOXKETE CO3AaTh NMOAOOHBIE 3aMHCH VI
mo6oi 6aHHepHOH cucTeMBl U 00pe3aTh caMble 3aMbIC/IOBAThIE MyTH HAJOEAJIUBBIX Kap-
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THHOK. Sl He Gymy 3aTparMBaTh PEryJIipHbIE BBIPOKEHHA, MOTOMY YTO 3TO T€Ma CTOJb
BeJIHKa, YTO TpeGyeT OTAENbHON KHUTH.

ITpn 60prbe ¢ GanHepamu GyasTe TOTOBH K TOMY, YTO «0Ope3aHue» He BCeraa romora-
€T, — BCIUTHIBAIOIHE OKHA MOTYT CHOBa MOABHTBECA 4epe3 OMNpeleieHHOe BpeMA. DTo
CBS3aHO C TeM, YTO GaHHEpHl — MPOCTO peKilaMa, H NMO3BOJLIOT 3apabaThiBaTL AEHBTH HA
cyllecTBoBaHMe caiita. Oco60 onapeHHbIE aJIMHHHMCTPAaTOPhl HIUYT JitoObie BO3MOXKHEIE
MyTH, 4TOOBI Ballla CHCTEMa He CMOIJIa W30aBHTECA OT pewiaMbl. JI11 3TOro OHM MocTo-
SAHHO W3MEHAIOT azipeca, B pe3yJIbTaTe Yero pery/pHoe BhIpOKEHHE mepecTaeT cpabarsi-
BaTb.

9.5.6. TToameHa 6aHHepa

IToxa 4To MBI 3aNpeTHIH 3arpy3Ky GaHHepoB WM BCIUTbIBatoIHuX okoH. Ho nocne storo
BeG-CTpaHHMLUBI MiepecTaloT OBITh NpHBIIEKAaTeNbHEIMH. YTOGBI 3TOrO He mpoH3OLLIO,
MOXKHO 3aMeHATh GaHHEpHl Ha CBOH KAPTHHKH, KOTOpPBIE XPAHATCA Ha CepBepe, H OTNaaeT
HeOOXOAUMOCTD rpy3HTh HX H3 HHTepHeTa.

Jina pelleHHs 3TOM 3a/[auM O4Y€Hb XOPOLIO MOAXOAMT nepeHanpasutens (redirector). Jia
cepBHCca squid — 3To BHelHAA NpoOrpamMMa, KoTopas MoAMeHseT aapeca. Hanpumep,
€CJIM caifTy HeoOXOAHMO 3arpy3HTs GaHHep, H Ballla POrpaMMa CMOIJIa OTpele/HTh Ta-
KyIO TONBITKY, TO redirector moJAMEHHT aJipec H BMeCTO 6aHHepa 3arpy3HT TO, YTO yKaxe-
T€ BbI.

EcTts Toneko oxHa npo6iiema — B OC HeT U He MoxeT OBITh Tako# roToBoil NporpamMMel.
Ee HeoGxoaumo Hammcath. Jiis 3Toro mopoitner mo6o#t s3plK MPOrpaMMHUpPOBaHKA, a A
MOKax<y BaM NpHMep, peaH30BaHHbIH Ha a3bike Perl. Eciin BoI yMeeTe nmporpaMmMupoBars
Ha 3TOM A3bIKE, TO cnocob c redirector MoHpaBHTCA BaM GoJiblue, YeM MPOCTOl 3amper
yepe3 ACL.

IIpumep wiaccH4eckoit mporpaMmsbl redirector MoXxHO yBHAETh B JIHCTHHTe 9.2. S nocra-
paics MaKCHMaJIbHO YIIPOCTHTB €ro, 4roObl BaM Jierde ObUIO afanTHPOBAaTh CLIEHAPHIA
MOJI CBOH 3aJ]a4H.

#!/usr/bin/perl

$1 =1;

# Yxaxure URL Ha BaleMm BeG-cepBepe, Ile JIeXaT KapTMHKA
S$YOURSITE = 'http://yourserver.com/squid';

$LOG = '/usr/etc/redirectlog’;

$LAZY WRITE = 1;

if ($LOG) {
open LOG, ">> $LOG";
unless ($LAZY WRITE)
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{
select 10OG ;
$1l=1;
select STDOUT;

@b468_60 = qw (
www\ . sitename\.cam/cgi/
# IoGaebTe cibma ommcanua URL-ampecoB ¢ OaHHepamm
# pasamepom 468x60
)i

@bl00_100= qw (
www\ . sitename\.com/cgi/
# IoGaBbTe ciobma onucauma URL-ampecop c GaHHepamu
# pasmepom 100x100
)

@various = gw (
www\.sitename\.com/cgi/
# JoGaebTe copma ommcanua URL-agpecoB C HeCTaHUapTHRMA
# paamepamn GaHHepa
)i

@popup_window = qw (
~http://members\.tripod\.com/adm/popup/.+html
~http://www\.geocities\.com/ad container/pop\.html
~“http://www\.geocities\.com/toto\?
# IoGaebTe coma ommcanms URL-ampecoB, C KOTOPHX
# BHICKAKMBALT BCIUBAKMME OKHA

):

# OmcanMe pacnosioxeHUA KapTUHOK

$b468_60 = "$YOURSITE/468_60.gif";
$b100_100 = "$YOURSITE/100_100.gif";
$various = "SYOURSITE/empty.gif";

$closewindow = "$YOURSITE/close.htm";

while (<>)
{
($url, $who, S$ident, Smethod) = /~(\S+) (\S+) (\S+) (\S+)$/;
$prev = $url;

# NlpoBepka GaHHepa 468x60
$url = $b468 60 if grep Surl =~ m%$_%, @b468_60;

# TNpoBepka GaHHepa 100x100
$url = $b100_100 if grep $url =~ m$$_%, @€b100_100;
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# IpoBepka GaHHepa MPOM3BOJILHOI'O pas3Mepa
$url = $various if grep Surl =~ m¥$_%, @various;

# BCIURBaKIWEe OKHO
$url = $closewindow if grep Surl =~ m%$_$%, @popup_window;

# OTOesbHEDT CaifT, He BHECEHHEM B CIIMCOK B Hauaje g¢aina
Surl = "SYOURSITE/empty.gif" if $url =~ m%hitbox\.com/Hitbox\?%;

if (SLOG and S$Surl ne $prev)
{
my ($sec, $min, S$hour, $mday, $mon, Syear) = localtime;
printf LOG "%2d.%02d.%2d %2d:%02d:%04d: %s\r\n",
Smday, S$mon + 1, $year + 1900, $hour, $min, $sec,
"Swho Sprev > Surl";

print "$url $who $ident $method\n";

close LOG if $SLOG;

A nocrapasica cHabauTL koA B JMCTHHrEe 9.2 KomMMeHTapuamu. Ecnu y Bac ectb onbiT
nporpamMupoBaHus Ha Perl, To nanbHeHnMe AeficTBUA BBl BeINONIHUTE 6€3 mpobieM.

CoxpaHuTe 3Ty nporpamMMy B (paiine /usrletc/redirector M ycTaHoBUTE 1st squid mpaBa Ha
ero ucnonHeHue. [locne sToro nobaseTe B aiin squid.conf cemyIOLIyIO CTPOKY:

redirect program /usr/local/etc/squid/redirector

Yto6rI mporpamMma 3apaboTaia, co3zaiite Ha cBoeM BeG-cepBepe (ailiibl co ceayouMu
HUMEHaMH:

0 468_60.gif — kapTHHKa pazMepoM 468x60;

O 100_100.gif — kapTHHKa pasMepoM 100x100;

O empty.gif — KapTHHKa, KOTOpas OyAeT 3aMeHATh HecTaHIapTHble GaHHepsl. Jlyuine
BCero ee clenarh pasMepoM 1x1 mukces, 4ToObl OHa He HCTIOPTHIIA AW3aiiH caiiTa;

O close.htm — daitn HTML, kotopslii 6yner 3akpbiBaTh BCIUIBIBAlOIIME OKHa. B Hem
HY>KHO MOMECTHTH BCETO JIMIIB (YHKIMIO, KOTOpad OynaeT 3akpbiBaTh OkHO. s aToro
ciyuT ¢yHkimsa JavaScript window.close (). Ilpumep cogepxxumoro daitna nokazan
B IMCTHUHre 9.3.

Bce 5TH daiiiibl JOMDKHEI JIekaTh Ha BeG-ceppepe B oaHOM Katasore. He 3a6yapTe B cre-
HapHH (B MEpEMEHHOMN $YOURSITE) YKa3aTh NPaBWIbHLIA MyTh K 3TOMY KaTalory.
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Nuctunr 9.3. Mpumep JavaScript-haina, mpummemacnnusawm OKHO G

<html>

<head>

<script language="JavaScript">

<!--
window.close () ;

//=-=>

</script>

</head>

<body>

</body>

</html>

9.5.7. bopbba c 3anpelieHHLIMU CAATAMU

HenasHo s pasroBapuBan ¢ OTHUM CBOWM 3HaKOMBIM, H MHE NIOHPaBHJIOCh €ro ONpeaese-
Hue MHTepHeTa: ceTh co3naHa U xuBeT MopHorpadHeil. SI He COBCEM B 3TOM YBEPEH, HO
MHE Ka)XETCs, YTO OH MpaB XOTA Obl B TOM, 4YTO TPapUK C CAHTOB C MHTHM-CONEPKMMBIM
HanGonee BHICOK (€C/M He CUMTATh CIyxO0y oOHOBneHus Microsoft, oTkysAa none3oBare-
M CKaYMBAIOT NaT4YM /18 NPOrpamMM 3Toi koMnanuu ©).

Hu oaun paGotopatens He oGpamyercs, ec/iM €ro COTPyAHHKH B paGoyee Bpems OymyT
noceLaTs CaiAThl C 3aNpelleHHBIM KOHTEHTOM (3TO He ToJNbKO Gecnonie3Has TpaTta Tpadu-
Ka, HO W Jpyrue HEeMpOU3BOAMTENbHBIE pacxolbl). PoxuTenH Toxe He XOTAT, YToObl MX
JeTH MocellaTy NoAoOHbIe CalThl, MO3TOMY CTPEMATCH OTPaJMTh HX OT 3TOrO 3pejIMLIA.
3T0 5 rOBOPIO KaK OTell ABOMX AETEH.

ITopHOCa#TBI 1€rKO MOXCHO 3aNPETUTH C MOMOILBIO TAKHMX )K€ METOAOB, Kak MbI HCIIOJIb-
30BaM A1 6aHHepoB. HanpuMep, MOXKHO OTK/TIOYHMTH JTIOOBIE CalfThl, B afpece KOTOPBIX
ecThb ClIoBO «sex». Ho Henb3s 3a6piBaTh, 4To MOryT ObITh HCckOYeHHA. K npumMepy, an-
pec MoxeT coepxats TekcT «GasExpoy». O6paTuTe BHUMaHHE, YTO BbIAEIEHHBIE OyKBbI
CO3MAOT CJI0BO «sex». M ciydan, KOrAa MojE30BaTeH MONAJAloT OTHIONAL HE HAa CalT
BBICTAaBKH 110 ra30BoMYy 060pyIOBaHHIO, BIIOJIHE PEaJIbHBI.

Co3aaBaTh CIIMCKHM 3aNpeLleHHBIX CAliTOB JOCTaTOYHO CIIOXKHO, HO MOXKHO. B HacTos1ee
BpeMs B 30He com OOJbLIMHCTBO CalTOB 3POTHYECKOH HAMpaBIEHHOCTH 3aKpbUIHCh, U
OHHM O0XKHBAaIOT ApPYrue AOMEHBI, PHHAMIIeKAIUME MATEHEKUM rocyaapcteaM. Cyilect-
BYIOT IOM€Hbl, KOTOpble Ha 90% COCTOAT U3 CalTOB HHIYCTPHH Pa3BIICUECHHH I B3pOC-
npIX. BoT Bx MoxHO 06pe3aTh NOJIHOCTBIO.

9.5.8. OrpaHuyeHue kaHana

Ilpu opranmsauuy noctyna B MHTepHeT odeHs yacTo Tpebyercs 06ecnednuTs OTACIBHBIM
none30BaTeNaM GONbLIYIO CKOpOCTh MoAKmoYeHus. Kak ato caenats, koraa no yMmonada-
HHMIO BCE paBHONpaBHBI M MOryT paboTaTb Ha MaKCHMAJIbHO JOCTYTIHOHW B TEKYILH
MOMEHT CKOpocTH? Il 3TOro Hy)XKHO ONpeAeNUThCA ¢ NMPHOPHUTETaMH. i HEKOTOPBIX
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NoJib30BaTeNiell MOJDKeH OBITB 3ape3epBMPOBaH BBICOKOCKOPOCTHOHM kaHan cBa3d. Ho
HeJb3s MIOBBICHTH CKOPOCTb OTHOMY 4eNoBeKy Ge3 yiiep6a ocTajibHbIM.

Ecnu koMy-To TpebGyercs Iojioca rapaHTHpPOBAaHHOH NpPOIYCKHO#M crnocoGHOCTH s
paboTBl ¢ MPWIOKEHNAMH, TPeOYIOIHMH BBICOKOH CKOpocTH oOMeHa (Hampumep, is
NpoBeICHUs Mpe3eHTalii), Bbl JOJDKHBI 3ape3epBHPOBaTh M1 HHX Gosee MOIIHBIHN, YeM
IUTA OCTANBHEIX, KaHaJl.

OI‘paHH‘leHHC BHCIIHECro KaHajla JO0CTaTOYHO JIErKO BBIITOJTHHTE € IMTOMOLIBIO SqUid.
I[npek'mnm, KOTOPpBIC HY>KHO HCITOJIb30BaTh, MOXKHO YBHACTh B CIICAYIOLLIECM ITPUMEpPE:

delay pools 3

delay class 11

delay class 2 2

delay class 3 1

delay parameters 1 256000/256000
delay_access 1 deny all
delay_access 1 allow admins
delay parameters 2 256000/256000 4000/8000
delay access 2 allow all
delay_access 2 deny admins
delay parameters 3 64000/64000
delay access 3 deny all

delay access 3 allow bigboss

10T KOI Hy)KHO N06aBuTh B (paitn koHHTYypalmH /etc/squid/squid.conf ocie kKOMMEHTa-
pus:

# DELAY POOL PARAMETERS (all require DELAY POOLS compilation option)

# -

BONBIIMHCTBO NAPaMETPOB 31€Ch 3a/IaHEI 110 YMOIYaHHIO, H MX CJIEAYeT 3aMEHHTh B CO-
OTBETCTBHH C CYHIECTBYIOLIEH y Bac CHTyaLHeH.

Japaifte moapoGHO paccMOTpUM Takylo KoH¢HUrypaumio. Jlns Hauama Hy)XHO onpene-
JIMTh, CKOJIBKO Y Bac GyAeT mysoB (TpaBHJl, ONHUCHIBAIOLIMX CKOPOCTh AocTyma). J{ns 3to-
ro HCIONB3YEeTCA AUPEKTHBA delay pools n, IJie n — 3TO KOJHYECTBO mMynoB. [lo ymos-
YaHHIO n PaBHO HYJNO, H HET HHKAKHMX OrpaHH4YeHui. MBI co3gaaiuM TpH IMyna, no3ToMy
B IIpHMepeE yKa3aHO YHCIIO 3.

IMTocne 3TOro HyXHO OINMpPEAENNTh, K KAKOMY KJIacCy OTHOCHTCS IMyl. JTO Jeaerc ¢ Mo-
MOIIBLIO AMPEKTHBHI delay class n c, II€ n— 3TO HOPAAKOBBIA HOMEp, a c — HOMep
Kwiacca. Kaxknas cTpoka ¢ AMPEKTHBOH delay class JO/DKHA MMETh CBOH MOPAAKOBBHIH
HOMep, KOTOphIH HauHHaeTcs ¢ 1. B HameM nmpuMepe TpH CTpOKH, MO3TOMY B MepBOii
MapaMeTp n paBeH 1, BO BTOpPOH — 2, a B TPETheH — 3.

Homepos kiacca (BTopoit napaMeTp) MoxeT ObITh TPH:

O 1 — orpaHuveHHE KaHala MPOHUCXOAUT WA Beeil cetH. Hanpumep, y Bac BHeLIHMiA
kaHaJ 256 KOuT/c — BBl MOXeTe €ro YMEHBIUHTD UIA BceX A0 64 Kout/c;

0O 2 — Cy3HTh MOXHO OOIIMH KaHAI, a TAlOKe I KAKAOrOo MOJb30BaTessd HHAWBHAY-
aneHO. B 3TOM CiTydyae MOXHO NMOHH3HTH oOmui xaHan mo 64 K6ur/c, a kaxaomy
nons3oBaTemo — Ao 4 Kowur/c;
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O 3 — orpaHHYHBaTH MOXKHO OOIIMI KaHA, HHAWBHAYATPHO U I KaXIO0H ceTH B OT-
aensHocTH. HanpuMmep, ecnu ckopocTs kaHana paBHa 256 K6ut/c, a B Bameit cetH
paboTaloT 4 MOACETH, TO KAKAOH M3 HMX MOXHO BhyaeauTh mo 64 K6ut/c, urobnl
PaBHOMEPHO Pa3fe/IMTh HATPY3KY.

B HameMm npuMepe Mbl HCIIOIB3yeM IMyJIBI Ki1accoB 1, 2 U cHoBa 1. Sl cmenmaneHo pacno-
JIOXKHJT MX HE NOCIIEIOBATENBHO, YT0661 pHMep 6bu1 60Jiee HATTIARHBIM.

Tenepr onuceiBacM napaMeTpbl CKOPOCTH AOCTYTIa. 3TO AENACTCA ¢ MOMOLIBIO CIEQYIO-
LI TUPEKTUBBI:

delay_parameters nyJl CKOPOCTb_KaHajla CKOPOCTb_CeTH MHIMBMOyaAJIEHO

3neck nyn — 3TO HOMEP IMyJa, CKOPOCTh KOTOPOrO MBI XOTHM OMHCaTh. Tak, B HalleM
npMMepe ClieyIollas CTPOKa OTHChIBAET CKOPOCTH Ul NEPBOTO IMyJia:

delay parameters 1 256000/256000

KonuuecTBo napaMeTpoB 3aBHCHT OT KJ1acca Hcnonb3yeMoro myia. Tak kak myn 1 umeer
knacc 1 (delay class 1 1), y KOTOPOroO MOXHO OFPaHHYHBATH TONBKO KaHa/ MOJTHOCTHIO,
B JUPEKTHBE HCTIONB3YeTCA €IMHCTBECHHBI MapaMeTp — CKOpOCTh  KaHaja:
256000/256000. Kak M0OXkHO BHAETh, OH GOPMHpYETCS B BHAE NBYX YHCEJI, Pa3/IE/ICHHBIX
3HakoM /. JIo kocoii uepThl yKa3bIBaeTca CKOPOCTB, C KOTOpPOH OyAyT ckauMBaThCA HaH-
HBIE H3 CETH, a Nocjie Hee — pa3Mep IyJia, T. €. EMKOCTb, KOTOPYIO MOXHO Hano/JHHUTh
TOTYYEHHBIMH M3 CETH JJAHHBIMH. '

O6paruTe BHUMaHHe, YTO CKOPOCTh YKa3bIBaeTcsi MMEHHO B GaiiTax, a XapaKkTepHCTHKa
MozeMa 3afaerca B 6uTax B ceKyHIy. Ecnii B kayecTBe CKOPOCTH yYKa3aTh 3Ha4Y€HME -1,
TO HHKAKHX OrPaHHYEHHHA He Oyner.

INocne onpeneneHus napaMeTpoB UIA MEPBOrO IMyJia HY)XKHO YCTaHOBHTE MpaBa AOCTyma
K HeMy. JTo AenaeTca AHPEKTHBOM delay access, KOTOpas HMEET CJIE IO BHI:

delay_access nyn moctyn acl

INepBhiii mapaMeTp — 3TO cHoBa HoMmep myna. IloroM ykaspiBaeTcs JOCTYN allow WIH
deny, H ocneHuM uaet uMa ACL-cniucka.

B Haliem npuMepe AA MEPBOTO ITyJia 3alMHCAHB] ABE CTPOKH:

delay access 1 deny all
delay_access 1 allow admins

Cuavana Mbl 3anpeiaeM JOCTYT JUIA BCEX, a MOTOM pa3spelacM paboTaTe Ha 3aaHHOH
ckopocTH Tonbko ACL-cnHcKy admins. IlompasymeBaeTcs, 4To B 3TOT CIIMCOK BXOIAT
aZIMHHHCTPATOPBI.

I[a.nee HIET ONMHCaHHE CKOPOCTH H MNpaB NOCTYTIA V1A BTOPOro ITyJia.

delay parameters 2 256000/256000 4000/8000
delay access 2 allow all
delay _access 2 deny admins

Tak kak BTOpOIi MyJl OTHOCHMTCA KO 2 KJIAcCy, TO 3[ech HYXHO YKa3aTb 0OLIyl0 CKOPOCTb
(256 000 6aiitoB B ceKyHAy) H CKOPOCTb AOCTYNa KaXAOro KOMIIBIOTEPAa B OTHEJIb-
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Hoct — 4000 6aiitoB B cexynay. Ha Takoit ckopoctn 6ymyt paboTaTth Bce Monb3oBaTe-
JIM B CETH, KPOME aIMMHHCTPATOPOB.

Ecnu BBl yCTaHOBHTE TakWe MpaBwia B KakoH-THO0 OpraHH3allMK, TO MOTYT BO3HHKHYTb
npo6JieMbl C pYKOBOJCTBOM, TIOTOMY YTO AMPEKTOP TOXKE MONajeT B CIHCOK all U OyaeT
BBIHYXIeH paboTarh Ha ckopoctH 4000 GaiitoB B cekyHmy. SI aymaio, YTO ero 3TO He
YCTPOHT, H UIA HEro MBI c/eNIaeM OTICJIBHYIO 3aMHCh:

delay parameters 3 64000/64000
delay _access 3 deny all
delay access 3 allow bigboss

C noMOLUBIO OrPaHHYEHHUA TPOMYCKHOH COCOGHOCTH KaHajla MOXKHO 3aNpeTHTh 3arpys-
Ky MyibTHMeanadaiiioB B pabouee BpeMda. B crnemyromeMm npumMepe Mbl pa3speluaeM
OBICTPO YHTATh BeG-CTPaHMYKH, HO YMEHBIIAEM CKOPOCTb 3arpy3Kkd OpYrux meauadaii-
J10B (JIUCTHHT 9.4).

l TucTunr 9.4. Orpauu%uecxopowu 3arpy3ku meguacaitnos B paboyee Bpems )

# ACL-CIMCOK, OMMCHEAIIMIA CeTb

acl fullspeed url regex -i 192.168.1

# ACL-cmmcok, onmucHBaoupsi Memiadaism, i KOTOPRX HeoBXommo

# MOHUBUTL CKOPOCTB

acl mediaspeed url regex -i ftp .exe .mp3 .avi .mpeg .iso .wav

# Bpems, B TeueHME KOTOPOTO OyHeT INeHCTBOBATb OI'PaHMUEHME Ha CKOPOCTb
# zarpyskmu MemmadaiioB

acl day time 08:00-18:59

# HaMm Hy®HO IBa NyJla BTOPOTO KJjlacca

delay pools 2

delay class 1 2

delay class 2 2

# IlepBLDI NYJT He MMeeT oTpaHMYEeHM IJIA BCeX
delay parameters 1 -1/-1 -1/-1

delay access 1 allow fullspeed

# Bropoit nyn orpaHuMuMBaeT OOCTYN B OHEBHOE BpeMAa
delay parameters 2 4000/100000 4000/100000

delay access 2 allow day

delay access 2 deny !day

delay access 2 allow mediaspeed

S nocrapancs CHabOMTH JUCTHHT MOAPOOHBIMM KOMMEHTapHAMH, YTOOBI BBl MOTJIH
C HUM pa3obparbcsa 6e3 JOMONMHUTENbHBIX NMOACHEHHH. X04Yy TOJIBKO 3aMETHTh, YTO CKO-
pOCTB MOHIDKaeTcA 1A BceX. EciM BBl XOTHTE paspeLiuTh ONpenesieHHBIM Mojb30BaTe-
7aM paboTaTh Ha MOJNHOM CKOPOCTH, MOXKHO BHECTH MX B CIIMCOK (Hampumep, allowfull)
¥ 100aBHUTH B KOHELI JINCTHHTA CJIEAYIOLLYIO CTPOKY:

delay access 2 deny !allowfull
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9.6. 3awmra npoxcu-cepeepa: squidGuard

Hcnonp3oBaHue NMpoKcH-cepBepa JOCTATOYHO OMAacHO, MO3ToMy squid o4eHb YacTo MNpH-
MEHSIOT COBMECTHO C [ONOJIHUTENBHOMN 3auIuToi B BHAe nporpamMmel squidGuard. B ka-
YecTBe BO3MOXKHOCTEH 3TOro CTpaKHUKAa MOXKHO BBIIEJIMTH OMO3HABAHHME MMOJIB30BATENEH
Mo UMEHH WM aapecy, GWILTpaLMIO 3apOCcOB, 3aMeHy GaHHEPOB H T. A.

9.6.1. YcraHoska

VcraHoBKa mnporpaMMbl BecbMa HHTepecHa. CkayaiiTe HCXoAHble KOABI € caiTa
www.squidguard.org. CxayaB HCXOIHHKM, pazapXuUBHpyiiTe MX. 3TO MOXHO CJ€/aTh
naxe rpaduueckoii yTwiuToii, kotopas pa6otaer B Ubuntu kak daiinoselii MeHemwkep.
Jlna npocToThl pazapxuBHpyiiTe WX B CBOH NOMaIIHMH Katajior. 3amyCTHTE TEPMHHA
M nepeiauTe BHYTPh CO3JaHHOTO IPH pa3apXMBALIUH KaTaliora ¢ porpaMmoii:

cd ~/squidGuard-X.X

B nHaweMm cny4ae x.x— 310 HoMep Bepcud squidGuard. 3amycTuTe OTClONa KOMaHIY
KOH(HTypaLyu:

./configure

ITo akpaHy mo6GeryT cTpoku, coobluaroLIe 0 X0a€e NPOBepkH H KOHGUIYpPUPOBAHHUA NpO-
rpamMmel. Eciii BbIOSTHEHHE NpepBalioch ¢ OLUMOKOH, TO, BEpOATHEE BCETO, B BaIlIEH CHC-
Teme orcyTcTByeT BerkeleyDB. ¥V mens B Ubuntu Tak u 6110, MO3TOMY Cpa3y paccKaxy,
KaK CTaHLeBaTh TaHel ¢ OyOHaMM Ul yCTaHOBKH 3TOro 3Beps. IIpH noMoiuu MoHCKoBH-
ka Haxonum apxuB BerkeleyDB, ckaunBaem ero u pasapxusupyeM. Jlyyllle onaTe paszap-
XHBHPOBaTh B JAOMAILHIOI MAnKy — BCE PaBHO MOTOM BCE 3TO MOXKHO OYyAeT yJanHThb.
Teneps nepexoquM B manky:

cd ~/db-X.X.X/build-unix

BykBbI X CHOBa 03Ha4alOT 31€Chb HOMep BepcHH. OOpaTHTE BHHMaHHE, YTO MBI ME€peXo-
JMM B ToAxaTaior build-unix. DTo oueHs BKHO — Mbl YCTaHaBIHBaeM 616aHoTEKY pabo-
Thl ¢ 6a3oii B Linux, kotopad orHocutca k cucremam UNIX, mosroMy KOMMWLALMS H
YCTaHOBKa [O/DKHAa MPOMCXOAMTh UMEHHO OTCIoa. B 3TOM KaTaiore BLINOJHAEM TPH
KOMaHJIbI:

../dist/configure
make
sudo make install

IlepBas xoMaHaa KOHQUrypHpyeT NMporpaMmy, BTOpas €€ KOMNWIHMPYET, a TPEThb —
ycTaHaBiauBaeT. OOpaTuTe BHHMaHHe, YTO nepej] KOMaHAON yCTaHOBKH CTOHT sudo. Jleno
B TOM, 4TO YCTaHOBKa OynmeT MpOMCXOOMTh B KaTasor /usrflocal, K KOTOPOMY Yy MPOCTHIX
CMEpTHBIX Y4eTHBIX 3amuceil JocTyna HeT. Ecin He yka3aTh sudo, TO YCTaHOBKa 3aBep-
LIKTCA OIIWOKOMH NpaB AocTyna.

Teneps, koraa 6ubanoreka 6a3bl AAHHBIX YCTaHOBJIEHA, MOXKHO BO3BPALIATECA B KaTajor
squidGuard. Tonbko He cremwuTe 3amyckaTte KOHHrypauuio cHoBa. C BEPOSTHOCTBIO
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99% oHa He Npo#JeT, NOTOMy 4YTO KOH(Hrypartop et 6u6muoreky BerkeleyDB B nan-
ke /usr/local/BerkeleyDB, HO OHa yCTaHaBJIHBacTCs B MAIKy /usrflocal/BerkeleyDB.X.X, T. €.
B KOHeI| HMEHH Manku JobapnseTcs HOMEp BepcHHU. BoinonHuTe koMaHy:

1ls /usr/local

3T0 MO3BONMT YBHIETh COAEPKHMOE NAINKH /usrocal MPAMO M3 TeKylleil Manku CTpax-
HMKa. 3aOMHHKTE UMS M BBINOJIHANTE KOMaHIY KOHQHIYpalWH Tak:

./configure --with-db=/usr/local/BerkeleyDB.X.X

IMpu 3TOM KOHIIEBble X.X 3aMeHAeM Ha cBodf Homep BepcuH. Tenepp KoHMTypaius
I0JDKHA NpoiTH ycnewHo. Eciii HeTt, To B 3TOM ciTydae Bce NPETEH3HH K pa3paboTunkam,
HO fi ¢ IPYTHMH npoblieMaMH He BCTpeYaIc.

IMocie KOHGUrypaUKH BHIMOAHAEM KOMaHIbl COOPKH H YCTAHOBKH:

make
sudo make install

VYcTaHOBKa CHOBA BBINOJHAETCS OT HMEHH aJIMHHHCTPATOpa, [IOTOMY YTO OMATH MpOMC-
XOAHWT KOIMMHPOBAHHE B 3alIMILIEHHYIO 06sacThb /usrflocal.

9.6.2. Hactpoiixa

Karajior mo yMoT4aHHIO, B KOTOPOM MOXHO HAalTH YCTAHOBJICHHBIH HAMH CTPaXKHHWK, —
lusrfocal/squidGuard. OCHOBHbIE €ro HacTpoiki HaxoasTcs B ¢afiie squidGuard.conf, pac-
MONO’KEHHOM B TOM Jke Kartanore. IlepBoe, 4To BEI yBHauTe B 3TOM (aiine, — 3To0 crne-
JIylOlIIME ABE CTPOKH:

dbhome /usr/local/squidGuard/db

logdir /usr/local/squidGuard/logs

INepBeiii mapameTp (dbhome) 3aAaeT MyTh k 6a3aM DaHHBIX, rAe OyAyT XpaHUTHCA CIIHC-
Kd Joctyna. Bropoit mapamerp (logdir) — 2310 myTh K JKypHamy. Ha caiire
www.squidguard.org B pazaene Blacklists MoXxHO ckayaTh MpHMeEphI CITACKOB JOCTYMA
C BpedHBIMH caiftaMH. MIX Hy)XHO pa3apXuBHpOBaTh B KaTalor 6a3 JaHHBIX, T.€. B TOT
KaTaJor, YTO yKa3aH B [apaMeTpe dbhome.

Teneps MbI MOXeM B 3TOM ke Qaiie 3azaTh npasa aoctyna. IlpudeM mpasa goctyna
MOTYT pachpeaeNiTbcs Jaxe MO BPEMEHH M MO Monb30BaTe/aM. OTAeNBHBIM MOJIB30BA-
TENAM MOXKHO JaTh BO3MOXKHOCTb CMOTPETh BCE, 2 KOMY-TO (HamlpHMep, A€TAM) 3ampe-
THTB CMOTPETH CalThI U4 B3POC/BIX.

Jina co3naHus BpeMeHH HCMONb3yeTcs MapaMeTp time. Hampumep, MOXKHO co3naTh me-
pHoxn, KoTopslii Oyaer otob6paxkars pabouee Bpema. i 3roro B daiine squidGuard.conf
MHLLIEM:

time worktime {

weekly * 9:00-17:00 # PaGouee Bpemsa

date 2010.02.27 9:00-17:00 # IeHb, KOTOPEI CJIyYajiHO cTan padowm
}
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ITocne napameTpa time yka3siBaeTcs M nepuona. B ¢purypHsix ckobkax 3apaemM nepHo-
asl BpemeHd. [lapameTp weekly co 3Be3oukoil o3Havaer oboil neHp Heaenu. Ecim
HYXHO OMNPpEJEIHTECA TONBKO ¢ paboYHMH IHAMH HEIC/H, TO HX MOXHO NEPEYHCIIHTD
Kak MTWHF. [locne atoro uaer pabouyee BpeMs, B koTopoe H GyNeT 3aneficTBOBaHO co3/ia-
Baemoe Mnpasuio. IlapamMeTp date no3posieT 3aAaTh ONpeAcieHHyIO AaTy. B Hauem ciy-
Yae s BEIOpan s npuMepa cy66oty, 27 ¢espansa 2010 roga, koTopas NOCTaHOBRJICHHEM
IpaBuTenscTBa 6bU1a Ha3HaYeHa pabouum aueM. Hawe npaBuno 6yaer pacnpocTpaHATh-
€A H Ha 3TOT ACHb.

JUna 3agaHus apecoB, K KOTOPHIM pa3pelleH WIH 3anpelleH AOCTYI, CIY)KHT JHPEKTHBA
dest, HalIpHUMep:

dest porn {
domainlist porn/domains
urllist porn/urls

expressionlist porn/expressions

}

Kak BuaHO M3 mpuMepa, 34ech YKa3blBalOTCA MapaMeTpsl domainlist, urllist W/HAM
expressionlist, C NOMOILBIO KOTOPHIX 3afalOTCA HMeHa (aiyioB, COaepKalIMX CIIHCKH
noMeHoB, URL unu perynsapusix BoipakeHuid. IlyTy 3a8al0TCS OTHOCHTENIBHO KAaTasora,
YKa3aHHOTO B OMPEKTHBE dbhome. Hampumep, ¢aiin /usrilocal/squidGuard/db/pom/domains
MOXXET COJIEPXKATh THICAYHM CTPOK BpPOAE:

sex.com
sexygirls.com

PerynspHble BhipakeHHs MO3BOMAIOT 3aMTHCHIBATH MHOXKECTBO CaHTOB B OAHY CTPOKY, HO
3N10yNOTPe6IATE HMH HE CIIERYET, T. K. IIPOBEPKAa COOTBETCTBHA MOXET 3aHUMAaTh MHOTO
BPEMEHH.

Teneps MocMOTpHUM, KaK MOXKHO HAIMCATh MPABHIO, KOTOPOE 3aNpETHT B paboyee BpeMs
CMOTPETH CaifThl A B3POCHBIX (porn), pekiaaMy (adv) ANs SKOHOMHH TpadHKa H CaHTBI
C HeNeralbHBIMH NPOrpaMMaMH (warez) V1A 3aLIHTHI KAHANIOB OT MEperpy3a:

acl {
all within worktime {
pass ladv !porn !warez all
}
else {
pass all
}
default ({
pass none
redirect http://localhost/block.html

}

Oto paspernaroiee npaBuio acl (Access Control List). B Hem Tpu 6510ka:

0O all within worktime — Jjif BCeX B pabGouee BpeMa — pa3pelleHO Bce, KpoMe nepe-
YHC/IEHHBIX TPEX 3alpeToB, O KOTOPHIX Mbl roBOpWIH paHee. Ha To, yro oHH 3anpe-
ILEHBI, YKa3bIBAaE€T BOCK/IMIIATENBHEIA 3HaK Nepe] MX Ha3BaHUAMM,
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O else — Bce OCTAILHOE BPEMS Pa3peLICHO BCE;

O default — MO YMOJ4YaHUIO — BooOIIe HHYEro (none) He pa3peLleHo, a npolucxo,um‘
nepeanpecanus Ha agpec http://localhost/block.html.

PaB)’MeeTCﬂ, YTOOEI 3TO INpaBHJIO paﬁo‘raﬂo, HYXXHO €II€ ONMHCaTh CITUCKH aApeCOB adv
H warez INPH NMOMOILIHU IUPEKTHBE! dest, noao6Ho TOMY, KaK OBLT OnMHcaH porn.

Takum 06pa3oM MBI HalTMCaM NPaBWIO, KOTOPOE KacaeTcs BCeX. A YTO, €CJIH Bbl XOTHTE
yKa3aTh MCKJIIOUeHHe i ce6A? AIAMHHICTPaTopbl — MPHUBHIETMPOBAaHHBIE JIIOAH, H
TyTIoO OrpaHU4MBaTh camoro ceba. s 3Toro MoXKHO MponmHUcaTh rPyMITy — HanpuMep,
admins, BIIHCaTh TyJa aJipeca KOMIBIOTEPOB, KOTOPbIE JO/DKHBI GBITh MPUBUIETHPOBAH-
HBIMH, H 00pabaTbIBaTh MX OTAEBHO:

src admins {
ip 192.168.1.1-192.168.1.3

}
src others {
ip 192.168.1.4-192.168.1.255

}
3aTeM npaBa JOCTYNa MOXXHO MOIKOPPEKTHPOBATH CIEAYIOLHM 00pa3oM:

acl {
admins within worktime {
pass all
}

others within worktime ({

pass tadv !porn !warez all
}
else {
pass all
}
default {
pass none

redirect http://localhost/block.html

}

Tenepp BbI cMokeTe o6paiaTbea k MoObiM Beb-caiitaM. UToOBI M3MEHEHHS BCTYIWIH
B CHITY, HY’KHO M3 KaTasiora /usrflocal/bin BEIIIOJTHHTH CIE€AYIOIYIO KOMaHTy:

squidGuard -C all

9.7. Wnio3s 8 UHTepHeT

Linux-MalliMHa MOXKET HCTIONB30BATBCA B KaveCcTBE TOYKH Aoctyna k HMurepHery mns
uensix cereil. B Hacrosiee BpeMsa GonbmuHCTBO moakmovaercs k HMHrepHetry uepes
MapuipyTusaropel. MMeHHO MaplupyTH3aTop MMeeT noakmoueHue k UHTepHery, a Bce
NOBE30BATENH JIOKATBHOH CeTH NOMIUTIOHAIOTCA K 3TOMY MAaplUpYTH3aTopy, KOTOPEIM



Uino3 e iumepHem 303

¢ nomompbio NAT (Network Address Translation, npeo6pazoBaHHe CETEBBIX aJAPECOB)
no3posser 60/BUIOMY KOJIMYECTBY KOMIIBIOTEPOB BUAETL MIHTEPHET.

Linux Toxxe MoxkeT paboTaTh B kauyecTBe LUTIO32 BO BcemmpHyto cethb. Ecin y Bauero
KOMIBIOTEPa €CTh /IBa CeTeBbIX HHTepdeiica, K ONHOMY H3 KOTOpBIX noaxmoyeH UHTep-
HeT, a K APyroMy — JIOKa/bHafA CeTh, TO 3TOT KOMIIBIOTEP CMOXET pa3aaBaTh AOCTYI
B IHTEpHeT BCceM MoNIb30BaTENAM CETH.

HUrak, y Hac ecTh JBa ceTeBbIX MHTepdeiica: eth0 (moawmouen k HHTepHety) u ethl
(moaKIIIOYeH K NoKanbHOM ceTH). Bee nonb3oBarenu Balieil ceTH MOAKIIOYEHBI K CETEBOH
Kapte ethl, 1 onn xotat nonyuurs Aoctyn k UHTEpHETY.

Jna Hauana HykHO y6eauThes, YTO BIUTIOYEH (OPBApAMHT MTAKETOB:
cat /etc/sysctl.conf | grep net.ipv4d.ip forward
B pesynbTate BBl AOJDKHBI YBHOETH CTPOKY:

net.ipv4.ip forward = 1

B Ubuntu no yMonyaHHiO BBl YBHAUTE 3Ty CTPOKY, HO BHayane OyleT CTOATh CHMBOI
peLUeTKH, a 3TO 3HAYMT, YTO MapaMeTp He paboTaer, a sBIAETCA KOMMeHTapHeM. HyxHo
yOpaTh CHMBOJI PeLUETKH U BIJTIOYUTH GOpBapaMHT.

Yt106b1 BKIIOUYHTE c])opBameHr, MOXKHO BBINOJIHUTh KOMaHOY:

sysctl -w net.ipv4.ip forward=1

I[Tocne nepesarpy3xku 3Ta KOHQUrypauus MoxxeT ObITh moTepsAHa. UTo6bl coxpaHHTh ee,
HyXHO M3MEHMTb MapaMeTp net.ipvd.ip forward B (afine fetc/sysctl.conf. Otkpoiite
¢aiin B moboM penakrope U ybeauTech, YTO napaMeTp B HEM CYLIECTBYET U YCTaHOBJIEH
B 1, ¥ [IPH 3TOM CTPOKA He 3aKpbiTa CHMBOJIOM KOMMEHTapHs.

Teneps Hy)KHO yCTaHOBUTH CaM (OPBApAMHI JaHHBIX M3 OINHOM CETH B IPYrylo, U TyT
OT/IMYHO TMOAXOAAT BO3MOXHOCTH CeTeBOro 3kpaHa. Jlna ero HacTpOHKM s pelumit
MCIIONB30BaTh cepBHc firewalld, koTopsiit Mbl ycTaHaBMBanH B paso. 4.10.8.

nepBblM JeJlaéM yCTaHaBJIHBACM JIOKAJIBHYIO CCTh B KAYCCTBE IlOBepeHHOﬁI

firewall-cmd —-permanent --zone=trusted --add-source=192.168.1.0/24

3neck 192.168.1.0 — 3o [P-aapec okanbHOM ceTH, KOTOPBIi BaM HyxHO Gyner 3ame-
HUTB Ha COOGCTBEHHBIH (B GONBLIMX CETAX 4acTO BCTpeuaroTca aapeca Buaa 10.x.x.x.).
Yucio nocie c3ia — 3TO Macka ceTH (YHCIo 24 cOOTBETCTBYET Macke 255.255.255.0).

Teneps npuBsxem ceteByio kapty ethl (B MoeM npHMepe OHa CMOTPHT Ha JIOKAIbHYIO
ceTb) K BHYTPEHHeH 30He:

sudo firewall-cmd --change-interface=ethl --zone=internal --permanent
Unrepdeiic, kotopsiit cMOTpUT B UHTepHeT (eth(Q), npHBA3bIBaEM K BHEILHEH 30HE:

firewall-cmd --change-interface=eth(0 --zone=external -permanent

Teneps HyXHO BIUTIOYMTh MacKapaJUHT U1 BHELUHEH CETH:

firewall-cmd --zone=external --add-masquerade --permanent
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Hy a Tenepr camoe BakHOE — MpPaBHIIO, KOTOPOE MO3BOJIMT HanpaBnaTh Tpagux B M-
TEepHeT:

firewall-cmd --permanent --direct --passthrough ipv4 -t nat -I POSTROUTING -o
eth0 -3 MASQUERADE -s 192.168.1.0/24

Oro#i komaHnoi paspemaercs nepenasate IPv4 tpaduk c omHoro uuTepdeiica Ha
JpYTOiA.

Yto6B! M3MEHEHHS BCTYTIHIH B CHIY, HYXHO nepe3arpy3uTs firewalld:

firewall-cmd -reload

Ecnn s HH4ero He 3a6bu1, TO Teneph Bbl A0/DKHBI OKka3aThed B HTepHere. OnumuoHnansHo
MOXHO pazpemints DNS-Tpaduk:

firewall-cmd --zone=internal --add-service=dns --permanent
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Tlepenaua aiinos

bouiH BpeMeHa, Korja NMocTpoeHHe ceTH 6bUT0 JesioM aoporuM, a Uurepuer — eine ao-
poxe, H Wi oOMeHa daiinamu mpuxoawiock Gerath ¢ ANCKeTaMH 5,25 wiu 3,5 moiima.
Ecnm kTo-TO 3acTay Te BpeMeHa, HaBepHOe, OH BCTIOMHHAET HX ¢ yxkacoM. Jluckersl no-
CTOAHHO NMOPTHWIMCh, H JAHHBIE C HMX NIEPHOANYECKH NepecTaBaln YHTaThCA. briaro, ecnn
paccTosHue 6bU10 HEGOMNBILIOE, H MOXKHO OBUIO NOBTOPHTH NMPOGEXKKY, HO KOrAa AUCTaH-
uys Gonbluas — noTepsA OMeHb CHIBHO OTPAXKAIACH HA SMOLIMOHAIBHOM COCTOAHHH.

o cHx mop B HEKOTOpble KOMITHIOTEPH! BCTAR/IAIOT JHCKOBOAK 1A 3,5-MOAMOBBIX AMC-
KeT, BUAMMO, 1o npuBbiuke. Ho yxe TpyaHo npencraButs cebe opuc 6e3 nonHoueHHoH
ceTH, U B pupMax, rae MHe MPHXOAWIOCh HACTPAHBATh CEPBEPHI, BCce KOMITLIOTEPH! ObLUTH
06s3aTenbHO NOAKMOYEHH K JOKAIBHOM ceTH. B TakmuX ciryuasx yxe HeT HaOGHOCTH
B JUCKOBOJAX, H aIMMHHCTPATOPhl HX MPOCTO BhiHMMAaIOT. Eciv y Bac BO3HMK BOmpoc,
3a4€M BHITACKMBATH TO, YTO MOXET ITPHTOHTHCA, 3HAYHT, Bh 3a0LUTH, YTO HHYEro JIMII-
HEro B KOMINbIOTepe OBITh HEe AOJDKHO. 3TO KACAETCA HE TOJLKO MPOrpaMM, HO H KOMIIb-
IOTEPHOTO (OKEJIe3ay.

Yepe3 AMCKETBI XaKepbl JIETKO MOTYT YHECTH CEKpETHYI0 HHdopMaLHio, NoayqnB Gpuix-
YecKHii AOCTYT K KoMIbloTepy. Jla, MHOrO He yHecellb, HO Bce xke... MHe mapecTHa dup-
Ma, KoTopas CoAepiaia JIOKANBHYIO CeTh, OTPE3aHHYIO OT BHELIHEro MHpa, H CUMTala
ceba venpuctynHoii. Ho cexperHas HH(popMaLma yTekia 4epe3 BCe OXPaHHBIE CHCTEMBI
€ MOMOIIBIO MPOCTHIX 3,5-AI0HMOBLIX AHCKET, NOTOMY YTO META/UIOMCKATE/IH Ha HHX HE
cpabaTbiBanH, — Tak GBUTH NOTEPAHBI PHIHKH COBITA, H TOJBKO MOC/IE 3TOr0 BCE KOMIIbIO-
Tepbl GUPMBI JIMIIKIH CTOIb ONACHOTO YCTPOMCTBa.

CerH no3BoNAIOT H3GABHTECA OT JIMITHEr0 06OpYIOBaHHUA B KOMMBIOTEPaxX H CACNATH Me-
penavy naHHBIX ObicTpee M HajexHee. Hano Bcero ML HACTPOHTB HyXHBIC MPOTOKOJBI
H HCTIOJIBE30BaTh KabeNbHyi0 NPOBOAKY Ha MOJNHYIO MOLHOCTD.

B HacTosinee BpemMs caMbIM MOIMYJIAPHBIM NPOTOKONOM obMeHa (paitnamu apnserca FTP
(File Transfer Protocol, mporokon nepenaum ¢aiinos). OH 6Gbu1 pa3paGoTaH AOCTaTOMHO
JaBHO, HO 0 CHX MOpP He MOTEPAI CBOEH AKTyalbHOCTH, XOTA HEKOTOphbie €ro BO3MOX-
HOCTH OCTABJMIOT XKeJIaTh JIy4Ilero.
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10.1. TTporokon FTP

Kax M1 yxe rosopwiu B 2naee 6, s pabotsl no npotoxony FTP TpeGyercs nse coctas-
JIAIOIME: KJIHEHT W cepBep. B kauyecTBe KWIHEHTa, B MPHHLMIIE, MOXKHO HCMOJIL30BATh
mo6oii Telnet-kineHT, ¥, NOAKTIOYUBIIMCE K MOPTY 21 cepBepa, BpYYHYIO NepenaBaTh
KOMaHJpI.

Ecnu y Bac Her FTP-kiseHTa, TO TeCTHpPOBaHHE MPOTOKOJa MOXHO OCYILECTBHUTE JaXe
uepe3 Opayzep, — Hanpumep, Internet Explorer win Firefox. [lna storo B anpecHoii
cTpoke Gpay3epa HyxxHo Habpate URL B dopMare: £tp: //ima: napons@anpec.

Hanpumep:
ftp://flenov:mypassword@ftp.my server.com

HIIN
ftp://flenov:mypassword@192.168.77.1

[Mpotroxon FTP pabotaer cpa3y Ha OByX MOPTax: OAMH CITY)KHMT AJIA YNpaBleHuA (mepe-
CBUIKAa KOMaHA), a APYroil — mJia nepeaauu AaHHbIX (¢aitnos). [IporpamMma-kineHT co-
eUHAETCA ¢ MOpPTOM 21 U HauMHaeT nepeaaBaTs koMaHAbl. C 3THM NOPTOM COEAUHAIOTCA
BCE ITOJIb30BAaTENM, U CEPBUC, KOTOPHIH MpPOCITYIUHBAET 3TOT KaHal, paboTaeT oqHOBpe-
MEHHO C HECKOJIbKUMH COCAMHEHHAMH.

Korga kineHT 3anpallvBaeT JaHHBIE, OTKPBIBAETCA €IIE OJHO COEIUHEHHE C KOHKpeT-
HbIM TOJIb30BaTENIEM, N0 KOTOpoMy nepeaaercs ¢daitt. 1o ynobHO ¢ TOUKH 3peHHs Mpo-
rpaMMHMpPOBaHUsA, HO HECTNOIPYYHO B IUIAHE aAMHUHHMCTPHPOBaHHA, — TOYHEE CKa3aThb,
KOH(UIypHpOBaHHsA CETeBOro 3KpaHa. J[esio B TOM, YTO [Ulf Mepelayd NaHHBIX KIHEHT
MOXET OTKPHITH aGCONIOTHO M060# MOPT, M CEPBEP HE MOXKET MPEACKA3aTh €ro HOMepP.

BoNBIIMHCTBO KOMaHJ, NMpUMeHseMbIX B pabote mo mportokomy FTP, cxoxu ¢ Temu
IQMpeKTHBaMH, KOTOpbIE Bbl HCMOB3yeTe B Linux ans ynpasnedus ¢ainamMu. 31o cBA3aHO
C TEM, YTO BO BpeMs pa3pabOTKH MPOTOKona ocHOBHBIMH ceTeBbIMU OC sBnanncs UNIX-
cucteMbl. 310 B Halue BpeMa Besne ctout Windows, a 50 et Ha3an Bce GbU10 HHaYe.

10.1.1. KomaHaur nportokona FTP

Hagaiite paccMorpuM nuctunr 10.1. B Hem npuBeaeH npumep obluieHMs KIHEHTCKOM
nporpammel ¢ FTP-cepsepoM. CTpokH, B Haqasie KOTOPLIX CTOMT 3HaK >, OblnH OTTpasJie-
Hel FTP-cepBepy, a ocTanbHBIE — 3TO €r0 OTBETHI.

| NMucTuur 10.1. Npumep pabotsi npotokona FTP

220 Flenov Mikhail FTP Server

USER Anonymous

331 Anonymous access allowed, send identity (e-mail name) as password.
PASS your@mail.com

230 Anonymous user logged in.

PWD

vV ANV ANV A
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257 "/" is current directory.

TYPE A

200 Type set to A.

PASV

227 Entering Passive Mode (127,0,0,1,13,20).

LIST

125 Data connection already open; Transfer starting.

A ANV AV AV A

226 Transfer complete.

Cawmoit nepBoii cTtpokoil uaet npurnaiuieHue cepsepa FTP. Ero mbl nonyuaem cpasy xe
B OTBET Ha coelMHeHHe ¢ noptoM 21. B 3Toi cTpoke 4alile BCEro HaXOMMUTCA TEKCTOBOE
OMHUCaHHE CepBEpa, C KOTOPbIM MPOM3OLILIO0 COETHHEHHE, U ero Bepcus. B naiiem ciayuae
30€Ch BMECTO KOHKPETHOTO Ha3BaHHA BIIUCAHO MOE HMs, HO B PEAIBHOM CEpBEpE MpH
HacTpoiikax no ymonuaHuio 6yaeT BUAHa MPUMEPHO ClEAYIOLLas CTPOKa:

220 flenovm.ru FTP server (Version wu-2.6.2-5) ready.

Jlna yero s M3MEHWI cTpPOKy NMpHBeTCTBHA? Bee oueHb MPOCTO — B HEH N0 yMOMYaHHIO
noka3biBaeTcs UMsA aoMeHa, uMa FTP-cepeepa, ero BepcHs M NMPHBETCTBEHHOE COOOLLIe-
Hue. Huuero crpaiHoro He BuauTe? A s BHXY — XaKepy A0CTaTOYHO MOAKIIOYHTHCA Ha
nopr 21, 4yto6kI y3Hath, ¢ kakuM FTP-cepsepom oH nMeerT aeno.

JanpHeiine AeiicTBUA B3IOMILKMKA JIETKO Mpe/ckasats. S 6bl Ha ero MecTe MOMCKall BO
Bcex 6azax yaA3BMMOCTe# HH(OpMaLHIO O Ablpax B 3ToH BepcuH wu-ftpd. A anMUHHKCTpa-
TOPY OCTA€TCA MOJIUTBCA, YTOObI A HE Hallel Hy)XHbIX SKCIUIOHTOB, WM YTOOBI HailneH-
Had Oblpa OKa3alach HE3HAUMTENIBHOH H HE MO3BOJWIA Obl MHE HUYEro CeNaTh C €ro
CHCTEMOIH.

IMocne npouTeHuss CTPOKM NMPUBETCTBHA MOxKHO moceuiaTh komanasl FTP-cepsepy. Ho
HHYEro CEephe3HOr0 BBIMIOIHUTL HE YAAcTcd, [OKa Bbl €My He NpeacTaBuTech. Jlis sToro
HYXHO BHINOJHUTE koManabl FTP: USER ¢ nmapaMeTpoM wma_nosmssosarens, a 3aTEM PASS,
yKa3aB napoib.

Cepeeprt FTP mossossiior paborate ¢ TpeMs THIIAMHM aBTOpH3alliM: AEHCTBMTENBHOM,
rocTeBoit 1 aHOHUMHO#. B nepBoM ciyuae Bbl AOJDKHBI NIEPEaTh CEPBEPY peaibHOE UMS
M MapoJib MOJIL30BATENSA, KOTOPOMY pa3peLieH JoCcTyN K cepsepy. Toraa nocie Beinosiye-
HHMA KOMaHIbl USER Bbl YBUAMTE COOOILEHHE O HEOOXOAMMOCTH BBECTH MPaBWIbHBIH Ma-
POJIb VISl YKa3aHHOT'O MOJIb30BATEN !

331 Password required for flenov

B cnyyae ¢ aHOHHMHBIM AOCTYIOM B KaYe€CTBE MMEHH HY)KHO YKa3aTh Anonymous (KOMaH-
Jia USER Anonymous). B OTBeT Ha 3T0 cepBep BEpHET HaM COOOILEHHE:

331 Anonymous access allowed, send identity (e-mail name) as password.

3nech roBOPHUTCS, YTO aHOHUMHBIH JOCTYN pa3pelleH, M Bbl JO/DKHBI MEPEAATh B KAYECT-
Be mapons agpec E-mail. YectHo roBops, MoxHo BBecTH W wyxoii E-mail, Hanpumep
CBOEro cocena. 1o cepBep NMPOKOHTPOJIMPOBaTh He cMoxeT. HekoToprie cepBephl Bo-
oflue He MpoBepAIOT KOPPEKTHOCTh ajipeca AaKe MO MPOCTHIM WabIoHaM, U HM MOXHO
nepeAaBaTh YTO YrOJHO.
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Ha npakTuke aHOHUMHBIA JOCTYn 06JiafaeT MHHHMAIbHBIMH BO3MOXXHOCTAMH YTEHHA
¢aiinoB W KaTaJoroB W MCMONB3YeTCHd TOJNIBKO B OTKPHITHIX (haiinoBbix apxusax. HUms
Anonymous Yallle BCEro MCMOJB3YIOT NpH mybnukauuu yepe3 FTP oTKpBITHIX AOKyMEHTOB
s Bceobuiero nmocryna. Hampumep, pa3pabGoTuMky mporpaMm co3jaloT aHOHHMHBIE
FTP-cepBepb1, 4ToGBI MONB30BATENN MOIJIM CKayaTh ¢ HHX MOC/IEAHHE BEPCHH MPOrpaMM
WM OOHOBNIEHHSA K HUM.

PeansHriii (aeficTBUTENBHBIN) MOJIB30BAaTENb MOXKET ITyTELUECTBOBATh MO Beeil dalinonoit
CHUCTEME, MU €ro BO3MOXHOCTH OrpaHHYEHBl TOJILKO MpaBaMM JOCTYIA YY€THOW 3amucH,
0 KOTOPOii OH aBTOPH3OBAJICA Ha CepBeEpeE.

TocTeBoii AOCTYN MO CBOMM IPaBaM ABJAETCA YEM-TO NPOMEKYTOYHBIM MEXIY AaHOHHM-
HbIM M AeiicTBUTENBHBIM. [To cpaBHEHHIO ¢ aHOHHMHBIM MOJIb30BaTENleM rocTh obnanaer
GOMBIUMMH TIPaBaMH, U €My MOXET BbIIAaBaTECA pa3pellieHHe Ha 3aKauKy ¢aiiioB Ha cep-
BEp, HO, B OTJIHYHE OT AEHCTBHUTENBLHOTO, OH paboTaeT TONbKO B CBOoeM kataiiore. Hanpu-
Mep, €C/M FOCTIO Ha3HaueH Katajior /home/guest, TO OH cMoxeT pabortaTh ¢ ¢ailnamMu
M [IOJIKaTajioraMM 3TOTO KaTajiora, HO BHILIE HEro IMOJHATHCA He CMokeT. B kauecTBe roc-
TEBOTO BBl MOYKETE OTIPEAENHTE JIFO60E UMSL.

OGpaTiTe BHUMaHHE, YTO Mapo/ib B KOMAHAE PASS NEPENacTca B a6COMOTHO OTKPHITOM
BHAe. JTO cepbe3Has npobnema. B kaxnoH rnaee, rae Mbl pacCMaTpHBaeM Kakoi-nu6o
CepBHC, IOBOAMTCA CTAIKHBATBCA C OTKPHITOH mepenayed ganuerx. Hy uto noaenaews,
Ha 3ape poxaeHus MHTepHeTa HHKTO He QyMall O Xakepax. Tenepb MpPUXOAMTCA BbLIY-
MbIBaTh pa3Hble METObI, YTOOBI CIIPATATE NAPOJk.

Ecnu Baw cepBep 00C/Iy)KMBaeT TOJIbKO aHOHHMHBbIE COEJTMHEHHS, TO MapoJii MOTYT ne-
penaBaTbcs kak yroaHo. Ipu Takoi ayreHTHdHKaLHH MoOOH Mob30BaTEND H TaK MOXET
MOAKITIOUHTHCA K CepBepy, ykasaB moboit anpec E-mail B kauectse mapons. Ho nomo6-
Hble CepBepbl OPraHM3ylOTCA TOJBKO Ml paboThl ¢ 0OIENOCTYNMHBIMH pecypca-
mu/¢aiiamu. [lpy HanMyuM BakHOH MHGOPMALMM AOCTYTI OCYLUECTRIAETCA MO MapoIio,
H HeobXomMMo caenats Tak, YroObl OH wH@posaica. J1g 3TOro MOXHO HMCNONB30BATH
stunnel wiu yxxe roroseiii nporokon SFTP, o kotopoM MsI roBopunu B paza. 5.3.7.

HHrepecHoe pellleHHe A BHAET Ha OJHOM M3 MyONHUYHBIX BeG-cepBEepoB ellle CBBHILLE
10 ner Hasan. Jins Toro yTo6Bl 3akayaTh JaHHBIE Ha cepBep, HEOOXOAHMO ObUIO 3aperu-
CTPMpOBAThCA, 3aMONMHUB BeO-PopMy C JMYHBIMH AaHHBIMH. 3aperucTpHpOBaBLIEMYCH
TIOCETHTENIO BHIJABAJIICA NMApoib Ha JOCTYM, KOTOPbIA AeHCTBOBaN TONBKO B TeYeHHE
onHo# ceccum. [locne 3TOro NMaposib YHMYTOXKAJICA, U MOBTOPHOE MOJKIIOYEHHE CTaHO-
BHJIOCH HEBO3MOXKHBIM. Daiinbl 3aKkayMBanuCch B CIELMAIBHBIA KaTalor, Kyaa Obuta pas-
pellieHa ToNbKO 3amuch. CaMuM (aiinaM ycTaHaBIMBAIUCH MPaBa TOMBKO /I YTEHHS H
3alMCH, a BHITIOJTHEHHE OCTaBaJIOCh HEOCTYMHBIM. B TakoM ciTy4yae naponu MoxHO 6bU10
nepeaaBaTs B OTKPHITOM BHAE — JaKE €C/M XaKep y3HaBasl Mapolib, MOAKIHOYHTECSA OH
BCE PaBHO He CMOT Obl.

B coBpemenHoM HHTepHete 3arpyxathk ¢aiiel Bce e Jydiie ¢ nomousio HTTP-
npotokona U BeG-popM. Takue BapHaHTE OTIMYHO paboTaloT, ocoGeHHO ecnu ¢aitnbl
Heboneworo paamepa. loctyn no FTP mMoxeT moHago6HTbCA TONBKO B KpaifiHeM ciTyyae,
WM Koraa pasMep ¢aitna oueHs 60nb1I0i.

PeanuzoBaTh onHOpa3oBbie MApPONH AOCTATOYHO NPOCTO, €C/M Balll CEPBEP HCMONB3YyeT
noAKIoYaeMsle MOIynM ayteHTudHKamu PAM (cMm. pa3zo. 3.3.3).
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Hrak, nocne aBTOpH3ALMH Ha CepBepe MOXHO BHINOJHATH MoOble komManasl FTP-cep-
Bepa. Ho TyT ecTh onHa mpobiieMa — CIMCOK JUPEKTHB 3aBHCHT OT cepbepa. KoHeuHo
Xe, eCTb OMpeAciieHHbie TpeOOBaHHA, KOTOPHIX MPHAEPKUBAIOTCA BCE NMPOM3BOAHTE-
JIH, — 3TO OCHOBHBIe koMaHbl, onucaHHbie B RFC (Requests for Comments, paGoune
npeutoxeHnst). OnHAKO BO3MOXKHOCTH, NPEAOCTARIAEMBIE ITHM CTaHAAPTOM, yXkKe yCTa-
penH, H pa3paboTunkH BeG-cepBepoB HaualH A00ABNATH CBOH (YHKIMH, KOTOPBIE MOTYT
palIMyaTECA B Pa3sHBIX BepcHAX mporpaMM. Tak 4TO, ecjiH KIMEHTCKas IMporpaMma
B KaKMX-TO CHTYalMAX BeleT ceOf He COBCEM KOPPEKTHO, 3TO ellle He 3HAYMT, YTO OHa
TUI0XA, — MPOCTO OHAa MOXKET GBITh HECOBMECTHMA C TEM CEPBEPOM.

OcHoBHble koMaHan npotokona FTP npusenens: B Tabn. 10.1. OHu BaM MOTyT MpHTO-
AMTBCA TpH pabote uepes Telnet u nna TecTHpoBanmsa cepsepa. Bonee noapobHO oHM
ONMCAHLI B npuroxceruu 1.

Ta6nuya 10.1. Komandbl npomoxona FTP

Komanpa Onucanne

USER 158 ABTOPUIOBATLCA Ha CEpBepe KaKk NONbIOBATENb C UMEHOM 1nds

PASS naposnb Yka3artb napone Npu asTopusauum

SYST BepHyTb TMN CUCTOMDI

HELP MpenocTaBuTL CNMCOK AOCTYNHLIX ANA BLINONHEHWUA KOMAHA

LIST Buisecty cnucok ¢aitnos v kaTanoroe TeKyLiero karanora

PWD BoaepatuTh Texywmi katanor

CWD mpexTopms CMeHuTb TeKywuin katanor

TYPE Tun Yka3ath TMn nepeaaym aanHbix: A — anR ASCII, I — ana GuHapHbix dait-
nos

RETR napameTp Cravars c cepsepa ¢ain, ykazaHHbIA 8 Ka4eCTBe napameTpa

STOR napameTp 3arpyauTh Ha cepsep ailn, yxasaHHbIid B Ka4ecTee napameTpa

ABOR MpepeaTte NOCNEAHIOID KOMaHAY WK Nepeaady AaHHbIX

QUIT BuiifTv ua cucremel

10.1.2. Coobuserun cepsepa

B orBer Ha momydyeHHyl0 KOMaHJy cepBep BO3BpallaeT HaM COOOIMEHMA, MO KOTOPHIM
MOXXHO OLICHHTD Pe3y/abTaT paGoThl. YBEIOMIEHHA COCTOAT H3 TPEX3HAYTHOTO YHCJIOBOIO
KoZia H HeoOA3aTenbHOM TekcToBo#M YacTH. Ecnu a1a oTBeTa TpeGyercsa HECKOIBKO CTPOK,
TO B NEPBO#i Mocie KoAa CTOMT AedHc, a B nocieaHel nocie koaa uaer npoben.

Brl JO/DKHBI 3HaTh CMBIC YHCIOBBIX KOJOB, YTOOBI onpeaenuTh THn omnbku. Korza
K BaM 33 MOMOIbI0 o0palnaerca nojabs30BaTelb, 3HaA 3HAYEHHA KOAOB, BBl MOXeTe OBICT-
PO OIpeaeINTh MPHYHHY ¢60A H pelIHTh MpoodeMy.

3HaueHHA nepBoii M Bropoi# IMdp kona oreera FTP-cepepa MoxHo yBuzets B Tabn. 10.2
H 10.3 cooTBeTCTBEHHO.
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Tabnuua 10.2. 3naverus nepeoli yugpsi 6 kode omeema FTP-cepeepa

Ko Onucanune

1 KomaHga yaauHo NPUHATA K BLINONHEHUIO, HO €Ll He 3aKOHUYMNA CBOE BbINOSHEHNE,
NO3TOMY HYXHO AOKAATLCA €€ OKOHYaHWA nepesa NpoacNkeHueM paboTel. Takue
coobLyeHUA NPUXOAAT BO BPEMA BLINONHEHUA ANWUTENbHLIX onepauvii (Hanpumep,
anpoc Ha nepepavy cavinos). Mocne 3apepuwieHns paboTel komaHasl HyaeT nonyyeHo
ewle oaHo coobwenue

2 KomaHAa BbiNONHEHa yaauHo, MOXHO NPOAONXaTL paboTy U NOCLINaTh HOBbLIE AUPEKTUBLL.
Takue coobLEHUA NPUXOAAT B OTBET Ha NPOCTHLIE KOMaHAb

3 KomaHpaa BbinonHeHa yaayHo, Ho AnA 3aeeplueHus pabotel TpebyeTtcs pononHuTenbHas
Avpextusa. Takue coobWEeHUA MOXHO YBHAETL B OTBET Ha onepavuuW, npeaycMarpuealome
HECKONLKO AEVCTBUN, — HanpuMep, BO BpeMA ayTeHTudukaumm, kotopan Tpebyer

AByx koMaHg,. CoobLeHns C KOAOM, HAaYMHAIOLMMCA C LUdpsl 3, NOABNAIOTCA MEXAY
OTNpaBKoW kOMaHA USER U PASS

4 KomaHaa BbinonHeHa HeBEPHO, HO Pe3yNLTaT MOXET GbITb NONOXUTENBHBLIM, ECIM
MOBTOPUTL NONLITKY Noaxe. CoobLyeHue MoXeT GbITb NONYYEHO B cryyae, ecnv cepeep
He B COCTOSIHMM Ceyac BbINONHUTL KOMaHAy M3-3a BbINOMNHEHNSA APYroi onepauun

5 KomaHaa BbiNONHEHa HEBEPHO. 3TO CaMbil KPUTUMHBLIA OTBET, KOTOPbIA MOXET BbiTb
npy HEBEPHOM CUHTaKCUCE AUPEKTUBLI N HENPaBUNBLHOM 3aaaHuKU NapameTpoB

Tabnuua 10.3. 3naveHus emopoil yugps! & kode omeema FTP-cepeepa

Kon Onucauue

0 CuHTakcuyeckan ownbka, komaHaa BOCNPUHATA HEBEPHO

1 WUndopmauus

YcraHoBka coeauHEHUR

CoobLeHre OTHOCUTCA K ayTeHTrKauun

He onpegenexo

(6 I - N I~ I I\ ]

CoobuweHne ¢alinosor cucTembl

PaccmoTrpum npumep. omyctum, none3osaresns yBunen B ceoeM FTP-kinente cnemgyro-
mee cooOlIEeHHE U HE 3HAET, YTO JeJaTh JaJiblle: :

331 Anonymous access allowed, send identity (e-mail name) as password.

Bam poctratoyHo ToJbKO 3HaTh Kon 331. Ilo mepeoMy 4mMciy 3 BHUAHO, YTO JMpPEKTHBA
BBIMOJIHEHA yIa4yHO, HO TpebyeTcs NoNmoHUTENbHaa koMaHaa. Bropas uudpa — toxe 3,
T. €. cooblLeHne oABWIOCh B Xoe ayTeHTHOMkauuH. Koraa MoxeT OBITh Takoit OTKIIHK?
Koneuno xe, nocine sBoga umeHu. Ceppep FTP oxunaer naposns, noatomy Belgan coob-
HieHue ¢ koaom 331.

Kak BMaMTE, MUHMMAIBHBIX 3HAHHH OCTaTOYHO, YTOOBI yBHIETh, Kakas BO3HMKIIA PO-
GrneMa, 1 MaKCUMaJbHO GBICTPO €€ PeLIUTb.
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10.1.3. Tlepenaua gaiinos

INockonexy npotokon FTP npenHa3HaueH ans paGoThl ¢ pa3HBIMH CHCTEMaMH, TO I
nepeaayu GanioB UCONB3YIOTCS [Ba OCHOBHBIX pekumMa: TekcToBbli (ASCII) u GuHap-
HBI.

JlomycTiM, Bbl XOTHTE nepeciath TekcToBbli ¢aiin ¢ komnbiotepa UNIX Ha koMmbto-
tep Windows. B UNIX ans TekcroBeix (haiinioB B kauecTBe MAeHTHdHKaTOpa KOHLA
CTPOKHM ucrionb3yerca cuMBon <CR> (Carriage Return, Bo3paT kapeTku, kon 13).
A B Windows To ke camoe o6o3HauaeTcs AByMA cuMBonamu: TeM ke <CR> u <LF>
(Line Feed, nepesoa ctpoku, koa 10). U ecnu nocne nepenaun otkpeite B Windows
TeKCTOBbIH ¢aiin, nepecnanHblii ¢ komnsiotepa UNIX B GHHapHOM pexuMe, TO H3-3a
OTCYTCTBMA B HeM cMMBona <LF> Bce cTpOKM TeKcTa CONbIOTCSA B OHY.

Ha puc. 10.1 noka3zan daiin sendmail.cf (Mcrionb3yerca ans koHurypauuu Sendmail),
ckauyaHHbIH ¢ Linux-cepBepa B GUHapHOM pe>kMMe M OTKpBITHIA B nporpaMme Windows
Notepad. Kak Buaute, oueHb Tsxeno pa3obparb, YTO 34€ch M LI YETO, a BMECTO fepe-
XO0Jla Ha HOBYIO CTPOKY MOXHO yBHAETh HeuuTaeMblii cumBon <CR>, npeacraBieHHbIH
B BHJIE TyCTOrO KBaJpaTa.

A S R S (|
Ele Edit Format View Help

[#0#0#0#0# Copyright (c) 1998-2001 D#Sendmail, Inc. and its su€p1iers.n# All rigla
.md,v 8.32 1999/02/07 07:26:14 gshapiro Exp § #dddd0Dddedd inux setup for AS
lacklist_recipients.m4,v 8.13 19899/04/02 02:25:13 gshapiro Exp $ ###d#000#dsdd
# operators that cannot be in local usernames (i.e., network indicators)ico @ %
iler table (overriding domains)okmailertable hash -o /etc/mail/mailertable.dboos
?0# NOTE: There is a potential for_a denial of service attack if this is set.o#
ires HoststatusDirectory)?0#0 SingleThreadbelivery=Falsedd# use Errors-To: head
Timeout. command=1ho#0 Timeout.ident=5s0#0 Timeout.fileopen=60s0#0 Timeout.contr
database file (null means no lookup)Do UserbatabaseSpec=/etc/mail/userdb.dboo# -
ormally /etc/hosts)o#0 HostsFile=/etc/hostsnoo# dialup line delay on connection -
calling initgroups(3) because of high NIS costs?0#0 DontInitGroups=Falsell# are
0 MaxHeadersLength=3276800# Maximum depth of alias recursioni#o MaxAliasRecursii
ssage precedences  #D###dddddtddtdddiddddtdidad#00PTirst-class=00Pspecial-deld
REWRITING RULESD##### [ ###dddddttddddttddddtddddddtddddttddddtttddddtdddddt s

results from 1ist:; syntaxIrR$@ $@ :; <@>00# strip angle bracke
UCP >  uucp subdomainsoo# if we have ¥ signs, take the rightmost onelR$¥ % $*

or IPv4 domain Titeralor$» < @ [ $+ ] > $* $: %1 <@@ [ $2 ] > $3
Output Post-rewriting ###0eddtddttddtddtidttdttdttddtidtdddaddtdddddaidtiddE 0 s
R AR £ D 0 Spar se=000R$ ¥ $: $>Parse0 $1

ow delete the Tocal info -- note $=0 to find characters that cause forwardingir
sendOR$* < @ [ $+ ] : §- : $¥> §* $#$3 $@ $4 $: $1 < @ [$2] > $5 smartho e
5 Bt 457

Puc. 10.1. ®aiin sendmail.cf, nony4eHHbiA ¢ Linux-cepeepa 8 6UHapHOM pexume

Yrobbl pewinte npobieMy KOHLA CTPOKHM, HeoOXOAMMO ckauuBaTh (hailn ¢ cepmepa
B cuMBosbHOM (ASCII) pexxume. B 3ToM ciydae TekcT nepenmaercs moctpouHo, U OC-
noJryyatens cama nobamiseT Hy)XHbiE CUMBONBI nmepeBofa crpokn. Ha puc. 10.2 MoxHO
yBHAETH Qaiin sendmail.cf, momyueHHblii ¢ cepsepa B pexkume ASCII. Teneps uHdopMa-
uMs crana 4yuTabenbHO, U BCe CHMMBOJIBI NEpeXolla Ha HOBYIO CTPOKY paccTaBiieHbl
camoit OC BepHO, B COOTBETCTBHH C €€ BHYTPEHHUMH MPaBHIIaMH.

JlBonuHsie aiinsl (Hanpumep, KAPTHHKHM WIM MY3bIKY) He0oOX0QUMO MepeaaBath B GH-
HApHOM pexXHMe. 3ech HeT paznuumii, B kakoit OC co3gaH o6bexT, U oH Oyaer npa-
BHJIBLHO BocnpHHAT B moboii OC, ymerolueii pa6oTaTh ¢ 3THM dopMaToM.
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il.cf - No.tep.ad :

H*
Copyright (c) 1998-2001 sendmail, Inc. and its suppliers.
# A1l rights reserved.
Copyright (c) 1983, 1995 Eric P. Allman. A1l rights reserved.
Copyright (c) 1988, 1993

The Regents of the university of california. A1l rights reserved.

By using this file, you agree to the terms and conditions set
forth in the LICENSE file which can be found at the top level of
the sendmail distribution.

#E bR R
R R R R R A A A

L

sy SENDMAIL CONFIGURATION FILE

L

##### built by leon@pylesos.asp-linux.com.ua on 4en WAO 25 16:59:02 EEST 2002
##### in /home/leon/RPM/BUILD/sendmail-8.11.6/cf/cf

##### using ../ as configuration include directory

Puc. 10.2, daiin sendmail.cf, nonyJeHHbi# ¢ Linux-cepeepa B ASClI-pexume

Hy a ecnu nepenate w3 Linux B Windows B TEKCTOBOM pexxHMMe OBOWYHBIH ¢aiin, To
moboii cumBon <CR> (a OH MOXET BCTPETHTHCH M B TakoM (Qaiite) OyaeT 3ameHeH Ha
napy cumBonoB <CR> u <LF>, u nocine 3toro ¢aiin MokeT cTaTh HEYUUTAEMBIM.

10.1.4. Pexum kaHana AGHHLIX

MEI yxe roeopunu o ToM, uto A pabotrst ¢ FTP-cepepom HeoOxonuMe! 1Ba kaHana.
Ilopt 21 sBnseTcA ynpaBisioOlMM, U IO HeMy Mepefarorcd Toiabko komaHaer FTP. Jms
nepenaun (aiyioB co3gaeTcs OTAEIBHOE COEAMHEHHE. DTOT MPOLECC MOXHO OMUCATh
clieqyrolnyuM obpazom:

1. TIporpaMma-KIMEHT OTKPhIBAET MOPT HAa KOMIIBIOTEPE, Kyaa cepBep JOJDKEH MepeaaTh
copepxumMoe daiina.

2. Cepeepy HampasJisieTcs 3alpoc Ha ckaunBaHHe ¢aitia v coobmaerca nopt u IP-agpec
KJIMEHTCKOro KOMNbIOTEPa, C KOTOPBIM OH JOJDKEH COSTUHMTHCA.

3. CepBep HHALNATHUINUPYET COCOANHCHNE C KOMIMMBIOTEPOM KIIHCHTA ¥ HAUWHACT Nnepeaa-
4y JAHHBIX.

Takoli pexxHM Ha3bIBACTCA AKMUGHBIM, TIOTOMY YTO COEIUHEHHE YCTaHABIIUBAET cepBep.
IMpobnema kpoetca B nocieaHeM JeicTBHH. Ecii y Bac ycTaHOBNEH ceTeBoil 9KpaH, To,
CKOpee Bcero, Jito0Ople MOMIITIOYEHHA W3BHE 3alpellieHbl, YTOOBl Xakep He cMor mono6-
paThCcs K KoMnbioTepaM Bamieii cet. CoeiMHEHHUs JO/DKHBI MHHLIMATIW3UPOBAThH TOJBKO
BAlllM KOMITBIOTEPEI, a HE BHEIIHHE.

B pesynbTate B aKTHBHOM peXHMeE 4epe3 NPABWILHO HACTPOEHHBIN CeTeBOi 3KpaH mpo-
tokon FTP pa6otats He 6yner. Eciu ke paspelldTs BHEWIHMM TPOrpaMMaM yCTaHaB-
JIMBATh COEMMHEHMA, TO NPUIETCA OTKIIOYMTL CETEBOM JKpaH, H OH YK€ HHYEro He
3aIMTHT. '

Yol pemuTh npobieMy paboThl depe3 ceTeBOi 3kpaH, ObU1 pa3paboTaH naccueHbiii
pexkuM. B GoNbLIMHCTBE cepBepOB M KJIMEHTCKUX MPOrpaMM MMEHHO €ro Tereph HauM-
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HAIOT YCTaHABJIMBATH IO YMOJYAHMIO, TIOTOMy YTO CETEBBIE 3KPAaHbI B HAlle BpeMs
BCTPOEHHI yake mo4uTH Bo Bee OC.

B naccuBHOM pexxuMe coelMHEHHE IPOUCXOIUT MHAYE:
1. KianeHT 3anpammBaeT ckauMBaHHEe WIH IIPOCHT NPHHATH (aiin.

2. CepBep OCYLIECTBIIAET NPHBA3KY K MOPTY M COOOINAeT KIMEHTY HOMep KaHana, Kyaa
HeoOXO0IMMO NOAKTIOUUTHCS [UIA MOTy4YeHHs WIH OTIPABKHA JaHHBIX.

3. KineHT ycTraHaBIMBaeT COeJMHEHHE C YKa3aHHBIM MOPTOM, MO0 KOTOPOMY IMPOMUCXOAHUT
nepeAaya AaHHEIX.

Takum o6pa3om, cepBep TONBKO OTKPBIBAaET MOPT M MOArOTaBINBaeTCa K 00MeHy (aiina-
MH, a2 BCE COSTUHEHHS OCYILIECTBIIAIOTCSA TOJBKO CO CTOPOHBI KJIHEHTa. JTO yxKe He Ipo-
THBOPEYHT MpPaBHIaM CETEROT0 3KpaHa.

10.2. Cepsep ProFTPd

B nocnenxee Bpems Bce 60Mb1IyI0 ITOMYNApHOCT 3aBoeBbIBaeT cepBep ProFTPd. Ero Mel
noApoGHO pacCMaTpHBATh HE CTaHeM, HO KOPOTKUiA B3 6pocum. I'nasublit koHduUrypa-
LIMOHHBIH (aiin 3Toro cepsepa — /etc/proftpd.conf. Kpome Toro, k ero koH$pHrypaHoHHBIM
daiinam Taroke oTHocHUTCs ¢aiin ftpusers, rie OMMCHIBAIOTCA MONB30BATE/H, KOTOPHIM pas-
peiueHa pa6ora ¢ FTP.

Ilpn xoHurypuposanuu proftpd GonbMHCTBO IeicTBHIA omuceiBatoTca Grnokamu. Ha-
npumep:

<Limit SITE_CHMOD>
DenyAll
Allow from 127.0.0.1
</Limit>

3pmece onmMceIBaeTcs 610K Limit, KOTOpBIH MO3BOJMET 3a0aBaTh OrpaHHyeHHe. Yo HMEHHO
OrpaHH4MBAETCA, YKa3bIBAaeTCs Cpa3y IOCNe KIOYEBOro cjioBa Limit. B HaleM cirydae —
3TO onepaims SITE_CHMOD. BHyTpH 6G10Ka HIXyT oneparopsl OrpaHHYEHHA:

O DenyAll — 3anpewaeT AOCTYII CO BCEX KOMITBIOTEPOB;
0 Allow from— pa3pelnaeT AOCTYI TOJIBLKO C YKa3aHHOrO KOMITBIOTEpa.

Me1 cHoBa cobiromaeM NMpaBWIO 3aNpellieHHs BCETO, YTO HE pa3pelleHo ABHO. MoxHO
TaKKe YKa3bIBaTh CIIEAYIOIIHE OrpAaHHUEHHUA

O allowAll — PaspCUINTh AOCTYTI CO BCEX KOMIIBIOTEPOB,
AllowGroup rpynnu— Pa3pelidTh AOCTYII C YKa3aHHBIX IpYIII;

AllowUser — pa3pelIMTh JOCTYTI YKa3aHHBIM NOJIb30BATEIIAM,;

Qaa

AllowOverwrite sHauenme — OINPEHEIIAET, MOXKHO JIM MEPE3aNHCHIBATE YXKE CYIIECT-
BylouMe ¢aitibl. B kayecTBe 3HaUYEHHA MOXHO YKa3bIBaTh on WM off.

Jlns Bcex MyHKTOB, KPOME MOCJIEAHETO, €CTh aHAIOTHYHBIE 3aMPEThl — HYXXHO TOJIBKO
MOMEHATH Allow Ha Deny. JTO ONEPaTOPEI orpaHu4eHus. B 610Kkax MoryT OBITE M Ipyrue
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ornepaTopsl, KOTOpbIe MBI PACCMOTPHM YyTh MO3XKeE, a ceifiyac AaBaiiTe 3aKOHYNM 3HAKOM-
CTBO C TUNaMH OJIOKOB.

Yro6bI1 cO31aTh CEpBEP C aHOHUMHBIM JOCTYTIOM, HYXXHO ONMHCATh 6ok Anonymous:

<Anonymous IyTb>
</Anonymous>

AHOHMMHBIM NOJIB30BaTeAM OyAeT pa3pelieH AOCTYN TONBKO K KaTajlory nyts W HHYEro
Gonee.

YroOe! ONpeseuTh JOCTYT K KAaTaliory, MOXKHO HCIO/b30BaTh AUPEKTHBY Directory:

<Directory nyTb>
DenyAll # mna npuMepa 3anpeTuM JOCTYN
</Directory>

B atom 6510ke BBl MOXKETE YKa3blBaTh AUPEKTHUBBI, KOTOPbIE OTHOCATCA K KOHKPETHOMY
katanory. Eciv Hy)kKHO yka3aTh rnoGaibHele TapaMeTphl, TO HCHONB3YyHTe 610K Global.
noGanbHOMY 610Ky HE HYXHO YKa3bIBaTh KaTanor — oH AeHCTBYeT Ha Bce.

Ewe ongvH 60K, KOTOpbIi MOXKET NPHCYTCTBOBaTh B KOHGUIypalMH cepBepa, —
VirtualHost. B HeM yka3biBaeTcs ajipec cepsepa.

Tenepb pPaccMOTpHUM NapaMETPhbl, KOTOPBIE MOXKHO HCIIOJIb30BaTh BHYTPH 3THX 610KOB:

O pefaultRoot — KopeHb AepeBa katajoros FTP, Bbille kOTOpOro nons3oBarens He
MOXKeT MoAHAThcA. [lo yMOMYaHHMIO MOiB30BaTeb MOAYYaeT AOCTYN K CBOEMY JO-
MalllHeMY KaTaJlory, a JOCTYM BbILIE 3alIpeLicH;

3 DefaultTransferMode — PSKHM nepeaavyr NaHHBIX. Hx Bcero aBa: TEKCTOBBIT ¥ OH-
Haprlf;l, H B 3TOM NapaMeTpe MOXKHO yKa3aThb COOTBETCTBCHHO ascii WM binary,

0O pisplayConnect umagaitna — coAepxuMoe daina mvadaina OyJeT NOKa3aHO B MPH-
BETCTBEHHOM COOOLIEHHH BO BpEMS COEAMHEHHUS KIIHEHTA C CEPBEPOM;

O Dpisplaylogin umadaina — coAepkuMoe daiina umadaiina OyaeT Moka3aHo MONb3OBA-
TENO NOCNe YCNEUHONW perucTpaumy;

O MaxClients — MaKCHMMAaJIbHOE KOJTHYECTBO OJHOBPEMCHHO MOAKITIOYAKOIIHUXCA NOJTb-
sosareneii. CIIMIIKOM MaJleHbKO€E YMCJIO MMO3BOJTUT XaKEpY € JIErKOCThIO pE€aIn30OBaTh
DoS-aTaKy, HCYEpIaB BCC BOSMOIKHbIC COEJUHCHHA

0 order — MOpPAAOK, B KOTOPOM CepBep MpHMeHsieT paspeiueHus. Ecnu 3mecs ykasaHo
allow, deny, TO pa3peLUaIOLIHe 3aMUCH UMeIOT Gonblunit mpuoputer. Ecnu HHuero He
yKa3aHo, TO AOCTyN pa3peuiaetcs. Ecnu ke ykazaHo 3HaueHHe deny, allow, TO 60OJIb-
LUK IPHOPHTET MMEET 3amnpelleHHE;

O Rootlogin — pa3pelleHUe aAMUHKHCTpaTopy noaxioyarscd no FTP. Ecnu agech yka-
3aHO on, TO TaKOE AEHCTBHE pa3pelleHO, HO JIy4llle BCE €ro 3alpeTHTh, yKa3aB off.
FTP — He my4iuee pelieHue )11 aAMHHHCTpUpOBaHMs ¢aitoB. Ecny xakep kakuM-
160 00pazoM y3HaeT WiM moadepeT Maposb, TO MOXETE MOMPOLIATLCA CO CBOHMM
JIaHHBIMU;

O serverName — HMA cepBepa, KOTOpPoe OyIEeT NOKa3bIBaTLCH KIIHEHTY;
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O syslogLevel — ypOBeHb )KypHAITUPOBAHHSA COOBITHIA:
® emerg — Hanbollee BaXKHBIE,
® alert — COOBITHSA;
® crit — KpHTHYECKHE COODIeHNS;
® orror — OIIHOKH;
® warn — NpeaynpexAcHHUS;
® notice — coobIEeHHs;
® info— uHpopMaLus;
® debug — OTJIafOYHaA HHpOpMALIHA;

O umask macka_gaitna Macka kartamora — Macka ¢aitna s HOBBIX (pailioB M MAarok,
paboraromas TOYHO TaK JKe, KaK MapaMeTp umask cHcTeMbl. Macka katajiora He ABJIS-
eTcs 00A3aTeNbHON.

Kak BHAHUTE, YK€ 10 NapaMeTpaM MOHATHO, YTO K YEMY, TaK YTO HHYETO CJIOXKHOIO 3[€Chb
HET.

10.3. Euwe Heckonbko cnos o npotokone FTP

Hpotokon FTP u cepsepsl pa3nuyHBIX NPOM3BOAMTENECH 32 BPEMA CBOEro CyILIECTBOBA-
HHS UMeJTH MHOXECTBO MpobieM ¢ GesomacHocThto. EciM cnoxuts mpoGieMbl H3-3a
omubok FTP u mporpammel Sendmail, To pe3ynbTaT MOXeET 3aTMUTh Aaxe MOTEPH OT
BHEJPEHHS BHPYCOB.

I'naBHas npoGnema npotokona FTP 3awmovaercs B TOM, 4TO OH CO3JaBajICA KaK JpyxKe-
CTBEHHBIH M yHOOHBIA 111 nonb3oBatens. Bropas npobneMa — Hcnonb3oBaHue ABYX
nopToB. ABTOPH3aLMA MPOMCXOIUT TOJBKO NPH MOAKIIOYEHHH Ha 21-i nopt, a pabora
C KaHaJloM JUld NepeJayl JaHHBIX MPOMCXOAUT 6e3 Kakoro-iudo NoATBEPIKACHMS MOA-
JIMHHOCTH KJIHEHTa.

Ecnu Bo BpeMeHa cosnanust FTP-npoTtokosia oH Gbin AeACTBHTENBHO HEOOXOOMM [uif
of6MeHa IaHHBIMH, TO B HACTOALIEE BpeMs OT Hero cienyet u3baenateca. Eciu Bbl X0TH-
T€ HaTh MOJb30BATEIAM BO3MOKHOCTB TOJBKO CKauMBaTh MHQOpMalMio, TO obparHre
BHMMaHHe Ha nporokoa HTTP. C ero moMolisto MOXHO Jaxke OpraHH3OBaTh 3arpysky
¢aiinos Ha cepsep.

Ecim HeoOXx01HMM 0OMEH JaHHBIMK B JIOKATBHOM CETH, TO MOXKHO HCIONB30BaTh Samba-
cepeep WM, omate xe, HTTP. MHorue agMHHUCTpaTOphl HE XOTAT HAacTpPauBaTh
BeO-cepBep TONBKO paad oOMeHa AaHHBIMH M YCTaHABJIMBaTh Ha HEro MOTEHLHMATbHO
onacHele cueHapud. Ho Henb3s 3a6biBath, uto FTP Taroke MOMeT OKa3aTh MEABEXKBIO
yeayry. U3 aByx 30a HyxHo BbiOHpaTh MeHbluee. Eciu y Bac yxke paGortaer Beb-cepaep,
TO MaKCHUMAaJbHO HCHONB3YiTe €ro BO3MOXXHOCTH, M TOrAa MOXHO Oyaer 3akphITh
21-# nopt, TeM caMbIM OrpaaMB ce0si OT BEPOATHBIX HENPUATHOCTEHN, KOTOphIE MOTYyT
C €ro y4acTHeM MPOU3OHTH.

Ecnu BaM nuyHO Heo6XxoauM IOCTym K cepBepy s paboThl ¢ daiinaMu yaaaeHHo, TO
coBeTyio ucronb3oBaTh naket SSH u BcTpoeHHblit nporokon SFTP, kortopslit mudpyer
JaHHBIE, MOCKOJIBKY TAKOE COCAMHEHHE MEPEXBATHTh HAMHOTO CIIOXKHEe.
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DNS-cepsep

Kaxapifi koMnbloTep, MOAKIIOYEHHBIH K CETH, JOJDKEH MMETh CBOM aapec, 4ToOBI ero
MOXHO OBUIO HalTM U OOMEHHBATBCA C HHM JaHHBIMM. DTO NOXO0Xe Ha Tele(oHHbIE
cetd. Yto6el KoMy-HHGYb MO3BOHHTB, HY)KHO 3HAaTh HOMEp €ro TeieoHa, HHaYe KOM-
MYTaTOp HE CMOXKET MOHATH, C KEM Bac COEIUHUTD.

Korna Bbl XOTHTE NONYy4UTh BeG-CTPAaHHUKY C CepBepa, TO HEOOXOJMMO 3HATh €ro anpec.
B 3anpoce Hy)XHO yka3aTb CBOM KOOPAMHATBI, YTOOBI CEepBEp 3HAJ, KyJa BEPHYTb Tpe-
6yeMyio cTpaHH4Ky. 31ech MpoCMaTpHBaeTcs aHanorus ¢ moyrod. OTHpaeiAs NHCHMO,
BBl yKa3bIBaeTe aJipec, a €Clid XOTHTE, YToObl BaM OTBETHIH, TO JOJDKHBI YKa3aTb H 00-
paTHBIi anpec.

B 3noxy 3apoxieHHs ceTell KOMIBIOTEPOB B HUX OBUIO Maso, MO3TOMY AJA aJpecalyy
661 BBIOpaH caMblif mpocToii BapuaHT — uMcia. S aymato, yto eciu 661 MIHTepHet
MOABMIICA TONBKO ceivac, To NpHHAIH 661 TOYHO Takoe xke pemeHne. Ho ¢ yBennyenunem
KOJIMYECTBA KOMITBIOTEPOB ceTeBas OOLIECTBEHHOCTh CTala OCO3HABaTh, YTO NOMHHTh
6onbwe 20 agpecoB MO HOMEPaM HEBO3MOXKHO, MOTOMY ObUIO MPHHATO pelIeHHE HaHTH
Kako#i-nmu60 crnocod, ynpoujarouuii 3aioMHHaHHeE.

H3MeHATh mpHHIMI HyMepauud ObUIO MO3JHO, Ja M BeIOpaHHasa cucteMa IP-ampecos
OKa3anach OYeHb yAOOHa Ayii 06pabGoTKH Ha NMpOrpaMMHOM YPOBHE KOMIBIOTEPaMHM H
ceTeBhIMH ycTpoiicTBaMi. HeMHOro nokongoBae, yMHBI€ MIOAM NPHAYMaJIM CO31aTh LIEH-
TPaIH30BaHHYI0 6a3y JaHHBIX, yCTaHaBIHBalou[yro cooTBercTBMe IP-anpecoB M cum-
BOJIBHBIX HMeH. TakuM 06pa3oM, noJib3oBaTesib ONEPUPYET MIMEHAMH Y3JI0B, a NMPOrpaM-
Ma HaxoauT HyxHblH IP-agpec B aToif 6a3e M yxe mo HeMy cOedUHSETCA C APYTHM
KOMITbIOTEPOM WIH CEPBEPOM.

OTOT MeTOA OYEeHb CWIBHO YNMpPOCTWI 3amauy. Panblue, 4yToObl HaiiTH cepBep, HyXKHO
6BU10 YeTko 3HaTh ero IP-aapec. Teneps B NPOCTO# CHTyaLMH MOXHO 0GOMTHCH Aaxe Ge3
TIOMCKOBBIX cHcTeM THNa Yahoo win Google. HanpuMep, ecin HyxeH caiiT kopnopauuu
Microsoft, To MoxxHO nonpoGoBaTte Habpatre B Opaysepe aapec www.microsoft.com.
Takum myTeM Be6G-cepBepbl GHPM Hallle BCEro MOXKHO HAiTH MPOCTO MO HX MUMEHH, a He
3allOMMHATh JIMIIHIOK HH(pOpMaLHIO.
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11.1. BeepeHue 8 DNS

IMepeoe Bpems npeobGpasoBanue IP-agpecoB B MMeHa M 06paTHO MPOM3BOAMIOCH C IIO-
MOIIBIO MPOCTOro TEKCTOBOro (Qaiisia, COriaCHO KOTOPOMY H OCYLIECTBJIANIOCH COMOCTaB-
neHue napametpoB. B Linux 3a 310 oTBeyaer daiin /etc/hosts. HecMoTps Ha ero cnaboctn
M Heyno6CTBa B COMPOBOXKIEHHH, B MAJIBIX CETAX BO3MOMHOCTEH Takoro ¢aiina mocra-
TOYHO.

C paciimpeHHeM ceTH NoHafo0HiICa HOBBIH cnoco6 xpaHeHUs cooTBeTcTBHA. Ha cMeHy
¢aiinaM npuuia cucreMa aoMeHHbIX UMeH (DNS, Domain Name System), npeaHasHa-
YyeHHas A npeoOpa3oBaHNS CUMBONIBHOrO UMeHH B IP-anpec u HaoGopot. Ee npeumy-
LL[ECTBAa MOTYT MpPOSABIATHCA HE TOIBKO B MIHTepHeTe, HO M B JIOKabHBIX CETAX € AOCTa-
TOYHO GOMBIINM KOJHYECTBOM KOMIIBIOTEPOB.

BHenpenne DNS BBIABHIIO el1le OAHO MPEMMYLIECTBO ITOi CHCTEMBbI — IO OAHUM M TEM
xe IP-agpecoM MOryT cKpbIBaTbCsl HECKOJIBKO y3/10B. Hampumep, XOCTHHrOBBIE KOMITa-
HHHU Ha OJIHOM CepBepe MOTYT COep)KaTh HECKOIBbKO CaATOB.

Cepeep DNS — 3t0 Gonbluas 6a3a JaHHBIX, B KOTOPOH XpaHATCSA JaHHbIE O COOTBETCT-
BMH MMeH y3710B U [P-anpecos. Camoe rnaBHoe, 4TO 3Ta HHpOpMaLMs AELEHTPaTH30Ba-
Ha, ¥ B IHTepHeTe CyLUeCTBYIOT THICAUH TaKWX CEPBEPOB.

Ba3a maHHBIX NMeeT HEPapXHYECKYIO CTPYKTYPY, BEPLIMHON KOTOPOH SB/IAETCA TOYKa (.).
Oto HanmopobHe 3Haka / B ailnoBoii cucteme Linux, 0603HayaoIero KOpHEBO KaTaor.
Ha nepBoM ypoBHe UAyT IOMEHEI THIIa com, org, net, gov, ru, de u 1. 1. Hwxe naxonar-
Csl HMEHa JIOMEHOB BTOpOro ypoBHs. [IpiuMep Takoit cTpykTypsl npuBeaeH Ha puc. 11.1.

eon] (o] [m] [] [w

|
Iredhatl |cydsoE] m

Puc. 11.1. Nepapxus gomeHoB

B kauecTBe TOYKH paHblie BHICTYAl €AHHCTBEHHBIH cepBep, KOTOpBIH OTBEYan 3a KOp-
HeBylo cucteMy. Ho oaHakabl 3TOT ceppep oka3ajics HEeJOCTyNneH, H Becb MHTepHer
napanu3oBano. C Tex nop 6bUT0 MPUHATO PELIEHHE HCIMONb30BaTh HECKOJBLKO CEpPBEPOB
M pacIpeieSIeHHYIO CHCTEMY.

Honyctum, HyxHo HaiTH IP-agpec cepsepa www.flenov.info. ma npu 3ToM paccMmar-

puBaeTcs cripaBa Hanepo. CHavana HampaeisieTcs 3anpoc k kopHesoMy DNS-cepsepy,
M OH OTBEYAET, KTO 06ciyxuBaeT foMeH info. 3aTeM Ha HAlIEHHOM CepBEpE BHINOJIHACT-
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Cs 3aNpoc Ha MOHCK JoMeHa ¢ UMeHeM flenov. Eciu Takoit HaiiieH, TO Mbi TIOJTyuMM aj-
pec DNS-cepsepa, kotopslii o6cnyxuBaer nomeH flenov.info. U yxe emy HanpaBiseTcs
3alpoc Ha mnony4yeHue agpeca noMeHa www.flenov.info. Pesynsratom Gyamer IP-agpec
cepBepa, KOTopoMy npucBoeHo nMa www.flenov.info.

Bce aTH neficTBHA MpOMCXOAT MPO3pPayvHO Ui KOHEYHOrO IOJIb30BATENd, H KOTAa Bbl
HaGupaeTe B 6pay3epe afpec, TO HUKOr/Ja HE YBHIMTE 3THX TOHKOCTei. O ToM, YTO MaeT
nouck IP-agpeca no UMeHH, MOXKHO y3HAaTh TOJBKO MO IOJCKAa3Ke, KOTOpas BbICBEYMBA-
€TCs B CTPOKE COCTOAIHMA 0003peBaTens.

B ceTn ecTh MHOXKECTBO K3LIHMDPYIOMMX CEPBEPOB, BBINMOJHAIOIINX CBOH (GYHKIHMH
aBTOMaTHYyeCKH. JIOCTaTOYHO TOJBKO YCTAaHOBHTH TaKOW CEpBEp, CAENaTh OCHOBHBIE
HAacTpOWKH W 3amycTHTh. Ksmmupylomue cepBepbl 0OMEHHBAIOTCA MeXAY coOoi WH-
¢dopmaLell U MO3BONAIOT HaiiTH MoOOH aapec Ha GmkaifiieM y3ne, He oGpauiasch
K ocHOBHOW 6aze nanHbix. Hanpumep, y Baliero MHTEpHET-TNpOBaiaepa 4Yalle BCEro
ectb cBoii DNS-cepsep. Koraa Bel ob6pamaereck Ha kakoi-HHOyIb CHMBONBHEIH afpec,
TO 3aNpoC CHa4ajla MAET Ha cepBep MpoBaiiiepa, 3aTeM IO LIEMOYKE NepeaaeTcs Apyro-
My cepBepy, H TaKk IO TeX Mop, Moka HyxkHas 3amuchk ¢ [P-anpecoM He Oyaer HalineHa,
€CJIH, KOHEYHO )K€, MMA YKa3zaHo BepHO. IIpH Takoii opraHH3auuM 3ampocoB ajapec 3a-
[pamrBaeMoOro HMeHH MOXeT ObITh monyyeH ot Gmmkaitmero DNS-cepepa, B kaue
KOTOPOT0 COXpaHWIack HeoOxoauMas HHGOpMaLUA.

Cepeepsl DNS moryT 1, Hao6opot, no IP-agpecy cka3ath HaM ero CUMBOJIBHBIH agpec.
B stom ciyuae IP-anpec Toxe nepeBopaunBaetca. Hampumep, ecny HyXHO y3HaTb UM
cepsepa 190.1.15.77, To B 3anpoce k DNS Oyner Bunen agpec 77.15.1.190 u nobaenex
cypdukc in-addr.arpa: 77.15.1.190.in-addr.arpa.

11.2. NokanvHetid gpaiin hosts

M&i yxe 3HaeM, 4TO H3HAYaJIBHO JUIA COMOCTABIEHHS HMMEH H afipeCcoB HCMOJIb30BAICA
¢aiin /etc/hosts. 3T0 TEKCTOBBIH daiis ¢ 3aNUCAMHU THMA:

127.0.0.1 localhost.localdomain localhost
192.168.77.1 FlenovM

Kaxnas ctpoka — 310 coorBercTBHe IP-aapeca ero uMenu. I[lo yMmonmyanmio B daiine
Oyner Bcero aBe CTPOKH, Kak B mpuBeAeHHOM mnpumepe. IlepBas cTtpoka — 310
«nemia». HanomuHaro, 4to Bo Bcex kommblotepax ums localhost u IP-anpec 127.0.0.1
YKa3pIBalOT Ha TEKYLIYI0 MallMHy. JTO 3HAa4YHT, YTO €CJIM HYXKHO BBIMOJHUTb ping,
aZipecoBaB 3alpOCHl Ha JIOKAJIIbHBIH KOMIIBIOTED, MOXKHO HAallUCaTh:

ping 127.0.0.1

Bo BTOpO# 3anKcH ycTaHaBnMBaeTcs COOTBeTCTBUE Mexay IP-ampecom, 3amaHHBIM s
Ballero ceTeBOro Hrepdeiica, H CHMBOJIBHBIM HMEHEM. 31€Ch MOEH CeTeBOH KapTe npu-
CBOEH ajJpec 192.168.77.1, U €My COOTBETCTBYET UMs FlenovM. 3TO 3HA4UT, YTO IpH
BBITIOJIHEHHH KOMaH Ikl ping MOXXHO yKa3biBaTh WiM IP-aapec, WM uMs koMnbloTEpa.
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Caexyiomue 1pe KOMaHAbl HICHTHYHDI:

ping 192,168.77.1
ping FlenovM

ITpn BBINOJIHEHMH BTOPOH KOMaH/bI CHa4YaJla MPOUCXOOHT oOpaineHue K (aiiy /etc/hosts,
KoTOpHIi BepHeT nporpaMme azapec 192.168.77.1, u yxe Ha Hero HanpaBHTCA 3X0-3aMpoc.

A 4ro Gyzer MCronb30BaThCA AU MOMCKA afipeca nepBbiM: (i /etc/hosts min DNS-6a3a
naHHBIX? 10 3aBHcHT OT HacTpoek OC. IlocMoTpuM Ha aiin /etc/host.conf. B HeM Haxo-
IHTCA CTPOKA:

order hosts,bind

JIMpeKTHBa order KaK pa3 M 3aJaeT MOPANOK MpocMOTpa. B HaweM ciryyae Ha nepsoM
MecTe Haxomutcs Gaiin /etc/hosts, M TOJBKO Noclie 3Toro Gyaer 3amylneHa KoMaHAa bind
Ui BeINoSTHeHMA 3anpoca k DNS-cepsepy. Uro 310 HaM Aae1? A TO, YTO MOXKHO YBEJH-
YHTB CKOPOCTb JOCTYTA K OCHOBHBIM cepBepaM. JlomyCTHM, YTO Bhl KXK/bIH AeHb Moce-
maete caiir www.redhat.com. Ilpu >ToM kaxxaelfi pa3 mpoucxoauT 3ampoc k DNS-
CepBepy, YTO MOXET NMPHMBOAMTL K 3aIEPXKKE B Mapy CEKyHJ INEpe] HayaloM 3arpy3kH
cTpaHMubl. UToOBI YCKOPHTH 3TOT MPOLIECC, MOXXHO BpY4HYIO Npommcath B (aiiie
/etc/hosts ClIeXyIOIMYIO 3aNKCh:

209.132.183.105 www. redhat.com

BHUMAHME!]

Aapec 209.132.183.105 aeiiCTBUTeNLHO COOTBETCTBYeT caiflty www.redhat.com Ha Mo-
MEHT NOATOTOBKU 3TOTO U3AAHNA KHUATY, HO MOXET U3MEHUTLCA.

Ecnu calft mo kakuM-mu6o mpyYMHAM NepecTal 3arpyXarThcs, TO HeOOXOOHMO YAATUTh
COOTBETCTBYIOLIYIO 3amMch M3 ¢ailna hosts H ¢ MOMOMBIO KOMaHIBI ping redhat.com
MPOBEPHUTH CBA3b C CEPBEPOM, a 330JHO M YTOYHHTH ero aapec. B oTser Ha 3Ty QupexTH-
BY Ha 3KpaHe o0s3aTenbHO oTobpaxkaercs peanbHbiit IP-anpec, ¢ KOTOPBIM NMPOHCXORUT
obMeH 3x0-coobmeHuamH. bnaro [P-anpeca y GobLIMHCTBA CAfTOB H3MEHSIOTCA PeKo,
TaK YTO OJMH pa3 JoOaBMB TaKylO 3alMCh B JIOKATBHBIA (aiin /etc/hosts, MOXKHO CIKOHO-
MMTh JOCTATOYHO MHOTO BPEMEHH M HEPBOB B ciryyae npobiem ¢ DNS-cepsepom, noto-

My 4TO 3aIIpOCOB K HEMY OTTIpaBJIAThCA He Oyner.

11.3. Buewrue DNS-cepseprr

Ecsn B nokamsHoM ¢aiisie /etc/hosts He HalICHO 3aITHCH O HY)KHOM HMEHH, TO KOMITHIOTEp
JIOJDKEH 3anmpocHTh 3Ty HH(popMaimio y DNS-cepsepa. lns aroro HyxHo 3Hats IP-anpec
atoro camoro cepsepa. Kak cucrema ero y3naer? U3 ¢aiina /etc/resolv.conf, KOTOpBbIif
JOJDKEH BRITTIAETH IPHMEPHO CJIETYIONMM 06pa3oM:

search FlenovM

domain domain.name
nameserver 10.1.1.1
nameserver 10.1.1.2
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B nepBoii cTpoke HaxoAWTCA KOMaH/a search ¢ IAPAMETPOM (CepBep NMOHCKa HMEHH XOcC-
Ta). B Bamewm oaiine, ckopee Bcero, €CTh 3Ta 3aMUCh, U B Ka4Y€CTBE CEPBEPA BIIMCAHO HMA
BaLIEro KOMIbIOTEpa. 31eCh MOXET ObITh MEPEYHCIIEHO HECKOJILKO CEPBEPOB, Pa3AC/ieH-
HbIX npobenamMH WK cUMBoJiaMu Tabynaumu. Hanpumep:

search FlenovM MyServer

Ilouck Ha NoKaJIbHOM CEPBEPE NMPOUCXOAHUT NOBOJIBHO GBICTPO, a BOT Ha YJAJICHHBIX —
MOXET OTHATHh A0CTATOYHO MHOI'O BpEMCHH.

Bropas cTpoka conepxHT KOMaHAy domain ¢ napamerpoM. Ilonb3oBaTenn HHOTAA JIOOAT
3aJaBaTh HMMA KOMMbIOTepa 0e€3 yKa3aHWA [OMEHa — HampuMep, redhat BMECTO
redhat .com. BBI JOMKHBI 32aTh MoJIHOE UMA Yy3na. Yalle BCcero 3ToT MNapaMeTp HacTpaH-
BAeTCA B JIOKAIBHBIX CETAX CO CeLUpUYHBIM HMEHEM IOMEHA.

OcraBiuHecs JBe CTPOKM COAEpXAaT KOMAHIY nameserv C NapaMEeTPoM. OTO BHEILHMI
DNS-cepsep, koTopoMy OyayT HampaBIsThCA 3ampochl. B cHcteMe Mx Moxer ObITh
HECKOJIbKO (B HacTosilee BpeMs Ui GONbIIMHCTBAa AUCTPUOYTHBOB He 6osiee Tpex). OHu
OyIoyT ompaiuMBaThCA B TNOpAIKE YKa3aHus B ailne, moxa UCKOMBIA azpec He Oyaer
HalaeH.

B GoNBLIMHCTBE CITy4aeB JOCTATOYHO M OJHOIO CepBepa, OTOMY YTO BCE OHM pabGoTaloT
pexypcuBHo. Ho s pekomeHIyio yka3piBaTh ABa. BhiBatoT ciyuad, korza oauH DNS-
cepBep BBIXOAHUT K3 CTPOS, TOT/a BTOPO#i CriacaeT MoJIOKEHHE H BCTynaeT B pabory.

11.4. Hacrpouka DNS-cepsuca

B Hacrosiliee BpeMa HanGosee pacnpocTpaHeHHsIM cepBrcoM DNS s Linux ssnsercs
bind. [ins sToro cepBuca cymecteyet nporpamma bindconf, kotopas nmeeT rpapuueckui
uHTepdeiic ¥ MpOCcTa B HCMONB30BaHMH. 3aiiauTe B rpadHyecKyio 060/I04KY M B KOHCOJIH
BBINOJIHATE KOMaHAYy:

bindconf &

3HaK & rOBOPHT O TOM, 4TO, 3allyCTHB NPOrpaMMy, KOHCOJIb HE J0JDKHA JOXHAATHCA €€
3aBepIICHHUS. JTO OYeHb YAOOHO MpPH 3ammycke rpadHuecKuX YTHINT, YTOOBI OHH HE OCTa-
HaBIHMBAIM paboTy KOHCONH. YYTHTE, YTO €C/IH 3aKphiTh OKHO KOHCOJIM, TO BCE INpO-
rpamMMBl, 3aITyLIEHHBIE C KJIIOYOM &, TOXKE 3aKPOIOTCH.

Ha puc. 11.2 u3zo0pakeHo 3amylieHHOe NpWwiokeHHe i HacTpoiikn DNS-cepsuca.
B LieHTpe MOKa3aHO OKHO, KOTOPOE OTKPHIBaeTCA MO HakaTHio kHonkH Jlo6aButh. Kak
BHJHUTE, JOCTATOYHO TOJIBKO BHIOPATH THIT 30HBI H BBECTH HMS IOMEHA, — H BCE F'OTOBO.

HecMoTpsa Ha HatMyMe MpocToil rpadMuecKoii POrpaMMel, Mbl PACCMOTPHM KOHQHTYpa-
LIMOHHBIE (ailibl, KOTOPBIE MOTYT HCIIONL30BaThcA cepBHcoM DNS. Ux npsaMoe penakru-
poBaHMe MO3BOJHT cAeNaTh Oonee TOHKYIO HacTPOWHKy, M Bbl Jiyvile OyaeTe MOHMMATh
npouecc paborsr DNS.

Hacrpotika DNS-cepBepa HaunHaeTcs ¢ ¢aiina /etc/named.conf. [Ipumep ero coaepxumo-
ro npuBeAcH B JMcTUHTrE 11.1.



322

Fnaea 11

X4 Npunoxenwe ans HacToAKH DNS
| ®ann  Cnpaska

localhost

8 0.0.127.in-addr.arpa

Mpasuts

Yaanute

Lotaoim]
Dpteun }
Yaanits |

# OCHOBHaA 30Ha

@ + OcHoBHasA ofipatHas aoHa

Q ~ BTopu4Has soHa

VIMA A0MEHA: i

@0?( i X Otvena

Puc. 11.2. Mpunoxenne Ann HacTpoiikn cepeuca DNS

Nuctunr 11.1. MNpumep coaepxumMoro chaitna fetc/named.conf

options {

};

zone

}:

zone

}i

zone

}i

directory "/var/named/";

". n {
type hint;
file "named.ca";

"sitename.com" {
type master; -
file "sitename.zone";

"10.12.190.in-addr.arpa" {
type master;
file "10.12.190.in-addr.arpa.zone";

B atom npumepe daiin pa3buT Ha YeThipe pasjiena, KakAblii U3 KOTOPHIX HMEET ClexyIo-
muit popmar:
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™M MMA |
[lapamerpl;
[lapamerp2;

}i
JlaBaiite paccMOTpHM HazHaueHUe paszienoB. [lepBeIM HAET options:
options {

directory "/var/named/";
}i

B dnrypHeix ckobkax TONBKO OJWH MapaMeTp — directory, KOTOPBIA yKa3bIBa€T Ha
aomaiwHuii kataior DNS-cepsepa. Bee ero ¢aiinel Oyayr pacnonaratbes TaMm.

OcrtanbHble pa3fenbl HMEIOT THI zone U Yepe3 npobel B KaBbIYKaX COAEPHKAT UM 30HBI.
B kaxaoM M3 HUX MO /ABa napamerpa: type (OnpeaenseT THIl 30HBI) U file (¢ai1, B KO-
TOPOM COAEPXKUTCH OMHUCaHUE).

Camas nepBas 30Ha B HalleM npuMmepe — zone ".". YTo 3TO 3a 30Ha B BHJE TOYKH?
Bcriomuute ctpyktypy DNS, koTOpyio MBI paccMaTpyBalli B Hayasie riaBbl. B Gasze qaH-
HbIX DNS Tak obo3Hauaercs kopeHb uepapxuu. Ilomydaercs, 4To pasfen ONMCBIBAET
KOPHEBYIO 30HY. THN 30HBI hint, T. €. 3A€Ch XpaHATCA MULIb cChUIKM HA DNS-ceppepsi.
[MockonbKy 310 KOpHEBas 30Ha, TO ¥ CCHUIKH OYyT Ha KOPHEBBIE CEPBEPHI.

B napamerpe file ykasbiBaeTcs MMs ¢ailyia, COAEPIKALIETO BCE CCHUIKH Ha KOPHEBBIE
cepBepbl. B cucteme atoro daiina MoxeT U He ObITb, NOTOMY YTO MH(OpPMALMA B HEM
MOABEPXEHA U3IMEHEHHUAM, H JIy4LIE BCEro MOJy4YHUThb €ro MOCJIENHIO BEPCHIO C CepBepa
internic.net. /Ins 3T0r0 BBINOJIHUTE KOMaHAY:

dig @rs.internic.net . ns > named.ca

A MOXHO ckauaTb 3TOT ¢aiin HenocpeacTseHHo ¢ FTP-cepeepa internic.net no agpecy
ftp://ftp.rs.internic.net/domain/named.root 1 NOMeCTHTb B kaTalor /var/named.

[lepeitneM k cnenywolueMy pasaeny zone “sitename.com". 34€Ch OIMCHIBAETCH 30Ha
sitename.com. Tun 3anucy master, 3HaunT Bam DNS-cepsep OGyneT rnaBHbIM, a BCe
OCTA/IBHBIE CTAHYT TOJILKO CBEPATHCA C HAM M K3LMpoBaTh WHpopmaumio. CeneHus o6
3TOM 30He OyayT XpaHUThCA B Qaiine sitename.zone pabouero karanora. B Haiuem ciryyae
3T10: var/named.

Crneayrowas 30Ha onuchiBaeT obpatHoe npeobpasosanue IP-anpecos 190.12.10.* B ume-
Ha. Tun 3anMcH — CHOBa master, M B MOCJIEAHEN CTpoKe yka3aH daiin, rae Oyner Haxo-
AWUTHCS OMHCAHUE 30HBI.

11.5. $aunsr onucaHma 30H

Teneps MOCMOTPHM, YTO Y HaC HaxoAuTcA B Kataitore /var/named. Cyas no daitry koHpu-
rypaimu /etc/named.conf, y Hac 3/iech AOMDKHO ObITH TpH (aiina:

O named.ca— XpaHMUT CCHUIKM Ha KOpHEBble cepBepbl. JTOT (paitn npocto 3abupaercs
c cepBepa internic.net, 103TOMy €ro peaakTHpPOBaTh HE CTOMT, M Aaxe He OyaeM Ha
HEM OCTaHABJIHBATbHCA;
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3 sitename.zone — oTBeYaeT 3a nMpeobpa3oBaHHe UMEHH sitename.com B [P-anpec;

O 10.12.190.in-addr.arpa.zone — OTBE4aeT 3a Npeobpa3oBaHKe aapecoB cetH 190.12.10.*
B HMEHa.

®aiin sitename.zone MOXKET BHITTIANETH CIIEAYIOLHM 00pa3oM:

¢ IN SoA ns.sitename.com root.sitename.com (
1 ; serial
28800 ; refresh
7200 ; retry
604800 ; expire

86400 ; ttl
)
IN NS ns.sitename.com.
IN MX 10 mail.sitename.com.
ns A 190.12.10.1
mail A 190.12.10.2

PaccMOTpHM OCHOBHBIE THITHI 3aITHCEH, KOTOPBIE HCIIOJB3YIOTCA NIPH KOH(GHTYPHPOBaHHH
DNS:

O soa (Start of Authority, Hayano MONHOMOYKI) — OCHOBHas HH(opMaLHia, koTopas
BKITIOYAeT B ceOs MOYTOBBIH aJpec aJMHHMCTPaTOpa, a TakoKe BpeMA JKHU3HH 3allHCH
B KdlII€, JaHHBIE O YacTOTe €€ OGHOBJICHUA U JIp.;

O a(Address, anpec) — nomeHHoe ums ¥ IP-anpec xoMnbioTepa;

O cnaMe (Canonical Name, kaHOHHYECKO€ MMA) — CHHOHHM UL pealbHOro JOMEHHOro
HMMEHH, KOTOPOE YKa3aHO B 3aMHCH THIA A;

O prr (Pointer, yka3sarenb) — orobpaxcaeT JoMeHHoe HM4 1o ero IP-aapecy;

O txT (Text, TekcT) — HONOMHHTENbHaA HHGOPMALHA, KOTOpasi MOXET COAEPHKATH JNO-
60e onucaHue;

O re (Responsible Person, orBercTBeHHOe NMMIO) — aapec E-mail orBeTcTBeHHOrO 32
paboTy 4enoBeka;

0O uninro (Host Information, HHpopmaima o xocte) — HHOOpPMAaLHS O KOMIBIOTEpE,
Takas kak onucaHse OC M YCTaHOBJIEHHOTO 000pYAOBaHHA.

B uensx 6€30nacHOCTH 3alMCH HINFO M TXT HE HCHONB3YIOT — OHH YHCTO HH(OpMaLH-
OHHBIE H HE HECYT B cebe HHKAKHX MOJIE3HBIX JaHHBIX, CTOCOOHBIX MOBNHATEH Ha paGoTy
cepBepa. Xakepy He JODKHO OBITH JOCTYNHO HUYETO JIMLIHETO, TeM GoJiee, HE CTOMT BbI-
naBaTh eMy HH¢opMalHIo o KoMnbioTepe H ero OC.

Tenepe BepHeMca k daitty sitename.zone H paccCMOTPHM €ro cofepxmMoe. B nepBoii ctpo-
ke (Tvm soa) mpger ommcaHHe 30Hbl. CHavama ykaspiaercs uma  DNS-cepeepa
(ns.sitename.com) H YeJIOBEKA, OTBETCTBEHHOIO 32 3aIMCh (root@sitename.com). 3aMeTh-
Te, yto @ B aapece E-mail 3aMeHeHO TOYKOH, NMOCKOJIBKY CHMBON (@ HMeEET OCOOBIH
cMBIC]. B ckobkax mpHBeZieHBI TapaMeTphl, KOTOpBIE U YAOOCTBa PacrioNONEHBl Kak-
auid B cBoed cTpoke. [lepBeiM HaeT cepuitHEli HoMep. Tlocne xaxnolt koppekTHpPOBKH
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yBeNnHYHBaiTe 3T0 3Ha4YeHHEe Ha | WK 3anMceiBaiiTe Tyaa AaTy MOCIEAHETO PEAaKTHPO-
BaHuA. [lo 3ToMy 3HaueHHIO ApyrHe cepBepbl Oy YT y3HaBaTh, H3AMEHIACEH JIH 3aNKCh.

Cneqyomuii napaMeTp: refresh — 4acToTa, ¢ KOTOPOH Apyrue cepBephbl JOJDKHBEI 06-
HOBJIATH CBOIO HHopMammo. B ciryyae ommOku cepBep JO/DKEH NOBTOPHTH MOMBITKY
4yepe3 BpeMA, YKa3aHHOe B TpeTbeM mnapametpe (retry). Ilocnenuuii mapamerp (ttl)
YCTaHaBIMBAa€T MMHMMAIbHOE BpeMs JKHM3HH 3allHCH Ha KJLIHPYIOIIMX CepBepax, T. €.
omnpeJenser, Koraa HHGOpMaiHa 0 30He Ha KILIMPYIOLEM cepBepe GyAeT CUnTaTeCs He-
aeiicturensHoi. Io 3TM napametpaMm octanbHbie DNS-cepBepbl OyayT 3HaTh, Kak ce0s
BECTH 11 OOHOBJIEHHUA HHGOPMALHH O 30He, KOTOpY10 KoHTponupyeT Baml DNS-cepaep.

Crexyroinas CTpOKa MMEET THII NS, M TaKHX 3anuceil MoxeT GbITh Heckonbko. Cokpallie-
HHe NS TyT o3Hayaer Name Server. 3aece onuceiBaiorcsi DNS-cepBepbl, KOTOpBIE OTBE-
4aloT 3a 3Ty 30Hy. IMeHHO uYepe3 3TH cepBephl Bece OCTANIbHBIE YHaCTHHKHM 6yayT rpeo6-
Pa30BBIBATH CHMBOJIbHOE UMA sitename.com B [P-anpec.

ITocne 3roro Moryt MarH 3anmcH Mx (Mail eXchange). Ilo HUM cepBephl ONpeneNsIoT,
KyZa OTIMpPaBJIATH MOYTY, KOTOpas MPUXOAMT Ha IOMEH sitename.com. B Haiem npumepe
310 cepep mail.sitename.com, a 4yuCIO mepeq ero MMeHeM — 3To npHoputeT. Ecnn
B Qaiiie OyneT HECKOJNIBKO 3alHCel MX, TO OHH CTaHYT MCHOJIB30BAaTECA B COOTBETCTBHH
C IIPHOPUTETOM.

BHUMAHHUE]
B 3anucAX TMNA NS U MX B KOHLe aapeca o6A3aTenbHo AomxHa BbiTh Touka!

U HakoHew, nocaeAHMMH B ¢ailie WIYT CTPOKH, ompeensiolye npeobpasosanus. OHu
BBITJIAOAT CJIEAYIOIMM 06pa3oM:

A A ajgpec

B HaweM IIPUMEPE 3TO ABE€ CTPOKH:

ns A 190.12.10.1
mail A 190.12.10.2

DT0 3HAYMT, YTO MMEHH ns.servername.com cootBerctByer IP-ampec 190.12.10.1, a
nMeHH mail.servername.com — 190.12.10.2.

11.6. O6patHan 30Ha

Tenepr paccMoTpum ¢aitn onucaHua obpatHoro npeobpa3oBanus IP-azpeca B umi.
®aiin 10.12.190.in-addr.arpa.zone MOXET UMEThb PUMEPHO CJIEAYIOLIMHA BH/L:

@ IN SOA ns.sitename.com root.sitename.com (
1 ; serial
28800 ; refresh
7200 ; retry
604800 ; expire
86400 ; ttk
)
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IN NS localhost.
1 PTR servername.com.
2 PTR mail.servername.com.

Bonbiuas yacTe 3Toro ¢aitia HaM yxe 3HakoMa. CaMoe MHTEpECHOE XPaHUTCA B Mocien-
HMX JBYX CTpOKaX. 31eck HaxoauTcs ceaska IP-agpeco u umeH ceppepoB. He 3aGpiBaem,
uyto (paiin oTBevaeT 3a ceth ¢ agpecamn 190.12.10.*. 3Be3nouka 3aMeHAETCA Ha YMCIIO,
cToOsllLee B NIEPBOit KOJIOHKE, a MMA, COOTBETCTBYIOIIIEE 3TOMY aJpecy, yKa3aHO B MOC/E-
HeM ctonbue. [To aroMy daiiny Mbl BUAKMM cleIyIOLIME COOTHOLIEHUA:

190.12.10.1 = servername.com.
190.12.10.2 = mail.servername.com.
Ele pas HallOMHHAI0, YTO TOUKA B KOHLIE CHMBOJIBHOTO afipeca obs3aTenbHa.

JIna monydeHHs AOMOMHHTENbHOH HPopMauuu no DNS pekoMeHIyto MpounTaTh JOKY-
mentsl RFC 1035, RFC 1712, RFC 1706.

11.7. besonacHocTb DNS

Ecnu mocMoTpeTh Ha 3a1auH, KOTOpble peliaeT ciyx6a, TO KaKeTcs, YTO HHYEro noxos-
PHTENILHOIO B Hell HET, M Xakep He CMOXeT ¢ HeH Huuero caenatk. Kak 6b1 He Tak. Beimm
ciy4ad, korna DNS-cepBepbi BbIBOAWIM M3 cTpos. Torga obpaiieHHe MO UMEHaM CTa-
HOBHJIOCH HEBO3MOXKHLIM, a, 3Ha4MT, CETEBble MPOrpaMMbl NepecTaBali paboTats.
IMonr3oBaTend He MPUBLIKIM Hcrob30BaTh IP-aapeca, nostomy nmagenune DNS ong Hux
CMEPTEIBHO.

IMomMuMO BHIBO/Ia U3 CTPOA CepBepa, Xakep MOXKET Y3HaTh MHOTO€ O CTPYKType CeTH, HC-

noie3ys DNS. UtoObl 3TOro He MpPOM3OLLIO, JKENATEJNbHO HCNONb30BaTh aBa DNS-

cepBepa:

0O o6ieaoCTyNHbIMH, coaepikalliuii CTPOKH, HeobXoaAUMBbIe 1 paboThl yIaeHHBIX MOJb-
30Bartesieil ¢ 06IUMH pecypcamy;

a J'lOl(ﬂJ'll:HI:Iﬁ, BHAHMBIH TOJMLKO NOJIB30BATENAM Ballleil CEeTH U conepmamnﬁ BCe He0O0-
XOAUMBIC OJIA UX pa60Tbl 3artncy.

Ha nokaibHOM cepBepe MOXXHO TaKk HACTPOUTBb CETEBOi 3KpaH, YTOGBI OH BOCIIPUHHUMAUT
JIMIIB JIOKATBHBIA Tpaduk U UrHOpHpoBaJ mo6ble NOMBITKH oOpalieHna U3 BeeMupHoii
ceTd. B 3ToM ciyuae 3nmoymblLIEeHHHKY OyleT npobieMaTHYHO HE TOJBKO MOCMOTPETh
6a3y manueix DNS, Ho u HapymmTs paboTty cepepa. Takum obpa3oM, Bce NOKaNLHBIE
nonb3oBarenu OyayT Jyulle 3alUMILEHB OT HapyuweHus pab6otel DNS u cMoryT cnath
CTOKOMHBEIM CHOM MOJ OXPaHOi CETeBOro kpaHa. XoTs cnate Ha paboyem Mecte U He-
XopoLio.

Js xaxaoro nepBUYHOro MOXKHO 3aBECTH 1O OJHOMY BTOPUYHOMY CepBEpY. 3TO MO3BO-
JIMT pacnpenenuTh Harpy3Ky MeXIy HUMH ¥ YMEHBLUHTh BPeMs OTKJIMKA M, KOHEYHO XK€,
MOBBICUTh OTKa30ycTOW4HMBOCTh. [IpH BBIXOZE W3 CTPOS OJHOTO M3 CEpPBEPOB BTOPOIi
BO3bMET Ha cebs ero GpyHKUMH U He MO3BOJIMT CETH OCTaTheA 6e3 YAOOHOH BO3ZMOXKHOCTH
ajJipecaliii K KOMIMbIOTEPaM MO HMEHH.
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Hcnonb3oBaHue MapHbIX cEpBEpOB MO3BOJIAET MOBLICUTH NMPOM3BOAMTENLHOCTb M 6e€3-
onacHocTe. Cepsucel DNS nox Linux He Tpe6oBarenbHEI k 060pynoBaHuio. B Moeii cetn
paboraior yeTnipe cepBepa Ha 6a3e Red Hat Linux B TeKCTOBOM pexUMe Ha KOMIBIOTE-
pax Pentium c yacroroii ot 400 1o 700 MI'u. Koraa-to 310 GbLIM OpHCHBIE MALIMHBI, HO
X MOLIHOCTH NEPeCTallo XBaTaTh, ¥ A MpeBpaTHN crapoe «kene3o» B DNS-cepsepsl.
JnA BBINOSIHEHUA 3TOl 3aAa4YM CTONb APEBHEH TEXHMKH 6onee 4eM A0CTaTOYHO, H XBATHT
Ha Omwxaitiuue romel. Takum 0Opa3oM, CTapoMy KOMMBIOTEPY MOXHO JaTh HOBYIO
XH3Hb, MPUYEM IOCTATOYHO AOJTYIO, a, [JIABHOE, AJIA KOMIAHHWK TaKOe pELICHHE OKa-
JKETCS MPUEMIIEMBIM IO LIEHE.

OnHako TEXHOIOrHA CO31aHUA BTOPHYHBIX CepBEpOB onacHa. C MOMOLLUBIO YTHIIMTHI host
XaKep MoxeT AOOBITh MONHYK HH(OPMALMIO O COAepNUMOM 0a3bl JaHHBIX OCHOBHOTIO
cepBepa, Kak 3TO JealoT BTOPHYHbIE CepBepbI 1151 OOHOBIEHHS CBOEi 6a3bl.

Ilﬂﬂ MOJTYYCHHA 6a3bl B3JIOMIIHK MOXKET BBIIMTOJIHUTH CACAYIOLLYIO KOMaHOy:

host -1 server.com nsl.server.com

B otBer Ha Takoi#i 3anpoc xakep noly4yuT M3 0Ga3bpl JaHHBIX BCE 3alMCH O CepBepe
server.com. YtoGbl NpeaoTBpaTUTh 3TO, HEOOXOAUMO ABHO MPOMKCATH aApeca BTOPHY-
HBIX CepBepoB B daiisie named.conf. [l1s 3TOro B pasjene options{. ..} J0OaBIsAEM CTPOKY:

allow-transfer {192.168.1.1;}

Takoro posa orpaHH4eHHe MOXKHO MIOMECTHTL U B OMHMCAHUE OT/C/bHBIX 30H, HO JIy4LIe
cenaTh 3TO OAMH pa3 B MobanbHeIX onmuusax. Ecnu y Bac HET BTOPHYHBIX CEPBEPOB, TO
3aMpeTHTe NMEPEHOC JAHHBIX B 3Ty 30HY CEAYIOLIEH CTPOKOH:

allow-transfer {none;}

Cepsepbl DNS moryT GbiTh moasepikersl arake DoS. B Hoa6pe 2002 roaa 6bu1 mpousse-
JIEH OIMH M3 caMblX 'POMKMX HasleToB Ha MIHTepHeT Takoro Tvna. ATaka 1L1a cpa3y Ha
HECKOJIBKO KOpHEBbIX cepBepoB. Ecniu 6b1 paGoTy DNS BbINOAHSAN TONBKO OAMH CEPBEP,
TO Yepe3 HEKOTOpOoe BpeMs moclie Havana wrypma MHTepHer cTaj 661 HEAOCTYNHEIM.
Cetsb ocTanach paboTocnocoOHoit Gnaroaaps ciemytomum hakropam:

O u36LITOYHOCTH CEPBEPOB, KOTOPbIE NyOIUPYIOT 3alHCH;
O HaJIU4YHUIO KILHPYIOLIHUX CEPBEPOB;
O ycraHoBKe MPOKCH-CEPBEPOB, KOTOPhIE TAKXKe YMEIOT K3LIHpoBaTh 3ankcH DNS.

B ocranbHom 3awmmra DNS maentnyHa samute mo6oro apyroro cepeuca 1 OC Linux.
Kak s y>xe rosopui, Jyyllnii ceppep — 3TO TOT, KOTOPbIA BHIMOMHAET Y3KylO 3ajady.
B HeM MeHblle OTKpHITBIX MOPTOB M 3aNyLUEHHBIX CEPBHUCOB, TMO3TOMY €ro TpyJdHEe
B3lIoMaTb. EXWHCTBEHHas CIOXHOCTL — OONbIIOE KOJIMYECTBO CEPBEPOB YCIIOMKHAET
npouecc obHoBnenus OC. B Linux Toxe OniBaroT oluMOKH, H UX Haao ucnpasiate. Iloa
3Ty NpOLEAYypY JO/DKHBI MONAcTh Bce KOMMBIOTEPDI, B TOM 4Mcie H cepBepbl DNS.
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MOHUTOPUHI cUcTembr

IlepBoHauanbHas 3aaya aIMMHHCTPATOpa — YCTAHOBHTE CHCTEMY, NMPAaBHIBHO pacrpe-
JENUTH MpaBa JOCTYNa H HACTPOMTh Bee Heobxomumele cepHchl. [Tocne aToro MHorue U3
Hac CKIABIBAIOT PYYKH M HAaYMHAIOT FOHATb MOHCTPOB MO KOPHAOPaM BHPTYalbHOIO
mupa Doom 3 (M1 yto TaM ceffyac 32 OkHOM nomynsapHo). Eciti 66T TakuM aIMHHHCT-
paTopoM, TO PaHO WM MO3QHO cepBep OynmeT BlNOMaH, — imobad cHcTeMa Tpebyer
Habmonenua. U cepsep He MCKMOYEHHe — OH Kak peOeHOK: JIOOHMT, YTOOB! 3a HHM
Ha0mroaany, HHaYe HADATHT.

Yrobsl yMEHBIUHMTH BEPOATHOCTH IPOHHKHOBEHHMA B CHCTEMY NMOCTOPOHHEro M obe3omna-
CHTB ce0g OT HeIOOPOCOBECTHBIX MOJIBE30BATENEH CETH, HYXHO MOCTOSHHO AepXKaTh cep-
BEp NMoJ KOHTpoNeM. bonbIMHCTBO B3JIOMOB MPOHCXOAAT H3-33 TOrO, YTO aAMMHHCTpa-
TOPBI HE YAOCYXHIHCH OOHOBHTb Kakue-TMGO cCepBMCHl H YCTaHOBHTE 3amuiaTkd. Ecim
B3/JIOMIIHMKH Y3HAIOT 00 YA3BMMOCTH paHbIIE€ aJIMHHHMCTPATOPOB, TO Ha4YHYT JIOMaTh BCE
cepBepsl ¢ 3TO# OMMOKOI, YTO MOMajaloTCs Ha riiasa.

Xopouuii aTMHHHCTPATOP MOXET M JOJDKEH CBOEBPEMEHHO HaiTH HH}popMaLmio ob yss-
BHMOCTH H CIeNaTh Bce HeoOXoauMoe Ui MpeJOoTBpalleHNs moboit araku. B 3Tux nensx
clieqyeT MPOU3BOANTL Pery/spHbIH MOHHTOPHHT CHCTEMBI H MOMCK «Y3KHX MecT». HHO-
raa Xakepbl MPOHMKAIOT B CHCTEMY H JOJIroe BpeMs HaXOJATCA B HEi, He NMpPOAR/IAA BH-
JHUMOH aKTMBHOCTH.

Ecnu BasioM npou3oLe, TO TyT YKe 3aJaua He MPOCTO BOCCTAHOBHTHL paboTy, a npenot-
BPaTHTh MOBTOPHOE BMemarenscTo. Kommammu Sony, Apple u ApyrHe kpynHble GpeH-
Ibl, GyXy4yH NMOABEPrHYTH BIIOMaM, OTKIIIOYANH CEPBHCHI 1A MOTHOTO HCCEAOBAHHA U
BoccTaHoBNeHM. S ke BHzen jmoAeH, KOTOpEIE NOC/E B3IOMa MPOCTO BOCCTAHABIMBAIOT
yAaneHHble ¢aiiibl 1 MPOIO/DKAIOT 3aHUMAThCA CBOHMH JIEJJAMH B HaIeX€, YTO TaKoe
Gonbine He NOBTOPUTCA. ITO OLIHOKA, MOTOMY YTO XaKep Yyke ModyBcTBoBa ceba Ge3Ha-
Ka3aHHBIM H 00A3aTeNIbHO BEPHETCA.

K cnenyioieMy ero npuxomy Bbl AOJDKHEI ObITE roToBEI. CenaiiTe Bce BO3MOXKHOE, YTO-
6b1 HaifTH CBeCHHA O BIIOMIUHKE H O TOM, KAK OH MPOHHKAET HAa CEPBEP, M MOCTapaw-
Tech GIOKHPOBAaTh MOBTOPHYIO aTaKy. Taloke MPOCMOTPHTE BCe MOCHeqHHE GloJuieTeHH
omubok (BugTraq) B nonckax uHdpopMaImH o «apipax» B Bawei Bepcud OC u B ycra-
HOBJIEHHBIX CEpBHCaX.
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He Gynem a0>XuIaTbCs CUTYallUH, KOTJA 3JI0YMBIIUIEHHUK TIPOHHKHET B CHCTEMY, U MBI
notepseM coH. JlaBaiiTe paccCMOTPUM JEHCTBHSA, KOTOpPblE MOXHO MPOMU3BECTH elle [0
B3JI0Ma, MOKa CUcTeMa paboTaeT HOPMATBHO. JTO TIOMOXKET MOBBICHTL €€ 6€30MacHOCTb.

Bce, 0 yeM MbI GyzieM roBOpPHTH B 3TOii I1aBe, HEOOXOMMO JeaTh U A0 NMPOHMKHOBEHUs
B CHCTEMY, W mocJie. B3aNoMIIMKH MHOTAa OCTaBJAIOT «MOTaHHble ABepu» (Hanpumep,
ycranapnusawot SUID-6uT Ha mporpammy, JJisi KOTOpPOiH OH He NOKEH OBbITh yCTaHOB-
JIEH), O3TOMY JKEJaTe/IbHO PeryaapHO CKaHUPOBaTh CHCTEMY Ha NpeaMeT 6e3onacHocTH
OMUCaHHbLIMH nanee MerogaMu. OcobeHHO 3TO KacaeTcs HOBOW cHcTeMbl (cpady mocie
MHCTAIALMK U HaCTPOIKH), HO TaKue NMPOBEPKH ClieyeT MPOU3BOANTL M MNocie 0OHOB-
nieHusi, Ao6aBIeHsA POrpaMM WIIH cpaly Mocie B3/loMa.

V MeHs Ha cepBepax KTyl HOYb OCYLIECTBJIAETCH TECTHPOBAHME CTOPOHHeN KoMmna-
HHEN BCeX BO3MOXHBIX B3TIOMOB. JTO TpeOOBaHHE KIMEHTA, M OHO OUYEHDb JaXKe NMpPaBHIb-
Hoe. CTOPOHHAS KOMMaHUS KaXAYyK HOYb 3aIlyCKaeT aBTOMaTHUYECKOE TECTHPOBaHHE,
M OHO HE JOJDKHO MPUBOAMTL K cO0AM WIH ownbkam B paboTe cepBepoB U caiiToB, KOTO-
pbie s 06cTyXHBalo.

OnuH pas s CIsILal, YTO TaKoM MOAXON MOXET NPHBECTH k napaHoie. CornaceH, Tpe6o-
BaHHsA 6€30MacHOCTH, KOTOpble A TPHBOXY, AOCTATOYHO JKECTKHE, HO Y myule 10 pa3
BCe MPOBEPUTD, NEPENPOBEPHTL U YCTAHOBHTH OOHH JIMLIHHI 3aMOYeK, YeM MOTOM pas-
rpe6aTb Mycop noce B3JioMa.

CylecTByeT MHOIO Pa3iMYHbIX NMPOrpaMM MOHHMTOPHHIA, W ONHMCHLIBATh MX BCE COBEp-
meHHO Oecrosie3Ho M HEBO3MOXKHO. Sl pacckaXKy TOJBKO O HECKOJBLKHX, BO3MOXKHO, HE
CaMbIX MOIUHBLIX, U MOCTapaloch HEMHOTrO YAEIHTh BHHMaHHEe (YHKLMAM, BCTPOCHHBIM
B OC.

12.1. AstomaTusuposaHHas nposepka
6e3onacHocTU

TIpakTHYeCKH KaKapli A€Hb CELMATHCTBI MO 6€30MaCHOCTH HAaXOMAT B PasHbIX CHCTe-
MaX HeIOYeThl U, OTKPOBEHHO FOBOPA, «ABIPBI» HIIM Aaxe «npobouHsl». Beck 3T0T nepe-
YyeHb BHIKTaAbIBaeTcs B oTyerax BugTraq Ha pa3Heix cepBepax. Sl y)ke coBeToBan moce-
mate www.securityfocus.com, yToObi C/IeIUTH 32 HOBOCTAMM, H Celiuac He 0TKa3biBalOCh
OT cBOMX cnoB. HOBMHKH NefiCTBUTEILHO HAaJlo HCKAaTh Ha MOAOOGHLIX cepBepax, HO Bedb
€CTh €lLlie BOPOX CTapbiX YA3BUMOCTEH, KOTOPBIE MOTJIH OCTAaThCA Ha CepBEpe He3alaTaH-
HbiMH. Kak >xe noctynuts ¢ HUMU? Heyxenu npuaercs kayaTb BCe SKCIUIONTHI U «pyKa-
MH» MpoBepATh Kakayto «abipy»? IIpocto crapaiitech, YToObI Ha BalIMX cepBepax CTOs-
JIH cample nocneayune Bepcuu [10, — B mocneaHUX €ro BEpCHAX cTapble OUIMOKH AOJXK-
HbI OBITH YCTpaHeHbI, TaK YTO TYT HY)KHO MPOCTO MOJIOKHTHCA Ha pa3paboTYHKOB.

EcThb elne Takoii Kiacc ya3BHMOCTEH, KOTOPBIH CBfAi3aH ¢ HeBepHON koHpurypaumeid. OC
M €€ CEPBHCHI MOTYT OBITh 6€30MacHbI B MOCTAaBKE MO YMOTYaHHIO, HO €CJIH YTO-TO CKOH-
¢urypupoBats HeepHo, OC MoxeT 310 mpomyctuTs. Kak ke npoBepaTh mogoOHbie Be-
mu? CylecTByeT rpoMagHoe KOJHYECTBO MPOrpaMM JUIA aBTOMATH3ALMH TECTHPOBAHHS
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cepBepa Ha OWIMOKM, M camble pacnpocTpaHeHHble 3 HHX: 3T0 SATAN (cunbHO ycta-
peBLLHid, HO JereHaapHsiii), Internet Scanner, NetSonar n CyberCop Scanner.

51 He cTaHy peKOMeHIOBaTh Kakylo-HUGYAb onpeaeneHHyio nporpammy. He cyuectsyer
TaKOM YTWIHTBI, KoTOpas pacnonarana 6l 6a30ii abcomoTHO BCeX NMOTEHUHATbHBIX YA3-
BuMocTei. [ToaToMy ckauuBaiite Bce, UTO Momnajaercs Nox pyky, U TECTHpYyiHTe CUCTEMY
BCEMH JOCTYNHBIMH cpeicTBaMd. BozmoxkHo, uTo-TO BaM M npuroautcsa. Tem He MeHee,
o0s3aTenbHO obparuTe BHMMaHHe Ha MPoAyKThl kommaHuH Internet Security Systems
(CHcTeMBl MHTEPHET-0€30M1aCHOCTH, WWW.iss.net), MOTOMy YTO CKaHepbl 3TOW (HPMBL:
Internet Scanner, Security Manager, System Scanner u Database Scanner — Hcnob3yor
BCE TPH METOJAa CKaHHPOBaHHsA, O KOTOPbIX Mbl OyieM roBOpHTh 4yTh Mo3xe. B HacTos-
mee BpeMs Internet Security Systems kynneHa koprnopauue IBM u asnsetcs ee noapas-
JeNIEHHEM.

Komnanus Internet Security Systems pa3paGoTana uesnbiif KOMIUIEKT YTHIHT HOJ OOIIHM
HazeanueM SAFEsuite. B Hero Bxoat He TOJIbKO KOMIIOHEHTHI NPOBEPKH Ge30MacHOCTH
CHCTEMBI, HO H MOIY/TH BbIABJICHHS BTOPXKEHUA ¥ OLEHKH KOH(UIypaLHH OCHOBHBIX CEp-
BepHbIx OC.

CkaHepbl 6€30MacHOCTH MOXO0XH HAa aHTHBUPYCHl — 3aILHMILAIOT XOPOWIO, HO TONBKO OT
cTaphix npuemoB. JItoGoii HOBBII MeTO B3IOMa He OyeT oOHapyxeH, Noka Bbl He 0OHO-
BUTE NPOrpamMmy.

Mmue MPHXOONWIOCH paGOTaTb C HECKOJIbKMMH KPYNHBIMH H UMECHUTBIMH KOMIIAHHWAMH H3
CH_[A, KOTOpBIE€ MPEAOCTaBJIAIOT CEPBUCHI IO TECTHPOBAHHIO Ha 6630ﬂaCHOCTb, H, HC-
CMOTPps Ha HAJIMYHE COOCTBEHHBIX HapaGOTOK B 3TOM o6nacm, OHH TaK € HUCIOJBb3YIOT U
OTKPbLITBIC BCEM MPOrpaMMHbLIE CKaHEPLI. H ecanm TakHe KOMIaHUM — CaMbl€ 3HAMEHU-
Thle B oOynacTH 6e30macHOCTH — npu6eral0T K HX NMOMOIIH, No4YeMY K€ Mbl OOJDKHDI
CTECHATHCA N0JIL30BATLCA NOAOOHBIMH CKaHCpaMH?

C noMoLIBI0 aBTOMaTH3HPOBAHHOTO KOHTPOJIA OYEHb XOPOLIO MPOW3BOAMTH MEpBOHA-
YaJbHYIO NPOBEPKY, YTOOB YOEANTHLCA B OTCYTCTBMH CTapbix JiAnoB. Eciv omnbku Hai-
JIEHBI, TO HYXHO OGHOBHUTH YA3BUMY1O mporpamMy, OC M cepBHC WM MCMIPaBUTL HEBEp-
Hyl0 KOH(HIypaitio, a TakKe MOMCKaTh Ha TOM jke caiite www.securityfocus.com co-
OTBETCTBYIOILMIA cmocob obe3pexxuBaHud. [loutH Bcerza BMecTe € OMHCAHUEM
yA3BMMOCTH JaeTCs «BaKLMHA», MO3BOJAIOLIAA «3a1aTaTh npopexy» B cepsuce unn OC.
«BakuuHy» MOXET MNPEIOKHTh M MpOrpaMMa CKaHHPOBaHMUs, eciv B ee 6aze AaHHbIX
UMeeTCs pelieHHe npobsieMbl T Balliero CiTyYas.

[MoyeMy aaxe Mocje Jy4ILEro W CaMoro MoJjIHOr0 CKaHUPOBAHMA HeNb3f OBITh yBEpEH-
HBIM, YTO ys3BUMOCTel HeT? [ToMHuMO HOBBIX OLIMOOK B cepBepe HAAO NMPUHHUMATh BO
BHHMMaHHWe ewe M ¢akrop koHpurypauun. Ha kaknom cepeepe MPUMEHSIOTCH CBOH
HAaCTPOMKH, M NpH ONMpelesIEHHbIX YCIOBUAX JIETKO HAaXOAHMas BPY4HYIO YA3BUMOCTb
MOXET OCTAaThCA He3aMEeTHOIt [I1 aBTOMaTHYecKOro ckaHupoBaHus. Ha ckaHep Hapefics,
a caM He riowaii. Tak YyTo NpoaoKaiTe TECTHPOBaTh CHCTEMY HAa M3BECTHHIE BaM
OIIKOKH CAMOCTOSATENLHO.

Kak s YK€ TOBOPMJI, Y MCHA CepBepbl TECTUPYIOTCA KOKAYIO HOYb, H Bbl MOXKETE CACJIaTh
TO XK€ CaMO€ — HaCTPOHUTH €XKECYTOYHOC CKAHHPOBAHHE. Torma B cJiy4ac BO3BHHKHOBCHHA
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npobiaemsl (mocite H3MEHEHHA KOH(UTYpalWH, HanpuMep) CKaHep TYT XK€ COOOIIMT BaM
06 ommubke.

Kaxapiit ckaHep HCMONb3yeT CBOM CHOCOOBI M NPHEMBI, H €CJIH OOWH M3 HHUX HE Hamen
ouubok, To ApYToi MOXKeT MX OTBICKaTh. CnelManicThl Mo 6€30MacHOCTH MIOOAT MPHBO-
JUTH MpHUMep ¢ KBapTUpoH. JlomycTHM, BBI NPHIILIK K APYTY M MO3BOHWIM B JBEPb, HO
HHMKTO HE OTKpBLUI. JTO HE 3HAYHT, YTO IOMAa HUKOTO HET — MOXKET, XO3HH He YCIBIAT
3BOHOK (HaXOAWICA B AylIe, B HAYIIHHUKAX HWIH MPOCTO IPOMKO Opall MECHH), HiIM 3BOHOK
He cpabotan. Ho ecnu no3BoHUTE MO TenedoHy, KOTOPHIH JIEKHT B 3TOT MOMEHT BO3JE
XO035lMHa, TO OH BO3bMeT TpyOky. BoaMoxkHa M oOpaTHas cHTyalius, KOraa Bbl Ha3BaHH-
BaeTe Mo TeleoHy, HO €ro He CIBILIHO, 3 HA 3BOHOK B JIBEPh JOMOYaIIbl OTPEarupyIoT.

Tak ¥ npu aBTOMaTHYECKOM CKaHHMPOBAaHMH: OIMH CKAHEP MOXET MO3BOHMTD MO Tenedo-
HY, a JIpyroil — 1ocTy4dt B ABepb. OHH 06a XOpOIIH, HO B KOHKPETHBIX CITy4aAX MpH
Pa3HBIX KOHPHUIypaLMAX CKaHUPYeMO# MalMHbI MOTYT OBITh NOTy4YeHBl pa3Hble pe3yib-
TaTHI.

CyllecTByIOT TPH MeTOJa aBTOMAaTHYECKOTO ONpeJeNieHHs YA3BUMOCTH: CKaHMPOBAaHHE,
30HAMPOBaHHE H UMHTanUA. B nepBoM ciy4yae ckaHep cobnpaeT HHGpopMaimIo o cepBe-
pe, mpoBepsAeT MOPThl, YTOOBl Y3HATh, KaKHE YCTAHOBIEHBI CEPBHCHL/IEMOHBI, H Ha HX
OCHOBE BBIJAET OTYET O MOTEHIHAIBHBIX omKbkax. Hanpumep, ckaHep MoxkeT npoBepUTh
cepBep M yBHAeTh Ha nopty 21 paGotatouryto cayx6y FTP. Ilo cTpoke nmpHriamexus
(ecnu ona He ObUIa U3MeHeHa), BHIIABAEMOi CEpBEPOM NPH MOMBITKE MOAKITIOYEHHA,
MOXKHO OMNpeeUTh €ro BEpCHIO, KOTopas cpaBHUBaeTcs ¢ 6a30it nanueix. U ecnu B Gase
MIPUCYTCTBYET YA3BMMOCTb Ul 3TOTO CEpBEpa, TO MOJb3OBATENO BHIAAETCH COOTBETCT-
ByIOLIIEE COODLIEHHE.

CxaHHpoBaHHe — JaleKo He CaMBli TOYHEIH MpoLecc, IOTOMY YTO aBTOMaTHYECKOe Ofpe-
JeNeHHe Jierko o6MaHyTh. HekoTopble MOrpelHocTH B CEPBHCaX MPOARIAIOTCA TOJNLKO IPH
OMNpEEIEHHBIX HACTPOHKAX, U €CJIH Ballli HACTPOHKH OTJIMYAIOTCA OT MPEXYCMOTPEHHBIX
CKaHepoM, olMbKka MoxeT H He oOHapyxwThcsa. Kpome Toro, npH yctaHoBKe, HanpuMep,
Hosoro FTP-cepBepa, koTOphIii ellle He U3BECTEH CKaHepaM, OH OyneT onpoGoBaH JHIIb
Ha y>e U3BECTHBIE OLIMOKH IPYTHX CEpBEPOB.

I1pu 30HAMPOBaHHH CKaHep He obciexyeT MOPTHI, a NPOBEpPAET MPOrpaMMBbl Ha HATHYHE
B HHX YS3BHMOro koja. JTOT mpollecc Noxox Ha paboTy aHTHBHpyca, KOTOpbIH mpo-
CMaTPHMBAET MPOrpaMMbl B MOUCKaX BHPYCHBIX (parMeHTOB. CHTyalluH [TOXOXH, HO HC-
KOMBIE 00bEeKTHI pa3IHuHbl. MeTo/| XOpolll, HO O/iHa M Ta JKE OMIHOKa MOXKET BCTPEYaThC
B HECKOJILKMX mporpaMmax. M eciu kol B HUX pa3HBIH, TO CKaHep ee He OGHApYKHT.
OueHb 4acTO MPOrPaMMMCTHI Pa3HBIX (GUPM JOMYCKAIOT B CBOMX MPOAYKTAaX OJHH M Te
e MPOMaxH, a METOIOM 30HJMPOBAHHS aHATM3aTOP MOXKET He HAWTH MOAOGHYIO YA3BH-
MOCTb TOJIBKO TMIOTOMY, YTO 19 HOBOMH BEpCHM NPOIYKTa HET 3amuceil B 6ase JaHHBIX.

Bo Bpems HMHTallMK NpOrpaMMa MOZIENIMPYET aTakH M3 cBoei 6a3pl naHHbIx. Hanpumep,
B FTP-cepBepe MOXXET BO3HHKHYTE NEpENoHEHHe Oydepa Npy pealn3alyi OnpeelicH-
Hoil koMaHael. CKkaHep He GyneT BBIABIATH BEPCHIO CEpBepa, a MOMPoOYeT BHINOIHHTE
MHCTpYKLMIO. KOHE4HO e, BHIABJICHHE OMMUOKYU NPUBENET K 3aBHCAHHMIO, HO Bbl TOUHO
OyneTe 3HaTh O €€ HAIMYUM WK OTCYTCTBHH. IMMTaUMs — caMblil JONrHiA, HO H caMblii
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HaJIeXHBIA CMOCOD, MOTOMY YTO €CJIH MpOrpaMMe yIanoch BUIOMATh KakoH-TH60 cepBHC,
TO H Yy XaKepa 3TO MOTyYHTCH.

Korzna el npoBepsieTe cucteMy, 0643aTeNnbHO OTKIOYalTe ceTeBbie SkpaHbl. Ecnu 610-
KHPOBaH JOCTYTI, TO CKAHEP HE. IPOTECTHPYET HYXkHBIi cepBHC. B 3ToM cirydae ananu-
3aTOp COOOINMT, YTO OWHOGOK HET, HO pealbHO OHH MoryT GbiTh. KoHeyHo e, 3TO He
KPHTHYHBIE OIUHOKH, €CNH OHH MOJ 3allMTOM cCeTeBOro 3KpaHa, HO €CJIM XaKep HaijeT
NoTaWHOH XoA H oboineT 6panaMayap, TO yA3BUMOCTh CTAHET ONACHOH.

OTtmoyats ceTeBoi 3KpaH COBCEM H NI BCCX HEC HaJO — MOXHO INPOCTO pa3pellHTh
BCE JEHCTBHA, NPHXOOAIIHE C IP-a.upeca MAIUHHBI, KOTOpas NPOH3BOAHT TECTHPOBAHHE.

Jaiite ckaHepy Bce HeoOXOIHUMBIE MpaBa Ha AOCTYM K TecTHpyeMoii cucteMe. Hanpumep,
HEKOTOpPhIE CYHTAIOT, YTO HaHOoIee 3 eKTHBHO yaaneHHOe CKAHHPOBAHUE, KOT/a aTaka
HMHTHPY€ETCA 0 CETH. DTO NMPaBHILHO, HO CKOJBKO BpeMEHH NMOHaNOoOUTCA Ha NMpOBEpPKY
CTOHKOCTH naponeii AN y4eTHbIX 3anuceit? OveHb MHoro! A ckaHHpoBaHue (aiinoBoii
CHCTEMBI CTaHET HEBO3MOXHBIM. [103TOMY JIOKaIBHBI KOHTPOJIb MOXKET JaTh Gonee
Ka4YeCTBEHHBIH pe3ynbTar.

IIpn AMCTaHMOHHOM CKaHHPOBAHHH NMPOM3BOJUTCSA MOMBITKA TOJNBKO IMPOPBATLCA B CETh.
Takoit aHaTH3 MOXET yKka3aTh Ha CTOHKOCTB 3al0UTHI OT HanageHus w3sHe. Ho no cratu-
cTHKe 6ONBIIHHCTBO BIIOMOB NPOHCXOAHT W3HYTPH, KOTJa 3aperHCTPHPOBaHHEIH NoJib-
30BaTelb (MOJHHMAET» CBOH MPaBa H TEM CaMbIM NOJYYaeT XOCTYN K 3aNpeleHHOH HH-
¢dopmaimn. Xaxep ToxKe MOXKET MOJY4YHTh KaKylo-HHOY b YHUETHYIO 3alIHCh C MHHHMAaJTb-
HBIM CTaTyCOM H BOCHO/B30BAaTbCA YSA3BHMOCTAMH Ul MNOBBIUCHMA MNpaB [O0CTyna.
INoaToMy cKaHHpPOBAHHE JOJDKHO MPOMCXOAMTDh H JUCTAHLMOHHO — U1 OOHApPY)KEHHS IO~
TalfHBIX ABEpeil», ¥ JIOKATLHO — A BBIARJICHHS OIMOOK B KOH(HIypalWH, C TIOMOLLBIO
KOTOPbIX MOXKHO H3MEHHTH NPHBIWIETHH.

ABTOMaTHYeCKHE CKaHephl MOT'YT MPOBEPATb He TONbKO ysa3BUMOcTH OC M ee cepBHCOB,
HO M CJIOXHOCTH NapoJid, H HMEHa yJeTHBIX 3anuceii. B aHanusatopax ¢ctb 6a3a Haubo-
Jiee 4acTO HMCMONb3yeMBIX MMEH M Mapojieif, H nporpaMMa nepe6opoM MPOBEPHAET HX.
Ecnu ynanoce NpoHHKHYTH B CHCTEMY, TO BBIA€TCH COOOLIEHHE O CIHIIKOM MPOCTOM
naposie. O6A3aTeNBHO 3aMEHHTE €ro, NMOTOMY YTO XaKep MOXKET HMCNOb30BaTh TOT XK€
METO/, U JIETKO Y3HAaeT NapaMeTpbl YYETHOH 3alHCH.

AHanuzaTopbl 6€30MacHOCTH MOTYT HCIOJNb30BaTh KAK XaKepEl, TAK M aIMUHHCTPATOpHI.
Ho 3agaum y HUX pasubie. IlepBsiM HY)KHO aBTOMaTHY€ECKOE BBIABJIEHHE OMHO0K /1d Mo-
ClieqyIOLero NpMMEHEHHs, a BTOpPBIE MCMONB3YIOT aHAIH3, YTOOBI 3aKPHITE YA3BHMOCTH,
NpHYeM IUIA HHX JKENaTesbHO ClellaTh 3TO paHbllie, YEM TAKHE «AbIPbI» HAHAET H MC-
HONB3YET XaKep.

12.2. 3axpuisaem SUID- u S6ID-asepu

Kak agMMHHCTpaTOp WM cCieHaTHCT Mo 6e30MacHOCTH, Bbl JO/DKHBI 3HATh CBOIO CHCTEMY
«OT H A0». MBI y2xe roBopwiy, YTo ogHoi u3 nmpobnem mMoryT crath 6uThl SUID mnn SGID.
BBl 10/DKHEI BBIMHCTHTB 3TH OHTHI y BCEX NMpOrpaMM, KOTOpEIM OHH He HyxHbl. Ho xak Hx
HaifTu? {1 3TOr0 MOXHO BOCNIONB30BATHCA KOMAHIOM:

find / \( -perm -02000 -o -perm -04000 \) -ls
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Ota OMpeKTHBa Haiider Bce ¢ailibl, y KOTOphX ycTaHoBneHsl mpaea 02000 win 04000,
uyto cootBetcTByeT 6utam SUID n SGID. BrinonHne koMaHIy, BBl YBMAMTE Ha 3KpaHe
APHMEPHO CIICAYIOLIMH CIIHCOK:

130337 64 -rwsr-xr—-x
130338 32 -rwsr-xr-x
130341 36 -rwsr-xr-x
130365 20 -rwsr-xr-x

root root 60104 Jul 29 2002 /bin/mount
root root 30664 Jul 29 2002 /bin/umount
root root 35040 Jul 19 2002 /bin/ping
root root 19072 Jul 10 2002 /bin/su

e e

CaMoe cTpallHOe, YTO BCE MPOrpaMMbl W3 3TOTO CMHCKA NMPHHAMLIEKAT M0JIb30BaTENMO
root ¥, 3Ha4uT, OyayT BBHIMOJHATBCA OT €ro UMeHH. B cucteme ecTb Taioke ¢aitibl
¢ SUID- n SGID-6uTOM, BBITONHAIOLIMECT OT HMEHM APYIHX MOJb30BaTesied, HO TakMX
MEHBLIMHCTBO.

Ecnu Bbl BHOWTE, 4YTO MporpaMMa BaMHM HE HCNONB3YETCA, TO €€ CTOMT YAAIMTh WIH
CHATH C Hee omacHble OuThl. EcnM, no BameMy MHEHMIO, KaKMM-TO Mporpammam 3TH
GUTBI BCE Jke HY)KHBI, ITOTyMaiiTe ele pa3. MoxeT, BCE-TakH CTOHT OT YEro-To OTKa3aThes?
Hanpumep, nporpamma ping He ABseTca obg3aTenbHON A cepBepa, U y Hee 6ut SUID
MOXXHO CHSATb.

Ecnu 4 nocie KoppeKTHPOBKH MPUBWIErMPOBaHHBIX MPOrpaMM OCTAJIOCh BCE PaBHO MHO-
ro, TO COBETYIO JUIA Hayana yOpaTh 3TH OuTHI co Bcex mporpamMM. KoHeuHo ke, Torna
MONB30BaTENN HE CMOTYT MOHTHpOBaTh yctpoiictBa. Ho HyxHO i 310 uM? U ecnn yx
BO3HHMKHET OCTpas HEOOXOAUMOCTb, TO BCETAA MOJKHO BEPHYTh UM TaKyK BO3MOXHOCTb,
poccraHosue SUID-6uT.

[Touemy HeoOxomMMoO perynsipHo npoBepATh ¢aitnbl Ha Hanvuue SUID- u SGID-6uta?
BanoMmuMkH, NpoHHKas B CHCTEMY, OUYEHb YaCTO CTPEMATCH YKPEIHTHCA B Hell, crps-
TaTbCA M TIPH 3TOM MMETh MaKCHMaibHble IpaBa. [N 3TOr0 MOMET HMCMOJIBL30BaThCA
npocrefiiumnii metog — ycranoBka SUID-6uTa Ha uHTepnperaTop koMaHn bash. B stom
clly4ae MHTEpIpeTaTrop A moboro nons3osatens OyaeT BHIMONHATE KOMaH/BI C NpaBa-
MH root, 1 B3JIOMIIMKY VI8 BBINOJHEHUA JIOOBIX NeHCTBHI AOCTaTOYHO HaXOAMTHCA
B CHCTEME C FOCTE€BbIMH NIPaBaMH.

Cnenure 3a moObIMH MOABIAIOIIAMHCA HOBBIMH TiporpaMMamu ¢ Outamu SUID wiu
SGID u y6upaiite Bce, 4TO BBI3BIBAET MOJO3PEHHE.

Hcnone3zosanue 6uros SUID unu SGID — o4eHb cTapblii IpHeM B3JIOMLIMKOB, H A Ceii-
Yyac peKo O HEeM CJibillly, HO HET rapaHTHH, 4YTO Xopoluo 3abbiTas npobneMa He CTaHeT
HOBOH.

12.3. Tiposepka koH@puUrypaumm

Mbe1 PaccCMOTPECIIN BECbMa MHOTO ITpaBUJ1 KOHCl)Pll"ypHpOBaHHﬂ CHCTEMBI, OAHAKO NMOMHHUTH
HX BCE€ HCBO3MOXKHO. HaCTpoﬁKa CUCTEMBI — CJIOMKHBIH npouecc, BO BpEMA KOTOpPOro
o4eHb Jierko oubuThea. Ho Tak kak ecthb OIIpE€AC/ICHHELIC TIpaBUjia KOHd)HprHpOBaHHﬂ,
TO CYLIECTBYET U BO3MOXHOCTH aBTOMAaTU3IUPOBATH MPOBEPKY.
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Kax MBI y)ke 3HaeM, HMEIOTCA MPOrpaMMBbl, KOTOpPble MOTYT MPOBEPATh KOHPHIYpaLHIO.
OTO O/KHO MPOHCXOAUTH Ha KOMITBIOTEPE JoKanbHO. K HacTosmeMy BpeMeHH Hanmca-
HO MHOTO YTWIHT IJI1 aBTOMaTH3aLMH KOHTpos. HekoTopble U3 HUX yCTapenau M JaBHO
He OOHOBJIAIHCh, a KaKHe-TO MOABWIMCH HEJABHO U eLle TOJNBKO HapalllMBalOT CBOKO
($YHKLHOHANBHOCTH (KOJIMYECTBO NMPOM3BOJUMBIX MPOBEPOK).

51 pemmn nmo3HakoMUTE Bac ¢ mporpaMmoii Isat. Ee uctopus He CIMIIKOM AJHMHHA, HO 32
cyeT yYacToro OOHOBJEHMS HAa HayalbHOM JTane (mocienHee OOHOBIEHHE BBILLUIO
B 2014 rony) BO3MOXHOCTH MPOTPaMMEI CEPbE3HO BBIPOC/IHM, a Grarofaps MOXY/JIbHOH
apXHTEKType pacLiMpenne GpyHKUMHA NTPOUCXOANT JIETKO U ObICTpO.

IIporpamma lsat mocTaBnseTcs B HMCXOAHBIX KOJAX, U HAWTH €€ MOXHO MO aapecy
usat.sourceforge.net. Ha cafite noctynusi TGZ- u ZIP-Bepcun apxvBOB NpOrpammal.
51 pexoMeHay10 BOCTIONB30BATHCA MEPBOi, MOTOMY YTO 3TO POAHOM apxuB M Linux, u
OH npolie B Hcnonb3oBaHUU. CkaualiTe apxUB B CBOW NOMAIHWI Karanor, U Jasaiite
BMECTE YCTaHOBHM NporpamMmy U norpobyeM c Heil mopaboTarts.

I[J'lﬂ YCTAQHOBKH BBITNIOJIHUTE CJICAYIOUIME KOMaHAbI:

tar xzvf lsat-0.9.7.tgz
./1sat-0.9.7.tgz/configure
./lsat-0.9.7.tgz/make

IlepBas aupexTHBa pacnakoBBIBaeT apXHB Isat-0.9.7.tgz (MM (ailna MOXKET OT/IMYATBCA,
€CJIM y Bac cKauaHa Apyras Bepcua mporpammsl). Bropas koMaHza 3amyckaet KOHQHry-
pHpOBaHUe, a TPeThA COOMpAaET MPOEKT U3 UCXOAHBIX KOJOB B OJJMH UCTIONHAEMBIH Gafi.

Jns 3amycka nporpaMMbl BBIIOJTHHUTE CIIEAYIOLIYIO KOMaHIY:
./lsat-0.9.7.tgz/lsat

Teneps MOXKHO MATH rOTOBUTH KOode U MeJJIEHHO U mevaibHO ero nuTh. [Ipouecc Tectu-
POBaHHSA CHCTEMBbI 3aHHMAeT BECbMa MHOrO BpeMeHM, 0cOOEHHO Ha cialbIX MalllMHaX.
IIpu 3amycke MOXHO yKa3aTh OQMH U3 CIEYIOIMX KIoYeit:

O -o vms ¢aina — OTYET 3aMUCHIBATh B YKa3aHHLIN ¢aiin. [To yMonyaHHIO OTYET Nona-
naer B ¢aiin Isat.out;

0O -v— BbIAaBaTH NOAPOOHBIH OTUET;

0O -s — He BbAaBaTh HHKakMX COOOILEHHI Ha dKpaH. 3TO yJ0OHO NMpHU BbIMOJHEHHU
KOMaH[Ibl Yyepes cron;

O -r — BBINOJHATL MPOBEPKY KOHTPOJBHBIX CyMM (aenaetcs ¢ nomouwbio RPM). Oto
NO3BOJIAET BBIABMTH HE3aKOHHO H3MEHEHHBIE MPOrPaMMBI.

Jlyuwe Bcero lsat 6yner paGorate Ha Red Hat-nonoGHbIX cucTeMax, MOTOMY UYTO B Hee
BCTPOEHA BO3MOXKHOCThL paboThl ¢ RPM-nakeramu, koTopble ABAAIOTCA OTJIMHHMTENBHOH
ocobeHHocThIO AucTpuOyTHBa Red Hat Linux u ero xioHos.

Bo Bpems npoBepku BBl yBHAMTE HAa 9KpaHe NPUMEPHO CETYIOIUI TEKCT:

Starting LSAT...
Getting system information...
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Running modules...
Running checkpkgs module...

Running checkx module...

Running checkftp module...

Finished.

Check Isat.out for details.

Don't forget to check your umask or file perms
when modifying files on the system.

IMoka cnoea o 6e30MacHOCTH OTCYTCTBYIOT, €CTh TO/IBKO HH(OPMaLIMA O TOM, YTO CKaHH-
poBaiock. Bce caMoe HMHTepecHOe Mocjie TECTHUPOBAHHS MOXKHO HaiiTH B daiine .flsat-
0.9.2.tgzN1sat.out. Sl mporHan nporpamMy lsat Ha cBoe#i cMcTeMe cpa3y Hocie YCTaHOBKH H
MOJTy4HI JOKyMeHT pazmepoM 190 Koaiir.

B 3TOM BBIXOZHOM (paiine Bbl HaiiieTe MHOXECTBO coBeTOB. Tak, B CaMOM Hayasie MOXHO
YBHIETH PEKOMEHIALMH MO NIAKETaM, KOTOPbl€ HY)KHO YAAIHTh:

hkkkdkkkhhkbhkhhkdhhkhhkdkdkhhkhhhkhkhkhkhkhkkkhkhkkkdk

Please consider removing these packages.
sendmail-8.11.6-15.asp

portmap-4.0-41

bind-utils-9.2.1-1.asp
nfs-utils-0.3.3-5

pidentd-3.0.14-5
sendmail-devel-8.11.6-15.asp
sendmail-cf-8.11.6-15.asp

ypbind-1.10-7

ypbind-1.10-7

B camMoM feste, HEKOTOpbIE MaKeThl MOXKHO OTHECTH K pa3psdy He o4YeHb HajexKHbIx. Ha-
npumep, B mporpamme sendmail perynspHo HaxoasT olM6KH, Mo3ToMy lsat u npeaaraer
€€ «BBIYHUCTHTBY.

MHe Taloke 0ueHb MOHPABUIIACH B BEIXOAHOM aiiie ciexyroulas 3anucs:

Pa3paboTumk nporpammel nocuuTan, YTo 3arpyska B rpacduyeckoM pexume xyxe ans 6es-
ONacHOCTU. [leNCTBUTENbHO, 3TO NULWHUE NPOrPaMMbl U AONONTHUTENbHBIE NpobnemMbl. Tek-
CTOBbI peXuM He TpebyeT CTONbKO pecypcoB, paboTaeT MeHble NPOrpaMM, a 3HaYUT, OH
6bicTpee u 6esonacHee.

Ecnu omycTThCs Mo aiuly HEMHOrO HHXKE, TO Bl YBUAHTE CITHCOK BeeX (aiinos B cuc-
TeMe ¢ ycraHoBJIeHHBIMH 6uTamMu SUID n SGID. Tak 4to npu Hcnonb30BaHHK Mporpam-
Mbl Isat HeT cMBIC/Ia CaMOCTOATENBPHO 33HHMATBCS MOMCKaMH NMOTEHLHANBHO ONACHBIX
NporpamMm.

Eie HeMHOro HHKe MIET CHCOK 061eI0CTYNMHBIX hainoB:

%k %k %k s I gk ok o ok ok kg e ko ok ke ke ok ok ok ok ok ke ke ok ok ok ok ok ok ke

This is a list of world writable files
/var/lib/texmf/1s-R
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/var/www/html/cache/archive/index.html
/var/www/html/cache/categories/category.cgi
/var/www/html/cache/categories/index.html
/var/www/html/cache/download/download-2-1.cgi
/var/www/html/cache/download/download-3-1.cgi
/var/www/html/cache/download/download-4-1.cgi

D10 Te ¢aitnbl, UBMEHATb KOTOpble MMEIOT MPaRo JIIOOBIE MOJIB3OBATENH CHCTEMBI, JAXKe
¢ MHHMM&TbHBIMH MpaBaMu. B upeane Takux 3ammcei Boobiue He nowkHO 6erth. B mio-
6oii daitn momKHBI UMETh NMPaBO MHCATh TOJNBKO WX BIIAJENbLbI HIH, B KpaHHEM Clydae,
MOJIb30BATE/H TPYINbl, HO HUKaK He BCEe OCTAIBHBIE.

Janee unet cniucok ¢aitnos, B KOTOpbIe MOTYT IIMCATh MOJIB30BATENN KAKHX-THOO0 rpymil.
ITpoBepbTe — BO3MOXHO, He BCceM ¢aillaM M3 3TOrO CIMCKAa HYXHO JaBaTh TaKo#d CTa-
TycC.

Ortuetsl Isat ynoGHBI M JIErko YHTAIOTCA, HO B CAMOM KOHLIE MOABJIAETCA (UIOXKKA A€r-
TA» — IyCTh HeGobIIas, HO OHa ecTh. [IporpaMMma nokaseiBaeT u3MeHeHHs B (haiinoBoi
CHCTEME C MOMEHTa Moc/eAHero 3amycka. Bor TyT pasobpatbcs ¢ 4eM-THO0 oueHb
CIIO)XKHO — HWH(OpMalLMA BBIBOJMTCA MPAKTHYECKH B MPOU3BOIBLHOM MOpAJAKeE, a Belb
ynobHee Gbuto pa3aenuts MOAUQHKALMHU MO CTENneHH onacHocTH. Hanpumep, ynaneH-
HBIfi MM no6aBneHHbIH B pa3zaene ftmp ¢aii He Tak BaJKeH, MOTOMY YTO TaM U3MEHEHHMs
MPOHCXOAAT TOHHaAMH» KaX/ble NATbH MHHYT. A BOT BC€, YTO KacaeTcsa pasjena /etc,
HaMHOTO OMacHee, ¥ 3Ty HHOPMALIHIO CE0BaJIO Obl BBIACIHTS.

12.4. XypHanuposaHue

B Linux pa6oTaioT OAHOBPEMEHHO Cpa3y HEeCKOJBKO )XCyPHAJIOB, M MO colepxaluencs
B HUX MHGOPMALIMU Bbl CMOXKETE BBIYHCIIMTH XaKepa M YBHAETb, KOr/la OH MPOHMK B CHC-
TEMY, a TaKXKe y3HaTh ellle MHOro HHTepecHoro. Tak Kak )KypHalHpoBaHHEe — OQMH U3
HMHCTPYMEHTOB oOecneyeHus 6e30MmacHOCTH, Mbl PacCMOTPHM >KypHaibl AOCTaTOYHO
noApoOHO. 3TO NO3BOJIMT BaM JTy4llle KOHTPOJIMPOBAThL CBOH BIIaJ€HHUA.

12.4.1. OcHosHuIe KOMAHALL

UHpopMauus O TeKYLIMX MOb30BATENAX CHCTEMBbl COXpaHAeTcs B daiine var/run/utmp.
Eciam monsItatbcs MocMOTpETh €ro COAEPIKMMOE, HalpuMep, KOMaHIo0#M cat, TO HHYEro
XOPpOLLEro HaleMy B30py HE OTKpOeTCA. DTOT KYPHaI XpaHMT JAaHHbIE HE B TEKCTOBOM,
a OMHapHOM BUZe, M MojyueHHe WHPOpMaLMH H3 HEro BO3MOXKHO TOJIBKO C NMOMOIUBIO
CHELHATH3HPOBAHHBIX MPOrpaMM (KOMaHI).

who

KoMaHza who Mo3BofsieT y3HaTh, KTO ceifuac 3aperiCTPUpPOBaH B CHCTEME M CKOJIBKO Bpe-
MEHH OH B Heil Haxoautcsa. Mudopmaumsa, kak yxe ObUIO OTMEYEHO, H3BJIEKAETCA
u3 ¢aiina A~var/run/utmp. BeeguTe 3Ty KOMaHay, M Ha 3KpaHe NOABHTCA CIHUCOK MPHMEPHO
ClleIyIoLIero BUaa:
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robert ttyl Dec 8 10:15
root tty2 Dec 8 11:07

M3 sToro cmucka CTaHOBHTCA ACHO, YTO Mofb30BaTens robert paboraer 3a nepBeIM Tep-
MHHAJIOM (ttyl) ¥ Bowen B cucteMy 8 nexabps B 10 yacoB 15 MUHYT, a uepe3 52 MMHYTEHI
€O BTOPOT0 TEPMHHAJIa BOLLE MOJb30BATENb root.

BONBUIMHCTBO XaKEepOB MpPH BXOJ€ B CHCTEMY BBIMOJHAIOT 3Ty KOMaHIY, YTOOBI BBIfAC-
HUTb, €CTh JIK ceHuac B cHCTeMe aIMMHHCTpaTop. Eciu noss3oBartens root npucyTcTBy-
€T, TO HaYMHAIOIIME XaKepbl YACTO YXOMAT, T. K. OMACAIOTCA, YTO UX 3HAHMI HE XBaTHT,
uTo6BI OCTATHCA He3aMeueHHBIMH. ITpH 3TOM, BEpOATHO, MOTOM OHH BEPHYTCA.

A 3To ewle oAHA MpPUYHHA, IO KOTOPOH aAMMHUCTPATOP HE JO/DKEH BXOAUTh B CHCTEMY
OA y4eTHO# 3anmuchio root. JIyuine Bcero paboTaTe Kak MpOCTO#H MOJBL30BaTENb, a KOrAa
He XBaTaeT Mpas, TO NepPEeKTIOYaThca Ha MpUBHAErnpoBanHoro. Ha Takoii ciyvaii 1 cozpan
YYETHYIO 3amnMch, A kotopoid ycraHoBw1 UID paBHBIM Hymo. OHa 1o3BonseT nojay4uTh
JIOCTYN KO Bce#t cucTreMe, U MPH 3TOM HMEET HMA, OTVIMYHOE OT root, U HE BBI3BIBAET MO-
JO3peHuit, koraa A nmox HUM paboTato. Tak 4To B Moe# CHCTEME HMKOTa Hellb3s YBHAETh
T0J1b30BaTENA root.

users

KoMaHa users TaloKe NO3BONAET BHITALUTD U3 XKypHasa /var/run/utmp CIIMCOK BCEX MOJIb-
3o0BaTeneii, KOTophle cefyac 3aperuCTpHPOBaHBI B CHCTEME.

B aToM xypHane uHdopMaLuis XpPaHMTCA BPEMEHHO — TONbKO B FIEPHOJ NMPUCYTCTBHA
nosns3oBatend. Koraa oH BBIXOJMUT M3 CHCTEMBI, COOTBETCTBYIOLLAsA 3alUCh yAaJA€TCA.
IMocne 3TOrO BHIACHUTH, KTO M Koraa paborai, yaacTes TOJMBKO U3 KypHaia ivarflogiwtmp.
310 TaKke OMHapHbIH ¢aiil, M ero coaepKHMOe MOXKHO YBHIETh € MOMOILBIO CNELUAIH-
3HPOBAHHBIX MPOTPaMM,

last

KoMaHa last MO3BOJIAET BBIACHUTB, KOTAA U CKOJILKO BPEMEHH OnpeaesieHHbIi Mojb30-
BaTenb HaxoAwics B cHcTeMe. B kadecTBe mapaMerpa eil nepenaercs MHTepecylollee
umsa. Hanpumep, ciemytowas nupekTHBa oToOpakaeT BpeMs BXOAa M TMPOJOJKHMTEINE-
HOCTb HaXO)KHEHHS B CHCTEMeE MO0JIb30BaTeNs robert:

last robert -

BEINOIHHB KOMaHY, Bl YBHIUTE Ha 9KPaHE NIPHMEPHO CJIEAYIOLIMHA TEKCT:
robert ttyl Thu Dec 2 12:17 — 12:50 (00:33)

Mo 3TOM 3amUCH MOXKHO MOHATH, YTO robert HAXOAWICA 32 TEPMHHAIOM (ttyl), 3aulen
B cucteMy 2 aekabpa Ha 33 muHythl (¢ 12:17 no 12:50). Ecnu nonb3oBatens paGotan
HE JIOKaNBHO, a Yepe3 CeTh, TO OyaeT orobpaxeHa HHPOPMaLHA O XOCTE, C KOTOPOrO OH
BXOAWI B CHCTEMY.

Ecnu BHINONIHUTB 3Ty KOMaHOy AJia Ce6ﬂ, TO MOXXET BbIBAJIMTbCA TAKOH CIIHCOK, 4YTO 4YH-
TaThb €ro 6}’}16’1‘ HEBO3MOXXHO, NTIOTOMY YTO Bbl JOCTATOYHO Y4YacToO pa60TaeTe B CHUCTEMEC.
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Y1061 OrpaHHYHTL BHIBOAWMbBIE AaHHBIE, MOXHO YKa3aTh KJIHOY -n H KOJIHYECTBO OTO-
6paxaembix cTpok. Hanpumep, cneyroiias koMaHa BLIIACT HHGOPMALMIO O MOCIEIHHX
NATH BXOJAX:

last -n 5 robert

history

KomaHnza history BEIBOAHT HCTOPHIO BBIMOJIHEHHBIX B KOHCONH KOMaHA. CIHCOK MOXeT
6bITh JOCTaTOYHO GonmbluMM. BBl MOXeTe OrpaHHYHTH CIHCOK, YKa3aB MOC/AE HMEHH
KOMaHAbl yucio. Cnenylownii npuMep MOKaXeT TOJABKO mocneqHue 10 BBIMOMHEHHBIX
B KOHCOJIM KOMaH[I:

history 10

lastlog

Ecnu BBIMONHUTL KOMaHAy lastlog, TO OHa BBIBEJET HAa 3KpaH NEPEYEHb BCEX MONB30-
BaTeJiel C JataMH MX NOCJIEAHEro moAwmouyeHus k cucreme. Ilpumep pesynbrara ee
BBIMOJHEHMSA MOXKHO YBHIETh B IMCTHHTE 12.1.

— S

\ Nuctunr 12.1. Pe3aynbTtar BbINONHEHUA KOMaHabl lastlog

Username Port From Latest

root ftpd2022 192.168.77.10 Mon Feb 21 12:05:06 +0300 2005
bin **Never logged in**
daemon **Never logged in**
adm **Never logged in**
1p **Never logged in¥**
sync **Never logged in**
shutdown **Never logged in**
halt **Never logged in**
mail **Never logged in**
news **Never logged in**
uucp **Never logged in**
operator **Never logged in**
games **Never logged in**
gopher **Never logged in**
ftp **Never logged in**
nobody **Never logged in**
vcsa **Never logged in**
mailnull **Never logged in**
rpm **Never logged in**
xfs **Never logged in**
apache **Never logged in**
ntp **Never logged in**
Ipc **Never logged in**

gdm **Never logged in**
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rpcuser **Never logged in**
nscd **Never logged in**
ident **Never logged in**
radvd **Never logged in**
squid **Never logged in**
mysqgl **Never logged in**
flenov ftpd2022 192.168.77.10 Mon Feb 21 12:05:06 +0300 2005
named **Never logged in**
robert ttyl Mon Feb 21 12:10:47 +0300 2005

CIHCOK COCTOMT W3 YETBIpeX KOJIOHOK:

0 ums nosip3oBaTesisA M3 Qaiiia /etc/passwd;

O nopt WIH TEPMHHAN, Ha KOTOPbIH MPOHCXOAWIO MOAKTIOUECHHE;
O anpec KOMMBIOTEPA, €CIIK BXOZ OBLI 1O CETH;

O Bpems BXxona.

C noMommpio lastlog YAOOHO KOHTPOJMPOBATh CHCTEMHBIC 3aMUCH. Y HHMX AaTa Mochel-
Hero BXoJa NOJDKHa OBITB **Never logged in**, MOTOMY YTO IOJA HHMH HEIH3A BOHMTH
B cHcTeMy (B KayecTBe KOMAaHIOHHIX 00OJIOYEeK YCTaHOBJIEHBI /binfaise, /dev/null,
/sbin/nologin 1 ap.). Eciu BBl 3aMeTHNIH, YTO KTO-MHOO BOIIEN B CHCTEMY Yepe3 OIHY U3
3THX YYETHBIX 33IIMCEH, TO 3TO 3HAYMT, UTO XaKep HCMOJIB3YET €€, HIMEHHUB HaCTPOHMKH.

ITpocras 3aMeHa KOMaHIHO#H 06on0uKkK B (aiine /etc/passwd MOXKET OTKPHITH XaKEpy «IIO-
Tal{Hy10 JBEpPb», H aIMUHHUCTPATOp HE 3aMETHT 3To# TpaHcdopmaunu. Ho mocne Boimon-
HEeHHSl KOMaHBI lastlog BCE HEABHOE CTAHOBHTCA ABHBIM.

O6pau1aﬁ're BHHMaHHC Ha THN MOAKIIOYCHHA H aJpec. Ecnu yTo-TO BLI3BIBaET noaospe-
HHE, TO MO)XXHO BBIABHTH aTaKy Ha 3Taln€ €€ CO3pCBaHHA.

Isof

C noMowIbI0 KOMaHBl 1sof MOXKHO OTIPEIENNTh, Kakue (aiiibi # KaKHMH I0J1b30BaTEIs-
MM OTKPHITHI B TEKYLLMi MOMEHT. Pe3ynbTaT ee BBIIONHEHHS NPUBEAECH B JTHCTHHIE 12.2.

fucTuHr 12.2. PesyniTaT BLINONHEHUS KC

COMMAND PID USER FD TYPE DEVICE SIZE NODE NAME

init 1 root cwd DIR 3,2 409% 2/

init 1 root rtd DIR 3,2 4096 2/

init 1 root txt REG 3,2 26920 635256 /sbin/init

init 1 root mem REG 3,2 89547 553856 /1lib/1d-2.2.5.s0
init 1 root 10u FIFO 3,2 195499 /dev/initctl
keventd 2 root cwd DIR 3,2 4096 2/

keventd 2 root rtd DIR 3,2 4096 2/

kapmd 3 root 10u FIFO 3,2 195499 /dev/initctl
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JT0 maneko He MOJHBIA pe3ynsTaT. J{axke eciiu BbI ceifuac oauH paboTaere ¢ CHCTEMOIH,
KOJIMYECTBO OTKPHITHIX (aiiioB MOXKET HCYHCIIATECA Mapoii AECATKOB, U YHCIIO HX 3aMeT-
HO PacTeT, eC/ii B CHCTEME HECKOJIBKO MONb3oBaTeneil, — Beab OquH daiin MoxeT oT-
KPbIBaTbC HECKOJIBKO pa3 KaXAbIM U3 HHUX. DTO KacaeTcs B OCHOBHOM CHCTEMHBIX KOH-
¢$HUrypauMoHHBIX ¢aiinos.

12.4.2. CuctemHtie TexcTOBLIE XKypHANLI

Cnenyromue #ypHanbl — 310 TekcToBble aiiiel. Mx MoxHo 6e3 mpobieM mpocMaTpH-
BAaTh TAKUMH KOMaHIaMH, KaK cat, WM JIIOOBIMH TEKCTOBBIMH peJaKTOpPaMH.

B ¢aiine /varlog/messages HaxoquTCs OCHOBHaA MHpOPMALIMA O 3aXO0/aX NMONb3OBaTeNe,
O HEBEPHBIX aBTOPH3aLIMAX, OCTAHOBKAX M 3aITyCKaX CEPBUCOB U MHOIoOM Apyrom. B oqun
JOKYMEHT Bce MojoOHbie COOBITHA TMOMECTHTBCA HE MOTYT, MHaye OH Oyner Heuurae-
MBIM, [TO3TOMY B KaTaJnore /var/log/ MOTyT HaXOJUThCA (ailibl c MMEHaMH messages.X, rae
X — 310 uncno.

XypHan messages — OOMH M3 caMBIX IJIaBHBIX I moboro agMuHucTpatopa. Eciu
BIIOMILHMK TBITAETCA NOA00paTh Mapoiib, TO BBl CMOXETE 3aMETHTh GBICTPBIH pocT 3TOr0
¢aiina 1 nosABneHHe GONBIIOrO KOJIMYECTBA 3amUceil 0 HeBepHO# aBropu3aumu. Ha
prc. 12.]1 noka3aH npumep coaepxumoro (aiina messages.

pd:

/sshin/ming

Puc. 12.1. CHUMOK akpaHa C BIBEAEHHBIM Ha Hero ainom ivarlog/messages

Cremyrommii xypHan pacnonokeH B (paiine varflog/secure. Yto B HeM ocobeHHoro? 3to
CaMBIii OCHOBHOMH JKypHaJl, KOTOPBI HYXHO MPOBEPATh MaKCHMAIIBHO YacTO, H KaKAOH
3allUCH B HEM YAENATh ocoboe BHHMaHMe. B 3Tom aiine oToOpasaercs, mox KakuM
HMEHEM M C KaKoro aapeca rnojib3oBaTens Boluen B cuicteMy. Hanpumep, Ha cepsuc FTP
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MOXET NOAKIoYaThcsA IMIaBHbIA Oyxrantep. Ecnu Bl yBUIENH, YTO OH MOJB3YeTCA CEp-
BHCOM, HO MPH 3TOM >KypHaJ NMoka3biBaeT Uyxxoil IP-aapec, To 3TO JO/DKHO CTarh MOBO-
oM 1u1s GecriokoiicTsa.

B arom xe ¢aiine orobpakaerca nHdopMals 0 BHECEHMM M3MEHEHMH B CITHCOK MOMNb30-
BaTesied WIH rpynm. 3JI0yMBILUICHHHKH OYEHb PEIKO MCHOMB3YIOT 3alMCh oot Ui CBOMX
31100HBIX Liefield, a 3aBOAAT KaKylo-HHOYAb 6o/ee He3aMETHY1IO0, C HyJIEBbIM HIEHTHHKATO-
poM. Ecnu 3TO caenaHo He pykaMM, a ¢ MOMOIBIO KOMaHAbl Linux, To B ypHaie
Ivarflog/secure Bbl yBUAHTE MMOAO3PHUTEIbHBIE H3MEHEHHA.

Xakepel, KOHEYHO JKe, 3HAIOT O TaKHX YJOBKaX, [I0O3TOMY KOPPEKTHPYIOT CIIHCOK BpYY-
Hy10, Bellb 3TO He TaK YXK M CJI0KHO — f006aBUTHL N0 0AHOM 3anucHu B daiinel /etc/passwd
H /etc/shadow, ecid MoOMyudTh NMpaBa agMUHKcTpaTopa. Ho naxke B 3TOM ciy4ae Bel I0-
YyBCTBYeT€ HEMaJHOe, Korjfa yBHAMTE 3alHCh O TOM, YTO B CHCTEMY BOMUIE] I10J1b30Ba-
T€JIb, KOTOPOT'O BBl HE CO3IABAJIH.

YtoObl pearnpoBaTk Ha MOAO3PUTENIbHBIE 3aITCH, BBl JOJDKHBI ObITH BHHUMaTenbHb. Ca-
MBLIE ONBITHBIE W KpaifHe OMacHbIE XaKepbl UCMONB3YIOT OYeHb MHTEpPECHBIE METOABI.
Hanpumep, B Baleii cucreme ects nonb3opatensb robert. Xakep BUAMT 3Ty 3amnMch M A0-
6aBngeT monb3oBaresis ¢ MMeHeM rodert. Pa3Huna Bcero nuiub B TpeTheit Oykse, u ecinu
ObITh HEBHUMATENLHBIM, TO €€ M HE 3aMETHIIb, YTO MO3BOJIUT B3JIOMILUKY Oe3HaKkasaHHO
TyJATH MO BallleMy KOMIIBIOTEPY.

XKypuan nourororo cepBepa sendmail Haxonutcs B daiine ivarlog/maillog. B Hem MoxHO
YBHIIETH CTPOKM MpPHUMEPHO CJIEAYIOLIEro BUAA (IPHBEIEHHEBIE 3[€Ch TPH CTPOKH MHpen-
CTaBJIAIOT OO0 OHY CTPOKY JKypHaia):

Jan 16 13:01:01 FlenovM sendmail[1571]: jOGA11S01571: from=root,
size=151, class=0, nrcpts=1,
msgid=<200501161001.30GA11S01571€flenovm.ru>, relay=root@localhost

U3 storo ¢aiina BeI MOXKETE y3HATh, KTO, KOT1a H KOMY OTIPABJIA COOOLIEHHS.

BcrnomMuHaeTcs ciyyait, korja oaMH aIMHHHCTPATOPp Mocie TOro, Kak B3JIOMalH ero cep-
BEp, «BPYYHYIO» MPOCMATPHBANI BCE KAaTAJIOIH Ha MpPEIMET MOHCKa 4Yy}HX ¢aiiios. He
Npolle M NPOaHATH3UPOBATh XXypHal, Iie Bce 3anucaHo? Eciu 3NOyMBILUIEHHHK He
MOIYHCTIJT XCypPHAIBI IO BHIXOZIa U3 CHCTEMBI, TO MOXHO Y3HATh JOCTaTOYHO MHOTO.

Ha KYpHaJIbl HAACATHCA MOXXHO, HO BCE JK€ 3TO HC OYE€Hb HAIOCKHO. YMHbIE XaKephl BCC-
raa 3aMeTarT CBOH CJICAbl H YHHUTOXXAIOT HCHY)XXHBIC 3aITHCH U3 XXYPHaJIOB. HOBTOM}’ 41
((py‘-lHOﬁ OCMOTP» MOXET NPHUrOANTHCH, HO IIEPBBIM NI€JIOM CTOUT NPOBEPHUTH XKypHa.

12.4.3. XypHan FTP-cepsepa

Bofins B cucTeMy, B3IOMIIMKH HEPEIKO 3aKaYMBAIOT Ha CepBep COOCTBEHHBIE MpPOrpam-
MBI I MOBBIIIEHUA CBOWX NpaB WIH JUIA OTKPBITHA MOTaiHbIX aBepeil. JIna 3akauku
MOKHO Mcnonb3oBath npotokos FTP. KTo mmeHHO moaiunoyascs K cepBepy, MOXHO y3-
HaThb U3 Qaiina ivarlog/secure. A BOT YTO 3aKauHBaTM — MOACKAXKET /var/log/xferlog.

XKypnan FTP-cepBepa TeKCTOBBIH, Kak H y OYTOBOTO CEPBEPA, HO MBI €I0 paccMaTpHBa-
eM oTaenbHo. M3 MoeH mpakTukM: ecnu Bbl Mcnonedyete cepBuc FTP, To MMeHHO oH
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yaie Bcero NpuUBOAMT K mpoOnemaM. Her, mporpamMma [0CTaToO4HO XOpolla, HO 3J]10-
YMBILUIEHHUK, KaK NPaBWIO, CTPEMUTCA MOJMYUHTh AOCTYN K YUETHOH 3aliCH C NpaBaMH
Ha FTP, utoGb1 UMeTh BO3MOXHOCTE pa3MelliaTh Ha cepBepe cBoit «6oesoit copm. C no-
MOLIBIO aHANTM3a XypHasIa Bbl OBICTPO y3HAETe, KTO M YTO 3aKa4yMBall.

IMocMoTpum Ha cTpoky U3 ¢aiina Nvarflog/xferlog (3nech ONATH JUIMHHAA CTPOKa pa3bura
Ha JIBe):

Sun Jan 16 13:21:28 2005 1 192.168.77.10 46668 /home/flenov/sendmail.cf
b _or flenov ftp 0 * ¢

H3 Hee BHOHO, yTo 16 anBaps B 13:21 nons3oBatens ¢ aapeca 192.168.77.10 ckauan
daiin homeflenov/sendmail.cf.

ITpotokon FTP sasnserca Hauboee ONacHBIM, IIOTOMY YTO 4Yepe3 HEro 3/I0YMBILUIEHHUK
MOXET CKauaThb CEeKpeTHble JaHHble (Hampumep, (ain ¢ MapojasMu) MM NOJIOXKHTE Ha
cepBep CBOIO Mporpammy (B 4acTHOCTH, rootkit wim TposiHa). Heo6xoauMo HayuuTbes
NOHMMAaTh KKIYI0 3anMCh, Y4TOOBI 3HATh, YTO MPOMCXOOWT C ¢aiinamMM B CcUCTEMe.
JaBaiiTe paccMOTpMM B NPHBEIEHHOM CTPOKE JKYpHANA KOX/bIH €€ (parMeHT:

O nonHas nata, KOTOpast COCTOMT U3 [IHA HEJIENH, MeCsLIa, YKCIa, BpEMEHH H rojia;

O nNpooILKUTENBHOCTE CEaHca WX BpeMi, MOTpayeHHOe Ha CKauMBaHHME/3aKauMBAHHME
daiina;

ums win IP-agpec yaaieHHOro xXocra;

pazmep (aiina B Gaiirax;

NOJIHBIA NMYTh K (aiimy, KOTopblit 6bUT CKayaH WM 3aKa4yaH;

THN nepenayv — GykBa a (CHMBOJIbHasA) WiH b (6HHapHas);

Qooaoaoag

CHMBOJ1, OTIpE/IENSIOLIMH CrieUHabHble AEACTBUS HaX dariom:
® C— cxarT;

® U — pa3apXHBHUpPOBaH;

e T — obpaboTaH nporpammoii tar;

e — He ObLIO HUKAaKMUX OECHCTBHIA;

O cuMBOJ, ONpEACIAIOLIMIA HanpaBlieHHe Mepenayu: o (CKaYHBaHHE C CEpBEpa) WM i
(3aka4uBaHHe Ha cepBep);

O cuMBOIIL, ONpeaeNsOIMil THI MMOIB30BATENS: a (AaHOHUMHBIHR), g (TOCTB) WIH r (IeHCT-
BHTEJIbHbI#);

O nokaneHoe MMA Mojb3oBaTens. Jis aHOHHMHBIX TIONB3OBATE/EH 30€Ch MOXHO YBHU-
netb HOMED ID;

O wumMs cepBUca, OOBIYHO 3TO CIOBO ftp;

O cnocob ayTeHTHHKALUHU. 3A€CE MOMXKHO YBHAETD 0, €CJIM ONpeleNieHHE MTONTHHHOCTH
OTCYTCTBOBAJIO, WIH 1 B ciTydae uaeHTHgukaumnu no RFC 931;

O wunenTudukarTop noms3oBatesns. Ecnu oH He onpeneneH, To MOXHO yBHJIETh 3BE3J0YKY;

0O cuMBoOI, onpeaensoMMi COCTOSHME Tiepeaaun: c (mpoluia ycrewmHo) wid i (6biia
npepBaHa).
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Ecnu BB HMKOrAa He paGotanu ¢ xypHanoMm FTP, To coBetyio ceifiuac ocTaHOBHTBCA Ha
MHHYTY H BHUMATEJIbHO H3YYHMTh T0Ka3aHHYIO 3/IeCh CTPOKY ITPUMEpPa H 3allHCH U3 Ballle-
ro xxypHana. Bel Bceraa JOJDKHBI NOAXOAHTh K Mpob/ieMe yxKe MOArOTORICHHBIM, a He
H3Yy4aTh ee MocJie NOARJICHHA, HHaye MPOUTPacTe.

12.4.4. XypHan npoxcu-cepsepa squid

OCHOBHBIM XXypHaJIOM NpoKcH-cepBepa squid sBisieTcs Nvarflog/squid/access.log. D10 Tek-
cTOBBIH (aii1, B KOTOPOM KaXJas CTPOKa COCTOHT H3 CJIEAYIOLIHX NOJCH:

O BpeMs Haualla COEIHHEHHMS WIH COOBITHA,

NPOAODKHTENILHOCTD CECCHH,

IP-anpec KineHTa;

Qaa

pe3yabTaT 06paboTkH 3anpoca. 31eck MOXET OBITh OHO H3 CIICAYIOIMX 3HAYECHHH:

® TCP_HIT — B KJIII€ Hal/IeHa HY)XXHAA KOITHSA,

® TCP NEGATIVE HIT — OOBEKT KOIIMPOBAH HETAaTHBHO, MOJYYeHa OLIHOKa MpH €ro
3anpoce,

® TCP MISS — OOBEKT He Hal/IeH B Kalli¢;

® TCP_DENIED — OTKa3 B 00CITY)XHBaHHH 3aI1poca;

® TCP_EXPIRED — 0OBEKT HaHleH, HO ycTapen,

® TCP CLIENT REFRESH— 3alpOLICHO MPHHYAHTE/NbHOE OOHOBIICHHE;

® TCP REFRESH HIT — MPH MOMBITKE OOHOBJICHHA CEpBEP COOOIIMI, YTO OOBEKT He
H3MEHWICH;

® TCP REFRESH MISS — MOCIIE MONBITKH OOHOBJIEHHS CEPBEp BEPHYJ HOBYIO BEPCHIO
00BbeKTa;

® TCP REF FAIL HIT — OOGBEKT M3 K3Ia yCTapeld, a HOBYIO BEPCHIO NMOJYYHTb HE
yAQIOCh;

® TCP_SWAPFAIL — OOBEKT HO/DKEH HAXOMMTBCA B KIILIE, HO OH HE HaJIEH;
KONMH4ECTBO 6aiiTOB, NOY4YEHHBIX KIHEHTOM;

METO/ 3aMpoca — GET, POST, HEAD MJIM ICP_QUIERY;

URL-aapec 3anpaumBaemMoro oobeKTa;

noje ident (3HaAK «MHHYC»), €CJIH OHO HEJIOCTYTIHO;

gaoaaoaa

PEe3YNBTAT 3aMpoca K APYTHM K3IIaM:
® PARENT HIT — OOBEKT Hal/ieH;

® PARENT UDP_HIT OBGECT — OOBEKT HaiineH u BosspaineH B UDP-3anpoce;
® DIRECT — OOBEKT 3aMpollIeH C OPHTHHAILHOTO CEPBEPa;

O Ttun conepxumoro MIME.
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Koraa B 2rase 9 MBI roBopwin 0 nmpokcH-cepBepe squid, TO YIIOMHHAIH H O APYTHX Xyp-
Hanax: cache.log H useragent.log.

12.4.5. XypHan se6-cepsepa

Ceppep Apache xpaHHT cBOM XXypHaiibl B daiinax access.log H error.log, KOTOpbi€ pacro-
JIoXKeHBl B KaTtajiore Nvarflog/httpd. OTH JKypHaJIbl MO3BOJIAIOT Y3HAaTh 06 aKTHBHOCTH H
JOCTYTIE NONL30BATENEH.

X ypHa/nhl TEKCTOBBIE H JIETKO YHTaeMble, H JHOOOH Xakep MOXKET HX IMPOCMOTPETh. A Tak

Kak B )XypHaJaX COXPaHsMIOTCA NapoiiM, C KOTOPhIMH IMONB30OBAaTENH IONYYHIH HOCTYTI
K CepBepy, TO XaKep JIETKO MOXET MX BBIYMCIIHTS.

OrTka3aThes COBCEM OT BeAEHHA XypHaia Heyb3d. Ho HeoGXomHMo cienarh Bce BO3MOX-
HOE, YTOOEI OH He 6bLI IOCTYNIEH JIOYMBILUIEHHHKY. Kak MHHHMYM, s Bceria H3MEHAIO
PacroiokKeHHe JKypHaia o ymoryanuio. [To MouM HabGmoneHHAM, peIko KTO CMOTPHT
datin httpd.conf — GONBIIMHCTBO Cpa3y JIe3yT B KATAIOrH Mo yMonyaHmo. Eciu sxypha-
JIOB HET, TO XaKep JyMaeT, YTO OHH OTKIIOYEHHI.

Hrax, B katanore ANarfloghttpd cospmaiite nycteie ¢aiinl access_log, access_log.1,
access_log.2, access_log.3, access_log.4, eror_log, error_log.1, eror_log.2, error_log.3 H
eror_log.4. Jna Gonblueii npaBaonog00HOCTH B HUX MOXKHO MOMECTHTH KOTHIO pealibHbIX
JaHHBIX, TONBKO ybeauTech, YToO TaM HeT BaxxHOH MHopmaumH. IIpaBaa, mo nare uime-
HEHHs H MO CTPOKaM BHYTpH (¢aiiyia JMOYMEILLIEHHHK JIETKO YBHIHT, YTO JaHHbIEC CTa-
phi€, HO HE OrajacTCs, YTO 3Ta HHPOPMaLIHA — TOJLKO V1A OTBOJAA ero rnas. ['nasHoe,
Y106l AaThl H3MEHEeHHA (paiina H popMHpOBaHHS 3anKCel B HEM COBMaNaNIH.

Ji1a ympolneHMsA co3gaHHA MOJOOHBIX (aiiyIoB MOXKHO Ha BpeMs BIJTIOMHTH JKyPHAlbl
B KATaJIore Mo YMOJYaHHIO, YTOOHI B HUX MOSABWIacCh HH(POPMALIMA, 3 NOTOM OTKIIIOYHTS.

Iocne 3TOrO0 W3MEHWTE OUPEKTHBBl ErrorLog H Customlog B (aiie KOHHrypalmu
httpd.conf cepBepa Apache, yka3aB Apyroii kaTanor Ui XpaHeHHs JXypHaios. Takoi mpo-
CTOH METOJI NO3BOJIAET 3aTYMaHHTh MO3rH GOJLLIIMHCTBY BJIOMIIHKOB.

Kax BeG-mporpaMMHCTy, MHE MO JONTY CITy»OBI MPHXOAHTCA paboTaTh ¢ 3THMH XKypHa-
JIaMH vaine, YeM ¢ JoObiMu apyrumi. Ecnu Tpaguka He MHOrO, TO MOXHO IPOCTO BbI-
MOJIHUTh KOMAaHAY tail H CMOTPETH 33 HOBBHIMH 3aITHCAMH, KOTOpEIE MOCTYNAIOT B XKYp-
HaJ:

tail -f /var/log/httpd/mywebsite.log

Ecnu caiir ¢ GonbnM TpaHKOM, TO MOKHO BRITIOJIHATH 3Ty KOMaHIY COBMECTHO C grep
H QUILTPOBATh 3alHMCH OT KaKOH-MHOO YHHKANBHON MH(OpPMaLMH, KOTopas MpHHaLIe-
JKHT TOJIBKO BaM.

12.4.6. Kto nuwer?

3anmchlo B XKYpHAIR, HaXOAALIHMECs B KaTalore Avarflog, 3aHMMaloTca JeMoHH syslogd n
klogd, Ho B mporpamMe setup npH HacTpoiike aBTOMaTHYECKH 3arpy>KaeMbIX CEPBHCOB BbI
yBHIOMTe TOJIbKO nepBrIi. HacTpoiiku aBTo3amycka syslogd mimsior u Ha 3arpy3ky klogd.
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Ecnu BBI Hcnone3yeTe H301HPOBaHHYIO CHCTEMY WIH MPOCTO HE HYXKAAeTeCh B MPOTOKO-
JIMPOBaHHMH COOBITHI, NPOUCXOAALIMX B CHCTEME, TO MOXKETE OTKIIOYHTDH 3TH CEPBHCHI,
yro6Bl OHH HEe pacXoMOBaIH NMpolLeccopHoe BpeMA. [Ing cepBepa s He peKOMEHIYIO 3TOro
nenatk. Ecnu cefiuac Bl ellie He MPOUYBCTBOBAIM HEOOXOAMMOCTD HUCIONIB30BAHUS XKy~
HaJIOB, TO 1OCJIE MEPBOM MPoGIEMBbI MITH B3JIOMa CHCTEMEI BBl OCO3HAETe BCE UX MpeUMy-
1LIeCTBA.

IMporpamMa syslogd coxpaHseT B ¢aiinax KypHalIoB BCIO HHGOPMALIO O cOOOIIEeHUAX
cucremsl. [Iporpamma klogd mpennasnaueHa 1y coxpaHeHus coobiueHuii snpa. Ha-
CTPOWKH JKypHAJIOB HaxomsdTcs B (aiine /etc/syslog.conf. [Ipumep comepknumoro ¢aitna
MO>XHO YBHJETD B IMCTHHre 12.3.

Nuctunr 12.3. ®aiin koHduUrypaumm nporpammel syslogd 1

# Log all kernel messages to the console.

# Logging much else clutters up the screen.

# BuBOmMMTE BCe COOCIEHMA sAnpa Ha SKpaH.

# BuBOm OpyrMx coofmeHMi! CO30aCT Ha 3KpaHe 6eCrnopsIok.
#kern.* /dev/console

Log anything (except mail) of level info or higher.

Don't log private authentication messages!

IlpoTokOIMpOBaTh B YKa3aHHHM (ain Bce coobueHuA ypoBHA info u Brme.
VICKIIIOUEHUSAT COCTABJISIOT NMUCbMa, COOOCIUEHMA ayTeHTUMOMKALPMA M OeMOHa Cron.
.info;mail.none;authpriv.none;cron.none /var/log/messages

* H= H = S

# The authpriv file has restricted access.
# dai1 authpriv comepAMT OTrPaHMYEHHENT OOCTYM.
authpriv.* /var/log/secure

# Log all the mail messages in one place.
# CoxpaHATb BCe COCHITMA MNOYTOBOM CHUCTEMH B YKA3aHHOE MEeCTO.
mail.* /var/log/maillog

# Log cron stuff.
# HporokoympoBaTb COOOWEHUA Cron. -
cron.* /var/log/cron

# Everybody gets emergency messages.
# Bce nonyuaioT KpUTHMYECKME COOOHEHMA.
* . emerg *

# Save news errors of level crit and higher in a special file.
# CoxpaHATbL COOOWEHUS HOBOCTE! YyPOBHS Crit (KpMTMUECKMit) M Bhile
# B cneuvanbHEDT dail.

uucp, news.crit /var/log/spooler
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# Save boot messages also to boot.log.
# CoxpaHATb COOOMEHMSA, NPOMCXOLANME BO BpeMsa 3arpy3KM B YKa3aHHED dain.
local7.* /var/log/boot. log

Hasnauenue AHUPEKTHUB JICTKO MOXHO NPOCJICANTh N0 KOMMCHTApHAM. Bce oHM uMmeroT
BH:

Ha3BAaHHNe. YPOBEHb

B kadecTBe Ha3BaHMs BBICTYNaeT UMSA MapameTpa, KOTOPHI# Halo MPOTOKOJIHPOBaTh. JTO
MOTYT OBITh ClIeAyIOIHE KaTerOPHH COOOLIEHHIA:

kern — OT AJpa,

auth — O HapylleHHH 6€30MaCHOCTH U aBTOpU3aLNK;

authpriv — 00 HCIOJIb30BaHUH NpHUBHJICTHPOBAHHOIO 40CTYTIA,
mail — OT MOYTOBLIX MPOrPamm;

cron — OT IUVTAaHHPOBUIHUKOB 3a7a4 cron H at;

deamon — reHEpHpPYEMbIE€ CEPBHUCaMHU;

user — OT IOJIB3OBATC/IBCKUX IPOrpaMMm;

uucp — UUCP-coo6enns (UNIX To UNIX Copy, xonupoBanue ¢ UNIX na UNIX).
B HacTos1iee BpeMs NMpakTHUECKH HE UCMONb3Y€ETCH;

Qoaogoaoaaagaa

a

news — H3 HOBOCTei;

O 1pr — c npuHTEpOB.

YpoBeHb MOXET OBITH OJJHUM M3 CIETYIOLIHX:

* — MPOTOKOJIMPOBATE BCE COOBLICHHA CHCTEMBI;
debug — OTNIafiouHas UHGOpPMALHA,;

info — MHGOPMaLMOHHBIE COOOILEHNU;

notice — YBEIOMJICHUS;

warn — NpeaynpexIeHus;

err — OIIIHOKH;

crit — KPUTHUYECKHE COOOIIEHUS;

aaoaoogaogaaaqQ

alert — TpebyeTcs HeMeJIEeHHOe BMEIaTeNbCTBO;
O emerg — aBapus, fayibHelas paboTa HEBO3MOXHA.

B >xypHan monazgalor cooOuieHMs YKa3aHHOTO YpoBHA M Bbillle. Hanpumep, yctaHoBka
3HaYEHHs err OMpENENAeT, UTO B )KypHan OyayT momaaaTh COOOILEHHA YPOBHEH err,
crit, alert U emerq.

Yem Gonblle o600k Bbl COXpaHAETe, TEM BhIIE Harpy3ka Ha JKECTKMH IHCK, a U pac-
X0A pecypcoB yBenuuuBaerca. s Oonbinedl 3¢¢eKTHBHOCTH (YHKLUHOHHPOBAHHA
CHCTEMBI pasfiell /var, B KOTOPOM XpaHATCA XCypHaJibl, JIyHllleé BCETO NMEPEHECTH Ha OT-
AenbHbI BUH4YecTep. Toraa 3ammcek B XXypHaiabl M pabora OC cMOryT NMpoOMCXOAHTBh
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napauiensHo. Ho Bl J0/DKHBEI GBITE yBepeHbl, YTO pa3fiell /var COEPIKHT AOCTATOYHO
JMCKOBOT'O MPOCTPaHCTBA.

A ye roBopui, 4TO B CBOUX CHCTEMaX YOHPpalo XCypHaJIbl H3 PacroIOKEHHA MO yMOoJI4a-
HHIO, YTO YC/IOXHAET Xakepy »xu3Hb. Ho 3toro HemoctaTo4Ho. ONBITHBIA BIOMIIHK
NPOCMOTPHUT KOH(UrypaLMoHHBIA ¢aiin /etc/syslog.conf H HaineT HOBOE pacrosoXKeHHe

HYpHAJIOB.

OIHaKO MBI MOXKEM TMOCTYTIMTE elle YMHee, U IUIA 3TOro AOCTaTOYHO LITATHBIX CPEACTB
OC Linux. B Moeii cucteme cepBHcC cron pas B 4ac 3alyCKaeT NMPOLECC, KOTOPhIA AesaeT
pe3epBHYI0 KOIMIO kaTajnora /var. TakuM o6pa3oM, €CJIH Xakep NOAYMCTHT >KypHai,
5 JIETKO CMOTY OMMpEAENIHTD €ro M0 pe3epBHON KOIMHH.

Ecn y Bac ecTb BO3MOXHOCTb YCTaHOBHTH B CETH ellle oauH Linux-cepeep (cneunaibHO
BBIJIEJIEHHBIH KOMITBIOTED), TO MOXKHO- BCe COOOLIEHHA JKyPHaIa OTIPaBJIATE HA HETO, YTO
Oyner ewe 6osee BeirogHo. UtoOBl Xakep CMOr MOANPABHTE XKypHall, €My NpHAETCS
B3/1aMBIBaTh U 3TOT CEpPBEP TOXKE. A €CM OH MCIOJIb3YyETCH TOJBKO A NMPOTOKOIHUPO-
BaHHA, M HMKAKHX JIMIIHUX IOPTOB Ha HEM HE OTKPBITO, B3JIOM €r0 MOXKET OKa3aThCs
3aTPYOHHTENBHEBIM.

JUna xypHaTMpoBaHuUA 1O CeTH B daiisie /etc/services NOJDKHA HMETBCA CTPOKA:
syslog 514/udp
KpomMe Toro, B daiine /etc/syslog.conf JoJKHA MPHCYTCTBOBATh AMPEKTHBA:

coobennsa Qampec

INepBoiii mapaMeTp yka3biBaeT, Kakue COOOILEHHA HYXHO OTHPaBIATE Ha ceppep. Ecnu
BBl XOTHTE NepechUIaTh BCIo HHGPOPMALMIO, TO B KAYECTBE 3TOro NMapaMeTpa yKasblBaeTcs
*_*, €CJIM TOJIbKO KPHTHYECKHe, — TO *.crit.

Bropo#i napaMeTp — 3TO afipec cepBepa, Ha KOTOPBIA OyXIyT OTIpaBiIATECA COOOLIEHHS
xypHanoB. Hanpumep, ecim BBl XOTHTE, YTOOBI BCe COOOIIEHHS OTNPABIAUTHCE Ha CEPBEP
log.myserver.com, To A06aBETE CTPOKY:

x @log.myserver.com

Ho 1yt ecth onna npoGiema — mis onpenenenus [P-anpeca Heo6xoaum DNS. Ilpu 3a-
rpy3ke cHcreMbl cepBHc syslogd crapryer panbme DNS, nosroMy ompeaeneHue aapeca
OKaKETCA HEBO3MOXKHBIM. UT06BI peuTh 3Ty 3ama4y, cooTBercTBHe [P-ampeca H uMeHH
cepBepa MOXKHO MpormHicats B daiiie /etc/hosts.

U nocnenHee. Ha cepiepe ciyxo6a syslogd nopkHa ObITh 3ammyllieHa ¢ KIIOYOM -r, KOTO-"
phifi MO3BOJIAET MOMYYaTh COOGILEHHA MO CETH M COXPaHATh X B KypHane. [lna storo
HY)KHO HM3MEHMTH CLCHapHi 3alycKa CepBHca. Bce clieHapuM XpaHATCS B KaTajiore
fetc/re.dfinit.d/, u ays syslogd 3to ¢aiin syslog, OCHOBHOE COAEPIKHUMOE KOTOPOrO MOXKHO
yBHUIETE B IMCTHHTE 12.4.

 cpaiina /etc/rc.dlinit.d/syslog

#!/bin/bash

/etc/init.d/functions
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[ -f /sbin/syslogd ] || exit O
[ ~f /sbin/klogd ] || exit 0

# Source config

# 3Barpys=ka xoH¢MIypauMoHHOTO Qaitna

if [ -f /etc/sysconfig/syslog ] ; then
. /etc/sysconfig/syslog

else
SYSLOGD_OPTIONS="-m 0"
KLOGD_OPTIONS="-2"

fi

RETVAL=0

umask 077

start () {
echo -n $"Starting system logger: "
daemon syslogd $SYSLOGD OPTIONS
RETVAL=$?
echo
echo -n $"Starting kernel logger: "
daemon klogd $KLOGD_OPTIONS
echo
[ SRETVAL -eq 0 ] && touch /var/lock/subsys/syslog
return $RETVAL

}

stop() {

# KoMaHIH OCTaHOBKM CepBuCa
}
rhstatus () (
# KOMaHOH BHBOAA COCTOSHMA
}
restart () {

stop

start

CaMoe HHTEpeCHOE CIIPATAHO B CJICAYIOMMX CTPOUKAX:

if [ -f /etc/sysconfig/syslog ] ; then
. /etc/sysconfig/syslog

else
SYSLOGD_OPTIONS="-m 0"
KLOGD_OPTIONS="-2"

fi
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31ech MPOMCXOMUT MpOBepKa: eciu (aiin /etc/sysconfig/syslog CyLIECTBYET, TO MCTONbB3Y-
IOTCA MapaMeTpsl 3arpy3KH U3 3Toro ¢aiia, MHaYe OHM ABHO 33aal0TCA B CTPOKE:

SYSLOGD_OPTIONS="-m Q"

3nech B KaBbIUKaX YKa3bIBalOTCA mapaMeTpbl. YToObl 106aBUTE WIOY —r, H3BMEHHTE CTPO-
Ky clieTytoluM o6pa3om:

SYSLOGD_OPTIONS="-m 0 -r"

Ecnu daiin /etc/sysconfigisyslog cyllecTByeT, TO B HeM OyfeT Takas ke cTpoka. B stom
Cllyuae BaM JOCTATOYHO BHECTH M3MEHEHUs B 3TOT aiin, n He Hazo GyaeT TporaTh clie-
Hapuii 3amycka /etc/re.dfinit.d/syslog.

Hcnonp3oBaHue BhIAEAEHHOTO cepBepa A COXpaHEHUA COOOILIEHMH M3 XypHalIOB MO-
3BOJIAET COXPAHUTh 3aMKCH, HO MPH 3TOM JeaeT MX AOCTYMHBIMH I BCeoOHIero mpo-
cmoTpa. [lesio B TOM, 4TO COOOLIEHHs MEPEearoTCs N0 CeTH B HE3aIH(PPOBaHHOM BMJE.
310 He mpobieMa, ecid Bbl OTAENEHBI OT IHTEpHETa CETEBbIM 3KPaHOM, M 3710YMBILILICH-
HMK He CMOr MPOHWKHYTh BHYTpb cetd. Ho ecnm xakepy yaanock B3nomatb XOTA Obl
OJIMH KOMIILIOTEP B 3aIMMILEHHON CETH, TO OH MOXKET YCTaHOBMTH NporpaMMy npociy-
IYIBAHUA U YBHAETE BCE COOOIIEHU B XKypHAlIaX.

Bompoc peluaercs qocTaTo4HO NpOcTO — 3alu@poBaTh TpadHk, HAPaBUB €ro Yepe3 TyH-
Henb SSL. CaMblit MpocTOi BapUaHT — BBITIONHHTH CIIEIYIOLIHE ACHCTBUA:

1. B xoHdurypamuoHHoM ¢aiine ceppepa, OTNPABIAIOILEr0 COOOLIEHHs, MPONMHCHIBAEM
nepechUIKy coOoOIeHHI Ha TOKaJIbHbIA KOMIBIOTEP:

* L, x @localhost
Bce coobmenus Oynyt mepenaBatbcs Ha nopt 514 UDP nokxansHoOro kommbiotepa.

YT0o6b1 Bce NOMYyUYHIOCh, CEPBEP HE IOJDKEH paboTaTh B peXxuMe MpHeMa COOOLLEHHIA,
T. €. 3amyleH 6e3 Knoyva -r. MHave nopt 514 6yaer 3aHAT, @ HAM 3TO HE HY>KHO.

2. Ha mopty 514 noxanbHOro KOMIIBIOTEPA 3aITyckaeM stunnel-KiIHeHT:
stunnel -c¢ -d 127.0.0.1: 514 -r loagserver:1050
Bce coo0iueHus, MoyYeHHbIe Ha 3TOT MOPT, OyAyT 1uMppoBaTbCA U NMepenaBaTheca Ha

nopt 1050 xommbioTepa loagserver. B BalleM cilyyae BMECTO MMEHH loagserver
HY)KHO YKa3aThb aJipec Ballero cepeepa.

3. Ha komneloTtepe loagserver co3naeM stunnel-cepsep:
stunnel -d 1050 -r 127.0.0.1:514

IMocne aTHx neiicTBHil Ha JOKaIBHOM KOMIBbIOTEpE KIHMEHT stunnel Oyaer nmomy4ars He-
3aid¢poBaHHble co00LEeHUs Ha opTy 514, mmdpoBaTe HX K OTNPaBNATh Ha nopt 1050
KOMIIBIOTEpa loagserver. A Ha KOMIBIOTEPE loagserver cepBep stunnel Oyaer nomyuats
3alindpoBaHHble COOOLIEHH U B paciuM(pPOBaHHOM BHMAE HANpPaBIATh UX Ha Nopt S14.
Ha cepBepe loagserver cepBHc syslogd momkeH GBITh 3aMyIlieH ¢ KIIIOYOM -r IS pHeMa
coolbweHui Ha opty 514.

Tenepb BCC COOGHICHHJ[ 6)/}.'[Yl' NnepeaapaTbCs Mo CETH B 3al.lIH¢)pOBaHHOM BUAC.



MoHumopune cucmemb! 351

12.4.7. Ytunura logrotate

Yto6BI aiiiibl >KypHANOB CIMLIKOM CHIBHO HE pa3ayBaliiCh, B Linux BKIIOYEHa yTHIHTa
logrotate. PaccMoTpuM nmpunimn ee paGoTsl Ha MpUMepe XKypHana /var/log/messages:

1. Korna pa3mep ¢aiina /varflog/messages NMpeBHIIIAET MAKCHMAIBHO IOMYCTHMOE 3Ha-
YeHHe WIHM NPOXOJHUT ONpEIe/eHHBIH MPOMEXYTOK BPEMEHH, CONEPKMMOE TEKYIIle-
ro JKypHajia nepeHocuTcs B ¢aiin /varflog/messages.1, a ¢aiin /varlog/messages o4u-
LIAETCA U 3aT0JIHAETCA 3aHOBO.

2. B cnenyrouuii pa3s, npu JOCTIXXEHUM MaKCHMAJIBHOTO pa3Mepa, CoIepKHMoe daiina
Narflog/messages.1 niepeHOCHTCA B /var/log/messages.2, a XKypHal /varllog/messages Ie-
peHocHTCA B /var/log/messages.1.

Takum obpa3om, UCTOpHA W3MEHEHHMH COXpaHAETCA B OTAENBHBIX (paiinax, H €6 MOXHO
Bceraa npocmotpets. [Ipu 3TOM caM >KypHal HUKOTAa He MPEBBICHT ONPENEIEHHOro pas-
Mepa, U ¢ HUM Oynet yno6Ho paboTaTs.

3a coxpaHeHHEe MCTOPHHM H NEPEHOC JAaHHBIX MexOy ¢ainamu OTBeuaeT MporpamMma
logrotate. PaccmotpuM ee koH$urypaLMOHHBIH ¢aiin (/etc/logrotate.conf), KOTOPBIH NOKa-
3aH B JIMCTHHTe 12.5.

Nuctunr 12.5. ®aiin /etc/logrotate.conf kOHGUrypauumu nporpammet logrotate

# see "man logrotate" for details
# BemosiHMTE KOMaHIy man logrotate mis rosydeHUA NONOJHUTENLHOVM MHbopMaLym

# rotate log files weekly
# Cvena ¢aiyioB NPOUCXOIUT exXeHemesbHO
weekly

# keep 4 weeks worth of backlogs
# Bymyr mcnomnb3oBaTekcs 4 daina s COXpaHeHMA MCTOPVM
rotate 4

# create new (empty) log files after rotating old ones
# Tocsie coxpaHeHMA XypHasla CO3HaeTCs IyCTOM HOBHI Qail
create

# uncomment this if you want your log files compressed
# YBepure kOMMEHTapMit CO ClIeOyIllell CTPOKM,

# YTOOH QalyH XypPHAJIOB CAMMAIUCH

#compress

# RPM packages drop log rotation information into this directory
# laxeTn RPM nepeHOCAT MHGOpMALMIo O NEPEeBOPOTax XypHaJla B 3TOT KATAJIOT
include /etc/logrotate.d

# no packages own wtmp -- we'll rotate them here
# Ina xypHana /var/log/wtmp 3amanTcsa COBCTBEHHHE [paBUIa
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/var/log/wtmp {
monthly
create 0664 root utmp
rotate 1

# system-specific logs may be also be configured here.
# CneumduuHHE CHUCTEMHHE XyPHAJkl MOTYT ORTb CKOHOMIYpPMPOBaHH 3HEeCh.

TocMOTpHM Ha NapaMeTpbl, KOTOPLIE HaM JOCTYTIHBI:

0 weekly — YKa3bIBaeT Ha TO, YTO (aiibl ’KyPHAIOB JO/DKHbBI MEHATHLCH €XECHENENBHO.
Ecnu cepBep ucnonb3yercs peAko, MOXKHO H3MEHHTD 3TO 3HAYEHME Ha monthly, YTO-
651 OOHOBIIEHHE MPOHCXOIWIO EKEMECAUHO;

O rotate — 3aJaeT KOJHYECTBO (aiioB, KOTOpbie OYAyT HCMOB30BAThCA 1A XpaHe-
HUA UCTOpHU. B HameM ciyyae cTOMT 4YMCIIO 4, T. €. MIMEHA JXypHaloB OyayT UMeTh
BU: /etc/log/uma. X, rie X u3MeHsaerca ot 1 1o 4;

O create — TpebyeT co3maHus HOBOTO IyCTOTO JOKYMEHTa IocJie CMeHB! (aiina syp-
Hana;

O compress — Mo3BoJsieT CxkMMaTh (aitnbl xypHanos. Ha cepsepax, o6pabarsiBaronmx
3ampochl OFPOMHOrO KOJIMYECTBA IOJIb30BaTENEH, HKypHAIBI MOTYT 3aHHMAaTh OYEHb
MHOTO MECTa, M YTOOBI C3KOHOMMTB JHUCKOBOE MPOCTPAHCTBO, MX MOXKHO CHKMMATh.
Tak kak yypHaJIBI COAEPXKAT TEKCT, CKaTasds BEPCHA MOXKET MMeTh obbeM Ha 70 u 6o-
Jiee MPOLIEHTOB MEHBIIE.

B Hauane ¢gaitia HIyT onMcaHMA 3HAYEHHH MO YMOJIYaHHIO. 3aTeM MOXXHO YKa3aTh CIie-
uupHYHblE 3HAUYEHHA [UIA OMpElENeHHBIX XXypHanoB. B HameMm koHurypaumoHHom
(aiire BELAENEH XypHal /var/log/wtmp:

/var/log/wtmp {
monthly
create 0664 root utmp
rotate 1

}

B ¢ailne HeT orpaHHYeHHA Ha pa3sMep XypHaja, HO €ro MOXKHO 33aJaTh C NOMOLUBIO Ma-
pamerpa size. Hampumep, B ciemylolieM NpPHMEpE 3afaeTcsi MaKCHMAIbHBIA pa3smep
xypHaia B 100 Ko6aiir:

/var/log/wtmp {
monthly
size = 100k
create 0664 root utmp
rotate 1
}

Teneps aitn xypHana 6yner MEHATLCA B JBYX cay4asX (1o COOBITHIO, KOTOpPOE HAcTy-
IUT paHbIlIE):
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O ekeMecA4HO, T. K. yKa3aH napaMeTp monthly;
O xoraa ¢aiin nocturHer pasmepa 100 Kbair.

3a cueT cMEHBI XKYPHAJIOB MBI MOJNy4aeM Kak yAo0cTBa, Tak M Heaoctatkd. Hampumep,
nocyie MPOBEACHMA aTaky XaKep MOXKET YHHUYTOXXHTb CBOM CJIEIbI, JaX€ €C/IM HE MMEET
HETIOCPEICTBEHHOr0 JOCTYyNa K ¢ailiaM sxypHaia. JIocTaTO4HO TONBKO 3aCBINATh XKy pHaJI
MYCOPHBIMH COOOIIEHHSMH M NPEBBICHTh MAKCHMAIBHBIA pazmep, YTOObl CHCTEMA YEThI-
pe pa3a npoH3Bea poTaLMIo.

ITbITaThCA 3aMMINATH XKypHAI, YBEJIHYMBAA ero pasmep, 6ecrose3Ho, NOTOMy UYTO XaKep
He Gyner nobGaeinaTe 3anucH B log-¢aiin BpyuHyl0, a BOCIIONB3yeTC MPOCTOH Mporpam-
Moit Ha Perl win HanucaHHO#M npaMo 1A koManaHoro uHteprnperaropa (Shell). Takasn
Mporpamma 4Ype3BblyaitHo npocta. JJocTaToyHo JIMIb B LMKJIE BBIMOMHATE KOMaHy:

logger -p kern.alert "TekcT coobumenus"

C noMoIso JHPEKTHBBI logger MOXKHO 3alMCBIBATh B XXKypHa cooOienus. Eciau opra-
HH30BaTh O€CKOHEYHBIH LMK BHINMOJIHEHHS 3TOM KOMaHIbl, TO CHCTEMA CaMa YHHYTOXKHT

HKypHan.

Y1oOs1 AaHHBIE HE MCYE3anH GecciieqHO, MOXHO 100aBUTL KOMaHAy, koTopas Gyner oT-
TIPaBIIATh XKypHAI Ha MOYTOBHKIH aapec aIMHHHCTpaTOpa:

/var/log/wtmp {
monthly
size = 100k
create 0664 root utmp
postrotate
# KomaHna oTnpaBKM XypHalna MMA.l
endscript
rotate 1

}

B 3TOM ciydae moclie nepBoii cMeHbI JKypHaia 6yJaeT BBIMOJIHATLCS CLIEHAPHHA OTIIPaBKH
MOTy4eHHOro (pafiyia Ha MOYTOBBIH ALUMK aZAMMHUCTPATOpA.

Ecnu BBl HacTpauBaeTe CepBHC TakuM obpa3oM, ybeauTech, YTO Baill MOYTOBBIA ALIMK
cnocobeH NpHHATH HeOOX0AUMOe KOJIMYeCTBO AaHHBIX. Hanpumep, eciiu Bbl yCTaHOBWIH
MaKCHMaIBHBIH pasmep daitna B 10 M6aiit, a Baml NOYTOBBIA AWKK CNOCOOEH MPHHATH
ToNbKO 5 MGaiiT, TO BB HUKOr/Ja He MOJyYHuTe 3TOT (aidi, NOCcKOoNbKy OH Oyzer ynaneH
MOYTOBBIM CEPBEPOM.

12.4.8. Tlonvsosatennckue XypHankt

Bce koMaH[bl, BBINOJMHEHHBIE NOJIB30BATENIEM, COXPAHAIOTCH B ¢aiine .bash_history (ecnu
HCIOJIL3YETC MHTEpNpeTaTop KOMaH[ /bin/bash), KOTOpEI HaXOOMTCA B IOJIb30BaTENb-
CKOM JIOMalllHeM KaTtanore. Koraa Bel onpenemwiy, noj Kakod YYETHOH 3anKChIO B CHC-
TEME HaXOMWICS BITOMIUHK, €0 JEHCTBUA MOXHO MPOCIIEANTD M0 3TOMY JKypHaly.

Br1 cMoxere Yy3HaTh, KAKHE KOMaHObl WIH NPOrpaMMsl BbIMONHAIIMCH, H 3Ta HH(bOpMaLlHﬂ
MNOACKAXKCT, KaK 3JIOYMBILUICHHHK MPOHHK B CHCTEMY H 4YTO H3MCHHIL. Ecnn XaKep JobaBKI
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TOJIB30BATENA WIH MOAM(ULIMPOBaT KaKOH-THOO BaXKHBIH CUCTEMHBbIH ¢aii, To BBl 3TO
YBHIMTE, CMOXETE BEPHYTh BCE B MCXOJHOE COCTOSHHE M TEM CaMbiM OBICTPO 3aKpBITH
«IBEPH» B CUCTEME, KOTOPBIE OTKPBLT XaKep.

KoHeuHo e, NpodecCHOHATEHEIE B3IOMILIMKH, KOTOpble 3apabaThlBalOT AEHEIH, MPOHHU-
Kas B Yy)XHe CHCTEMBI, 3HAIOT 00 3TOM, NO3TOMY AENAIOT BCe BOZMOXHOE, YTOOBI CKPhITh
CBOM MAEACTBHA, W PEryaspHO HUCTAT 3TOT >XypHal. [loctopoHHMe u3MmeHenus daiina
.bash_history MOryT yKa3aTb Ha KOHKpPETHYIO YYETHYIO 3alHCh, Yepe3 KOTOPYIO MpPOH30-
LIEN B3JIOM.

IMons3oBaTeNnbCKME HYPHATBI HYXKHO peryJiipHO NpOBEpATh M YUCTHTL. HekoTophie nosb-
30BaTeNH (4a ¥ BBl CAMH) MOTYT OILUMOUTHCSA NMpPH HANMCAHHH KaKoH-TM60 KOMaH/bI M yKa-
3aTh CBOM Maposib. Banomuuk, npoaHanusupoBas ¢afin .bash_history, yBHANT nmapond u
CMOXET YHHUTOXKHTH Balll CEPBEP.

Ecnu Bbl B KOMaHIHO# CTpoKe HaOMpain JUPEKTHUBY H YKa3bIBaJH NapoJib aAMUHUCTpa-
TOpa root, TO He MOJIEHHTECh YATHTh COOTBETCTBYIOLLYIO 3aMHCh U3 MOJIE30BATENBCKOTO
)ypHana. Takas ommbka MoxxeT BaM o6ecneduTh GECCOHHYIO HOYE U HE UCKITIOYEHO, YTO
HE OJIHY.

IMTaponu aAMMHUCTPATOPOB MOTYT YKa3bIBaThCA B KOMAHAHON CTPOKE H MPH MCIONB30Ba-
HuM nporpaMmel mysql. Eciin Bel, HanpuMep, BBINOTHWIN KOMaHy:

/usr/bin/mysql —uroot -ppassword

TO OHa MOJHOCTBIO COXpaHHUTCA B >XypHane. [lomyduB mocTyn K BaleMmy >KypHTY
KoMaH[ bash, 3JI0yMBILLIEHHHK MPHOOpETaeT BO3MOXKHOCTh HCMOJIb30BaTh 6a3y JaHHBIX
MySQL ¢ npaBamu root. B my4mieM cnydae 3to 6yaeT Tonbko 6a3a JaHHBIX, a B XyALIEM
(ecnu mapons root Ha cucreMy M Ha MySQL coenagarot), — Bech cepeep Oyner mox
KOHTPOJIEM B3JIOMILUHKA.

BHUMAHHE]

Hukoraa He BLINONHAWTE B KOMAHAHOW CTpOKe AUPEeKTUBLI, Tpebylolmne ykasaHWA napons, a
€cnu caenanu ato, TO yAanuTe COOTBETCTBYIOWYIO 3anuck W3 xypHana bash. B cnyyae
¢ MySQL HyxHo 6bino 3apaTb KOMaHAy /usr/bin/mysgl -uroot. B OTBET Ha aTo cepsep
3anpoCUT Naponb, KOTOPLIA HE COXPAHWUTCA B XypHane, a 3anuIIETCA TOMbKO BBEeAEHHaRA
KOMaHAaa.

Ecnu BbI paboTtaere ¢ cepBepoM 6a3 manHeix MySQL, To B BauieM noMaiiHeM Katajiore
noMuMo ¢aiina .bash_history Gynet ewe U daiin .mysql_history. B atom daiine xpansarcs
BCe KOMaHIbl, KOTOPbIE BBHINOJHAIMCE B mnporpaMme KoHHrypupoBaHus mysql. Ero
TaKKe HaZlo OYMILATh, €CJIM NPH BBINOIHEHHH KOMaHAbI ObLT YKa3aH Kako#-Tn60 mapons.
ba3za naHHeIX — 370 ele He Bcs OC, HO M OHa MOXKET MOCITY>KHTh OTIIPaBHOM TOYKOM Ans
JanbHeRIero B3joMa, K TOMy )K€ caMH 6a3bl JaHHBIX MOTYT COAEP)KaTh CEKPETHYIO MH-
¢dopmalio, — HanpuMep, MapoJii AOCTYNA K 3aKPbITHIM YacTAM Be6-caiiTa.

12.4.9. O6patute BHUMaHuel

JlaBaiiTe MOCMOTPUM, Ha 4YeM HY)KHO COCPEJOTOYMHUTh BHHMaHHE MpPH aHaIM3e )KypHaIOB
6e30nacHOCTH. 3TO HE TOJNBKO 3aMUCH O HETIPABOMEPHOM HocTyre K cucteme. HabGmonas
3a JKypHaIaMH, HeoOX0MMO BBLISBJIATH aTaKU eilleé Ha HAYaIbHOM 3Talle U He NOMyCKaTh
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B3ioMa. Korza BBl yBHAENH, YTO NMOJIB30BATENb MOMYUHI JOCTYM K 3aKphITOd HHGbOpMa-
LIMHM, TO MOMEHT B3/10Ma BHI YK€ NPOITyCTHIIH.

Ecnu cranu GbiCTpO yBenUUHBAThCA JKYPHAJIBI, 3HAYMT, BO3pOC/Ta aKTUBHOCTh M, BO3-
MO>KHO, Ha4aJlach aTaka Ha oTka3 oT ob6ciykuBaHus. Hy>kHO cpoyHO pearMpoBaTh, MHa4e
POCT Harpy3ku Ha CepBep WIH KaHaJIbl CBA3H MOXET CTaTh HEYNpaBJIAEMBbIM, U k Onpejie-
JICHHOMY MOMEHTY cepBep nepecTaHeT obpabaThiBaTh 3anpochl nosib3zoBatenei. K tomy
e, €CJIH XypHaIBI 3aMOIHAT BECh JUCK, TO BCA CHCTEMAa MOXKET BBIATH U3 cTpos. Y6eau-
TECh, YTO Y BaC JOCTaTOYHO MECTA 11 XpaHeHHs (ailyioB K*ypHaNoB.

KomneloTep He nomkeH nepesarpyxarscs 6e3 Bamero BeaoMa. Eciu 3o nponsonwno, To
NpOBEPLTE HYPHANIBI H BBUICHUTE, MO KaKOH NPHYHHE W KOrAa 3TO CIy4HIoch. MOMEHT
nocjeaHei 3arpy3ku Linux yierko y3HaTh ¢ HOMOLIBIO KOMaHB! upt ime.

Cnenurte 3a MNOBTOPAIOILUMHUCA 3alTUCAMH, ocobeHHo 00 aBTOpPHU3ALIMH. Ecnu Ha xakoM-
6o CCPBHUCE NPOHCXOAUT MHOI0 NOMBITOK BXO4a € HeBepHOﬁ pmenmcbmcauneﬁ NnoJib-
30BaTefA, 3TO MOXKET T'OBOPUTH O TOM, YTO B3JIOMIIUK MBITACTCA l'IOIlOGpaTb napoib.

Ecny BBl 3aMETWIN YTO-TO MOJO3pHTENbHOE (C YYETOM CKa3aHHOIrO), TO CJEMYEeT BhIAC-
HMTb, OTKY/a MAET NMOTEHLMalbHas yrpo3a, — a uMeHHo: IP-aapec u pacnionoxeHue cetn
araKyrowero. J[ns npemoTepaiueHus AanbHeHIIMX NeACTBMH CO CTOPOHBI B3JIOMIIMKA
MOXKHO H3MEHMTH MOJIMTHKY CETEBOTO 3KpaHa, J00aBHB 3alMCh, 3aNpELIAIONLYIO o0bIe
MOAKITIOYEHHS CO CTOPOHBI aTaKyIOLIEro XocTa.

IMpn aHanu3e ypHana Hy»KHO GbITh OUeHb OAMTENBHBIM H 00palaTh BHHMaHHE Ha KaXK-
Iyto Menovs. Hanpumep, yTo6bl nonoOpark naposib, 310yMBILUIEHHUK MOXKET HCIOJB30-
BaTh Pa3jIMYHbIE METOAbl MACKHPOBKH, B YACTHOCTH, OH MOXKET CAMOCTOATENIBHO 3aMMChl-
BaTh B )KyPHaI MOUI0)KHBIE 3aITHCH.

Ecnu xakep 6yner nmoabupars mapojib MpOCTHIM NepebOpoM, TO Bbl JIETKO YBHIHTE
60JBIIOE KONIHYECTBO HEYAAYHBIX MOMBITOK BOMTH NOJ OMNPEAE/IEHHBIM NI0JIb30BATENIEM,
T. K. [Ip4 3TOM B JKypHaie ivarfllog/messages MOABNAETCA 3alIUCh BPOJE ITOM:

Feb 12 17:31:37 FlenovM login(pam unix) [1238]: authentication failure;
logname=LOGIN uid=0 euid=0 tty=ttyl ruser= rhost= user=root

ITapaMmeTp login(pam_unix) YKa3bIBaeT Ha TO, YTO XaKep TOJBKO MBITAETCA BOMTH B CHC-
TeMy. Ecnii OH yke NpoHHK B cHCTeMy, HO HEYAa4HO HCMOJB30BaJl KOMaHIy su, TO B MO-
e logname Oynmer MM, TNMOA KOTOPHIM Xakep HaxXOOUTCA B CHCTEME, H TEKCT
login{pam unix) OymeT 3aMeHeH Ha su(pam unix).

INo Takoii cTpoke Bbl JIETKO CMOXETE OINpENeNHThb, YTO 3TO JIOYMBILIEHHHK, U OBICTPO
Haiith ero. Ho xakep moxeT HakuaaTh B )KypHal CBOMX 3ammMceii, KOTopele OyayT ykasbl-
BaTh Ha APYTUX NOJIb30BaTeNeH, TOra Cpeay BCexX 3THX 3armcedl HalTH peasibHyI0 Oyzaer
o4eHb cioxHo. Hanmpumep, ¢ noMolibio ciexyrouieii KoMaHIb!l Xakep MOXET J00aBHTh
B JKypHaJl CTPOKY, KOTOpas OyZleT HAeHTHYHA OLUMOKe ayTeHTH(HKALIHN:

logger -p kern.alert -t 'su(pam unix)' "authentication failure ; \
logname=robert uid=0 euid=0 tty=ttyl ruser= rhost= user=root "

Kaxk o6b14HO, oOpaThas kocasi 4epTa CITy>KHT 31ech Ui pa3OueHHs JUIMHHOA KOMaH/Ibl Ha
JBE CTPOKH.
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B oTBeT Ha 3Ty KOMaHIy B JKypHasie OyJieT co3aHa NPHMEPHO CJIEAYIOMIAs 3aMMHCh;

Feb 12 17:31:37 FlenovM login{pam unix) [1238]: authentication failure;
logname=robert uid=0 euid=0 tty=ttyl ruser= rhost= user=root

Teneps npeacTaBUM, YTO XaKep HAKHUJAAJ CTPOK, B KOTOPHIX 10JI€ logname BCErAa pa3HoE.
Brb11eMTh M3 HUX peaslbHbIe MPAKTHYECKH HEBO3MOXKHO.

XOpOlHO, €CJIM TNpPH BBINMOJIHEHHH NpPOrpaMMbl logger XaKep He 6yz[er HCII0JIb30BaTh
KU -t, 8 YKaKeT KOMaHIy cleXylomum obpasoM:

logger -p kern.alert "authentication failure ; logname=robert uid=0 \

euid=0 tty=ttyl ruser= rhost= user=root "

B 5ToM ciyuae B iCypHa/l€e NOABHTCSA CTPOKa:

Feb 12 17:31:37 FlenovM logger: authentication failure; logname=robert
uid=0 euid=0 tty=ttyl ruser= rhost= user=root

Kax Buaure, nepen coobueHHeM 06 OLIMOKE CTOMT KJIIOYEBOE CIIOBO logger, KOTOpOE
Kak pa3 ¥ BBLAAET MOAAENKY.

Jaxe ecnin mporpaMMa logger He OyAeT AOCTYNHaA XaKepy, OH MOXET CO3JaTh 3alHCH
cBO€el nMporpaMMoi.

12.5. Pabora ¢ xypHanamu

MBI paccMOTpeNH pasiM4Hble JKypHallbl, KOTOpPbl€e AOCTYNHBl B CHCTEME, B3ITIAHYJH
Ha MX COIAEP)KUMOE M Y3HAIH, YTO H I'Ie XpPaHHUTCA. 3HaTh BCE 3TO MPOCTO HEOOXOAMMO,
HO aHAJIN3UpPOBaTh TEKCTOBBIA (paiin pa3MepoM B HECKONbKO MeraGaiT O4YeHBb CJIOKHO
Y HeymoOHo.

B neiictBytoleil cucteMe, oGpabateiBatoLieli MHOXKECTBO MOJb30BATENLCKHX 3aNpOCOB,
ACypHaIBI pacTyT oueHb GpicTpo. HampuMep, Ha MoeM BeG-cepBepe exxeIHEBHBII JKypHa
yacTo npeebiliaer 4 M6aiiT, a Beas MoH caifT — aaneko He caMbiii nocelnaeMslii. 3to
O4YeHb MHOTO TEKCTOBOH HHGOpPMALMH, B KOTOPOH OBICTPO HAWTH Hy>KHYIO CTPOKY TpaK-
THYECKH HEBO3MOXKHO.

JUna ynpoleHHs aHaIM3a NpOrpaMMHCTBI H aIMHHHCTPATOPhl HAIIUCAIH M TIPOAOJLKAIOT
pa3pabaTbiBaTh NporpaMMBbI-aHaIM3aTophl (hainoB sxypHaioB. [IpocMaTpHBaTh XypHANbI
HeOoOXOAMMO KaXIblii JieHb, a JTydlle faxe Kakaeid yac. i obecredenusa GesomacHo-
CTH HeJlb3d MPO3€eBaTh BaKHBIE COOOLIEHHA, HHaYe mpourpeim 6ynet o6ecneyed. Ho kak
NpH exe4yacHOM KOHTpoJie (aiia OTAEIHTh 3aNUCH, KOTOphie Yxe mposepsanucs? Ilpo-
rpaMMa JOJDKHa YMETh 33aNIOMHMHATL BpeMs MOCIEIOHEH PEBH3HM H IIPH CleAyIOLIEM
3afycke oTOpachiBaTh paHee MPOCMOTPEHHbIE 3aITHCH.

Haun6onee 3¢dhekTHBHEIMM MPOrpaMMaMH aHATH3a XKypPHAJIOB ABJIAIOTCA CEPBUCEHI, KOTO-
pble MPOBEPAIOT 3alHCH NapajUleNbHO C nonaxaHdeM ux B log-¢aiinel. 310 JocTaTouHO
NpOCTO peaiH30BaTh, 0COGEHHO Ha yIaJIleHHOM KOMIbIOTepe, KOTOPOMY MO CETH MOoChuIa-
eTca HHpopMaLHa oT paboralomtero ceppepa. [To Mepe momyyeHHs 3amuceii OHM MpoBe-
pAlOTCA M MoMemaoTcd B (aitnbl A JanbHeero XxpaHeHus U 0ojiee TINATENIBHOIO
aHaymza. ITo oqHOM 3amMCH OYeHb C/IOXKHO BBIABMTH aTaKy, H MHOraa HeoGXOJMMO BH-
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JeTh IHHaMHKY coOsiTnii. Hanpumep, oqHa HempaBWIbHaA MOMBITKA aBTOPU3ALMH €lle
HH O YEM He FOBOPHT, a BoT 10 u 6051ee — 3T0 y)ke NOKHO BBI3BIBATE MOAO3PEHHE.

Camoe ob6uaHoe, 4TO BCe M3BECTHbIe mporpamMMbl HeadeKTHBHBI WIS aHAIN3a B JMHA-
MHKe. BONBIIMHCTBO M3 HMX MMEIOT OrpaHHYEHHA NPH CO3JaHHH NPaBWI, MO0 KOTOPHIM
OTAeNbHAsA 3alIHCh OTHOCHTCA K pa3pamy omacHeIX. M3-3a 3TOro MpUXOAWTCS B KpYr 1O-
JI03PEBAEMBIX OTHOCHTB BCE, YTO HUMEET OLIMOKH BXOa B CHCTEMY, @ MIOTOM «BPYHHYIO»
aHAJTH3UPOBaTh BCE 3aMMCH M BpeMs MX cpabarhiBaHua. Kaabli neHb XOTa O6bl OfMH
TIOJIB30BATEb MOXKET BBECTH OIMMOOYHBIH Mapoiib, OCOOEHHO €C/M Mapojb, KaK U JOJ-
#eH OBITh, clIokHBIA. PearnpoBaTth Ha MOAOOHEIE 3aNHCH GECCMBICIIEHHO.

EcTb eme oaMH HeZOCTaTOK NOCTPOYHOro NMpOCcMOTpa xcypHana. JomycTHM, aHanusatop
BBLIAT COOOLIEHHE O MOoMnbITKe 00pallieHHs K 3anpelieHHol obractu qucka. Jlis GonblmH-
CTBa CEPBHCOB B 3TOH 3amMCH OTCYTCTBYeT HHpOpMaLms o noss3osarene. HanpuMep, Bel
3aMETWIH CTPOKY O HemnpaBoMepHOM aoctyre k katanory no FTP. B neit 6yner IP-anpec
KJIHEHTA, HO BBl MOXKETe 3aXOTeTh Y3HaTb, MOJA KaKOH yYETHOH 3alUChiO 3apeErHCTPHpPO-
BJICA MOJIb30BaTeNb. YTOOBI 3TO' yBUIETH, HEOOXOAUMO OTKPBITH CaM 2XKypHasl H MpocJie-
JUTh HCTOPHIO MOAKIoYeHHi ¢ 3Toro IP-anpeca. A Beb 3TO MOXXHO PELINTh, €CIIH aHa-
JIN3HPOBATH JKypHall B JUHAMHKE.

12.5.1. Komanaa ta/s/

Korna s Haxoxych HeNMOCpPEACTBEHHO Yy CepBepa, TO B OTAEIbHOM OKHE TepMHHana
3aITyCKalo cieJyIOLIylo KOMaHy:

tail ~-f /var/log/messages

Iocnie 3TOro Ha 3kpaHe MOABIAECTCA COAEPIKHMOE *CypHasla, KOTOPOE M3MEHSAETCA B pe-
anbHOM BpeMeHH. I1pH 3amucH B JKypHan HOBOH CTPOKH OHa TYT )K€ MOABJAETCA y MEHs
Ha MOHHTOpE.

310 o4YeHb yHo6HO, 0cOGEHHO MpH HEGONBIIOM KONHYecTBe 3anucei. Bbl Moxere cno-
KOMHO paboTaTh B OJHOM TEPMHHAIC W HHOrJa NepeK1iouaTbCAd Ha JAPYroH, 4Tobml
B3NIAHYTb Ha Xof pa6oTtel. Ecin coobLueH s MOABIAIOTCS CIMIIKOM 4acTo (C CepBEpOM
paboTtaet GoMbLIOE KOIHYECTBO NMOJIB30BATENEH), TO NMPOCIEAUTE 32 HUMH MPOCTO HEBO3-
MOXKHO. B 3TOM ciyuae HeoOxoauMo uX GHIBTPOBAaTE C MOMOILEIO CMELHATH3UPOBAH-
HBIX MPOrpaMM, KOTOpBIE OTOOPaXKAIOT TOJIBKO NMOJO3PHTENBHYI0 MHGOPMALMIO, a OC-
TaJIbHBIE 3aITHCH NPOCTO NPOITYCKAIOT.

TyT MOKHO HCMIONB30BaTh M YTWIHTY grep A1 GWIBTPALMK COACPKHUMOro M NoKa3blBaTh
TOJIBKO T€ 3aIHCH, KOTOPbIE BaM pealbHO HYKHBI.

Paccmotpum npumep. Y MeHs nepea BeO-cepBepaMH CTOAT K3lL-CEPBEPHI, KOTOPBIE Nep-
BBIMH noy4aot Tpaduk u3 UHrepHera. Korna caift «nagaer», To nepBeIM J€JI0OM Mpo-
BepAETCA BO3MOXKHOCTD 3arpy3kM caifta ¢ camoro Be6-cepsepa. Eciin 370 BO3MOXKHO, TO
Be6G-cepBep 1 6a3a naHHBIX paGoTatoT, H NpobemMa KpoeTca rAe-To B APYroM MecCTe.

CnenmylolumM LI1aroM MJET MpoBepka K3LI-cepBepa, YToOb! YBUIETh, €CTh JIH BooOIIE Ka-
Ko#-nu6o Tpapmk Ha cepsep? [ 3TOro A KaK pa3 ¥ MPUMEHSAI0 KOMaHAy tail K daiiry
*ypHaia squid:

tail -f /var/log/squid/http80 | grep www.domainname.com
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V MeHs Heckonbko caiitoB, 1 HTTP-Tpaduk Bcex 3anuceiBaeTCsa B OIUH M TOT ke ¢aiin
XypHaia http80. UTo6bl OTCEATE TOJLKO HY)KHBIH MHE JOMEH, 1 HCMOJIB3YIO grep. Tenephb
HY)KHO TIONOXKAATb HECKOJBKO CEKYHA W MOCMOTPETh, MAET U KaKoH-HHUOYAb Tpadmk
yepe3 K3LI-cepBep (MOABNAIOTCA JIH B )KypPHAJIE€ HOBBIE 3aITHCH). ’

12.5.2. TTporpamma swatch

[porpamMma swatch — oueHp MOLIHAsA yTHIWTA, HalMMCaHHad Ha MPOCTOM M 3HAKOMOM
MHOTHM aJIMUHHCTpaTopaM s3bike Perl. 3To mo3BonseT Jerko H3MEHATh NPOrpaMMy M 10-
6aBIATE K Hell BO3MOXKHOCTH CaMoCToAITeNbHO. [IporpaMMa mo3BonfieT aHATHM3MPOBATh
3aMKMCH 110 PACTIHCAHHIO (€CIIM 3aHECTH BBIMOJIHEHHE MIPOTrPaMMBI B cron) HIH Cpasy Tocye
uX mnomajaHds B ypHain. CkayaTe NporpaMMy MOXHO To azpecy: sourceforge.net/
projects/swatch.

Tak kak 310 Perl-nmporpamMma, TO mpolecc ee YCTaHOBKH OTJIMYAETCA OT MHOTHX JApPYTHX
nporpamM. B HaileM ciy4ae BBIMOJHHUTE CIIETYIOLIME AEHACTBHA:

tar xzvf swatch-3.1l.tgz
cd swatch-3.1

perl Makefile.PL

make test

make install

make realclean

Kak Bcerna, y 3Toif Meaaiu ectb 060poTHas cropoHa. To, 4ro mporpaMMa HamnMcaHa Ha
Perl, ABnseTca M HENOCTATKOM, TMOCKOJEBKY TpeOyeT HalW4uA WHTepHpertaropa. S yxe
rOBOPWJI, YTO HeJIb3d YCTaHAaBJIMBaThb Ha CEpBEpP TO, YTO MOXKET OTKPBITH IBEpPH 3110-
YMBIIJIEHHUKY M MpPH 3TOM He ABJIAETCA AEHCTBHTENBHO HeoOXoauMbiM. bes Hyxnbl s
PEKOMEHIYIO He MOAKIIoHaTh MHTepnperarophl THHa Perl, motoMy 4ro xakepsl oueHb
4acTO MCMOJB3YIOT HX AJ1A HAaIMCaHHA COOCTBEHHBIX rootkit-mporpamm.

12.5.3. Tiporpamma Logsurfer

OnHa U3 HEMHOTHX TPOrpaMM, KOTOpas MOXKET IMPOCMAaTPHBaTh JKypHaI B AUHAMHKE, —
Logsurfer (sourceforge.net/projects/logsurfer). Kak s yxe rosopwi, GONbLUIMHCTBO
CPEencTB MPOCMATPHBAET XCypHAJl MMOCTPOYHO, YTO HE OYeHb P(PEKTHBHO, NOTOMY HTO
B pe3yJ/IbTaTe Mbl MOJy4aEM CIIMILIKOM MHOTO Mycopa. )

H3-3a MOILHBIX BO3MOXHOCTEH 3TO NMporpaMMBI ee CIIO)KHEee HacTpauBaTh. IJTO TOXKE
HENOCTATOK, MOTOMY YTO M3-3a OUIMOOK B €€ KOH(UIypalMu MOXHO He YJIOBHUTH OYeHb
Ba)KHBIE COOBITHA.

12.5.4. TTporpamma Logcheck/LogSentry

D10 caMasa mpocTas B HCMONB30BaHMM mporpamma. B cocras LogSentry yxke Bxoaar
pa3iMyHble WaGIOHBI, C MOMOUIBIO KOTOPBIX MOXKHO BBIJEJIATH NMOTEHLMATIBHO OMNacHEIE
3alHCH.
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Pa3obparbcs ¢ nporpammoii oueHs MPOCTO, HO MEHA CMYILUAeT TONbKO ee Oynyinee.
B nocneanee BpeMa coznaercs BreyatTiieHHe, 4yTo oGHOBNeHU# 6onbiue He OyneT, a paHo
WIH MO3JHO BO3MOXHOCTeH TeKylleil BEpCHM MPOCTO HE XBaTUT, W MpPHUIETCA HCKATh
HOBOE CPEICTBO.

Ho 6ynem HapesTbca Ha nyuiuee.

12.6. BesonacHocTb xypHanos

3akaHuMBas TeMy >XypHaJIMpOBaHHs, HEOOXOMMO MOroBOpUTH H 0 GesonacHocTH. JKyp-
HaTBI CO3JaBATUCH KaK CPEACTBO HAGNIOEHH 32 CHCTEMOM U BbIABIEHHA aTak, HO MOTYT
OBbITh HCMOTB30BAHBI B KOPBICTHBIX LIEJIAX.

PaccmoTpum Kiaccuyeckuii npumep Banioma. CHcTeMa pericTpHpyeT B )KypHajiax Ges-
OMACHOCTH HeBEpHble MonbiTkH BxoAa. [Ipu 3ToM B (haiin monagaet MMA MONB3OBATEN,
KoTOpbIi JomycTin ouMbky. [laponb npu 3TOM He coxpansercs, YToOBI Xakep, IPOYHUTaB
XypHaJl, He CMOT €ro yBuzaeTh. JIOMmyCTHM, YTO JierajibHblii NONB30BaTeNp CITy4aiiHO BMe-
CTO MMEHHM NoJb3oBaTena Habpan cBoii mapons. Takoe GbiBaeT, 0cO6EHHO MO yTpaM, ec/iH
nojb3oBaTellb NpuIen Ha paboTy, He BHICMIABLIMCH MJIM MPOCTO B IUIOXOM HacCTPOEHHH.
B pesyneTate napons GyaeT coxpaHeH B )KypHasie B OTKPBITOM BHIE.

OueHb BOKHO cIenaTh Tak, YTOOBI JKypHal He Oblll JOCTyNeH MAJIA 3J0yMBILUICHHHKA.
BeInonHuTe ceifuac ciaenyioulyio AUpeKTHBY AJA NMPOCMOTpa MpaB AOCTyna Ha ¢aiibl
#YPHAIIOB:

1ls -al /var/log

PesynpTar paboTsl kOMaHabI:

drwxr-xr-x 9 root root 4096 Jan 12 13:18

drwxr-xr-x 21 root root 4096 Jan 24 23:00 ..
drwx—------ 2 root root 4096 Jan 12 11:14 bclsecurity
-Yrw-r—----- 1 root root 83307 Jan 12 13:18 boot.log
-YW-r—-—-——-— 1 root root 89697 Jan 6 09:01 boot.log.l
-rw-r—=——--— 1 root root 48922 Jan 30 11:45 boot.log.2
—-rw-r—---- 1 root root 64540 Jan 23 19:55 boot.log.3
-rw-r—---- 1 root root 36769 Jan 16 12:36 boot.log.4
—rw-r----- 1 root root 8453 Jan 12 13:18 cron
-rw-r————— 1 root root 8507 Jan 6 09:06 cron.l
-Iw-r—---- 1 root root 7189 Jan 30 11:50 cron.2
—-rW-r----- 1 root root 6935 Jan 23 20:01 cron.3
—rW-r————-— 1 root root 4176 Jan 16 12:41 cron.4

BnanensueM Bcex ¢aiinoB momkeH ObITh aIMHHUCTpATOp root. Ybeaurech Taioke, 4TO
TOJIbKO OH MMEET IOJIHBIE MpPaBa, a BCEM OCTAJILHBIM HE NO3BOJIEHO paboTath ¢ (aitnamu.

[To ymonuanuto s GonbunucTBa (aiiioB npaBoM uTeHMs obiiagaeT wX Brajenen
MOJIb30BATEH €10 IPyNIbl, B Ka4eCTBE KOTOPO# yalie BCero Mo)kHO yBUAETh root. Ecnu
B Ballleil CHCTEMeE B 3Ty IpyIITy BXOAUT TOJIBKO aIMHHHCTPATOP, TO MOJKHO OCTaBHTH BCE,
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Kak ectb. Ho eciii B Hee BXOAMT HECKOJBKO MOJIb30BaTeNe, YTO 1 abCOMIOTHO He NpH-
BETCTBY10, TO He0OX0AUMO cHOPMHPOBATH CIIELIHATILHYIO IPYTITY ¢ MEHUMAJIbHBIMH Ipa-
BaMH M Ha3HAYHTh €€ U1 BCeX HYPHAIOB.

Creylolie KoMaHabl CO3/alI0T HOBYIO rpymiiy loggroup H ycTaHaBIMBAIOT €€ VA BCEX ‘
log-¢aitnios:

groupadd logsgroup

cd /var/log

chgrp -R logsgroup .

B karasiore /varflog npaBoM YTEHHS W 3alMCH B XKYPHAIB! JOJDKEH 00/1aaTh MCKIIIOYH-
TeJIbHO agMHHKUCTpaTop. Ilosp30BaTeNnaM Ipyme! CIEAYET paspellidTh TOJIBKO YTEHHE, a
OCTalIbHBIM — 3anpeTuTh abcomoTHO Bee. JUia Toro 4robbl BceM ¢aiiaM yCTaHOBHTE
3TH TIpaBa, BHIITOJIHATE CIEAYIOIHE KOMaHbL:

cd /var/log
find . -type £ | xargs chmod 640

Bropas cTpoka cocToHT H3 ABYX AMpeKTHB. KoManaa find . -type f HINET B TEKyLUEM
KaTajore Bce 0OBEKTHI, y KOTOPLIX THII paBeH f, T. €. Bce ¢aitbl. Bropas (xargs chmod
640) — H3MEHSAET Y BCeX HalileHHbIX 00BEKTOB MpaBa gocTyna Ha 640. MoxHo aake
HOHH3HUTH 3T0 3HadeHHe g0 600, uToOBI M YHTATh, M MHUCATh MOT TONBLKO aAMHHHUCTPATOP.

ITomuMo 3TOrO, I KaTasora /varlog y Monb30BaTelieif He JO/DKHO OBITh MpaB Ha 3aMuCh,
MOTOMY YTO 3TO TO3BOJNHUT 3OYMBILUICHHHKY yAaiaTh ¢aiinbl. Ecin Xakep He cMoxeT
M3MEHHTH JKYPHAJI, TO MOMBITAETCA €ro YHHYTOXKHTH. Jla, BB MoiiMeTe, YTO B CHCTEME
KTO-TO OblL1, HO HE OMNpENENHTe, KaK TPOH3OLUIO BTOP)KEHHE, H HE CMOXeTe HalTH
B3JIOMLIHKA.

TMoMHHTE, YTO, MPOUHTAB XyPHAJI, XaKep MOXET MOTyYHTh IAHC MOBLICHTH CBOH NpaBa,
€CJIH TaM CITy4aifHO okaxeTcs KoHdpHaeHIManbHat HHdopMalms. Ho ecnu sxypHaisi cta-
HYT JOCTYIHBIMH Ha 3aMKCh, TO B3JTOMLIMK CMOJXKET 3aMECTH CJIE/Ibl, YIAIUB BCE 3aIMCH
OTHOCHTENBHO CBOEH aKTHBHOCTH.

Ho u sToro HemoctaroyHo mia obecnedeHns MakcUManbHOH 3awuTel. Eciu nocMoTtpets
Ha CYTh XXYPHAJIOB, TO CTaHeT O4YeBHAHBIM, 9yTo B HUX OC TOnbko m06aBifeT HOBLIE
3anucd. COOTBETCTBEHHO, MOXKHO TOCTaBHUTh JOTIONHHUTENBHYIO 3aIHTY OT yJAJleHHA U
W3MEHEHHA 3alMCcell Ha OCHOBE CHeUMalbHBIX Kkmodeil. B ¢aiinosbix cucremax Ext2,
Ext3 u Ext4 ecTh KOMaHAa chattr, ¢ IOMOUIBIO KOTOPOH MOXKHO YCTaHaB/IMBaTh Ha ¢aii-
bl JOTIOJIHUTEbHBIE aTPHOYTHl. OMH U3 HHX (KUTIOY +a) MO3BOJISIET 33/1aTh YCJIOBHE, TIPH -
KOTOpPOM (Qaill MOXHO TOJBKO MononHATh. Hanpumep, ciexyrowmas komaHaa ycraHaBIIu-
BaeT A/14 ¢aiina ivarflog/boot.log TakoH aTpHOyT:

chattr +a /var/log/boot.log

[TonpoGyiire Teneps M3MEHWTH WIH ynanuTs (aitl. Y Bac HH4ero He Boliiaer. Eauncrt-
BEHHBIH HEAOCTAaTOK 3TOro KJI04Ya — Y Bac ToXe He OyaeT BO3MOXKHOCTH YHCTHTH daii.
A Beab XypHaJl NIOCTOAHHO PacTeT, H HET CMBIC/Ia XPaHHTE 3aIMCH O COOBITHAX, KOTOPEIE
NPOU3OLLIM MeCALl, a TO U ToA Ha3al. Toraa rmepen CTHpaHHEM ycTapeBLiel HHOpMauuu
U3 XypHasia HeoGX0AMMO CHATH C ero ¢alina ycTaHOBIICHHbIH aTpUGYT:

chattr -a /var/log/boot.log
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Tonbko He 3a6ynbTe NOTOM BEpHYTH ero o6paTHO, YTOGH! (aiil CHOBA CTan JOCTYIHBIM
TONBKO JuiA 10OaBiIeHUA 3anucei.

IToMHMO caMHX >ypHa/IOB, HEOOXOAMMO 3alMINATh M MPOrPaMMBbI, YCTAHOBJIEHHbBIE U1
ux aHanu3a. becnonesHo croaTe Ha cTpake ¢ailnoB, eciiM UX MOXKHO MPOCMOTPETH Yepes
yTwiInTbl. Jind aToro y Bcex MporpaMM, MO3BONSAIOLIMX YHTATh XKYPHANbl, HE JO/DKHO
6bITE ycTaHoBiieHHoro SUID- win SGID-Gura.

12.7. MoHuTtopuHr pecypcos

Ecnu pe4s Haer o pecypcax cepBepa, 6buI0 GBI yIOOHO yBHAETH Harpy3ky Ha cepBep
yaaneHHo uepe3 Opaysep He Tonbko B BHAe wudp, HO U B BHae rpapuka. CyuiecTByer
MHOXXECTBO pElLIECHHH, B TOM YMCIIE M C OTKPBITHIM MCXOAHBIM KoZoM. TYT y MeHA He
TaKko#H yxx H 60JBbLIOH OIMBIT, IO3TOMY A PACCKAXKY TOJBKO MPO OAHY YTHIMTY, KOTOPOH
none3oBaicsa: Ganglia (http://ganglia.sourceforge.net).

Ganglia — xopomo MacitaGupyemas CHCTeMa MOHHTOPHHra Ui BbICOKONPOHM3BOAM-
TEJIBHBIX CHCTEM, H €€ YA0GHO MCIONB30BaTh AKE B KIacTepax. S HCMONb30Bal 3Ty CHC-
TEMY MOHHTOPHHTa C Be6-CaliTOM MHTEPHET-Mara3uHa, KOTOPBIH COCTOS H3 HECKOJIBKUX
6a3 1aHHBIX, BOCEMH BeG-CEpBEpOB, TPEX K3LI-CEPBEPOB, a Takxke JBYX GalaHCHPOBINH-
KOB Harpy3ku. JTo JOCTaTOMHO G0JBLIOI caliT — OH 0GCITyXHBan 10 MIWLTHOHA MOJIB30-
BaTeJieii B yac U Mor ewle Gonkloe.

OueHp yno6HO, YTO CHCTEMa XPaHMT HCTOPHIO Harpy3ku. Mo>KHO CpaBHHBAaTh, CKOJIBKO
6bL1 3arpyXkeH mpoleccop B onpeAeieHHble AHH U 4Yackl. Eciu Be6-caifT He oTBeyan, To
nepBhIM JENOM 5 Beerja 3arpyxan B Gpaysepe craructuky Ganglia, no KoTopoit MOXHO
6bU10 cka3aTe MHOTOE:

O ectb cereBoii Tpaduk — npobnema c cepepamu;
O Her Harpy3ku Ha Kd31I-cepBepax — npoGeMa TaM;

O ecte Harpy3ka Ha cepBepax, HO 0a3a pmaHHbIX mokasbiBaer 0% Harpysku? Cpasy
TIOHATHO, I'ie HYXHO HCKaTh NpobieMy;

O xakoii-To ceppep 3arpyeH Ha 100%? CHoBa MOHATHO, YTO HYXKHO YJTYYIlIHTh.

CucreMa COCTOMT M3 [OBYX YacTeil: KIHEHTa, KOTOPbIH 3aHHMAaeTCs MOHHTOPHHIOM,
1 BeG-TIPWIOKEHHS, KOTOPOE MO3BOJIAET MOJyYUTh JOCTYN K JaHHBIM U3 Gpaysepa.

Ganglia coGupaer W mokasbiBaeT UHGOPMALMIO B pealbHOM BpPEMEHH, Tak 4TO BeO-
CTPaHHIy ¢ MOHHTOPHHIOM MOXHO MOCTOSHHO J€pPKaTh OTKPHITOH M Habmonats 3a mpo-
HCXOIALIHM.

51 He 6ymy omMCBHIBaTH MpoLecC YCTAHOBKH M paGoTEI C CHCTEMO# — 3TO MpEeKpacHo
CHIEJIaHO Ha caifTe ee pOH3BOUTENA.
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PesepsHoe xonuposaHue
W BOCCTaHOBMEHWe

Te u3 Bac, kto monro pabotaer B ciepe WHPOPMALMOHHBIX TEXHOJIOTHH, yxke He pa3s
CTAIKMBAIHCL C MpobGneMoii notepu AaHHeIX. Ho MBI npoposbkaeM ynaensTb 3TOMY
BOIPOCY CJIMLIKOM NOBEPXHOCTHOE BHUMaHHE.

MHorme cuMTaloT, 4TO annapaTypa ceiiuac HaJie)XHa, H U3-3a CBOeH JIeHH HMKOTAa He ae-
NaroT pe3epBHBIX kKonui. TexHHKa Xopolua, HO Ha MOMX IJ1a3aX «yMEpIo» Y)Ke HECKOJIb-
KO BHHYECTEPOB, YKPaJeHO U3 O(PUCOB MATh KOMIBIOTEPOB, MOJIHOCTHIO CrOpeEN BMECTE
¢ KaGHHETOM OJIMH cepBep. A KTO M3 paboTaBIIMX B BeMKkyX Gaunsx ropona Huto-Mopka
AyMaJl, YTO K HUM MpuieTaT camonetrl? KTo-To ckaxer, 4To Takue cloBa 6€3)KaloCTHBI,
Belb Mpousoluia Tpareaus. Ho Mbl TOXe He 3aCTpaxoBaHBI OT XKECTOKHMX NEHCTBMI Tep-
popHcTOB, 1 Poccus yxe cronkHynace ¢ 3TuM. M kak 651 HH 6b110 G0JBHO, 3aKPHIBATH Ha
3TO Ia3a Henb3s. Heobxonumo nenats Bce, YyToObI JaHHBIE OBIIM COXpaHEHBI B Mo6oi
CHUTYaLHH.

PeaepBHoe KOTMIHPOBAHHE — COXPAHCHHE BCEX BAXKHBIX (bai;UlOB B ApPYroM Kartainore win
Ha OT/eJIbHOM HocuTenie. Eciu peryispHo ocyLiecTBIATE TaKylo ONepaLmio, TO B Cydae
HeNpeJIBUIICHHON CUTYallM¥ €CThb BO3MOXKHOCTh BOCCTAaHOBHTH (haiipl W3 pe3epBHOM
KOITHHA H MPOOOJDKHUTH paGOTy C HE3HAYHTENbHBIMH MOTEPAMHA.

Ha macOS u Windows s nenaio pesepBHble KONWM AOCTATOMHO peKo, MOTOMY YTO TaM
BCE MNOJIb30BATE/IbCKHE NaHHBEIE MOXXHO XPaHHUTh B «oOJsiake», 4To 4 U aenaw. «Obnakay»
OneDrive u iCloud maroT BbICOKY10 rapaHTHIO, UTO (aiinbl HEKyaa He aeHyTca. B Linux
HaBEPHO CaMbIM JIyYLUMM BapHaHTOM MokeT ObiTh Dropbox. Ho aTo 3amuTa noms3ona-
TEJIbCKHX JaHHBIX, 2 KaK HACYeT CepBEPHBIX?

13.1. OcHosur pesepsHOro konupoeaHus
YTo6b1 NOHATB, YTO pe3epBHOE KOMMPOBaHHE HEOGXOAMMO, JaBaiiTe PacCMOTPHUM OCHOB-
HBIC CUTYALIUH, KOrJa OHO NMOMOTacT:

O cayuaiinoe usmenenue uru yoaienue haitnoe — koraa K ceppepy MOAKIIOYAETCS HO-
BLIH MO/Ib30BATENb, HE MMEIOLIMI IOCTATOYHOrO OMBIT2 PaGOTBI ¢ KOMIBIOTEPaMH,
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OYE€Hb YacTO €ro Hesemsie ACHCTBHA MPUBOIOAT K YHHYTOXEHHMIO AaHHBIX. IIpH mipa-
BWIBHOH MOMUTHKE 6e30macHOCTH MOryT GBITh pa3pylleHBl TOJBKO €ro COGCTBCHHLIC
¢aiiibl, HO ¥ OHM MOTYT MMETh LIEHHOCTH AJIA OPraHH3alMH;

O Hapywenue pabomwl ycmpoticme — KOrAa i TONBKO Ha4HHAN 3HAKOMMTBCA C KOMITb-
10TepaMy, TO B o61xozie Obinn AUCKETHI 5,25 nroiiMa H KecTKHe THCKH MaKCHMAaJIbHBIM
pa3Mepom B 20 Mbaiit. Eciiv BUHUYecTEpHI GbUIH OTHOCHTENBHO HAIEXHBI, TO HH}OP-
MalMsAd Ha JUCKETax MOCTOSHHO Mpoflajana HM3-3a MOPYH MOBEPXHOCTH HOCHTENs.
C nepexonom Ha JuckeThl 3,5 mioiiMa CHTyalus M3MEHWIach He CHIBHO, @ BOT Ha-
JEXHOCTb XECTKMX JMCKOB CO BpeMeHeM MoBblmanach eule Gonsue. Ho koraa mer
Hayald onepupoBaTh rurabaiiTaMu, TO B ONpeAE/NCHHbIH MOMEHT i PEATBHO CTOJIK-
HyJicA ¢ npobiieMoii ucnopueHHsix 61okoB (Bad Blocks). IIpuMepHo 3a nonroaa Mue
NpUILIOCE CMEHUTh TPH XKECTKMX JMCKa PasHbIX MpOU3BOAMTENEH pasmepoM ot 10
1o 20 I'6aiit. 910 GO Kak Haber capaHuM, YHHYTOXalouiel noceBbl. B HacTosIee
BpeMs HaJIeXXHOCThb JHCKOB CHOBa JOCTHI/Ia BHICOKOTO YPOBHS, HO €€ HeJb3s Ha3BaTh
uneansHo#. Beeraa ecth BEpOATHOCTB, YTO AMCK BHIHAET H3 CTPOA;

O cmuxuiinvie 6edcmsusn u nomepa mexxuxu — He 6yneM Gosbliie TOBOPHTB O TEPPO-
pH3Me, MOTOMY YTO €CTh W APYrHe MPHYHMHBI YTpaThl TeXHHKH. Eciu ornsaHyThcs Ha
nocJieJHUe rofibl, TO 3aMeyaelllb, YTO HAlIA [UIAHETa HAYMHAET NPENOJHOCHTb CTpalll-
HbI€ CIOpPTIPU3bL. S HMEIO B BUAY YYaCTHBIIMECA HABOIHEHHSA, CMEPYH, 3EMJIETPACSHMSA
M TOJKaphl, KOTOPbIE MOTYT YHHYTOXaTh A0Ma, odHCHl H nenble ropona. Ecin ects
pe3epBHas KOMHS, U OHa XPaHUTCA B ApyroM ropoje (B 3ToM nomoxxer UHTepHeT) WK
B HecropaeMoM ceifie, To BOCCTAHOBHTB JaHHEIE HE COCTAaBHT TPY/a;

O xaxepwvl u snudemuu 8upycos — Kax xe 6e3 HUX... IT0 MopokAeHHEe HHPOPMALIMOH-
HO# XW3HH, 6€3 KOTOpOro yxe HHKyAa He AeThCA, M MPHXOOUTCA BEICTPaHBaTh BCe-
BO3MOXKHBIE 060poHHTENBHBIE pybexxH. Kakoe cpeacTBo 4alue Bcero HCMoNb3yloT AJ1A
3alMTHI OT BpeAoHOCHOro kofa? KoHeuHo ke, aHTHBHpYChl. OHH 3aMpelnaloT BLINOJI-
HeHHe moboro U3BecTHOro 3yoro koja. Ho xakepbl NpHyMpiBaloT HOBbIE IPOrPaAMMBI
U cnoco6sl 06xona anTHBUPYCcOB. U HMEHHO HOBBIE BUPYCHI HAHOCAT MaKCHMATBHEIH
yuiep6, MoToMy uTO Uil HUX HeT eie 3pdexkTHBHOro Merozaa jievenus. Ilorepu or
SMUOEMHH C KDKIBIM rOIOM YBETMYHMBAIOTCA, HO HX MOXKHO COKPAaTHTh C MOMOLIBIO
Pe3epBHOT0 KOMMPOBAHUA U BOCCTAHOBJICHHA.

3TOT CNHCOK MOXKHO NMPOAOJDKATH €l A0Jro, HO, HaEIOCh, i CMOT Bac yOeauTh B HE0O-
XOJMMOCTH HMETh pe3epBHYIO KOMHUIO Beel 3HauMMoi nHpopManuu. biaronaps ucnosns-
30BaHHIO «06Na4YHBIX» JUCKOB A CTaN [eaTh pe3epBHbIE KOMHM HAMHOTO peXe, HO Bce
e pa3 B HECKOJIbKO MecsLeB s 6aHanbHO co3naio ZIP-apxuB Bcell cBoeit paGoueii mamku
¥ KOMHPYIO €€ Ha BHELHMI AMCK. DTO YTO KacaeTcs IMYHBIX JaHHBIX.

HOCMOTPHM TENEpb, YTO HMEHHO HY)XHO KOINHpPOBATh. K BaXXKHBIM JaHHBIM MOXHO OT-
HECTH!

O cucmemnvie konguzypayuonHvie gaiinbl — Ha NepBBIA B3MJIAL, 3TO HE TaK BaKHO,
MOTOMY YTO B TakHX (ailnax HET CEKPETHOH M BaXKHOM JUIA OpraHM3aLMM MHPOpMa-
uun. Ho xondurypuposanue OC H Bcex MporpaMM ¢ YHCTOrO JIHCTa MoTpebyer ro-
pa3zo Oojibllle BPEMEHH, YeM BOCCTAHOBJIEHHE C HCIONB30BAaHHEM pe3epBHBIX daii-
JIoB. A [10/Iroe BpeMs BOCCTaHOBJICHHS BieueT 3a coboH morepu m3-3a npocros. Ha
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Linux s noka ¢ npo6iemMaMi 0GHOBAEHHs He CTaNKUBaICA, a Ha macOS mocne kaxxo-
ro o6HoBiIeHHs OC Hy>XXHO BOCCTaHaBIHBaTh KoHuTypaumio Apache u PHP;

a doxy)uenmu noav3oeameneii — B Katajnore home MOIyT HaXOAUTHCA OTYETHBIE JOKY-
MEHTHI UK NpOorpaMMEBl, HeOoOXOMHMBIE MOJTb30BATENAM LTS pa601‘1>1;

O 6a3bl danHbix — KOPIIOPAaTHBHBIE NaHHbIE XPaHATCA B yNOOHOM A paGoThl XpaHH-
auuie — 6a3ax JaHHBIX, H KOMNaHUA MOXKET MOHEeCTH OoNblIHE YOBITKH B Clyyae HX
NoTepH;

0O Humpanem — mo6Gol JHHAMHYHO pa3BHBAIOLIMiiCA caiiT (OT KOPNOPATHBHOTO 10 JO-
MalllHEH CTPaHHLIbl) WIH NOPTaJ CONEPXKHT (paiibl U CLIEHAPHH, MOTEPS KOTOPBIX MO-
XKET 0Ka3aTbCA OLLYTHMOH B JEHE)KHOM KBHBAJIEHTE.

ba3bl naHHBIX TPeOYIOT OTAENBHOrO pasroBOpa, MOTOMY YTO B HUX Pe3epBHOE KOMUPOBa-
HHE 3aBUCHT OT cpeAcTB, npeaoctasnseMbix CYB]] (cHcTeMoit ynpaBnenus 6azamu naH-
HbIX). M 31OT BOmpoc MBI oTAenbHO 3aTparuBath He OymeM. OpHako GOnbluas 4acTh
BOMPOCOB, PaCCMOTPEHHBIX B 3TOH IJ1aBe, MOXET B PaBHOHM CTENEHH OTHOCHTBCA Kak
K ¢aiinam, Tak ¥ k 6a3aM JaHHBIX.

13.2. focrynHocTtb Ha Bce 100 npoueHros

AHann3 BO3MOXHBIX MPHYHH MOTEPH JAHHBIX NMOKA3BIBAET, YTO HaubOojee BEPOATHBI
B 3TOM IUIaHe BTOpXKEHMs XaKepa WIH HapyueHue pabotel obopynosanus. Ecnu B nepsom
cJTy4ae AOCTaTOYHO BOCCTAHOBMTH yTepsAHHBIe (aiiibl, TO BO BTOPOM MOXKET motpebo-
BaTbCA 3aMeHa 060pyI0BaHUA C NOJHOM nepeycTaHoBKOH cucTeMbl. UToGrl 3TOT NMpouecce
HE OTHs T CJIMIIKOM MHOTO BPEMEHH, JIyYllle BCEro 3apaHee MMETb B HATMYMH KOMIUIEK-
TYIOILIHME, KOTOpPbIE MOTYT BBIHTH M3 CTPOA: XXECTKUI JUCK, NAMATh, MATEPHHCKYIO TUIATY,
npoLeccop.

Ecnu B Batiei ceTH kakaas MHHYTa NPOCTOS cepBepa MOXKET Oka3aThea aTalibHOH, TO
Jyvllie NOCTYNHTh OHHM M3 CJIEXYIOWHX COCOO0B: MOCTPOUTH KJIACTEP HIIH COAEPKATh
pe3epBHbie cepBephl. B ciiydyae c60f OCHOBHOrO cepBepa OH MOIMEHSETCS PE3EPBHEBIM,
H paboTy MOXXHO BOCCTAHOBHTH B MAKCHMAJIBHO KOPOTKOE BpEMA.

Haubonee Hane)xHbIM ABJIAETCA MOCTpPOEHHE KiacTepa. Eciim oavH cepBep BBIXOAMT M3
CTpOsA, TO €ro Harpy3Kky Oepet Ha ce6s Apyroii. OTo Mo3BoseT AOOHTHCA NPAKTHYECKH
100-npouLieHTHO# YycTOMYMBOCTH 00OpydOBaHHA OT BepOATHbIX Henonanaok. Ho opranu-
3aliMA KJIACTEPOB — JOCTATOYHO CJIOKHOE M IOPOTrOCTOALLEE 3aHATHE, MOITOMY KOMMa-
HHH CTapaloTCA U3BICKATh MOObIE NPYTHE BO3MOXKHbIE BAPHAHTHI.

BONBIIHHCTBO MpOrpaMM MpPOMBILIIEHHOTO Ha3HAa4YeHHs Y)K€ HMEIOT BCTPOEHHBbIE Cpel-
cTBa Kiactepu3aumu. Ux pabota 10cTaToOuHO MPOCTa, H €€ OTHOCHTENIBHO HENOPOro op-
raHu3oBaTh. B ceTH HaXOmATCA HECKOJIBKO CEPBEPOB, OAMH M3 KOTOPBIX ABIAETCA MacTe-
poM (Master), a octanbHble — noAYMHEHHEIe (Slave). OCHOBHO#H KOMIBIOTEP PEryNsapHO
NochLIaeT B ceTh HH(popMaLHIO O cBoeit paboTOCMOCOOHOCTH M NMEpeaaeT NOA4YHHEHHBIM
cepBepaM M3MEHEHHMSA, KOTOpble MPOHUCXOIAT B 6a3ze JaHHBIX, YTOOHI Ha BCEX MaLIMHAxX
OBUTH ee oMHaKOBLIe KOMHMH. B ciyuae eciv cBA3b € I1aBHBIM KOMIBIOTEPOM NpepbiBa-
€Tc, TO BCIO paboTy Ha cebs GepyT NoAUHHEHHEIE CEpBEPHI.
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IToMMMO MOBbIILIEHHS] HAASKHOCTH paboTHI, KIacTep MOXKET yBEIHYHBaTh M NMPOHU3BOAM-
TEJILHOCTD, €CJIH BCe cepBepbl GYHKLHOHHPYIOT NapajulelibHO, M Harpy3ka pacnpeneieHa
PaBHOMEPHO.

Ewe Gonee AemeBbiM BapHAHTOM ABJIAETCH UCMONBb30BAaHUE pe3epBHBIX JHCKOB. Jlomyc-
THM, y Bac €CTh OIHH CepBep, KOTOPbIH JO/KEH OBITh BCeraa JOCTYNEH MONb30BaTeNsAM.
B Hem ycranaBnmBaercsa auckoBbli MaccuB RAID (Redundant Array of Independent
Disks, M30LITOYHBIH MacCHB HE3aBHCHMBIX JMCKOBBIX HAKOIMTENEH) ¢ MOAAEPXKKOI 3ep-
kanupoBannsa (Mirroring) — T. e. RAID 1 wiu RAID 1+0. B satom cnyuyae RAID 3a6o-
THUTCA O COXPaHHOCTH AaHHBIX, T. K. MX 3alMCh MPOM3BOJMTCA Ha JiBa AMCKA OJHOBpE-
MeHHO. Eciin oMH M3 HUX CJIOMaeTcs, TO MOJIHAs KOTHSA COXPAHMTCA Ha JPYTOM.

A 4TO ecIii BHI{ZIET M3 CTPOSA MaTepHHCKas IU1aTta Wiu npoueccop? Mx 3ameHa norpebyet
BpEMEHH, a Mbl JOTOBOPWIHCH, YTO 3TO HEAOMYCTUMO. UT06bI COKPaTHTL NMpPOCTO# B Ciy-
yae TaKo# HEWITATHON CUTyallMH, NMOATOTAB/IHBAaEM 3apaHee cepBep C UISHTHUYHON KOH-
¢urypauueii o6opyaoBanus. B ciyyae HapymeHus paboThl «Kene3a» JOCTaTOHHO Mepe-
Hecth RAID-MaccHB Ha pe3epBHbIi cepBep, NMEPEKTIOYHTb CeTeBOH kabesib, © MOXHO
npoposokate TpyauTbea. Ilockoneky obopynoBaHHe Ha 06OMX KOMMBIOTEPAX OXHHAKO-
BO€, MepeycTaHOBKa cUcTeMbl He notpebyercs, u RAID 6yaer paboraTe Ha npyrom cep-
Bepe 0e3 He0OXOAUMOCTH H3MEHEHHs KOHQHUTYPallMOHHBIX (aiinos.

Ecnn B Ballieit ceTH HECKONBKO CepBEPOB C OAMHAKOBOH KoHHrypaumei, TO OOWH
pe3epBHBIH KOMIBIOTEP MOXKET CIOY>KMTh 3aMeHoi moboro u3 Hux. ObecnevyeHue co-
XPaHHOCTH JaHHBIX TAKMM CIIOCO60M — HaAMHOrO JieLIEeBJIe MOCTPOEHHs KilacTepa.

B oxHOM o¢uce 1 BuAeN oueHb MHTEpecHOe pelleHne. Ha Bcex KIMEHTCKHUX KOMIBIOTE-
pax ObUTH yCTaHOBJIEHbl MaJIeHbKHE XKECTKHE AMCKH, Ha KOTOpbIX pabotana Toasko OC
u HeoOxomumele efi ¢aiinel U mporpammel. [ToMumo atoro y Bcex depes Mobile Rack
(ycTpoiicTBO, Mo3BonsoLIee CAENaTh BUHYECTEP Ch€MHBIM) ObUTH NOOKIOYEHB! GonbLIMe
OUCKH. AIMUHHMCTPATOp KaxblH Beyep CHUMaJI 3TH AHCKH H AeNal pe3epBHbie KOIIHH Ha
CBOEM KOMIBIOTEpE.

Takoli moaxox MO3BOJNAET NpH BO3HUKHOBEHMH MpobieM c xenesoM unu OC cHATH
JKECTKHI JUCK M NEPEHECTH €ro Ha Apyrod koMmnbiotep. s 3Toro y rpaMoTHOro aaMu-
HHCTpaTopa Bcerja ecThb MOArOTOBJIEHHBIA CHCTEMHBIH 6JI0K, KOTOPHIM MOYKHO 3aMEHHTh
ucrnopuyeHHoe obopynoBanue. Ho ¢ TakuM ke ycrexoM KTO-TO MOXKET B3AThb JKECTKHMii
JMCK M YHECTH €ro AOMOM, a Ha paboTe OCTaBHThH APYTroi AMCK, KOTOpHIit Oyner BbIris-
nets Tak xe. He gymaro, yto aiMMHUCTpaTop OyaeT MpOBEPATh CEPHITHBIN HOMEpP KaXIo-
ro U3 JHUCKOB.

13.3. XpaHeHue pesepsHbIX KONUA

Hecmotpsa Ha ncnons3oBanue RAID u knactepa, pesepBHOE KOMMPOBAaHHE HUKTO HE OT-
MeHsU1, M ero aenatb HeoOxomumo. Ho kyna pesepBupoBaTh AaHHbie? OmgHaKabl MEHs
BBI3BAJIM BOCCTAHOBMTh JaHHbIE TOCJE BBIXOJA M3 CTPOs XKECTKOro AMcka. BockpecHTts
HMHGOPMALMIO, KOHEYHO K€, HE YaJI0Ch, TOTOMY YTO BUHYECTEP BbILIEN H3 CTPOA OKOH-
yaTeJIbHO M 6€CNIOBOPOTHO, MO3TOMY 5 3aAal BIOJIHE JIOTHYHBIH BONPOC: «A rae peseps-
Has xonmuA?» OtBeT 6bUT NMpOCT (BMpOYeM, KaK M BJIAAENbIBI KOMIBIOTEPA) — 3aMacHas
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KOs IeJIaflach Ha TOT XK€ AMCK, HO TOJBKO B ApYyroii pasaen. HekoTophiM oadM o4YeHb
TAXKENNO OOBACHHUTD, YTO MPH MOJIOMKE BUHYECTEPA, KaK MPaBWIO, CTAHOBATCSA HEAOCTYI-
HEIMH Cpa3y BCe €ro pa3ieibl, a He KaKOoi-TO OIMH U3 HHUX.

Ho camoe nHTepecHoe BO Bcefi 3TOi MCTOPMH TO, YTO JMCK HAauall JIOMAThCs Y)Ke A0CTa-
TOYHO AaBHO. Tak yske Momy4HIock, YTO OCHOBHO#H paszen 6bUT B Hauale JUCKa, a pa3fieln
IJIS pe3epBHONH KOMHMH — B CaMOM KOHIIE. Y)ke€ HECKOJIbKO MECALIEB BO BPEMs pe3epBH-
POBaHHA NPOUCXOIWIH OLIKMOKHM AOCTyNa, U HUKTO He oOpaian Ha 5To BHUMaHusA. Jluck
SBHO HayaJl «CHINAThCA», HAYMHAA C pa3/ieNia, HA KOTOPOM XPaHWIach pe3epBHas KOIHA,
¥ TIOCTEINIEHHO UCTIOpYEHHBIE OJIOKH MOKPBUTH BECh BHHYECTED.

PesepsHy10 konuIO Bceraa Hy»kHO JeaTh Ha OTAENBHBIH HOCHTENb. 3TO MOXKET OBITh KaKk
OTAEABHBIA XKECTKUA OMCK, 6J1aro LieHB! Ha HUX MAaJaloT He MO JHAM, a [10 4acaM, TaK U
noboit cMeHHBbIH HocuTenb AocTaTovyHOro obbema. [IOMHHTE, YTO HHKAKOE 3amacHoe
(OKEJIE30» HE CTOMT TakK JOpPOro, Kak HHOPMAaLMsA U IPOCTOH.

XpaHeHVe Ha OTAEIbHOM HOCHTENE MO3BOJIAET PELUUTh NpobneMsbl ¢ 060pyA0BaHUEM, HO
He rapaHTUpyeT 3all{Ty OT BOPOBCTBA WM CTHXHIfHbIX OeacTBuii. MeHs mopaxaroT aj-
MHHHCTPATOpbl, KOTOpbIE MCMONB3YIOT ceiidbl Wi xpaHeHHs abcomoTHO 6ecnonesHbIx
6ymar ¥ rapaHTMHHBIX TAJIOHOB, a pe3epBHBIE KOMMH MOMELLAIOT B MPOCTOH AepeBAHHbIN
AMMK. X04eTcs CMPOCHTL TAKHX CMELIHANIUCTOB: «A 3aueM Bbl 3aINHIIAETE CEPBEP BCEMHU
JOCTYTIHBIMH CPEICTBaMH, KOT1a MOYKHO IPOCTO YKPacTh KOMHUIO JaHHBIX M3 LIKaduuKa
WM SILIUKA cToNa?»

13.4. TTlonutuka pesepsuposaHus

Or Toro, kak Bbl 6yaeTe pe3epBHpPOBATh AaHHBIE, 33aBUCHT CKOPOCTL MPOBEACHHS omnepa-
LMH W MOTEpH Mocje BoccTaHOBNeHNA. Ecnu HHdopMaLus Ha cepepe 3aHMMAeT COTHH
rurabaifT, To He06X0JUMO JOCTATOYHO MHOI'O BPEMEHH Ha €€ KOMMPOBAHHE, YTO BBI3OBET
6onpuryio Harpy3ky Ha npoueccop. Ecnm npoueanypa BIOMHAETCA 110 CETH, TO U KaHal
CBA3M OyZIET NeperpykeH, YTo CAe/NaeT CepBEP MEHEE NOCTYMHBIM.

Bamra 3anaya — opraHM30BaTh pe3epBHPOBaHHE MAKCHUMATBHO 3¢ (EKTHBHBIM METOIOM,
4yTOOBI OHO 3aHMMAJIO KaK MOXKHO MEHbLIIE€ BPEMEHH, M TIPH 3TOM CO3/1aBanach KOMHsA BCEX
HEOOXOIMMBIX JAHHBIX.

[Ipy mnaHUpoBaHUM pe3epBHUPOBaHMs Bbl JOJDKHbI YYHUTHIBATh, YTO €CJIM MIPOH3OHAET Mo-
JIOMKA JXECTKOro JUCKa, TO BCe H3MEHEHHs, BHECEHHBIE C MOMEHTa CO3J]aHHsA MOC/IeHEH
KONMH, 6yIyT notepsaHsl. B cBA3M ¢ 3THM HEOGXOOMMO COXPaHATH BAKHBIE JAaHHBIEC KAK
MOJKHO 4Yallle, HO MPH 3TOM He 3a0bIBaTh, YTO IJIA CEPBEpa 3TO AOCTATOYHO HAKIAAHBIN
npolecc.

Hrak, ckonbko Hocureneii MHpOpPMaLMH HaM MOHAAOOWTCA, Kak 4acTO MX HCMOMb30BATh
M KaK MMH MO0JIb30BaThCA? 3TO 3aBUCHT OT MHOTUX (hakTOpPOB:

O xpaHsmasics uHopmaLus;
O yacToTa U3MEHEHHUSA JaHHBIX;

O HainuKe BO3MOXHOCTH PYYHOrO BOCCTAHOBJICHHA 0OJBILIOr0 KOMHYECTBA NOTECPAH-
HbIX JIaHHbIX,
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0 MakcHMMaJibHOE BPeMsA MpocTos (HEAOCTYITHOCTH) CEpBepa;
O xateropus Haubosee YacTO MEHAIOLIMXCA AaHHBIX.

3TOT CIHCOK MOXXHO MPOAO/DKHTh, HO MBI NOKa OCTaHOBUMcA H ob6cyaum ero. HyxxHo
yeTKko pazobpaThecs, kakHe JaHHbIEe B cHcTeMe H3MeHstoTea. [locne atoro cnexyer pasne-
JIMTh MX Ha TPH IPYNINbl B 3aBUCHMOCTH OT NMEPHOINYHOCTH MOIH(HKALIMM: 4YacTo, peaAKo
H C ONpeNeNICHHBIM HHTEPBAIOM.

BoT ocHOBHBIE KaTanoru, KOTopele A0/DKHBI PE3epBHPOBATHCH!
O /etc — conepXHT KOHPHUTypaLHOHHEIE (aibl;

O /home — noss30BaTeNbCKUE baiIbI;

O karasnor, conepxailidii Be6-Qaibl.

B ocTanbHBIX Karalorax peaKo XpaHATCA JOKyMEHTHI WIH HeoOXOoaUMBIe 1JiIA coXpaHe-
Hua ¢aitnbl. [TporpaMMel U3 KaTanoros /bin WiM /usr HET cCMBICIa Xy6IMPOBATh, MOTOMY
YTO MX JIETKO MepeycTaHOBUTh, 0COOEHHO €CJIH COXPaHEHbl HACTPOHKH.

13.4.1. Peaxo, HO meTKO...

K HeuyacTo u3MeHseMbiM (paiiiaM MOXKHO cpa3y OTHECTH KoH($pMrypauuoHHble (aiiisi
(xartauior /etc). B 3TOM KaTanore MaccoBbleé KOPPEKTHPOBKH MPOMCXOAAT Ha 3Tale ycTa-
HOBKHM cepBepa. 3aTeM KOMIMBIOTEp MOXeT paboTaTh roJaMH, M H3MEHEHHA TPOH3BOAATCA
B CiTy4ae 0GHOBJIEHHS MPOTPaMM HIIH BHECEHHA KAKMX-TO MOMPaBOK.

s XxpaHeHHs KOHQUIypaLMH XBaTHT JaKEe CAMOro HEGOJBIIOro HOCHTENA C HEBBICOKOM
ckopocTtblo. EnnHcTBeHHOE TpeboBaHUe K HEMY — JIOJKHA UMEThCA BO3MOXHOCTH Iepe-
3anucH. S ang 3THX Leneit ceifuac Mcnoib3yio AMCKH, noakmoyaeMsie no USB.

[Tockonbky KOH(QUrypaLMs U3MEHAETCA PEKO, TO MOXHO JeNaTb KOMHH cpa3y Mociie
BHeceHHUs mpasok. A 3TOro JHOCTaTOYHO 3amucaTh Ha Pe3epBHBbIA AUCK M3MEHEHHBIH
¢aiin 1 He KONMUPOBaTh BCe OCTANIbHbIE KOH(PUrypalOHHbIE (aiinbl.

[Ipu BoccTaHOBIEHHH OaHHBIX HEOOXOAMMO BCEr/ia HAYMHATh ¢ KOHPHIypauMy — B nep-
BYIO ouepelb, ¢ ¢aiinoB /etc/passwd H /etc/shadow. Eciiu aToro He cmenarb, To HH OAHa
MporpaMMa He CMOJKET YCTAaHOBHUTD MpaBHIbHBIE NpaBa AOCTYNA.

13.4.2. 3auactTunum. ..

YacTo H3MEHAEMBIMH MOTYT GbITh 6a3bl JaHHBIX M OCHOBHBIE (paiinbl ¥ JOKYMEHTBI MOJIb-
3oBaTesied (katanor /home), KOTOpbIE KOPPEKTHPYIOTCH KakIbld AeHb. X pesepBHEbIE
KOMHHM MOXHO M HY)XKHO CO3]1aBaTh €XeIHEBHO. EciiM npouecc KOMHpoBaHMS OTHMMaeT
C/IMILIKOM MHOTO BPEMEHH, TO ClIeyeT 3TO AeNaTh [0 OKOHYaHHH pabouero mHA WM
B 06€ICHHBIH NepepbIB, KOraa Harpy3ka Ha cepBep Hike. Uto6b1 He cHIETh HaJ KOMITBIO-
TEpOM B TaKM€ MOMEHTBI, MOXKHO CO3[aTh CLEHApHH, KOTOpble OYQYT BHIMONHATHCA MO
pacnucanuio. Ecnin nponssoauTe pezepBHpoBaHKe ABa pa3a B AeHb (B oOeleHHBIH mepe-
pbIB 4 B KOHLe paboyero JHs), TO B Clly4ae aBapuM Bbl PUCKYETE€ NOTEPATh HIMEHEHHS
TOJIBKO 3a MOJAJHS (C MOMEHTA pe3epBUPOBaHHMA 10 cO60d CHCTEMBI).
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Jlns 3THX AaHHBIX A HCMOJIB3YIO CEeMBb Mepe3anuceiBaeMbix Hocuteneil. Kaxawiit u3 Hux 1
Ha3bIBAalO COOTBETCTBEHHO OHAM HeENENH, MOTOMY YTO B NMOHEAENbHHK KOMUPYI HHOp-
MalMIO Ha AMCK ¢ Haanucblo «[loHenenbHHK», BO BTOPHUK MUY Ha AWCK «BTopHHi»
UT. O

13.4.3. Yacto, HO He BCE...

Jlaneko He Bce daiiibl B kaTasiore /home M3MEHAIOTCA €XEXHEBHO. BONBILMHCTBO M3 HUX
He TporaroTcs rogaMH. Yto6sl He TPaTHTh KKABIA pa3 BpeMs Ha TaKHE AAHHBIE, MOXKHO
MCITOJIb30BaTh KOMaH ibl, KOTOpbIE MO3BOJIAT KOMUPOBAThH TOJNBKO TO, YTO KOPPEKTHPOBA-
Jock. CaMblit TpocTOi BapHaHT — BBIOpaTh Bee ¢aiibl, y KOTOPBIX JaTa W3MEHEHUA Ha-
XOIHMTCA B ONPEAETEHHOM MPOMEXKYTKE BPEMEHH.

Ilpn Mcronb30BaHMK YTHIMTHI tar CO3aHME pe3epBHBIX KOMHH, KOTOpPblE XPAHAT TOJb-
KO HM3MCHEHMs, CTAHOBMTCA pealbHO TPHBHANbLHOH 3amayeif, H 3TO Mbl PacCMOTPHM
B pazo. 13.5.2.

ITpn ncnone3oBaHuH Takoil MOJIMTUKK MOXKHO JE€HCTBOBATH CJIEAYIOIMM 06pa3oM:
O B KOHLE HEAENHN MPOU3BOANTE MOJTHOE KONHPOBaHHE KaTajiora /home;
O kaxaplii JEHb COXPaHATH H3MEHEHHbIE (aiinibl.

B cnyuae aBapum BOCCTaHOBNEHME JO/DKHO MPOMCXOJAMTh TOYHO B TOH MOC/EAOBATEINb-
HOCTH, B KOTOPO#i MPOMUCXOIWIO pe3epBMPOBaHHE: CHayalla BOCCTAHABIHBAEM MOJHYIO
KOTIHIO, a MOTOM IO OYepelM BO3BpalllaeM Ha MecTO Bce (aiibl H3 pe3epBHBIX KOMHIA.
Ecnu nopsanok 6yner HapyllieH, To eCTh pUCK 3aMECTHTB HOBBIi ¢aiin 6onee cTapeiM.

KonupoBaHue naHHBIX MO JaTte U3MeHeHMs YAOGHO, HO JOCTYNHO He Bcerda. bonbumu-
CTBO YTHJINT YMEIOT JIMUIL OOHOBJIATH CYLIECTBYIOMIYIO Konuio. B aTom cirydae cHavana
co3JaeTcs MojiHas KOMus, a NOTOM ¢ NMOMOIIBIO CIIELMAIBHOrO KJTH04a 3aJaeTcd oOHORBJIe-
HUE (aiinoB, KOTOpbie OLUTH H3MEHEHBI.

OT1O0T cnocob xopoll, HO OH 3aMeHseT Bce cTapsle ¢aiinbl. [Tocsie 3Toro Henb3s OTKATHTE-
cA Ha3aj] M Y3HaTh, 4TO ObLTO IO MOCJeAHero pesepBHoro konupopauusa. C npyroii cto-
POHBI, MPH HANHWYMH TONHOM KOMHH JUIA BOCCTAHOBJICHHA JOCTaTOYHO CKOMHPOBaTh €€
B CHCTeMY, H paboTa MOXeET NPOAO/DKATLCA.

Kaxapiii neHb U3MeHseTCd He Tak yX MHOro (aiinoB, NO3TOMY pe3epBHpoBaHHE OydeT
MPOMCXOAUTH JJOCTATOYHO OBICTPO, W €ro MOXHO MPOU3BOJMTD B Mpoliecce paboTel cep-
Bepa. OnHaKo B TAKOM CJTyYae BBl PUCKYETe UCTIOPTUTh AOKyMEHTBI. JlomycTuM, YTO eCTh
nBa ¢aiina, uHpopMalMi B KOTOPBIX XKECTKO cBa3aHa. Eciau Bo Bpems KONHPOBaHHSA
oaHoro daiina apyroii 6yner MoqupUUHPOBaH, TO B pe3epBHYIO KOIHIO NMEPBLIH nonaja-
€T H3MEHEHHBIM, a BTOpoii — HerT. [lociie BocCTaHOBIEHHS MOTYT BO3HHKHYTDH CEPbE3HbIC
npo6nemel B paboTe, MOTOMY YTO HAPYLIMTCA LIETOCTHOCTh AAaHHBIX.

13.4.4. TlepuoauuHo. ..

JaHHble, KOTOpBIE H3MEHAIOTCA C OMNpeJeNeHHBIM MHTEPBATIOM, HYXKHO B COOTBETCTBHH
C HUM H pe3epBupoBaTh. Hanpumep, HekoTopbie ¢aiinbl HCMONB3YIOTCA BO BPEMS €XKeMe-
CAYHOH OT4eTHOCTH. Kak mpaBuyio, oHH JOCTaTOYHO OonBWIOro pa3Mepa, H CO3NaBaTh
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peryJspHO HX pe3epBHYIO KOMHUIO He UMeeT cMbicia. HamHoro s¢gextnBHee aenatek 310
B KOHLIE OTYETHOTO MEPHOJA, a IOTOM BECh MECALl He TPATUTh PECYPCHI Ha JIMLIHUE Ofle-
pallMH C HEM3MEHAEMBIMU JJaHHBIMH.

13.4.5. TTonHaa xonua...

HanGonee HagexHbIM CrocoOOM ABNIAETCA CO3JaHHE MOJNHON KOMUU BCEro XeCTKOro
mucka. B atoM citydae uHgopMainus MoXKeT COXpaHATbCA HE3aBUCHMO OT (paiioBoii cuc-
TeMbl, IOTOMY YTO NMPOrpaMma KOMHUPYET BECh AUCK (OAMH K OJHOMY), UCIIOJNb3YA Ipsi-
MO JOCTYI K NOpPOXKaM. BoccTaHOB/IEHHE TONHOI KOIIMM rapaHTHPYET, YTO BCE mpaea
HaCTPOEHbI YETKO, M IIPOrPaMMBI Cpa3y e FOTOBEI K HCIOJIb30BAHMIO.

Ho sToT cnoco6 MMeeT DOCTaTOYHO MHOTO HEAOCTATKOB!
O TpebyeT MHOrO BpEMEHH;
O BbI3BIBAaET CHILKOM GOJNBLIYIO HATPY3KY;

0 MoXXeT BKJIIOYATh B Pe3epBHYIO KOMHIO Bce (pailiibl, Jake Te, KOTOpble HE ABIAIOTCA
HeoOXOAMMBIMH, — HanpuMep, Karasor /tmp.

PesepBupoBaHue noHO# KonKel oueHb y100HO MCIIONB30BaTh A1 NepeHoca JaHHBIX Ha
Apyroit cepBep WIH THpaKHpoBaHUsA KoH$urypaumu. Hanpumep, BaM HeoOxoauMo Ha-
CTPOUTH HECKOJIBKO OJHOTHMHBIX KJIMEHTCKHX KOMIBbIOTEPOB. CkOH}pHIrypupyiite oauH,
clenaiTe ero MojHyi0 KOMMIO H BOCCTAHOBUTE Ha OCTAIbHBIX MalIMHax. Takoil MeTon
HaJie)KHee, YeM MpOCToii nepeHoc (aioB ¢ OQHOTO KOMIBIOTEPa Ha JpYyToi.

13.5. PesepsuposaHue B Linux

MBI paccMOTPUM TOJIBKO T€ BO3MOMHOCTH, KOTOpHIE Yike peain3oBaHsl B Linux. S He
Oymy pexiaMMpoBaTh CTOPOHHHE pa3paboTku. S BooOuie He OO0 KOro-TO BHIAE/ATS,
TIOTOMY YTO MOTY HENOOLICHHMTb ApYrue MpOMyKThl, C KOTOPBIMHM i HE paboTan Wi He
3HAKOM B JOCTATOYHOH CTETICHH.

A yro BcTpoeHO B Linux? 310 mpocTeie KOMaHABl KOMHPOBaHMA M apXMBUPOBaHMS, KO-
TOPBIE MOXKHO aBTOMAaTH3HPOBaTh, NMPOINKCAB B IUIaHMPOBIUMKE 3aa4. Ecnu pesepeupo-
BaHHe TpeOyeT BBIMOJIHEHHUA HECKONbKHMX IMPEKTHB, TO M3 HUX MOXKHO co3aath (aiin
CLIeHapH, KOTOPBIi GyIeT BBHINOIHATE BCe HEOOXOOUMOE.

13.5.1. Konuposaxue

Camblif NpocTOif BapHaHT CO3JaHHMsA PE3EPBHOM KOMHM — HCMOJIB30BaHHE KOMAHOBI cp
(xonupoBanue ¢aitnos). Tonbko NpH KONMHPOBaHHMH HEO6XOAUMO 06A3aTENBHO COXPAHATH
npaBa noctyna k ¢aity. BoT xak MOXeET BBIIAJeTh KOMaHA3, COXPAaHAKOLIAs KaTalor
/home Ha NPUMOHTHPOBAHHBbIA K CHCTEME AHCK /mnt/resdisk:

cp -a /home /mnt/resdisk

3neck A MCMOJMB30BA KIIIOY —a, KOTOPBI PaBHOCHIEH YKa3aHHMIO cpa3sy Tpex Kiovei
(-dpR):
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O -d— He cnenoBaTh N0 CHMBONBHBIM CChUIKaM. Mbl KOMHPYEM KaTaior B TAKOM BHJE,
KaK OH €CTb;

O -p— coxpaHATh NpaBa AOCTyNa K ¢aiy;

0 -R— KOMWPOBATh KAaTaNoOrH PpeKypCHBHO, YTOGBI Ha apXHMBHBIH AMCK nomnanu Bee daii-
Jibl ¥ TIOAKATAJIOTH.

IMosyyaetcs, 4To KoMaH/1a, NOKa3aHHAA paHee, HISHTHYHA ClEAYIOIEH:
cp ~dpR /home /mnt/resdisk
C noMotupto 3TO# AMPEKTHUBBI MBI CO3JaeM MOJHYIO KOTMIO KaTajiora. A Kak MOXHO Co-

XpaHUTh H3MeHeHna? Jlng sToro Heo6xoAMMO MPOU3BECTH KOMHPOBAHHE Ha TOT XKeE AMCK,
TOJIBKO € YKa3aHHEM KITI0ua —u:

cp -au /home /mnt/resdisk

[TIpu 3TOM 6ynyT ckonupoBaHsbl Bce ¢aiinbl U3 katanora /home, 1aTa H3MEHEHHA KOTOPBIX
MO3Xe, YeM Y IOKYMEHTOB M3 KaTajiora /mnt/resdisk.

13.5.2. YTunura tar

Komnuposate no ogHoMy ¢aiiny He odeHb ynobno. Jlydiie, koraa Bce HaXOOUTCA MOA
onHo# kpeimeii. B Linux ects yTunura tar, kotopas cobupaet Bce aitnel B OIHH. ITOT
NpoLecC Ha3bIBAIOT apXMBHPOBAaHHMEM, HO Bbl JO/DKHBI YYHTHIBAaTh, YTO tar HE CKHMaET
¢aiine. Ecnu Bbl o0beauHsieTe ¢aiinbl o6wum pazmepoM B 2 M6aiit, To apxuB Gyner
UMeTh pa3Mep HyTh Gonblie (pa3sMep Bcex (aityioB ILTIOC 3arosloBOK tar).

npeHMyU.ICCTBO CGOpKH Lenoro Karajiora B OauH q)aifm COCTOHT B TOM, YTO UM IIpoll€
NOTOM YIIPABJATE H COKUMATh CNICL{HAJIM3UPOBAHHBIMH NTPOrpaMMaMH.

J1s apXMBHPOBaHHA, Kak MUHUMYM, HY>KHO BBINOJIHUTh KOMaHMY:

tar cf apxmup.tar karanor
3nech y Hac JiBa napaMertpa:
O c— yka3pIBaeT Ha Heo6X0AUMOCTb CO31aHNA APXUBA;

O f— Ha3sHavaeT apxMBHBIH Qaiin win ycrpoiictso. Ilo ymonyaHuio ucnonb3yercs ycr-
poHicTBo /dev/rmt0.

HTal(, U1 apXUBUPOBaHHUA KaTaJiora /home BBITMTOJTHAECM CJIEAYIOLYHO KOMaHTYy:

tar cf backup.tar /home

INpu Mcronb30BaHKWM MapaMeTpoB cf B apXUBe coXpaHseTcsd M myTh K ¢aiinam. Ecan pac-
NaKoBaTh CO3JaHHBIi HaMM apXWB, TO B pe3yJibTaTe B TEKyLUeM kaTanore OyAeT co3aH
Kartayior home, a B HeM yxke OYAyT pacrnojarathCsl BCe MoJIb30BaTeNbcKkHe kaTanoru. Ha-
MpHMeEp, €CIH 3aMyCTUTh KOMaHIy pa3apXHWBUpPOBaHUA B KaTalore /home, TO KaTalord
nosip3oBarenied Okaxyrcs B /home/home, a e€c/id HaxoOWThCA B /etc, TO MOJbL30BATENH
YBHIOAT CBOH KaTajlory B /etc/home.

Yto6b1 NOOHTBCA NMPaBWIBHOTO Pe3yJIbTaTa, HYXKHO MEpelTH B KOpPEHb AMCKA M BBIMO-
HATL KOMaHIy TaM:
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cd /
tar xf /home/backup.tar

3nech Mbl M3 KOPHEBOTO KaTaIora pa3apXHBHPYeM Pe3€pBHYIO KOTHIO, KOTOpas HaXOAMT-
ca B ¢aiine home/backup.tar.

TloMuMO 3TOTO, I APXMBHEIX ONEPALUii MOTYT NPHTOAUTHCA CJIEAYIOIHE KIFOYH YTH-
JIMTHI tar;

O v— BBIBECTH Ha 3KpaH HHopMalMio 00 apXMBHpPyeMOM (HIH PaclaKOBBIBAEMOM)
B JJaHHBIH MOMEHT (aiine;

z — Ha#TH U 06paboTaTh npu pacnakoske GZIP-apxuBbi;

p — pa3apXHBMPOBaTh BCIO HHOOpMaLHIO 0 6e30NacCHOCTH;
d — HaiTH pa3NnUYHA MEXTY apXHBOM H (daiilaMH CHCTEMBI;
t — MPOCMOTPETb COAEPIKMMOE apXHBa;

u — OOHOBHTH (aiiIbl B apXHBE, KOTOpbie ObLTH H3MEHEHBI;

Qaooaaoaq

n date — KOGABHTH B apXHB TONBKO T€ (pailibl, KOTOpbIE H3MEHEHBI MO3)XKe YKa3aHHOM
natel. [lapameTp date 1o/mkeH ObITh 3aMEHEH HEOOXOAMMOH JaToiA;

0O p— He ynanaTh nepsbiii cuMBOI /. B 3TOM ciTyuae, B kakoM kaTaniore Bbl HH 3aIyCTH-
Te pa3apXHBHPOBaHHe, (ailTbl MONMAIYT HA CBOE POJHOE MECTO.

C nomolIuplo YTWIHTEH tar MOXKHO apXHBHPOBaTh CpPa3y HECKOJIBKO KaTanoroB. Cnemyio-
Ias KOMaH/a MOMeUlaeT B apXMB KaTanors /home H /etc:

tar cf backup.tar /home /etc
Yr1o6BI MpOCMOTpPETh COAEPIKMMOE apXHBA, MOXKHO BHIMTOJTHHTE KOMaHJTY:

tar tvf backup.tar

B oTtBer Ha 3T0 Ha 3kpaHe OyayT mokasaHbl Bce (aiinbl M KATANTOrH apXWBa, HX MpaBa
HOOCTYNa H Baanensusl. PesynbraT MOXHO yBHOETH B tMcTHHrE 13.1.

| TucTuHr 13.1. Pesyni=TaT NPOCMOTP COREPKMMOTD apXMBa

drwx———--- 504/504 0 2004-11-27 20:24:05 home/adr/

drwxr-xr-x 504/504 0 2004-11-27 20:24:05 home/adr/.kde/

drwxr-xr-x 504/504 0 2004-11-27 20:24:05 home/adr/.kde/share/
-rw-r—-r-- 504/504 118 2004-11-27 20:24:05 home/adr/.gtkrc 5
-rw-r--r-- 504/504 24 2004-11-27 20:24:05 home/adr/.bash logout
-rw-r--r—-- 504/504 191 2004-11-27 20:24:05 home/adr/.bash_profile
-rw-r--r-— 504/504 124 2004-11-27 20:24:05 home/adr/.bashrc

-rw-r--r-- 504/504 5 2004-11-27 20:24:05 home/adr/text

-rw-r--r-- 504/504 2247 2004-11-27 20:24:05 home/adr/.emacs

ITocMoTpuTE Ha MOCIECAHIO KOMOHKY, i€ MOKa3aHo pacnosioxkeHue ¢aiiia. O6paTure
BHMMaHHE, YTO MyTh HE HAYHHAETCA C CHMBOJA /, YKa3bIBAaIOUIErO Ha KOpEHb JHCKA.
IlosToMy Tako# apxuB Hy»KHO PaclaKOBBHIBATb B KOpHE, MHaYe OH OydeT co3napaThCA
B TEKYLIEM KaTanore.
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C noMolupio tar 04eHb YIOOHO H JIETKO CO3/1aBaTh Pe3ePBHbIE KOMUH, KOTOPBIE COASPIKAT
TONBKO H3MeHeHHA. s 3TOro Mbl MPOCTO 3a/1aeM KIIOY —g U YKa3biBaeM Kako-To Qaiin,
KOTOpEIii OyZieT HCIONB30BaThCA VIS OTCIEKHBAHHA TOrO, Kakue (aitnbl y)ke pesepBHpO-
BAJIHCBh, M KaKas BEPCHS Y)Ke HAXOAUTCSA B apXMBe.

JlaBaiiTe paccMOTPHM BCe 3TO Ha IpUMepe:

tar —cf backupO.tar -g home-flenov.snar /home/flenov

3nech:
0O c— yka3biBaeT Ha HEOOXOAMMOCTD CO31aHUA apXUBa;

0O f— ykasbIBaeT Ha TO, YTO Mbl XOTHM 3aJlaTh omnpeAeneHHoe UM ¢aitna, H 3To uMA
HIET cpasy Moce Kimoya: backupO.tar;

O g— yka3bIBaeT Ha TO, YTO HYXKHO KOMMPOBAaTh TONbKO M3MeHeHHUA. [locne 3roro kmo-
4a HY)KHO yKa3ath ¢aiin, rae GyayT XpaHHTbCA H3MeHeHHd. B kadecTBe ero HMeHH A
HCIIOJIL3YIO MOJIHBIH MyTh K HEMY, POCTO BMECTO CJI3LIEH yKa3bIBalO CHMBOJI THpE.

S 3ametnn, 4TO OYeHb 4HacTo TakuM (paiinaM naloT pacmiMpeHde snar. Sl TouHO
HE 3Hal0, HO MHE KaXKeTcsl, YTO 3TO OOBeMHEHME ABYX CJIOB: SN, KOTOpOE YKa3bIBaeT
Ha cJ10BO snapshot (CHHMOK), ¥ ar, KOTOpoe YKa3bIBaeT Ha apxuB tar. BosmoxHo, 1 TYT
He MpaB, HO, B ITOOOM CiTy4yae, pacIIMPEHHE MOXET OBITh U IPYTHM;

O Hy 4 B KOHLIE HAET KaTa/IOr, pe3epBHYIO KOMUIO KOTOPOrO Bbl XOTHTE CO3AATh.

3amycTuTe KOMaHIy: tar CO3acT MOJIHYIO pe3ePBHYIO KOMMIO, eciii daiin flenov.snar He
CYILECTBYET.

Teneps nonpoOyiire U3MeHHUTh napy ¢aiiIoB WIH CO3JaTh HOBBIH U CHOBa BBITOJHHTD
KOMaHAy:

tar -cf backupl.tar -g home-flenov.snar /home/flenov

S yBennumn yKcio B UMEeHH ¢aiina apxusa c 0 A0 1. B aTot ¢daiin yxe nmonamyTt Tonbko
HM3MEHEHHU C MOMEHTA TocleIHeH pe3epBHOH KOIMHH.

13.5.3. Ytunura gzip

B OC Linux ecTh JOCTaTOMHO MHOT'O Pa3IMYHBIX YTUIIMT [UIA YNaKOBKH NaHHbIX. Han6o-
Jiee MOMyIApHO#H U3 HUX ABngeTca gzip. [IpeuMylecTBo apXMBUPOBaHHUA niepel NPOCTON
YTIAKOBKOM JJAHHBIX 3aKJTI0YAETCA B TOM, YTO Pe3yJIbTHPYIOIIAA KOMHA 3aHMMAeT MEHBILE
MeCTa, a 3HAUMT, HOCUTEND )19 pe3epBUPOBaHUA NIOHANOOUTCA MEHbLLEro obbema.

Yaine Bcero KOMMpYIOTCS JOKYMEHTHI, pa3Mep KOTOPhIX B 32apXHBHPOBAHHOM BHJIE MO-
*KeT yMeHbliaTbes Ha 90%. TekcToBBIe AaHHBIE CKMMAIOTCE HAMHOIO JTydlle, YeM Mpo-
rpamMMel.

Henocrarok apxuBHpoBaHHS — BO3pAacTaeT Harpy3ka Ha MpoLeccop, H MOXeT noTpebo-
BaTkCA Gonbllie BpeMEeHH Ha co3jaHue NosHo# konuu. OIHAKo 3a CYET TOro, YTO apXHB
3aHHMMaeT HAMHOTO MEHblLIe MECTa, ero KOMHPOBaHHE Ha CETEBBIE Ppecypchl WIH 3alUCh
Ha cbeMHble HocutenH (ZIP, JAZ, CD-R/RW, DVD-R/RW u np.) npou3soautcsi GeicT-
pee. B utore MoxeT BBIATH, YTO 3aTpaThl BpeMEHM Ha KOMHPOBAHHE H IMPOLIECCOPHOTO
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BPECMEHH Ha apXHBHDOBAHHE OKAXKYTCA HACHTUYHBI 3aTpaTaM Ha KOIMHPOBAaHHC 6e3 apxu-
BHPOBaHHA WIH JAKE MCHBLIC.

[pexxne yeM cxuMaTh kakoH-nubo daiin, pexomenmyerca noarotosuts TAR-apxus.
[ToToM A0CTaTOYHO BBIMIONHUTD KOMAHIY YNAaKOBKH:

gzip -ypoBeHb Oainn.tar

B kauecTBe KIIOYa -yposens HYXKHO YKa3aTh CTENIEHb KOMIpPeCCHH. MakcHMManibHBIi ypo-
BeHb paBeH 9. ITocne 3Toro ykaseiBaerca uMs TAR-apxusa. [laBaiite coxxMeM apXMBHBIH
¢aiin, KoTophlii MBI CO3JaTH U3 KaTanora /home, NMPHUMEHsAs HAHOOMBIIYIO KOMIIPECCHIO.
BBINMONHUTE CAETYIOUYIO KOMaHY:

gzip -9 backup.tar
Teneps NMPocMOTpHTe cofepxuMoe katanora (komaHga ls). OOpaTHTe BHHMaHHE, 4TO

¢aiina backup.tar Gonbiie HeT. BMecTo Hero mosBmica ¢ain backup.tar.gz, pasmep KoTto-
pOro 3HaUMTENBHO YMEHbLIKIICA.

Yto6Bl pazapXMBHPOBaTh Takoii ¢ailn, MOXKHO MONB30BATLCA BCE TOH XE KOMaHAOM tar,
TONBKO HEOOXOANMO yKa3aTh IUTIOUH xfz:

cd /
tar xfz /home/backup.tar.gz

Dra KoMaH[ia CHavana pasapxuBupyet GZ-¢aiin u TyT e pacnakyer TAR-apxus.

Ecnu Heo6xoaumo, n3 GZ-gaiina cHoBa nomyuuts TAR-apxup (6e3 ero pacnakoBkH), To
MOJKHO BBITIOIHMUTE KOMaHAy:

gzip -d /home/backup.tar.gz
IMocne aToro Bl cHOBa yBHAMTE aiin backup.tar, a paiin backup.tar.gz ucuesHer.

Tenepp BB TOTOBBI HamUcaTh CBOH CLiICHapHii, KoTopblii Gyner cobupaTh Katanoru mis
apxusupoBaHus B TAR-¢aiin, a 3atem cxumarb ero, 4yto6pl yMeHblIMTH pa3smep. Ho
MOJKHO HE HCTONIb30BaTh JIB€ KOMaH/ABl, a 00OHTHCE 0fHO#M. BoT Kkak 310 aenaercs:

tar cvf - /home | gzip -9¢ > backup.tar.gz

3neck Mbl cobupaeM B TAR-apxuB kaTasnor /home M TYT XKe CKMMaEM €ro YTHIMTOH gzip.

TMomMuMO gzip 1J191 apXHBMPOBAaHHUA WHOTAA HCIONb3YETCs YTHIMTa COmpress, HO ee BO3-
MOJKHOCTH MO CKaTHIO HUDKE, U K TOMY K€ BOKPYT Hee BO3HMKAIN CKaHOAbl H pa3bupa-
TEJNBCTBA NO MOBOAY JHLEH3WH. BOJBIIMHCTBO aIMMHHUCTPAaTOPOB YXe€ MEpeLuUTH Ha MC-
NOJB30BaHHUE EZip, U 1 BaM PEKOMEH/IYIO C CAMOro Ha4alia NPUBBIKATh K 3TOH NMporpamMe.

13.5.4. Ytunura dump

Bce mpenpifyinue KOMaHIbl, KOTOPEIE Mbl PacCCMaTpPHUBAIM B 3TOW IJIaBe, HE ABJIAIOTCA
CreLUATM3UPOBaHHBIMM KOMaHIAMH PE3E€PBHPOBAHHMA. JTO MPOCTO KOMaHbl KOITMPOBa-
HHA Y apXMBHpOBaHUA daiioB. A BoT yTwinta dump npeanHa3sHaueHa MMEHHO IS CO3-
JlaHHA pe3epBHOI KonuM (aitnoBoi cucteMsl Ext (moanep)xuBaloTcsa BepcHH, HaYMHAsA CO
BTOpO}).
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JU1s1 BBINOSTHEHNSA pe3epBHOI KOMUY HYXHO, Kak MUHHMYM, YKa3aTb:

0O -n — ypoBeHb pe3epBHOI KONMUY, I'le n MOMXET U3MEHATBCA OT 0 A0 9. IIpu 3Haue-
HHH 0 co3aeTcs MOJIHaA pe3epBHas KOMUA. YPOBHH BEIIIE 0 O3HAYalOT GOPMHUPOBa-
HHE pe3epBHON KOMMHM H3MEHEHHIA, MPOU30IIEAIIHX C MOMEHTA NOCAEAHEH NOMTHOH
PE3€pBHOM KOMMM WM CO3AAaHUSA KOMMHM C MEHBLIUM YPOBHEM;

O -u— TpebOBaHHe MpU YyAAYHOM 3aBEpPLICHHH pe3epBUPOBaHHA OOHOBHMTL daiin
letc/dumpdates, B KOTOPOM XPAHATCA AaThl CO3[aHHs PE3E€PBHBIX KOIHA,

O -f dain — UMA (paiiia UM YCTPOICTBO, Ha KOTOPOE HYXKHO MPOU3BOAMTEL Pe3epBHOE
KOITMPOBaHHE.

Hrak, npocreiilias komaHaa co3iaHus MONHON pe3epBHOM KOMMY BEITIISMT CJIELYIOILIHM
oGpazom:

dump -Ou -f /home/backup.bak

lIJ'lﬂ COXpaHECHHA H3MEHEHUH HY)XHO U3MCHUTH YPOBEHb, YKa3aB 3Ha4CHHE 6orblue HyJ1e-
BOTr0, HAPHUMEP:

dump -1lu -f /home/backup.bak

,uﬂﬂ BOCCTAHOBJICHHA cbaﬁnoa M3 apXnBa CITY)KHMT KOMaHJa restore. Ho npexae 4eM €€

3aITyCKaThb, Bbl JOJ/DKHB yOEAUTBCA, UTO HAXOAMTECH B KaTajore, KOTOPbIA MPUHAIIEKUT
BOCCTaHaBJIMBaeMoii aitnoBoii cucreme.

B kOMaHfe restore AOCTATOYMHO TOJIBKO YKa3aTh KIOY —f W ¢aiifl, KOTOPbIH HYXHO BOC-
cTaHOBUTb. EcnM NMpUMEHHTh KIIIOY -i, TO Bbl NMONAJAE€Te B MHTEPAKTHUBHBIA PEXHM,
B KOTOPOM MO>KHO 3aiath (aiisibl 111 BoccTaHOBIEHUA. IHTEPaKTUBHBIN PEXHM NMOX0XK
Ha peXHM KOMaHIHOH CTPOKH, TONBKO BMECTO pealbHOH (ailnoBoll CHCTEMBI B HEM BBl
Iy TEIIECTBYETE NO apXHBY. [IpH 3TOM MOXKHO BBINOIHATE CIEAYIOLINE THPEKTHBBL:

O help— BBIBECTH KPaTKYIO IOMOLIb 10 JOCTYITHBIM KOMaH/IaM;
O 1s — oTobpa3uTh COAEPIKUMOE TEKYLIEro KaTalora;

O pwd — nokasaTtb TeKyLIMiH KaTaor;
g

add xaranor — J00aBHTh B CIMCOK IS BOCCTaHOBJICHUA yKaBaHHblﬁ B Ka4C€CTBC
apryMeHTa KaTtaJior;

Q

cd — CMEHHUTD TEKYLIMH KaTaJIorT;

O delete xaTamor — YAQINTh U3 CMHCKAa BOCCTAHOBJICHUA KaTaJlor, yKaBaHH]:lﬁ B Ka4ye-
CTBEC I1apaMETpa,

O extract — BOCCTAHOBHTB Bce (paiiibl U3 CO3JaHHOTO CITMCKa;

O quit — BBIXOJ.

13.6. 3awmra pesepsHbIX KONUUA

Her cMbicna 3alMInaTe CUCTEMY, €Cld KOMIIAKT-AMCKH C pe3epBHBIMH KonuaMu Gecro-
PANOYHO JeXaT y Bac Ha cToie. Pe3epBHble KOMMH XPaHAT BCE OCHOBHBIC IaHHBIE
KOMITBIOTEPA, M €CJIM IUCK MOMAJeT B PYKH Xakepa, TO eMy yxe He Hajao 6yaeT HM4ero
B3JIaMBIBaTh.
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OnHaxapl s BHAEN, KAK CEKPETHEIE NaHHBIE C XOPOLUO 3aLMILIEHHOTO CepBepa KaIbii
4ac KOMHPOBAIHCH Ha MPOCTOH KOMIBIOTEDP MOJIB30BATENA, HA KOTOPOM BCE HACTPOMKH
OBLUTH yCTaHORBJIEHBI MO YMOJT4aHHIO. TaKylo CHCTEMY Xakep B3JIOMAET 3a MATh MHHYT.

K 3amute pe3epBHEIX KOIMMH HYXHO MOAXOAMTH CO BCEil OTBETCTBEHHOCTHIO. CaMbiit
MpOCTO¥H BapHaHT — NMoMecTHTH HX B ceiid. Ho myume Gyner 3ammdpopats daiin nepen
3a[MCBHIO pe3epBHBIX KOImMiH Ha Hocuresnb. HanomuHato, 4yto caenars 310 (Wis npuMepa
¢ ¢aiinoM backup.tar.gz) MoxxHO ¢ noMolneio nakera OpenSSH, ncnons3ys cnepyioiryio

KOMaHay:

/usr/bin/openssl des -in /home/backup.tar.gz -out /home/backup.sec

B otBeT Ha 310 Gyaner co3naH ¢aiin backup.sec. IMeHHO ero u HaJio 3anMCHIBaTh Ha HOCH-
TeNb JJIA JOJITOCPOYHOTO XpaHeHHA. Tosnbko He 3abyabTe yaanuTh MOTOM C Aucka ¢aiibl
backup.tar.gz u backup.sec.

Ipu BoccTaHoBIEHHH (aii cHavyaia HeoOX0MMO paciindpoBaTs:

/usr/bin/openssl des -d -in /home/backup.sec —out /home/backup.tar.gz

IMTocne 3TOro MOXHO pa3apXMBHUpPOBaTh Bee (aiiibl Ha CBOM MeCTa.

13.7. Obnaxka

Bce 6onmbine nmomynsapHOCTH HabHpaloT «obnayHbie» TeXHONOrHH. CaMBIMH H3BECTHBHIMH
npoBaiiiepaMH ceityac sasaoTcs Amazon ¥ Microsoft — obe koMnanuu npeaoCTarnAIOT
Xopoiure U yaoGHble cpeAcTBa A MOCTPOCHHSA KJIACTEPOB M 00ECIIEYHBAIOT BEMKOJIET-
HYIO OTKa30YCTOHYHBOCTE.

A nonp3yrocb Amazon, H MHe HPaBATCA BUPTYalibHbIe Mamuibl Linux, koTopeie pocTyn-
Hbl aJMHHUCTPATOpPaM IUIS MCTOJIb30BaHUA B «obake». «OONauHbIe» TEXHOIOTHH XOTh
M BBIXOMAT 33 PaMKM KHMI'H, HO MHE XOTENOCh YMOMSAHYTB, YTO OHM CYILECTBYIOT,
H B «obsiakax» Toxe MOXHO co3faBaTh Linux-cepBepsl U paboTaTh ¢ HUMH, kaK ¢ 000H
apyro# MamuHoii Ha atoi OC.
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CoseTtl Ha npolyaHbe

3nece cobpaHbl HEKOTOphIE COBETHI Ha pa3HyHble TeMbl. C0O3JaBaTh [N1aBy PajH KaxXaoro
M3 3THX COBETOB MPOCTO HE HMEET CMBICIIA, O3TOMY i cobpan UX Bce MOoA OHOM LIaNKoM.
Hanerocs, yto BaM noMoskeT 3ta HHPOpMALH.

B nepBoM H3AaHHH KHMIH B 3TOH ryiaBe ObUI OMMCaH BXIOM, Teneph Ke A MEPEHeC Ty
HHpopmaLMio Ha cBo#i caiit www.flenov.info B pasgen CraTbu.

14.1. Tlaporm

He Gyny nmoBTOpATH, YTO MAapOJIM AODKHEI ObITH CJIOXKHBIMH, a 0Opallly Balle BHHMaHHE
Ha gpyroe. Bce naponu Heo6xoqMMO MEHATDH Yepe3 ornpeAe/ieHHbIE NMEPHOAbl BPEMEHH.
Ecnyn 4yecTHO, TO s HEHaBIDKY 3TOT TpoLiecC, HO Y Hac Ha paboTe monuTHKOH Ge3omac-
HOCTH NpexyCMOTPEHO MEHATh NMapoiM Kakable TpH Mecsua. H HecMoTps Ha To, YTO
MEHA 3TOT npouecc 6ecHT, 1 NOHUMAIO, YTO OH HEOOXOAUM.

MHorue xakepsbl, MoJy4as JOCTYI K CHCTEME, HEKOTOPOE BPEMA HE MPOARJIAIOT HUKaKOM
aKTHBHOCTH. OHH OCMATpHBAlOTCS, 3HAKOMATCA C TIPHHLMNAMH paboTbl CHCTEMBI H
OnpeesAIoTCA, KaK CAeNaTh, YTOObl MX HE BBIYMCIWIH. BLICTpBIX JEHCTBHI MOXHO
O)KHJATE TOJIBKO OT TOrO, KTO MPOHHKAET B CHCTEMY paf YHHYTOXXEHHS BCEX HaHHBIX,
M KOMY HeT CMBIC/Ia 3aMeTaTh clefibl cBoero npebsiBanusa. Cnapa 6ory, TakMx B3JIOMOB
He TaK yX U MHOTO.

Hrak, npoHHKHYB B CHCTEMY, XaKkep OyneT He3aMeTHO CHIETh B HE#, H Bbl MOXKETE HHYE-
ro He 3anofo3pHTbh. Ho ecnu Kakablii MecsAll MEHAeTCA Mapoiib, TO MOCHE OYEPEAHOM
CMEHBI 3I0YMBIIUIEHHHK TepAeT CBOHM MpaBa, H eMy TpeOyeTcs NOBTOPHBIH B3NIOM A
BBIABJICHHA HOBOTO Napoiid. Eciii ya3BHMOCTD, Yepe3 KOTOPYIO OH Y3Hall NapoJib KaKoro-
TO MOJIL30BATEJA, Y)KE 3A/1aTaHa, TO BTOPO# pa3 NOIY4HTh JOCTYTI eMy OyneT cloXHee.

PerynsapHoe o6HoBieHHe napone#i ycloxHsAeT Tak xe ¥ HX noabdop. Kak sto mpoucxo-
AaMT? MHOrHe aBTOMAaTH3MPOBAHHBIE CHCTEMBI BBIABIEHHS aTak MoryT 6e3 mpobiem
OIMPEAEHTE, KOFJa Ha OTAEbHYIO YYETHYIO 3aNHCh aBTOPH3YIOTCA HECKONBKO pa3 Moa-
paa. UroGel 0GOWTH Takue CHCTEMBbl, XaKepbl MPOBEPAIOT MAPOJIH C OMpPEACIEHHON
3a/icpXKKOH. OTO JeNaeT BIIOM HOJBLIE, HO, B KOHLE KOHLIOB, MOXET JaTh pe3yNbTaT,
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CCJIM NapoJib HECJIOXKHBIE U mocTOAHHBIA. Eciun Mapojib U3MCHACTCA, TO BCPOATHOCTH
ycneThb €ro l'l0,£l06paTb 10 CMEHBI CTaHOBUTCA OY€Hb HU3KOM.

Yto6Bl YBHAETh 3TO Ha MpPUMEpE, NMPEACTaBHM, YTO Mapojib MOXKET COAEPHKATh TOJBHKO
yucna. JlomycTiM, YTO Ha MEepBOHa4YalbHOM 3Tane oH Obin paBeH 7 000 000. Xaxkep
TyneiM nepebopom npomen ot 0 go 6 000 000, ¥ B 3TOT MOMEHT Mapoiab MEHsAETCA
Ha 5 000 000. JTaneHeiiliee ckaHHPOBaHUE XOTh IO MUIUIMApAA He AACT pe3yNibTarta, Io-
TOMY YTO AMANa30H, B KOTOPOM HaXOAMTCS HOBBIH MapoJib, yxe npomyieH. Xyxe Oyner,
ecinu HOBBIN Maposib OyneT kak pa3 oJHUM M3 ciefyromux B nepebope. Tyt yx He yra-
Jlaellb.

BTopoe NpEeUMYLULECTBO OT pCl"yJ'lﬂpHOﬁ CMEHBI NapoJid 3aKMO4YACTCA B TOM, YTO IIOKa
Xakep 6y,ueT nonﬁupa'rb JNeNCTBHTENBHO CIIOXHBIN napoJib, OH YK€ yCTapeeT, H BOCIIOJb~-
30BaThCA UM HE yAaCTCA.

Kax 3acTaBuTh MOJMIB30BaTENsA MEHATH NAPOJIH Yepe3 ONpeaeieHHbIE POMEKYTKH BpeMe-
Hu? HeT, He HY’)KHO XOOUTH U HYIUTh €My Hajl YXOM — €CThb CIoco6 Mpolle H HAMHOTO
s¢dextrrHee. B Linux nMmeercsa yrwinra chage, koTopas 3amyckaeTcs CleayomuM o0-
pasom:

chage napameTpe MoJb30BaTENb

B kauyectBe napaMeTpa MOXKHO YKa3bIBaTh CJIEAYIOLIHE KIIIOYH!

0 -m N— MMHHMaJIbHOe 4Mciio AHeH (N) 10 cMeHBI Maposf. YKa3aB 3TO 3HaUYeHHEe YyTh
MeHbIIIE, YeM MaKCHMMAJbHBIH mepuoa (CM. CleMylOllUii MapaMmerp), Bbl 3allIUTHTE
CHUCTEMY OT HeXENaTeNbHOM CMEHBI NapoJieil. DTO 3HAYMT, YTO €CJIM XaKep 3aXBaTHT
YUYETHYIO 3allMCh, OH HE CMOXKET M3MEHHTE Mapoiib. KOHEUHO e, 310yMBILUIEHHHK
TOXE MOXET BBIIOJIHUTh KOMaHAY chage, HO TOJIBKO €C/IM y HEro ecTh NpaBa aJMHHH-
crpatopa. Tpu-ueTbipe JHA pa3HULBI MEXKIY MHHUMAIbHBLIM U MAKCHMATbHBIM 3Haye-
HHEeM HeoOXOAMMBI U1 TOTO, YTOOKI MOJIB30BATENIb CMOT CMEHHTH NapPONib, MIOKA OH He
ycTapesn. YCTaHaBJIMBaTh pa3sHHULY MEHbIIE TPEX AHEH HE XKEeNaTeNbHO, OTOMY 4TO
CYUIECTBYIOT BEIXOJHBIE, U €CJIM CPOK AEHCTBHA MOMAJET Ha BOCKPECEHRE, MOIB30Ba-
TeJlb He yCIeeT CMEHUTh Napob. [1o ymomyaHuio Mcrons3yeTca 3HaYeHue -1, YTo Co-
OTBETCTBYET OTCYTCTBHIO IPOBEPKH;

0 -M N — MaKCHMAaJIbHBII JHana3oH B AHAX (N), B TEUEHHE KOTOPOTrO AEHCTBYET MapoJik.
IMocne sToro mapons cUHTaeTCsA HEACHCTBUTEIIBHBIM, H NI0JIB30BaTEb HE CMOXET BO¥-
TH B cucteMy. [1o yMONYaHHIO YCTAHOBJIEHO 99999, YTO COOTBETCTBYET GECKOHEYHO-
CTH, a 3Ha4YUT, NapoJib HUKOIZA HE YCTapeeT;

0 -d N— parta mocneAHero M3MeHeHHa maposs. Ilapamerp N ykasbIBaeT KOJTUYECTBO
nHeilt, HauuHad ¢ 1 sHBapsa 1970 roga. Ecnu ycraHoBUTH 1000, TO noyyuynTcs 27 ceH-
TA6pa 1972 roma. Uro6bl He BBICHMTHIBATH ATy B JHAX, MOXHO YKa3aTh €€ SIBHBIM
o6pazom B dopmare ITTT-MM-I1[;

O -E mara — AaTa OKOHYaHUA AeHCTBHA MapoJif;

O -I N— nepuod B JHAX, NOCE KOTOPOro HEHCNoNb3yeMas Y4eTHas 3anuch 6JI0KHpY-
erca. PekoMeHoylo yka3ath He MeHee 3-X U He Gonee 4-x HHeH, YToGBl NMpHOCTaHO-
BHTPH ACHCTBHE 3aMUCH Ha BpEMs OTITyCKa MM 6one3nu paboTHUKa;
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0O -Ww N— KOJNIMYECTBO AHEH 1O OKOHYaHMA CpOKa AeficTBUA Mapons, KOraa nojip3obaTe-
mo OyaeTr BHIBOOMTBCA MpexynpenuTebHoe cooblnenue. HexenatenbHo ykaspiBaTh
MeHee 3-X AHei, YToOBI He MONacTh Ha BBIXOAHBIE;

O -1 nonmszosarens — C 3TMM NapaMETPOM KOMaH/1a MOXKET BhI3bIBAThCA JIIOOBIMH MOJIb-
30BaTe/IAMH M NO3BOJAET MM Y3HATh WHYOPMALMIO O BPEMEHH JKH3HH HX Maposis.
Yro6B!I MOMyYMTH CBEIEHHUS O MapoJie root, BEINOJIHUTE JHPEKTHUBY: chage -1 root.

Pe3ynbTat BHINOJHEHUA KOMaHIbl HIMEET CJIETYIOWIHA BUA:

Minimum: -1

Maximum: 99999
Warning: -1

Inactive: -1

Last Change: Feb 04, 2004

Password Expires: Never
Password Inactive:Never
Account Expires: Never

3nech oToOpaxkaloTcs ClieAyoLMe 3HaYEHHUA:
® Minimum — MHUHHUMaJbHBIA CPOK AEHCTBHSA Napos;
® Maximum — MaKCHMaJIbHBIH MEpHOA /1A MONBL30BAHHA MApOJIEM;

® Warning — KOJIHYECTBO [HEM, 33 KOTOphie OyAeT BbIOABaTbCA MpPEXYNPEXIACHHE
0 3aBepUIEHHH CPOKa NeHCTBUA MapoJis;

® TInactive — MAaAKCHMaJIBHOC KOJIHYECTBO IIHCFI, B TEYCHHC KOTOPBIX Y4Y€THasA
3anuCh MOXXCT HE aKTUBHPOBATLCA,

® Last Change — MNOCJI€OHAA NaTa H3IMCHCHHA,

® Password Expires — JaTa OKOH'-laHPDI_ IleﬁCTBPUl napoJis;

® Password Inactive — JaTa, KOrja mapoJib CTajl HCAKTHBHBIM,

® Account Expires — JiaTa OKOHYaHMsA AEHCTBHA YYETHOM 3allMCH.

YT0o6Bl 331aTh MAKCHMAIBHOE KOMMYECTBO AHEH >KM3HH mapons B 60 aHeH, BHINOIHHUTE
KOMaHAay:
chage -M 60 robert

CnuukoM yacTas cMeHa naponei NpHBOAMT K TOMY, YTO MOJIb30BaTENH MPOCTO HE ycre-
BAIOT 3aNOMHHUTE HX. H3-3a 3TOrO CiI0XKHBIE KOMOMHAIIMM HAYHHAIOT MUCaTh Ha Gymare,
4yToOBl ClTy4yaiiHO He 3a0bITh, WIM MPOCTO MEHAIOT NAapoNb Ha CTaphlil. Bama 3agaua —
KOHTPOJIUPOBATh 3aMEHY, H B TO k€ BpPEMA HE CTOMT 3aCTaBJIAThH MOJIE30BATENA JIEJIaTh 3TO
cimkoM yacto. [lepuon B 2-3 Mecaua (w1 60-90 nHeit) cuMTaeTcd BIOJIHE MpHEMIIE-
MBIM.

A KaK NpOBEpUTh, YTO BHIGPaH JOCTATOYHO CIOXKHBIH NMapoJib ¥ MPH 3TOM HE YKa3aH CHOBA
crapeiii? B 3ToM Ham nomoxer PAM-momynws pam_cracklib.so, KOTOpBIH BBIMOIHAET
OCHOBHEI€E TIPOBEPKH H IO3BOJIAET CAENaTh UX cliokHee. Hanpumep, Henbss 6yaer ycraHo-
BUTB CTapbIii MapoJIb WIH BOCIIONB30BaThCA GONBILEH ero 4acThio.
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Yr1o6bl BKIIOYHTHL MOXY/b pam_cracklib.so, HeoOxoauMo mobGasuTh B (haiin /etc/pam.d/
passwd ClIeyIOLIYIO CTPOKY:

password required pam cracklib.so retry=5 minlength=8

DToil KOMaHIOM MBI 3acTaBIAEM CHCTeMY MCHONb30BaTh OnOMMOTEKY pam_cracklib.so.
ITapameTp retry 3aaeT YMCIIO MOMBITOK IS BBOAA HOBOIO MapoJid, a OHH MOHaAo0ATC,
€CJIH MOJIb30BaTeNlb TIOMBITAETCA 3aJaTh CIMIIKOM NpocTylo kom6GuHaumio. [Tapamerp
minlength 3aJjJaeT MUHHUMAIBHYIO JITUHY [1apOJIA.

Bce Bpoze Obl MpeKpacHO, HO y TaKOii MOJUTUKHM €cThb M HeAocTaTkd. Kak moka3seiBaet
MOA MpaKTHKa, GOJLLUINHCTBO NOJb30BaTesNe BHIOHpPalOT OIMH Napoib H B KOHLIE J00aB-
ot unuciio 1. Ipu cnemyroweit cmeHe napons aobaenserca uucno 2. U Tak panee.
IMockonbKy OnepallHOHHBIE CHCTEMBbI HE XPAHAT pealbHBIX MAapoJsieH, a TONbKO XElIH, TO
OHM He MOTYT BHIETb, UTO HOBbII MapoJib U3MEHWICA BCErO Ha OJHY LIMOPY, U YTO-THOO
npeanpuHATh. Tak 4TO B pealbHOCTH Jaxe TpeOOBAHME CMEHHTH MApPOJIH HE MOMOraeT.
Ja 4To TaM CKpbIBaTh, f CaM TakK MOCTYMNAO PeryJpHO.

14.2. rootkit: <«Habop aamuHucTparopa»

IIpoHHKHYB B CHCTEMY, XaKep CTPEMHTCS YKPEMHTLCA B HEH M MOTYyUYHTh MaKCHManbHbIE
npasa. ITycTh OH yke MOJXET BBIMONHATh Ha CEpBEpe KOMaH/bl OT HMEHH IIPOCTOrO MOJb-
30BaTeNA. JTOro eMy Oyaer Maio, MO3TOMY CleAyIoLIas LieJib — MOMy4YEHHE IpaB root co
BCEMH BBITCKAIOIHMH OTCIOAA NOCICACTBHUAMH.

Jins pelueHus 3To# 3a1auu BITOMIUMK JIOJDKEH MOJYYHTh BO3MOXKHOCTD 3akayHBaTh daii-
JIbl M YCTAaHOBHTH B CHCTEME OHY U3 CIELHATH3NPOBAHHBIX NPOrPaMM, NMOBBILIAXOLIINX
npaea 10 aAIMMHMCTPATOpa, — TaKHe MporpaMMsl Ha3biBatoTcA rootkit («Habop agMHHH-
ctparopa»). [Toce 3Toro B3IOMILMK BHINOTHAET KOMaH/BI ClIeTYIOLIMM 06pa3oM:

1. OT UMEeHH MPOCTOro MoJL30BaTeNs, IPaBaMU KOTOPOro 06/1afaeT Xxakep, JHPEKTHUBBI
HOCBUTAIOTCS Mporpamme rootkit.

2. TIporpamma rootkit BEINOTHAET NOTy4YEHHbIE KOMaHIB! OT IMEHH aIMHHMCTPATOpA.

A kak xe rootkit moyyaeT BO3MOXKHOCTb BBIIIOTHATH MepeaHHble €ii KOMaH/Ibl ¢ NpaBa-
MH root? Tyt MoxeT Hcnosib30BaThes yA3BMMOCTh B OC WIM MOMOTraeT 3/0MOMyqHBIH
SGID-6ut. Eciii OH yCTaHOBJIEH, TO nporpaMMa Oy/€T BbINOJHATHCA B CHCTEME ¢ TPaBa-
MM aIMHHHCTpPaTOpa.

Ho, k cuacteio, He Bce Tak mpocto. Jlns rootkit HyxHo ewe ycraHoBuTe SGID-6ut
M B KauecTBe BJIaJieIbLia YCTAHOBHUTD 110JIb30BaTEN root.

TyT ecTb ABa MyTH:

0 ecnu ecTb BO3MOXKHOCTb BBITIOJIHATh KOMaH/BI chown M chmod, TO Xakep cMoxker Oe3
npoGiieM peanu3oBaTh Bce He0OX0QUMbIE NeHCTBHA;

0 MOXHO MOAMEHHUTH MpPOrpaMMy Ha Ty, KOTOpas yxke uMmeeT yctaHoBiaeHHbiii SUID-
wi SGID-6uT.

Bbl Jo/mKHBI OBITH BHUMAaTENbHBI, Koraa nposepsere SGID-nporpaMmel. Xakeps! 3HAKOT,
YTO aJMMHUCTPATOPHl CTapalOTCA CBECTH KOJHYECTBO TaKHX MPOrpaMM K MHHHMYMY,



Cosembl Ha npowaHbe 381

MO3TOMY MIYT Ha pa3Hble ynoBkd. Hampumep, oHH MoryT co3gare ¢aii /mnt/mount co
SUID-6urom. TIporpamma mount aeiicTBuTensHO Tpebyer 3Toro 6HTa, HO JO/DKHA Haxo-
IUThCA B Katanore /bin. Ecnu BB mpocMaTpHBaete cnucok HaineHHeix SUID-nporpamMm
6erno, To MoXkere He 3aMETHTh pa3iM4He B IyTH WiIH Booblie He oGpaTHTL Ha 3TO
BHHMAaHHA.

Kpome Toro, B Ha3sBaHMAX MporpaMM MOXET NpHMeHAThca Mrpa 6yks. Hampumep, npo-
rpamma /binflogin He TpeGyer Takoro GMTa. Xakep MoxkeT co3aath (aiin /bin/1ogin (niepsas
6ykBa | 3amMeHeHa LMQpo#t 1), H, MOCKONbLKY NMpOrpaMma JEHCTBHTENBHO N0/KHA ObITh
B cHcTteMe, xotd u 6e3 SUID- u SGID-6ura, npu GernoM BH3yalbHOM aHalH3€ BBl HE
3aM0J03PHTE €€ B JIOJCAHHUH.

[Makets! rootkit He OrpaHMYHBAIOTCA TOJBKO MPENOCTARICHHEM AOCTYMA K BBIMOJHEHHIO
KOMaH]1 OT HMEHH ToJb30BaTeNsA root. OHH MOryT BKIIIOHATH €€ H paviHYHbIe BCIIOMOra-
TenbHble YTWIMThl — TaKHe KaK aHaH3aTopbl cereBoro Tpadmka (sniffer), mporpammst
yTipaB/icHHs QaiinaMu JKypHaJoB, NO3BOJIAIOIIME YMCTHTb Clebl NpeObIBaHHA B CHCTEME,
U [IpyTHE MOJIE3HbIE 1A BITOMUIMKA CPEACTBA.

Jns oGneryeHHs 3ajad agMHHHUCTPATOPOB AOOPHIMH JOObMH ObUta pa3paboTaHa mpo-
rpamMa chkrootkit. Ee MoxkHO Haiiti Ha caiite www.chkrootkit.org. Ha Texymuii mo-
MEHT OHa crniocoOHa 00HapyXHTh Gonee 60 u3BecTHbIX Maketos rootkit. Takum obpasom,
BBl 6€3 0COOBIX yCHIIMI MOXeETE OTBICKATh B CHCTEME «TOTAHHYIO JBEPHL» NJIA XaKepa H
YHHUTOXHTD €€.

Ho, xak rosopuTci, Ha Gora Hajeics, a cam He wiomaii. 'otoBeiMH HaGopamu rootkit
MOJIE3YIOTCA TOJIBKO HaYMHAIOIHe Xakepbl Wi mobutenn. [IpopeccHonanbHbli p3oM-
IDUK XOPOMLIO 3HaKOM C MPOTPaMMHPOBAHHEM H CO3[acT cebe MHCTPYMEHT CaMOCTOS-
TesibHO. TeMm Gonee, YTO 3TO HE Tak yX CJIOXKHO — Ui Linux HMeeTcs MHOro rotoBoro
MaTepHasia B MCXOAHBIX KOAAX, H I MX Moaudukaiuu non ceb6sa AOCTaTOYHO 3HATh
ocobenHocTH pabotsi 3Toii OC.

Onpenenuts noseieHue rootkit-nakera Bpy4HyIO0 MOMOXET CKaHHpOBaHHE MOpTOB. UTo-
OBl BOCIOJIB30BATHCA «TIOTAHOH JABEPbIO», HyMHO OTKPHITh B CHCTEME IIOPT, Ha KOTOPOM
rootkit oxHIaeT coeIMHEHMs CO CTOPOHBI Xakepa. BanoMumk momwmouyaercs K 3ToMy
KaHaJTy W yTIpaBlIseT CUCTEMOH.

Jlns GBICTPOro CKaHMPOBaHMA JTy4lle BCEro MOAXOAUT MAaKeT nmap (Www.insecure.org).
D10 oAMH M3 caMbIX GHICTPEIX CkaHepoB mox Linux ¢ GonbliMMH Bo3MOXKHOCTAMHU. He-
00X0ZHMO 3aITyCTHTh IPOrpaMMy MpPOBEPKH BceX 65 535 mopToB, a AJiA 3TOroO BBITOJN-
HHTb KOMaHAy:

nmap -p 1-65535 localhost

ITapaMeTp -p Mo3BOJIAET 3a4aTh AMANa30H MOPTOB. B HallleM cily4yae yCTaHOBJIEH BECh
auanasoH: ot 1 mo 65 535.

IloMHMO 3TOrO, MOXET TNPHTrOAXNTHCA OOHH H3 CICAYIOUIHX ITapaMETpOB.

0O -sT — craHmapTHoe cKaHMpoBaHHe ¢ YyctaHoBkoH TCP-coenuHeHus, sBiasercs
caMbIM MemieHHbIM. JIio6as mporpaMMa aHTHCKAHMpOBaHHS YBHIMT €ro. Ecin Bl
3allyCKaeTe YTWIHTY NMap OT HMEHH OOBIYHOro MOJIB30BATENA, TO MO YMOSUAHHIO
6yaeT HCIoIb30BaTHCS 3TOT METOA;
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O -ss— TCP SYN-ckanupoBanue. Ecnu Bbl paboTaere ¢ npaBamu root, To o yMoJya-
HHIO YCTaHOBJIEH 3TOT THII, Kak 6osee OBICTPBIA M K TOMY ke HeonpeaensieMblii HEKO-
TOpPBIMH MPOrpaMMaMH aHTHCKAHUPOBAaHHUA;

O -sF— TCP FIN-ckanupoBanme. B coorBerctBun ¢ RFC 793, ecnn Ha mopt Hampa-
BUTb MaKeT C YCTAHOBJIEHHBIM (p11aroM FIN (MCTIONB3YIOTCA AJIS 3aBEpLUEHHUs COeAUHe-
HHA), ¥ 3TOT MOPT OKAKETCHA 3aKPHITBIM, TO CEPBEpP IODKEH OTBETUTH MAKETOM,
umeroM tan RST. OC Linux gelcTByeT Mo CTaHOApTy, ¥ MO3TOMY MOXHO JIETKO
NPOCKaHUPOBATh NOPTHI ¢ NoMoWIbIO 3Toro Mertoja. Ecnu naker RST He nonyyen, To
nopT OTKpeIT. A BOT paGora Windows faneka oT CTaHJapTa, M 3[€Ch Pe3yJbTar
HelnpecKasyeMm;

O -sx— TCP Xmas-ckaHupoBaHHe. MeToa NMOXO0XK Ha MpeAblAyLIMi, TOJbKO NOMHMO
3TOro YCTaHABJIMBAIOTCA (JIard URG M PUSH, YKa3bIBAOLIME HA CPOYHOCTD JAHHBIX;

O -st— TCP NULL-ckanupoBanue. Ha cepBep HanpapisArOTCA ITyCThIE NIAKeTHI, Ha KO-
TOpPbIE OH J0/DKEH COOOLHTh 00 ouMbKe;

0O -1 — Ident-ckannpoBaHue;
O -su — UDP-ckaHupoBaHHe.

CMbich CKaHUPOBAHHA B TOM, YTOOBI MOJIYYHUTE OT CEpBEpa XOTh KaKOﬁ-HH6yJIlb OTBET.
B 3aBUCMMOCTH OT METOIa CKaHUPOBAHHA MO IMOJIOXKHTEJILHOMY WIH OTPHLATC/IBHOMY
OTBETY ONPEACIICTCSA, 3aKPHIT MOPT UITH OTKPBIT.

Bonee GpicTpblii cIOCcO0 MOMYYUTh OTKPBITHIE NOPTHI — 3TO KOMaHAB! lsof (C napaMer-
pOM -i) WJIM netstat, HO UX BBIIIOJIHEHHE JAOJDKHO NMPOHCXOAUTH JOKAIbHO, HENOCPECT-
BEHHO C KOMIbloTepa. Bropas mupektusa Oynet 3¢pdexkTHBHOH TOILKO B TOM Cliyuae,
€CJIH XaKep B TEKYLIMHA MOMEHT MOAKIIOYEH K CUCTEME.

IMomuMmo rootkit, BBl JOJDKHBI MPOBEPUTH CUCTEMY Ha HaJIM4YKE MOCTOPOHHHUX 3arpyxae-
MBIX Momyne#l anpa. lns 3Toro o4eHp Xopoilo nMoaxoauT ytwiurta chkproc (Bxoaut
B coctae makera chkrootkit). Ho u sTo eme He Bce, maker chkrootkit Brmouaer B cebs
ewe ¥ yrwidty ifpromisk, koTopas mozponsier HaliTH NMporpaMMmy NMpOCHYIIMBAHUA Tpa-
¢uka.

U Hanocneok Hy <HO MPOBEPUTH CIIUCOK paboTaloLIMX POLIECCOB C NMOMOLIBIO KOMaHIbI:
ps —aux

yToOBl HaliTH He3HakoMble npouecchl. [Ipu npocMoTpe 6yabTe BHUMaTeNbHBI. BenoMHuum-
Te npuMep ¢ nmporpammoii login, koraa neppas Oyksa | 3ameHsinace udpoit 1. boicTpeiM
B3IJIAI0M CKOJIB3HYB MO npoueccy 1ogin, MOXHO HUYETO He 3aMETHTh.

Onpenenue Hamnuue aitnos rootkit, Bel JOJDKHBI OCTAHOBHUTE MX paboTy U YAQIMTH M3
cuctemsl. CaMblii TPOCTO# BapHaHT, €CJIM NporpaMMa xakepa He MoaUGHUMpOBaa HA-
KaKuX cHUCTeMHBIX ¢aiinos. Eciu ke 3To Mpousowno, To Hy)KHO NMEPEyCTaHOBUTEL BCE
IporpamMMEl, KOTOpble M3MEHM 3JI0YMBINUIEHHHUK. Jlerye Bcero ato caenatb B AUCTPH-
6ytnBax Ha ocHoBe Red Hat, roe noanepxuBaercsa paGora ¢ RPM-nakeramu. Torna
JIOCTAaTOYHO BHIMIOJIHUTbD KOMaHAY:

rpm -U —-force nmakeT.rpm

3nech Mbl 3anpaimuvBacM BOCCTAHOBJICHHEC NAKETA nakerT. rpm.
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14.3. backdoor: «notaiiHbie Asepu»

Eme oauH tepmuH u3 mMupa Banoma — backdoor. Tak Ha3bIBAIOTCA «MOTailHBIE ABEPU»
B CHCTEMY, YCTaHAaBJIMBaE€Mble COOTBETCTBYIOLIMMH nporpamMamH. Takue mporpammsl
yalle BCero ACHCTBYIOT cleayomuM obpa3oM:

1. OtkpriBaeTcs Kakoii-nubo MopT, ¥ MporpaMma OXHIAET NOAKITIOYEHHS XaKepa.

2. Koraa coennHeHHe cocTos10Ch, POrpaMMa OTKPHIBAET I Xakepa KOMaHIHY1o 06o-
JI04KY Ha 3TOM MOPTY, YTOGbl MOXKHO OBLIO BHIIOHATL AUPEKTHBLI.

310 BaM HHYero He HamomuHaet? [la, TPosHCKHE NporpaMmbl paGoTalOT NMOAOOHBEIM
06pa3oM, HO TPOAHOB MOAGPACKHIBAIOT KaK BUPYCHl M OXKHMIAIOT, YTO aJIMMHHCTPATOp CaM
HX 3aITyCTHT, a nporpamMy backdoor B3noMILKK 3aka4MBaeT Ha CEPBEP M YCTAHABIUBAET
cam.

Ectp cxoncTBo M ¢ mporpammamu rootkit. B HacTosiee BpeMsi rpaHp MEXTY Pa3HBIMH
XaKepCKUMH YTWIMTaMu crupaercs. OnHa nporpaMmMa MOXET BBIMOJIHATE Cpasy He-
ckonbko pyHkumid. Tak, rootkit u backdoor yxe JaBHO COEAMHAIOT B OJHO LIENIOE, XOTA
€ILE OCTAIOTCA U KI1aCCUYECKHUE YTHIIMTHI.

JIOCTYNHOCTh MCXOAHBIX KOJOB Linux MO3BONSET KOMy YrOJHO M3MEHATh W JoGbIe
apyrue nporpammsel. Hanpumep, MoxkeT GbITh TpaHchopMHUpOBaH AeMoH telnetd, u, mo-
MHMO OCHOBHBIX CBOMX (YHKUHMH, mporpaMma OyAeT WrpaTh pojib NOTaWHOro BXOJA.
V6eaurecsh, 4To UcrionHsieMsie dailibl Bcex paboTaroLHMX MPOLECCOB HE H3IMEHEHBI.

K ToMy e, HEKOTOpble AEMOHbI MOTYT paboTaTh ¢ MOATPY)KAEMBIMH MOXYJIAMH. 370-
YMBILLUIEHHHK MOXKET HalmucaTbh M NOAKIIOYHTH CBOH MOMYJIb BMECTO MJIM B JOMOJHEHHE
K CTAaHIAPTHBIM, H €ro ONpEE/UTh YKe CIOXKHee, T. K. OCHOBHOM mpotiecc He MoaudH-
LMPOBaH.

Ecnn Baw cepeep paGoTaeT NOCTOAHHO, TO XaKep MOXKET CMEJIO 3allyCKaTh CBOH MpoLecce
backdoor u yxoante BocBosicH. Eciiu cepBep XOTh HHOT/Ia BBIKIKOYAETCA, TO 3JI0YMBILI-
JIEHHHK JI0JDKEH 1M03a60TUTBCS O TOM, YTOOBI NocJie nepesarpyskH backdoor Toxe 3amyc-
TWICH, HHaye MOTAiHON BXOA B cHcTeMy OyneT 3akphit. [ToatomMy 06s3aTenbHO NpoBeps-
Te BCE CLIEHapHH, OTBEYAIOILME 3a 3arpy3Ky CEPBHUCOB, HA NPEAMET H3IMEHEHHH.

C HenaeHux nop aapo Linux crano aeiicTBUTENEHO MOXYJLHBLIM. 3T0 YN06HO, MOTOMY
YTO MO3BOJIAET MOJYYHUTh HOBBIE BO3MOXHOCTH, POCTO MOATPY3UB HEoO6X0auUMBIii 6/10K.
Ecnu panewe s 3toro tpeGoBaach NMEPEeKOMIWIALMA A1pa, TO TENEph AOCTATOYHO
BBITIOJIHUTh HECKOJIBKO KOMaHJI, H BCE FTOTOBO.

Kak jke B3NOMILMKH MCMONB3YIOT AAPO, YToObl cnipATaTh cBoi mpouecc? Ilporpamma ps
(1 nonoGHble eif) ans onpeneneHHs 3aMyLIEHHBIX NMPOLIECCOB HCNONB3yeT Aapo: UMeHHO
OHO 3HaeT, YTo paboTaer B TeKyluii MOMeHT. Xakepamu ObUTH HanMcaHbl pa3sHooGpas-
HBIe MOIYJIH, KOTOpPbIE HE AAOT AAPY COOOIIUTE 00 ONpeAeNCHHBIX NPoLEccaX, MO3TOMY
aJIMHHHCTPATOP MPOCTO He YBHAMT nporpaMmy backdoor.

Kak yxe oTMevanoch, MoMHMO 3alycka mpollecca, nporpamMma backdoor nomxxa or-
KPbITh KaKOH-TO MOPT M OXMAATH MOAKTIOYEHHA CO CTOPOHBI Xakepa. To eCTb MbI 1OJDK-
HBI KOHTPOHPOBaTh U 3T0. CaMblii OLICTPBIN cOcO0 onpenenuTh CEPBHCHI, OXKUIAIOIIHE
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NOJKIIOYEHHA, — 3TO UCIO/b30BaTh KOMaHIY netstat. Ho MoOckonbky 3Ta mporpamma
BXOIMT B cocTaB Linux, To ee MCXOIHBIE KOIBI Takoke MOTYT OBITh H3MEHEHBI. A BOT OT
CKaHepa MOPTOB He CKpOoeUIbes, MpaB/a, i ero paboTsl Heo6X0AUMO GOJBILE BPEMEHH.

Ho u ot ckaHepa noptoB backdoor MOeT CKpHITbCA — TOYHEE, OH MOXET BOBCE HE
oTKpbIBaTh NMOpTOB. Jlyumuii cnoco6 cnparats backdoor oT ceTeBbIx aHaNMM3aTOPOB —
HCIOJIb30BaTh NP nporpaMMupoBann Raw Sockets (CbIppie COKeThI), Kak 3TO J€NAl0T
cHuddepsl. Ha cepsepe nporpamma backdoor npociyuiuBaer Bech Tpaguk, ¥ €CliM BH-
JMT MaKeThbl, MOMEYEHHbIE CIEeLHAIBHBIM 00pa30M, TO BLINOJHAET UHCTPYKLHH, ONH-
CaHHBIE B 3THX MakeTax. Xakepy TOJIBKO OCTaeTcs HalpaBiATh LIMPOKOBEILATEIbHEIE
HWIH MPOCTO Ge3pIMAHHBIE MAKeThl, HMEIOLIME OTpeeIEHHBIH HIeHTUHKATOP, YTOOHI
cepBep BHINOIHAN HEOOX0AUMBIE HHCTPYKIIHH.

YTunura netstat ¥ CKkaHephl IOPTOB HE MOTYT ONpPEAENUTh CHUG}EpPDI, HO3TOMY OHH TYT
6eccwibHel. OmHaKo U1 MpOCTyLIMBaHMA TpaduKa ceTeBas KapTa JO/DKHa paboTarth
B CHIEIMATTM3MPOBAHHOM pEIKUMe, KOTOPBIH JIETKO ONMpeesseTcs, €C/M NPOCMOTPETh CO-
CTOsHHE ceTeBOro UHTep(deiica koMaHAOH ifconfig.

14.4. Hebe3onacHuih NFS

Texnonorusa NFS (Network File System, cereBas ¢aitnoBas cucrema) 6su1a pazpabGorana
koMmaHHei Sun Microsystems B 1989 rony. Maes 6suna BenukonenHoit. JIo60ii nosp3o-
BaTeJ/lb MOXXET MOHTHPOBATh KaTaJloTH cepBepa K cBoeil ailloBoii cuCTeME W MCIIOJIB30-
BaTh MX, Kak OyTO OHM HAXOAATCA Ha KOMITBIOTEPE KIHEHTa. ITO OueHb YAOOHO B CETAX.
INTonb3oBarenbcKie KaTalord MOTyT HaXOAMThCA Ha CEpBEpe M MONKIIOYAThCA K KITHEHTY
no Mepe Hapo6HocTH. TakuM 06pa3oM, Bee ¢aitnbl 6yIyT XpaHUThCA LIEHTPAIH30BaHHO,
a MCTIONIb30BaThCA, Kak OyITO OHM HaXOAATCS JIOKABHO.

Ho, kak s yxxe rosopwi, yno6cTBo U 6e3omacHOCTh — HecoBMecTHMble Belud, a NFS
CJIMLIKOM yA0oOHa.

B coctas NFS Bxogur yrmnura showmount, koTopas MoxeT oToOpa3sHTh, KakHe KaTa-
JIOTH ¥ KaKMMH TNOJIb30BaTENSAMH NMOAKTIOYEHBI. i1 aAMHUHHCTpaTOpa 3TO HEOLEHHMas
nHbopMaLHA.

BrinonHuTe KOMaHIy:

showmount -a localhost
Br1 yeuauTe uadopmairo o NFS Ha cBoeM cepBepe B TakoM dopmare: :

All mount points on localhost:
robert:/home/robert

econom: /home/jhon

buh: /home/andrey
robert:/usr/local/etc

econom: /usr/games

PesynpraT pasaeneH Ha Be KOJIOHKH CHMBOJIaMM JBOeTOo4YMsA. B nepBoii Haxomurca ums
KOMITBIOTEPA, MOMKIIOYHMBILIETO yAAIEHHBIH pasien, a BO BTOPOH — NyThb HAa CepBepe
K MOAKIIOYEHHOMY PECYPCY.
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INonpo6Hy1o HHOpMALMIO BHAETH MPHATHO, HO M OMACHO, MOTOMY YTO KOMaHJa MOXKET
BLINOJIHATBECH YAQIEHHO, a 3HAYMT, M000i xakep aobGepeTcs ¢ ee MOMOLLBIO A0 ClEeAyIo-
e uHpopMaLMH:

O nodxnouennvie kamanozu — B TPUBEACHHOM NIpHMepe MOACOEANHAIOTCA Pa3IHYHbIE
KaTaJIOrH U3 pasfena /home. Yaie Bcero Mx Ha3BaHUs COBNANAIOT ¢ HMEHAMH MOJB30-
BaTeJiei, MO3TOMY JIETKO OIpEAEIINTh AcHCTBUTENbHBIE HMEHA MOJIb30BaTENEH CHCTE-
MBI, He oOpamasch Kk ¢airy /etc/passwd. C Takoii uH$popMalMeil xakepy npoiue noa-
GupaTh naponm nocTyma;

O umena xomnviomepoe 6 cemu — €ClnM BBl NMOTPaTWIM GONbLIME YCWIHA Ha 3allUTy
cBoero DNS-cepBepa, To MOXeTe CYHTATh, YTO CAENATH 3TO 3pf, €CJIM Ha KaKOM-JIHOO
cepBepe ycraHoBieHa NFS. OnuH 3ampoc moka3bsiBaeT MMEHa KOMIbIOTEPOB B CETH,
MyCTb M HE Bce, a Toybko pabotatomne ¢ NFS, Ho M 3Toro mMoxket 6bITh 4151 Xakepa
naocratoyHo. Kcratn, eMy He Hajo Aaxe 30HAMPOBaTh CeTb C MOMOLIBIO ping-
3a1pocoB, MIOTOMY YTO M TaK BHU/IHBI I€ACTBYIOIME KOMMBIOTEPEI;

O ucnoavzyemvle npoecpavmer, BKIIOUas HOMep BepcHH. Eciu nonb3oBareny MOHTHPYIOT
KaTalord ¢ MporpaMMaMH, TO HMEHa 53THX KaTaJloroB MOTYT BbINIAAETL Kak
lusrflocalfjail1.0. 3TO TONBKO NMPHMEP, HO OH MOKa3bIBaeT, YTO KaTanoru B Linux moryT
COIEepXaTh B KAYECTBE MMEHH Ha3BaHHE MPOrpaMMBbl H, CaMOE IJIaBHOE, HOMep Bep-
CHH.

B 3aBHCHMOCTH OT TOro, Kakue OTKPHIThl KaTaIOrH, XaKep MOXET MOTyYMTh HAMHOIO
6onbie nHpopMmaLmH. Beixoaut, yro yrunmntsel NFS ciuikom 6onTinBel, a 3TOro Helb3s
JOITyCKATb.

Ecnu Bl petrwin uenons3oBath NFS, To no3aGorbTech 0 TOM, 4TOObI OHa He ObUta AoC-
TynHa u3 Uureprera. [ 3toro Heo6xoaumMo 3anpetuts noawnoyeune k UDP- u TCP-
nopty 2049 n3BHe. OTH GyHKUMH MOXeET BBINOHUTL ceTeBoi 3kpaH. Ho ecnu xakep yxe
B3IOMaJl KaKOH-TO KOMIBIOTEP B CETH H MOMY4YHJ BO3MOXKHOCTB BBIMOJIHATE KOMaHIbI
BHYTPH CETH, TO 3aLIMTa CETEBOro 3KpaHa He MOMOXET.

Ipu HacTpoiike NFS B ¢aiine /etc/exports yka3bIBalOTCH IKCIIOPTHpPYEMbIe (ainoBeie CHC-
TeMBI M MpaBa JocTyna Kk HUM. Hukoraa He oTKpbiBaiTe MOJHBIH JOCTYN KO BCEH CHCTe-
M€, T. €. B (haiiie He JOJDKHO GBITH CTPOKH:

/ ™

Heo6xoauMo 4eTko NMpONUCHIBaTh MyTH K KaTAI0raM, KOTOpble MOTYT 6BITh MOHTHPOBa-
HEI 10JIb30BaTENAMH. 3TO 3HAYHT, YTO €CJIH NOb30BATE/H JO/DKHBI HMETh BO3MOXHOCTD
NOAKTIOYATh JOMALIHHE KATAJIOTH, TO CIEOyIOLIee pa3pellicHHE TakkKe ABJIAETCH HeBep-
HBIM H OTIaCHBIM:

/home ™

B yem 3xeck onacHocTs? He Bce monb3oBaTeNnbCKHE KaTAIOrH AOJDKHBI MOHTHPOBATHCA
ynaneHHo. Hanpumep, ecnu Bel paboTaere moA nosib30BaTENbCKOH YYETHO# 3alMChIO, HO
ABJIETECH AIMHHHCTPATOPOM, TO B BAllleM KaTajlore MOryT ObiThb IPOrpaMMbl, HCMOMb-
lyeMble JJIA yTpaBieHHs cHCTeMod. Henb3s JOMyCTHTB, YTOOBI 3I0YMBIIUIEHHHK CMOT
€ro YBHACTh (Aake ¢ MpaBaMH TOJBKO Ha yTeHMe). Paspeluajite noawioyeHHe TOIBKO
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KOHKPETHBIM TI0JIb30BaTE/IM, KOTOpble NEeHCTBHUTENBHO MOHTHPYIOT CBOM (paiiiioBble
cucteMsl yaaneHHo. Harmpumep:

/home/Robert ™
/home/FlenovM ™w
/home/Andrey ™

BonpIIMHCTBO cnelHalnucToB Mo 6€30MacHOCTH cXoAATcA Bo MHeHUH, yTo NFS He cTrouT
UCMoJib30BaTh BooOIe. Ecnu BBl pelNIN MPUMEHUTH €€ TOJBKO Ul TOro, YToObl Mpo-
rpamMMbl OBUIM YCTaHOBJIEHB LIEHTPAIM30BAHHO, TO CJEHyeT MOOEAMTH CBOIO JIEHb H
3aHATHCA MX YCTAHOBKOH Ha KKABIA KOMIBIOTEP B OTACIBHOCTH.

Ecnu BaM Heo6XOOMMO caenaTh AOKYMEHTHl 00IIeNOCTYNHBIMH, YTOOBI MOJIB30BaTENH
MO paGoTaTh COBMECTHO C OAHHM KaTalOroM, TO MOXHO PacCMOTPETh BapHaHT HC-
nonb3oBaHus Samba (cM. 21agy 6). 3TOT cepBHC MeHee OONTIMB M MOXKET PEINTh Bally
noTpeGHOCTH B pa3feNeHHH KaTaloroB cepBepa.

14.5. OnpeneneHue B3noma

Jlns 3 dekTHBHOI 3aIIMTHI cepBepa O4eHb BAYKHO BOBPEMS ONpPEAEIHTD, YTO cepBep Obul
BuTOMaH. YeM paHbLie Bbl Y3HaeTe O MPOHHKHOBEHMH B CHCTEMY XaKepa, TEM CKopee
CMOXKETe OTpearHpoBaTh U MPeIOTBPATHTH NevanbHble nocneacTBus. [IoMHuTe, B3MOMBI
ObIBAIOT, JIOMATH JaXe UMEHUThble KOMMAaHHM, MOTOMY YTO JIIOJAM CBOMCTBEHHO OLIH-
6arbca. TYT BayKHO MpaBWIBHO pearupoBaTh Ha UHLIMACHT.

14.5.1. OcseaomneH — 3HAYMUT 3auMlUleH

Panee s 04eHb 4acTO HUCMOJBL30BAN Ype3BbIYaiiHO ¢ eKTUBHBIH, HO CIIOKHBIA B pean-
3aMd MeTod — HHGPOPMHPOBAHHE NPHU 3alycke MOTEHLUMANIBHO OMACHBIX NPOrpaMM.
CnoXHOCTD 3aKJTIOYAETCA B TOM, YTO HAaJ0 YMETh MporpaMMUpoBaTh noa Linux xoTs 6s1
Ha KakoM-HMOyIb f3blke nmporpaMMupoBaHui. JIyuuwe, ecim 310 6yaer C, HO MOXHO U
Perl. B xpaiineM city4ae nofoiiaer yMeHHe MUCATk CLIEHapHH (KOMaHAHBIE (aiiibI).

Hrak, B yeM 3akio4aercsa Moii Meron? Boiins B cHcTeMy, Xakep Bcera OrisablBaeTcs
cTapaercs HalTH cnoco0 YKpENUTHCA B CHCTEME, YTOObI OCTaBaThCA JO/roe BpeMs He3a-
METHBIM 1J19 aAMHHHCTpaTopa. J[/if 3TOro BIJOMIIMK Yallle BCETO BBINOJHAET KOMaH/IbI
who, su, cat ¥ Ap. Baia 3aga4a yctaHOBMTE Ha HuX JioBylikd. Hanpumep, Mo)kHO n3me-
HHMTH KOJ MpOrpaMMbl su TaK, YTOOBI cpa3ly IMOC/i€ €€ BBINOJHEHHA aJMUHHCTPATOpY
HaIpaB/IsIIOCh MUCBEMO.

Hony‘{eﬂue COO6]1[CHPUI 0 TOM, 4TO ObLIa BBIMOJIHEHA OMAacHas KOMaHJa, €CJIK OHa 3aITyC-
KaJjlaCb HC aIMHUHHCTPATOpPOM, — XOpOl.l.lHﬁ NMOBOJA MPOBCPUTL CACTEMY Ha HAJIMYHC B Hel
NOCTOPOHHETO.

Ecnm BbI He yMeeTe porpaMMHpOBaTh, MOXHO oboiTHCh U cpeacTBamu camoit OC. o-
IYCTHM, YTO BBl XOTHUTE MOJY4aTh COOOLIEHHA KaXIbIA pa3, KOTAa BHIOMHAETCA KOMaH-
Ia who. B3noMIIMK 4acTo BBIMONHAET TaKyl0 JUPEKTUBY, KOT/Ia BXOOUT B CHCTEMY, YTOOBI
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y3HaTh, €CTh JIM TaM aAMUHHMCTpaTop. OnpenenyuTs MECTO PacnoIOKEHHA NPOrpaMMBl
MOXXHO KOMaHOOM:

which who

B pesynpTate BBl AODKHBI yBHIETH IIyTh THIIA /usr/bin/who.
Jlna Hauyana 3anoMUHaeM npapa Ha ¢aitl, BEINOJIHUB KOMaHIY:
1s -al /usr/bin/who

Y 3T0#t MporpaMMel A0OJKHEI GBITH MPaBa —rwxr-xr-x, YTO COOTBETCTBYET YHCITY 755.

Teneprs HeoOxonuMo nepenmeHoBaTh (aiin /usrbin/who B /usr/bin/system_who. 3TO MOMHO
cAenaThb clieylole KOMaHIoM:

mv /usr/bin/who /usr/bin/system who

Mensiem npaea goctyna:
chmod 755 /usr/bin/system_who

Tenepe, 4TGB! BEINONHUTE KOMAHIY who, HyXKHO HCTIO/Ib30BaTh MMA system who. Ho me-
pPEMMEHOBaHHBIA (aiin MOXKeT CTaTh HEMCHOJIHAEMBIM, MO3TOMY BTOPOH KOMAaHIOH MBI
BOCCTaHABJIMBaEM TIpaBa.

3aTteM co3gaeM 3araylIKy UIA NIPOrpaMMBI who, CO3AaB (ailsl ¢ MUMEHEM who B KaTajiore
fusr/bin. Koraga xakep Oyaer BBIMOMHATh KOMaHAY who, TO CTaHET 3aMyCKaThCs Halll Gafi.
Jins sToro BHINOJAHUM KOMaHLY:

cat > /usr/bin/who

Tenepp Bce koMaHzabl, KoTOpble OyayT BBOAHTBCA C KOHCOJM, CTaHYT 3aNHCBHIBATHCS
B (paiin /usribin/who. HaGepure ape crpoku:

/usr/bin/system who
id | mail -n -s attack root@FlenovM

IMocne 3toro Haxmure coueranue kinasum <Ctrl>+<D>, yroObl BHIATH B KOMaHIHYIO
CTPOKY, ¥ M3MEHHMTE MpaBa Ha CO3JaHHbI Hamu daitn /usr/bin/who, yCTaHOBHMB 3Have-
Hue 755.

BeinonHure koMaHIy who. Bce Bpoae HOpMalbHO, HO €CJIM MPOBEPHTH NOYTY, TO B Ba-
IIEM TOYTOBOM SLIMKE OKAXKETCS HOBOE MHCHMO C 3arojioBkoM attack (puc. 14.1), n B
HeM OyTyT HaxOoaWTbCA MapaMeTpsl (Bce, YTO BepHET KOMaH/a id) MOJIb30OBAaTENA, Bbi-
MONHMBLIEr0 KOMaHgy. 3TO M3-3a TOrO, YTO 3aIyCTHJIACh HE CHCTEMHAA KOMAaH/a, a Hall
¢aiis1, KOTOpBIi COAEePIKUT ABE CTPOKH:

O /usr/bin/system who — CHauaJjia 3aIlyCKaeM CHCTEMHBIH (ail who, KOTOPBIH MBI Te-
pEUMEHOBAIH, YTOObI B3JIOMLIMK HHYETO He 3a10J03pwI;

O id | mail -n -s attack root@FlenovM — BBIMOJHAECTCA KOMaH/Aa id, H PE3yJILTAT
HampapjfieTcs C MOMOLIBIO MMOYTOBOM IpOrpaMMbl mail B TOYTOBBIA  AMK
root@FlenovM. Kimou -s 3agaet 3aronopok nucbma. Kirou —n npefoTBpalnaeT YreHHe
¢aiina /etc/mail.rc. SI pekOMeHIYIO yKa3bIBaTh TOJIBKO 3TH aTpUOYTEI, YTOOBI HA SKpaHe
HHYETrO JIMILIHETO HE MNMOABIAJIOCH, H BIIOMINMK HHYEro He 3anofo3pwi. Xakep He
J0JDKEH 3HATh, YTO MPOrpamMMa OTIIPaBUIIA aJMUHHCTPATOPY KaKoe-TO COOOILIEHHE.
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Eile Edit View Folder Message Settings Help

ARSHREFR R Ke €9
Folders Y Subject Sender Date (Ord
Mail
i P inbiox
(3 outbox
sent-mail
i trash (19)
S drafts

<] 4]y

From: Flenov <root@FlenovM>
To: root@flenovm.ru
Date: Thu, 10 Feb 2005 13:15:38 +0300

uid=0(roof) gid=0(roof) rpynnbi=0(roof),1(bin),2(daemon),3(sys),4(adm),6(disk),10(wheel)

Pwuc. 14.1. Npumep coobuienna o6 aTake

Takum 06p330M MOXXHO NOAMCHHTE BCC OMACHBLIC NMPOrpaMMbl, KOTOPBIC NOJDKHBI 6bITE
HEOOCTYIHBI NIPOCTBHIM MOJIb30BATC/IAM.

Xakepb! Yalle BCero He MpOBEPAIOT YTHIHTHI, KOTOPbIE 3aIlyCKAloT, a Belb YTPO3y MOX-
HO YBHMJETb, €C/IH BBINOIHHTH KOMaHY:

cat /usr/bin/who

BOT TYT ¥ nposBIseTCA HEAOCTATOK MCNOJB3OBAHMA CLIEHApPHEB — HX MOXHO IMPOCMOT-
peTh. A NporpamMMel, HanMcaHHble Ha A3bIke C H OTKOMITHIHPOBAHHBIE B MCTIONHAEMBIH
¢aiin, NpH NpPocMOTpe MOKa3bIBAIOT aGCOMOTHO HHYEro HE rOBOPALLIHI MyCOp.

14.5.2. NNosna Ha xuBLUa

AMHHHCTPATOpEl OYEHb JIOOGAT OCTARIATH NMPHUMaHKH JUIA XAKEPOB, MOTOMY YTO OHH
NO3BOJIAIOT WACHTHULUPOBATH 3NMOYMBIILLICHHHKA Ha HaYaJlbHOM 3Tamne. JTa TeXHOJNo-
rud Jaxe noiayuymna Hasanse honeypot («ropmok meaa»). Kak 3ro paboraer? B cetn yc-
TaHABJIMBAETCA OAMH WIH HECKOJIBKO KOMIMBIOTEPOB, B KOTOPHIX H3HAaYaJIbHO 3aJI0XKEHBI
oOKY KOH(GHUTYpHPOBaHH WIH Jierkve A noabopa napond. OCHOBHas 3aia4ya 3Toro
KOMIUIEKCAa — OTCJIe)KHBaHHe 0OpallleHHH H3BHE H PETHCTPaLMA JTIFOOBIX B3IOMOB.

Ha puc. 14.2 npuBeneHa cxeMa kiacchuyeckoi honeypot-cern. Ot UHTepHeTa ee otaens-
eT ceTeBod 3KpaH, 3a KOTOPHIM HAaXOAATCA NyOJH4HBIE PECYpChl H TNOICTABHEIE
cepBepbl/KOMMbIOTEPH! (IMyOnuuHas cetb). Jlanee HaeT BTOpPo#l ceTeBOi 3KpaH, KOTOpPBIi
3allMILAET M CKPBIBAET PHBaTHYIO CETh.
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Firewall

Net card 1 Net card 1 Net card 2

Private Net

Puc. 14.2. Nocrpoerne honeypot-cetu

Kak Tonpko Xakep «monafaer B KankaH», alMUHHUCTPAaTOPb! HAYHHAIOT €ro HACHTH(HKA-
uMIo U nokck. IToka 3MOYMBIIJIEHHHK MBITaeTCA NMPOHHKHYThL Jallee, B XOPOIIO 3allH-
IIEHHYIO CeThb, CMELMATNCTH M0 6e30MacHOCTH Y)ke YCINEBAalOT NMPHATH K HeMy OoMoi
M GH3HYECKH OCTAHOBHTh HE3[JOPOBOE JHOGOMBITCTRO.

Yro6H1 Ball «KalkaH» He JIOBWI BceX NMOJAPAA M He JaBall JIOKHbIX cpabaTbiBaHHH, €ro
3allUTa JODKHA OBITE JOCTATOYHOM, YTOOB! CEpBEp HENb31 ObUIO CIOMaTh MPOrpaMMaMH,
aBTOMAaTH3HPYIOIIMMH MOHCK ysA3BHMocTei. Haye KOJHYECTBO €XKEAHEBHO MOMMAHHBIX
B JIOBYUIKY XakepoB OyHeT MCYHCNATHCA COTHAMH, a TO W Oonee, BeaAb MOITyJApHbIE

pecypesl CKaHHPYIOT 4acTo.

Ecnn 4ecTHO, TO 1 y)ke JaBHO He MOJIB3YIOCh JIOBYLIKaMH, HO PELMI BCE K€ O HMX pac-
CKa3aTb. Moe OTHOIIEeHne K HHM M3MEHWIOCh, H GOJbIIE A HE CUHTal0 HX 3D(PEKTHBHBIM
M 3aCITy)KMBAIOIIUM BHHUMaHuA cpeacTBoM. Ho, BO3MOXHO, BEI HaijieTe B HHX YTO-TO
noJyie3Hoe Jia ce6s, NoITOMy pa3jiesl 0 HUX OCTAICA B 3TOM H3/IaHHH.

51 panble HacTpauBan cBoH honeypot-cepBepbl Ha MakCHMallbHy10 6€30MacHOCTL, Mpo-
CTO CeTeBOM 3KpaH, KOTOPHIN MX 3alMILAET, MPOMyCcKal NpakTH4eckH moboi Tpadmuk.
3T0 NO3BOJSUIO PELIUTH CPa3y HECKOIbKO MOTEHLHAIBHBIX Mpobem:

O He BBI3BIBAIO NMOJO3PEHHH y Xakepa. CIHILIKOM OTKPBITBIE CEPBEPHI C «IBIPABBIMH)
CEpBHCaMH HaCTOpOXKaT npodecCHOHANA, ¥ OH He OyeT TporaTe TaKHE KOMIBIOTEPSI,

0 yMeHbLIANO KOJMHYECTBO cpabaThiBaHHHA CHCTEMBl Ha KOKAOr0 HaYMHAKOUIEro xXakepa,
KOTOpBIH cJTyyaliHO Hallen nporpaMMy IUIA B3JIOMa;

0 no3BOMTO BLIABIATH aTAKH, KOTOPHIE €Ille HEH3BECTHBI CNIELHAIMCTaM 1o Oe3omacHo-
CTH, H J@XKe 3aIHINaThCA OT HUX. Ecnu cepBep ¢ NMpaBHILHBIMH HAaCTPOHKaMH B3JIO-
MaH, 3HaYMT, KOMIMBIOTEPHI 3a MpeleslaMH BTOPOro CETEBOrO 3KPaHa TOXE YA3IBHUMBI,
HO BBl €ll€ He 3HaeTe 00 3TOH JlazeliKke WIH COBEPIUWIH OLIHOKY B KOHQHIypHUpoO-
BaHUH.

Kak Tonbko 3aMeudeH B3JIOM MOJeILHOTO CEpBEpa, BBIMOJIHAIOTCA CJIEAYHOUHE Iari:

1. AHanH3MpyeTca ysA3BHMOCTb, YEpE3 KOTOpYIO MpoHHK Xakep. Haiins ommbky B KOH-
($UrypHpOBaHHH WIH «IBIPABBIi)» CepBUC, HEOOXOIHMO OTBICKATh 3aIUIATKY M YCTaHO-
BUTh €€ Ha KOMIIBIOTEPHI 3al[HIIEHHOH CeTH, YTOOBI XaKep MOcCli€ B3JIOMa BTOPOro
CETEBOro 3KpaHa He CMOT BOCIIOJIb30BaThCA 3TOH YyA3BUMOCTBIO.

2. BoBisiercs uCTOYHHMK Yrpo3bl, [P-aapec xakepa u Bcs HalifeHHas HHpopmalys
coobLnaeTca B IpaBOOXpPaHUTENbHBIE OPraHbl.

IMockonbky Ha honeypot-KoMIBIOTEpax cepBHCH He 06padaThiBalOT, a TONBKO SMYJIMpY-
IOT peaybHBIe MOAKMIOYEHHS MONb30BaTeNeH, TO WA TaKUX CEPBEPOB HET HEOOXOIUMO-
CTH yCTaHaBJIMBaTh MollHoe 06opyaoBaHHe. JlocTaTOYHO YCTAapeBIIETO (OKENE3a», KOTOo-
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poe BBI Y)Ke JaBHO He Hcnonb3dyeTte. B mo6oi opranmsaummn kabuHer agMHHHCTpaTopa
3aBaJieH CTapbIMH CHCTEMHBIMH 6JI0KaMH, KOTOpbIe XPaHATCA TOJIBKO Ha 3anacHLle YacTH.

Ecnu y Bac HeT cTapbIX KOMNBIOTEPOB, TO B honeypot MOXHO NMpeBPaTHTL M CEpPBEPHI,
KOTOPBIE CITY)KaT B kKa4yecTBe My6nH4HbIX. Boobiue-To, kaxablit myGIHUHBII cepBep M Tak
JOJDKEH COAEPXKaTh MOIUHBIE CHCTEMBI KYPHAIMPOBaHUA U MOHHTOPHHTa, M oT honeypot
HX JO/DKHO OT/IMYATh OTCYTCTBHE 3aBEIOMO OTKPBITHIX YA3BUMOCTEH M JIErKHX maponeii.

14.6. Tronunr OC Linux

Ha npotsbxeHnn Bceil KHUTM Mbl FOBOpHIH O 6e3onacHoi U 3¢pexkTHBHOI HacTpoiike OC
Linux u ee cepeucoB. B 3Tom pasnene Mbl MojBeNeM HMTOT BCEMY CKa3aHHOMY paHee
M pacCMOTPHM HECKOJBKO HOBBIX ITapaMETPOB, KOTOPBIE MOTYT CAENaTh CHCTEMY €Ile
ObicTpee U HagexHee. Takue YCTaHOBKM OTHOCATCA K HauOosiee TOHKHM, MOITOMY A OC-
TaBWJI HX HallOCJIEOK.

MB&l yXce rOBOPHWIH O TOM, YTO JTyULIMM CPE/ICTBOM NMOBBICHTH G€30MacHOCTb U IPOU3BO-
JMTEJIBHOCTh SBJIAETCSA 3allyCK TOJIBKO caMoro HeoGxoaumoro. OT 3TOro Hanpsmyio
3aBUCHT WCIIO/Ib30BaHHE MAMATH M Harpy3Kka Ha MpoLeccop.

OnpeenMBLIMCE CO CITUCKOM 3arpy»KaeMbIX CEpBUCOB U COKPAaTHB WX A0 MHHHMYMa, He-
06xoaMMO Mo3ab0THTECA O HACTPOMKE KaKAOTo M3 HHX C YHYETOM lieNiecoo6pa3HOCTH
MCIONIB30BaHUA. 31€Ch OMATH BCTYNAaeT B €0 MHHHMH3aLHA BO3MOxHocTei. Hanpu-
Mep, cepBuc Apache 3arpykaer MHOXXECTBO Pa3/IMUHBIX MOJAYJIEH, abCOMOTHO HEHYX-
HbIX JUT4 GONBILIMHCTBA CalTOB.

Kaxxapiii JHIIHANH MOIYJIb — 3TO OuYepeqHON yaap Mo MPOU3BOAMTENBHOCTH H Oe3omac-
HocTH. IT0o3TOMYy HX HYXHO OTKTIOYMTb. 3aKOHYHB C 3THM, NepexoauM k 6osee TOHKMM
HacCTpOHKaM,

14.6.1. TlapameTptr aapa

Jlns Hayana oTKpoeM KOHQHUrypalHoHHBIH daiin /etc/sysctl.conf. B HeM HaxoxsTcs mapa-
Metpsl aapa. [Ipumep daiina MoxHO yBuUAETh B IUCTHHrE 14.1.

[ TMCTUHN 14.1. KoHGbUTypaLMOHHBIi dbaiin etclsysctl.conf

# Kernel sysctl configuration file for Red Hat Linux
Koupurypaumonurst dann ampa mna Red Hat Linux

B

For binary values, 0 is disabled, 1 is enabled.
See sysctl(8) for more details.
Ina GuHapHEX 3HaueHuit 0 — 3TO OTKIOYEH, a 1 — BKJUOYEH.

F= I =

CMOoTpUTe man sysctl IOnA noyiydenms OOMOJIHUTENbHOM MHbopMALym

# Controls IP packet forwarding
# KoHTposmpyeT nepeanpecauwmo IP-nakeTop
net.ipv4.ip forward = 0
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# Controls source route verification
# KOHTpOJbL NPOBEPKM MApUPYTH3aLysi OT MCTOYHMKA
net.ipvé4.conf.default.rp filter =1

kernel.sysrq = 1
kernel.core_uses pid =1
#net.ipvd.tcp ecn = 0

kernel.grsecurity.fifo restrictions =1
kernel.grsecurity.linking restrictions =1

# audit some operations

# AymT HEKOTOPRIX onepaumii
kernel.grsecurity.audit mount = 1
kernel.grsecurity.signal_logging = 1
#kernel.grsecurity.suid logging = 1
kernel.grsecurity.timechange logging = 1
kernel.grsecurity.forkfail logging = 1
kernel.grsecurity.coredump = 1

# lock all security options
# Broxupopka Bcex onuuit 6e30NaCHOCTHU
#kernel.grsecurity.grsec_lock = 1

Yro nmpeacraBnsioT coboii napaMeTpsl, KOTOpHIE BBl BUAHTE B 3ToM daitne? Ionpobyem
pa3o6paThCcs Ha NpUMeEpe CTPOKM net.ipvd.tcp ecn. Ha caMoM gmene, 3to myTh k daiiry
OTHOCHTENIBHO KaTajiora /proc/sys, B KOTOPOM BC€ CHMBOJIBI KOCOH YepThl 3aMEHEHbI
ToukaMH. B Hawem cnyuae umeerca B BULY ¢aiin /proc/sys/net/ipvftcp_ecn. Beinonnure
CIIERYIOLIYI0 KOMaHAy, YTo0bl IPOCMOTPETH CoaepkKUMoe daiina:

cat /proc/sys/net/ipvé4/tcp_ecn

B pe3syneTare Ha 3KpaHe BBl JOJDKHBI yBUAeTh 0 WM 1. 3T0 H €CTh 3HaUEHHE NapameTpa.
Ho koppekTuposats (aiii BpyuHYIO HET cMbicia. [{1a M3MEHEHHA JTy4lle MCMOb30BaTh
KOMaHJIy:

sysctl -w 1uMA_napameTpa = 3HadeHMe

C noMoLBIO ITO JKe KOMaHAbl MOXXHO MPOCMAaTPUBATh 3HAYEHHE NTApaMETPOB A/Ipa:
sysctl mma_napamerpa

Hanpumep, cnenyrowas IMpeKTHBa OTOOpasHT 3Ha4YeHHe NapaMeTpa net. ipvd. tep_ecn:

sysctl net.ipv4.tcp_ecn

B pesynbraTe BBl YBHAMTE TO )€ 3HaYeHHe, YTO H MNpH TNpocMoTpe (paiina
Iproc/sys/netfipvd/tcp_ecn HanpsaMyr. BolbIIMHCTBO MapaMeTPOB HMEIOT JIOTMYECKMIA THI,
T. €. MOTYT ObITE paBHbI 0 (OTKIIOUEHO) MM | (BKITIOYEHO).
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PaccMOTpHM mapaMeTpsl, KOTOpBle HMEET CMBICT H3MEHHTD, a €CJIH HX HET B Qaiine, To
JI00aBUTh:

a

a

net.ipv4.icmp_echo_ignore_broadcasts — HIrHOPHpPOBaTb IOHPOKOBCIIATCIILHBIC
axo-nakeTsl npotokona ICMP (napaMerp BIJIIOYCH);

net.ipv4.icmp echo_ignore_all — HIrHOPMpOBaTE BCC OSXO-NIAKCTHI MPOTOKONAA
ICMP (3Hauenue ). Hcnonp3yitre 3m0T NapaMeTp, €C/IM HE XOTHTE CBA3LIBATHCA C Ce-
TEBBIM JKPaHOM. 3anpeTr 3X0-NAKeTOB YMEHBIUHT TPaQHK, XOTA H HE3HaUMTEJIBHO,
H [IPH 3TOM caenaeT HeadpeKTHBHBIMH JIOOBIE aTaKH ¢ MOMOIIBIO ping;

net.ipv4.conf.*.accept redirects —— pa3’spClIHTh IIPHHHMATH [ICPCHANIDABJICHHA Map-
LHIpyTH3aTOpa. B 2nase 4 Mbl FOBOPHJIH O TOM, YTO 3TO He0e30MacHO H MOXET MO3BO-
JIMTh XaKkepy oOMaHyTh MapIIpyTH3aTOp ¥ NMPOCTyIIaTk TpadHK aTaKyeMOi MaIlHHBI.

BMmecTo cumBona 3Be3moykd MOXeT ObITh BIMMCaHO MMA moboro karanora. [eno
B TOM, YTO B KaTajiore net/ipvd/conf HAXOIMTCA HECKONBKO MOKATAJIOTOB — IO OJHO-
MY A1 KaXJIOro ceTeBoro uHrepgeiica. B Bauleii cucteMe DOmMKHO OBITH kak MHHH-
MyM 4 Katajiora co CIeAyIOIIWM pachpeleleHHeM colepxauieiica B HUX HHop-
MaLIUH:

e all — KoHHrypauHoHHbie (ailibl, KOTOPLIE BIHAIOT Ha BCe HHTEpQEHCHI;
e default — 3HaYeHHA MO YMOJIYaHHIO,

e eth0 — KOH(UrypaLHOHHbIe (aiuibl NepBoi ceTeBOH KapThi;

e lo — KOH(HrypauuoHHsie ¢aitipl neryieBoro nHTepdetica loopback.

3Be304Ka yKa3biBaeT Ha TO, YTO NapameTp Ao/bkeH ObiTh HasHaueH BceM HHTepdeii-
caM. B GonbLIMHCTBE ClTyqaeB AOCTATOYHO 3aMEHHMTh CHMBOJ * HMEHEM Katajiora all,
HO MHOT/a IPUXOAMTCS MOACTARIATL BCE CYIIECTBYIOLIHE KATAIOTH;

net.ipv4.conf.*.secure_redirects — IO3BOJIHTH IIPHHHMATH OT LIUTIO3a IO YMOJIYa-
HHIO COOOLIEHHs O MepeHanpaBleHHH MaplipyTtu3atopa. [lapamerp Moxer O6bITh
BKJIIOYEH, TOMNBKO €CJIH B Balllei CETH JCHCTBHTENBEHO Gonee 0OHOrO MapuIpyTH3aTo-
pa, MHaye JTy4llle €ro 3aNnpeTHTh;

net.ipvd.conf.*.send redirects — pa3spelINTh KOMIMNBIOTEPY, €CIIH OH ABIACTCA
MapLIPyTH3aTOPOM, OTIPAB/IATL COOOILIEHHA O IEpPEHAlNpaBlIeHHM MapIlpyTH3aTopa.
Eciiu B ceTH HECKONBKO MapUIpYyTH3aTOPOB, TO MapaMETP MOXKHO BKTIOYHTDb, YTOOBI
pacnpefesHTh Harpy3Ky MexX/Iy HUMH H HE NMbITaThCA MPOIYCKaTh BeCh TpaduK uepes
OCHOBHOH 1ILTIO3;

net.ipvéd.conf.*.accept_source_route — IO3BOJIHTE TIIPHHHMATH NAKETHl € Mapil-
pyTH3auueit ot ucTouHuka. B pazo. 14.7.2 Mel eiie o6cyauM 3TOT Bompoc, a ceifyac
HeoOXOMMO 3HaTh, YTO TaKHe MaKeThl MOIyT CTaTh NMPHYHHOH ob6Xoxa Ballero cere-
BOr0 3KpaHa. 3anpeTHTE 3TOT NapaMeTp;

net.ip always defrag — JAe(parMEHTHpOBAaTb BCE NPHXOAAINME nakeThl. Tak Yk
MOBENOCh, YTO CETEBOH SKpaH NpOBEpAET TOJbLKO NMEPBHIN NMAKET, a3 BCE OCTAIBHBIC
CUMTaeT pa3pelicHHBIMH. Xakep MOXeT 060iTH ceTeBo# 9kpaH, npuberas k pasbuBke
NOCBUIKM Ha 4acTH (cM. pa3zo. 14.7.1). Ecin ycTaHOBHTD 3TOT mapaMeTp, TO BCE BXO-
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JUILIMEC NAKETDI GYI[}'T ned)par MCHTHPOBAHBI, U 0bxo/1 ceTeBoro 3KpaHa 3THM METOAOM
CTAHCT HCBO3MOXKHBIM;,

O net.ipv4.ipfrag low thresh — ONpeAeNAeT MHHMMANbHBIA 00bEM MAMATH, KOTOPbIH
Beiaesier OC s cGopkH ¢pparMeHTHPOBaHHBIX nakeToB. YeM Gonblue 3T0 3HaYEHHE,
TeM MeHblle Gyaer MaHUMyNAUMi Mo BeLaenaeHHIo namMatH. [lo ymonyanuio Hcnosib-
syerca yncno 196 608. CnuinkoM Gonbinoe 3HaYEHHE OTHHMET JIHIIHIOID MaMATh H
MOXKET NMPHBECTH K 3¢ PeKTy, NpH KOTOPOM 1JiA 06paboTKH JaHHBIX HE XBaTHT pecyp-
coB cepBepa. S 661 ocTaBH 3HAYEHHE N0 YMOTHAHHIO;

0 net.ipv4.ipfrag high thresh— OIpPEACHACT MaKCUMAIBHOE KOJHYECTBO MNAMATH
(mo ymonuanuio 262 144), peiaensemMoe nis c6opku (pparMEHTHPOBAHHLIX TaKETOB.
Ecnu 3HaveHue npesbimieHo, To OC HauuHaeT oTOpachiBaTh MakeTel. Xakep MOXeET
NOMBITaTCA 3aKMAATh cepBep OONBIIHM KOJIMYECTBOM MYCOPHBIX COOOILEHHMiA, HO
cepBep Gonblie He OyaeT pearpoBaTh Ha pparMeHTaLHIO;

O net.ipv4.ipfrag time — OMpeAENSeT BpeMA XpaHeHHs (parMEHTHPOBaHHEIX MNaKe-
TOB B K310e. [To ymMonyanmio Hcrone3yeTcs 3HaueHue 30 cexyHI. 3TO OUEHb MHOTO, 32
3TO BpeMA Xakep cMoxkeT 3abpocaTh Bech K3ll. B ciiydyae aTaku Ha cucTeMy ciieayeT
MOHM3HTH 3TO 3HadeHue A0 20, a To u 1o 10 cexyHn;

O net.ipvd.tcp syncookies — MNpoJoJDKas TeMy 3aimuThi oT DoS, 1 pekomeHayio
BKJTIOYMTDb 3TOT NapaMeTp, YToOkl 3auuTuThes OoT atakd SYN Flood, npn koTopoii Ha
cepBep HanpanjsieTcs GoMblIoe KOJHYECTBO NMAKETOB C 3aMIPOCOM Ha coeaHHeHHe. Xa-
KEp YCTaHaBJIHBAeT B MakeTax JIOKHBIA oOpaTHBIH anpec, H cepBep OXKMIAET COeldH-
HEHMA OT HECYLIECTBYIOIIMX WIH HHYEro He MoJ03peBalolIUX KOMMBIOTEPOB. TakuM
00pazoM JIerko MpeBbILIaeTCd MAKCHMAIBHO JIOIYCTHMOE KOJMHYECTBO MOAKITIOUEHHH.

ITapamerpoB siapa o4eHb MHOTO, H paccMaTpHBaTh Bce Mbl He 6yaeM. B npuHuune, BCio
HeoOXOAMMYTO HHOOPMALIHIO MOXKHO Y3HATh H3 IOKYMEHTALHH.

14.6.2. TovmHr HDD

Ionroe spems B OC Linux ans £ocTyma K XecTKOMY AUCKY Obina oTKIIOYeHa qaxe noj-
nepxka DMA (Direct Memory Access, NpsMo#H JOCTYN K NMaMATH), XOTSA 3Ta BO3MOX-
HOCTb CYLIECTBYET [OYTH BO BCEX MATEPHHCKHX IL1ATaX €I CO BPEMEH NMEPBBIX KOMIIb-
1oTepoB ¢ npoueccopoM Pentium. OC He Hcnions3oBaia DMA B uenisx cOBMECTUMOCTH
¢ Gonee cTappIMH KOMNBIOTEPAMH, NMO3TOMY QYHKIMIO MPHXOIMIOCH BKJIIOYATh CaMo-
CTOATEILHO.

B coBpeMenHbx auctpubyTHBax noaaepxka DMA yxe BKIo4eHa, HO paboTy BHHYe-
CTepa MOXHO M Jlaibllle OMTUMH3HPOBAaTh. JlIs TECTHPOBaHHA M HACTPOMKH JKECTKOrO
IHCKa cykHT yrwinta hdparm. J{na onpenenernus ckopocTH pabGoTel JMCKa BBINMOJIHATE
KOMAaHIY C KITIOUYOM -t:

hdparm -t /dev/hda

B oTBeT BEI NOMy4YHTE COOOMIEHHE THNA:
Timing buffered disk reads: 64 MB in 3.02 seconds = 21.19MB/sec
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ITonpo6yiiTe B kayecTBe NapaMeTpa yKa3aTh pa3zen:
hdparm /dev/hda2

B pesynbeTate OyayT BbIBeEHbI TAPAMETPEI JKECTKOTO TUCKA:

/dev/hda2:

multcount = 128 (on)

I0_support = 0 (default 16-bit)

unmaskirg = 0 (off)

using_dma = 1 (on)

keepsettings = 0 (off)

readonly = 0 (off)

readahead = 8 (on)

geometry = 2088/255/63, sectors = 32515560, start = 1028160

U3 3TOro cooOIEeHNs MOXKHO Y3HaTh MHOTO HHTEPECHOTO:

O multcount — KOJIMUECTBO CJIOB, YHTAEMBIX 3a OJHMH TaKT. OTa OMIHA IO/DKHA OBITH
BKJTIOYEHA, W XKeJaTebHO yCTaHOBUTH 3HaYeHue 128. 310 Mo)keT NOBBICHTE POH3BO-
autenbHOcTh Ha 30—50%. Jlns u3MeHEHNA 3Ha4EeHHA CHYKHT KI0Y -mX, TOE X — 3TO
yCTaHaBJIMBAEMOE 3HAYEHHE; '

O using dma — pexxum DMA. [ns BTIOYEHHS TPUMEHAETCA KITIOY —d1;

O 10 support — pexHM JocTyna K aucky. Ilo ymomyanuio ctout 16-6uTHBIH, HO ceffuac
yK€e MOYKHO HCTIONIb30BaTh 32-OUTHBIH pexcuMm. J{st BIUTFOUEHHSA CITYXKHT KITIOY —c3.

3TO OCHOBHBIE TPU NapaMeTpa, KOTOPbI€ MOTYT PEalbHO MOBHICHTH MPOU3BOAHTENb-
HocTb. MTak, naBaiite yCTAHOBMM 3HAa4YeHHA B COOTBETCTBUM C NPHUBEIEHHBIMA PEKOMEH-
JauuaMi. s 5Toro BBIMOJIHUTE KOMaHAy:

hdparm -m128dlc3 /dev/hda
Kak BHaMTe, MBI IPOCTO MPHBEH BCE KIIIOYM U YKa3aiM AHCK /dev/hda. OOpaTHTe BHH-

MaHHe, YTO TIPH OINPENENICHHH YCTPOHCTBa HE CTOUT HUKAaKUX LH}P, KOTOPhlE YKa3bIBAIH
ObI Ha pa3fien, T. K. JOCTYIN MOXXHO H3MEHHTB TOJIBKO KECTKOMY AMCKY B LIEJIOM.

ITocne H3MeHeHHs NnapaMeTpoB X HeOﬁXOlIHMO COXPaHHTB C NMOMOILBIO KOMaHAbI:
hdparm -kl /dev/hda

ITocne 3TOro CHoBa BBITIOJIHHTE KOMaHy TECTHPOBAHHUA CKOPOCTH pa60T1>1 ANCKA:
hdparm -t /dev/hda

EcThb ewe oguH napameTp, KOTOPEIH BIHAET Ha NPOM3BOAUTENLHOCTD, — PEXHM JOCTY-
nma. B Hacrosmee Bpems nmoanepxuBaiotTcs Tpu pexxuMa ATA: 33/66/100. Ceepbrech ¢
JOKyMeHTalMel Ha j)xkecTKuit JUCK, YTOOBbl y3HaTh, YTO OH NMoAnepxkuBaeT. Ui cCMeHBI
pexHMa CITYHHT KoY -X:

0O -x34— ATA33;
O -xe68 — ATAG66;
O -x69— ATA100.
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I ycranoBku ATA66 BBINOTHUTE KOMaHIY:
hdparm -X68/dev/hda

CTpaHHO, HO YCTAHOBJIEHHbIE€ BaMHM MapaMeTPbl HE COXPAaHAIOTCA IOC/IE MEPEe3arpy3Kku
CHCTEMEI, MO3TOMY JKeJIaTeJIbHO TMPOMUCaTh 3TH KOMaHabl B daiin /etc/rc.dfrc.local. Jlna
3TOrO B caMbiii KoHell ¢aiina nobaBnseM TP CTPOKH:

hdparm -m128dlc3/dev/hda
hdparm -X68/dev/hda
hdparm -k1 /dev/hda

14.6.3. AstomoHTtUpoBaHUue

Ecnu BBl Hayaiu 3HakOMCTBO ¢ koMmrmeiotepoM nox OC Windows, To BaM nokakercs
JOMKOCTBIO MPOLIECC PYYHOTO MOHTHPOBaHMA (haiIoBBIX CHCTEM M OCOOEHHO KOMITaKT-
OUCKOB. [JleiicTBHTENBHO, U CepBEpa 3TO €Il MPHEMIIEMO, MOTOMY YTO TaM IHCKH
HCTIONB3YIOTCA Pelko, a BOT Ha paboyeil CTaHLMH BHEIIHHE HOCHTENH MPHMEHAIOTCA
perynsapHo. MHe mHorna npuxoauMTcs BCTaBAATh Mo 20 pa3HbIX AUCKOB B I€Hb, H KaX-
OBl pa3 MOHTHPOBAThH U IEMOHTHPOBATh UX OYEHb HEYJOOHO.

Tak kak OC Linux Bce 6onblie nmoBopayMBaeTca B CTOPOHY JOMALUHHX MOb30BaTe-
neif — B MOCIEAHUX AUCTPUOYTHBAX MPOM3BOAHTEIIMH 110 YMOJIYaHHIO BKIIOYEHA BO3-
MOXXHOCTh aBTOMATHYECKOr0 MOHTHpOBaHMs. Jlis 3Toro ucroib3yercs cayxba autofs.
Y6enuTech, 4TO OHa 3aITyCKaeTcs Y Bac, H MOXKHO IMPUCTYNATh K HaCTPO#HKe.

OcHoBHOI1 koH}uUrypaunoHHbI#i daiin cepBuca autofs — daiin /etc/auto.master. [IpocmoT-
pHTE €ro CoAepKHMoe B JTUCTHHTe 14.2.

Em'mnr 14.2. KOHGMrypauMoRHbIit haiin lewlam.masw

$Id: auto.master,v 1.2 1997/10/06 21:52:03 hpa Exp $
Sample auto.master file

Ipyvep daitna auto.master

Format of this file:

dopMmaT 3TOTOC (aitna:

mountpoint map options

Touka MOHTUPOBaHMA KapTa HaCTPOMKM

For details of the format look at autofs(8).

Ina nononuuTenbHOM MHbOOPMALMM BEIIOJHUTE KOMaHIy man autofs
/misc /etc/auto.misc —-timeout=60

= = 3 H = I = I W

Ecnu He cudTaTh KOMMEHTapHUEB, B 3TOM (aiine TONBKO OJjHA collepikaTeIbHad CTPOKa —
nocneaHss. B pameit cucremMe oHa MoXeT OBITH 3aKOMMEHTHPOBaHa, U U1 BKIIOYEHHSA
aBTOMaTHYECKOr0 MOHTHPOBaHUA HeoOXonuMo yOpaTh 3Hak #.

Y KOH(HUTYpaLMOHHOI CTPOKH cremytouuii Gpopmar:

TOYKA_ MOHTMPOBaHMA KapTa HaCTPOMKM
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B HalleM ciyyae TOYKOH MOHTHpPOBaHHMs BBICTYNaeT KaTalor /misc. 3TO HEMHOIO 3a-
TpyaHAeT paboTy, MOTOMy YTO MPH PyYHOM MOMKJIIOYEHHH HCIONB3YyeTCA KaTajior /mnt.
Bropoii mapamerp ompenenseT KapTy MOHTHpPoBaHMA. B HameMm ciydae 3to daiin
letc/auto.misc. @opMar U HazHadeHHe (ailna yeM-To MOX0XH Ha (paiin /etc/fstab, KOTOPBIH
npumeHsieTcs i koMauasl mount. Comepxumoe (aiina /etc/auto.misc MOKHO YBHAETH
B JIUCTHHTe 14.3.

IMocnennuit mapameTp --timeout=60 — 3T0 BpeMs mpoctod. Ecim B TeyeHue 3toro
nepHoja B Karajnore, MCIONB30BaHHOM I0A TMOKIOYEHHE, HE OyleT aKTHBHOCTH, TO
yCTpOiiCTBO OyzmeT pa3sMoHTHpoBaHO. [To yMomuaHHIO YCTaHORJIEHO 3HaUEHHE 60 cexyHa.
B GONBIIMHCTBE CITy4aeB 3TO BIOJHE MPUEMIIEMO.

d‘l_néiuﬁk 14.3. Copepwwmoe dhaiina /e

$Id: auto.misc,v 1.2 1997/10/06 21:52:04 hpa Exp $

This is an automounter map and it has the following format:
3TO KapTa aBTOMOHTMPOBAHMA, KOTOpPafA MMeeT clledyoumpit ¢opmart:
key [ -mount-options-separated-by-comma ] location

Details may be found in the autofs(5) manpage

H = = W = I3

JONOMHUTENBHYI0 MHOOPMALIMIO MOXHO MOJIYYMTh, BRIIOJHMB man autofs
cd -fstype=1is09660, ro, nosuid, nodev :/dev/cdrom

# The following entries are samples to pique your imagination
# Crnemyoume 3anmMcu ABISIOTCA NpMMepaMM IUIA BO3OyRIeHUA BooOpaxeHMA

#linux -ro,soft,intr ftp.example.org: /pub/linux
#boot -fstype=ext2 : /dev/hdal
#floppy -fstype=auto : /dev/£d0
#floppy ~-fstype=ext2 : /dev/£d0
#e2floppy -fstype=ext2 :/dev/£d0
#jaz —-fstype=ext2 :/dev/sdcl
#removable -fstype=ext2 :/dev/hdd

Temneps paccMoTpUM comep)kumoe aiina /etc/auto.misc. 31ech TONBKO OIHA CTpoKa Ge3
KOMMEHTapHs, KOTOpast ONUCHIBaeT KOMaHIbl MOMIUTIOYEHUA KOMITAKT-AMCKa:

cd ~-fstype=is09660, ro,nosuid, nodev :/dev/cdrom -

INepBelif napaMeTp onpeaenseT KaTajor BHyTpH /misc, KyJa 6yaeT MOHTHPOBaHO yCTpoH-
cTBO. BrOpoit atpubyT — mnapameTpsl ¢aiiloBoH CHCTEMBI H KIIOYM, KOTOpHE OyayT
npuMeHAThCs 1A noakmodenna. B cimydae ¢ CD-ROM ucnone3yercs daiinonas cucre-
ma ISO9660 u onumu, paspemarolide TOJEKO YTEHHE H 3ampemaiomue 3anmyck SUID-
n SGID-nporpamm. [locnenHuii mapameTp onpeleiseT YCTpPOWCTBO, KOTOPOE MOJDKHO
MOHTHPOBATBCA.

Kak BuauTe, Bce oueHb Jaxke npocto. Ecnu nonkerratecs o6paTUThCA K KaTanory /misc/cd,
u B npusBoge CD-ROM B 3TOT MOMEHT OyAeT HaXOOUThCA JUCK, TO OH OKaXETCA aBTOMa-
THYECKH CMOHTHpOBaH. IIpaBia, i 3TOro HY)XKHO HCMONB30BaTh koMaHabl Linux (Ha-
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MPHMED, BBINOJHHUTL KOMaHAY ls /misk/cd), @ He Apyrue nporpaMmel. Eciu e momnsi-
TaThCA NMPOCMOTPETH KaTanor /misc/cd ¢ nomotnsio Midnight Commander, To auck cMoH-
THpPOBaH He 6yner.

14.7. Kopotkue cosethr

MBe1 mpoaHaNH3HpOBaNK AOCTATOYHO MHOIO ACTIEKTOB CO3JaHHA Oe30macHoi cCHCTEeMBI, HO
€CTb HEKOTOpEIE 06LIME PEKOMEHALMH, KOTOPbIE MOALITOXHBAIOT PACCMOTPEHHEIH B 3TOM
kHure MarepHa. [lostoMy Hanocnenaok A cobpan KOpPOTKHE COBETBI, KOTOPbIE IPHTOAATCA
BaM NpH IMOCTPOCHHH 6e30NacHOro cepBepa Wi CEeTH.

14.7.1. [epparmeHtaums naxeros

C noMolpio ¢pparMeHTHPOBAHHEIX MAKETOB XaKepbl MPOH3BOMAT OYEHb MHOTO aTak Ha
cepeepbl. B Linux MoxxHO caenars Tak, ytoOsl OC o0bequHANa MPHUXOAALIME MAKETHI.
Ecnu y Bac MoHonHTHOE aapo (6e3 momnepXkn Moayneii), To Heo6X0AUMO NponUcaTh 1
B (paiin /proc/sys/net/ipva/ip_always_defrag. ITO JIETKO CAENATH C MOMOLIBIO KOMAHABI:

echo 1 > /proc/sys/net/ipv4/ip_always defrag

B nocnemnux Anpax, koTopble Hcronb3ylorT RPM-momynH, Heo6xoauMo MOArpy3HTb
MOIyJb ip_conntrack:

modprobe ip_conntrack

14.7.2. Mapwpytusauma oT UCTOMHUKA

Mbl yxe roBOpwIH O TOM, KaK MaKeThl MpoXoaAT no cetH. HanomHIo, 4To BHYTpH CETH
naketsl nepeaatorca no MAC-aapecy, a 11 oOMeHa Mexay ceTsMH HeoOXOoauMo Map-
LIPYTH3HpYIOIIEEe YCTpPOiCTBO, KOoTOpoe yMeeT paborate ¢ IP-anpecamu M HanpapisTh
MaKkeThl MO Hy)XHOMY IMyTH. Kak H3BECTHO, MpaBWIBHBIH MYTE ONpeneNseTcs CaMuM
MapipyTtu3atopoM. Ho 3TH ycTpoiicTBa ynpanisembl, H CyLIECTBYET HECKOJIBKO METOAIOB
3aCTaBUTh X YCTPEMHTh MAKETHl B HY)XXHOE pycyio. OAHH H3 3TMX METOIOB — Mapuipy-
TH3aLMA OT HCTOYHHKA (Source routing).

C nomomnpio MapLIPyTH3alHH OT HCTOYHHMKA MOXKHO YCTAHOBHTHb MYTb MPOXOXKACHHA
nakera no cetd. UHoraa 3to JeiicTBUTENbHO YAOOHO, HO MBI X€ 3HaeM, 4To ynoocT-
BO — 3TO «Najika O ABYX KOHLax». BrmojaHe NoruyHeiM ObLIO GBI MapLIPYTH3aLHIO OT
HCTOYHHKA 3aMpPETHTB, a elle JIydyllie BooOle HUKOrAa He MPHAYMbIBaTh.

Kak MaplipyTH3auHs OT MICTOYHHMKA BJIHAET Ha Ge3onacHocTh? JIOMycTHM, 4TO Ball ceTe-
BOH 3KpaH 3anpellaeT NoqKTOYeHHs ¢ aapeca 192.168.1.1, noToMy uTo 4epes 3TOT agpec
K BaM MBITAICA NMPOHUKHYTh Xakep. IIocKo/IbKY BCe MakeThl 3JI0YyMbIIIJIEHHHKAa Mapuipy-
TH3aTOPBl HANPARIAIOT HMEHHO Yepe3 ITOT aJpec, TO MOAKTIOYEHHE CTAHOBUTCH HEBO3-
MoxHbIM. Ho 6naroaapsa source routing 3JI0yMBILLIEHHHK MOXKET CaM YKa3aTh MyTh, IO
KOTOPOMY AOJDKEH CEeA0BaTh NaKeT, U MPOBECTH €ro B 00X0a MapLIpyTH3aTOpa WK cep-
BEpa C 3anpeLleHHbIM aIpecoM.
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JKanp, 4YTO MBI HE MOXKEM 3aMPETHTE MAapUIPYTU3ALMIO OT HCTOYHHKA Ha KOMIBIOTEPE
XaKepa, HO MBI JJOJDKHBI 3alPETHTh €€ Ha CBOEM KOMITBIOTEpPE H, TeM 6oJiee, Ha KOMIb-
10Tepe, KOTOPHIA BBIMOJIHAET ponb uullo3a B MHTepHeT (NMpoKcu-cepBep WM CETEROi
skpaH). Jlinsa storo HeoOXoaMMO yCTaHOBUTE O B daiine /proc/sys/netfipva/confiall/accept_
source_route WIH BEIIOJHHTE KOMaHAY:

echo 0 > /proc/sys/net/ipv4/conf/all/accept_source_route

14.7.3. SNMP

IMpotokon SNMP (Simple Network Management Protocol, npocto#i npotokon cereBoro
YIpaB/ieHHUA) MPUMEHAETCA IS YNPaBIEHUSA CETEBLIMH YCTPOMCTBaMM, TaKHMH Kak
MaplIpyTH3aTOPBI, YIIpaBiseMble KOMMYTATOpPBI U fiake OBITOBBIE YCTPOICTBA, MOAKIIO-
YEeHHbIE K CEeTH.

CyliecTBYIOT TpH BepcHH 3TOro mpotokona. IlepBas Bepcus 6bula pa3paGoTaHa OuYeHB
JABHO M, KOHEYHO e, OCYILECTBIANIA OTKPLITHIH 06MeH naponaMu U aaHHeIMH. [1udpo-
paune 6nuto nobaeneHo B SNMP, Haumnas co Bropoii ero Bepcuu. FiMeHHO mosTomy
NEPBYIO BEPCHIO HE PEKOMEHIYETCs UCTIONB30BaTh, a JIy4llle AaXKe 3alpPeTHTh.

YV SNMP ecthb ewle oavH HEAOCTATOK — MPOTOKOJ HUCIMOJIB3YET B Ka4eCTBE TPaHCMOpTa
npotokon UDP, koTopblii He NMOAAECPKHBAECT BHPTYalbHOE COEAWHEHHE, W TNepeada
OCYLIECTBJIAETCA MPOCTOH OTNPaBKOM NMakeToB B ceTh 6€3 MOATBEP)KAECHHA NOCTaBKH U
6e3 kakoi-1M60 aBTOPHM3alMH, T. €. 370YMBILUIEHHHK JIETKO MOXET MOAJeNaTh JitobOble
TIOJIA MaKeTa.

51 He pekoMeHay10 Mcnonb3oBate SNMP, noromy uro ans GonbIIMHCTBA 33qay MOXHO
o6oiituce 6e3 Hero. KoneuHo xe, wmdpopanue, 1oOaBieHHOE BO BTOPOit BEPCHH, 3HAYH-
TEJIbHO MOBBICWIO 6e3omacHocTh, U SNMP cTano Mo)xHO MpUMEHATH Jaxke B 0co00 Bax-
HbIX ciaydasx. Ho Heo6xomumo cHavana ybeauTscs, 4To BBl paboTaeTe UMEHHO CO BTO-
poii unm 6onee crapuieil Bepcueit, n 4To IK(pOBaHHUE UCTIONB3YeTCA.

14.7.4. TlonHuh nyTb

Korna BbI 3amyckaere kakue-nu60 KOMaH/bl HWIH NPOrpaMMEI, TO HEOOXOOHMO yKa3bl-
BaTh MONHBIA MyTh K HAM. BoNbIIMHCTBO monb3oBaTeneit © aqMUHHUCTPATOPOB MPOCTO
yKa3bIBalOT MM 3aITyCKaeMoro oOBeKTa, YTO MOXKET CTaTh NMPHUYHHOI B3noMa. Jla yro
TaM rOBOPHTD, i CAM TPeLIy BBOAOM KOPOTKHX KOMaHI.

PaCCMOTpPlM NPUMEP TOr0, KaK JIOYMBIUUJIEHHHK MOXKET HCIOJIb30BaTh KOPOTKHUE HMEHa
B CBOMX LICJIAX HA MPUMEPEC KOMaHABI 1s:

1. Xakep cosmaer B kakoM-mubo KaTanore (Hampumep, B o6LEeqOCTYmHOM /tmp) ¢aiit
C TAKHM )K€ MIMEHEM, KaK H Y aTaKyeMoH MporpamMMmsl.

2. B arot ¢aiin xakep 3amMCBHIBAET CLECHAPHHA, KOTOPBIH BBIMONHAET HEOOXOANUMBIE €My
neiicTem.

3. B nepeMeHHYIO OKpYXeHHs PATH fo6aBisercs MmyTh K 3ITOMY KaTanory.
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Hanpumep, B daitn MoxxeT GbITh 3anHcaH cAeTyIOMHMHA KOA:

#!/bin/sh

# UNamenseMm npaBa OocTyna k dainam /etc/passwd u /etc/shadow
chmod 777 /etc/passwd > /dev/null

chmod 777 /etc/shadow > /dev/null

# BrmonxseM nporpamy ls

exec /bin/ls "$@"

B 3TOM mpHMepe BBINOJHAIOTCA BCEro TPH KOMaHbI. IlepBpie NBE H3MEHAIOT MpaBa AOC-
Tyna K ¢aiinam /etc/passwd H /etc/shadow Tak, 4ro6sl m060i MOAB30BaTENIb CMOT MX MPO-
yutath. [Ipu 3TOM Bce cooOilieHHA, KOTOpblEe MOTYT BO3HMKHYTh BO BpeMs BBIMONHEHUs
KOMaH/l, Hanpap/isiOTCA Ha HYJIEBOE YCTPOMCTBO /dev/null, YyTo6bl OHH HE O0TOOpaXKATHCH
Ha 3kpane. [locne sToro BhINOMHAETCA CHCTEMHAsA KOMaHa 1s M3 KaTaiora bin.

TenepL YCTaHaBJIMBA€M INporpamMme IMpasa, KOTOPLIE IO3BOJAT BBIMOJIHATL €€ J'llOGOMy
MOJIB30BATECJIIO:

chmod 777 /tmp/ls

JloxHelit daitn roros. anee HeoGxoauMoO caenath Tak, YTOObl OH BBINOJIHAJCSA BMECTO
CHCTEMHOI KOMaHABI 1s. I 3TOro JOCTaTOYHO J06aBMTHL KaTalor Amp B CaMoe Hayalo
CHCTEMHOIi MepeMeHHOMN OKpyxkeHus PATH. EcnM Tenepp KTO-TO 3aIlyCTHT KOMaHIY 1s
0e3 yka3aHMs TOJIHOrO IyTH, TO BBIMNOJIHMTCA HAll CLIEHApHH, KOTOpBIA MOINBITaETCA
M3MEHWTh MpaBa A0CTyna Ha ¢aiinbl naponed. Ecnn y nons3aosatens, BBINOJHHBLIETO
KOMaHy, XBaTHT MOJHOMOYMH UIA W3MEHEHHA 1paB, TO MOXHO CYHMTaTh, YTO CHCTEMA
B3JIOMaHa.

CneauTe 3a COAEPXHUMBIM CHCTEMHOM MepeMEHHON OKPYXKEHHs PATH, YTOObI €€ HHKTO HE
W3MEHUIL.

14.7.5. [losepeHHuie xocTul

B aiine .rhosts MOXHO NpONMKCATh afipeca KOMNbIOTEPOB, KOTOPEIM BbI JoBepsere. [1onb-
30BaTENIM 3THX KOMMBIOTEPOB CMOIYT MOAKIIOYATHCA K cepBepy Ge3 ayTeHTHdMKaLHH
C MOMOLIBIO TaKMX NPOrpamM, kak telnet wi fip.

MBI yXe CTOJILKO pa3 FOBOPHIH O 6€30MacHOCTH, YTO HETPYAHO IOTrafarhbCs, YTO XaKep
MOXET MOAAeNaTh agpec ornpasutens. Ecin eMy yaacTes 3To caenath, TO Ball cepBep
NPEBPaTHTCA B «MPOXOJHOH IBOP».






3aknroueHue

Kakoit 661 HagexHo# Hu 6s1a nporpamMma win OC U kakoii 6bl HafiexHO# HU ObLIM KOH-
durypaiys H OKpYXXalolliie 3alIUTHbIE KOMILTEKCHI, B CHCTEME BCE PAaBHO OCTaeTcs OJHO
oYeHb cyaboe 3BeHO — HeNoBeK. Bel MOXeTe CTaBUTh KakMe YTOAHO CIOXKHBIC MapOJIH,
HO €CJIM KTO-TO M3 aIMHHHCTPATOPOB 3aX04Y€T NMpOAaTh HHPOPMaLMIO, TO OH ITO CAEJNAET.
Ecnn agMHHHCTpaTOp Hecepbe3HO OTHOCHTCA K 6€30MacHOCTH, TO €ro MapojH MOryT Mo-
no6path WIH YKPacTh C MOMOLIBIO BPeJOHOCHBIX MPOrpaMM.

be3onacHOCTL — 3TO HEBEPOATHO CJIOXKHBIA M KOMIUIEKCHBIR roaxod. Kro-To neitaercs
PELIMTL €ro BBEACHHEM OIOpOKpaTHM M pasNu4HbIX npaBwi pabotel ¢ UT, BeITackuBaeT
CD-npuBoabl M3 KoMnbioTepoB U onedatsiBaer USB-pazbembl. Otaensl 6e3onacHOCTH
Ha4YHHAIOT pa3pabaThiBaTh MOJMTHKH 6€30MaCHOCTH, KOTOpbiE OrPaHHYHBAIOT CBOGOMY
COTpyAHMKOB. O4eHb 4acTO TaKoe MOBEJEHME BBI3bIBAET Pa3JpPaXKEHHE CO CTOPOHBI
OMBITHBIX MONB30BaTeNEH U, 0coGeHHO, nporpaMMHcToB. [lo cBoeMy oOmeITY 3HalO, Kak
OHH He JI00AT, KOrja MM YTO-TO 3alpellaloT MoJo6HbIMH cniocobamu.

Y106b! YMEHBLIMTH BEPOATHOCTh BOZHHKHOBEHHA KOHQIHKTHBIX CHTYyallMi H HENOMOHHM-
MaHMA, XKeJIATENbHO 3aIHIIATh TOBKO TO, YTO AeficTBUTENbHO TpebyeT 3amuTel. Hepo3-
MOXHO 3aLMTHTbL aGCOMIOTHO BCeE.

Yenopek MOXKET ObITH CaMbIM CJIaObIM 3BEHOM B CHCTEME, 2 MOXET OKAa3aThbCA U CaMbIM
CHJIBHBIM. A IUIA 3TOro, Ha MOii B3I, NMPOCTO HY)KHO XOPOLUO M3YyYMTh MaT4acTb H
PYKOBOALLHE MaTepHasb O Henob3yeMoid OC.
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KomaHasr nporokona FTP

Korna Bbl momwmouaerecs k FTP-cepBepy ¢ moMolupio KIHEHTa, paboTarolero H3
KOMaHIHO# CTpOKkH (HanpuMmep, sftp, ynoMaHyToro B pazo. 5.3.7), To s paGoTsl ¢ cep-
BEPOM BaM MOMOTYT CNEAYIOLHE KOMAHbIL:

)

aaoan

m)
m)

cd nyTs — M3MEHHTh TEKYLLUM KaTATOr Ha yKa3aHHbIA. YTo6bI NOAHATECA Ha ONMH ypo-
BEHb BBILLIE, MOXKHO BBIMOJHHTL KOMaHOY cd .., @ YTOOBI MEPEHTH B NANKy HIDKE TEKY-
LLIET0 YPOBHA — KOMAaHAY cd kaTasor;

bye — pa3opBaTh COCIMHCHME,
exit — BBIHTH U3 CHCTEMBI;

chmod npaBa wva ¢aina — W3MEHHTHh MpaBa Aoctyna k ¢aiiny. Hanpumep, yro6et
yCTaHOBHTH IpaBa aoctyna 770 Ha ¢aiin passwd B TeKyLIEM KaTalore, HyXHO BBIIOJ-
HHTb KOMaHAY chmod 770 passwd,

get -P ynaneHHebi_dain nokanwHelt dann — CKAdaTh Q)ai'm. Kirou -p siBnsercs Heobd-
3aTe/IbHbIM, OH MO3BOJIAET COXPAHHTh NpaBa JAOCTyNa Ha Gafin B JIOKaNbHOM CHCTEME,
cIeNaB MX TaKMMH e, Kak M Ha cepBepe. Dt1a onuus He pabotaer, eciu ¢aiin nepena-
eTCA MEXIOY pa3HbIMM CUCTeMaMH, TMoToMy uTo B Windows COBEPIIEHHO ApYroi
MeTOA XpaHeHHMs npaB mocTyna. [lapamerp noxanemsit_oain YKa3bIBa€T Ha MOJHBIA
myThk K ailty, rae aomkeH GBITh COXpaHEeH CKauaHHBIH ¢ ceppepa daiin;

put -P nokanpHuii _dain ynaneHHem ¢ainn — 3aKa4daTb JIOKaJIbHBIN (.’paﬁn Ha cepsep.
BrinosHeHHe KOMaHBI CXOXKE C get, TOJIBKO B JaHHOM ClIyuae JIOKaIbHBIN (aiin
3aKa4MBaeTCA Ha CEpBep;

help — 0T06p3.3HTL CIMHUCOK KOMaH[1, KOTOpPbIC pa3peIleHO BhINIOJIHATD,
pwd — 0TOOPa3UTh TEKYLUHi KaTalor;

rm daitn — YAANWUTh aiin;

mmdir kaTanor — YJAJIWTB KaTaJIOT,

mkdir wma — CO3JaTh KaTaJIOT ¢ YKa3aHHbBIM HMCHEM.

Bbl nOKHBI YUHTBIBaTh, YTO pasHele FTP-cepeepbl u FTP-winentsl MoryT o6pabarsi-
BaTh KOMaHbI MO-pa3HOMY.






TIPUNOXEHMUE 2

TTonesHuze nporpammer

OTH nporpaMMel MOTyT MOMo4b BaM B Gopbbe ¢ xakepamu. Cniepsa ykaxkeM cHu(depsl,
T. €. YTWIHTHI IUIs NPOCITYIINBaHUA TpadHKa.

O dsniff (monkey.org/~dugsong/dsniff) — naketr nporpamMM 11 NpOCIyINMBaHUA Tpa-
¢HKa, KOTOPBI COCTOMT U3 CJIEAYIOLNX YTHIHT:

dsniff — cmyxurt nna nepexsara naponeii. OHa npocaymuBaet Tpadux B OXuAa-
HHMH TAKETOB aBTOPU3ALMH, W €C/IM TaKOd NakeT HaiilileH, TO 3aBEeTHhbIH Maponb
BBIBOAMTCA Ha 3KpaH. [loanep)kMBaeTCa MOKUCK NAaKeTOB aBTOPH3ALMH BCEX OCHOB-
HBIX npoTokonoB, Takux kak TELNET, FTP, POP u . 1.;

arpspoof — no3ponser ornpaBiATh ARP-OTBeTBl, ¢ MOMOIIBIO KOTOPBIX MOXHO
0OMaHyTh KOMIIBIOTEPBI XXEPTBHI, CKa3aB, YTo omnpexaeneHHbid [P npuHannexur
BaM;

dnsspoof — no3sonser ornparnats nopaensHeie DNS-otBethl. Ecnu xkeprra 3a-
npamuBaet IP-anpec cepBepa, Bol MoxkeTe noanenarb oreetr DNS-cepsepa, 4ToOs!
BMECTO HYXKHOTO €My CEpBepa KJIHEHT MOMTIOHHIICS K BallleMy KOMIIBIOTEPY, H BB
CMOFJIH NepeXBaTHTh Ha ces Tpaduk;

filesnaf — npocyuMBaeT TpaguK B OXKHMIaHHH Nepenaun daitios no NFS;

mailsnaf — npocyinBaer cets B oxunannu E-mail-coobienuit no nporokonam
POP u SMTP;

msgsnaf — oTcnexxuBaetT COOOLIEHHS HHTEPHET-NEHIKEPOB H YAaTOB, TAKHX KakK
ICQ nIRC;

macof — no3BoNseT HABOAHHTH CETh MAaKETAMM CO creHepMpoBaHHBIMH MAC-
anpecamu. Ecnv xoMMyTaTop mepecTtaer CHpaBIIATBCA C Harpy3koi Mo onpejerne-
HHIO ITyTH, TO OH HaYHHaeT paboTaTh Kak MPOCTOH KOHLEHTPATOP, U BBl CMOXETE
NPOCITYIUHBATh TPadHK BCEX KOMITBIOTEPOB CETH;

tepkill — MoxkeT 3aBeplUMTH Yy)KO€ COEOMHEHHE, OTTIPaBHB MOANEbHBIA MakeT
¢ ycTaHonieHHbIM ¢narom RST;

webspy — no3BosieT MPOCITyLIMBAaTh COSAMHEHUSA C BeG-cepBepaMy U COXpaHseT
CIHCOK CalTOB, KOTOpPBIE NOCEILAJI ONpeAeNeHHBIH M0JIb30BaTeb;



406 lpunoxexue 2

e webmint — sMynupyeT Be6-cepBep U CTAaHOBHTCA NMOCPETHUKOM. TexHonoruns ara-
KM 3TUM METOIOM paccMOTpeHa B pa3o. 7.9;

O ettercap (ettercap.sourceforge.net) — Ha Mo# B3rJIsf, 3TO camas ynoOHas Mporpam-
Ma Ui npociyminBaHus Tpaduka. OCHOBHOE Ha3HaYeHHE NPOrpaMMBl — IMOWCK Ma-
poneii B makeTax BCEX MOIMYNAPHBIX IPOTOKONOB. AJJMHHHCTPAaTOPE! OLIEHAT BO3MOX-
HOCTb MpOrpamMMBbl ONpeJeNnATh HaJIMYHe B CETH APYTHX NMPOrpaMM NOACTYLIHBaHHA

TpadHKa.
Terneps HaMOMHMM MpPOrpPaMMBbI, KOTOPhi€ MOMOTAIOT aHAJIHM3HPOBaTh KOHMHMIypaLMIO
CepBepa H ONpeNeNATh MOMBITKH B3JIOMa:

0O Isat (usat.sourceforge.net) — mnporpaMMa NpPOBEPKH KOH(PHIypalUHd CHCTEMBI
(cM. pazo. 12.3). AnanusupyeT KOHGHUIypalnyio cepepa, 0ToOpakas NoTeHHAIbHbIE
ourMOKH, U B HEKOTOPBIX CITy4dasX MOXET AaTh PEKOMEHIALMH MO YCTPAaHEHHIO HENo-
4EeTOB;

O bastille (bastille-linux.sourceforge.net) — cuctemMa BBIABJICHMA NOTEHLUHANBHBIX
owHbok B KOHQHUrypauum cepsepa. IIporpamMMa MoXeT aBTOMAaTHYECKH MCIPaBIATh
OWHOKH U HeJ0YeThl B KOHHrypalluHy;

O Klaxon (www.eng.auburn.edu/users/doug/second.html) — nporpamma s omnpe-
JieJICHHA aTaK Ha Ballly CUCTEMY;

O PortSentry (sourceforge.net/projects/sentrytools) — yTwinTa A1 clie)eHNA 32 Mop-
TaMH M OTCJIe)KUBAHHUA TOMBITOK HX CKaHMPOBaHHUA. [Io3BonseT aBTOMaTHUECKH CKOH-
(GbUrypHpoBaTh ceTeBO# 3KpaH Ui 3anpeTa COeAUHEHHA C KOMIMBIOTEPOM, C KOTOPOTo
MPOMCXOIWIO CKAHHPOBAHHUE;

O Swatch (sourceforge.net/projects/swatch) — yno6Has nporpaMma aHaniu3a >KypHa-
JIOB 1O paciMcaHuIo (cM. pazo. 12.5.2);

O Logsurfer (sourceforge.net/projects/logsurfer) — omHa M3 HEMHOIMX MPOrpamMM,
MO3BOJIAIOLIMX aHATU3UPOBATh JXCypHaN 6e30nacHOCTH B AWHAMHKe (cM. pa3o. 12.5.3).

Hanocnenok ynoMsHeM elie napovKy NOJ€3HbIX MPOrpaMM:

O John the Ripper (www.openwall.com/john) — camas 3HameHHMTas nporpamMma noj-
6opa nmaponei;

O Nmap (nmap.org) — ckaHep NMOPTOB, KOTOpbIi obOnamaer GONBIIMM KOJNHYECTBOM
BO3MOXKHOCTEH.



TIPUNOXEHUE 3

MHTepHeT-pecypchr

51 npuBeay JHLIB HECKOJIBKO CalTOB, KOTOPBIE K&XYTCA MHE Haubonee HHPOPMATHBHBI-
mu. Bbl, BeposiTHO, paclIMpHTE 3TOT CIHMCOK CaiTaMH, MHTEPECHBIMH M MOJIE3HBIMU
HMMEHHO IJIA Bac.

)

)

a

Q Q

m]

m)
m)

www.redhat.com — caiit xomnauud Red Hat, rae MoxHO ckauaTh mocjieaHue Bep-
CHMH TIPOrpaMM, siapa, NIaTyM U MPOYUTATh O NepcnekTHBax passuTHs 3Toi OC.

www.kernel.org — caiit, nocesienHsli sapam OC Linux. 3aech je MOXHO CKa4aThb
TIOCJIEAHION0 BEPCHIO AAIpa.

www.securityfocus.com — caiit, nocBaueHHsI 6€30M1aCHOCTH, COAEPKHUT MHOXKECT-
BO OMNMCAHHH Pa3IMUHBIX YA3BMMOCTEH M METOIOB MCIIPABJIEHMA OLIHOOK.

WWw.cert.org — eule OJIMH CaiT, MOCBALLEHHbIH HHHOPMALIMOHHOIH 6€30MacHOCTH.
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TIPUNOXEHUE 4

Pabota 8 komaHAHOU cTpoOKe

He6onbimo# cexkper — Koraa Bhl HaGMpaeTe KOMaHIBi, TO MOXKHO KOHOMMTb BpeMs
¢ nomoinsio kiapuuH <Tab>. HykHo Bcero JiMinb HauyaTh HaGMpaTh KOMaHIy U HaXAThb
<Tab>. Hanpumep, eciin BBl HAXOJHTECH B KOPHE, TO TaM TOJIBKO OJJHH KaTaJior Ha OykBy
h: home. HaGepure 6ykBy h U HaxmuTe WiapHiry <Tab>-— oGonouxa cama JOMHINET
nonHoe HMs kartanora. To jxe caMoe kacaerca H daiinos.

Ec/iH BaM Hy>KHO MOBTOPHThL BLINOJIHEHHYIO paHee KOMaHIY, TO MOXeTe HCNOJbIOBATh
wiasnry <t> wnn <|>. [loclie HOXATHA Ha KIaBHIOY <1> B KOMaHJHOH CTPOKE NOABHTCH
nocJeqHAs BBeJleHHad koMaHaa. Haxmure eine pa3, H Bhl YBHAHTE NPEOIOCACAHION.
Haxxmure <]>, H BBl ONATH BepHeTech K nocieaHed koMaHae. Takum o6pa3oM MOXHO
nepeMeLaTheA N0 HCTOPHH BBEJEHHBIX KOMaH/I. 3aMeThTe, YTO He 00A3aTe/ITbHO BBOAMTD
KOMaHJy HMEHHO TaK, kak oHa ObUia BBeleHa paHee, MOXXHO €€ MOAPEIaKTHPOBaTh
H JIMIOb 3aTEM HaKaTh KiaBuimy <Enter>.

TlcespoHumer

C noMouIpI0 KOMaHAK alias MOXHO CO3AaBaTh NICEBJOHHMEI 1A KoMaHA. Eciii BN yac-
TO BHINOJIHAETE KaKoe-To AeliCTBHeE, UM Yero Hy>XHO NMoJaTh JVIHHHYIO KOMaHAy ¢ Kyue#H
NapaMeTpoB, TO YAOOHO co3aaTh A1 Hee ncesaoHHM. HanpuMep, 1uia mpocMoTpa Teky-
IIero KATa/iora HCMoNb3yeTcs KOMaHAa ls, HO OHa MOKA3LIBAET KOPOTKOE CONEPKMMOE,
6e3 npas nocTyna, a yacto GriBaeT HeOOX0AMMO YBHIETh HMeHHO MX. Kaxapii pa3 yka-
3bIBaTh NapaMeTp -1, Habupas 1s, HyZJHO, IOITOMY MOXXHO CO3/1aTh IICEBJIOHHMM 11:

alias 11="1s -I"

Teneps BhINONHEHWEe kKOMaHAB! 11 GyAeT HAEHTHYHO BHIMONHEHHIO 1s -I. Ho He Toponn-
TECh AeNaTh HMEHHO 3TOT NICEBAOHMM B CBOeH cHcTeMe. BnonHe BOIMOXKHO, YTO OH yike
y Bac ecTb, Mo KpaifHeil Mepe, y MEHA B AMCTPHOYTHBE Takoi NCeBJOHHMM CO3AaH MO
YMOJT4aHHIO.
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TTepeHanpasneHue

Teneps NOroBOPUM O TOM, KaK MOXKHO HAIpaB/ATh BLIXOAHbIE JAHHbIE KOMaH/bl HE Ha JK-
paH, a, HaripuMep, B daiin. J{a 3Toro cyxuT cuMsoi >. Hanpumep, BBINOTHHTE KOMaHLY:

1ls > outfile.txt

B pe3ynbTaTe BBINOMHEHHA 3TOH KOMaHIBI CONEp>KUMOE KaTajiora He 6yeT BhIBEAEHO Ha
3KpaH, a 6ynet coxpaneHo B (aiin.

Ecnu oto6pasuth coneprkuMoe (aitna, nogas KoMaHTy

cat outfile.txt

Bbl yBUAUTE TO, 4TO 6b1IO OBI MOKAa3aHO HAa 3KPaHE IOCJIE BBHINOJHEHHA KOMaHbl 1s 6e3
nepeHarnpaeieHus. BrpoueMm, He coBceM Tak: B Qaiinie outfile.txt mocne TakoH koMaHBI
OKa)KeTCA ellle U ero cOOCTBEHHOE UM, T. €. CTPOKa outfile.txt. Ec/n ske atoro daiina
[0 BBITIOMHEHHA KOMAaH/BI C MiepeHanpapieHHeM He ObLIo, TO M Ha 3KpaHe OBl MBI €ro He
yBHIEIH.

Hano uMeTh B BHIY, YTO MEpeHANpaBlicHHE NMepe3anuceiBacT daiin 6e3 noarBepikaeHu,
€CJIH OH yXe cyulecTBoBal. YToObl HE NMepenuchiBaTh Qaiii, a OMMCHIBATh B €r0 KOHEL,
HaJo0 MCMONB30BaTh [BA 3HaKa >>:

1s >> outfile.txt

M&i MOXKEM He TOJIBKO BBIBOAMUTDH pe3ysbTar B (ailyi, HO M NoJIy4aTh MNapaMeTpsl U3 ¢aii-
na. Hanipumep, MOXHO BBIMOJIHHTE KOMaHY:

cat < infile.txt

KomaHze cat B kauecTBe napaMeTpoB GyaeT nepenaHo conepxuMoe daiina infile. txt.

C noMoubl0 CUMBOJIa BEPTHKAIBHON YEPThl | MOXKHO H3MEHATH CTaHAApTHBIA MOTOK
BBOa/BbiBOMA. JIOMyCTUM, BB XOTHTE y3HaTh, KOTJa B CHCTEMY TOCIEIHHI pa3 BXOAWI
nosib30Batesb Mo uMeHH flenov. J{ns 3TOro MOXKHO BBHINOJIHHTE KOMaHAY lastlog. Ho
ecnu B cucteMe 3apeructpupoBaHo 1000 monb3oBaTenel, To HaWTH HyXHoro Oyaer
npo6aemMatTnyHo. OH MOXET HaXOAHThCA B JIOOOM MecCTe, BEllb PE3YJILTAT HE OTCOPTH-
poBaH. [Ipeacraebte cebe, ecnu Obl TenedoHHas KHUra cojeprkana BceX aGOHEHTOB
B HEOTCOPTHPOBaHHOM BHze! JTo Oblna GBI KaTacTpoda.

Kak otcoptupoBath BbiBoA koMaHAbl? Jla O4EHb NPOCTO, HYXKHO HaNMpaBUTh €€ BBIBOJ,
B JJaHHOM CJIy4ae CITMCOK IOJIb30BaTesel, KOMaHIe sort, KOTOpPas COPTHPYET BXOAALLKE
JaHHbIE ¥ BBIBOAMT UX B OTCOPTHPOBAHHOM BHJE. A 3TO MOXKHO CJeNiaTh C MOMOIIBIO
CHUMBOJIa BEPTHKAILHOMH YepThI:

lastlog | sort

3anyck B (poHe

Ecnu komanna paboraeT o4eHb JOJTO, TO Bbl MOXKETE 3aIlyCTUTh €€ Ha BBIMOJHEHHE
B ¢oHOBOM pexuMe. [[A 3TOro CiIy>KHT CHMBOJ amrepcaHaa (s), KOTOpPblif HYXHO
NOCTaBUTh B KOHLE KoMaHnbl. Hampumep, y MeHa Ha pabGore ectb OLAP-cepep (310
nporpamMMa Ui MOJy4€HHA OTYETHOCTH), KOTOPHI HamucaH Ha Java W mpH 3amycke
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3aXBaThIBAET KOHCOMNb. OTO 3HAYHT, YTO KOHCOJb G/OKMpyeTCs MporpaMMoi, W Noka
nporpaMma He GyzeT 3aBeplueHa, 1 HE MOTY HM 3aKpPBITb KOHCOJIb, HH BBIMONHATH B HEH
apyrue komanapl. Ecinu TakuM 06pa3oM 3aIyCTHTh HECKOJIBKO CEpPBEPOB, TO Ha paboyeM
CTOJIE KOJIMYECTBO KOHCOJIEH HauMHaeT pacTH. Uto6bl M3GaBHTECA OT TAKOTrO Hexena-
TEJILHOTO MOBEJCHHA, JOCTATOYHO MOCIIe KOMaHb! MOCTaBUTL CHMBOJI &:

start-olap-server.sh &

Teneps nporpamMMa 3amyckaercsi Ha BBINMOJIHEHHE, HO He Gnokupyer koHconb. [la, BBI
BHAMTE BBIBOJI Ha 3KpaHe, HO B M0G0l MOMEHT Moxete 3a6paTh KOHCONb cebe, Hakap
knasumy <Enter>. Bl MoxeTe naxe 3aKkpbiTh KOHCONb, H CTapTOBaBILadA MporpaMMa He
NpepBeT cBolo paboty.

TTocnenosatenbHOCTL KOMAHA

A dTO, €CITH BaM HY)KHO MPOCTO BBINIOJIHHTE NOCJIEZIOBAaTENBHOCTh koMaHA? B 3Tom ciry-
yae HaNMLIMTE STH KOMaHbl Yepe3 TouKy ¢ 3ansTod. Hanpumep:

1ls > ~/outfile.txt; cat ~/outfile.txt; ls -al ~/outfile.txt

Jta CTPOKa HACHTHYHA BBOAY TPEX OTAEC/IbHBIX KOM3HNA:

1ls > ~/outfile.txt
cat ~/outfile.txt
1ls -al ~/outfile.txt

B nepBoii cTpoke s 3anpalunpaio oToOpakeHue ¢aiiioB TEKyIEro KaTajaora M COXxpaHe-
HHe pe3ysibTaTa B ¢ain outfiletxt B MoeM JOMalwiHeM Kataiore (Ha AOMAIlIHHHA KaTainor
yKa3bIBaeT CUMBOJI THIBAHI ~).

Bropas koMaHma orobpaxaer colepxuMoe coznaHHoro ¢aitna. Tak kak 31a KOMaHna
Oyner BBINONMHEHA MoCHe 3aBeplieHus nepBoi, daiin yxe 6yaer cymecTBoBare. TpeTes
KOMaHfa oTobpaxkaeT napameTphl (paiina, ero nmpasa A0CTyNa M BpeMs CO3JaHHA.

Ecnu xoMaHapl pa3feiMTh C MOMOLIBIO CHMBOJIOB &&, BbI YKaxkeTe, YTo o6e KOMaHIBI
JIOJDKHBI OBITE BBINOJIHEHBI. Ecni nepBas koMaHaa He BHINIOJHHUTCA, TO BTOpas YK€ H He
6yner BemnonHATeesa. Hanpumep, eciu ¢aiin outfile2.txt He CyllECTBYET, TO BTOpas KOMaH-
Ia He Oyner BBINOJIHEHA:

1ls ~/outfile2.txt && cat ~/outfile.txt

Ecnu e Hy)KHO BBIMOJIHUTE OfHY M3 KOMaH[, TO pa3/ie/IiTe X CHMBOJIaMH JIBYX BepTH-
KanbHBIX 4epT (| |). Hanpumep:

ls ~/outfile2.txt || cat ~/outfile.txt

Ecnu ¢aiin outfile2.txt He cymecTByeT, To Gy€eT BbINoNIHEHa BTopas koMaHaa. Eciu xke oH
CYLIECTBYET, 3HA4HT, NepBasA KoMaHAa OydeT BHIMOJHEHA KOPPEKTHO, a BTOpas BBIMOJI-
HATBCA He Oyner.

Komangnas ctpoka B Linux — MOLIHBIA MeXaHU3M, KOTOpLI MO3BOJMET AesiaTh KyJa
6onbLIe NpUBeaeHHOro 3ech. [loHOE onHcaHne BceX BO3MOXKHOCTEH HeJIb3s IOMECTHTD
B TAKOM KOPOTKOM MPWIOXKEHHH, HO AAKE YNOMAHYTHIE TOJIBKO YTO NMPHEMBI TIO3BOJIAT
BaM paboTaTh ¢ Hell 6onee 3¢ peKkTHBHO.
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rn"A3AMMU

Hacmpoume Linux
Ha MaKcumMasnbHYH CKOpOCMb
u 6esonacHocmb

XAKE PA 0= H3[lanne

oeopsim, ymo Linux — amo cucmema 0ns
xakepos. KoHe4yHo, amo eecbMa Makcuma-
niucmekuti nodxo0, Ho ICHO 0OHO — Yerloee-
Ky, Komopsblli xo4em any6oko pa3obpambcs
8 cemesbiXx MmexHosioeusix, He obolmuck
b6e3 3HaHusi amol cucmembl. B Hawe
rpoceeLeHHOe 8peMsi yxe He Hado «38amb
0rbIMHO20 mosapuwia», Ymobbl OH rnocma-
sun Linux, He yepobus smopyto cucmemy,
obbiyHO  Windows. [Mocmasume  Linux
menepb He crioxHee Windows, a eom pa3o-
bpambcs Ymo K Yemy — 20pa3qo CrIOXHee.
Cnuwkom eenuk cobnasH onbL308amscsi
UM mak xe, kak u cucmemoli om Madlkpo-
cobm — ¢ NMOMOWbIO «MbIKAHUSI» MbILWKOU
M0 UKOHKaM U asmomamu4yeckux macme-
pos. [Npo4yumas amy kKHu2y, mbl obpemeulsb
6aso08ble, U He MOJbKO, 3HaHusi rno pabome
¢ amol cucmemol «U3Hympu», Hay4YuubCs
KOHGbueypuposampe ee 6e3 ucronb308aHUs
8u3yarnbHbIX cpedcms, y3Haelwb Xumpble
rnpuems! paboms! U crnocobkl 3awumsl om
XaKepcKux amak.

AnekcaHdp «Dr.Klouniz» JTososckud,
sbinyckarowull pedakmop XypHarna «Xakep»,
pedakmop xypHana «XakepCriey»

®néHoB Mwuxaun, npodeccmno-
HanbHbIN NporpaMmmucT. Pabotan
B XypHane «Xakep», B KOTOPOM
Heckonbko net Ben  pybpuku
«Hack-FAQ» wn «Koguur» ans
nporpamMmMuCTOB, Nnevarancs B Xyp-
Hanax «Wrpomanus» un  «Chip-
Poccusin.  ABTop  GectcennepoB  «bubnus
Delphi», «lMporpammupoBaHue B Delphi rnasamm
xakepa», «lporpammupoBaHne Ha C++ rmasamu
xakepay, «KomnbloTep rmasamu xakepa» v ap.
HekoTopble KHUIM NepeBefeHbl Ha NHOCTPaHHbIe
a3blkv 1 m3paHbel B CLUA, KaHnape, Monblwe wu
Opyrux cTpaHax.

Hecmotpss Ha sBHOe cTpemneHue Linux
nocenuTbcs B [AOMALLUHUX KOMMblOTEPAX,
HacTponka 3TOM OnepaLnoHHON CUCTEMbI
noka eule CrvLIKOM CIOoXHasi U 3aBUCUT OT
MHOXecCTBa NnapamMeTpoB, OCODEHHO koraa
peyb naet 0 HacTpownke cepsepa. HacTporika
KIMMEHTCKOrO OKPY)XXeHWUsi 4OCTUrna NpoCTOThl,
crnocobHom KoHkypupoBaTb ¢ Windows, HO
TOHKUI TIOHUHT NokKa TpebyeT oT nonb3oBaTe-
ns noarotoBkun. Ecnn npocto octaBuTb Napa-
METpbl MO YMOMYaHuto, TO 00 WCTUHHOM
6e3onacHocTy Linux He MOXeT ObITb U peyn.
Khura nocesieHa 6esonacHoctn OC Linux.
OHa BygeT nonesHa kak Ha4YMHalLWUM, Tak u
ONbITHBIM MOMb30BATENSM, aAMUHUCTPATO-
pam u cneuyvanuctam no 6e30nacHOCTU.
Onucaxue Linux Ha4YMHaeTcs ¢ cambiX OCHOB
N 3aKaH4YMBaETCsl CIOXHBIMU HACTPOMKaMu,
npu 9TOM Kaxaas [nasa paccMaTpuBaeT
TeMy C TOYKM 3peHUs NpOou3BOAUTENbHOCTU
n 6esonacHocTu.

B kHure Bbl Hanpete Heobxoaumyt MHEOpP-
mMauuto no Hactponke OC Linux n nonynsip-
HblX CEpBUCOB C YYETOM COBPEMEHHbIX
peanuii. Bbl y3HaeTe, Kak Xxakepbl MoryT
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